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Abstract. This review paper presents academic literature exploring why there
is a slow adoption of mobile technologies amongst rural enterprises in South
Africa. The researchers conducted a thorough literature review of studies related
to trust and privacy on mobile applications published in journals between January
2020 and April 2023. The study reviewed two main external variables: trust and
privacy of technology adoption. The systematic review shows that common trust
concerns for rural enterprises include untrusted service providers, weak security,
and security attacks. Additionally, the review revealed common privacy issues
and concerns, including integrity, user awareness, unobservability, and deniability
as obstacles to the fast uptake of mobile applications in rural marketplaces in
South Africa. Considering these factors, the paper concludes by offering practical
and theoretical suggestions that can assist rural entrepreneurs in enhancing the
diffusion of mobile technology.

Keywords: mobile applications · technology diffusion · trust issues · privacy
concerns

1 Introduction

Marketers in many developing countries are still trying to gain a better understanding of
the motivations and methods of consumer engagement with modern technologies such
as mobile applications or “apps”. It is interesting to note that the study of the nature of
mobile applications and, consequently, the reasons for and ways in which users utilize
them, has dominated the literature on this developing technology [1–3]. Understand-
ably, the proliferation of mobile applications, akin to various digital entrepreneurial
pursuits and the ubiquity of internet infrastructure, has ushered in fresh prospects and
entrepreneurial models in both rural and urban marketplaces [4, 5], although the intro-
duction of novel technological applications often encounters more skepticism within
rural areas compared to urban markets [6, 7, 9]. Alavion and Taghdisi [8] contend that
the distinctive characteristics and capabilities of and demand for advanced technical pro-
ficiencies make mobile application diffusion challenging in rural areas. Evidently, sub-
stantial infrastructural developments focusing on connectivity upgrades are imperative
for mobile applications to thrive in rural regions [10].
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Undoubtedly, mobile-application use is on the rise in rural areas, serving a multitude
of purposes. These include providing access to information about government initiatives,
agricultural techniques, market prices, and weather forecasts, as well as facilitating
money transfers and banking [3, 11, 12]. Despite the apparent opportunities generated
bymobile applications, the complexities associatedwith technology trust and the security
issues associated with mobile-application implementation have resulted in a relatively
slow adoption rate among rural South African entrepreneurs [13]. While technology
significantly impacts product utility [14], Rogers [15] cautions that making people use
new technology for the first time can be challenging. Therefore, Sisi and Souri [13]
contend that mobile applications must gain recognition among retailers and customers
in these digitally challenged markets to remain competitive in rural markets. The critical
question is, what are the trust and privacy peculiarities underlying rural entrepreneurs’
mobile applications adoption? In subsequent sections, we review mobile applications
in rural areas through different dimensions of trust and privacy concerns, for mobile
applications in rural markets. Then we present methodology, followed by findings and
future research implications for entrepreneurs and theory to advance diffusion on rural
markets. Finally, the paper ends with concluding remarks.

2 Literature Review

Previous studies indicate that rural marketers face the most pronounced impact of the
digital divide [16]. This situation often stems from factors such as limited data con-
nectivity, power interruptions, and socio-economic disparities [17, 18]. Unless effective
measures are enacted to narrow this gap, the uptake of technology in rural regions
will continue to be slow. Vasileiadou, Huijben, and Raven [19] highlight the high cost
of technology in rural markets as contributing to widespread technology poverty and
exacerbating the digital divide. This divide is notably conspicuous among many rural
residents in South Africa who lack the means to afford information and communication
technologies (ICTs), perpetuating technological impoverishment across the majority of
rural areas in the country. It is important to recognize that such technological poverty has
the potential to increase South African communities’ overall resistance to technology,
which will also hinder adoption [20].

Recognizing that the adoption of technology is a multifaceted and socially intri-
cate process, this study focuses on the need to address logical, sensitive, and contextual
apprehensions [21]. This paper borrows from technology theories to address the trust
and privacy concerns prevalent in rural markets. The paper acknowledges the conceptual
underpinnings, practical applications, and evolutionary nature of technology adoption
models and theories. These include the unified theory of acceptance and use of tech-
nology (UTAUT) [22, 23], the diffusion of innovation theory (DIT) [15], the theory of
reasoned action (TRA) [24], the theory of planned behavior (TPB) [25, 26], and the
technology acceptance model (TAM) [27].

These theories illuminate potential applications for the adoption of technology and
provide a conceptual framework that can aid future researchers in comprehending the
underlying technology models and theories shaping past, present, and future technology
adoption trends. However, this paper studies the trust and privacy dimensions as potential
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extension variables to any technology adoption theory mentioned earlier. As postulated
by Nguyen et al., [28] there is continued uptake of technology in conducting business
and in most cases the electronic data is exposed to theft, falsification, or unauthorized
access. A situation which leaves customers lacking user’s confidence and judgement that
a specific service is free from privacy and security threat [29]. Notably trust and privacy
concernsmay pause a threat in all forms of technology adoptionsmaking them important
variables in technology adoption theories. Considering the foregoing postulations, the
current paper reviews different dimensions of trust and privacy concerns. Now, the paper
presents the relevant and recent literature for each stream.

2.1 Trust Concerns Among Rural Enterprises

Lankton, McKnight, and Tripp [30] define trust in technology as the user’s confidence
and judgement that a specific service is free from privacy and security threats. This
public confidence plays an important role in the populace’s selection of mobile appli-
cations. The collective disposition towards trust significantly influences the utilization
of mobile applications in rural markets. Entrepreneurs recognize the potential of mobile
applications in enhancing rural business operations [29]. However, their willingness to
embrace these applications is often impeded by concerns that transmitting enterprise
data over the internet might result in data tampering and privacy breaches. Al-Azawei
and Alowayr [31] affirm that trust in mobile internet and data quality (essentially trust in
technology) impact users’ inclination to use mobile applications. This assertion is rein-
forced by Mkansi and Nsakanda [3], who emphasize that security and privacy concerns
and distrust in mobile application services pose substantial challenges for rural South
African enterprises.

In addition, trust in technology stands as a notable catalyst in decreasing the perceived
risks associated with technology utilization, particularly when novel technologies and
transactions with uncertain statuses are involved [31]. Given that the adoption of mobile
applications in rural markets of South Africa is still in its early stages, users harbor
uncertainties concerning the technical abilities of their service providers and the security
and privacy aspects of the services offered [3]. Consequently, this lack of assurance
frequently fosters reluctance among rural entrepreneurs to embrace and use mobile
applications due to the inherent risks involved [32]. As a result, this study acknowledges
the main challenges associated with untrusted cloud service providers and uses them as
the basis of the analysis in the current review paper.

2.2 Privacy Concerns Among Rural Enterprises

Recognizing the transformative impact of the internet on our lives [29, 33], people now
view the internet as a dependable source of information on products and services. How-
ever, the use of the internet for mobile applications in rural areas in developing countries,
including South Africa, has not been growing as fast as the internet’s other uses [34, 35].
One possible rationale for this uneven growth could be the hesitancy of entrepreneurs
to divulge personal business information on crowd-based mobile application platforms.
For example, Khan, Mihovska, Prasad and Velez, [36] indicates that the most important
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reason why entrepreneurs do not use mobile applications is their concern about send-
ing out their private business information. The survey findings demonstrate that merely
24.9% of entrepreneurs felt comfortable using mobile applications [36]. However, the
media’s focus on online fraud, hacking, and identity theft has likely made entrepreneurs
more conscious of the dangers of using mobile applications.

While many entrepreneurs perceive mobile applications as either a menace or a
nuisance, these applications hold substantial value as tools for both online and offline
businesses [37]. The rapid advances in information technology and the surge in internet
usage empower companies to gather, retain, and exchange consumer data, which can
be harnessed for crafting more accurately targeted marketing strategies [3]. It is note-
worthy that a typical entrepreneurial approach revolves around cultivating long-term
relationships and a series of business transactions. This approach is facilitated through
the accumulation of data pertaining to entrepreneurs’ purchasing behaviors, preferences,
and personal information on the internet.

Importantly, information databases necessitate entrepreneurs to share their personal
information, whether by choice or circumstance. In most cases, the nature of mobile
applications mandates entrepreneurs to reveal a certain amount of personal business
details (for example, name, address, telephone number) and payment particulars (such
as credit card numbers) [38, 39]. The problem lies in entrepreneurs’ escalating concerns
about privacy owing to the surge in questionable and unlawful activities associated with
application usage, including a notable increase in failed deliveries, identity theft, and
fraud [29]. As a result, researchers in various fields have been paying more attention to
privacy and security issues in mobile applications. For instance, entrepreneurs’ grow-
ing concern over their privacy is becoming a significant issue for the potential use of
mobile applications [40]. The critical question is then, what motivates entrepreneurs to
voluntarily share their personal business information on mobile application platforms?
To address this query, this paper examines diverse facets of privacy and their impact on
the usage of mobile applications within rural markets. Privacy is a broad concept that
covers, amongst other things, freedom of thought, control over personal information,
freedom from surveillance, protection of reputation, and immunity from searches and
interrogations [6, 16, 38, 40]. The privacy dimensions previously proposed for evaluat-
ing the efficacy of overarching guidelines aimed at augmenting privacy include privacy
categories, privacy principles, privacy concerns, and privacy enhancements. Figure 1
highlights elements of privacy dimensions and provides the conceptualized flow of the
current study.

Figure 1 clearly displays the four privacy dimensions (privacy concern, privacy prin-
ciples, privacy enhancement, and privacy categories). Embedded in each dimension
are the key elements that rural marketers should understand when implementing mobile
applications. Closely linked to the privacy dimensions are security challenges (untrusted
customer service providers, weak security models, and security attacks), as shown in
Fig. 1. Mitigating security challenges by rural marketers might increase trust among
users and ensure the successful implementation of mobile applications. Considering the
trust and privacymatters inmobile application usage, this study used a systematic review
method to understand trust and security matters and suggest the best form of technology
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Fig. 1. Trust and privacy issues in mobile application usages

changes that is suitable for emerging rural markets. The study’s methodology is detailed
in the following section.

3 Methodology

This paper endeavors to provide a comprehensive and impartial synthesis of many rele-
vant studies pertaining to trust and privacy challengeswithinmobile applications for rural
enterprises. In line with the recommendations by Papaioannou, Sutton, and Booth [41],
systematic techniques for literature review were implemented. In particular, systematic
reviews are a type of literature review that involve thorough, methodical searching and
are specified by predetermined eligibility criteria in accordance with guidelines [42–
44]. In this study, the systematic review aims to unearth all pertinent insights relating
to trust and privacy concerns surrounding mobile applications, with particular emphasis
on contributions shedding light on the improvement of theory [45]. The key stages of
the review process are as follows: (1) selection, (2) specification, and (3) summarizing,
as shown in Fig. 2.
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Fig. 2. Systematic review process

3.1 Selection

As recommended by Delgado-Rodríguez and Sillero-Arenas [46], the study selection
criteria of a systematic review should flow directly from the review questions and be
specified prior to selection. In this process, the paper considers two significant aspects
throughout the selection. Firstly, the study chooses specific key terms associated with the
research scope, including: “privacy concern among rural entrepreneurs;” “mobile tech-
nology in rural areas;” “trust issues among rural entrepreneurs;” “mobile applications
for rural enterprises;” “user awareness;” “security attacks;” “privacy concerns;” “trust;”
“anonymity;” and “integrity”. Secondly, the paper employedmultiplewell-knowndigital
library databases to collect resources from: Web of Science, Directory of Open Access
Journals, Google Scholar, ProQuest, Research Gate, Science Direct, and Wiley.

3.2 Specification

Two straightforward standards of validation were adopted by the paper; (1) the date of
publication and (2) the applicability of the study was used to govern the search results
retrieved from database sources. Literature published from 2020 which addressed exter-
nal variables (trust and privacy) of technology were considered. The study only used
academic papers that were available online published from 2020 which included mobile
application adoptions in different markets. This allowed for a thorough understanding
of contemporary trust and privacy issues that marketers face regarding new technol-
ogy adoptions. The search was also limited to articles released between January 2020
and April 2023. The rationale of selecting papers from 2020 was to attempt to provide
critical contemporary knowledge on mobile applications, which allows for better con-
clusions in the modern, fast-paced technological market environments. Additionally, the
selected papers contained enough information and did not stray outside the purview of
crowd mobile applications among rural enterprises. Table 1 shows an analysis of the
specifications of the current paper.
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Table 1. Specification criteria

Source(s) Discusses trust as an
external variable

Discusses privacy as
an external variable

Mobile application
adoption focus area

Hajian et al. [38] The research suggests
a solution for mobile
crowd-sensing-based
spectrum monitoring
comprised of a
privacy-preserving
protocol with secure
rewarding capability
and a trust mechanism
against malicious
players

Asti, Handayani, and
Azzahro [47]

This study discusses
the influence of trust,
perceived value, and
attitude on customers
repurchase intention
for e-grocery

Stocchi et al. [1] The research presents
an integrated
overview of the
available mobile
marketing research,
elaborating and
clarifying what is
known about how
applications affect
consumer experiences
and value across
iterative customer
journeys

Gunawardana
andFernando [48]

The research
discusses the role of
customer trust on
e-service quality

Kurniasari and Riyadi
[49]

The research
discusses trust issues
of Indonesian
e-grocery shoppers
after the Covid-19
pandemic

The study discusses
privacy issues of
Indonesian e-grocery
shoppers after the
Covid-19 pandemic

(continued)
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Table 1. (continued)

Source(s) Discusses trust as an
external variable

Discusses privacy as
an external variable

Mobile application
adoption focus area

Singh, Gupta, Kumar,
Sikdar, and Sinha [50]

The research
identifies antecedents
of customer
satisfaction and
patronage intentions
in the context of
e-grocery retailing
through mobile
applications

Mkansi, de Leeuw,
and Amosun [4]

The research presents
a mobile application
supported by
township and urban
e-grocery distribution
models that uses a
software application

Nguyen, Hoang, and
Vu Mai [28]

The study explores
technology transfer
through the
perceptions of both
business managers
and technology
specialists

Yang, Liu, Zhang and
Yin [51]

The study
empirically
investigates the
effects of social trust
on technology
innovation

Sharma et al. [39] The paper discusses
the challenges and
open issues related to
security, privacy, and
trust in mobile
applications

The paper discusses
the challenges and
open issues related to
security, privacy, and
trust in mobile
applications

3.3 Summarizing

After screening the studied papers, the researchers finalized a full review of the find-
ings, listed each paper’s reference in summary tables, and discussed future research
directions. Notably, the search results on the online database delivered a total of 123
original research papers. The researchers retained those that specifically discussed trust
and privacy concerns among rural entrepreneurs adopting mobile applications, roughly
12% (15) of the total. The next section discusses the findings of this study. The arti-
cles selected mainly hailed from the fields of information management (40%), business
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management (33%, or five articles), marketing (14%), and entrepreneurship (13%) (see
Fig. 3).
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Fig. 3. Number of publications by research field from 2020 to April 2023

A pattern in publication was not evident; the number of publications were not spread
evenly across the years. There were four publications in 2023, five publications in 2022
(the most in a year), and three publications in both 2021 and 2020. Most articles were
published in informationmanagement andbusinessmanagement journals, indicating that
academics have a particular interest in the interface between information management
and small-business development. Figure 4 also shows that studies in these two fields
were generally published every year during the period January 2020–April 2023. The
next section will discuss the main findings of the research.

4 Findings

As mentioned, the findings of this paper are discussed in relation to trust challenges and
privacy dimensions (see Fig. 1). Past literature on technology implementations discussed
trust and privacy issues in line with innovation theories such as the TAM, UTAUT, uses
and gratifications theory (UGT) [49, 50]. Indeed, these theories form a strong basis
for understanding technology adoption variables, including trust and privacy issues on
mobile technology implementations. However, this paper will discuss its findings under
the two external variables of technology, namely security and privacy concerns.
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The study discovered three possible trust challenges formobile application adoptions
among rural South African enterprises, especially in rural markets with untrusted service
providers, weak security models, and security attacks. Certainly, literature from the
selected journals identifies untrusted service providers and security attacks as the main
two challenges for mobile application implementations (see Table 2). The study also
identifies four privacy issues that are pertinent for mobile technology usage in rural
markets, namely integrity, security, user awareness and use, and collection limitation
(see Table 2).

As shown in Table 2, there are two privacy concerns pertinent to rural markets
that the study discovered, among others: unobservability and deniability. Other privacy
dimensions, such as privacy enhancement, had limited reports in the selected papers.
However, it is also important for marketers to understand enhancement issues such as
preferences, negotiation, and isolation, as well as privacy categories such as legal, nor-
mative, technical, and social privacy before implementing mobile applications. Privacy
is a broad notion that covers, among other things, one’s right to freedom of thinking,
control over one’s body, privacy in one’s home, control over one’s personal informa-
tion, freedom from surveillance, preservation of one’s reputation, and immunity from
searches and interrogations. Therefore, it becomes imperative to understand all privacy
concerns before implementing mobile applications.

4.1 Implications for Rural Entrepreneurs

A key finding of this review paper is that, while the existing literature has indeed con-
firmed the significance of consumer-centric concerns in propelling the uptake of mobile
application transactions within rural markets, these concerns are further amplified when
entrepreneurs are assured of safeguarding their business information privacy. In addition,
rural entrepreneurs should remain aware of the critical role of implementing robust secu-
rity mechanisms as an integral facet of successful mobile application adoption. Lastly,
when the business and financial information of rural entrepreneurs is effectively har-
nessed, it not only enriches their interaction with mobile applications but also cultivates
a sense of trust.

Rural entrepreneurs should view data privacy and security more broadly, not only as
risk-management issues but also as potential sources of competitive advantage that could
greatly aid in brand building and the creation of a solid company reputation. Neglecting
security issues, such as unreliable customer service providers, inadequate security mod-
els, and security breaches, can often lead to harm to brand image, business losses, and
valuable time consumed by ongoing legal actions. In addition, rural entrepreneurs can
ensure the security of their personal business and financial information by collaborat-
ing with mobile application service providers in conducting regular data privacy audits.
While this may entail costs for rural enterprises, it is worth noting that these businesses
often accumulate more data than they realize, so it is crucial to discern the necessary
data, how it is stored, and the level of security protecting it.

It is also crucial for rural businesses to recognize that neglecting the importance
of data collection can often ignite significant crises. For instance, overlooking privacy
concerns, principles, enhancement, and categories can potentially trigger data privacy
scandals. Rural entrepreneurs and mobile application service providers must make sure
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that they develop and enforce clear and transparent guarantees of privacy in order for
rural areas to successfully utilize mobile applications. These measures should serve as
signals to businesses, assuring them of the security of their confidential information. To
accomplish this, rural entrepreneurs should embrace modern marketing strategies that
prioritize establishing a brand and fostering robust data privacy and security practices.

Compelling findings from the analyzed articles indicate that the adoption of mobile
applications for conducting business by rural consumers is still not widespread. To
tackle this issue, rural entrepreneurs must understand the nuances of mobile application
functionality.Moreover, the business information presented on thesemobile applications
should be relevant and tailored to align with the preferences and attributes of the specific
consumer segments they aim to reach. It is also imperative that these mobile applications
remain consistently operational and connected, providing consumers with a sense of
ubiquitous accessibility.

4.2 Implications for Theory

The findings reveal that, for rural entrepreneurs, both perceived information security
and privacy play significant roles as predictive factors for consumer choice behavior
and the adoption patterns of mobile application innovations. This study thus contributes
to the growing body of evidence, consistent with previous works such as Balapour
et al. [58] and Akinola and Asaolu [52], highlighting the influential role of privacy
and information security as precursory elements impacting the acceptance of mobile
applications in rural markets. Moreover, the study provides evidence suggesting the
applicability of the dimensions of trust and privacy in shaping entrepreneurs’ decisions
regarding the adoption of mobile applications. This aligns with previous research by
Shaw et al. [54] and Su et al. [55]. Consequently, the present study addresses recent
calls for the exploration of alternative theories, models, and insights pertaining to the
innovation adoption behaviors of contemporary entrepreneurs, particularly within rural
markets.

A number of notable adoption models have been identified in the literature [52, 53].
However, these models only appear to partially account for the phenomenon of choosing
to adopt new marketing strategies. What appears to be lacking is the incorporation of
external variables, such as trust andprivacy,which could amplify themodels’ explanatory
capacity, mitigate misinterpretations, and offer a more comprehensive understanding of
the intricate aspects typically associated with research on the diffusion of mobile appli-
cations across diverse markets. In light of this, the study recommends the integration of
a set of external variables into the innovation adoption models to enrich its explanatory
capabilities. Particularly noteworthy is the association of trust and privacy with the suc-
cess or failure of mobile application adoption, a point emphasized by researchers and
practitioners alike [52–53, 55, 57]. This underscores the potential widespread applica-
bility of trust and privacy concerns as external variables in various studies concerning
the adoption of mobile applications.
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5 Conclusion

This paper offers a systematic review of studies on rural enterprises’ adoption strategies
for mobile applications between January 2020 and April 2023. Understandably, many
contributions have empirically explored trust and privacy issues on mobile application
implementations in line with technology theories. This paper systematically reviewed
trust and privacy issues, bringing out the trust issues as a discussion of external variables
determining adoption for rural entrepreneurs. The paper also reviewed the privacy dimen-
sion (privacy concern, privacy principles, privacy enhancement, and privacy categories),
which several scholars overlook in this discourse. Notably, the study still highlights a
distance in the reviewed studies between their theoretical bases and analyses of trust and
privacy issues on mobile application implementations in rural markets.

There are undoubtedly some shortcomings in this literature review. First, it does
not cover the full spectrum of academic publications in the management, marketing,
and entrepreneurship sectors because it is based on a selection of journals chosen based
on specified criteria. Second, the timeline is restricted to the years 2020–2023. This
constraint was addressed by the paper’s attempt to correlate findings from contempo-
rary literature with pertinent contributions that had been published prior to 2020. This
paper calls for further research on related grounds. Firstly, focused research should
empirically investigate the entrepreneurial trust and privacy issues on mobile applica-
tion implementations in rural markets. Secondly, focused research which explains the
difference between structured and unstructured crowds is also necessary.
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