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ABSTRACT

In an era marked by technological reliance and the escalating frequency of cyberattacks,
prioritising cybersecurity has become imperative for organisations, particularly in the financial
sector. The safeguarding of financial data and assets requires measures beyond conventional
tools such as firewalls and encryption. However, a critical vulnerability persists in the form of
the human element, as many financial sector employees lack adequate training in
cybersecurity best practices, leaving organisations susceptible to cyber threats. To address
this vulnerability, financial institutions must proactively implement effective awareness
programs centred on cybersecurity policies. These programs aim to elevate employee
awareness of risks, provide knowledge on identifying and responding to threats, and instilling
a pervasive culture of cybersecurity. Despite the acknowledged importance of such programs,

a noticeable research gap exists regarding their effectiveness and best practices.

This study bridges this gap by proposing a comprehensive framework to enhance
cybersecurity policy awareness programs within the financial sector. Informed by an extensive
review of relevant literature and insights from interviews with cybersecurity experts and
financial professionals, the framework offers practical guidelines to fortify cybersecurity

initiatives, ultimately mitigating the potential for cyberattacks.

Furthermore, employing a quantitative monomethod, the research gathered perspectives from
employees of financial institutions, encompassing both IT and non-IT staff. The results
unveiled a significant disparity in the impact of cybersecurity policy awareness programs on
employee behaviour, exposing gender differences with males exhibiting a higher likelihood of
possessing advanced cybersecurity knowledge. Recognising the implications for women's

empowerment in the cybersecurity field, the framework incorporates gender mainstreaming.

To address challenges, the study recommends proactive measures, including comprehensive
training programs and reporting procedures, to enhance cybersecurity knowledge across all
employees. Emphasising the urgency of addressing gender disparities to foster inclusivity and
diversity, the refined framework strategically positions itself to tackle compliance issues. It
aims to contribute to the cultivation of a robust cybersecurity culture, ensuring a holistic and

inclusive approach to policy adherence within financial organisations.
KEY TERMS:

Cybersecurity Policy; Cybersecurity Awareness; Cybersecurity Compliance; Cybersecurity
Framework; Cybersecurity Training Programs; Data Breaches; Employee Behaviour;

Financial Institutions; Risk Management; Social Engineering.
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CHAPTER 1: INTRODUCTION

1.1 Introduction

With the increasing adoption of digital technologies, organisations, particularly financial
institutions, face an increasing array of cybersecurity risks, including malware, phishing
attacks, data breaches, and cyber espionage (Momoh, Adelaja and Ejiwumi, 2023; Onunka
et al., 2023). As a crucial pillar of global economic stability and growth, financial institutions
are increasingly targeted by advanced cyber-attacks. This trend underscores the need for a
dynamic and robust cybersecurity framework to protect assets and sensitive data (Oyeniyi et
al., 2024). Implementing advanced security tools, such as firewalls and antivirus software,
along with robust governance strategies, is crucial for protecting financial institutions from
these cyber threats (Oyeniyi et al., 2024). Although technological defences such as antivirus
software and firewalls are important, they rarely provide sufficient protection against the range
of threats financial institutions face (Momoh, Adelaja and Ejiwumi, 2023). Achieving effective
cybersecurity necessitates a holistic approach that includes people, processes, and
technology (Furuichi and Aibara, 2019). The financial sector should emphasize the human
aspect of cybersecurity, incorporating training and awareness initiatives to effectively counter
social engineering attacks. Furthermore, its cybersecurity strategy should be adaptable,
utilising both cutting-edge technology and human expertise to create robust defences against
cyber threats (Oyeniyi et al., 2024).

It is crucial, however, to recognise that while off-the-shelf cybersecurity awareness training
programs and external organisations play a role, relying solely on them may present certain
weaknesses. A notable weakness is the lack of customisation to the specific needs and details
of an organisation. Off-the-shelf programs are designed to be general and applicable to a wide
range of industries and businesses. Consequently, the one-size-fits-all approach may not
adequately address the unique threats that financial institution faces. A comprehensive
strategy demands a tailored approach that considers the unique needs and challenges of the
financial institution. This tailored approach becomes especially pertinent as organisations
often struggle with the design and implementation of effective training programs, as
highlighted in studies such as that by Gasiba et al. (2021), which revealed significant gaps in
employees' cybersecurity training experiences. Engaging employees who may not prioritise
cybersecurity or fully understand the risks they face is a challenge in designing effective

cybersecurity awareness training (Gasiba et al., 2021).

Despite the increasing prevalence of cybersecurity risks in the digital age, organisations often

struggle to develop and implement engaging and effective cybersecurity awareness training



programs for employees (Gasiba et al., 2021). This study aims to address this gap by
developing a framework for enhancing cybersecurity policy awareness programs in the
financial sector. The framework will consider the diverse needs of employees and the evolving
landscape of cybersecurity risks, ultimately promoting a culture of cybersecurity safety within

financial institutions.
1.2 Background

Compliance with cybersecurity policies refers to the degree to which individuals within an
organisation adhere to established policies, procedures, and guidelines implemented to
safeguard an organisation's information and technological resources from unauthorised entry,
utilisation, exposure, interruption, alteration, or eradication (Cybersecurity, 2018). Integral to
risk management in financial institutions is the imperative need for compliance with
cybersecurity policies (Dupont, 2019). As technology becomes increasingly intertwined with
service provision and the storage of sensitive data, adherence to these policies gains
heightened significance in financial institutions (Dupont, 2019). Moreover, compliance extends
beyond mere adherence to in-house regulations (Cybersecurity, 2018). It encompasses
alignment with laws, regulations, and industry standards pertinent to information security in
financial institutions. This comprehensive approach ensures that an organisation operates
within the legal and regulatory framework while meeting industry best practices to mention a
few (Cybersecurity, 2018). The criticality of compliance with these cybersecurity policies
serves as a stronghold, safeguarding sensitive data, financial assets, and the overall
reputation of the institution. The multifaceted nature of these policies is instrumental in
preserving the integrity and security of the organisation in an ever-evolving digital landscape
(Cybersecurity, 2018).

Employees’ Compliance with cybersecurity policies is critical for financial institutions, given
the financial institutions’ role in managing and protecting financial assets and transactions
(Momoh, Adelaja and Ejiwumi, 2023). Furthermore, employees’ compliance with cybersecurity
regulations is crucial in protecting the integrity, availability, and confidentiality of financial data
in financial institutions (Donalds and Osei-Bryson, 2020; Onunka et al., 2023). Direct risks to
financial institutions can undermine the integrity, availability, and confidentiality of financial
data. Direct risks in financial institutions’ cybersecurity pertain to the immediate consequences
of a cyberattack on key services or components of the financial system. The direct risks can
lead to financial losses for both customers and the institutions and undermine confidence in
the financial system (Onunka et al., 2023). Financial institutions are increasingly targeted by
cybercriminals aiming to gain unauthorized access to sensitive financial data, steal funds, or

disrupt operations due to the vast amount of sensitive information they hold (Momoh, Adelaja



and Ejiwumi, 2023). Unauthorised access, disruption of operations and theft can be regarded

as direct risks to financial institutions.

Financial institutions have adopted diverse cybersecurity protocols, including intrusion
detection systems, firewalls, and encryption (Manoliu, 2022). However, there are several
breaches that financial institutions face when striving to achieve effective cybersecurity
compliance. As per the findings outlined in the Verizon 2022 Data Breach Investigations
Report, 79% of breaches in the financial sector involved system intrusion, web applications
and miscellaneous errors, while 40% involved stolen credentials (Verizon, 2022; ABA
BankingJournal, 2023). The expenses incurred by financial institutions due to cyberattacks
can be significant, encompassing financial damages, harm to reputation, and regulatory fines
(Cybersecurity, 2018; Dupont, 2019; Nurse, 2021; Verizon, 2020).

Financial institutions have experienced a growing trend in cybercrime and data breaches in
recent years, with types of cyber threats including malware attacks, skimming, social
engineering, and ransomware, resulting in huge financial losses, legal liabilities, and
reputational damage (Akintoye et al., 2022; Momoh, Adelaja and Ejiwumi, 2023). Legal
liabilities, financial losses and reputational damage can be regarded as indirect risks (Onunka
et al., 2023). Indirect risks in financial institutions’ cybersecurity pertains to the wider
consequences and implications of a cyberattack on the financial system. While not immediate,
these risks can significantly impact the stability of the financial system and the overall
economy. As of December 9, 2022, a staggering 566 data breaches were reported globally,
compromising over 254 million records (Flashpoint, 2022; SentinelOne, 2023). Notably, 57
percent of these breaches were attributed to general hacking, highlighting the prevalent
method of unauthorised access, while 6.5 percent were linked to skimming (Flashpoint, 2022).
Simultaneously, ransomware attacks on financial services significantly increased, jumping
from 55% in 2022 to 64% in 2023, nearly doubling the previously reported figure of 34% in
2021 (SentinelOne, 2023). The effects of cybercrime on financial institutions has been
devastating, and across the world, it is anticipated to reach $10.5 trillion per year by
2025(Sausalito and Morgan, 2020).

The IBM Cost of a Data Breach Report 2023 reveals that the financial sector is the second
most targeted sector by cybercriminals, trailing behind only the healthcare industry (IBM
Security, 2023). These incidents highlight the need for financial institutions to take
cybersecurity compliance seriously. Human factors such as insufficient awareness, along with
nonconformity with security policies, are identified as the main reasons for cybersecurity
breaches and incidents in financial institutions (Ofori et al.,, 2021). Several high-profile

cybersecurity breaches have occurred in the financial sector in recent years, including the


https://www.ibm.com/reports/data-breach

Experian data breach in 2020, Flagstar Bank in 2022, and the Capital One breach in 2023,
which exposed vulnerabilities in cybersecurity policies and practices of financial institutions

and the need for stricter compliance measures (Kost, 2022; Greig, 2023).

In each country, financial institutions are required to implement comprehensive security
policies and procedures (Dupont, 2019). For those that operate in Lesotho, they should
implement the Lesotho’s Data Protection Act of 2011 and the Data Protection Act of 2013 to
protect their assets and ensure compliance with regulatory requirements (Dupont, 2019).
According to Almeida et al. (2022), financial institutions must ensure that their cybersecurity
policies and practices are up-to-date and effective to prevent or mitigate the impact of
cyberattacks. Despite the implementation of various cybersecurity measures by financial
institutions, there remain challenges to achieving effective compliance with cybersecurity
policies.

Cybersecurity policies and practices are critical to protecting financial institutions from cyber
threats. However, the implementation of effective cybersecurity policies and practices in
financial institutions faces several challenges, including lack of resources, resistance to
change, and lack of awareness among employees (Uchendu et al., 2021). Furthermore, the
COVID-19 pandemic increased the risk of cyberattacks as more employees worked remotely,
highlighting the need for a more robust cybersecurity policy. Financial institutions also face a
lack of cybersecurity awareness among employees (Li et al., 2019; Almrezeq et al., 2021;
Daengsi et al.i, 2022), inadequate cybersecurity budgets (Zwilling et al., 2022), the complexity
of cybersecurity regulations, and the shortage of cybersecurity talent (Hu et al., 2022). Some
financial institutions view cybersecurity compliance as a cost centre rather than a business
enabler, leading to a lack of management support and commitment to cybersecurity initiatives
(Hasani et al., 2023).

The cybersecurity behaviour of employees is a significant factor in protecting against cyber
threats, and this behaviour is influenced by their knowledge and understanding of
cybersecurity policies and practices. The shortage of skilled cybersecurity professionals is a
major challenge in implementing effective cybersecurity policies and practices (Kamsamrong
et al., 2022). This is also recognised by Hajny et al. (2021), who states that a lack of

appropriate cybersecurity curricula poses a challenge in producing a skilled workforce.

1.3 Problem Statement

Financial institutions increasingly rely on technology to deliver services, manage data, and

process transactions. This technological dependency has significantly expanded their attack



surface, making them more vulnerable to a growing number of cyberattacks. The inherent
complexity of the financial sector, the integration of legacy systems with modern technology,
and the need for real-time transaction processing further exacerbate these vulnerabilities.
Moreover, stringent regulatory requirements demand robust cybersecurity measures and
regular reporting, adding to the operational challenges faced by these institutions.

The financial sector faces unique conditions and contexts that elevate its cybersecurity risks.
These include the high value of financial assets, the sensitivity of personal and financial data,
and the sector's critical role in the global economy. Cybercriminals are increasingly targeting
financial institutions due to the potential for substantial monetary gains and the opportunity to
disrupt economic stability.

Despite these critical needs, many financial institutions struggle with insufficient employee
compliance with cybersecurity policies. This non-compliance is primarily driven by inadequate
employee behaviour and a lack of awareness, significantly heightening the risk of
cyberattacks. Employees often lack the necessary training and understanding of cybersecurity
best practices, leading to inadvertent errors and potential insider threats. Therefore, there is a
need for a specialised cybersecurity framework tailored to the financial sector's unique
challenges.

1.4 Research Objectives

The main objective of this study is to develop cybersecurity compliance framework for

improving cybersecurity policy awareness and employee behaviour in financial institutions.
This main objective is divided into the following sub-objectives:

RO1. To identify requirements for an employee cybersecurity compliance framework

in financial institutions.

RO2. To design a cybersecurity compliance framework through effective

cybersecurity policy awareness programs.

RO3. To refine cybersecurity compliance framework.
1.5 Research Questions

The main research question of this study is:

How can cybersecurity compliance be improved through cybersecurity policy awareness and

employee behaviour in financial institutions.



The main research question is broken into the following sub-questions.

RQ1. What are the requirements for an employee cybersecurity compliance

framework in financial institutions?

RQ2. How to design a cybersecurity compliance framework through effective

cybersecurity policy awareness programs?

RQ3. How to refine cybersecurity compliance framework?
1.6 Significance of the Study

The significance of this study lies in the potential to improve the effectiveness of cybersecurity
policies and practices in financial institutions. As financial institutions become more reliant on
technology, the risk of cyber-attacks increases, and effective cybersecurity policies become
more crucial than ever. Compliance with these policies by employees is critical to ensure the

protection of sensitive data, financial assets, and the overall reputation of the institution.

The recommendations of this study will be of essence to financial institutions with valuable
insights into the challenges they may face in implementing effective cybersecurity policies and
practices. By improving employee behaviour towards cybersecurity policy compliance,
financial institutions can better protect their customers and themselves from cyber-attacks,
and ultimately strengthen their position in the market. Additionally, it is crucial for financial
institutions to comply with regulatory requirements to avoid penalties resulting from security

breaches due to negligence.

The contribution of this study to the existing literature on cybersecurity policy compliance,
employee behaviour, and awareness programs is significant. The study will fill the gaps in
current research and provide a comprehensive framework for enhancing cybersecurity policy
awareness programs in financial institutions. This research will benefit academics,
practitioners, and policymakers in the field of cybersecurity and financial services and will

ultimately contribute to improving cybersecurity practices in financial institutions.
1.7 Research Methodology

Methodology comprises the guiding principles, theories, and practices that shape the research
process, including the theoretical framework, data collection methods, data analysis
techniques, and the overall logic of the research design (Dawson, 2009; Ranjit, 2011). Key
elements to consider in research methodology include formulating a clear research question,

determining the qualitative, quantitative or mixed methods approach, selecting appropriate



data collection methods, defining sampling techniques, identifying data analysis techniques,
addressing ethical considerations, ensuring reliability of findings, and developing a timeline

and allocating necessary resources (Dawson, 2009).

The research design adopted for this study is presented using the research onion proposed
by Saunders et al. (2019), as illustrated in Figure 1-1. The research onion presents the
research design starting from the outer layer, which encompasses research philosophy and

progresses towards the innermost layer, comprising data collection and analysis methods.
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Figure 1-1: Research onion (Adapted from Saunders et al. (2019))

A succinct overview of the layers is provided below. A comprehensive discussion of the
research methodology is provided in Chapter 3.

1.7.1 Research Philosophy

The research philosophy embodies the perspective and initial point of view of the researcher
within the study, particularly with respect to how the researcher understands the essence of
knowledge (Saunders et al., 2019). The research philosophy is classified into five distinct
philosophies as per Figure 1-1: positivism, critical realism, interpretivism, postmodernism, and
pragmatism (Saunders et al., 2019). This researcher used the positivism philosophy for the



study. The positivist philosophy was considered because positivist assumptions are more
closely associated with quantitative research than with qualitative research (Saunders et al.,
2019). Positivists aim to identify and evaluate factors that exert influence on the results
(Saunders et al., 2019), in line with the goal of this study, which seeks to explore factors that

impact employees in financial institutions to comply with cybersecurity policy.

1.7.2 Research Approach

There are three research approaches: deductive, inductive and abduction. This research
adopted the deductive approach. In the deductive approach, researchers formulate a theory

by initially reviewing existing literature pertinent to the ongoing study (Saunders et al., 2019).

1.7.3 Research Strategy

A research strategy is a plan formulated through which a researcher strives to achieve
research objectives and address research inquiries (Sekaran and Bougie, 2016). The
research strategy serves as a methodological link between research philosophy and
methodological choices for collecting and analysing data (Saunders et al., 2019). Various
types of research strategies are associated with methodological choices, including survey,
case study, experiment, grounded theory, action research, archival research, and
ethnography (Saunders et al., 2009). For this study, the survey is used as a research strategy.

This study is quantitative, and data is collected using an online questionnaire.

1.7.4 Research Choice

Research choice helps a researcher map out the direction to follow when conducting a study,
as well as to analyse and report research findings (Saunders et al., 2019). Research choice
encompasses the following categories: monomethod, mixed methods, and multi-methods
(Saunders et al.,, 2019). This study used a monomethod approach. The monomethod
approach involves a researcher selecting a single data collection method and a single data
analysis procedure (Saunders et al., 2019). In this study, the researcher collected quantitative
data using an online survey questionnaire and analyse the collected data using statistical

methods.

1.7.5 Time Horizon

The time horizon refers to the specific time frame during which the research takes place
(Saunders et al., 2019). Two different types of time horizon are cross-sectional and
longitudinal (Saunders et al., 2019). Cross-sectional research is carried out over a short period

of time while longitudinal research is carried out over a longer period (Saunders et al., 2019).



In this study, a cross-sectional approach was used due to time constraints; data was collected
over a four-month period. This contrasts with the longitudinal approach where data can be

gathered both before and after the occurrence of the phenomenon.

1.7.6 Techniques and Procedures

Techniques and procedures cover both data collection and data analysis methods (Saunders
et al., 2009). The selection of data collection and analysis methods depends on the research
guestion, philosophical stance, approach, and strategy used (Saunders et al., 2019). In this
study, the researcher used nonprobability purposive sampling to select the participants and
employed SPSS to analyse the collected data.

1.8 Research Location and Scope

This study focused exclusively on financial institutions due to the significant increase in cyber
threats since 2020, as highlighted in Section 1.1. Specifically, the research took place in
Lesotho, and its scope encompassed various types of financial institutions licenced by the
Central Bank of Lesotho, including banks, insurance companies, broker insurance firms, and
microfinance institutions.

To refine the proposed cybersecurity policy compliance framework, the research used an
online survey questionnaire. The survey was distributed to a sample of 200 employees
working within the specified financial institutions in Lesotho. This sample was intended to

provide information on employee perceptions and behaviours about cybersecurity compliance.

This approach allowed for a focused examination of cybersecurity policy compliance within
the unique context of Lesotho's financial institutions and offered valuable understanding into

the effectiveness of the proposed framework.
1.9 Research Limitations

Although this study sought to contribute to understanding how to improve employees'
compliance with cybersecurity policy in Lesotho's financial institutions, it is essential to
acknowledge its inherent limitations. One limitation concerns the generalisability of the
findings, as the study's scope was delimited to financial institutions, potentially limiting the
applicability of the proposed framework to other industries or organisational contexts.
Furthermore, the reliance on self-reported data from employees on compliance behaviour
introduced the possibility of response bias, as respondents may not have always accurately
portrayed their actual behaviours. Furthermore, the study's focus on short-term impacts may

have omitted the consideration of longer-term effects and sustainability of the framework.
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Lastly, the dynamic nature of cyber threats and the evolving landscape of technology may
have posed challenges in maintaining the framework's relevance and effectiveness over time.
Despite these limitations, this study offers significant information to improve the compliance of
cybersecurity policies in Lesotho's financial institutions, while recognising the limitations

inherent in its methodology and scope.

1.10 Ethical Considerations

To address ethical concerns within this study, the researcher obtained ethical approval. The
research committee within the School of Computing at the University of South Africa (UNISA)
granted the necessary ethical approval to conduct the study. This ethical approval required
the researcher to guarantee anonymity and confidentiality for the participants. The researcher
submitted the required documents, including a permission letter, a participant information
sheet, and a consent form for study participation, for the ethical clearance application. This
was done to secure permission to conduct the survey within financial institutions. The
researcher obtained an ethical clearance certificate to begin data collection. The

corresponding ethical clearance certificate is provided in Appendix E.

11



1.11 Dissertation Layout

The dissertation comprises five (5) chapters, depicted in Figure 1.2.

Chapter 1

Introduction

|

Chapter 2

Literature Review

}

Chapter 3

Research Methodology

}

Chapter 4

Data Collection and Analysis

!

Chapter 5

Conclusion and Recommendations

Figure 1-2: Dissertation Layout

Chapter 1 presents the background of this study. Chapter 1 introduces the purpose of the

study, the problem statement, the research objectives and questions, and outlines the

methodology that this study followed. Furthermore, Chapter 1 outlines the proposed

contribution of the study, which is intended to bring about a solution to the gap identified in the

problem statement.

Chapter 2 outlines the review of the literature. In this chapter, the background of Cybersecurity

Policy Awareness Programs (CSPAP) was discussed. Arguments and debates by various

researchers were presented to show the influence of effective CSPAP on employee behaviour

to comply with organisational CSP.
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Chapter 3 provides the research methodology followed in this study. The research
methodology includes the research approach, strategy, sampling, questionnaire design, data
analysis, and reliability.

Chapter 4 presents a discussion of the data collection and the results of the data analysis of

the study. Interpretations of the findings are also presented in this chapter.

Chapter 5 provides the conclusions drawn from the empirical studies and the findings of this
study related to the research problem. The chapter also presents future recommendations to
address the gaps that have been noted in the conduct of this study. The recommendations
refer not only to the improvements but also to the extension of the study to be useful in other
industries, including financial institutions outside of Lesotho.

1.12 Chapter Summary

This chapter is an introduction to the research study. This chapter establishes the context and
relevance of the topic, while highlighting the identified problem within the field of cybersecurity
policy compliance by employees within organisations. Research objectives provide specific
goals for a study and guide subsequent chapters and investigations. The research questions

direct the research focus and shape the overall framework.

The significance of the study is emphasised, illustrating its potential contributions, and
implications. The chosen research methodology was briefly explained, demonstrating its
suitability to address the research questions and achieve the objectives of the study. Ethical
considerations to emphasise the importance of integrity and participant rights were discussed.
The chapter concluded with the presentation of the dissertation layout, providing an overview

of the content of subsequent chapters, and aiding the reader in navigation through the study.
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CHAPTER 2: LITERATURE REVIEW

Chapter 1

Introduction

|

Chapter 2

Literature Review
2.1 Introduction

2.2 Factors that influence employee behaviour towards cybersecurity policy
compliance.

2.3 Best practices, limitations, and recommendations for cybersecurity policy
awareness programs

2.4 Framework for enhancing cybersecurity policy awareness programs.

2.5 Chapter Summary

|

N
Chapter 3
Research Methodology
J
\
N
Chapter 4
Data Collection and Analysis
/

!

Chapter 5

Conclusion and Recommendations

Figure 2-1: Roadmap of Chapter 2

2.1 Introduction

To emphasise the relevance and central theme of this study, this chapter provides a
comprehensive overview of the literature on the effectiveness of cybersecurity policy
awareness programs on employee behaviour toward cybersecurity policy compliance in
financial institutions. This chapter begins by identifying key factors that influence employee
behaviour toward cybersecurity policy compliance in Section 2.2. Best practices, limitations,
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and recommendations for cybersecurity policy awareness programs in Section 2.3. The review
also outlined framework for enhancing cybersecurity policy awareness programs in Section
2.4,

2.2 Factors that Influence Employee Behaviour Toward

Cybersecurity Policy Compliance

This section explores the key factors that influence employee behaviour toward compliance
with cybersecurity policies in financial institutions. In addition, it provides a discussion of four
factors that influence employee behaviour.

In each of the subsections, potential limitations were discussed to provide a complete
understanding of the challenges and considerations related to the factors that influence the
compliance of cybersecurity policies.

2.2.1 Organisational Culture and Leadership

Organisational culture and leadership are two intertwined concepts that play a crucial role in
shaping employee behaviour toward cybersecurity compliance (Scholefield and Shepherd,
2019; Li et al., 2019). Furthermore, organisational culture has been identified as crucial in the
effectiveness of cybersecurity education and training programs in financial institutions(da
Veiga et al., 2020). Organisational culture is the shared values, beliefs, and norms that shape
employee behaviour within an organisation, while leadership is the process of influencing

others toward achieving a common goal (Li et al., 2019).

The culture of an organisation has a significant impact on employee behaviour toward
cybersecurity compliance in financial institutions (Huang and Pearlson, 2019).Studies have
shown that a strong cybersecurity culture is positively associated with improved compliance

among employees (Chang and Coppel, 2020; Corradini and Corradini, 2020).

In financial institutions, a positive cybersecurity culture is critical to promoting a shared sense
of responsibility and accountability for information security (Huang and Pearlson, 2019).
Employees at financial institutions are inclined to adhere to security policies when they
perceive that their leaders prioritise cybersecurity and equip them with the necessary
resources to guarantee compliance (Donalds and Osei-Bryson, 2020). For instance, a case
study of leaders at Liberty Mutual, a financial services company, highlighted how a strong
emphasis on cybersecurity from the top management led to a more vigilant and compliant

workforce (Huang and Pearlson, 2019).
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Leaders who prioritise cybersecurity and provide resources to support compliance initiatives
can influence employees to take cybersecurity seriously (Manoliu, 2022). A strong security
culture, promoted by management, can positively influence employee attitudes and promote
security-conscious behaviours in financial institutions (Huang et al., 2019). For example, in
the Liberty Mutual case study, the leaders' investment in cybersecurity actions, integrated into
their in-role behaviours, encouraged employees to exhibit more vigilant behaviours, such as
promptly reporting suspicious activities, minimising interactions with phishing emails, and
taking steps to secure personal devices (Huang and Pearlson, 2019). Rice and Searle (2022)
found that internal organisational communication plays an enabling role in insider threat
activity, highlighting the importance of a culture of openness and transparency within
organisations. Leaders can set the tone for this culture by emphasising the importance of
cybersecurity and ensuring that policies and procedures are in place to support compliance
(Rice and Searle, 2022; and Uzougbo et al., 2024).

One key aspect of organisational culture that can impact leadership in financial institutions is
the level of trust and transparency within an organisation. Dupont (2019) argues that trust is
critical for effective leadership as it allows leaders to build strong relationships with their
followers and fosters open communication. Similarly, Alhashmi et al. (2021) suggest that
transparent communication is necessary for effective leadership, as it ensures that all

employees are aware of an organisation's goals and objectives.

In addition, effective leadership in financial institutions can promote ethical behaviour and
prevent policy violation behaviour. Chen et al. (2019) argue that leaders who promote ethical
behaviour can foster a culture of integrity and accountability within the financial institutions.
Jeong and Zo (2021) suggest that leaders can use opportunity-reducing techniques to prevent

insider threats and improve organisational security.

There are several insights into the relationship between organisational culture and leadership.
Rice and Searle (2022) explored the role of internal organisational communication in insider
threat activity and found that effective leadership communication can contribute to a strong
organisational culture that promotes ethical behaviour and reduces the likelihood of insider
threats. Tolah et al. (2021) developed a framework to analyse key factors in the security
culture of information and found that leadership is a critical factor in shaping the security
culture of an organisation. Effective leadership can set the tone for a culture of security and
promote a sense of accountability among employees for protecting an organisation's
information (Tolah et al., 2021).
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In the literature, there are several examples that highlight the importance of leadership in
promoting a culture of security. Zhang et al. (2021) proposed a cost-benefit analysis
framework for cybersecurity awareness training programs and emphasised the role of
leadership in supporting such initiatives. According to Ahmad et al. (2019), employees are
more likely to engage in information security assurance behaviour when there is strong

leadership support for security initiatives.

Another aspect of organisational culture that can impact leadership is the level of employee
engagement within the financial institutions. Hu et al. (2022) suggest that leaders who prioritise
employee engagement can create a positive organisational culture that fosters innovation,

creativity, and productivity.

The role of leadership in the formation of organisational culture has been extensively studied.
Scholefield and Shepherd ( 2019) argue that leaders can use gamification techniques to create
a culture of cybersecurity awareness within the organisation. Acharya and Joshi (2020)
suggest that leaders can implement safety mechanisms and preventive measures to protect
an organisation from cyberattacks. Kweon et al. (2021) found that information security training
and education can improve employees' cybersecurity incident response capabilities, but

leadership support is necessary for effective implementation.

Additionally, the culture can encourage or discourage employee compliance with
cybersecurity policies in financial institutions. Leaders who prioritise cybersecurity as a core
value and promote a culture of security awareness can positively influence employee
behaviour toward cybersecurity (Manoliu, 2022). Therefore, financial institutions should not
only invest in cybersecurity technologies, but also focus on promoting a security-centric culture
and providing regular cybersecurity training to their employees (Uzougbo et al., 2024). By
doing so, financial institutions can help prevent cyberattacks and protect sensitive information.
For instance, Bank of America has implemented a comprehensive cybersecurity awareness
program, which included regular training sessions and simulations, to ensure that all

employees are well-versed in cybersecurity best practices (Uzougbo et al., 2024).

A positive organisational culture fosters compliance with employee cybersecurity policies,
while effective leadership promotes a positive organisational culture (Manoliu, 2022). This
discussion has highlighted the importance of organisational culture and leadership and their

impact on employee behaviour in financial institutions.

However, organisational culture and leadership have limitations, which are the lack of
awareness of cybersecurity policy, understanding of cybersecurity issues among the general

population, as well as government and private institutions (Mosola et al., 2019). Mosola et al.
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(2019) identified a lack of collaboration and coordination between government institutions
responsible for cybersecurity, resulting in a fragmented approach to cybersecurity policy
implementation. Employee attitudes and perceptions towards cybersecurity policy are

discussed in the next section.

2.2.2 Employee Attitudes and Perceptions Toward Cybersecurity Policy

In recent years, cybersecurity has emerged as a major worry for financial institutions globally
because of the rising frequency of cyber-attacks. Employee attitudes and perceptions towards
cybersecurity play a crucial role in protecting financial institutions against cyber threats. For
example, in the Mutual Liberty case study, the involvement of top management underscored
the significance of cybersecurity across the organisation. Employees observed a senior
executive who was highly visible and personally engaged in delivering the message, which
motivated them to take notice. In interviews with researchers, employees expressed that they
felt empowered to safeguard the company’s data and information systems and understood

the steps they could take to achieve this (Huang and Pearlson, 2019).

According to Li et al. (2019), employees who have a positive attitude toward cybersecurity
policies, perceiving them as important and receiving adequate support from their organisation
are more likely to comply with cybersecurity policies. Almrezega et al. (2021) state that
employees who had experienced cybercrime were more likely to have a positive attitude
towards cybersecurity policy. At Liberty Mutual, leaders leveraged major news stories on
cybersecurity issues as practical examples to enhance employee awareness. This educational
strategy allowed employees to develop and maintain their knowledge. For example, after the
Equifax breach in the summer of 2017, the information security team clarified the breach's
implications, its potential effects on employees' personal financial accounts, and the steps
employees could take to safeguard themselves. This approach significantly influenced
employees and underscored the importance of secure cybersecurity practices (Huang and
Pearlson, 2019).

The COVID-19 pandemic caused notable changes in employee behaviour and attitudes
towards cybersecurity policy, especially as remote working arrangements became prevalent
(Bengaluru et al., 2020). These changes highlight the critical role that employee attitudes and
perceptions play in ensuring robust cybersecurity practices (Bengaluru et al., 2020). It is
important for financial institutions to understand their employees' attitudes and perceptions
towards cybersecurity policy to design effective training and awareness programs that can
motivate and encourage compliance (Alhashmi et al., 2021; Scholefield and Shepherd, 2019;
Khader et al., 2021; Hu et al., 2022). Additionally, understanding employee attitudes and

perceptions toward cybersecurity can help financial institutions shape their internal
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communication strategies and contextual factors that can influence employee decision making

regarding information security policy violation (Li et al., 2021; Rice and Searle, 2022).

Gamification has been suggested as a winning cybersecurity strategy to improve employee
attitudes and perceptions about cybersecurity policy (Wolfenden, 2019). Financial institutions
should prioritise the provision of adequate support, training programs, and awareness
campaigns of cybersecurity policy to improve employee attitudes and perceptions about
cybersecurity policy and promote compliance behaviour.

There exist several limitations in employee attitudes and perceptions towards cybersecurity
policy. Dash and Ansari (2022) reported a lack of tailoring training programs to employees'
specific roles, responsibilities, and the company's security policies. According to Dash and
Ansari (2022), generic cybersecurity training programs can lead to lack of interest, relevance,
and understanding among employees, which can hinder compliance. This implies that training
programs should be tailored to meet the specific needs and context of each employee to
improve their understanding and motivation towards cybersecurity compliance in financial
institutions. Training programs should be tailored because what is effective for one individual
might not be the same for another (Huang and Pearlson, 2019). Employees who receive
customised training programs are more likely to comply with cybersecurity policies than those

who receive generic training (Dash and Ansari, 2022).

Another limitation is the lack of evaluation and measurement of the impact of existing
programs on employee behaviour toward compliance (Ghelani et al., 2022). A drawback is
evident in the reliance on traditional training methods, such as lectures and videos, which may
not be engaging or interactive enough to effectively promote behaviour change (Ghelani et al.,
2022). Additionally, some programs may not be specific enough to the needs and roles of
employees in financial institutions and may not address cultural and language differences
among employees (Dash and Ansari, 2022). Cultural differences between employees in
different financial institutions can also limit the effectiveness of existing cybersecurity policy
training and awareness programs. According to research by Daengsi et al. (2022), cultural
differences can affect the way employees perceive cybersecurity policies and the level of
compliance they exhibit. Therefore, programs must consider cultural differences between
employees in different financial institutions. Furthermore, the lack of support and participation
from top management in cybersecurity awareness programs can hinder their effectiveness in
changing employees’ behaviour in financial institutions (Al-Alawi and Al-Bassam, 2021; Ofori
et al., 2021).

As the threat landscape continues to evolve, financial institutions must adopt a proactive

approach to cybersecurity. Regular evaluation of cyber risks and implementation of preventive
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measures are essential to mitigate the consequences of noncompliance with cybersecurity
policies. The consequences of noncompliance with cybersecurity policy are discussed in the

next section.

2.2.3 Consequences of Noncompliance with Cybersecurity Policy

In the era of digitalisation, cybersecurity has become a critical concern for financial institutions

due to the markedly large data set of sensitive data they handle.

Noncompliance with cybersecurity policy can have serious consequences for financial
institutions and individuals alike, leading to various negative outcomes. These include data
breaches and unauthorised access to sensitive information, resulting in financial losses,
reputational damage, and legal and regulatory consequences (Almrezeqa et al. 2021; Hajny
et al., 2021; Kamsamrong et al., 2022; Maennel et al., 2023). As a result, financial institutions
need to focus on cybersecurity compliance and risk management by putting in place strong
controls and governance frameworks that show their dedication to best practices in
cybersecurity (Uzougbo et al.,, 2024). This involves performing regular assessments,
establishing clear responsibility for cybersecurity within the organisation, establishing clear
responsibility for cybersecurity within the organisation, and ensuring transparency in reporting
cybersecurity incidents to stakeholders and regulators (Uzougbo et al., 2024). Tackling these
challenges and adopting forward-looking approaches to cybersecurity compliance will be
crucial for financial institutions to effectively manage cyber risks, enhance their cybersecurity
resilience, and maintain the confidence and trust of their stakeholders and customers in an

increasingly interconnected and digital world (Uzougbo et al., 2024).

Research has identified several factors that influence employees’ noncompliance with
cybersecurity policies in financial institutions. These factors include a lack of awareness about
cybersecurity, insufficient cybersecurity training and education, and the absence of a strong
cybersecurity culture within organisations (Huang et al., 2019; Uddin et al., 2020; Algahtani
and Braun, 2021; Alzahrani, 2021; Moustafa et al., 2021; Georgiadou et al., 2022; Murphy et
al., 2022; Saeed, 2023).

Moreover, individual decision-making styles, moral disengagement, opportunity-reducing
techniques, cyber fatigue, and poor communication within the organisation can also drive
noncompliance with cybersecurity policies (Chen et al., 2019; Donalds and Osei-Bryson,
2020; Reeves et al., 2021; Rice and Searle, 2022). The consequences of noncompliance with
cybersecurity policy extend beyond individual organisations and can have broader
implications for critical infrastructures, financial systems, and national security (Ahmad et al.,
2019; Dupont, 2019; Touhiduzzaman et al.,, 2019; Vedral, 2021). Noncompliance with
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cybersecurity policies can also lead to operational disruption such as system outages, data

loss, and disruption of critical services (Marcu, 2021).

Additionally, noncompliance with cybersecurity policies increases overall cybersecurity risks
faced by financial institutions and individuals. Failure to follow best practices and security
guidelines exposes systems and networks to increased vulnerability to cyberattacks and
intrusions, compromising sensitive information, leading to theft of intellectual property as well

as unauthorised access to systems and resources (Reegard et al., 2019; Sabillon et al., 2019).

To mitigate the risks associated with noncompliance, financial institutions must prioritise
improving cybersecurity awareness, implementing effective training programs, fostering a
strong cybersecurity culture, and establishing security monitoring and assurance mechanisms
(Ahmad et al., 2019; He et al., 2020; Zhang et al., 2021; Georgiadou et al., 2022).

Noncompliance with cybersecurity policy can have severe consequences for financial
institutions and individuals, including data breaches, financial losses, reputational damage,
and legal consequences. It is crucial for financial institutions to prioritise awareness of
cybersecurity policies and a strong cybersecurity policy culture to mitigate the risks associated
with noncompliance. The importance of cybersecurity policy awareness programs is

discussed in Section 2.2.4.

2.2.4 The Importance of Cybersecurity Awareness Programs

In recent years, cybersecurity breaches have become a significant threat to financial
institutions, with the potential to cause reputational damage, financial losses, and legal
implications, as discussed in Section 2.2.3. To mitigate these risks, financial institutions should

implement cybersecurity policy awareness programs for their employees.

Awareness programs are essential to educate and train employees about the risks and threats
associated with cybersecurity and to promote compliance with cybersecurity policies in
financial institutions (Muraguri et al., 2019). Employee awareness is a crucial component of
cybersecurity preparedness, given that individuals can be exploited through social engineering
(Muraguri et al., 2019). It is essential that everyone in financial institutions takes responsibility
for adhering to cybersecurity best practices. Regular educational sessions should be
conducted, and training materials must be frequently updated to reflect new threats (Muraguri
et al., 2019). According to various studies, awareness and training programs can significantly
impact employee behaviour toward compliance with cybersecurity policies. Li et al. (2019),
Alzahrani (2021), and Hu et al. (2022) found that awareness of cybersecurity policy can

positively influence and improve employee cybersecurity behaviour. For instance, the case
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study of Liberty Mutual attests to the change in employee behaviour when cybersecurity
awareness training is effective. Employees confirmed that they know what is expected of them

to protect their organisation (Huang and Pearlson, 2019).

However, the importance of employee behaviour in maintaining cybersecurity cannot be
overemphasized, given that more than 82% of data breaches result from credential theft,
hacking, or human error (Verizon, 2022). Despite this importance, traditional training methods
such as lectures and seminars can prove ineffective in improving cybersecurity awareness
especially within the banking sector (Ghelani et al., 2022). Proctor (2016) conducted a study
on the efficacy of cybersecurity training and awareness programs, revealing that while such
initiatives can increase employees' knowledge of cybersecurity threats, they rarely lead to a

change in their behaviour.

Several studies have emphasised the critical role of training and awareness programs in
developing a culture of security in financial institutions. For example, Huang and Pearlson
(2019) recognised training and awareness programs as a critical factor in influencing
employee behaviour toward compliance with cybersecurity policies in financial institutions.
Alhashmi et al. (2021) proposed a taxonomy of cybersecurity awareness delivery methods

which includes training programs, simulations, and games, among others.

Training programs are crucial in developing employees' skills and knowledge toward
cybersecurity policy compliance. Maennel et al. (2023) emphasise the importance of training
programs in developing the emotional, social, and cognitive aspects of cybersecurity through
multidimensional cyber defence exercises. Maennel et al. (2023) argue that the emotional,
social, and cognitive aspects of cybersecurity should be considered in the implementation of
effective cybersecurity policies and practices. This is because these aspects can affect how
employees respond to cybersecurity threats and how they behave when implementing

cybersecurity measures (Maennel et al., 2023).

Several studies have emphasised the importance of cybersecurity policy training programs in
preparing employees for potential cyber threats. For example, Hajny et al. (2021) proposed a
framework, tools, and good practices for cybersecurity curricula, highlighting the importance
of training programs in cybersecurity education. To further enhance this approach,
Georgiadou et al. (2021) designed a cybersecurity culture assessment survey targeting critical
infrastructures during the COVID-19 crisis. This cybersecurity culture assessment survey can
be used to assess the level of cybersecurity awareness and culture in an organisation, identify
gaps, and help address the gaps (Georgiadou et al., 2021). Research by Georgiadou et al.
(2021) highlights the need for comprehensive training programs that not only address

technical aspects, but also foster a robust cybersecurity culture and awareness among
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employees. For instance, a case study of the Capital One data breach highlights the critical
need for robust cybersecurity awareness and training programs in financial institutions to
prevent such incidents (Neto et al., 2020). This underscores the role of employee awareness

in identifying and mitigating cyber threats before they cause significant harm.

Additionally, various studies have highlighted the role of training programs in influencing
employees' intentions, attitude, and behaviour toward cybersecurity policy compliance. For
example, Algahtani and Braun (2021) reviewed the influence of UTAUT2 factors on
cybersecurity compliance and found that training programs significantly impacted employees'
intentions and behaviour toward cybersecurity policy compliance. Moustafa et al. (2021)
emphasised the importance of training programs in developing a security-conscious culture
and improving cybersecurity management by addressing user behaviour. Additionally, the
effectiveness of training programs and cybersecurity awareness campaigns can also affect
employees' attitudes and perceptions toward cybersecurity.

Several studies have identified the importance of effective and tailored awareness and training
programs that meet an organisation's specific needs and employees' roles and
responsibilities. Stewart (2022) proposed an approach to cybersecurity training and
awareness that aligns with an organisation's objectives and culture. Tolah et al. (2021)
highlighted the importance of tailoring cybersecurity training to the needs and responsibilities

of employees.

Bengaluru et al. (2020) ) highlight the increasing need for cybersecurity awareness training to
address the new and emerging threats brought about by working remotely, mainly influenced
by the COVID-19 pandemic. This shift from the conventional office-based work to working
remotely has introduced unique challenges such as the use of personal devices and potential
vulnerabilities in home networks (Bengaluru et al., 2020). To mitigate these risks, financial
institutions must ensure that employees are well informed about cybersecurity measures
(Bengaluru et al.,2020). Corallo et al. (2022) emphasise the importance of raising awareness
among employees about the security risks associated with Industrial Internet of Things (1oT)
devices commonly used in remote work setups. Employees should understand the importance
of complying with cybersecurity policies to safeguard organisational data and systems. The
discussion on awareness and training programs highlights the importance of developing a
security-conscious culture, improving employees' skills and knowledge, and preparing them

for potential cyber threats.

There are several challenges in implementing effective cybersecurity policies and practices

that include, among others, lack of resources, shortage of skilled cybersecurity professionals,
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and lack of awareness and understanding among employees (Uzougbo et al., 2024). Given
the limitations of existing programs, it is crucial to explore improvement recommendations to
enhance the effectiveness and impact of cybersecurity awareness initiatives. This is discussed
in Section 2.3.2.

2.3 Best Practices, Limitations, and Recommendations for

Cybersecurity Policy Awareness Programs

Effective cybersecurity policy awareness programs are essential to promote cybersecurity
compliance among financial institution employees and mitigate the risks associated with cyber
threats (Ofori et al., 2021; Almeida et al., 2022; Sulaiman et al., 2022). Section 2.3.1 reviews
literature on the effectiveness of cybersecurity policy awareness programs with an aim to
identify best practices for such programs. Section 2.3.2 provides limitations and
recommendations for improving cybersecurity policy awareness programs in financial

institutions.

2.3.1 Best Practices for Cybersecurity Policy Awareness Programs

Effective cybersecurity policy awareness programs are vital to promoting compliance among
employees. These practices have been identified through various studies, each addressing
specific aspects and highlighting their importance in promoting cybersecurity compliance
among employees. By incorporating these best practices, financial institutions can significantly
improve the effectiveness of their cybersecurity policy awareness programs and empower
employees with the knowledge, skills, and awareness necessary to identify and prevent
cyberattacks (Ofori et al., 2021; Almeida et al., 2022; Sulaiman et al., 2022). By allocating
sufficient resources, providing regular awareness programs, emphasising continuous
learning, employing interactive methods, implementing structured curricula, and fostering a
cybersecurity culture, financial institutions can enhance their cybersecurity defences and
empower their workforce (Ofori et al., 2021; Almeida et al., 2022; Sulaiman et al., 2022). These
best practices serve as valuable guidelines for financial institutions seeking to strengthen their
cybersecurity posture and mitigate the risks associated with cyber threats. The next section
discusses limitations and recommendations that financial institutions can use to improve

cybersecurity policy awareness programs.

2.3.2 Cybersecurity Policy Awareness Programs Limitations and

Recommendations

The evaluation of existing programs in the following section provides further information on

the practical application and impact of these recommended practices, as stated in Table 2-1.
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Several awareness programs have been implemented in financial institutions to improve the
level of cybersecurity. However, the effectiveness of these programs in influencing employees'
behaviour towards cybersecurity policy compliance remains a subject of debate (He and
Zhang, 2019; Back and Guerette, 2021; Fisher, Porod and Peterson, 2021).

Previous studies have explored the effectiveness of various cybersecurity awareness
programs. Back and Guerette (2021) found that cybersecurity awareness improved
participants' knowledge of phishing scams and reduced their vulnerability to phishing attacks.
Almrezega et al. (2021) found that despite increasing awareness of cybercrime in Saudi
Arabia, most of the population lacked the knowledge and skills required to protect themselves
from cyber threats. This suggests that awareness of cybersecurity policy alone may not be

enough to improve employee cybersecurity behaviour.

When highlighting the importance of evaluating the effectiveness of cybersecurity training
programs, He et al. (2020) note that evaluation helps to identify strengths, weaknesses, and
areas for improvement of such programs, which can inform policy development and enhance
compliance. However, most financial institutions do not evaluate their training programs,
leading to the continued use of outdated or ineffective training methods, thus preventing
cybersecurity compliance. Therefore, regular evaluation and feedback mechanisms should be
incorporated into cybersecurity training programs to ensure their effectiveness (He et al.,
2020).

The effectiveness of cybersecurity awareness programs in financial institutions remains
debatable. Although some programs have proven effective in improving knowledge and
reducing vulnerability, traditional methods may not effectively improve awareness of
cybersecurity. Increasing awareness alone is not sufficient to change behaviour. A
comprehensive approach that involves training, policy implementation, monitoring, and
technological measures is necessary. Regular evaluation and feedback mechanisms are
essential to identify areas for improvement and improve the effectiveness of cybersecurity
programs in ensuring compliance. The evaluation of existing cybersecurity policy awareness
programs sheds light on their strengths and weaknesses, providing valuable information on
the limitations discussed in Section 2.3.2 in these programs that are crucial for developing

effective strategies and overcoming identified challenges.

Table 2-1 presents a comprehensive compilation of best practices, limitations, and
corresponding recommendations to improve existing cybersecurity policy awareness
programs. These best practices have been drawn from various studies that explore effective
strategies to improve cybersecurity awareness and promote a security-conscious culture

among employees, as discussed in Section 2.4.1. By examining these insights, financial
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institutions can gain valuable guidance on how to design and implement robust cybersecurity
awareness initiatives. Table 2-1 shown below offers a holistic view of the challenges faced,
possible solutions, and the incorporation of these practices into the context of this study. The
incorporation of these recommendations will allow for a more customised, engaging, and

comprehensive approach to promote employee compliance and behaviour change.
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Table 2-1: Limitations of Existing Programs and Recommendations for Improvement

Best Practices Study Title Limitations Recommendations Incorporation in the Insights for each best practice
study

Customise Cybersecurity The effectiveness of | Develop educational Evaluate existing e Tailor cybersecurity

programs to Education and customisation may programs and cybersecurity awareness programs to

employees' needs, | Training: An vary depending on campaigns to raise awareness programs address the specific needs

the organisation's Innovative the organisation's awareness of and identify the gaps and roles of employees

context, and the
risks it faces

Approach for
Closing the
Cybersecurity Skills
Gap (Aldawood and
Skinner, 2019)

resources and
commitment to
cybersecurity.
Challenges may arise
in catering to
individual needs in

large organisations.

cybersecurity risks and
best practices. Engage
employees at all levels
of the financial
institution in joint
initiatives to promote
cybersecurity culture
and knowledge sharing.
Incorporate
cybersecurity training
and awareness as part
of educational curricula
and professional

development programs.

and propose
recommendations to
improve their
effectiveness and
reach. Assess the
integration of
cybersecurity training
in financial institutions
and professional
development

initiatives.

within the financial
institutions.

e Consider the unique
context of the financial
institution and the risks it
faces to ensure that the
training is relevant and

effective

Propose an
approach to
achieve

sustainable

A Sustainable
Approach to
Cybersecurity

Education, Training,

The sustainability of
behaviour change
initiatives may require

ongoing support and

Develop and implement
cybersecurity
awareness programs

targeting the financial

Review the existing
literature on
cybersecurity

awareness programs

e Focus on developing
strategies that lead to

long-term behavioural
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behaviour change

and Awareness

reinforcement. Long-

institutions. Establish

and their effectiveness

changes in employees with

among employees | (Alshaikh et al., term commitment and | training initiatives to in enhancing respect to cybersecurity
2019) resources are improve cybersecurity awareness and practices.
needed to maintain knowledge and skills understanding. Implement initiatives that
sustainable among employees. Analyse the current encourage consistent and
behaviour changes. Promote collaboration level of cybersecurity long-lasting cybersecurity
and knowledge-sharing | knowledge among awareness and
platforms between financial institutions compliance
employees to improve and explore
cybersecurity opportunities for
understanding. improvement.
Consider cultural, Building Cultural and Assess the specific Conduct a needs Recognise the impact of
educational, Cybersecurity regulatory differences | roles and analysis to identify the cultural, technological and

technological, and
regulatory factors
in building
cybersecurity

awareness

Awareness in
Developing
Countries: Insights
from Cultural,
Educational,
Technological, and
Regulatory Factors
(Chang and Coppel,
2020)

can present
challenges in the
implementation and
customisation of
training programs in
different regions.
Technological
limitations in
developing countries
can impact the

delivery and

responsibilities of
employees in financial
institutions and provide
relevant training.
Incorporate gamification
techniques to enhance

employee engagement.

specific roles,
responsibilities, and
security policies of
employees in financial
institutions. Develop
customised training
programs based on
identified needs and
incorporate
gamification elements
to increase

engagement.

regulatory factors on
cybersecurity awareness.
Adapt training and
awareness programs to
align with these factors to

maximise effectiveness.
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accessibility of

training materials.

Provide regular
cybersecurity
training and
awareness
programs to create

awareness of cyber

Measurement of
awareness of
cybercrime in Saudi
Arabia: An
Exploratory Study
(Almrezeqa et al.,

Measurement of
behaviour change
and program
effectiveness may
require reliable and

valid evaluation

Focus on evaluating the
effectiveness and
impact of programs on
employee behaviour.
Consider the impact of

education and training

Implement a
comprehensive
evaluation framework
to assess the
effectiveness of

existing programs in

Conduct regular and
ongoing training sessions
to keep employees
informed about current
cyber threats and risks in

financial institutions.

threats 2021) methods. Securing programs on influencing employee Reinforce cybersecurity
collaboration with cybersecurity behaviour toward awareness consistently to
cybersecurity experts | behaviour. compliance. maintain vigilance and
and researchers can preparedness among
present logistic and employees in financial
resource challenges. institutions.

Foster a A Survey for The adoption and Incorporate interactive Integrate interactive Cultivate a cybersecurity-

cybersecurity Assessing acceptance of a and engaging elements | and engaging conscious culture that

culture that Cybersecurity cybersecurity culture | into training programs. elements, such as emphasises individual and

encourages
employees to take
responsibility for

cybersecurity

Culture in Critical
Infrastructures
during the COVID-
19 Crisis: Case of
Greece
(Georgiadou et al.,
2021)

may face resistance
from employees,
especially in
organisations with
long-established
norms and practices.
Encouragement of

active participation

Use a variety of training
methods to
accommodate different

learning styles.

simulations and online
modules, into training
programs. Provide a
variety of training
methods to
accommodate the

different learning styles

collective responsibility for
cybersecurity.

Promote a sense of
ownership among
employees in protecting
financial institutions’ data

and systems.
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can be challenging in

and preferences of the

large and diverse employees.
employee
populations.
Allocate sufficient The Impact of The allocation of Emphasise the potential | Improve Invest in the necessary

resources (such as
financial
resources, skilled
personnel, training
facilities, and
materials, etc.) to
develop effective
training and
education

programs

Information Security
Training and
Education on
Reducing
Cybersecurity
Incidents in
Organisations
(Kweon et al., 2021)

sufficient resources
can be hampered by
budget constraints
and competing
organisational
priorities. The
availability of skilled
personnel and
technologies may
also impact the
development and
implementation of

training programs.

consequences of
security breaches to
motivate employees.
Improve communication
and awareness

strategies.

communication
strategies by
highlighting the
potential
consequences of
security breaches.
Develop effective
awareness strategies
to ensure clear and
concise
communication of
cybersecurity policies

and practices.

resources, including
financial resources, skilled
personnel, and training
facilities and materials.
Ensure that training and
education programs are
adequately supported and
resourced for optimal

impact.
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Use interactive

training methods

The Effects of
Knowledge-Sharing

The effectiveness of

interactive training

Develop clear, specific,

and well-understood

Improve policy clarity

and specificity to

Employ interactive and

engaging training

such as phishing Methods on methods can vary policies. Regularly facilitate effective techniques such as
simulations Cybersecurity depending on assess and update implementation and phishing simulations to
Practices: The individual learning programs to meet enforcement. Regularly improve employee
Moderating Role of | preferences and changing threats and assess and update participation and
Employees' technological technologies. Integrate | training programs to knowledge retention in
Cybersecurity accessibility. cybersecurity policies align with evolving financial institutions.
Awareness (Pham Phishing simulations | into organisational cyber threats and These methods create a
et al., 2021) may need to be culture. technologies. Integrate more immersive learning
carefully designed to cybersecurity policies experience and better
avoid causing into the financial prepare employees to
unnecessary stress institutions culture to recognise and respond to
or anxiety among foster a positive real-world cybersecurity
employees. security mindset. threats.
Emphasise Smart Grid Continuous training Assess the specific Conduct a needs Recognise that the
continuous Cybersecurity may require regular roles and analysis to identify the cybersecurity landscape is

cybersecurity
training, as new
trends and skill
gaps emerge with
the advancement

of technology

Education: The
State of the Art
Trends and Skill-
Gaps (Kamsamrong
et al., 2022)

updates and
adjustments to keep
up with the latest

technologies.

responsibilities of
employees and provide
relevant training.
Incorporate gamification
techniques to enhance

employee engagement.

specific roles,
responsibilities, and
security policies of
employees. Develop
customised training
programs based on

identified needs.

continually evolving, and
new threats and skill gaps
may emerge.
Continuously update and
adapt training programs to
address emerging trends
and challenges in the

financial institutions.
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Table 2-1 serves as a valuable resource to understand the key requirements that influence
the effectiveness of cybersecurity policy awareness programs. By incorporating best-practices
and recommendations identified from various studies, financial institutions can develop
targeted and customised training programs that address the specific needs and challenges of
their workforce. Information shown on the table; highlights the importance of continuous
evaluation, tailors training programs to the specific roles and responsibilities of employees,
evaluates the impact of the program, uses engaging and interactive training methods, and
considers cultural differences between employees in the creation of effective cybersecurity
awareness initiatives. Implementing these recommendations would enable financial
institutions to create a security-conscious workforce, better equipped to defend against

cybersecurity threats, and contribute to overall cyber resilience.
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2.3.3 Analysis of Cybersecurity Risks in the Financial Institutions

Table 2-2: Cybersecurity Risks in Financial Institutions

Case study

Impact of cybersecurity risk

Best Practices for Cybersecurity Compliance

In 2017, Equifax, a major player in credit reporting,
experience a significant data breach where cyber
attackers utilised a vulnerability to access sensitive
personal data belonging to around 147 million
consumers (Uzougbo et al.,, 2024). The breach
happened because Equifax did not patch a known

vulnerability in their systems (Uzougbo et al., 2024).

The breach resulted in the exposure

of individuals' names, birthdates,
Social Security numbers, and driver's
license numbers. Equifax suffered
substantial reputational damage and
financial loss, regulatory penalties,
numerous lawsuits,, and a decline in

its stock market valuation.

Provision of employee training and awareness
programs on the need for timely software
updates and effective vulnerability management.
Regular training on recognising phishing emails
and handling sensitive information could have

helped mitigate the initial breach.

In 2014, JPMorgan Chase, among the largest U.S.
banks, suffered a cyberattack compromising
personal details of more than 76 million households
and 7 million small businesses (Uzougbo et al.,

2024).

The breach was linked to hackers who infiltrated the
bank's systems using compromised employee

credentials (Uzougbo et al., 2024).

Although no financial data was
compromised, the incident revealed
vulnerabilites in  the  bank's
cybersecurity defences,

the

prompting
implementation of stronger
security measures and heightened

regulatory oversight.

Provision of comprehensive  employee

awareness on the importance of stringent
access controls. Educating employees about
phishing and social engineering could have

prevented initial access by the attackers.
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In 2018, Cyber attackers aimed a sophisticated
spear phishing attack at Banco de Chile, a major
bank in the country (Uzougbo et al., 2024). Cyber
attackers successfully breached the bank's internal
systems and sought to transfer $10 million to
accounts based in Hong Kong (Uzougbo et al.,
2024).

Although the bank managed to thwart
the majority of the fraudulent
transactions, the incident caused
operational disruptions and
underscored weaknesses in
cybersecurity  protocols  across

financial institutions in Latin America.

Educating employees about spear phishing
tactics and implementing simulated phishing

exercises could have increased awareness and

prevented the initial breach.
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Financial institutions exist in a landscape of ever-changing cyber threats, with attackers
becoming progressively more advanced and relentless in their efforts (Uzougbo et al., 2024).
The adoption of new technologies like artificial intelligence and the Internet of Things adds
complexity to the cybersecurity landscape, introducing new avenues for attacks and
vulnerabilities. To keep pace with cyber threats, financial institutions need to promote a culture
of ongoing enhancement, regularly reassessing their cybersecurity strategies, practices, and
technologies to address evolving risks (Uzougbo et al., 2024). This involves investing in the
capacity to conduct routine security assessments, and adopt best practices (Lyimo and
Shaaban, 2021; Uzougbo et al., 2024).

Cybersecurity demands constant vigilance, evaluation, and enhancement. Financial
institutions must continuously review and update their cybersecurity frameworks in response
to evolving threats, industry standards, and regulatory mandates to effectively mitigate cyber
risks (Lyimo and Shaaban, 2021; Uzougbo et al., 2024). Prominent cybersecurity breaches
highlight the critical need for proactive security practices like routine security evaluations, and
employee awareness. Financial institutions must prioritise investments in cybersecurity and
allocate adequate resources to defend against emerging risks (Lyimo and Shaaban, 2021;
Uzougbo et al., 2024)

Cybersecurity is both a technical and cultural issue. Financial institutions need to foster a
culture of cybersecurity awareness across their organisations, emphasising the importance of
accountability and awareness among all employees (Lyimo and Shaaban, 2021; Uzougbo et
al., 2024). Regular awareness and training programs are important to enable employees to
identify and effectively respond to cybersecurity incidents, thereby minimising the risk of

human errors and insider threats (Lyimo and Shaaban, 2021; Uzougbo et al., 2024)

Based on recommendations to improve cybersecurity policy awareness programs in financial
institutions, and analysis of cybersecurity risks in financial institutions, Section 2.4 presents a
framework for improving cybersecurity policy awareness programs to improve employee

behaviour toward cybersecurity compliance.

2.4 Framework for Enhancing Cybersecurity Policy Awareness

Programs

This framework provides a guide on how cybersecurity policy awareness can be improved
partly through programs that aim to improve employee behaviour toward cybersecurity
compliance. Cybersecurity policy awareness programs are essential to ensure that employees

have the knowledge and skills necessary to protect their organisations from cyber threats.

35



This framework provide guidance on how financial institutions can improve their cybersecurity
policy awareness programs to promote a culture of cybersecurity awareness and compliance

among employees.
2.4.1 Components of the Proposed Framework

The components of the proposed framework for enhancing cybersecurity policy awareness
programs are derived from the best practices discussed in Section 2.3. One of the components
of the proposed framework for enhancing cybersecurity policy awareness programs is making
cybersecurity policy awareness a culture for all employees, including on boarding programs
for new employees and regular refresher training for existing employees, and to developing
targeted and customised awareness programs for employees based on their roles and
responsibilities within the financial institutions. Research has shown that a one-size-fits-all
approach to cybersecurity awareness is not effective, as different job functions have different
cybersecurity risks and responsibilities (Vasileiou and Furnell, 2019; Hu et al.,, 2021).
Therefore, tailoring awareness programs to specific job functions can improve the
effectiveness of training and increase employee engagement in the training process (Tolah et
al., 2021). This can be achieved through the use of targeted training materials such as
interactive online courses and simulations (Scholefield and Shepherd, 2019). An important
component is the use of continuous and ongoing training programs (He and Zhang, 2019;
Kamsamrong et al., 2022). Cybersecurity threats and risks are constantly evolving, which
means that training programs must also be updated and refreshed on a regular basis (He and
Zhang, 2019; Kamsamrong et al., 2022). This can be achieved through ongoing training
programs that provide employees with regular updates on new threats and vulnerabilities, as
well as opportunities to practice their skills and knowledge in simulated scenarios (He and
Zhang, 2019; Kamsamrong et al., 2022). In addition to targeted and ongoing training
programs, the proposed framework should also include measures to reinforce positive
behaviours and outcomes (Alshaikh et al., 2019). This can be achieved through the use of
incentives, recognition programs, and other forms of positive reinforcement, as suggested by
Reeves et al. (2021). By reinforcing positive behaviours and outcomes, financial institutions
can create a culture of cybersecurity awareness and compliance that is embraced by all

employees (Reeves et al., 2021).

Additionally, the framework can include the implementation of simulated phishing exercises to
increase employee awareness and readiness to detect and report phishing attacks (Back and
Guerette, 2021). This approach involves sending simulated phishing emails to employees and
tracking their responses to identify areas for improvement and provide targeted training. Lyimo

and Shaaban (2021), in their study on assessing cybersecurity awareness among employees
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in the banking sector, attested to the use of simulated phishing emails. They noted that top
financial institutions worldwide are investigating ways to measure staff cybersecurity
awareness. For instance, they send 'suspicious' links to bank employees and monitor the click

rates before and after cybersecurity training.

Finally, the proposed framework includes measures to assess the effectiveness of training
and awareness programs. According to Moustafa et al. (2021), organisations should conduct
regular assessments of employee knowledge, skills, and attitudes toward cybersecurity, to
identify areas where additional training and support may be needed. This can be achieved by
using surveys, quizzes, and other forms of assessment that provide information on employee

behaviour and attitudes toward cybersecurity.

The components proposed form the basis of the framework, aiming to improve the
effectiveness of cybersecurity policy awareness programs and improve employee behaviour
toward cybersecurity policy compliance, as outlined in Table 2-3. The framework comprises
five main elements derived from the best practices discussed in Section 2.3, which work

together to foster a security-conscious culture within the financial institutions.
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Table 2-3: Cybersecurity Policy Compliance Components Descriptions

Components

Descriptions

Author

Make

policy awareness a

cybersecurity

norm

Continuous and

ongoing

awareness
programs

Implementation of
simulated phishing

exercises

the
the

Evaluation of
effectiveness of

awareness program

Provision of cybersecurity

policy
awareness for all employees, including
on boarding programs and regular

refresher training.

(Vasileiou and Furnell, 2019;
Hu, Hsu and Zhou, 2021b;
Tolah, Furnell and Papadaki,
2021)

Targeted and customised training

programs based on job roles and

responsibilities.

(Vasileiou and Furnell, 2019;
Hu, Hsu and Zhou, 2021b;
Tolah, Furnell and Papadaki,
2021)

Regularly updating and refreshing

awareness programs to address

evolving cybersecurity threats and risks.

(He and 2019;

Kamsamrong et al., 2022)

Zhang,

Conduct simulated phishing exercises to
improve employee awareness and
readiness to detect and report phishing

attacks.

(Back and Guerette, 2021)

Regular evaluations of employee
knowledge, skills, and attitudes toward
cybersecurity to identify areas for

improvement.

(Moustafa et al., 2021)
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Figure 2-2 indicates the diagrammatic presentation of the components, showing their
dependencies and relationships.

Make Cybersecurity Policy Awareness a Norm

Targeted and Customised Training Programs

l

Continuous and Ongoing Training and Awareness
Programs

Implementation of simulated phishing exercises

Figure 2-2: Cybersecurity Policy Compliance (CSPC)

The components have been organised to showcase the result of their implementation, which
is the "Cybersecurity Policy Compliance” Framework. The framework represents the desired
result of implementing the components in the financial institutions’ cybersecurity practices.
The components contribute to the overall framework as follows:
e Making Cybersecurity Policy Awareness Programs a Norm sets the foundation for the
framework.
e Targeted and Customised Training Programs and Gamification in Cybersecurity
Training enhance the effectiveness and engagement of training efforts.
e Continuous and Ongoing Awareness Campaigns reinforce positive behaviours and
maintain a culture of cybersecurity awareness.
¢ Implementation of Simulated Phishing Exercises increases employee awareness and
readiness to detect and report phishing attacks.
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e Evaluation of Training and Awareness Program Effectiveness allows for continuous
improvement and identifies areas for additional training and support.

Together, these components contribute to the establishment of a robust "Cybersecurity Policy

Compliance” Framework, ensuring that financial institutions have effective policies, well-

trained employees, and a culture of compliance to address cybersecurity risks and threats.

2.4.2 Implementation of the Proposed Framework

Implementation of the proposed framework aimed at improving cybersecurity policy
awareness programs would be guided by the conceptual framework. This abstract and
theoretical structure provide a systematic and coherent approach to organising the various
elements, concepts, and relationships involved in the cybersecurity policy awareness initiative.
It can help shape the implementation strategy, design the training program, and ensure the
alignment of technical and non-technical aspects. The conceptual framework can serve as a
valuable guide throughout the implementation process, facilitating a holistic and effective
approach to improving awareness of cybersecurity policies and employee behaviour.

Therefore, the framework can be implemented through:
1. Making Cybersecurity policy awareness programs a norm:

o The first step is to make cybersecurity policy awareness programs a norm for all
employees. This ensures that everyone in the financial institution understands the

importance of cybersecurity policy and their role in maintaining it.

e Training should cover basic cybersecurity principles, policies, and procedures

relevant to the financial institutions’ specific needs and industry.

o Compliance with this component ensures that all employees have a basic
understanding of the cybersecurity policy, setting the stage for more advanced

training.

2. Targeted and customised training programs and gamification in cybersecurity

awareness:

e After establishing the foundation, the financial institution should implement
targeted and customised training programs. Different departments or job roles

may require specific cybersecurity training tailored to their responsibilities.

e This component improves the effectiveness of training efforts, ensuring that
employees receive relevant and engaging content based on their roles, thus

improving their cybersecurity knowledge and skills.
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3. Continuous and ongoing awareness campaigns:

Beyond initial training, continuous and ongoing awareness campaigns are
crucial to reinforce positive cybersecurity behaviours and maintain a culture of

vigilance throughout the financial institution.

These campaigns can include regular reminders, newsletters, posters, and
other communication methods to keep cybersecurity at the forefront of

employees' minds.

This component helps maintain a strong cybersecurity culture, reducing the

likelihood of negligence or complacency over time.

4. Implementation of simulated phishing exercises:

Simulated phishing exercises involve sending mock phishing emails to

employees to test their ability to identify and report phishing attempts.

This hands-on approach helps employees develop their skills to detect

suspicious emails and raises awareness about phishing risks.

The regular implementation of simulated phishing exercises improves overall
security posture by making employees the first line of defence against real

phishing attacks.

5. Evaluation of training and awareness program effectiveness:

To ensure the effectiveness of training and awareness initiatives, regular

evaluation and evaluation are necessary.

Metrics such as the number of reported incidents, employee feedback, and the

improvement in security incidents should be analysed.

The insights gained from assessments allow the financial institutions to make
data-driven decisions, identifying areas of improvement and addressing any

Gaps in The Training and Awareness Efforts.

2.4.3 Distinction of the Proposed Framework from Other Frameworks

In published literature, several frameworks related to cybersecurity policy training and
awareness programs are reported. However, the proposed framework in this research stands
out in terms of its specific focus on financial institutions and its objectives to enhance employee

compliance with cybersecurity policies.
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To highlight the differentiating factors of the proposed framework, a table has been provided,
comparing it with other frameworks cited in the review of the literature. Table 2-4 highlights
the specific focus, objectives, and key distinctions of each framework, emphasising the novel
contributions of the proposed framework.

Table 2-4: Distinction of the Proposed Framework from Other Frameworks
Framework Objectives Key Distinctions

from proposed
framework
Proposed
Framework (This

research)

(Li et al., 2019) Awareness of Investigate impact on employee  No framework to

cybersecurity behaviour improve compliance
policy
(Hajny et al.,

2021)

(Murphy et al., SMMEs in South
2022) Africa compliance with national improve compliance

Study factors affecting No framework to

cybersecurity policy
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The framework proposed in this research distinguishes itself from other frameworks as follows:

1. Focus: The proposed framework specifically targets financial institutions, recognising
their unique cybersecurity challenges and compliance requirements. By contrast, none

of the current frameworks address specific cybersecurity needs in financial institutions.

2. Objectives: The proposed framework aims to develop cybersecurity compliance
framework for improving cybersecurity policy awareness and employee behaviour in
financial institutions, providing a practical framework for improving adherence to security

protocols.
3. Key Distinctions:

o Lietal. (2019) investigated the impact of awareness of cybersecurity policy but

did not develop a framework to improve compliance.

e Hajny et al. (2021) proposed a framework for cybersecurity curricula but did not

focus on financial institutions.

e Murphy et al. (2022) studied compliance factors for SMMESs in South Africa but

did not provide a framework for improving compliance.

4.  Comprehensive approach: The proposed framework covers various aspects, including
identifying key factors that influence employee behaviour, evaluating the effectiveness

of existing programs, and developing a framework to improve awareness.

5. Unique target audience: Unlike Murphy et al. (2022) who focused on compliance factors
for SMMEs in South Africa, the proposed framework specifically targets financial

institutions, acknowledging their distinct cybersecurity requirements.

In general, the proposed framework stands out due to its specific focus on financial institutions,
comprehensive approach, and objectives to improve compliance with cybersecurity policies

through awareness programs.

2.4.4 Potential Impact of the Proposed Framework on Employee Behaviour

Toward Cybersecurity Compliance

It is essential to understand the potential impact of a proposed framework aimed at enhancing
cybersecurity policy awareness programs on employee behaviour toward cybersecurity
compliance. Several studies have examined the effectiveness of such programs in changing
employee behaviour toward cybersecurity compliance. For example, Back and Guerette
(2021) found that cybersecurity awareness training improved participants’ knowledge of

phishing scams and reduced their vulnerability to phishing attacks. Similarly, a study by Ofori
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et al. (2021); Almeida et al. (2022); and Sulaiman et al. (2022) found that cybersecurity
awareness training increased employee knowledge and attitudes towards cybersecurity best
practices. Furthermore, a study by He and Zhang (2019); and Kamsamrong et al. (2022)
highlighted the importance of continuous training and awareness programs to maintain and
improve employee behaviour toward cybersecurity compliance. A study by Dash and Ansari
(2022) found that employees who received training on cybersecurity policies and practices
were more likely to report suspicious activities and follow cybersecurity best practices
compared to those who did not receive training. Similarly, another study by Li et al. (2019)
showed that providing cybersecurity training to employees increased their knowledge and
understanding of cybersecurity risks and best practices, leading to better compliance with

cybersecurity policies.

In addition to training, awareness programs can also be effective in improving employee
behaviour toward cybersecurity compliance. A study by Alotaibi et al. (2016); and He et al.
(2020) found that cybersecurity awareness programs that emphasised the importance of
cybersecurity and provided examples of cybersecurity incidents were effective in increasing
employee awareness and behaviour toward cybersecurity. Furthermore, the use of technology
such as simulations and games in cybersecurity training has demonstrated its efficacy in
enhancing employee behaviour toward cybersecurity compliance (Alhashmi et al., 2021).
These technologies provide a more engaging and interactive learning experience, which can
increase knowledge retention and improve behaviour towards cybersecurity policies and

practices.

In general, the proposed framework has the potential to significantly improve employee
behaviour toward cybersecurity compliance by providing comprehensive training and
education programs, awareness campaigns, and the use of technology-based learning. The
combination of these strategies can increase the knowledge and understanding of employees
about cybersecurity risks and best practices, leading to better compliance with cybersecurity
policies and practices. Furthermore, the literature suggests that the implementation of a
framework to improve cybersecurity policy training, education, and awareness programs can
have a positive impact on employee behaviour towards cybersecurity compliance. However,
it is important to ensure that these programs are designed, implemented and continuously

updated to address the evolving cybersecurity threat landscape (He et al., 2020).
2.5 Chapter Summary

In recent years, cybersecurity breaches and incidents have become a major concern for

financial institutions worldwide. The increasing complexity and sophistication of cyber threats
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have made it difficult for financial institutions to protect their data and systems. This chapter
has provided a comprehensive overview of the current state of cybersecurity compliance in
financial institutions, as well as an analysis of cybersecurity breaches and incidents in this
sector. The chapter also discussed challenges associated with implementing effective
cybersecurity policies and practices, and proposed a framework for enhancing cybersecurity
policy education, training, and awareness programs to improve employee behaviour toward

cybersecurity compliance.

Clearly, financial institutions are increasingly investing in cybersecurity measures to protect
their data and systems. However, despite these efforts, cybersecurity breaches and incidents
continue to occur, highlighting the need for further improvements in cybersecurity compliance.
Analysis of published information reveal that cybersecurity breaches and incidents are
indicators that financial institutions are particularly vulnerable to attacks due to the large
amount of sensitive data they handle and the sophisticated nature of the attacks. Through
reviewing literature, in this chapter, the research identified various challenges to implementing
effective cybersecurity policies and practices, including a lack of resources, lack of employee
awareness and training, and difficulties in keeping up with the rapidly evolving cyber threat
landscape. The proposed framework aims to address these challenges by providing a
comprehensive approach to improving cybersecurity policy education, training, and
awareness programs. The framework includes components such as continuous and ongoing
training programs, reinforcement of positive behaviours and outcomes, implementation of
simulated phishing exercises, and performing regular monitoring and assessments to evaluate
the effectiveness of training and awareness programs. The implementation of this framework
has the potential to improve employee behaviour towards cybersecurity compliance and

reduce the likelihood of cyberattacks.

In general, the literature reviewed in this chapter highlights the need for financial institutions
to prioritise cybersecurity and implement effective policies and practices to protect themselves
and their customers. Continued training and education are essential components of
cybersecurity programs, and the proposed framework provides a comprehensive approach to

improving these programs.

The research methodology of the study is discussed in the next chapter.
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CHAPTER 3: RESEARCH METHODOLOGY
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Figure 3-1: Roadmap of Chapter 3
3.1 Introduction

The objective of this research is to develop cybersecurity compliance framewaork for improving
cybersecurity policy awareness and employee behaviour in financial institutions. The
proposed framework integrates diverse best practices, guidelines, and principles into a
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cohesive structure aimed at fostering a security-conscious culture within organisations. By
addressing key elements that influence cybersecurity awareness and behaviour, the
framework is intended to help financial institutions create more effective and engaging policy
awareness programs, thereby promoting better adherence to cybersecurity policies. To
achieve the goal of designing and developing this cybersecurity framework, the research
adopted a survey-based methodology. The survey approach is chosen due to its suitability in
gathering extensive data from a broad range of participants, providing insights into current
practices, perceptions, and challenges related to cybersecurity policy awareness and
compliance within organisations. Surveys are particularly effective for collecting quantitative

data, which can be analysed to identify trends, patterns, and areas for improvement.
3.2 Research Methodology

This chapter discusses the research methodology of the study, detailing the decisions at each
phase of the research process, guided by the ‘research onion' model. The 'research onion'
model is chosen for its structured approach to research design, which ensures comprehensive
coverage of all necessary aspects, from philosophical stances to data collection techniques.
The layers of the research onion to be discussed in this chapter include research philosophy,
methodological choice, approach, strategy, and time horizon. The data collection and analysis
layer is briefly introduced here, with an in-depth discussion provided in Chapter 4. By
systematically addressing each layer of the research onion, the study ensures a rigorous and

thorough approach to developing the framework.

Research methodology refers to the general approach that outlines how a study should be
conducted (Saunders et al., 2019). Research methodology encompasses a system of beliefs
and philosophical assumptions that shape the understanding of research questions and form
the basis for selecting research methods (Saunders et al., 2019). Research methodology
addresses aspects such as research philosophy that influence the choice of the research
approach, research methods, and research strategy (Saunders et al., 2019). The philosophical
decisions driving the selection of research methodologies, data collection methods, and
analysis, which pave the way for the subsequent discussion focused on the design of the

research.
The approach and the steps taken in this investigation were carefully chosen to ensure that

they align with the intended outcomes and the importance of the results. Saunders et al. (2019)

provide a visualisation of the research design through an onion diagram, which was adopted
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in this study. The research onion, as depicted in Figure 3.2, serves as a structure for outlining

the design of this study.
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Figure 3-2: Research Onion (Adapted from Saunders et al. (2019))

Figure 3-2 emphasises the chosen options at each research onion’s layer marked by a red

rectangular shape.

3.2.1 Research Philosophy

Philosophy, the understanding of valid knowledge, comprises five elements: positivism, critical

realism, interpretivism, postmodernism, and pragmatism. Of particular interest are positivism,

a scientific approach focused on factual knowledge, and interpretivism, oriented toward

exploring meanings in social interactions (Saunders et al., 2019). On the one hand,
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interpretivism emphasises understanding humans as social beings, distinguishing research
among people from objects (Saunders et al., 2019). Ontologically, it asserts that social
phenomena are co-constructed by researchers and subjects, recognising the unigueness of
individuals and the existence of multiple realities (Saunders et al., 2019). Epistemologically,
interpretivists contend that research findings result from the interactive process between
researchers and subjects (Guba and Lincoln, 2011). Accessing reality involves social
constructions like consciousness, language, tools, and shared meanings (Thanh and Thanh,
2015). Axiologically, interpretivists are value-bound, employing inductive, qualitative methods
with small samples in their research to deeply understand the subjective experiences and

meanings constructed by individuals (Saunders et al., 2019).

On the other hand, positivism, rooted in natural sciences, emphasises observable and
measurable reality (Saunders et al., 2019). Ontologically, it adopts realism, positing an
objective reality independent of human perception (Saunders et al., 2019). Positivists seek
objective truth through measurable metrics, supporting universal generalisations (Saunders et
al., 2019). Measurement is conducted with properties autonomous of researchers and tools
(Saunders et al., 2019). Axiologically, positivists aim to minimise research values to prevent

bias.

Positivist inquiry tends to be deductive, structured, and quantitative, using large samples and
guantitative data analysis (Saunders et al., 2019). It is associated with theory-testing through
the collection of quantitative data to enhance predictive understanding (Saunders et al., 2019).
Positivists align with an empirical realist ontology, prioritising empirical evidence for a
scientific-oriented approach (Saunders et al., 2019). In this study, the survey strategy adhered
to the positivist paradigm, objectively examining respondents' views on cybersecurity policy

awareness programs offered by financial institutions in Lesotho.

3.2.2 Approach to Theory Development

Three distinct approaches to the development of theory have been identified as abduction,
deduction, and induction (Saunders et al., 2019). Deduction involves examining a theoretical
statement employing a research approach that moves from broader to more detailed
understanding via logical reasoning (Saunders et al.,, 2019). In addition, Creswell (2014)
suggests that the deductive approach involves researchers confirming theories, evaluating
hypotheses, and research questions, putting into operation the constructs obtained from
surveys, and evaluating these constructs using research tools to obtain scores. In contrast,
abduction involves collecting information to study a phenomenon, recognise fundamental

themes and patterns, and potentially create a new theory or adjust an existing one for future
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examination (Saunders et al., 2019). Induction is based on the creation of a theory based on

the observation of empirical data (Saunders et al., 2019).

In this study, the deductive approach was employed to the quantitative research since the
study involved collecting numeric categorical data only from respondents which lends itself
readily to quantitative analysis and interpretation. The quantitative data were gathered from
both non-IT and IT employees within selected financial institutions in Lesotho. In quantitative
research, sufficient information about the study's design is furnished to allow replication,
verification, and confidence in the findings, as emphasised by Ranjit (2011). In addition, this
study uses the deductive approach. The researcher used empirical data to design the
guestionnaire, which assisted in identifying requirements for enhancing cybersecurity policy
awareness programs to influence employee behaviour toward cybersecurity compliance in
financial institutions. The questionnaire was distributed to respondents in the financial
institutions in Lesotho. The identified requirements from the collected data assisted in
designing a framework for the development of effective cybersecurity policy awareness
programs. The findings were then considered to refine the proposed framework.

As a result, this study adheres to a deductive approach as it endeavours to address the
research objectives. The discussion on theory development approaches, particularly the
emphasis on the deductive approach aligning with the study's quantitative nature, bridges the

connection to the subsequent section on methodological choice.

3.2.3 Methodological Choice

Methodological choices are used for the collection, analysis, and interpretation of data, and
options include mono, multi, or mixed methods research (Saunders et al., 2019).
In a monomethod, a researcher utilises a singular approach for both data collection and
analysis (Saunders et al., 2019). As an example, a researcher decides to gather quantitative
data through a survey and employs statistical techniques for analysis or opts for qualitative

data acquisition via interviews and utilises thematic analysis for data interpretation.

A multi-method approach occurs when a researcher selects multiple collection methods along
with their corresponding analysis techniques (Saunders et al., 2019). An illustrative example
involves a researcher gathering quantitative data through questionnaires and structured
observation, and then analysing the information collected using statistical methods. When
using mixed methods, a researcher chooses to collect data quantitatively and qualitatively with
relevant collection techniques and the corresponding analysis procedures at the same time
(Saunders et al., 2019).
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This study adopted a monomethod quantitative approach due to its utilisation of quantitative
data collection from sampled financial institutions in Lesotho. The collected quantitative data
were analysed using the statistical software SPSS. The proposed framework was refined
using the findings from the data collected from respondents in financial institutions, which
identified difference between males and females regarding cybersecurity knowledge and
compliance with cybersecurity policy. This identified difference was used to refine the
framework and became an initial consideration component. According to Singh (2007),
guantitative methods are characterised by techniques aimed at hypothesis testing, fact
determination, identification of variable associations, and outcome prediction. This research
approach draws strategies from the natural sciences, emphasising objectivity, generalisability,
and reliability (Sarghie, 2021). Using statistical techniques, the study aims to achieve
predetermined objectives related to relationships between specific variables. Therefore,
guantitative methods are well suited for this investigation. The exploration of methodological
choices, specifically the adoption of a combined survey and case study within the study's
monomethod quantitative approach, sets the groundwork for the subsequent section on

strategy(ies).

3.2.4 Strategy(ies)

In the context of research methodology, the research strategy outlines the overall plan that
guides how a researcher addresses the research questions (Saunders et al., 2019). This plan
allows the researcher to effectively address research objectives or fundamental inquiries, thus
shaping the progression and structure of the study (Saunders et al., 2019). The selection of a
specific strategy is determined by the study objectives, as emphasised by Saunders et al.
(2019).

Among the primary research strategies available are survey, case study, ethnography,
experiment, action research, grounded theory, postmodernism, and archival research. These
research strategies can be applied to explanatory, exploratory, and descriptive research, with
each method adaptable to all three types of research (Yin, 2013).

This study employed a survey strategy of which was data collected from a case study of
financial institutions. Given the dynamic nature of cybersecurity policy compliance, which
includes various dimensions such as organisational practices, employee awareness, and

policy implementation, the study adopted a survey within a case study framework.

A survey strategy involves presenting a series of inquiries, typically in the form of a
guestionnaire, to individuals in order to collect data (Saunders et al., 2019; Johnson and

Christensen, 2020). While questionnaires are commonly used, other valid instruments such
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as observations or interviews can also be utilised in survey research (Saunders et al., 2019).
This approach enables researchers to gather quantitative data, which is then analysed using
descriptive and inferential statistical measures. By analysing the data, researchers can
propose explanations for observed variable relationships and construct models representing

these relationships (Saunders et al., 2019).

The survey strategy is closely associated with the deductive approach and explanatory
research, allowing researchers to explore multiple variables simultaneously by collecting real-
world data from respondents (Saunders et al., 2019). In this study, a survey strategy was
employed to identify the requirements for enhancing cybersecurity policy awareness programs
to influence employee behaviour toward cybersecurity compliance in financial institutions.
Data was collected from respondents in financial institutions in Lesotho. Given the numerous
factors influencing non-compliance, it was essential to consider these requirements when
investigating employee behaviour regarding adherence to cybersecurity policies. The
utilisation of the survey strategy to identify these requirements aided in the design of a
framework for developing effective cybersecurity policy awareness programs and smoothly

transitions into the subsequent section on time horizons.

3.2.5 Time Horizons

Once a research strategy is adopted, a researcher ought to determine the duration for
conducting the research project. Time horizons refer to the period during which research is
conducted and can be categorised as either longitudinal or cross-sectional approaches
(Saunders et al., 2009). A cross-sectional time horizon examines a specific phenomenon at a
particular point in time (Saunders et al., 2009). It involves collecting data from a selected
sample representing a large population at one specific point in time (Saunders et al., 2009).
On the other hand, a longitudinal time horizon involves conducting a long-term study
(Saunders et al., 2009). Researchers can also collect data at two distinct points in time through
repeated trials, with the aim of answering a research question over an extended period
(Sekaran and Bougie, 2016).

For this study, a cross-sectional time horizon was used. According to Sekaran and Bougie
(2016), the cross-sectional time horizon is suitable for academic research projects where data
is collected once over a period of months or less to address the research questions. In this
study, data was collected over four months from identified financial institutions in Lesotho. The
selected cross-sectional time horizon informs the forthcoming exploration of data analysis

techniques and procedural methodologies in-depth.
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3.2.6 Techniques and Procedures

In research, techniques and procedures are crucial components that cover the whole process
of collecting and analysing data. This involves leveraging both primary and secondary data
sources, selecting sample populations, creating survey questions or interview questions, and
getting ready for surveys, among other important activities. This section outlines the
methodologies used for data collection and analysis within this study and their discussions
based on the selected survey strategy. In addition, the reliability of the research instrument is
discussed.

3.2.6.1 Population

Population represents the entirety of individuals within a particular group that is being studied
or considered (Saunders et al., 2019). Also, the concept represents the total quantity or a
large group comprising numerous cases, constituting the entire universe of individuals being
investigated, and from which results are generalised or applied (Johnson and Christensen,
2020). A population ought to share one or more characteristics that can be publicly verified
(Johnson and Christensen, 2020). The elements chosen for the investigation sample are

drawn from this population (Johnson and Christensen, 2020).

In quantitative research, it is crucial that the population effectively mirrors the entire range of
cases involving the individuals of interest in the study (Johnson and Christensen, 2020). These
individuals are classified according to demographic traits such as gender (quantified in

females or males) and other constructs (Johnson and Christensen, 2020).

In this study, the entire population encompassed every employee in all financial institutions in
Lesotho. Employees were classified according to traits or features considered as elements of
the demographic particulars within the research, encompassing gender, age, educational

background, job classifications, and years of professional experience.
3.2.6.2  Target Population

The target population refers to the specific group of interest in the research, characterised by
guantifiable traits (Johnson and Christensen, 2020). According to Johnson and Christensen
(2020), the target population is a comprehensive and precisely defined collection of multiple
instances that serve as the focal point of the study. From an identified target population, a
researcher should select a sample to gather essential information to meet the research
objective, and the results or discoveries of the study are broadly applicable (Saunders et al.,
2019; Johnson and Christensen, 2020).
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In this research, the target population consisted of non-IT and IT employees from financial
institutions in Lesotho, particularly in Maseru. The target population excluded general workers
such as cleaners, drivers, and messengers, among others. Non-IT employees were
individuals with diverse roles that extended beyond the information technology domain,
highlighting the variety of professions in different departments. This includes roles such as
finance, HR, marketing, and more (Alp Consulting, 2024). IT employees possessed technical
expertise and were proficient in adapting to the constantly changing realm of technology. This
includes roles such as software developers, cybersecurity specialists, data analysts, cloud
architects, and more (Alp Consulting, 2024). These employees were identified as respondents
from whom crucial information was collected to address the research objective, which was to
develop cybersecurity compliance framework for improving cybersecurity policy awareness
and employee behaviour in financial institutions. Non-IT employees were chosen due to their
regular use of computers within their organisations' networks and systems for daily tasks. IT
employees were selected based on their expertise in assessing the most effective
cybersecurity policy awareness programs to provide to employees.

The target population serves as the primary source from which the study seeks to derive
information and draw conclusions (Saunders et al., 2019). The employees' insights were
instrumental in identifying weaknesses in cybersecurity policy awareness programs and
components of the cybersecurity policy compliance framework. This contribution played a
crucial role in shaping the development of a comprehensive framework for the compliance of
cybersecurity policies. This framework serves as the foundation for creating effective
cybersecurity policy awareness programs designed to train employees and influence their

compliance with cybersecurity policies within financial institutions.
3.2.6.3 Sampling

Sampling is a critical procedure in research that involves selecting a small group of participants
to accurately represent a larger population, thus determining a sample size (Sekaran and
Bougie, 2016). Decisions made about sampling in a research study play an essential role in
the reliability of the results (Sekaran and Bougie, 2016). These decisions involve the sampling
method, ensuring that the sample size is sufficient, and ensuring that the sample is a true

reflection of the population (Sekaran and Bougie, 2016).
Sampling in research encompasses two fundamental types: probability and nonprobability

sampling (Sekaran and Bougie, 2016; Saunders et al., 2019). Probability sampling involves

random selection, ensuring equal and known chances of inclusion for each individual in the
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target population (Saunders et al., 2019). This method is ideal when the goal is to achieve

representativeness and generalisability.

On the contrary, honprobability sampling is a method in which the researcher selects samples
based on subjective judgment, and it does not ensure equal chances of being chosen
(Sekaran and Bougie, 2016). Nonprobability sampling includes convenience and purposive
methods (Sekaran and Bougie, 2016) and the two nonprobability sampling subtypes and their

applications are briefly discussed below:

Convenience sampling involves gathering information from individuals who are readily
available (Alkassim and Tran, 2016; Sekaran and Bougie, 2016). Although convenient, this
sampling method is commonly used in the exploratory phase of research for quick and efficient

access to basic information (Alkassim and Tran, 2016; Sekaran and Bougie, 2016).

Purposive sampling involves deliberately selecting individuals or elements from specific target

groups to gather information (Sekaran and Bougie, 2016). Instead of choosing participants

based on convenience, researchers concentrate on individuals who can provide the required

information. This could be due to their exclusive possession of that information or because

they meet specific criteria established by the researcher (Sekaran and Bougie, 2016).

Purposive sampling includes two main types: judgment sampling and quota sampling.

. Judgment sampling involves selecting individuals who are in the most advantageous
position to provide the required information (Sekaran and Bougie, 2016).

. Quota sampling involves selecting participants based on specific characteristics
predetermined to match the distribution of characteristics within the larger population
(Sekaran and Bougie, 2016).

Nonprobability sampling methods prove advantageous in social science research, particularly
when targeting very specific populations that are not readily accessible (Kitchenham and
Pfleeger, 2002). Furthermore, nonprobability sampling becomes acceptable when population
characteristics are uniformly spread, ensuring that any sample size becomes sufficiently large
to represent and generalise findings to the broader population. In this study, nonprobabilistic
sampling methods primarily involved sending invitations to employers through an email. To
ensure a representative sample of various financial institutions in Lesotho, efforts were made
to distribute the survey among employers, who were responsible for distributing it to potential
respondents. Considering the characteristics of IT and non-IT users in this investigation, the
researcher asserts that the sampling method discussed below facilitated an accurate and

representative sample of the population.
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In this study, judgement sampling, a form of purposive and nonprobability sampling technique,
was used. The researcher used judgement sampling to select non-IT employees actively
involved in cybersecurity measures, aiming to comprehend their awareness and compliance.
Simultaneously, individuals with experience in designing cybersecurity policy awareness
programs or possessing cybersecurity policy knowledge within the IT department were
included in the sample. The gatekeepers, including Human Resources and marketing officers
designated by the employers, were responsible for distributing the questionnaires to the
relevant respondents within financial institutions. The researcher ensured clear
communication of the roles of the employees to whom the questionnaires were assigned to

the gatekeepers.

Although this method may limit generalisability, it ensures the inclusion of key personnel who
possess first-hand insights into cybersecurity policy adherence and program design, aligning
with the specific objective of this study, which centred on developing cybersecurity compliance
framework for improving cybersecurity policy awareness and employee behaviour in financial
institutions. Judgment sampling requires special efforts to locate individuals with the required
information, which makes it crucial to address certain research questions (Sekaran and
Bougie, 2016).

3.2.6.4 Sample Size

The sample size indicates the number of individuals in the target group who provide
information for the study (Saunders et al., 2019; Johnson and Christensen, 2020). While
Creswell and Creswell (2018) advocate for larger sample sizes to reduce errors and improve
accuracy, Sekaran and Bougie (2016) contend that managing a sizable population could
present limitations in terms of time and expenses. Creswell and Creswell (2018) emphasise
that sample size influences the precision of findings in representing the population. Saunders

et al. (2019) suggest that a larger sample improves the likelihood of accurate generalisation.

In determining the necessary sample size, the initial step involves setting the minimum level
of precision required for sample estimates, along with establishing the desired confidence
level and considering the population size (Cochran, 1977). The estimated number of employed
individuals in the ‘financial and insurance industries' from the 2019 Lesotho Labour Force
Survey was N = 4516, and this figure was utilised as the population size in this study (Lesotho
Bureau of Statistics, 2021). It is therefore crucial, given the population’s finite size to employ
Cochran'’s finite population correction factor to the sample estimate (Cochran, 1977). In this
research study, the level of precision (called the margin of error) was set at e = 7.00% and the
confidence level at 1 — a = 95%, leading to a significance level of @ = 5%. This essentially

imply willingness to take a small risk, « = 5%, that the estimates could be off by e = 7.00%.
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Another parameter needed in estimating a sample is the estimated proportion, p, of
respondents who possess the desired characteristic, which could be any of the many
proportions that can be computed from the sample data, e.g., like proportion of males or
females. To give maximum variability, an assumption was made that p = 50%. The normal
distribution value that corresponds to the 95% two-sided confidence interval is approximately

Zsy,2 = 1.96. With all this information, Cochran’s sample size is computed as:

Z2oas Xpx(1—p) 1.96%%0.5 0.5
- e? 0072 = 196

Ny

Therefore, the large-population sample size is therefore 196. Now, the finite population
correction factor (fpc) is

n—1_, 1961

=1
fre=1+—% 4516

Now, the final sample size, corrected for small populations and rounded up to the nearest

whole number is

Mo 196 = 187.887 = 189
_fpc_1+196—1_ ) -
4516

In this study, the targeted sample size was 189 employees.
The survey links were sent to employer contact persons for distribution among relevant

representatives or respondents.

3.2.6.5 Questionnaire Development

A questionnaire is a compilation of inquiries used to acquire information from respondent
regarding their opinions, attitudes, or experiences (Bhandari, 2021). A questionnaire serves
as a data collection method that formulates questions aligned with research objectives
(Johnson and Christensen, 2020). A questionnaire is an effective tool for gathering deductive
data for statistical analysis (Ranjit, 2011; Cohen, Manion and Morrison, 2017). Among survey
instruments, the closed-ended questionnaire is the preferred choice, presenting respondents
with predefined answers in the form of matrices or rating scales, encouraging written
responses or marked selections (Bell et al., 2022). In the context of this study, the researcher
crafted questions based on the research objectives and insights from the literature review.
The questionnaire (Appendix F) was designed to align with the main research objective of this

study, which is to develop cybersecurity compliance framework for improving cybersecurity
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policy awareness and employee behaviour in financial institutions. The main research

objective was addressed through three (3) specific research objectives.

The first research objective was met through the literature review, where components of the
proposed framework were derived. For the second research objective, the questionnaire was
designed to align with the derived components of the framework. The purpose of the
guestionnaire was to determine the relevance of the framework in providing effective
cybersecurity policy awareness programs. Each section of the questionnaire was linked to the

components of the proposed framework.

Figure 3-3 illustrates the mapping of the questionnaire to the research objectives and research

guestions.
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Research Objective 1 (RO1)
To identify requirements for an employee
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What are the requirements for an employee
cybersecurity compliance framework in financial
institutions?

.

/ Literature Review \

An extensive literature was reviewed to identify best
practices, limitations, and recommendations from
various studies that explored effective strategies for
improving cybersecurity awareness programs and
fostering a security-conscious culture among
employees. Drawing insights from these findings, the
study proposed a comprehensive framework aimed
at enhancing cybersecurity policy awareness
programs within financial institutions. The framework
comprised of 5 components derived from literature;
which are making cybersecurity policy awareness a
norm for all employees, developing targeted and
customised awareness programs, implementing
ongoing training initiatives, conducting simulated

phishing exercises, and assessing awareness
program effectiveness.
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Main Research Objective

To develop cybersecurity compliance framework for improving cybersecurity policy awareness and employee behaviour in financial

Research Objective 2 (RO2)
To design a cybersecurity compliance
framework through effective cybersecurity
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How to design a cybersecurity compliance
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policy awareness programs?
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framework.
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Research Questions 3 (RQ3)

How to refine cybersecurity compliance

framework?
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Proposed Framework and Questionnaire

Component 1: Making cybersecurity policy awareness a norm

Section B1 (Non-IT employees): Cybersecurity policy culture, Question 1
Employees’ cybersecurity behaviour, Question 1
Section B2 (IT employees): Cybersecurity policy education and training, Question 1

Component 3: Continuous and ongoing awareness campaigns

Section B1 (Non-IT employees): Cybersecurity policy training, Question 3

Component 5: Assessment of Awareness Program Effectiveness
Section B1 (Non-IT employees): Cybersecurity policy training, Questions 1 and 2. K

Cybersecurity policy awareness, Question 1
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Figure 3-3: Mapping the Research Objective to the Questionnaire
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It is noteworthy that the questionnaire was tailored to two distinct groups: IT employees and
non-IT employees. This deliberate separation was motivated by the unique roles these groups
play in the context of the cybersecurity program. IT employees, possessing specialised
expertise, contribute significantly to the design of the training program. As such, their
guestionnaire focused on intricate details and advanced aspects related to cybersecurity. On
the other hand, non-IT employees are the recipients of this training, and their questionnaire
concentrated on assessing their understanding, needs, and experiences as individuals
undergoing training. This targeted approach ensures that the questions cater to the specific
roles and contributions of each group, enhancing the relevance and effectiveness of the
collected data. The questionnaire was structured into three sections, as outlined in Table 3-1,
each section designed to address the unique perspectives and requirements of the two
groups. The detailed breakdown accompanying the table provides insights into the
interpretation of each section and the number of questions allocated to ensure a
comprehensive and tailored data collection process. The complete questionnaire can be found
in Appendix F.
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Table 3-1: Questionnaire Description

Section Description Items

A: Biographical data Respondents biographical data e.g. gender. 7

B1l: Non-IT employees | General cybersecurity policy knowledge questions that cover 23

cybersecurity policy | cybersecurity policy culture and employees’ cybersecurity
understanding behaviour.

B2: IT employees | General cybersecurity policy knowledge questions or guide for 21
cybersecurity policy | IT employees regarding the cybersecurity awareness delivery
understanding to employees e.g., cybersecurity policy culture, cybersecurity

policy awareness delivery methods.

The subsequent sections offer comprehensive insights into the process of creating the

guestions.
Section A: Biographical Data

To facilitate analysis across various moderating factors, the study necessitated the gathering
of respondent data. Section A focused on compiling essential personal details from
participants through seven (7) mandatory questions. These inquiries sought information on
key moderating factors, including gender, age, highest level of education, employment status,

financial sector, and duration of work.
Section B1: Non-IT Employees’ Cybersecurity Policy Understanding

This section strategically delved into the formulation of research questions aimed at non-IT
employees, a group integral to the daily operations of organisations as regular users of
computers within their networks. The process of creating these research questions involved a
meticulous approach to align them with the overarching research objectives, ensuring they

contributed meaningfully to the study.

The research questions directed at non-IT employees were designed to evaluate their
knowledge and comprehension of their organisations' cybersecurity policies, shedding light on
crucial aspects such as the existence of cybersecurity policy awareness, training initiatives,
and the prevailing cybersecurity policy culture. The inclusion of these questions was a

deliberate choice, aiming to gather insights that directly connect with the research objective of
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developing a framework to enhance cybersecurity policy awareness programs influencing

employee behaviour in financial institutions.

The section explored specific dimensions, such as cybersecurity policy culture, cybersecurity
policy training, cybersecurity policy awareness, and employees' cybersecurity behaviour.
Each dimension was carefully addressed through a set of tailored questions. For instance,
cybersecurity policy culture was assessed using five (5) items to gauge non-IT employees'

awareness of the existing cybersecurity policy landscape within their organisations.

The focus on cybersecurity policy awareness included six (6) items to gauge respondents'
perceptions of key cybersecurity policy concepts within their organisational context.
Additionally, the section examined employees' cybersecurity behaviour through twelve (12)
items, measuring their actions concerning cybersecurity policy aspects, such as password
sharing.

It is crucial to highlight that these questions were not arbitrary; rather, they were strategically
crafted to address specific facets outlined in the research objectives. The alignment of these
guestions with the research objectives was further expounded upon during the comprehensive
analysis presented in Chapter 4. This ensures that the questions not only contribute to the
depth of data collection but also directly support the study's overarching objective of
developing a framework for cybersecurity policy awareness programs that influence employee

behaviour in financial institutions.
Section B2: IT Employees’ Cybersecurity Policy Understanding

The research questions in this section were crafted considering the unique expertise of IT
employees and their role in designing effective cybersecurity policy awareness programs for
other employees. It is important to note that these questions were developed by the

researcher, emphasising their originality and alignment with the research objectives.

The set of questions for IT employees was designed to explore three key areas: cybersecurity
policy culture, cybersecurity policy awareness, and the delivery methods of cybersecurity
policy awareness. Cybersecurity policy culture questions delved into the factors influencing
the determination of cybersecurity policy awareness for employees, consisting of ten (10)
items. The cybersecurity policy awareness section, comprising seven (7) items, aimed to
understand the policies or practices organisations employ to educate their employees.
Additionally, the questions related to cybersecurity policy awareness delivery methods,
consisting of four (4) items, sought to identify the approaches organisations use to educate

their employees.
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The intention behind these questions was twofold: first, to identify the requirements for a
framework that enhances cybersecurity policy awareness programs influencing employee
behaviour in financial institutions, and second, to pinpoint components for designing effective
cybersecurity policy awareness programs. The originality of these questions underscores their
relevance to the research objectives. The analysis of how these questions contribute to

achieving the research objectives is detailed in Chapter 4.
3.2.6.6 Questionnaire Distribution

To ensure a representative sample aligned with the population, survey links were shared with
designated representatives through intermediaries such as human resources and marketing
offices. These representatives were entrusted with disseminating the links to potential
respondents. Efforts were made to seek the cooperation of these representatives during the
permission request to conduct research in their respective employee groups. Employers
chose to take on this role to maintain the anonymity of the study, avoiding the sharing of email
addresses of their employees. The survey links were distributed via the email accounts of
these representatives, accompanied by guidance on the expected number of responses from
each category (non-IT and IT employees). It was communicated that selected respondents
would be directed to the questions presented through Google Forms. Appendix F contains the

data collection tool utilised in this study.

The initial page of the survey tool featured a concise research summary along with a consent
agreement. Respondents expressed their willingness to participate in the research by

selecting a mandatory checkbox.
3.2.6.7 Data Analysis

Analysing quantitative data encompasses the handling of outcomes obtained from collecting
guantitative data, often presenting them in tabular form, figures, and graphs, and interprets
the results using a statistical test (Creswell, 2014). In this study, quantitative data was
analysed using descriptive and advanced statistical analysis techniques that are discussed in
subsequent sections. The analysis was conducted using SPSS. Descriptive statistics are
utilised to display analysed data through various graphical representations such as bar charts,
histograms, and pie charts, illustrating the count of respondents based on similar and
dissimilar responses (Queirés et al., 2017). The advanced statistical analysis techniques
include reliability test, multicollinearity, multinomial logistic regression and classification, which

are discussed in the subsequent subsections.
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3.2.6.7.1 Reliability of the Measuring Instrument

The reliability test was conducted on the data collection instrument using Cronbach’s alpha
and the test was computed using an SPSS. Reliability refers to the extent to which the same
measuring instrument can consistently yield the same results on repeated trials of the study
guantitatively (Heale and Twycross, 2015; Suriicl and Maslakci, 2020). The Cronbach's alpha
is employed for the purpose of evaluating the internal consistency of the scale items by a value
ranging from 0 to 1 (Creswell and Creswell, 2018).

3.2.6.7.2 Multicollinearity

Multicollinearity is a statistical phenomenon that occurs when there are strong intercorrelations
among two or more independent variables within a multiple regression model (Daoud, 2018).
Multicollinearity tests are necessary to ensure the reliability of the statistical model parameters
as high inter-correlations among independent variables can distort or mislead the results and
lead to instability of said parameters (Daoud, 2018).

When the testing multicollinearity between the variables, the use of the variance inflation factor
(VIF) is employed and values greater than 10 imply that there is Multicollinearity (Shrestha,
2020). The VIF is utilised as a tool to assess and quantify the inflation of variance (Daoud,
2018). Shrestha (2020) showed that when the VIF is less than 10, the model used is free from
high correlations between the independent variables. To evaluate multicollinearity, the study
examined collinearity using two statistics, tolerance and variance inflation factor (VIF) and
most details of the measure will be discussed in chapter 4. The VIF was used in this study as
necessary initial analysis of multicollinearity as any subsequent regression analysis would
produce unreliable regression coefficients if the problem of multicollinearity is not first
addressed. Since the VIF is the reciprocal of tolerance, the acceptable threshold for the VIF
is tied to the acceptable threshold for tolerance. Therefore, since any VIF>10 is considered

problematic, it follows that tolerance below 0.1 indicates multicollinearity (Hair, 2019).

3.2.6.7.3 Multinomial Logistic Regression

Multinomial logistic regression is an expansion of binary logistic regression, specifically
designed to accommodate situations where the dependent or outcome variable has more than
two categories (Johnson and Christensen, 2020). A multinomial logistic regression model is a
method used to analyse categorical data (Bayaga, 2010). This model focuses on a single
nominal or ordinal response variable with more than two categories, encompassing both
nominal and ordinal variables. In this study, based on the multi-categorical nature of the data,

the multinomial logistic regression model is used to assess the level of familiarity of employees
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in financial institutions in Lesotho with cybersecurity policies and to estimate and predict the

probability of cybersecurity knowledge among both non-IT and IT employees.

3.2.6.7.4 Classification

This study uses classification methods to carry out detailed cluster analysis using both the
dependent and independent variables. Discriminant or classification techniques aim to
categorise samples into groups based on predictor characteristics, but the approach to
achieving this varies for each technique. Some techniques, like linear discriminant analysis
(LDA), follow a mathematical path, while others, like k-nearest neighbours (KNN), take an
algorithmic approach (Kuhn and Johnson, 2013).

To evaluate the differences among the clusters, analysis of variance (ANOVA) was used. The
ANOVA procedure is designed to analyse the variation in a set of responses and allocate
portions of this variation to each independent variable. Since it is unlikely that all variables
affecting the response are included in an experiment, random variation in the responses is
observed, even when all considered independent variables are held constant (Wackerly et al.,
2008). The main objective of ANOVA is to identify significant independent variables and
understand their impact on the response (Wackerly et al., 2008). In this study, the ANOVA
results compared the mean z-scores of various predictor variables namely, age, gender,
educational attainment, employment status, sector, experience in the sector, cybersecurity
induction, existence of reporting procedure and previous cybersecurity training across four

numbered clusters.

The study also discusses the application of Discriminant Analysis and Box's M Test (BOX,
1949; Box, 1954) in the context of cybersecurity knowledge classification. Discriminant
Analysis was used to examine the differences in mean values of various factors related to
cybersecurity knowledge. The aim was to explore the impact of predictor variables on
cybersecurity knowledge. Box's Test of Equivalence of Covariance Matrices was conducted
to assess whether there were significant differences in the covariance matrices across
different levels of cybersecurity knowledge. The test involves analysing the natural logarithms
of determinants and ranks of the covariance matrices to understand their structure and

singularity.
3.3 Chapter Summary

This chapter presented a thorough review of the entire research methodology. The research
procedure was explained through the analogy of the onion metaphor. Additionally, careful

examination and explanation were offered for research philosophy, research strategy, and the
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selection of research methodology. In the chapter, a description of how the data was analysed,
is presented. These considerations collectively aid in assessing the appropriateness of the

data for subsequent analysis within the study.
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CHAPTER 4: DATA ANALYSIS AND RESULTS
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Chapter 1
Introduction
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Literature Review
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Chapter 3

Research Methodology

Chapter 4
Data Collection and Analysis
4.1 Introduction
4.2 Reliability Test
4.3 Demographic Analysis
4.4 Descriptive Analysis
4.5 Statistical Analysis

4.6 Enhancement of the Proposed Framework

4.7 Chapter Summary

!

Chapter 5

Conclusion and Recommendations

Figure 4-1: Roadmap of Chapter 4

4.1 Introduction

This chapter presents and analyses the survey findings to assess respondents' agreement
with the proposed framework.

Data analysis is the systematic process involving the examination of information collected
during research (Saunders et al., 2019).The examination encompasses the interpretation and
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analysis of the data in alignment with the research questions and objectives to generate
outcomes that represent the results of measurement (Saunders et al., 2019). This chapter
presents how the quantitative data gathered in this academic research was analysed. The
primary objective of data analysis is to explore the connections between different constructs
(Saunders et al., 2019).1t involves applying reasoning to gain insights from the collected data,
employing suitable statistical methods to identify consistent patterns, and summarising
pertinent information revealed during the research (Saunders et al., 2019).

As shown in Chapter 3, the questionnaire was linked to the research objectives and questions.
This linkage ensured that the questions were pertinent, aiding in drawing conclusions about
the proposed framework's relevance for developing effective cybersecurity policy awareness
programs.

To ensure that the proposed framework aligns with the research objectives and the
guestionnaire, the framework components were mapped accordingly. Each section of the
guestionnaire was linked to these components. Figure 4.2 illustrates the mapping of the
research objectives, the questionnaire, and the framework. It is evident from Figure 4.2 that
the five components of the framework—making cybersecurity policy awareness a norm,
targeted and customised training programs, continuous and ongoing awareness campaigns,
implementation of simulated phishing exercises, and assessment of awareness program

effectiveness are aligned with both the questionnaire and the research objectives of this study.

Regarding the proposed framework, data analysis allows for the refinement of its components
based on the collected data. The third research question (RQ3) aimed to refine the
cybersecurity compliance framework. Collected data was analysed using the Statistical
Package for the Social Sciences (SPSS). Statistical analysis involved identifying factors
influencing cybersecurity knowledge, focusing on demographics such as age, education,
employment status, and experience. Contrary to initial assumptions, these factors were found
to be insignificant. However, a significant gender disparity emerged, with males more likely to
possess advanced cybersecurity knowledge. This finding led to a crucial reconsideration of
the framework, introducing gender mainstreaming into the initiation phase (becoming the first
component of the framework) and integrating gender perspectives throughout the

cybersecurity awareness program. The refined framework now comprises six components.
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Main Research Objective

To develop cybersecurity compliance framework for improving cybersecurity policy awareness and employee behaviour in financial

institutions.
v
4 .
Research Objective 1 (RO1)
To identify requirements for an employee

cybersecurity compliance framework in financial
institutions.

-
/

v

Research Questions 1 (RQ1)
What are the requirements for an employee
cybersecurity compliance framework in financial
institutions?

.

v

v
- )
Reseamh Ob|ect|ve_2 (RO2) . Research Objective 3 (RO3)
To design a cybersecuriy compliance To refine cybersecurity  compliance
framework through effective cybersecurity framework.
policy awareness programs.
J
7 1
. Research Questions 3 (RO3)
Rese&llrch Questions 2 (RQ2) . How to refine cybersecurity compliance
How to design a cybersecurity compliance framework?

framework

through effective cybersecurity

policy awareness programs?

J

Literature Review

An extensive literature was reviewed to identify best
practices, limitations, and recommendations from
various studies that explored effective strategies for
improving cybersecurity awareness programs and
fostering a security-conscious culture among
employees. Drawing insights from these findings, the
study proposed a comprehensive framework aimed
at enhancing cybersecurity policy awareness
programs within financial institutions. The framework
comprised of 5 components derived from literature;
which are making cybersecurity policy awareness a
norm for all employees, developing targeted and
customised awareness programs, implementing
ongoing training initiatives, conducting simulated
phishing exercises, and assessing awareness
program effectiveness.

Proposed Framework and Questionnaire

!

Component 1: Making cybersecurity policy awareness a norm
Section B1 (Non-IT employees): Cybersecurity policy culture, Question 1

Employees’ cybersecurity behaviour, Question 1

Section B2 (IT employees): Cybersecurity policy education and training, Question 1

Component 3: Continuous and ongoing awareness campaigns
Section B1 (Non-IT employees): Cybersecurity policy training, Question 3

Component 5: Assessment of Awareness Program Effectiveness
Section B1 (Non-IT employees): Cybersecurity policy training, Questions 1 and 2.
Cybersecurity policy awareness, Question 1

Refined Framework

~

-

Component 1: Assessing
Gender Inclusivity
Component 2: Making

norm
Component 3: Targeted

of simulated phishing exerci

Awareness Program

kEffectiveness

cybersecurity policy awareness a

and

customised training programs
Component 4: Continuous and
ongoing awareness campaigns
Component 5: Implementation

ses

/

Component 6: Assessment of

Figure 4-2: Alignment of Research Objectives with the Refined Framework
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4.2 Reliability Test

The concept of reliability test assesses the reliability of data collected for research purposes,
before further analysis. For this research, the researcher used Cronbach’s alpha where
Cronbach a scores greater than, 0.7 are considered acceptable reliability (Surtucu and
Maslakci, 2020).

Table 4-1: Reliability Results

Number of items in the scale 51

Scale reliability coefficient 0.8944

The reliability results are reported in Table 4-1. The value of the Cronbach’s alpha is 0.89,

meaning, the available data was reliable enough for further analysis.
4.3 Demographic Analysis

The data shown in Table 4-2 reveals the distribution of respondents by age and gender. Its
analysis reveal that the sample used in this research involved 209 respondents made up of
105 females and the rest were males. The sample population is nearly evenly split between
males (50.2%) and females (49.8%). The largest age group among this study’s respondents
was 31 to 40 years, accounting for 56.9% of the total sample. The 18 to 30 years’ age group
represents the second-largest segment at 23.0%, followed by the 41 to 50 years’ age group
at 15.8%. The 51 to 65 years and over 65 years’ age groups made up smaller proportions at
3.8% and 0.5%, respectively. Gender disparities within age groups showed slight variations,
with males slightly outnumbering females in the younger age groups, while females surpassed
males in the 41 to 50 years’ age group. Notably, the over 65 years’ age group had a negligible

male representation, with females comprising the entire 0.5% of respondents.
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Table 4-2: Distribution of Respondents by Age and Gender

Age Group Male Female Total
18 to 30 Count 26 22 48
% of Total 12.4% 10.5% 23.0%
31 to 40 Count 62 57 119
% of Total 29.7% 27.3% 56.9%
41 to 50 Count 13 20 33
% of Total 6.2% 9.6% 15.8%
51 to 65 Count 4 4 8
% of Total 1.9% 1.9% 3.8%
Over 65 Count 0 1 1
% of Total 0.0% 0.5% 0.5%
Total Count 105 104 209
% of Total 50.2% 49.8% 100.0%

The data in Table 4-3 reveals distribution of respondents by department, gender, and highest
level of education. The majority of respondents (86.6%) belonged to non-IT departments, while

those from IT departments represented a smaller proportion (13.4%). Gender disparities within

departments show that male respondents slightly exceeded female respondents in non-IT

Departments (41.6% vs. 45.0%), while in IT departments, the males outnumbered their female

(8.6% vs. 4.8%) counterparts. The most prevalent highest level of education was a bachelor's

degree, followed by an associate degree, across all departments. Other qualifications such as

master's degrees, honour’s degrees, diplomas, and no formal education, also had varying

representation.
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Table 4-3: Distribution of Respondents by Department & Gender and Highest Level of

Education
Gender
Male Female Total
Count |Table N %| Count |Table N%| Count |Table N %
No Formal Education 2 1.0% 0 0.0% 2 1.0%
Certificate 0 0.0% 0 0.0% 0 0.0%
Diploma 1 0.5% 0 0.0% 1 0.5%
Associate Degree 0 0.0% 2 1.0% 2 1.0%
T Bachelor's Degree 5 2.4% 5 2.4% 10 4.8%
Professional 0 0.0% 0 0.0% 0 0.0%
Qualification
Honours Degree 5 2.4% 0 0.0% 5 2.4%
Master's Degree 5 2.4% 3 1.4% 8 3.8%
IT Total 18 8.6% 10 4.8% 28 13.4%
No Formal Education 0 0.0% 3 1.4% 3 1.4%
Certificate 1 0.5% 1 0.5% 2 1.0%
Diploma 5 2.4% 12 5.7% 17 8.1%
Associate Degree 10 4.8% 15 7.2% 25 12.0%
Non-IT |Bachelor's Degree 47 22.5% 45 21.5% 92 44.0%
Professional 7 3.3% 3 1.4% 10 4.8%
Qualification
Honours Degree 10 4.8% 10 4.8% 20 9.6%
Master's Degree 7 3.3% 5 2.4% 12 57%
Non-IT Total 87 41.6% 94 45.0% 181 86.6%
Grand Total 105 50.2% 104 49.8% 209 100%

Table 4-4 reveal distribution of respondents by years of experience and gender. When taking

into account the duration of experience within the industry, the data shows that the female

participants had a higher representation (31.6%) than males (21.1%) among respondents with

more than 5 years of experience. This finding suggests that females had a notable presence

in senior positions within the industry. However, further research is needed to explore the

factors contributing to this gender distribution across different experience levels.
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Table 4-4: Distribution of Respondents by Years in Industry and Gender

Experience Gender
Male Female Total
Count Table N % Count Table N % Count Table N %

Less than a year 9 4.3% 3 1.4% 12 5.7%
1to 3 years 28 13.4% 20 9.6% 48 23.0%
4to 5 years 24 11.5% 15 7.2% 39 18.7%
More than 5 years 44 21.1% 66 31.6% 110 52.6%
Total 105 50.2% 104 49.8% 209 100.0%

Table 4-5 provides insights into the distribution of respondents by industry and gender. Among

the various industries represented, insurance companies had the highest overall participation,

accounting for 53.6% of the total sample, with females (27.8%) slightly outnumbering males

(25.9%). Commercial banks and forex agencies also showed a significant representation,

comprising 23.4% of the respondents, with a slightly higher proportion of females (11.5%)
compared to males (12.0%). Other industries exhibited relatively lower participation rates.

These findings highlight the gender distribution within different sectors and can contribute to

a better understanding of gender representation in specific industries. Further research is

necessary to explore the factors influencing these patterns and their implications for gender

equality in the workplace.
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Table 4-5: Distribution of Respondents by Industry and Gender

Industry Gender
Male Female Total

Count |TableN% | Count |TableN% | Count |TableN %
Central Banking 6 2.9% 1 0.5% 7 3.3%
Commercial Banks and 25 12.0% 24 11.5% 49 23.4%
Forex Agencies
Insurance Brokers 5 2.4% 11 5.3% 16 1.7%
Insurance Companies 54 25.9% 58 27.8% 112 53.6%
Mobile Money 0 0.0% 1 0.5% 1 0.5%
Asset Managers 8 3.8% 2 1.0% 10 4.8%
Financial Institutions & 0 0.0% 1 0.5% 1 0.5%
Insurance Regulator
Investment 0 0.0% 1 0.5% 1 0.5%
Pensions Regulator 1 0.5% 1 0.5% 2 1.0%
FinTech 1 0.5% 0 0.0% 1 0.5%
Insurance Broker 1 0.5% 0 0.0% 1 0.5%
Micro Finance Institutions 1 0.5% 0 0.0% 1 0.5%
/Assurance Services 1 0.5% 0 0.0% 1 0.5%
Finance 0 0.0% 1 0.5% 1 0.5%
Min of Finance 0 0.0% 1 0.5% 1 0.5%
Money Transfer Institution 2 1.0% 2 1.0% 4 1.9%
Total 105 50.2% 104 49.8% 209 100.0%

4.4 Descriptive Analysis

The study’s objective was to develop a framework for improving cybersecurity policy
awareness programs to enhance employee behaviour toward cybersecurity compliance in
financial institutions. Both IT and non-IT employees were selected because they were
considered as users of systems and networks in their daily job activities, making them relevant
to evaluate the effectiveness of CSPAP. The large representation of non-IT users was due to
their prevalence across various departments, while IT employees were chosen for their
cybersecurity expertise. The years of service were also considered as a differentiating factor

in evaluating CSPAP effectiveness.
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4.4.1 Perceptions

This section presents perceptions of non-IT employees about the cybersecurity posture of
their organisations as well as presentation of underlying dynamics and interactions of these
behaviours as informed by the data. Table 4-6 provides an analysis of the distribution of non-
IT respondents based on their perceptions of their organisations regarding cybersecurity. The

table presents data in terms of counts and percentages for each perception category.

In terms of working with confidential information, the results indicate that a significant majority
of the respondents (64.3%) strongly agreed that they worked with confidential information.
This suggests that a large portion of the participants recognised the sensitivity and importance
of the information they handled. Additionally, 20.9% of respondents agreed, indicating a
general acknowledgment of the presence of confidential information within their organisations.
On the other hand, a smaller proportion of respondents (8.8%) strongly disagreed, while 4.9%
remained neutral, and only 1.1% disagreed. These findings highlight the overall awareness
and understanding of the confidential nature of the data handled within the organisations

surveyed.

Regarding the perception of technical controls within their organisations, approximately half of
the respondents (50.0%) agreed that their organisations had technical controls in place to
enhance cybersecurity. This indicates that a considerable number of participants perceived
the presence of measures and systems implemented to safeguard against cyber threats.
Meanwhile, 32.4% of respondents agreed, 6.0% remained neutral, 1.6% disagreed, and 9.9%
strongly disagreed. These results suggest that while most of the respondents perceived the
existence of technical controls, a notable percentage either had doubts or were unaware of

such measures.
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Table 4-6: Distribution of Respondents by Different Perceptions of their Organisations

Regarding Cybersecurity

Perceptions Strongly |Disagree| Neutral | Agree | Strongly | Total
Disagree Agree
Working with confidential |Count 16 2 9 38 117 182
information Percent 8.8% 1.1% 4.9% 20.9% 64.3% 100%
Organisation has technical |Count 18 3 11 59 91 182
controls Percent 9.9% 1.6% 6.0% 32.4% 50.0% 100%
Everyone in org. knows Count 16 21 48 73 24 182
how to protect confidential Percent 8.8% 11.5% | 26.4% | 40.1% 13.2% 100%
Everyone in org. wants to |Count 15 14 23 75 55 182
protect confidential info  |Percent 8.2% 7.7% 12.6% | 41.2% 30.2% 100%
Everyone in org. thinks Count 14 12 34 72 50 182
cybersecurity is important. Percent 7.7% 6.6% 18.7% | 39.6% 27.5% 100%
Everyone in org. complies |Count 14 25 49 65 29 182
with cybersecurity policies Percent 7.7% 13.7% | 26.9% | 35.7% 15.9% 100%

The perception of whether everyone in the financial institution knew how to protect confidential
information revealed a varied response. Only 8.8% of respondents strongly disagreed,
indicating that a small minority believed that everyone in their financial institution lacked the
necessary knowledge to protect confidential information. In contrast, a larger proportion of
respondents (40.1%) agreed, suggesting that a significant portion of participants believed that
their colleagues possessed the required knowledge. However, a substantial percentage
(26.4%) remained neutral, indicating uncertainty or lack of awareness among respondents.
Additionally, 11.5% disagreed, and 13.2% strongly agreed, reflecting differing perceptions

within the surveyed financial institutions.

When considering the perception of whether everyone in the financial institution wanted to
protect confidential information, the results show a similar pattern. Approximately 30.2% of
respondents strongly agreed that everyone in their financial institution had the desire to protect
confidential information, while 41.2% agreed. On the contrary, 8.2% strongly disagreed and
7.7% disagreed, indicating a smaller proportion of respondents who believed that not everyone
shared this desire. Furthermore, 12.6% of respondents remained neutral, signifying

uncertainty or lack of knowledge about their colleagues' intentions.

The perception of whether everyone in the financial institutions thought cybersecurity was
important also exhibited varying viewpoints. Among the respondents, 39.6% agreed that
everyone in their financial institution acknowledged the importance of cybersecurity.

Moreover, 27.5% strongly agreed, suggesting a substantial number of participants who
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perceived a shared understanding of the significance of cybersecurity. Conversely, 18.7%
remained neutral, indicating a lack of consensus or awareness within the financial institutions.
Additionally, 7.7% disagreed and 6.6% strongly disagreed, indicating the presence of
dissenting opinions regarding the perceived importance of cybersecurity.

Finally, the perception of whether everyone in the financial institutions complied with
cybersecurity policies reflected mixed responses. Approximately 35.7% of respondents
agreed that everyone in their financial institutions complied with cybersecurity policies, while
26.9% remained neutral. On the other hand, 15.9% strongly disagreed, 13.7% disagreed, and
7.7% strongly agreed. These findings highlight a lack of consensus among respondents

regarding the level of compliance with cybersecurity policies within their financial institutions.

Overall, the analysis of respondents' perceptions regarding their financial institutions'
cybersecurity policies reveals a range of viewpoints. While a significant proportion of
participants recognised the presence of confidential information and the importance of
cybersecurity, there were variations in perceptions regarding technical controls, knowledge
levels, intentions, and compliance within the surveyed organisations. These findings
emphasise the need for financial institutions to foster a shared understanding of cybersecurity
importance, provide comprehensive awareness programs, and establish clear policies to

ensure consistent compliance across the board.

Furthermore, the data on correlation, as shown in the table below (Table 4-7), presents
relationships between various perceptions of IT employees towards cybersecurity issues in

their respective financial institutions. Several notable correlations emerged from the table.

This analysis explores correlations between different perceptions of respondents regarding
their financial institutions' cybersecurity practices. The data presented in Table 4-7 reveal
relationships between various factors such as working with confidential information, the
presence of technical controls, knowledge of protecting confidential information, willingness to
protect confidential information, perception of the importance of cybersecurity, and compliance
with cybersecurity policies. Understanding these correlations provides valuable insights into

the financial institutions’ dynamics surrounding cybersecurity.
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Table 4-7: Correlation of Different Perceptions of Respondents about their Organisations

Regarding Cybersecurity

Working Org. has Everyone inEveryone in Everyone in Everyone in
with technical org. knows org. wants org. thinks org. complies
confidential controls howto to protect cybersecurity with
information protect confidential is important. cybersecurity
confidential info policies
info 1.00

Working with
confidential
information

Org. has
technical
controls

Everyone in
org. knows
how to protect
confidential
info

Everyone in
org. wants to
protect
confidential
info

Everyone in
org. thinks
cybersecurity
is important.

Everyone in
org. complies
with
cybersecurity
policies

Notes: The correlation coefficients range from -1.00 to 1.00, with 1.00 indicating a perfect positive
correlation, -1.00 indicating a perfect negative correlation, and 0 indicating no correlation. The
gradient colours ranging from light green to deeper green the closer to +1.00 the correlations get.

**, Correlation is significant at the 0.01 level (2-tailed).

The correlation between working with confidential information and the financial institutions
having technical controls is strong and positive (r = 0.86). This finding suggests that
organisations that deal with confidential information are more likely to implement technical
controls to safeguard that information. The presence of these controls reflects an
organisational commitment to protecting sensitive data and aligning security measures with
the nature of information handled.
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Furthermore, respondents who reported that everyone in their financial institutions knew how
to protect confidential information also indicated a positive correlation with the organisation
having technical controls (r = 0.63). This finding suggests that financial institutions that
prioritise educating their employees about protecting confidential information are more likely
to have implemented technical controls to reinforce security measures as well. This correlation
highlights the importance of combining technical controls with a knowledgeable workforce to

create a comprehensive cybersecurity environment.

The perception that everyone in the selected financial institutions wanted to protect
confidential information demonstrates a positive correlation with both the presence of technical
controls (r = 0.79) and the belief that cybersecurity was important (r = 0.71). This indicates
that financial institutions fostering a culture where employees were motivated and committed
to safeguarding confidential information were more likely to have implemented technical
controls and prioritise cybersecurity. The positive correlations emphasise the significance of
creating an organisational climate that promotes a shared responsibility for cybersecurity and
aligning employees' attitudes and beliefs with the organisation's security goals.

The perception that everyone in the financial institutions thought cybersecurity was important
also showed a positive correlation with the belief that everyone complied with cybersecurity
policies (r = 0.75). This suggests that when employees recognise the importance of
cybersecurity, they are more likely to adhere to established policies and procedures. The
positive correlation underscores the role of cybersecurity awareness and the alignment of

organisational values in promoting policy compliance and reinforcing a secure environment.

Lastly, the perception of everyone in the financial institutions complied with cybersecurity
policies demonstrated a positive correlation with both the belief that everyone knew how to
protect confidential information (r = 0.67) and the perception that everyone wanted to protect
confidential information (r = 0.78). This indicates that financial institutions with a strong culture
of policy compliance are more likely to have employees who possess the knowledge and
motivation to protect sensitive information. The positive correlations emphasise the interplay
between policy adherence, knowledge, and motivation in creating a cohesive cybersecurity

culture within the organisation.

In conclusion, the analysis of correlations among perceptions regarding cybersecurity
provides valuable insights into financial institutions’ cybersecurity posture. Factors such as
working with confidential information, technical controls, knowledge, motivation, beliefs about
cybersecurity importance, and policy compliance are interrelated. Financial institutions can

leverage these findings to develop comprehensive cybersecurity strategies that include
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technical controls, employee education, and a culture of shared responsibility. By recognising
and addressing these interrelationships, financial institutions can enhance their ability to

protect confidential information and mitigate cyber threats effectively.

The analysis emphasises the need for targeted and customised training programs in
cybersecurity. The analysis reveals that the respondent employees had diverse perceptions
regarding their financial institutions’ cybersecurity practices, including knowledge, willingness,
and importance of cybersecurity. This highlights the importance of tailored training programs
that address these varying perceptions and provide employees with the necessary knowledge
and skills based on their specific roles and responsibilities. Continuous awareness campaigns
are also crucial to regularly update and refresh training programs and reinforce cybersecurity
principles, enhancing employee awareness and readiness to tackle cybersecurity risks.
Additionally, the analysis indirectly highlights the importance of evaluating the effectiveness of

training and awareness programs by examining correlations between different perceptions.

4.4.2 Current Practices

The data in Figure 4-3 provides insights into the frequency of non-IT employees engaging in
potentially dangerous web, app, and device habits and activities related to cybersecurity. It is
encouraging to see that sharing PC logins and app logins are infrequent behaviours, with a
majority of respondents (87.9% and 88.4% respectively) reporting that they never engaged in
these activities. This indicates a general understanding of the importance of personal account

security.
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Figure 4-3: Frequency of Engaging in Potentially Dangerous Web, App and Device Habits
and Activities
However, the data reveals a concerning trend in the reuse of passwords on multiple sites, with
55.3% of respondents admitting to this behaviour. This practice poses a significant
cybersecurity risk, as a compromised password could potentially grant unauthorised access
to multiple accounts. Financial institutions should prioritise password management education

and encourage the use of unique and strong passwords for each online account.

When it comes to entering payment information on unsecured sites, the majority of
respondents (86.2%) reported that they never engaged in this behaviour. This is a positive
finding, as entering sensitive payment information on unsecured websites can expose
individuals to the risk of financial fraud or identity theft. However, the small percentage of
respondents (8.8%) who reported occasional occurrences highlights the need for ongoing

awareness and education on secure online transactions.

Another concern was behaviour involving the practice of bringing personal USB devices to
transfer data, which was reported by 21.7% of respondents. This behaviour poses a potential
security risk, as these devices can introduce malware or unauthorised data transfers into an
organisation's network. Financial institutions should implement policies and provide secure
alternatives for data transfer to mitigate this risk.

On a positive note, a considerable proportion of respondents (33.7%) reported checking for
software updates on their devices. Regular software updates are crucial for addressing
security vulnerabilities and protecting against emerging threats. However, the percentage of
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respondents (25.4%) who reported checking for updates only once a month suggests that

there is room for improvement in promoting more frequent software updates.

Phishing attacks remain a persistent threat, and the data shows that the majority of
respondents (78.2%) reported that they never clicked on links from unsolicited emails. This is
a positive finding, indicating a level of awareness and caution regarding email security.
Nevertheless, the small percentage (11.7%) of respondents who reported occasional
occurrences emphasises the need for ongoing education to reinforce safe email practices and
help individuals identify phishing attempts.

While the majority of respondents (88.3%) reported that they never sent personal information
to strangers, a small percentage (6.1%) admitted to doing so occasionally. This highlights the
importance of promoting privacy awareness and educating individuals about the risks
associated with sharing personal information with unknown parties. Financial institutions
should emphasise the need to verify the identity and trustworthiness of recipients before

sharing any sensitive information.

In conclusion, the analysis reveals both positive and concerning trends in non-IT employees'
cybersecurity behaviours. While certain risky behaviours such as sharing logins or entering
payment information on unsecured sites were relatively infrequent, other behaviours such as
password reuse or bringing personal USB devices, were more prevalent. This underscores
the need for ongoing education and awareness campaigns to reinforce secure practices and
mitigate potential risks. Additionally, financial institutions should establish clear policies and
provide secure alternatives to minimise the occurrence of risky behaviours and promote a

culture of cybersecurity policy awareness.

The correlation data shown in table 4-8 below reveals some inter-relationships among the
listed specific cybersecurity aspects. Notably, a moderate positive correlation of 0.60 is found
between sharing computer log-in passwords with friends and/or colleagues and sharing
application/system passwords with them. This suggests that individuals who engage in the
behaviour of sharing computer log-in credentials are also more likely to share
application/system passwords. This finding highlights a potential correlation between these

two risky practices, indicating a pattern of insecure password sharing among individuals.
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Table 4-8: Correlations of Different Unsafe Practices and Habits
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Notes: The correlation coefficients range from -1.00 to 1.00, with 1.00 indicating a perfect positive correlation, -1.00 indicating a perfect negative correlation,
and 0 indicating no correlation.

The color gradient on the right side of the table illustrates the range of the correlation coefficient from -1 to 1. Strong correlations are represented by vibrant
shades of red or green, while moderate correlations are depicted in various shades of amber.
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Additionally, there was a weak positive correlation of 0.28 observed between using the same
password for multiple websites and entering payment information on unsecured websites. This
suggests that individuals who engage in the unsafe practice of reusing passwords across
multiple websites may also exhibit some tendency to enter their payment information on
websites that do not provide adequate security measures. This correlation underscores the
importance of promoting password hygiene and emphasising the risks associated with using

the same password across multiple online platforms.

Furthermore, results of this study showed a weak positive correlation of 0.44 between
downloading data and material from websites on a work computer without checking its
authenticity and using the same password for multiple websites. This suggests that individuals
who engage in the risky behaviour of downloading data without verifying its authenticity may
be also inclined to reuse passwords across multiple websites. This correlation highlights the
potential overlap between these unsafe practices and emphasises the need for caution when
handling downloaded content and reinforcing the importance of using unique passwords for

different online accounts.

Another noteworthy correlation is the weak positive association of 0.38 between storing
company information on a personal electronic device (e.g., smartphone/tablet/laptop) and
checking for updates to antivirus software. This correlation suggests that individuals who store
company information on their personal devices may also exhibit a moderate level of
awareness and diligence in keeping their antivirus software up to date. It indicates a potential

link between responsible data handling practices and proactive cybersecurity measures.

The analysis suggests that certain unsafe practices tend to co-occur, highlighting the need for
comprehensive approaches to address multiple aspects of cybersecurity. By understanding
these relationships, organisations and individuals can develop more effective strategies and
interventions to promote safer online practices and mitigate the risks associated with these
correlated behaviours. Most of the correlations are moderate to low and not statistically
significant, however, this does not mean that unsafe practices should be ignored even if

occurring in relatively small amounts.

The analysis focuses on current practices related to cybersecurity policies awareness. The
analysis highlights the need for targeted awareness programs in areas such as password
management and secure online transactions. Furthermore, the analysis suggests tailoring
training programs to educate individuals about the risks of insecure password practices and
promoting the use of unique and strong passwords. Continuous awareness programs are also

necessary to reinforce safe online transaction practices. Lastly, the analysis emphasises the
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importance of assessing employee knowledge and behaviours to identify areas for

improvement and make informed decisions on awareness program effectiveness.
4.4.3 Design of Training Programs

Effective cybersecurity policy training programs are vital for organisations to enhance their
employees' knowledge and skills in safeguarding against evolving cyber threats. Designing
such programs requires careful consideration of various factors. Table 4-9 explores the
perspectives of IT employees on critical factors to consider in the design of cybersecurity

policy training programs.

Table 4-9: Views of IT Employees on Factors to Consider in the Design of Cybersecurity

Training Programs for Employees

Factors to Consider in Designing Training Programs Don’t Know No Yes
Make staff training a strategic priority Count 0 1 26

Percent 0.0% 3.7% 96.3%
Collaborate with HR & I-O Specialists Count S 3 19

Percent 18.5% 11.1% 70.4%
Use interdisciplinary team to develop Count 2 2 23
training programs Percent 7.4% 7.4% 85.2%
Survey bellwether best practices in Count 7 3 17
designing training programs Percent 25.9% 11.1% 63.0%
Establish level-specific job & cybersecurity [Count 2 6 19
tasks for employees Percent 7.4% 22.2% 70.4%
Determine whether employees are currently [Count 0 4 23
performing required cybersecurity tasks. Percent 0.0% 14.8% 85.2%
Training Objectives: Align knowledge, skills [Count 0 2 25
and attitudes with task demands Percent 0.0% 7.4% 92.6%
Choose appropriate venues & methods for  |Count 1 8 18
learning objectives and conduct training. Percent 3.7% 20.6% 66.7%
IAssess education and training results to Count 2 2 23
gauge whether objectives are met. Percent 7.4% 7.4% 85.2%
Adapt education and training initiatives or  |Count 3 2 22
shift to non-training solutions Percent 11.1% 7.4% 81.5%

Notes: IT employees are specifically targeted by this part of the study for their level of expertise in
the subject area.

A notable finding from the data is the overwhelming agreement among IT employees (96.3%)
that employees’ cybersecurity policy training should be a strategic priority. This recognition
indicates a deep understanding of the need to integrate cybersecurity policy training initiatives
into the broader organisational strategy. By prioritising employees training, organisations can
ensure that cybersecurity awareness and skills development receive the necessary attention

and resources.
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Approximately 70.4% of IT employees acknowledged the value of collaborating with Human
Resources specialists (HR) and Industrial Organisation (I-O) specialists in the design of
training programs. This perspective highlights an understanding of the expertise these
professionals bring to the table, particularly in areas such as instructional design, performance
analysis, and employee engagement. Such collaboration can ensure that cybersecurity policy
training programs are tailored to meet the specific needs of employees and effectively address

financial institutions goals.

The data reveals that 85.2% of IT employees believed in the importance of using
interdisciplinary teams in developing training programs. This perspective aligns with best
practices in instructional design, as it allows for a holistic approach that draws on diverse
perspectives and expertise. Involving professionals from different disciplines, such as IT, HR,
and Industrial Organisation, can contribute to the development of comprehensive and effective

cybersecurity training programs.

Moreover, approximately 63.0% of IT employees considered surveying bellwether best
practices in designing training programs as an essential factor. This viewpoint demonstrates
a recognition of the value of learning from established practices and industry benchmarks. By
surveying and incorporating best practices into the design of cybersecurity policy training
programs, financial institutions can benefit from the collective wisdom and experience of the

field, ensuring that their training initiatives are up to date and effective.

A significant majority (70.4%) of IT employees emphasise the importance of establishing level-
specific job roles and cybersecurity tasks for employees. This perspective underscores the
need for tailored training programs that align with the specific roles and responsibilities of
employees. By tailoring training content to address the unigue cybersecurity challenges faced
by different job roles, organisations can provide targeted and relevant training that enhances

employee skills and preparedness.

The data also reveals the perspectives of IT employees on the assessment and adaptation of
training programs. Approximately 85.2% of respondents considered it important to assess
education and training results to gauge whether objectives were met. This viewpoint highlights
the significance of evaluating the effectiveness of training initiatives and making informed
decisions based on the assessment outcomes. Additionally, 81.5% of IT employees believe
in the importance of adapting training initiatives or shifting to non-training solutions when
necessary. This perspective demonstrates a willingness to evolve and explore alternative

approaches if training programs are not yielding the desired outcomes.

In conclusion, the analysis of IT employees’ views on factors for designing cybersecurity policy

training programs highlights key insights. The data indicates consensus on strategic
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employees’ training, collaboration with HR and I-O specialists, interdisciplinary teams, best
practice incorporation, and level-specific roles and tasks. Assessment of training results and
adaptability also enhance program effectiveness. Considering these perspectives,
organisations can develop tailored training initiatives that address employee needs and bolster

cybersecurity.

Table 4-10 provides some insights into the correlations between different factors considered
in the design of cybersecurity training programs for employees, based on the perspectives of
IT employees. By examining these correlations, researchers gain a deeper understanding of
the interrelationships among key factors and their implications for effective cybersecurity

training initiatives.

One of the most significant positive correlations identified was that between the prioritisation
of cybersecurity training as a strategic organisational priority and the alignment of training
objectives with the specific knowledge, skills, and attitudes required for effective cybersecurity
practices (0.69). This strong positive correlation highlights the importance of financial
institutions recognising the strategic significance of cybersecurity training and ensuring that
training objectives are closely aligned with the practical demands of the job. When financial
institutions view cybersecurity training as a strategic priority, they are more likely to invest in
developing training programs that are directly relevant and effective in addressing the unique

challenges of their workforce.

88



Table 4-10: Correlation of Factors in Designing Cybersecurity Training Programs for Employees: IT Employees Views

Strategi HR Inter- Best Task Performanc Objective Learning Results  Adaptati
c Collabora disciplinar  Practices  Alignmen e Alignmen Approach  Assess on
Priority tion y Integration t Evaluation t es ment Strategie
Teamwork S 1.00
Strategic
Priority
HR
Collaboration e
Inter-
disciplinary -0.08
Teamwork
Best
Practices 0.08
Integration
Task
Alignment vz
Performance
Evaluation 0.47 0.01 -0.16 0.18 0.26
Objective
Alignment - 0.19 -0.11 0.12 0.29
Learning
Approaches 0.22 0.02 - 0.44 0.14 0.1 0.07
Results
Assessment 0.27 0.26 0.08 0.24 0.51 0.02 0.14
Adaptation -
Strategies 0.21 0.15 0.42 0.32 0.46 0.13 0.3 1.00

Notes: The correlation coefficients range from -1.00 to 1.00, with 1.00 indicating a perfect positive correlation, -1.00 indicating a perfect negative correlation,

and 0 indicating no correlation.
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There is also a high correlation between objective alignment and performance evaluation
(0.68) in designing training programs. The high correlation between designing training
objectives to align with task demands and determining whether employees are performing
required cybersecurity tasks underscores the necessity of clear, task-oriented training
objectives. This relationship indicates that well-defined training objectives are associated with
more effective performance evaluation, ensuring that employees' cybersecurity practices meet

financial institutions requirements.

Furthermore, a strong positive correlation exists between, learning approaches and
interdisciplinary teamwork (0.68). The strong positive correlation between choosing
appropriate venues and methods for learning objectives and assembling an interdisciplinary
team indicates that diverse and innovative learning approaches are more effective when
developed through collaborative efforts across different departments. This emphasises the
value of interdisciplinary teamwork in enhancing the effectiveness of cybersecurity training

programs.

Also, there is a strong positive correlation between results assessment and adaptation
strategies (0.72). A significant positive correlation between assessing training results and
adapting education and training initiatives or shifting to non-training solutions highlights the
importance of a robust feedback loop. Effective assessment of training outcomes drives

continuous improvement and adaptation of training programs, ensuring they remain relevant.

Collaboration with Human Resources (HR) specialists and Industrial-Organisational (I-O)
psychologists also emerges as a crucial factor in promoting the recognition of cybersecurity
training as a strategic priority (0.38). This positive correlation suggests that involving HR
specialists and |-O psychologists in the development and implementation of cybersecurity
training programs can generate and sustain organisational support for these initiatives.
Leveraging their expertise in areas such as talent management, employee engagement, and
organisational behaviour can contribute to enhanced and successful integration of

cybersecurity training into the culture and overall effectiveness of financial institutions.

The positive correlations between surveying industry’s best practices and both aligning
training objectives with task demands (0.39) and choosing suitable venues and methods for
learning (0.44) indicate the value of incorporating external benchmarks and insights into the
design of cybersecurity training. Organisations that actively survey and integrate bellwether
cybersecurity practices into their training programs are better positioned to align their training
objectives with the specific needs and requirements of their employees. Additionally, by
selecting appropriate venues and methods for learning, organisations can optimise the training

experience and enhance knowledge retention and skills development among employees.
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Furthermore, the positive correlation between the establishment of level-specific job and
cybersecurity tasks and the recognition of cybersecurity training as a strategic priority (0.20)
highlights the importance of clearly defining job roles and responsibilities related to
cybersecurity. When financial institutions define specific tasks and expectations for employees
in this domain, they are more likely to recognise and prioritise the need for comprehensive
cybersecurity training. This correlation underscores the importance of job design and task

clarity in driving organisational commitment to cybersecurity training initiatives.

In addition to positive correlations, the presence of negative correlations below -0.1 suggests
potential trade-offs or competing priorities. Specifically, the negative correlation between
assembling an interdisciplinary team to develop comprehensive cybersecurity training and the
other factors (-0.1 < r < 0.1) indicates that organisations emphasising interdisciplinary
collaboration may not prioritise other factors as strongly. While the negative correlations are
relatively weak, further investigation is required to fully understand the underlying dynamics

driving this behaviour.

Overall, these correlations shed light on the complex web of factors that financial institutions
need to consider when designing cybersecurity training programs for their employees. The
findings emphasise the importance of strategic prioritisation (0.68), collaboration with HR
specialists and I-O psychologists (0.38), integration of industry best practices (0.39, 0.44),
task-specific training (0.20), and performance evaluation in developing effective training
initiatives. By recognising and leveraging these interrelationships, organisations can enhance
their cybersecurity training programs, cultivate a culture of security awareness, and better

equip their employees to mitigate cyber threats effectively.

The analysis provides comprehensive insights into multiple facets of the proposed framework
for enhancing cybersecurity policy awareness programs. It emphasises the strategic
importance of making cybersecurity policy awareness a norm, underlining the need to prioritise
these initiatives across an organisation. Furthermore, the analysis underscores the
significance of targeted and customised training programs that cater to the specific needs and
responsibilities of employees, ensuring that training aligns with job roles and addresses
relevant cybersecurity challenges. The analysis also highlights the value of embarking on
continuous awareness campaigns, stressing the need to regularly update and refresh training
programs to stay abreast of evolving threats and industry best practices. Additionally, the
analysis emphasises the importance of assessing the effectiveness of awareness programs,
enabling financial institutions to gauge knowledge, skills, and attitudes towards cybersecurity

and make necessary adaptations.
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4.4.4 Policy or Practice Areas

This analysis examines the training practices of financial institutions in various policy and
practice areas, based on data obtained from the respondent IT employees. The data,
presented in Table 4-11 reveals crucial perspectives into the training priorities and time

horizons for implementation within the financial institutions.

Table 4-11: Policy or Practice Areas on Which Financial Institutions Train Employees as per

IT Employees
Policy/Practice Areas Never | Do Not |2 Years or| One Year Six Currently
know Less or Less |Months or|Implemented
Less

Restricted sites and |Count 0 1 2 0 2 22
download training (or . il 0006 | 37% | 7.4% 0.0% 7.4% 81.5%
time horizon for
/Acceptable-use policy|Count 0 4 0 1 3 18
training or time Percent| 0.0% | 15.4% | 0.0% 3.8% 11.5% 69.2%
horizon for
Workforce mobility  |Count 1 1 0 3 1 20
security training or 5 ol 3806 | 3.8% 0.0% 11.5% 3.8% 76.9%
time horizon for
Cybersecurity Count 1 1 0 4 4 14
competency testing |50 ol 4206 | 4.2 | 0.0% 16.7% | 16.7% 58.3%
training or time
Deception detection |Count 1 1 0 2 2 17
training or time Percent| 4.3% | 4.3% 0.0% 8.7% 8.7% 73.9%
horizon for
Password Count 1 0 0 0 1 22
management training no ool 4206 | 0.0% | 0.0% 0.0% 4.2% 91.7%
or time horizon for
Employee departure (Count 4 2 0 4 1 14
SR ECEUly Percent| 16.0% | 8.0% | 0.0% 16.0% | 4.0% 56.0%
procedure training or

Notes: IT Employees are specifically targeted by this part of the study for their level of expertise in

the subject area.

Restricted sites and download training appear to have been a well-implemented policy or
practice area, with 81.5% of respondents indicating its current implementation. This suggests
that the financial institutions recognised the importance of educating their employees on the
risks associated with accessing restricted sites and downloading potentially harmful content.
The high implementation rate reflects a proactive approach to mitigating cybersecurity threats

in this particular area.

Acceptable-use policy training demonstrates a moderately high implementation rate, with
69.2% of respondents reporting its current implementation. While this policy area is essential
for establishing guidelines and ensuring responsible use of technology resources, the

relatively lower implementation rate suggests that some financial institutions may still have
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room for improvement in this regard. It is worth noting that 15.4% of respondents were unsure
about the time horizon for implementing acceptable-use policy training, indicating a potential

lack of clarity or communication regarding training plans.

Workforce mobility security training is an area that the financial institutions recognised as
crucial, with 76.9% of respondents reporting its current implementation. Given the increased
use of mobile devices and the potential risks associated with remote work and mobile access
to sensitive information, the high implementation rate signifies a proactive approach to
addressing security challenges posed by workforce mobility. This finding reflects an
awareness of the need to educate employees on secure mobile practices and the potential

vulnerabilities associated with mobile devices.

Cybersecurity competency testing training has a relatively lower implementation rate, with
58.3% of respondents reporting its current implementation. This finding suggests that while
the selected financial institutions were aware of the importance of assessing employees'
cybersecurity competency, a significant portion had yet to fully integrate this training into their
programs. Implementing competency testing can help financial institutions gauge the
effectiveness of their training initiatives, identify areas for improvement, and ensure that

employees possess the necessary skills to protect against cyber threats.

Deception detection training is another area where the respondent financial institutions had
recognised the importance of employees training, with 73.9% of respondents reporting its
current implementation. The ability to detect and respond to deceptive practices such as
phishing attempts or social engineering, is critical in maintaining a strong cybersecurity
posture. The relatively high implementation rate indicates that the financial institutions
acknowledged the significance of equipping their employees with the skills to identify and

mitigate deceptive tactics.

Password management training demonstrates a remarkably high implementation rate, with
91.7% of respondents reporting its current implementation. This finding reflects the recognition
of the crucial role that strong password management plays in safeguarding sensitive
information. The high implementation rate suggests that financial institutions prioritised
educating their employees on password security best practices, including the importance of

using unigue, complex passwords and regularly updating them.

Employee departure data security procedure training had a moderate implementation rate,
with 56.0% of respondents reporting its current implementation. This training area focuses on
educating employees about data security measures when they leave an organisation, such as
revoking access rights and safeguarding sensitive information. The moderate implementation

rate suggests that the financial institutions acknowledged the importance of addressing data
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security during employee departures, but there is still room for improvement in fully integrating
this training into their programs.

Overall, the analysis of training practices in policy and practice areas within financial
institutions reveals both areas of strength and potential areas for improvement. While certain
policy areas such as restricted sites and download training and password management
training, demonstrate high implementation rates, others, such as cybersecurity competency
testing training and acceptable-use policy training, have relatively lower rates. Financial
institutions can leverage these findings to enhance their training programs, ensuring
comprehensive coverage of all critical policy and practice areas and aligning their training
initiatives with industry best practices.

Table 4-12 presents the correlation matrix between different policy or practice areas on which
companies provide education and training to their end users in the context of cybersecurity.
The table provides insights into the relationships and associations between these areas. The

analysis of the correlation matrix reveals the following key findings.

Restricted Sites and Downloads: There is a moderate positive correlation (0.40 to 0.78)
between providing education and training in restricted sites and downloads and the other
policy or practice areas. This indicates that companies that train their employees regarding

restricted sites and downloads are also likely to provide education in other areas.

Acceptable-use Policy: The results showed a weak positive correlation (0.11 to 0.46)
between providing education and training in acceptable-use policy and the other policy or
practice areas. This suggests that companies that educate their employees about acceptable-

use policy are somewhat more likely to provide education in other areas as well.

Workforce Mobility Security: There was a moderate positive correlation (0.26 to 0.58)
between providing education and training in workforce mobility security and the other policy
or practice areas. This implies that companies that focus on educating their employees about

workforce mobility security also tend to provide education in other areas of cybersecurity.
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Table 4-12: Correlation of Cybersecurity Education and Training Policy or Practice Areas
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Notes: The correlation coefficients range from -1.00 to 1.00, with 1.00 indicating a perfect positive

correlation, -1.00 indicating a perfect negative correlation, and 0 indicating no correlation.

Cybersecurity Competency Testing: The results revealed a weak to moderate positive
correlation (0.11 to 0.61) between providing education and training in cybersecurity
competency testing and the other policy or practice areas. This suggests that companies that
conduct cybersecurity competency testing also tend to provide education in other areas.

Deception Detection Training: There was a weak to moderate positive correlation (0.23 to
0.54) between providing education and training in deception detection training and the other
policy or practice areas. This could indicate that companies that educate their employees
about deception detection in various contexts tend to provide education in other cybersecurity

areas.
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Password Management: A moderate to strong positive correlation (0.47 to 0.78) between
providing education and training in password management and the other policy or practice
areas was shown by the results. This suggests that companies that emphasise password
management education for their employees are also likely to provide education in other

cybersecurity areas.

Employee Departure Data Security Procedure: There is a weak positive correlation (0.21
to 0.58) between providing education and training in employee departure data security
procedure and the other policy or practice areas. This implies that companies that educate
their employees about data security procedures during employee departures also tend to

provide education in other cybersecurity areas.

Overall, the correlation matrix indicates that there were varying degrees of positive correlations
between different policy or practice areas on which companies provided education and training
to their end users. These findings highlight potential associations and interdependencies

between different areas of cybersecurity education within companies.

The foregoing analysis examines the training practices of financial institutions in various policy
and practice areas related to cybersecurity. The analysis reveals that certain areas such as
restricted sites and downloads, password management, and deception detection, were well-
implemented and prioritised by the institutions. However, other areas like cybersecurity
competency testing and acceptable-use policy training had lower implementation rates,
indicating room for improvement. The analysis also explored correlations between different
training areas, highlighting potential associations and interdependencies. These findings align
with components of the Framework for Enhancing Cybersecurity Policy Awareness Programs,
including making cybersecurity policy awareness a norm, targeted programs, continuous
awareness campaigns, implementing simulated phishing exercises, and assessing program
effectiveness. Financial institutions can use these insights to strengthen their training

programs and align them with industry best practices.

The analysis focuses on the policy and practice areas addressed in cybersecurity training
programs. It highlights the importance of targeted and customised training programs that align
with specific policy areas in financial institutions. The analysis identifies various areas such as
restricted sites and downloads, acceptable-use policy, workforce mobility security, and
deception detection training. It emphasises the need for continuous awareness campaigns
through methods like employee newsletters, posters, online training, and phishing simulations.
The analysis indirectly indicates the importance of assessing the effectiveness of training

programs by examining implementation rates and correlations between different policy areas.
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4.4.5 Training Methods

This section provides an analysis of the cybersecurity policy education and training methods
employed by financial institutions, focusing on IT employees given their level of expertise in
the subject area and likelihood of being privy to this information. Table 4-13 presents the

distribution of training methods used by these institutions.
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Table 4-13: Cybersecurity Education and Training Methods Employed by Financial Institutions

Training Method Restricted Sites and Deception Password Employee Departure
Download Detection Management Security Procedure
N % N % N % N %
Not Applicable 4 14.8% 1 3.7% 1 3.7% 7 25.9%
I(é(()}lnventlonal (employee newsletters, posters), Instructor 2 7 4% 3 11.1% 2 7 4% 1 3.7%
Phishing simulations 4 14.8% 4 14.8% 3 11.1% 1 3.7%
Online 4 14.8% 7 25.9% 8 29.6% 4 14.8%
Conventional (employee newsletters, posters), Instructor o o o o
led, Online, Phishing simulations s 11.1% & L 1 3.7% 2 i)
Instructor led 2 7.4% 1 3.7% 2 7.4% 2 7.4%
Instructor led, Phishing simulations 1 3.7% 2 7.4% 2 7.4% 1 3.7%
Instructor led, Online, Phishing simulations 2 7.4% 3 11.1% 2 7.4% 2 7.4%
Co_nve_ntlonal (employee newsletters, posters), Online, 3 11.1% 5 7 4% 1 3,70 0 0.0%
Phishing simulations
Instructor led, Online, Phishing simulations, Not o o o o
Applicable 1 3.7% 0 0.0% 0 0.0% 0 0.0%
Conventional (employee newsletters, posters) 1 3.7% 0 0.0% 3 11.1% 6 22.2%
Online, Phishing simulations 0 0.0% 2 7.4% 0 0.0% 0 0.0%
Conventional (employee newsletters, posters), Online 0 0.0% 1 3.7% 2 7.4% 0 0.0%
Conven.tlonal (employee newsletters, posters), Instructor 0 0.0% 0 0.0% 0 0.0% 1 3,70
led, online
Total 27 100% 100% 27 100% 27 100%

Notes: IT Employees are specifically targeted by this part of the study for their level of expertise in the subject area.




A significant number of the financial institutions’ IT employees indicated that the
comprehensive list of training methods provided were “Not Applicable," accounting for 14.8%
of responses. This indicates that a subset of institutions did not provide any specific
cybersecurity policy training to their IT employees. It is crucial to address this gap in training
to ensure that IT employees are equipped with the necessary knowledge and skills to mitigate

cybersecurity risks effectively.

Conventional employee training methods such as newsletters and posters as well as
instructor-led sessions are employed by fewer financial institutions. This approach is reported
by 7.4% of institutions for restricted sites and downloads, 11.1% for deception detection, 7.4%
for password management, and 3.7% for employee departure security procedures. Although
these methods had been used on a regular basis, their limited adoption suggests a need for

more comprehensive and interactive training approaches.

Phishing simulations, which involve creating simulated phishing attacks to test employees'
ability to detect and respond to such threats, were employed by 14.8% of the financial
institutions for restricted sites and downloads, 14.8% for deception detection, 11.1% for
password management, and 3.7% for employee departure security procedures. The use of
phishing simulations indicates an acknowledgment of the importance of practical training and

the need to enhance employees' ability to identify and respond to phishing attempts.

Online training methods are utilised to a considerable extent by financial institutions. Data in
this study revealed that this was reported by 14.8% of institutions for restricted sites and
downloads, 25.9% for deception detection, 29.6% for password management, and 14.8% for
employee departure security procedures. The popularity of online training can be attributed to
its flexibility, scalability, and cost-effectiveness, making it an increasingly preferred choice for

training IT employees in cybersecurity.

Financial institutions also employ a combination of training methods. For example, 11.1% of
the institutions used a combination of conventional methods, instructor-led sessions, online
training as well as phishing simulations for restricted sites and downloads. Similar
combinations are reported for other training areas as well, reflecting a recognition that a multi-

faceted approach can provide a more comprehensive training experience.

Itis worth noting that a small percentage of financial institutions employ instructor-led sessions
exclusively for certain training areas. For instance, 7.4% of institutions relied solely on
instructor-led sessions for restricted sites and downloads, deception detection, password
management, and employee departure security procedures. While instructor-led sessions
offer the advantage of direct interaction and immediate clarification of doubts, their exclusive

use may limit the scalability and accessibility of training programs.
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In summary, the participant financial institutions in this study employed various cybersecurity
policy training methods for their IT employees. While some did not provide specific training,
others utilised conventional methods, phishing simulations, online training, or a combination
of these approaches. The popularity of online training and the use of phishing simulations
reflect a shift towards more practical and interactive training methods. However, there is room
for improvement in terms of the adoption of comprehensive and multi-faceted training
approaches. Financial institutions should consider integrating different training methods to

enhance the effectiveness of their cybersecurity policy education programs for IT employees.

Moving on, Table 4-14 presents the correlation matrix indicating the degree of correlation
between different cybersecurity education and training methods employed by financial
institutions. The table provides insights into the relationships and associations between these

methods followed by detailed analysis.

Table 4-14: Correlation of Cybersecurity Policy Education and Training Methods Employed
by Financial Institutions

Restricted Deception Password Employee
sites and detection manageme departure data
download training nt security

procedure 1.00

Restricted sites and
download
Deception detection
training

Password

management

Employee
departure data

security procedure

Notes: The correlation coefficients range from -1.00 to 1.00, with 1.00 indicating a perfect positive

correlation, -1.00 indicating a perfect negative correlation, and 0 indicating no correlation.

Deception Detection Training: There was a strong positive correlation of 0.74 between
deception detection training and restricted sites and downloads. This suggests that financial
institutions that provide education and training on deception detection are also likely to provide
training on restricted sites and downloads.

Password Management: The results showed a moderate positive correlation of 0.63 between
password management and restricted sites and downloads. This indicates that financial
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institutions that focus on educating and training end-users about password management are

somewhat more likely to provide training on restricted sites and downloads as well.

Employee Departure Data Security Procedure: A moderate positive correlation of 0.55
between employee departure data security procedure and restricted sites and downloads, was
revealed. This suggests that financial institutions that emphasise education and training on
employee departure data security procedures are somewhat more likely to provide training on

restricted sites and downloads.

Deception Detection Training and Password Management: A moderate positive
correlation of 0.70 was shown between deception detection training and password
management. This could indicate that financial institutions that provide education and training
on deception detection are also likely to provide education and training on password

management.

Deception Detection Training and Employee Departure Data Security Procedure: There
was a moderate positive correlation of 0.63 between deception detection training and
employee departure data security procedure. The positive relationship between the
parameters could imply that financial institutions that provide training on deception detection

are somewhat more likely to provide training on employee departure data security procedures.

Password Management and Employee Departure Data Security Procedure: There was a
moderate positive correlation of 0.58 between password management and employee
departure data security procedure. This indicates that financial institutions that focus on
educating and training end-users about password management are somewhat more likely to

provide training on employee departure data security procedures.

Overall, the correlation matrix indicated varying degrees of positive correlations between
different cybersecurity education and training methods employed by financial institutions.
These findings suggest potential associations and interdependencies between the methods,
highlighting the interconnectedness of different aspects of cybersecurity policy education and

training within financial institutions.

The analysis discusses training methods employed by financial institutions in cybersecurity
training. Also, it emphasises the importance of targeted and customised training programs by
highlighting specific training methods used for different areas, such as restricted sites and
downloads, deception detection, password management, and employee departure security
procedures. Furthermore, the analysis stresses the implementation of continuous and ongoing
awareness campaigns through various training methods like employee newsletters, posters,

online training, and phishing simulations. While not explicitly mentioned, the analysis indirectly
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emphasises the importance of assessing training program effectiveness by examining the

distribution of training methods and correlations between different training areas.
4.5 Statistical Analysis

45.1 Classification

Classification, as defined by Khanna et al. (2021), is the systematic arrangement of data into
distinct categories based on specific attributes or features. This process is crucial for
systematically analysing vast categories of data and organising them into suitable classes
(Khanna et al., 2021). Various classification methods such as k-nearest neighbours (KNN)
and discriminant analysis, are employed widely across different fields to effectively categorise
or classify data. KNN is a non-parametric method that assigns a class label to a new data
point based on the majority vote of its k nearest neighbours (Khanna et al., 2021). On the other
hand, discriminant analysis is a parametric method that models the differences between
classes to determine the class membership of new observations (Sarker, 2021). The rest of
this section is devoted to examining the results of KNN and discriminant analysis of the
respondents as relates to the four levels of cybersecurity knowledge (namely, “no knowledge”,

” ”

“little knowledge”, “good knowledge”, “excellent knowledge”).

4.5.1.1 K-Nearest Neighbours

The K-nearest neighbours (KNN) algorithm is a popular unsupervised machine learning
technique used for cluster analysis (Kuhn and Johnson, 2013). In this study, we applied the
KNN algorithm to a dataset consisting of various features related to gender, age group,
educational attainment, employment status, sector, experience in the sector, cybersecurity

induction, reporting procedure existence, and past cybersecurity training.

Clusters are groups of similar data points partitioned such that each point belongs to the
cluster with the nearest mean, known as the centroid. The algorithm starts by initialising K
centroids, then iteratively assigns each data point to the nearest centroid and recalculates the
centroids as the mean of the assigned points. This process repeats until the centroids stabilise,
effectively grouping the data into K distinct clusters. This process repeats until the centroids
stabilize, effectively grouping the data into K distinct clusters that minimise intra-cluster
variance while maximising inter-cluster variance. The clusters are formed using independent
variables not the dependent variable (cybersecurity knowledge) and therefore do not directly
refer to cybersecurity knowledge — this link is done directly in Discriminant Analysis and
regression. The number of clusters is a hyper parameter that should be chosen carefully, as

having not too many or too few clusters can improve the richness of the analysis. It is purely
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coincidental that they happen to match the number of levels in variable Cybersecurity

Knowledge.

Furthermore, the clusters are meant to reveal the different group characteristics which may
shed light on the different dynamics involved in implementing targeted interventions: e.g., the
first cluster consists of mainly older males, with less stable employment, higher education
among other characterisations. The way interventions to this group may be designed will differ
to other groups because of the particularities of these other groups. Based on their z-scores,
employees could then be assigned to each of these clusters. Given the diversity of
characteristics within each cluster, they are usually identified by a numbered list rather than

one or two-word phrases.

Therefore, the objective was to group individuals into clusters based on these features and
gain insights into the characteristics of each cluster. In this section, a detailed analysis of the
final cluster centres obtained from the KNN algorithm, is presented. The results of the KNN
algorithm revealed the final cluster centres for four identified clusters. Each cluster is
represented by z-scores for different variables, indicating the relative positions of the cluster
centres in the multidimensional feature space. The reason z-scores were used because of the

algorithm’s limited ability to handle categorical variables.

The z-scores are basically the difference of the observed values (x) and their mean (x), divided
by their standard deviation (o), thereby normalising them into z-scores, z = (x — X)/o,, which
are assumed to be normally distributed with mean 0 and standard deviation 1. Each non-zero
realisation of these scores essentially quantifies the number of standard deviations above (+)

or below (-) the mean for that variable.

Analysing the first cluster centre from Table 4-15 and Figure 4-4 below, it is characterised by
slightly higher z-scores for gender (0.12948) and employment status (0.25119). This suggests
that individuals in this cluster were more likely to be male and employed. However, the z-
scores for age group (0.25489) and educational attainment (-0.19706) indicated a mixed
distribution, with slightly higher age and lower educational attainment compared to other
clusters. The z-scores for sector (-0.21208) and experience in the sector (0.19746) were close
to the average, suggesting a relatively balanced representation of sectors and experience
levels in this cluster. The z-scores for cybersecurity induction (0.39520), reporting procedure
exists (0.41893), and ever received cybersecurity training (0.45047) were positive, indicating

a higher prevalence of these factors in this cluster.
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Table 4-15: K-Nearest Neighbour Clusters to Understand Possible Groupings

Z-scores Cluster
1 2 3 4

Gender 0.12948 -0.07197 -0.13774 0.00477
Age Group 0.25489 -0.52736 -0.45149 0.79134
Educational Attainment -0.19706 -0.04689 0.21082 0.23092
Employment Status 0.25119 -3.50333 0.22161 0.30766
Sector -0.21208 0.98919 -0.12517 3.81036
Experience in Sector 0.19746 -1.12935 -0.08154 0.19746
Cybersecurity Induction 0.39520 0.20494 -0.96634 0.25229
Reporting Procedure Exists 0.41893 -0.53339 -0.69341 -0.75119
Ever received cybersecurity 0.45047 -0.33610 -0.99585 0.33921
training

Moving to the second cluster centre, negative z-scores for gender (-0.07197) and employment
status (-3.50333) were observed, suggesting a relatively higher representation of females and

a specific employment status that deviates significantly from the average.

The z-scores for age group (-0.52736) and experience in the sector (-1.12935) were also
negative, indicating a lower age and less experience in the sector compared to other clusters.
The z-scores for educational attainment (-0.04689) and sector (0.98919) were closer to the
average, suggesting a relatively balanced distribution. The z-scores for cybersecurity
induction (0.20494), reporting procedure exists (-0.53339), and ever received cybersecurity
training (-0.33610) were also negative, indicating a lower prevalence of these factors in this

cluster.

Moving to the third cluster centre, negative z-scores for age group (-0.45149) and employment
status (0.22161) were shown, suggesting a relatively lower age and a specific employment
status that deviates slightly from the average. The z-scores for gender (-0.13774) and
educational attainment (0.21082) were closer to the average, indicating a relatively balanced
distribution. The z-scores for sector (-0.12517) and experience in the sector (-0.08154) were
also close to the average. The z-scores for cybersecurity induction (-0.96634), reporting
procedure exists (-0.69341), and ever received cybersecurity training (-0.99585) were

negative, indicating a lower prevalence of these factors in this cluster.
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Final Cluster Centers

Variables
I Zscore: Gender
4 M Zscore: Age Group
IH Zscore: Educational Attainment
M Zscore: Employment Status
M Zscore: Sector
M Zscore: Experience in Sector
Ul Zscore: Cybersecurity Induction
2 M Zscore: Reporting Procedure Exists
] Zscore: Ever recieved cybersecurity
training

Values

|
1

Dl“'m T

Cluster 1 Cluster 2 Cluster 3 Cluster 4

Cluster

Figure 4-4: K Nearest Neighbour Clusters to Understand Possible Groupings

Finally, examining the fourth cluster centre, positive z-scores for gender (0.00477), age group
(0.79134), educational attainment (0.23092), employment status (0.30766), and sector
(3.81036) were observed. These positive z-scores suggest a relatively balanced distribution
across these variables, with a slight emphasis on the higher end of the scale. The z-score for
experience in the sector (0.19746) was close to the average. The z-scores for cybersecurity
induction (0.25229) and ever received cybersecurity training (0.33921) were also positive,

indicating a higher prevalence of these factors in this cluster.

In summary, the analysis of the final cluster centres reveals distinctive patterns across various
variables. Each cluster exhibited different distributions and characteristics, highlighting the
heterogeneity within the studied population. These findings provide valuable insights into the
relationships between different factors and their impact on the clustering results.
Understanding these patterns can inform the development of targeted strategies and
interventions to address specific characteristics and needs within each cluster. It is
conceivable that different groups would probably have different requirements for cybersecurity

training, giving their gender, education, experience, among others.

4.5.1.1.1 Analysis of Variance

ANOVA (Analysis of Variance) is a statistical technique used to determine the differences
between group means by analysing the variance within and between groups. In this study, a
one-way ANOVA was used to evaluate the differences among clusters generated by a KNN

algorithm. The clusters were formed based on various features, including gender, age group,
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educational attainment, employment status, sector, experience in the sector, cybersecurity
induction, reporting procedure existence, and past cybersecurity training. This section

presents a succinct analysis of the ANOVA results and discusses their implications.

The ANOVA results provide insights into the differences among the clusters based on the z-
scores for various variables. However, it is important to note that the F tests should only be
used descriptively in this context, as the clusters were specifically chosen to maximize
differences among cases. Consequently, the observed significance levels cannot be
interpreted as tests of the hypothesis that the cluster means are equal. The ensuing discussion
is based on results presented in Table 4-16.

Examining the variables, the ANOVA for Age Group reveals a significant difference among
the clusters (F (3, 178) = 9.654, p < 0.001). This suggests that the mean z-scores for age
group varied significantly across the clusters. Similarly, the ANOVA for Employment Status
indicates a significant difference among clusters (F (3, 178) = 491.691, p < 0.001), indicating

variations in the mean z-scores for employment status across clusters.

The ANOVA for Sector also shows a significant difference among clusters (F (3, 178) =
125.143, p < 0.001). This suggests that the mean z-scores for sector varied significantly across
the clusters. Furthermore, the ANOVA for Experience in Sector demonstrates a significant
difference among clusters (F (3, 178) = 7.933, p < 0.001), indicating variations in the mean z-

scores for experience in the sector across clusters.

The ANOVA for Cybersecurity Induction reveals a significant difference among clusters (F (3,
178) = 33.126, p < 0.001), suggesting variations in the mean z-scores for cybersecurity
induction across clusters. Similarly, the ANOVA for Existence of Reporting Procedure for
cybersecurity incidents indicates a significant difference among clusters (F (3, 178) = 23.551,
p <0.001), implying variations in the mean z-scores for the existence of a reporting procedure

across clusters.
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Table 4-16: ANOVA Results for Cluster Differences in Various Features

Z-scores Cluster Error F Sig.
Mean Square df |Mean Square df
Gender 0.872 3 1.002 178 0.871 | 0.457
Age Group 8.566 3 0.887 178 9.654 | <0.001
Educational Attainment 2.125 3 0.837 178 2.539 0.058
Employment Status 56.564 3 0.115 178 | 491.691 | <0.001
Sector 44.560 3 0.356 178 125.143 | <0.001
Experience in Sector 7.149 3 0.901 178 7.933 | <0.001
Cybersecurity Induction 21.430 3 0.647 178 33.126 | <0.001
Reporting Procedure Exists 17.143 3 0.728 178 23.551 | <0.001
Ever received cybersecurity 24.570 3 0.603 178 40.763 | <0.001
training
The utilisation of F tests is limited to descriptive aims as the clusters are specifically selected to
accentuate variations among cases within distinct clusters. The significance levels observed are
unadjusted for this factor, hence incapable of serving as tests to validate the hypothesis asserting
equality among cluster means
df = degrees of freedom; Sig. = statistical significance level

Lastly, the ANOVA for previous cybersecurity training shows a significant difference among
clusters (F (3, 178) = 40.763, p < 0.001), suggesting variations in the mean z-scores for the
receipt of cybersecurity training across clusters. Strikingly, gender and educational attainment
are not statistically significant in explaining the differences (or variation between clusters,
suggesting that they likely have little role in explaining the differences in the dependent
variable, namely (the level of) cybersecurity knowledge. Other statistical tests will be used in
the remainder of the chapter to further examine this a priori finding. It would be interesting to
find that variables that theory would likely reason as important ex, turn out differently

empirically.

In summary, the ANOVA results highlight significant differences among the clusters for several
variables, including age group, employment status, sector, experience in sector, cybersecurity
induction, existence of reporting procedure, and previous cybersecurity training. These
findings support the notion that the clusters exhibited distinct characteristics and distributions

across these variables.
4.5.1.2 Discriminant Analysis

Understanding the factors that contribute to disparities in cybersecurity knowledge is essential
for developing effective strategies to enhance knowledge levels and promote a secure digital
environment. Discriminant analysis was employed in this study to examine group mean

differences in various factors related to cybersecurity knowledge. This section presents a
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comprehensive analysis of the results, shedding light on the variables that significantly

influence cybersecurity knowledge levels.

The analysis aimed to explore the impact of gender, age group, educational attainment,
employment status, sector, experience in the sector, cybersecurity induction, reporting
procedure existence, previous cybersecurity training, and intention to attend future training
sessions on cybersecurity knowledge. The findings, encapsulated by Table 4-17 below,
revealed intriguing perspectives into the factors influencing cybersecurity knowledge levels.

The analysis described in the next sections focus on each factor and its implications.

Table 4-17: Tests of Equality of Group Means

\Variables Wilks' Lambda F dfl df2 Sig.
Gender 0.978 1.313 3 178 0.272
Age Group 0.992 0.479 3 178 0.697
Educational Attainment 0.985 0.919 3 178 0.433
Employment Status 0.964 2.222 3 178 0.087
Sector 0.975 1.542 3 178 0.205
Experience in Sector 0.975 1.531 3 178 0.208
Cybersecurity Induction 0.920 5.142 3 178 0.002
Reporting Procedure Exists 0.884 7.773 3 178 <0.001
Ever received cybersecurity 0.696 25.887 3 178 <0.001
Intention to Attend 0.998 0.098 3 178 0.961
df = degrees of freedom; Sig. = statistical significance level

The analysis of factors influencing cybersecurity knowledge levels revealed interesting
insights. Gender (p = 0.272) and age group (p = 0.697) did not demonstrate a significant
difference in mean cybersecurity knowledge scores, suggesting that for this study, they may
not have been strong predictors of cybersecurity knowledge. Similarly, educational attainment
(p = 0.433) did not significantly influence cybersecurity knowledge levels. However, it is
important to continue exploring potential gender-related nuances, age-specific factors as well

as the role of education in cybersecurity education and awareness programs.

On the other hand, employment status (p = 0.087) and the sector of employment (p = 0.205)
did not exhibit significant differences in mean cybersecurity knowledge scores. Thus, they may
not be primary determinants of cybersecurity knowledge. However, considering individuals'
professional contexts and sector-specific challenges when designing cybersecurity education

initiatives is crucial.

Experience in the sector (p = 0.208) also did not strongly influence cybersecurity knowledge
levels. Nevertheless, understanding the role of experience in shaping individuals'

understanding of cybersecurity risks and practices is important.
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In contrast, factors such as cybersecurity induction, reporting procedure existence, ever
received cybersecurity training, and intention to attend future training sessions demonstrated
significant differences in mean cybersecurity knowledge scores (p < 0.001). These findings
emphasise the pivotal role of training and awareness programs in enhancing cybersecurity
knowledge. Implementing cybersecurity inductions, establishing reporting procedures, and
providing regular training are essential for maintaining up-to-date knowledge among

employees.

While the intention to attend future cybersecurity training sessions (p = 0.961) did not show
significant differences in mean scores, individuals with higher levels of cybersecurity
knowledge expressed a stronger intention to participate. This highlights the importance of
fostering a culture of continuous learning and professional development to improve

cybersecurity knowledge.

In conclusion, the Discriminant Analysis results shed light on the factors influencing
cybersecurity knowledge levels. While gender, age group, educational attainment,
employment status, sector, and experience in the sector showed no significant differences,
cybersecurity induction, reporting procedure existence, previous cybersecurity training, and
intention to attend future training sessions emerged as critical contributors to cybersecurity
knowledge. These findings underscore the need for targeted interventions and comprehensive

training programs that address the specific needs of individuals and organisations.

45121 Box’s M Test
As previously explained, discriminant analysis is a statistical technique used to classify
observations into different groups based on a set of predictor variables. One important
assumption of discriminant analysis is that the covariance matrices of the predictor variables
were equal across all groups being compared. Box's M test help in the evaluation of this
assumption (Tabachnick and Fidell, 2018). Therefore, if the test statistic exceeds the critical
value, it suggests that the assumption of equal covariance matrices is violated, indicating that

the groups have significantly different covariance matrices.

As shown in Table 4-18, Box's Test of Equivalence of Covariance Matrices was conducted to
assess whether there were significant differences in the covariance matrices across the
different levels of cybersecurity knowledge. The natural logarithms of determinants and ranks
of the group covariance matrices were examined to understand the structure and singularity

of the matrices.
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Table 4-18: Box's Test of Equivalence of Covariance Matrices

Log Determinants Test Results?
Cybersecurity Knowledge Rank Log Determinant Box's M 128.063
F Approx. 2.137
No Knowledge . b dfl 55
Less Knowledge 10 -1.054 df2 34393.338
Sig. <0.001
Good Knowledge 10 -2.705 .
Tests null hypothesis of equal
Excellent Knowledge 9 B population covariance matrices.
—— a. Some covariance matrices are
Pooled within-groups 10 -1.915 singular and the usual procedure

will not work. The non-singular
groups will be tested against their
own pooled within-groups

A Rank < 6 covariance matrix. The log of its
determinant is -1.319.

The ranks and natural logarithms of determinants printed are
those of the group covariance matrices.

b. Too few cases to be non-singular
: df = degrees of freedom; Sig. =
c. Singular statistical significance level

For the "No Knowledge" group, the rank of the covariance matrix was less than 6, indicating
that the matrix had fewer dimensions than variables. As a result, the determinant of the matrix
could not be computed as there were too few cases for a non-singular matrix. This suggests

that the covariance matrix for the "No Knowledge" group was not suitable for further analysis.

Similarly, for the "Excellent Knowledge" group, the covariance matrix was singular, meaning
that it was not invertible. Consequently, the determinant of the matrix could not be computed.
This indicates that the covariance matrix for the "Excellent Knowledge" group was not suitable

for further analysis.

On the other hand, the "Less Knowledge" and "Good Knowledge" groups had non-singular
covariance matrices. The natural logarithm of the determinant for the "Less Knowledge" group
was -1.054, while for the "Good Knowledge" group, it was -2.705. These determinants provide

insights into the volume and spread of the data within each group.

To test the null hypothesis of equal population covariance matrices, Box's M test was
performed. The test yielded a test statistic of 128.063 and an approximate F-statistic of 2.137.
The degrees of freedom were reported as dfl = 55 and df2 = 34393.338. The p-value
associated with the test statistic was less than 0.001, indicating significant differences in the

covariance matrices across the groups.

Considering the singularity of some covariance matrices, an alternative approach was

employed. The non-singular groups, namely the "Less Knowledge" and "Good Knowledge"
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groups, were tested against their own pooled within-groups covariance matrix. The log of the

determinant of the pooled within-groups covariance matrix was -1.319.

In summary, the results of the Box's Test of Equality of Covariance Matrices suggest that there
were significant differences in the covariance matrices across the different levels of
cybersecurity knowledge. The "No Knowledge" group and the "Excellent Knowledge" group
exhibited singularity in their covariance matrices, indicating that these matrices were not
suitable for further analysis. On the other hand, the "Less Knowledge" and "Good Knowledge"
groups had non-singular covariance matrices, allowing for meaningful analysis. The significant
test results indicate that the covariance matrices differed significantly across the knowledge

groups.
4.5.1.3 Canonical Discriminant Functions

The discriminant analysis in Table 4-19 yielded three canonical discriminant functions, which
were used to analyse the discriminating power among the different levels of cybersecurity
knowledge. The eigenvalues associated with each function provide insights into the amount

of variance explained by each function and their overall contribution to the discrimination.

The first canonical discriminant function had an eigenvalue of 0.567, accounting for 80.2% of
the total variance. This indicates that the first function captured the majority of the variation
among the knowledge groups. The second canonical discriminant function had an eigenvalue
of 0.084, explaining an additional 11.9% of the variance. The third function accounted for 7.9%
of the variance with an eigenvalue of 0.056. Collectively, these three functions accounted for

92.1% of the total variance.

Table 4-19: Box's Test of Equality of Covariance Matrices

Function Eigenvalue % of Variance Cumulative %  |Canonical Correlation
1 0.5672 80.2 80.2 0.602
2 0.0842 11.9 92.1 0.279
3 0.0562 7.9 100.0 0.230
a. First 3 canonical discriminant functions were used in the analysis.

The cumulative percentages of variance demonstrate the increasing amount of variance
explained as each additional function is considered. The first function alone accounted for
80.2% of the variance, while the first two functions together explained 92.1%. Including all

three functions resulted in 100% of the variance being accounted for.

Canonical correlations measure the strength and direction of the linear relationship between
the discriminant functions and the original variables. The canonical correlation associated with

the first function was 0.602, indicating a moderate correlation between the discriminant
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function and the knowledge groups. The second function had a canonical correlation of 0.279,
representing a weaker relationship. The third function had the lowest canonical correlation of
0.230.

Overall, the discriminant analysis revealed three canonical discriminant functions that
effectively differentiated between the levels of cybersecurity knowledge. The first function
accounted for a significant portion of the variance, followed by the second and third functions.
These functions demonstrated moderate to weak correlations with the original variables,

indicating their ability to discriminate between the knowledge groups.

Wilks' Lambda was employed to assess the overall significance of the discriminant functions
(see Table 4-20) in differentiating between the levels of cybersecurity knowledge. The test of

function(s) examined the combined effects of multiple functions on the discrimination.

The results indicated that the first three functions collectively yielded a Wilks' Lambda value
of .557. The associated chi-square statistic was 101.684, with 30 degrees of freedom, and the
p-value was less than 0.001. These findings suggest that the discriminant functions
significantly differentiated between the knowledge groups.

Table 4-20: Wilk's Lambda for the Discriminant Functions

Test of Function(s) Wilks' Lambda Chi-square df Sig.
1 through 3 0.557 101.684 30 <0.001
2 through 3 0.874 23.521 18 0.171
3 0.947 9.467 8 0.304
df = degrees of freedom; Sig. = statistical significance level

Furthermore, the test considering the second and third functions produced a Wilks' Lambda
value of 0.874. The chi-square statistic was 23.521, with 18 degrees of freedom, and the p-
value was 0.171. These results indicate that the combined effects of the second and third

functions were not statistically significant in discriminating between the knowledge groups.

Lastly, the third function alone yielded a Wilks' Lambda value of .947. The associated chi-
square statistic was 9.467, with 8 degrees of freedom, and the p-value was .304. These
findings suggest that the third function did not provide a significant contribution to the

discrimination between the knowledge groups.

In summary, the results of Wilks' Lambda tests demonstrate that the first three discriminant
functions collectively had a significant discriminatory power, while the combined effects of the
second and third functions were not statistically significant. The third function alone did not
contribute significantly to the discrimination. These findings support the utility of the first three

functions in distinguishing between the levels of cybersecurity knowledge.

112



4.5.1.3.1 Discriminant Function Coefficients
Table 4-21 shows the Canonical Discriminant Function Coefficients. These provide valuable
insights into the variables that contribute most significantly to the discrimination between the
levels of cybersecurity knowledge. These coefficients represent the relationships between the

discriminant functions and the predictor variables.

Analysing the coefficients for the first discriminant function, it can be said that gender (-0.401),
age group (0.193), educational attainment (-0.051), employment status (0.200), sector (-
0.031), experience in sector (-0.286), cybersecurity induction (-0.065), reporting procedure
existence (0.573), ever received cybersecurity training (1.180), and intention to attend
cybersecurity training (0.075) all had non-zero coefficients. These coefficients indicate the

direction and strength of their relationships with the first discriminant function.

Table 4-21: Canonical Discriminant Function Coefficients

\Variables Function
1 2 3

Gender -0.401 0.698 0.359
Age Group 0.193 0.147 -0.321
Educational Attainment -0.051 0.347 -0.105
Employment Status 0.200 -0.416 0.038
Sector -0.031 0.125 0.093
Experience in Sector -0.286 -0.078 0.775
Cybersecurity Induction -0.065 -0.188 -0.747
Reporting Procedure Exists 0.573 10.185 -0.041
Ever received cybersecurity training 1.180 -0.110 0.518
Intention to Attend Cybersecurity 0.075 0.010 0.187
(Constant) -4.015 -4.020 -2.640
Unstandardized coefficients

Similarly, for the second discriminant function, variables such as gender (0.698), age group
(0.147), educational attainment (0.347), employment status (-0.416), sector (0.125),
experience in sector (-0.078), cybersecurity induction (-0.188), reporting procedure existence
(1.185), ever received cybersecurity training (-0.110), and intention to attend cybersecurity
training (0.010) had non-zero coefficients. These coefficients provide insights into the

relationships between the variables and the second discriminant function.

Lastly, the third discriminant function was associated with coefficients for gender (0.359), age
group (-0.321), educational attainment (-0.105), employment status (0.038), sector (0.093),
experience in sector (0.775), cybersecurity induction (-0.747), reporting procedure existence

(-0.041), ever received cybersecurity training (0.518), and intention to attend cybersecurity
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training (0.187). These coefficients indicate existence of relationships between the variables

and the third discriminant function.

In summary, the Canonical Discriminant Function Coefficients highlight the importance of
various variables in discriminating between the levels of cybersecurity knowledge. Gender,
age group, educational attainment, employment status, sector, experience in sector,
cybersecurity induction, reporting procedure existence, previous cybersecurity training, and
intention to attend cybersecurity training all play significant roles in the discrimination process.
These findings provide valuable insights into the factors that contribute to differences in
cybersecurity knowledge among individuals.

The classification results shown in Table 4-22 provide insights into the accuracy of the
discriminant analysis in predicting the group membership of individuals based on their
cybersecurity knowledge levels. The table presents the original group membership counts and

the corresponding predicted group membership counts.

Table 4-22: Classification Results

Cybersecurity Predicted Group Membership Total
Knowledge
No Less Good Excellent
Knowledge [ Knowledge | Knowledge | Knowledge
No Knowledge 3 2 1 0 6
Count|Less Knowledge 1 30 20 0 51
_ Good Knowledge |1 13 38 1 103
Origin
Excellent 0 0 21 1 22
al No Knowledge 50.0 33.3 16.7 .0 100.0
0% Less Knowledge 2.0 58.8 39.2 .0 100.0
Good Knowledge |[1.0 12.6 85.4 1.0 100.0
Excellent .0 .0 95.5 5 100.0

a. 67.0% of original grouped cases correctly classified.

Upon examining the results, it is evident that the discriminant analysis achieved a relatively
high classification accuracy. Out of the total original cases, 67.0% were correctly classified

into their respective knowledge groups.

In terms of specific group memberships, 50.0% of the individuals originally classified as having
no knowledge were accurately predicted to belong to the no knowledge group. Similarly,
58.8% of the individuals originally classified as having less knowledge were correctly assigned
to the less knowledge group. For the good knowledge group, 85.4% of the individuals were

accurately classified, and for the excellent knowledge group, 4.5% were correctly assigned.
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Overall, the classification results indicate the effectiveness of the Discriminant Analysis in
distinguishing between the different levels of cybersecurity knowledge. The high percentage
of correctly classified cases suggests that the discriminant functions derived from the analysis
can reliably predict the group membership of new individuals based on their cybersecurity

knowledge.

In summary, the Discriminant Analysis achieved a classification accuracy of 67.0%, with a
significant number of individuals being correctly assigned to their respective knowledge
groups. These findings highlight the utility of the analysis in accurately categorising individuals
based on their cybersecurity knowledge levels.

4.5.2 Multicollinearity

Multicollinearity tests are necessary to ensure the reliability of the statistical model parameters
as high inter-correlations among independent variables can distort or mislead the results and
lead to instability of said parameters. Table 4-23 below shows collinearity diagnostics report
for the ten independent variables that were intended to regress against cybersecurity
knowledge to uncover the underlying relationship between them and cybersecurity knowledge
improvement. To evaluate multicollinearity, the study examined collinearity using two

statistics, tolerance and variance inflation factor (VIF), Table 4-23 provides the details.

Tolerance signifies the proportion of variability in an independent variable that is not
predictable from other independent variables (Johnson and Wichern, 2002). A tolerance value
nearing 1 signifies limited multicollinearity whereas values closer to 0 indicate heightened
multicollinearity (Shrestha, 2020).

Conversely, VIF, being the reciprocal of tolerance, measures the degree of multicollinearity
(Shrestha, 2020). VIF values surpassing 1 denote the existence of multicollinearity, with

values exceeding 10 commonly raising concerns (Shrestha, 2020).

In this analysis, the collinearity statistics suggest that multicollinearity is not a significant issue
among the independent variables. The tolerance values range from 0.689 to 0.899, indicating
that there was no excessive redundancy or high inter-correlation among the variables.
Similarly, the VIF values range from 1.071 to 1.451, all below the threshold of 10 (Shrestha,
2020). These findings suggest that the independent variables in the model did not suffer from
severe multicollinearity, and their relationships with the dependent variable could be assessed

without major concerns about distorted results or unreliable coefficient estimates.
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Table 4-23: Collinearity Diagnostics for Independent Variables

Independent Variables Collinearity Statistics
Tolerance VIF
Gender 0.886 1.129
Age Group 0.728 1.375
Educational Attainment 0.934 1.071
Employment Status 0.865 1.157
Sector 0.899 1.112
Experience in Sector 0.689 1.451
Cybersecurity Induction 0.705 1.417
Reporting Procedure Exists 0.782 1.279
Ever received cybersecurity training 0.745 1.342
a. Dependent Variable: Cybersecurity Knowledge.
N = 182 cases were used as valid cases.

The absence of multicollinearity among the independent variables enhances the robustness
and interpretability of statistical models, as it ensures that each variable contributes unique
information to the prediction of cybersecurity knowledge. Researchers and analysts can have
greater confidence in the individual effects and significance of the independent variables when

multicollinearity is not present.

In summary, the collinearity statistics indicate that multicollinearity was not a significant
concern among the independent variables in the statistical model. This suggests that the
relationships between the independent variables and the dependent variable, cybersecurity
knowledge, can be assessed without the risk of skewed or misleading results due to excessive

inter-correlations.
4.5.3 Multinomial Logistic Regression

After confirming the absence of excessive multicollinearity among the independent variables,
analyses focused on the relationship between these variables and the dependent variable,
cybersecurity knowledge. Cybersecurity knowledge is a categorical variable and consists of
four ordered levels (no knowledge, little knowledge, good knowledge and excellent
knowledge), making it an ordinal categorical variable. Given the categorical nature of the
dependent variable, the appropriate model to employ is logistic regression as it is suited for

categorical variables.

The analysis employs a multinomial logistic regression (MLR) model to examine the
relationship between the independent variables and the dependent variable. To model this
relationship, the analysis applies the cumulative logit link function, which is suitable for ordered

categorical variables. This link function is specifically designed for ordered categorical
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variables and allows for the estimation of cumulative probabilities (Hosmer and Lemeshow,
2000). By using the cumulative logit link function, the analysis can assess the cumulative odds
of an individual belonging to a higher level of cybersecurity knowledge based on the

independent variables.

The probability distribution used in this analysis is the multinomial distribution. This distribution
is appropriate when dealing with a categorical dependent variable that has multiple levels. By
utilising the multinomial distribution, the analysis can estimate the probabilities associated with
each level of cybersecurity knowledge. This provides valuable insights into the likelihood of
individuals belonging to different knowledge levels based on the independent variables.

By combining the multinomial probability distribution with the cumulative logit link function, the
analysis effectively models the relationship between the independent variables and the
ordered levels of cybersecurity knowledge. This approach enables the estimation of
probabilities and cumulative odds associated with each knowledge level, providing a
comprehensive understanding of the factors influencing individuals' cybersecurity knowledge

at different levels.

From here on, results of fitting a MLR model to investigate the relationship between
cybersecurity knowledge and relevant demographic variables namely, gender, age, education,
employment status, experience, sector, existence of reporting procedure as well as previous

cybersecurity training, are described.

The parameter estimates obtained from the analysis are presented in Table 4-24. The Wald
chi-square test is a statistical hypothesis test used to assess the significance of individual
coefficients in a regression model. It specifically examines whether a coefficient is significantly
different from zero, providing insights into the contribution of each variable in the model's
predictive power (Agresti, 2015). By evaluating the significance of these coefficients, the Wald
chi-square test helps us understand the relative importance of variables in explaining the
variation in the dependent variable and making accurate predictions. Regression coefficients
with positive values indicate a direct relationship with the log-odds of the dependent variable,
meaning that as the independent variable increases, the dependent variable also tends to
increase. Conversely, negative coefficients suggest an inverse relationship, where the log-

odds of the dependent variable tend to decrease as the independent variable increases.

Starting with the threshold estimates for the three levels of cybersecurity knowledge, it was
observed that the estimated threshold for the "No Knowledge" category was -8.044 (SE =

3.0403)%. This indicates a negative relationship with the reference category. The 95% Wald

1 SE = Standard Error
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confidence interval for this threshold ranged from -14.003 to -2.085. The Wald chi-square test
(x* = 7.001, df = 1, p = 0.008) indicated that the threshold was statistically significant,
suggesting a clear distinction between individuals with no cybersecurity knowledge and those
with some level of knowledge.

For the "Less Knowledge" category, the estimated threshold was -4.291 (SE = 2.9766).
However, the Wald chi-square test (x* = 2.078, df = 1, p = 0.149) did not provide enough
evidence to establish a statistically significant relationship. In contrast, the estimated threshold
for the "Good Knowledge" category was negligible (SE = 2.9478), with a wide confidence
interval ranging from -5.767 to 5.788. The Wald chi-square test (x2 = 0, df = 1, p = 0.997)
indicated that this threshold was not statistically different from zero, suggesting that individuals

with good cybersecurity knowledge did not significantly differ from the reference category.
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Table 4-24: Parameter Estimates for the Ordinal MLR of Cybersecurity Knowledge Against Demographic Variables

Parameter B Std. Error |95% Wald Confidence Interval Hypothesis Test
Lower Upper Wald Chi-Square df Sig.

Threshold [[Cybersecurity Knowledge= No -8.044 3.0403 -14.003 -2.085 7.001 1 0.008

Knowledge]

[Cybersecurity Knowledge= Less -4.291 2.9766 -10.125 1.543 2.078 1 0.149

Knowledge]

[Cybersecurity Knowledge= Good 0.011 2.9478 -5.767 5.788 0.000 1 0.997

Knowledge]
[Gender=Male] 0.654 0.3803 -0.092 1.399 2.955 1 0.086
[Gender=Female] 02
[Age Group=18 to 30] -2.833 2.6718 -8.070 2.403 1.125 1 0.289
[Age Group=31 to 40] -1.914 2.6179 -7.045 3.217 0.535 1 0.465
[Age Group=41 to 50] -1.735 2.5896 -6.810 3.341 449 1 0.503
[Age Group=51 to 65] -2.834 2.6824 -8.091 2.424 1.116 1 0.291
[Age Group= Over 65] 02
[Educational Attainment= No Formal Education] -0.875 1.4587 -3.734 1.984 0.360 1 0.549
[Educational Attainment= Certificate] 0.324 1.7405 -3.087 3.736 0.035 1 0.852
[Educational Attainment=Diploma] 0.858 0.9258 -0.957 2.672 0.858 1 0.354
[Educational Attainment= Associate Degree] -0.840 0.8913 -2.587 0.907 0.889 1 0.346
[Educational Attainment= Bachelor's Degree] 0.364 0.7645 -1.134 1.863 0.227 1 0.634
[Educational Attainment= Professional -1.098 1.1729 -3.397 1.201 0.877 1 0.349
Qualification]
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[Educational Attainment= Honour's Degree] -0.544 0.9211 -2.349 1.261 0.349 1 0.555
[Educational Attainment= Master's Degree] 02

[Employment Status= Part-time Employed] -0.270 0.8736 -1.982 1.442 0.095 1 0.757
[Employment Status= Apprentice] 23.276 31069.6883 | -60872.194 60918.746 0.000 1 0.999
[Employment Status= Contract] 1.105 1.4753 -1.786 3.997 0.561 1 0.454
[Employment Status= Self-Employed/Consultant] 0.627 1.0663 -1.463 2.717 0.346 1 0.556
[Employment Status= Full-time Employed] 02

[Sector= Central Banking] 1.580 1.7495 -1.849 5.009 0.816 1 0.366
[Sector= Commercial Banks and Forex Agencies] -0.647 1.4604 -3.509 2.215 0.196 1 0.658
[Sector= Insurance Brokers] -1.927 1.5273 -4.921 1.066 1.592 1 0.207
[Sector= Insurance Companies] -0.167 1.4204 -2.951 2.617 0.014 1 0.907
[Sector= Asset Managers] -0.348 1.5526 -3.391 2.695 0.050 1 0.823
[Sector= Financial Institutions & Insurance 21.152 31069.6883 -60874.318 60916.622 0.000 1 0.999
Regulator]

[Sector= Insurance Company] -2.438 2.5811 -7.496 2.621 0.892 1 0.345
[Sector= Investment] -5.444 2.6082 -10.556 -0.332 4.357 1 0.037
[Sector= Pensions Regulator] -1.421 2.7688 -6.848 4.006 0.263 1 0.608
[Sector= Regulator] -0.062 2.7760 -5.503 5.378 0.001 1 0.982
[Sector= Telecommunications] -1.560 2.7775 -7.003 3.884 0.315 1 0.574
[Sector= FinTech] -4.871 2.5824 -9.932 0.190 3.558 1 0.059
[Sector= Insurance Broker] 0.619 2.7763 -4.823 6.060 0.050 1 0.824
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[Sector= Micro Finance Institutions] -2.174 2.8831 -7.825 3.477 0.568 1 0.451
[Sector= Assurance Services] 0.329 2.9297 -5.413 6.071 0.013 1 0.911
[Sector= Finance] 1.580 1.7495 -1.849 5.009 0.816 1 0.366
[Sector= Min of Finance] -0.647 1.4604 -3.509 2.215 0.196 1 0.658
[Sector= Money Transfer Institution] -1.927 1.5273 -4.921 1.066 1.592 1 0.207
[Experience in Sector= Less than a year] 0.344 0.9066 -1.433 2.120 0.144 1 0.705
[Experience in Sector=1 to 3 years] 1.096 0.5270 0.063 2.129 4.326 1 0.038
[Experience in Sector=4 to 5 years] 0.315 0.5228 -0.709 1.340 0.364 1 0.546
[Experience in Sector= More than 5 years] 02

[Reporting Procedure Exists= Yes] -1.877 0.6556 -3.161 -0.592 8.194 1 0.004
[Reporting Procedure Exists= No] -0.716 0.6978 -2.084 0.651 1.053 1 0.305
[Reporting Procedure Exists= Don't Know] 02

[Ever received cybersecurity training= Yes] -3.214 0.5051 -4.204 -2.224 40.495 1 <0.001
[Ever received cybersecurity training= No] -2.681 1.1734 -4.981 -0.0381 5.221 1 0.022
[Ever received cybersecurity training= Not Sure] 02

(Scale) 1°

Dependent Variable: Cybersecurity Knowledge

Model: (Threshold), Gender, Age Group, Educational Attainment, Employment Status, Sector, Experience in Sector, Reporting Procedure Exists, Ever

received cybersecurity training

df — degrees of freedom; Sig — significance level

a. Set to zero because this parameter is redundant.

b. Fixed at the displayed value.
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Moving on to the demographic variables, the parameter estimate for Gender showed that
being male (B = 0.654, SE = 0.3803) was associated with higher cybersecurity knowledge
compared to the reference category (female). However, the Wald chi-square test (x* = 2.955,

df =1, p=0.086) did not reach statistical significance at the conventional threshold (a = 0.05).

Regarding age groups, individuals in the categories "18 to 30," "31 to 40," "41 to 50," and "51
to 65" exhibited lower cybersecurity knowledge compared to the reference category "Over 65."
However, none of these age groups showed statistically significant differences in
cybersecurity knowledge based on the Wald chi-square tests (p > 0.05). On educational
attainment, the parameter estimates for different levels of education indicated that no specific
level showed a significant association with cybersecurity knowledge. None of the Wald chi-
square tests for the educational attainment categories reached statistical significance (p >
0.05). In terms of employment status, none of the categories displayed a statistically significant
relationship with cybersecurity knowledge, as indicated by the non-significant Wald chi-square
tests (p > 0.05).

Analysing sector-related variables, the parameter estimates suggested that being in the
"Investment” sector was associated with significantly lower cybersecurity knowledge (B = -
5.444, SE = 2.6082, x* = 4.357, df = 1, p = 0.037). However, the remaining sectors did not
show statistically significant associations with cybersecurity knowledge. Regarding experience
in the sector, individuals with 1 to 3 years of experience (B = 1.096, SE = 0.527, x* = 4.326, df
=1, p = 0.038) exhibited higher cybersecurity knowledge compared to those with less than a

year of experience. No other experience categories showed significant associations.

Concerning reporting procedures and cybersecurity training, individuals who reported the
existence of reporting procedures (B =-1.877, SE = 0.6556, x> = 8.194, df = 1, p = 0.004) and
those who had received cybersecurity training (B = -3.214, SE = 0.5051, x2 = 40.495, df =1,
p < 0.001) demonstrated significantly higher cybersecurity knowledge compared to their
respective reference categories. Conversely, the parameter estimates for previous
cybersecurity training, suggested lower cybersecurity knowledge for individuals who have not
received such training (B = -2.681, SE = 1.1734, x> = 5.221, df =1, p = 0.022).

In summary, the multinomial logistic regression analysis revealed that the thresholds for
different levels of cybersecurity knowledge were significantly associated with the demographic
variable of gender, as well as the presence of reporting procedures and the receipt of
cybersecurity training. However, age groups, educational attainment, and employment status
did not exhibit statistically significant relationships with cybersecurity knowledge. Additionally,
specific sectors and experience levels showed limited associations with cybersecurity

knowledge. Overall, this information helps us understand the factors influencing cybersecurity
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knowledge and informs the development of interventions and training programs on the basis

of variables that would have the most effect on the cybersecurity knowledge of employees.

4.5.3.1 Goodness of Fit MLR

After fitting the multinomial logistic regression model, its goodness of fit and different
measures, were examined. Table 4-25 presents the goodness of fit measures for the analysed
model, which includes the dependent variable "Cybersecurity Knowledge" and several
independent variables. These measures assess how well the model fits the observed data

and provide insights into the model's overall performance.

The deviance value, which measures the difference between the observed and predicted
values, is 213.553. The deviance value-to-degrees-of-freedom ratio is a measure used to
assess the goodness of fit of a statistical model. It represents the average amount of deviance
per degree of freedom in the model. A lower ratio generally indicates a better fit, implying that
the model explains a larger proportion of the observed data's variability relative to the number
of parameters estimated (Agresti, 2015). Therefore, with 396 degrees of freedom, the value-
to-degrees-of-freedom ratio is 0.539. This ratio indicates that the deviance is slightly larger
than expected, suggesting that the model may have a slight lack of fit. However, further

analysis is needed to determine the significance and practical implications of this deviation.

Similarly, the scaled deviance value is also 213.553, indicating the same level of discrepancy
between the observed and predicted values. The lack of fit observed in the deviance and
scaled deviance values suggests that there may be unexplained variability in the model, which

could be attributed to factors not included in the current set of independent variables.

The log likelihood function, displayed as -118.801, represents the maximum likelihood
estimation of the model based on the observed data. This function is used to calculate various

information criteria that assess the model's goodness of fit.
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Table 4-25: Goodness of fit Statistics for the Ordinal Multinomial Logistic Regression of

Cybersecurity Knowledge Against Demographic Variables

Goodness of Fit Measures? Value df Value/df
Deviance 213.553 396 0.539
Scaled Deviance 213.553 396

Pearson Chi-Square 720.285 396 1.819
Scaled Pearson Chi-Square 720.285 396

Log Likelihood® -118.801

IAkaike's Information Criterion (AIC) 321.603

Finite Sample Corrected AIC (AICC) 347.588

Bayesian Information Criterion (BIC) 456.171

Consistent AIC (CAIC) 498.171

Dependent Variable: Cybersecurity Knowledge

a. Information criteria are in smaller-is-better form.

b. The full log likelihood function is displayed and used in computing information criteria.

The Pearson chi-square value, which assesses the discrepancy between the observed and
expected frequencies, was 718.285. This value is associated with 396 degrees of freedom,
resulting in a value-to-degrees-of-freedom ratio of 1.819. The ratio greater than 1 suggests
that there was a significant discrepancy between the observed and expected frequencies,
indicating a lack of fit. Similar to the Pearson chi-square value, the scaled Pearson chi-square

value was also 718.285. This value further confirms the lack of fit observed in the model.

The Akaike's Information Criterion (AIC) is 321.603, while the Finite Sample Corrected AIC
(AICC) is 347.588. Both criteria indicate the model's fit, with smaller values indicating better
fit. The Bayesian Information Criterion (BIC) is 456.171, and the Consistent AIC (CAIC) is
498.171. These criteria provide additional measures of the model's fit, with lower values
indicating better fit.

In summary, an assessment of fit across all measures was consistent. The goodness of fit
measures suggests that the analysed model may have a slight lack of fit, as indicated by the
deviance, scaled deviance, and Pearson chi-square values. These findings imply that there
might be unexplained variability or factors not captured by the current set of independent
variables. The information criteria, including AIC, AICC, BIC, and CAIC, provide further

insights into the model's fit, with lower values indicating better fit.

Overall, these measures highlight the need for further examination and potential refinement of
the model to improve its fit to the observed data. In this study therefore, an omnibus test was
run in order to gain understanding of the overall fit of the model. If the results of the omnibus
test were to be positive, there would have been a need to fit a reduced model taking moderate-

to-highly significant variables and also examine its goodness of fit.
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4.5.3.20mnibus Test

All prior analysis of regression outputs and statistical goodness of fit tests show that some of
the fitted independent variables are not highly statistically significant in explaining individuals’
level of cybersecurity knowledge, essentially delivering a scathing verdict on their predictive
strength. The omnibus test essentially moderates this view by comparing the fitted model with
the thresholds-only model. An omnibus test is a type of statistical test that assesses the

significance of multiple parameters within a model simultaneously (Bobbitt, 2021).

Table 4-26: Omnibus Test of Goodness of Fit for the Ordinal Multinomial Logistic Regression
of Cybersecurity Knowledge Against Ten Demographic Variables
Likelihood Ratio Chi-Square?® df Sig.

113.224 42 <0.001

Dependent Variable: Cybersecurity Knowledge

Model: (Threshold), Gender, Age Group, Educational Attainment, Employment Status, Sector,
Experience in Sector, Reporting Procedure Exists, Ever received cybersecurity training

a. Compares the fitted model against the thresholds-only model.

Table 4-26 presents the results of the omnibus test, which assesses the overall significance
and fit of the analysed model for the dependent variable and multiple independent variables.
This test compares the fitted model against a thresholds-only (basically intercept-only) model,
aiming to determine if the inclusion of the independent variables significantly improves the

model's fit.

The likelihood ratio chi-square value for the omnibus test is 113.224, with 42 degrees of
freedom. The significance level, indicated as "<0.001," suggests that the chi-square value is
statistically significant, providing evidence against the null hypothesis that the thresholds-only
model fits the data equally as well as the fitted model.

The significant chi-square value implies that the inclusion of the independent variables in the
model significantly improves the fit compared to the thresholds-only model. This finding
suggests that the independent variables considered in the analysis contribute valuable

information for explaining and predicting individuals' cybersecurity knowledge levels.

In summary, the results of the omnibus test indicate that the fitted model, which includes
various independent variables, demonstrates a significantly better fit compared to the
thresholds-only model. This implies that the independent variables considered in the analysis
contribute significantly to explaining the variations in individuals' cybersecurity knowledge

levels. These findings support the inclusion of the independent variables in the model and
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highlight their relevance in understanding and predicting cybersecurity knowledge. Therefore,

the next step involved having to fit a reduced model, as shown in the next section.

454 Reduced MLR Model

Given that the Omnibus test has indicated that using predictor variables results in a better fit
than an intercept-only model, next, a reduced model was fit, taking only those variables that

had shown moderate to high statistical significance in the larger model.

The regression output is shown in Table 4-27. The table presents the parameter estimates for
a reduced ordinal MLR model that analyses the relationship between cybersecurity knowledge
and demographic variables (gender, reporting procedure exists, previous cybersecurity
training). The regression coefficients provide insights into the effects of different independent

variables on the odds of higher cybersecurity knowledge.

Regarding the thresholds for different knowledge categories, the coefficients indicate their
influence on the odds of being in higher knowledge categories. For the "No Knowledge"
category, the coefficient is -5.069 (SE = 0.5651), indicating a significant negative effect on the
odds of transitioning into higher cybersecurity knowledge categories (Wald chi-square =
80.462, df =1, p < 0.001). Similarly, the "Less Knowledge" category has a coefficient of -1.677
(SE = 0.2865), also negatively and significantly impacting the odds of transitioning into higher
cybersecurity knowledge categories (Wald chi-square = 34.272, df = 1, p < 0.001). The "Good
Knowledge" category, on the other hand, has a coefficient of 1.844 (SE = 0.2947), suggesting
a positive and significant effect on the odds of transitioning into a higher cybersecurity
knowledge category (Wald chi-square = 39.165, df = 1, p < 0.001).

126



Table 4-27: Parameter Estimates for the Reduced Ordinal MLR of Cybersecurity Knowledge

Against Demographic Variables

Parameter B Std. 95% Wald Hypothesis Test
Error |Confidence Interval
Wald Chi-
Lower Upper Square df Sig.

Threshold [[Cybersecurity -5.069 |0.5651| -6.177 -3.961 80.462 1 |<0.001

Knowledge= No

Knowledge]

[Cybersecurity -1.677| .2865 | -2.239 -1.116 34.272 1 |<0.001

Knowledge= Less

Knowledge]

[Cybersecurity 1.844 |0.2947| 1.267 2.422 39.165 1 |<0.001

Knowledge= Good

Knowledge]
[Gender=Male] 0.3245| 0.017 1.289 4.047 1 0.044
[Gender=Female] . . . ) . .
[Reporting Procedure Exists= Yes] 0.5923| -2.813 -0.492 7.784 1 0.005
[Reporting Procedure Exists= No] 0.5115| -1.946 0.059 3.401 1 0.065
[Reporting Procedure Exists= Don't
Know]
[Ever received cybersecurity 0.4026| -3.317 -1.739 39.438 1 |<0.001
training= Yes]
[Ever received cybersecurity 0.9958| -4.389 -0.486 5.991 1 0.014
training= NOQJ
[Ever received cybersecurity
training= Not Sure]
(Scale) 1v

Dependent Variable: Cybersecurity Knowledge

Model: (Threshold), Gender, Reporting Procedure Exists, Ever received cybersecurity training

a. Set to zero because this parameter is redundant.

b. Fixed at the displayed value.

In terms of gender, the coefficient for males is 0.3245 (SE = 0.017), indicating a statistically
significant and positive effect on the odds of possessing higher cybersecurity knowledge (Wald
chi-square = 1, df = 1, p = 0.044).

Regarding the presence of a reporting procedure, having such a procedure is associated with
a coefficient of 0.5923 (SE = 2.813), indicating a significant and positive effect on the odds of
possessing higher cybersecurity knowledge (Wald chi-square = 1, df = 1, p = 0.005). On the
other hand, not having a reporting procedure shows a coefficient of 0.5115 (SE = 1.946),
suggesting a potential but marginally significant and positive effect on the odds of higher

cybersecurity knowledge (Wald chi-square = 1, df = 1, p = 0.065).
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Lastly, the coefficients for having previously received cybersecurity training reveal its impact
on the odds of higher cybersecurity knowledge. The coefficient for individuals who had
received training was 0.4026 (SE = 3.317), indicating a significant and positive effect on the
odds of higher cybersecurity knowledge (Wald chi-square = 1, df = 1, p < 0.001). Conversely,
not having received cybersecurity training was associated with a coefficient of 0.9958 (SE =
4.389), implying a significant effect on the odds of higher cybersecurity knowledge (Wald chi-
square =1, df = 1, p = 0.014).

In summary, the parameter estimates from the reduced ordinal MLR model highlight the
effects of different variables on the odds of higher cybersecurity knowledge. The thresholds
for different knowledge categories (No Knowledge, Less Knowledge, Good Knowledge)
significantly influence the odds of being in higher knowledge categories. Gender (specifically
males) and the presence of a reporting procedure also showed statistically significant effects
on higher cybersecurity knowledge. Similarly, having received or not received cybersecurity

training significantly impacted the odds of higher cybersecurity knowledge.
4.5.4.1 Goodness of Fit Reduced MLR

After fitting the reduced multinomial logistic regression model, its goodness of fit and different
measures was examined. The goodness-of-fit statistics for the reduced MLR model examining
the relationship between cybersecurity knowledge and the variables of gender, reporting

procedure existence, and receipt of cybersecurity training are presented in Table 4-28.

The deviance, a measure of the difference between the observed data and the model's fitted
values, is 25.554 with 37 degrees of freedom (df). The scaled deviance is a key metric used
to assess the goodness of fit in generalised linear models (GLMs). It quantifies the ratio of the
deviance to the dispersion parameter and is employed to test the adequacy of the GLM model
(Dobson and Barnett, 2008). The scaled deviance estimated from fitting the model is also

25.554. Both deviance values suggest a relatively good fit to the data.

128



Table 4-28: Goodness of fit Statistics for the Ordinal MLR of Cybersecurity Knowledge
Against Demographic Variables

Goodness of Fit Measures? Value df Value/df
Deviance 25.554 37 0.691
Scaled Deviance 25.554 37

Pearson Chi-Square 21.341 37 0.577
Scaled Pearson Chi-Square 21.341 37

Log Likelihood® -33.013

Akaike's Information Criterion (AIC) 82.026

Finite Sample Corrected AIC (AICC) 82.858

Bayesian Information Criterion (BIC) 107.658

Consistent AIC (CAIC) 115.658

Dependent Variable: Cybersecurity Knowledge

Model: (Threshold), Gender, Reporting Procedure EXxists, Ever received cybersecurity training

a. Information criteria are in smaller-is-better form.

b. The full log likelihood function is displayed and used in computing information criteria.

The Pearson chi-square statistic, which assesses the discrepancy between observed and
expected frequencies, was 21.341 with 37 df. The scaled Pearson chi-square, calculated by
dividing the Pearson chi-square by the scale parameter, was also 21.341. These values

indicate a reasonable fit of the model to the data.

The log likelihood, a measure of how well the model fits the observed data, was -33.013. A
higher log likelihood value would suggest a better fit, but the negative value here indicates that

the model may not fit the data optimally.

Several information criteria are provided to evaluate the model's goodness of fit. The Akaike's
Information Criterion (AIC) is 82.026, the Finite Sample Corrected AIC (AICC) is 82.858, the
Bayesian Information Criterion (BIC) is 107.658, and the Consistent AIC (CAIC) is 115.658.
These criteria allow for model comparison, with lower values indicating a better fit. Based on

these criteria, the model appears to provide a reasonable fit to the data.

In summary, the multinomial logistic regression model, including the variables of gender,
reporting procedure existence, and receipt of cybersecurity training, shows a relatively good
fit to the data. The deviance, Pearson chi-square, and their scaled counterparts indicate that
the model adequately captures the relationship between the predictors and the cybersecurity
knowledge. However, the negative log likelihood suggests that the model may not be the best
fit for the data. The information criteria further support the notion that the model provides a

reasonable fit, although further model refinement may be necessary to improve the fit.
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4.6 Enhancement of the Proposed Framework: Incorporating

Insights from Survey Analysis

The research objectives, RO1 and RO2, are effectively tackled through the development of
the framework outlined in Section 2.4, titled "Framework for Enhancing Cybersecurity Policy
Awareness Programs". This comprehensive framework serves as a key tool in addressing the
objectives. The various components of this framework are summarised in Table 4-29,
highlighting their relevance, and demonstrating how they contribute to the overall significance
of the framework. The table offers a comprehensive representation of both the breadth and

depth of these components, emphasising their importance within the framework.

Moving on to the third research question, labelled as RQ3, its objective was to refine the
cybersecurity compliance framework. The framework was refined by identifying the factors
that influenced cybersecurity knowledge. The data analysis specifically focused on evaluating
the impact of demographic factors such as Age, Education, Employment Status, and
Experience. Contrary to initial assumptions, the findings challenged the significance of these
factors in influencing an individual's cybersecurity knowledge. Notably, the analysis revealed
a striking gender disparity, indicating a higher likelihood for males to possess advanced

cybersecurity knowledge.

This revelation prompts a pivotal reconsideration of the existing cybersecurity awareness
framework. In recognition of the identified gender disparity, a ground-breaking element;
gender mainstreaming is introduced into the initiation phase of the framework. Gender
mainstreaming involves the integration of gender considerations and perspectives into all

stages of the cybersecurity awareness program.
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Table 4-29: Evaluation for Cybersecurity Policy Compliance Components Relevance from Data Analysis Results

Components Descriptions Insights from Analysis

Making cybersecurity | Provision of | The relevance of embedding cybersecurity policy awareness as a norm in the compliance framework

policy awareness a norm | cybersecurity policy | is evident through a thorough analysis of organisational practices. Questions on new employee
awareness for all | induction and on boarding processes identify areas for improvement, such as lower adoption rates in

employees, including on

boarding programs and

acceptable use training, indicating opportunities to strengthen on boarding programs. Evaluation of
policy/procedure training coverage and timelines aligns with the framework's refresher training

component.

Correlations between different training methods and policy areas highlight interconnectivity,
emphasising the need to consider this in refresher design. Establishing cybersecurity as a strategic
priority, collaborating with cross-functional teams, and aligning with best practices reflect the
framework's goal of making awareness a norm. Performance evaluation and adaptive initiatives based

on assessments further support this aspect.

By understanding strengths and gaps revealed through questions and analyses, financial institutions
can modify induction and refresher processes, fully institutionalising cybersecurity awareness. The
findings offer guidance for continually reinforcing policies throughout employee lifecycles, fostering a

culture where cybersecurity awareness becomes integral to organisational practices.

regular refresher
training;

Targeted and
customised training

programs based on job

roles and responsibilities

The need for targeted and customised training within the cybersecurity policy compliance framework
is evident, as survey responses unveil diverse understandings among employees in various roles
regarding confidential information, technical controls, knowledge levels, and compliance. Roles not
directly handling sensitive data may lack comprehension of compliance policies, emphasising the
necessity for tailored training. Simultaneously, role-specific variations in cybersecurity awareness

indicate potential gaps, prompting the integration of customised training to reinforce the link between

tasks and risks. Correlations between perceived cybersecurity importance and compliance behaviours
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Continuous and ongoing
awareness campaigns

guide role-specific training efforts, ensuring a focused understanding of technical controls in specific
work contexts. The targeted training component is crucial, as specific cybersecurity behaviour analysis
reveals the importance of emphasising behaviours like password sharing, acknowledged by 50% of
respondents. A positive correlation between information sensitivity recognition and technical controls
suggests the need for simulated phishing exercises. Feedback on the dangers of password reuse
could be supplemented with modules for reinforcement. Combining both targeted and customised
training within the framework maximises impact, effectively addressing specific issues and cultural
shifts identified through analyses, optimising awareness across the financial institution by resonating

directly with diverse work functions.

Regularly updating and
refreshing training and
awareness programs to
address evolving
cybersecurity threats

and risks

The relevance of the continuous and ongoing training component in the cybersecurity policy
compliance framework is supported by survey responses. The analysis, focusing on intentions for
future training, revealed that an overwhelming 83.6% of respondents expressed positive intentions
toward attending cybersecurity training programs. A substantial percentage, 42.9%, agreed, while an
even higher 40.7% strongly agreed, demonstrating robust interest. Few respondents expressed
uncertainty or negativity, with only 8.2% holding negative views and another 8.2% being neutral.

These detailed response breakdowns indicate widespread positive reception among employees for
continuous, ongoing cybersecurity awareness efforts, aligning well with the framework's proposed
approach. The significant percentage expressing strong interest suggests a keen willingness to
participate in additional training. Incorporating these insights into planning future training programs,
structured as envisioned, financial institutions can anticipate high levels of participation and
engagement from their workforces. The findings affirm that regularly updated and interactive training
courses resonate with employees' preferences and interests, ensuring the effectiveness of ongoing

cybersecurity education efforts.
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Assessment
Awareness

Effectiveness

Conduct simulated
phishing exercises to
improve employee
awareness and
readiness to detect and

report phishing attacks

In this study, financial institutions employ diverse cybersecurity policy training methods for IT
employees, ranging from no specific training to conventional methods, phishing simulations, and
online training, or a mix. The increasing popularity of online training and the integration of phishing
simulations signal a shift towards practical and interactive approaches. This reflects a recognition of
the dynamic nature of cyber threats, emphasising experiential learning. Implementing simulated
phishing exercises within the cybersecurity policy compliance framework is crucial for enhancing
training effectiveness. This approach not only aligns with evolving preferences but also fosters a
proactive, hands-on approach, preparing IT employees to navigate real-world cyber threats more

adeptly.

of

Program

Regular assessments of
employee  knowledge,
skills, and attitudes
towards cybersecurity to
identify areas for

improvement

The assessment of awareness program effectiveness is crucial within the cybersecurity training
framework, as revealed by the questionnaire and analyses. These components evaluate participants'
education levels, training attendance, and self-rated knowledge, exposing gaps in awareness and
uncertainties about training status. The analyses underscore the importance of comprehensive
assessments to identify knowledge gaps and uncertainties, emphasising the need for alignment with
desired cybersecurity practices. The correlation analysis among IT employees' perceptions reveals
the interconnectedness of factors like working with sensitive information, technical controls,
knowledge, attitudes, and policy compliance. These findings stress the significance of ongoing
assessments, targeted training initiatives, and a comprehensive approach to enhance employees'

cybersecurity knowledge, skills, and attitudes.
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4.6.1 Refined Framework: Cybersecurity Policy Compliance

This section presents a refined and inclusive framework for a cybersecurity policy awareness
program, enriched by the recognition of gender disparities and the subsequent integration of
gender mainstreaming as an essential and transformative component. This evolution aims not
only to fortify organisational cybersecurity culture but also to create an environment that is
equally empowering for all individuals, irrespective of gender, in their journey toward

cybersecurity proficiency.
1. Assessing Gender Inclusivity

o Objective: Evaluate the current state of gender inclusivity within cybersecurity policies
and practices.

e Actions:
e Secure leadership support for addressing gender disparities.
o Define objectives prioritising gender inclusivity.
e Form a diverse cross-functional team considering gender perspectives.
e Tailor the communication plan to be inclusive, avoiding gender stereotypes.

e Conduct a comprehensive analysis of gender-specific cybersecurity knowledge

and skills gaps.
2. Make Cybersecurity Policy Awareness a Norm:
e Objective: Provide cybersecurity policy awareness for all employees.
e Actions:

e Incorporate gender-inclusive language and scenarios in policy awareness

programs.

e Integrate gender considerations in on boarding programs and regular refresher

training.
3. Targeted and Customised Training Programs:
e Objective: Provide targeted training based on job roles and responsibilities.
e Actions:

e Identify gender-specific training needs based on the analysis conducted during

the initiation phase.
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e Customise training programs to address gender-specific cybersecurity

challenges.
4. Continuous and Ongoing Awareness Programs:
e Objective: Regularly update and refresh awareness programs.
e Actions:
e Integrate gender mainstreaming principles into ongoing awareness efforts.
e Ensure that updates address gender-specific trends and concerns.
5. Implementation of Simulated Phishing Exercises:
e Objective: Improve employee awareness and readiness to detect phishing attacks.
e Actions:
¢ Include gender-inclusive scenarios in simulated phishing exercises.
e Evaluate responses considering gender-related nuances.
6. Evaluation of the Effectiveness of the Awareness Program:
e Objective: Regularly evaluate employee knowledge, skills, and attitudes.
e Actions:
¢ Incorporate gender-specific metrics in evaluations.

o Use feedback mechanisms to gather insights into the effectiveness of gender-

inclusive strategies.

By incorporating the initiation phase (Assessing Gender Inclusivity) and emphasising
gender inclusivity throughout the framework, the cybersecurity awareness program becomes
not only more robust in addressing cybersecurity policy compliance challenges but also more
inclusive and supportive of individuals of all genders in their pursuit of proficiency in

cybersecurity.

In conclusion, this study has successfully addressed the research objectives through the
development of a comprehensive framework for enhancing cybersecurity policy awareness
programs. The framework, outlined in Section 4.6.1, served as a valuable tool in achieving the
objectives. The components of the framework, summarised in Table 4-29, showcase its
breadth and depth in addressing cybersecurity challenges. The research also enhances the

framework by exploring the factors that influence cybersecurity policy knowledge.
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Understanding these determinants can contribute to the development of targeted awareness
programs, ensuring a more tailored approach to enhancing employee behaviour and
compliance. The findings highlight the importance of making cybersecurity policy awareness
a norm, targeted and customised awareness programs, continuous and ongoing awareness
programs, implementation of simulated phishing exercises, and the assessment of awareness
programs effectiveness. By implementing these components, financial institutions can
enhance employee cybersecurity knowledge, reduce vulnerabilities, and foster a culture of
security awareness. The study's insights contribute to the growing body of knowledge on
cybersecurity education and provide practical recommendations for organisations seeking to

improve their cybersecurity policies and compliance.
4.7 Chapter Summary

Chapter 4 presents empirical outcomes derived from the methodologies outlined in Chapter
3. Reliability analysis was employed to gauge data dependability and alignment with proposed
analysis methods, using Cronbach's alpha to evaluate internal consistency. Demographic and
descriptive analyses shed light on cybersecurity data attributes. Advanced statistical
techniques such as regression analysis, diagnostic testing, and machine learning were used
effectively, accompanied by detailed analytical essays. This chapter further presents the
refined proposed framework. Chapter 5 concludes with an overview of findings and

suggestions for future research.
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CHAPTER 5: CONCLUSION AND RECOMMENDATIONS
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Figure 5-1: Roadmap of Chapter 5

5.1 Introduction

This concluding chapter synthesised the research journey undertaken to enhance the
effectiveness of cybersecurity policy awareness programs in financial institutions. At the core
of this investigation were the research questions and objectives outlined in Chapter 1. The
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primary research question focused on how can cybersecurity compliance be improved through
cybersecurity policy awareness and employee behaviour in financial institutions. The chapter
commenced with a synopsis of the research questions, evaluating the extent to which the
study has fulfilled its objectives. This discussion was followed by a summary of findings,
insights drawn from data analysis, the study's contributions, and recommendations tailored for
pertinent stakeholders. Additionally, the chapter addressed the study's limitations, introduced

an enhanced and refined framework, and concluded with a chapter summary.
5.2 Synopsis of Research Questions

The researcher stated research questions and research objectives to be answered and
achieved for the successful completion of the study. This section outlines how these research
objectives were addressed to attain the overall objective of the study which was to develop a
framework for improving cybersecurity policy awareness programs to enhance employee

behaviour toward cybersecurity compliance in financial institutions.

The problem addressed in this research is that the cybersecurity policy awareness
programs do not influence employees to comply with their organisational cybersecurity
policies. The research proposed a cybersecurity compliance framework to improve
cybersecurity policy awareness and employees’ behaviour in financial institutions. This led to
the primary research question, formulated as follows:

How can cybersecurity compliance be improved through cybersecurity policy
awareness and employee behaviour in financial institutions? This question led to the
study's primary objective: To develop cybersecurity compliance framework for improving
cybersecurity policy awareness and employee behaviour in financial institutions.

This section offers an overview of how each sub-question was addressed to answer the

research question and achieve the research objective.

5.2.1 Research Question 1

What are the requirements for an employee cybersecurity compliance framework in financial

institutions?

To address Research Question 1, extensive literature was reviewed to identify best practices,
limitations, and recommendations from various studies that explored effective strategies for
improving cybersecurity awareness programs and fostering a security-conscious culture
among employees, as detailed in Section 2.3. Drawing insights from these findings, the study
proposed a comprehensive framework in Section 2.4 aimed at enhancing cybersecurity policy

awareness programs within financial institutions.

138



The proposed framework is built upon components derived from identified best practices.
These components include making cybersecurity policy awareness a norm for all employees,
developing targeted and customised awareness programs, implementing ongoing training
initiatives, conducting simulated phishing exercises, and assessing awareness program
effectiveness. The framework is designed to address the specific needs and challenges of
employees' roles within financial institutions, emphasising the importance of tailored,

continuous, and interactive approaches.

5.2.2 Research Question 2

How to designh a cybersecurity compliance framework through effective cybersecurity policy

awareness programs?

To answer Research Question 2, the study presents a detailed preliminary framework in
Section 2.4 for enhancing cybersecurity policy awareness programs. This framework is
meticulously designed to improve employee behaviour towards cybersecurity compliance
within financial institutions. The components of the proposed framework, as outlined in Section
5.2.1 were systematically organised to illustrating their interdependencies and contribution to
the overarching "Cybersecurity Policy Compliance” Framework. The study further outlined the
systematic implementation of this framework, guided by a conceptual framework. The step-
by-step process involves making cybersecurity policy awareness a norm, implementing
targeted and customised training programs, conducting continuous awareness campaigns,
executing simulated phishing exercises, and evaluating program effectiveness. This
implementation strategy ensures a comprehensive and effective approach to designing and
deploying cybersecurity policy awareness programs that foster a culture of compliance and

address evolving cybersecurity risks.

Furthermore, to answer Research Question 2, the researcher developed a questionnaire to
determine the relevance of the components of the proposed framework. The collected data
was analysed, and the findings presented in Section 4.6, Table 4-29 confirmed the relevance
of the components. The study did not only confirm the relevance of the components of the
proposed framework through data analysis but also identified additional component such as
gender inclusivity assessment, which could be integrated into the framework for a more

comprehensive approach, which is addressed in Section 5.2.3.
5.2.3 Research Question 3
How to refine cybersecurity compliance framework?

In this study, a statistical analysis was conducted using the multinomial logistic regression

(MLR) model to examine the relationship between a four-level ordinal categorical variable of
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Cybersecurity Knowledge ("No Knowledge," "Less Knowledge," "Good Knowledge," and
"Excellent Knowledge") and a set of predictors. We chose the MLR model due to its
appropriateness and effectiveness in modelling such relationships. The predictor variables
included in the initial model were Gender, Age Group, Educational Attainment, Employment
Status, Sector, Experience in Sector, Existence of Reporting Procedure, and Previous

Cybersecurity Training.

After conducting comprehensive Goodness of Fit tests, including deviance, Pearson chi-
square, and various Information Criteria, there existed many of the variables that were not
statistically significant at the a = 5% significance level. Consequently, these variables were
removed from the final reduced model. The variables that remained statistically significant in
the final model were Gender, Existence of Reporting Procedure, and Previous Cybersecurity

Training.

These findings were enlightening as they challenged our previously held and untested
assumption that Age, Education, Employment Status, and Experience would significantly
influence an individual's level of cybersecurity knowledge, hence their inclusion in the initial
model. The results indicate that institutions cannot solely rely on factors such as hiring highly
educated and experienced individuals or individuals from specific age groups to improve their
cybersecurity culture. Instead, organisations need to take concrete steps, such as providing
training and establishing reporting procedures for cybersecurity incidents, in order to enhance

employees' cybersecurity knowledge and the institutions cybersecurity culture.

Furthermore, this study’s analysis revealed an important finding regarding gender differences.
Males were found to be more likely to have higher cybersecurity knowledge, which raises
implications regarding empowerment issues concerning women in the field of cybersecurity.
This gender disparity was also considered as a new component to be incorporated into the
proposed refined framework presented in Section 4.6.1, with a focus on gender

mainstreaming.

Overall, this study highlights the importance of proactive measures such as training programs
and the establishment of reporting procedures, in improving cybersecurity knowledge among
employees. It also emphasises the need to address gender disparities in cybersecurity to
promote inclusivity and diversity. Through this analysis, the requirements of the third research

objective quite comprehensively, were met.
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5.3 Summary of Findings

1. In the classification analysis, the K-nearest neighbours (KNN) algorithm was applied to
group individuals into clusters based on various features. Four clusters were identified,
each exhibiting distinct characteristics. Cluster 1 showed a higher representation of males
and employed individuals. While the age in this cluster was slightly higher, the educational
attainment was lower compared to other clusters. Cluster 2 had a higher representation of
females, a specific employment status that deviated significantly from the average, lower
age, and less experience in the sector. Cluster 3 had a relatively lower age, a specific
employment status that slightly deviated from the average, and lower prevalence of certain
cybersecurity factors. Cluster 4 showed a relatively balanced distribution across variables,
with a slight emphasis on higher scores and higher prevalence of certain cybersecurity
factors.

2. ANOVA was used to examine differences among the clusters generated by the KNN
algorithm. Significant variations were found in several variables across clusters. These
variables included age group, employment status, sector, experience in the sector,
cybersecurity induction, existence of a reporting procedure, and previous cybersecurity
training. The ANOVA results indicated that these variables significantly contributed to the
differences observed among the clusters.

3. The discriminant analysis results provide insights into the factors influencing cybersecurity
knowledge levels. While some factors such as gender, age group, educational attainment,
employment status, sector, and experience in the sector showed no significant differences,
factors related to training, induction, and intention to participate in future training emerged
as critical contributors to cybersecurity knowledge. These findings emphasise the need for
targeted interventions and comprehensive training programs that address the specific
needs of individuals and organisations.

4. It was highlighted in the methodology chapter that high inter-correlations among
independent variables can distort statistical model parameters and lead to unreliable
results. The data analysis chapter assessed multicollinearity using tolerance and variance
inflation factor (VIF). The findings indicated that the independent variables in the model
did not suffer from severe multicollinearity. Tolerance values ranged from 0.689 to 0.952,
suggesting low multicollinearity, while VIF values ranged from 1.051 to 1.451, all below
the threshold of 10. This implies that the relationships between the independent variables
and cybersecurity knowledge could be assessed without significant concerns about
distorted results.

5. The analysis employs multinomial logistic regression to examine the relationship between

the independent variables and the dependent variable, which represents different levels
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of cybersecurity knowledge. The cumulative logit link function and multinomial distribution
are used to estimate probabilities associated with each knowledge level. The results show
that individuals with no cybersecurity knowledge are significantly less likely to have higher
knowledge levels compared to those with some level of knowledge. Additionally, males
tend to have a slightly higher likelihood of possessing greater cybersecurity knowledge
than females.

6. Regarding the demographic variables, age groups, educational attainment, employment
status, and most sectors do not exhibit significant associations with cybersecurity
knowledge. However, individuals with 1 to 3 years of experience in the sector have a
significantly higher likelihood of possessing greater cybersecurity knowledge. Conversely,
the presence of a reporting procedure for cybersecurity incidents is associated with a
significantly lower likelihood of higher knowledge levels. Similarly, not receiving
cybersecurity training is linked to a significantly lower likelihood of greater cybersecurity
knowledge.

7. Areduced-form multinomial logistic regression was finally fitted to the model as the many-
variable model showed significant lack of fit to the data. Consequently, this model
performed much better and showed significant fit almost across the board. Gender,
existence reporting procedure, previous cybersecurity training was found to have

significantly better fit to the data, although gender was not significant at the 5% level.
5.4 Insights from the Data

In this study, the chapter showing the analyses is crucial for understanding prevailing
cybersecurity perceptions and attitudes among individuals and organisations. It provides
insights into current practices regarding password management, data privacy protection, and
other relevant issues. Notably, the regression modelling reveals that many variables that could
theoretically positively influence individuals' cybersecurity knowledge do not have a
statistically significant effect. This highlights an important dimension: institutions cannot
assume that having a highly educated and experienced workforce guarantees a healthy
cybersecurity culture or environment. Only the presence of a reporting procedure and previous
cybersecurity training was found to be statistically significant, underscoring the fact that higher
education and experience in the financial sector do not automatically impart strong
cybersecurity traits. Although model fit is often a concern in various applications, in this case,

it is a welcome development, as it elucidates a crucial dynamic.

Moreover, the classification analysis (KNN and Discriminant Analysis) indicates that distinct
groups of people may exist, requiring different types of training based on their varying levels

of cybersecurity knowledge, influenced by inherent traits such as age, gender, education, and
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experience. Younger, less experienced, and less educated employees may have different
attitudes, practices, and behaviours related to cybersecurity compared to their older, more
educated, and experienced counterparts. Utilising classification methods can ensure that the
appropriate training and awareness campaigns are directed at the specific groups that require

them.

This information should then be vital in designing cybersecurity policy, as it is imperative that
such policy be completely indifferent to intrinsic social and demographic characteristics of
individuals. It is only actual interventions by institutions that are likely to yield the desired
effects.

5.5 Contributions

This study, which addressed cybersecurity policy compliance in financial institutions, has
produced significant contributions, both in theoretical and practical terms. This section aims to

highlight and discuss these valuable contributions in relation to the objectives of the study.

5.5.1 Theoretical Contribution

The theoretical contribution of this study lies in the comprehensive framework developed
(Cybersecurity Policy Compliance (CSPC)) for enhancing cybersecurity policy awareness
programs within financial institutions. The research objectives (RO1-R0O2) were systematically
addressed through the formulated framework, emphasising essential components necessary
for effective cybersecurity policies. The framework entails making cybersecurity policy
awareness a norm, targeted and customised awareness programs, continuous awareness
programs, simulated phishing exercises, and ongoing assessment of program effectiveness.
This framework not only educates employees about cybersecurity, but also tailors training to

their specific roles and incorporates engaging elements such as gamification.

5.5.2 Practical Contribution

The contribution of a study can be significant in several ways, such as

Improved Cybersecurity: The framework can help organisations improve their overall
cybersecurity posture by improving the knowledge, skills, and awareness of employees about

cybersecurity threats and best practices.

Reduced Cyber Risk: By implementing the framework, organisations can reduce the risk of
cyber-attacks and data breaches, which can result in significant financial and reputational

damage.
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Better Compliance: The framework can help organisations comply with relevant cybersecurity

regulations and standards, which can help them avoid penalties and legal consequences.

Improved Employee Engagement: The use of targeted and customised training programs,
gamification, and incentives can help engage employees in the cybersecurity program, leading

to higher levels of awareness, motivation, and participation.

Improved Organisational Culture: By fostering a cybersecurity culture, the framework can help
embed cybersecurity as a core value and priority within the organisation, leading to greater

collaboration, communication, and shared responsibility for cybersecurity.

In general, the theoretical contribution lies in the development of the CSPC framework, while
the practical contribution includes improved cybersecurity, reduced cyber risk, better
compliance, improved employee engagement, and an enhanced organisational cybersecurity

culture.

5.6 Recommendations

Based on the findings and insights gained from this study, the following recommendations are
proposed to enhance cybersecurity policy awareness programs and foster inclusivity within

organisational cybersecurity cultures:

Regularly Update and Refine Awareness Programs: Given the dynamic nature of
cybersecurity threats and the evolving understanding of demographic influences, financial
institutions should ensure that awareness programs are regularly updated and refined.
Incorporate new insights and adapt strategies to address emerging challenges unique to the

financial sector.

Establish Reporting Mechanisms for Discrepancies: Financial institutions should implement
clear reporting mechanisms for individuals who may perceive or experience gender-based
discrepancies in knowledge and skills development. Encourage open communication and take
prompt action to address any identified issues, recognising the specific challenges within the

financial sector.

Leadership Support and Advocacy: Financial institutions should secure support from
organisational leadership to drive gender-inclusive initiatives. Advocate for the importance of
diversity and inclusion in cybersecurity within the financial sector to create a culture that values

the contributions of individuals irrespective of gender.

Measure and Evaluate Inclusivity Impact: Financial institutions should implement metrics and

evaluation mechanisms specifically focused on inclusivity and diversity within cybersecurity
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awareness programs. Regularly assess the impact of gender mainstreaming initiatives within
the financial context and adjust strategies based on feedback and outcomes tailored to the

unique challenges of the financial industry.

5.7 Limitations of the Study

The study had limitations that are discussed below:

The scope of the study was limited to financial institutions in Lesotho, and the developed
framework may not be applicable to other industries or organisations. The study was also
limited to a quantitative analysis of the current state of cybersecurity policy training in financial
institutions and did not involve a qualitative analysis of the effectiveness of the proposed
framework. Therefore, future research is needed to assess the effectiveness of the framework
developed in this study.

Another limitation of this study is that it was cross-sectional, and data was collected at one
time. The studies reviewed were limited to a specific time frame (2016-2023) and those
published in the English language, which may lead to the exclusion of relevant articles
published in other languages. Additionally, due to the rapidly changing nature of cybersecurity
threats, some of the articles included in the review of the literature may not reflect the latest
developments in the field of cybersecurity. Therefore, the effect of the survey could not be
measured after the intervention was administered. Longitudinal studies may be needed to
assess the sustainability of the intervention and changes in the attitudes and behaviours of

employees over time.

Lastly, due to Covid-19 regulations, the researcher was not allowed to physically meet the
participants and the study was carried out using an online survey questionnaire. The survey
provided participants with predefined answers, as the questions were closed-ended. The
researcher assumed that asking participants to provide answers on their own in a qualitative
form would take time. In addition, participants might not provide the correct answers as they
might need clarity, which would be a challenge as the researcher would not be present at the
time they fill the questionnaire. As a result, the researcher may not easily obtain the reasons
for some of the questions, which may be answered by participants who may disagree with the
statements. The limitations in data collection may have affected the reliability of the study, and
future studies may need to explore different data collection methods to obtain a more nuanced

understanding of the attitudes and behaviours of employees toward cybersecurity compliance.
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5.8 Future Research

To enhance the reliability and applicability of the developed framework, future research should
adopt a dual-pronged strategy. Firstly, there is a pressing need to validate the framework using
diverse datasets, incorporating a range of demographic backgrounds and institutional settings.
This comprehensive validation is crucial to thoroughly assess the generalisability and ensure
its robustness in predicting cybersecurity knowledge across varied populations and contexts.
The scope of future research should extend beyond the confines of the current study, with the
aim of applying and refine the developed framework in other industries or organisations.
Conducting similar studies in diverse sectors could contribute to a more holistic understanding
of cybersecurity awareness needs and facilitate adjustments to the framework to

accommodate different organisational contexts.

Moreover, collaboration with cybersecurity experts during the validation process is paramount.
Leveraging the insights of experts would provide an external perspective, aligning the
framework with industry best practices, current threat landscapes, and emerging trends in
cybersecurity. This collaborative effort would significantly contribute to refining the
framework's effectiveness and relevance in real-world cybersecurity scenarios. Future
research should incorporate qualitative methodologies, such as interviews or focus groups, to
deepen the subjective experiences and perceptions of individuals who undergo cybersecurity
policy training. This will provide a more holistic understanding of the impact and identify areas

for improvement.

Furthermore, future research should advocate for longitudinal studies to establish causal
relationships between demographic variables and changes in cybersecurity knowledge over
time. Understanding how these variables influence knowledge development longitudinally can
provide valuable insights for targeted educational interventions. This approach allows for a
deeper understanding of the dynamics between demographic factors and cybersecurity

awareness, enabling the development of more effective and tailored awareness programs.
5.9 Chapter Summary

This chapter addressed the research objectives and summarised the study findings. The
research objectives of this study focused on improving cybersecurity policy awareness
programs and their impact on employee behaviour toward cybersecurity compliance in
financial institutions. The first objective was to identify the requirements for a framework that
would effectively enhance cybersecurity policy awareness programs and influence employee

behaviour. The second objective involved designing and analysing a framework that would
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facilitate the development of effective cybersecurity policy awareness programs tailored to the
specific needs of financial institutions. Finally, the third objective was to refine the proposed
framework by incorporating insights from the statistical analysis. Together, these objectives
aimed to contribute to understanding how to improve awareness of cybersecurity policies and

promote compliance among financial sector employees.

Based on these conclusions, recommendations were proposed to prioritise cybersecurity,
implement best practices, and foster a culture of cybersecurity. These recommendations are
directed at organisations, employees, customers, government agencies, and cybersecurity
professionals, with the aim of improving overall cybersecurity, reducing risk, promoting

compliance, and improving employee engagement.

The study made theoretical contributions by developing the Cybersecurity Policy Compliance
Framework (CSPC), which serves as a valuable tool for organisations to strengthen their
cybersecurity posture and mitigate risks. However, limitations such as the non-random
sampling method, limited generalisability, and lack of qualitative analysis and longitudinal data
should be considered. Future research should explore the effectiveness of the framework in

different contexts and industries and incorporate qualitative and longitudinal approaches.

In summary, this study provides valuable information on employee behaviour towards
cybersecurity compliance in financial institutions and proposes a framework to enhance
cybersecurity education programs. The findings and recommendations have practical
implications for strengthening cybersecurity policy measures and mitigating risks in the digital
landscape. By implementing the framework and recommended practices, organisations can

improve their posture toward cybersecurity policies and protect against potential cyber threats.
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Appendix A — Permission Letter

Request for permission to conduct research at Metropolitan Lesotho

“Investigating the effectiveness of cybersecurity policy education, training and awareness

programs on employee behaviour towards cybersecurity compliance in financial sectors.”

06/06/2021

Mr Phafa Khoboko
Metropolitan Lesotho Building, Kingsway Road
Human Resources Department

+266 2222 2300, pkhoboko@metropolitan.co.ls

Dear Mr. Phafa Khoboko, the Learning and Development Manager

I, <Reneuoe Thamae> am doing research with Dr Hanifa Abdullah, a Senior Lecturer in the
Department of School of Computing towards a Master of Science in Computing at the
University of South Africa. We are inviting you to participate in a study entitled < Investigating
the effectiveness of cybersecurity policy education, training and awareness programs on

employee behaviour towards cybersecurity compliance in financial sectors >.

The aim of the study is to collect information that could help financial institutions propose a

framework that will influence all employees comply with cybersecurity policy.
WHY AM | BEING INVITED TO PARTICIPATE?

Your company has been selected because it is a financial institution and it involves the use of
digital devices and internet in the performing of administration issues, which are deemed
vulnerable to cyberattacks. Therefore, it is considered relevant to the topic of the study. By

acknowledging to take part in this survey, you agree that the information that will be provided
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by the respondents may be used for research purposes, including dissemination through peer-

reviewed publications and conference proceedings.

WHAT IS THE NATURE OF MY PARTICIPATION IN THIS STUDY?

The study involves a semi-closed ended survey questionnaire, with the fixed list of answer
options to select from and a space to provide an additional response if need be. If you choose

to participate in this survey, it will take up no more than 20 minutes of respondents’ time.

WHAT ARE THE POTENTIAL BENEFITS OF TAKING PART IN THIS STUDY?

It is envisioned that the findings of this study will benefit financial sectors in proposing a
framework that will influence all employees comply with cybersecurity policy. The framework
will further assist financial institutions who have not yet adopted and practiced the SETA
(security, education, training and awareness) programs to start introducing them and ensuring

that employees comply with cybersecurity policy.

WHAT ARE THE POTENTIAL RISKS OF TAKING PART IN THIS STUDY?

Your organisation will not experience any negative consequences by allowing the respondents
complete the survey as sharing of confidential information (personal information and/or
information relating to the company) will not be required. However, should there be any
discomfort experienced as part of the research, communicate it with the researcher
immediately. The researcher(s) undertake to keep any information provided herein
confidential, not to let it out of our possession and to report on the findings from the perspective

of the participating group and not from the perspective of an individual.

HOW WILL THE FINDINGS/RESULTS OF THE RESEARCH BE COMMUNICATED?

If you would like to be informed of the final research findings, please contact <Reneuoe
Thamae> on <+266 58 068 722, 51856387 @mylife.ac.za>. The findings are accessible for
five years for audit purposes where after it will be permanently destroyed <electronic versions
will be permanently deleted from the hard drive of the computer and cell phone>. Should you
require any further information or want to contact the researcher about any aspect of this
study, please contact <+266 58 068 722, 51856387 @mylife.unisa.ac.za>.
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Should you have concerns about the way in which the research has been conducted, you may
contact < Dr H. Abdullah> during office hours on <+27 011 670 9100, abdulh@unisa.ac.za>.
Contact the research ethics chairperson of the School of Computing Ethics Review
Committee, Dr. Danie Bischoff, <011471 2130, Dbischof@unisa.ac.za or

SocEthics@unisa.ac.za> if you have any ethical concerns.

Yours sincerely

QL

Reneuoe Thamae

A master of science in computing student at the University of South Africa.

Appendix B — Permission Granted from Metropolitan

Lesotho — Insurance Company

Phafa Khoboko <Pkhoboko@metropolitan.co.ls> Mon, Dec 13,2021,3:37 PM  Y¢ 4
tome ~

Good afternoon Mme Thamae

This is a formal communication to grand you permission to conduct your research study at Metropolitan Lesotho. As per our agreement, information exchanged between yourself and
the company (through interviews or any other publications provided to you) is for research purposes only and cannot be shared with anyone without our consent.

Best wishes and good luck in your studies
Kind regards

Phafa Khaboko (Mr)
Learning and Development Manager | Human Capital

+266 2222 2300 | +266 6222 3030 | pkhoboko@metropolitan.co.ls
P.O. Box 645, Metropolitan Building, Kingsway Street, Maseru Lesotho
www.metropolitan.co.ls

WD e

Email request to Stanlib — Asset Managers with permission letter and ethical certificate
attached. Screen shot when Stanlib contact person was giving a permission is attached as

well.
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REQUEST TO CONDUCT RESEARCH STUDY ~ inbox x

Reneuoe Thamae <reneuoe@gmail.com>
to bokang.mokoma

Good day ntate,
Please find attached permission letter and ethical certificate on request to conduct research study.

Thank you and kind regards,
Reneuoe Thamae

2 Attachments

ED Permission letter - ... ' B8 2021-CSET-S0C-0... '

Mokoma, Bokang B <bokang.mokoma@stanlib.com>
tome ~

Hi
Your request has been accepted. | will be your contact person. Please do guide me from here.

Regards

Bokang Mokoma
Business Development Manager

J.PMorgan PARTNERING FORTHE
STANLIE Asset Management FUTURE OF INVESTING

ra tn caarch

& Nov 30,2021, 1:06 PM

Dec 6,2021, 10:16 AM

A = OneDrive - Pe |
Dockio
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CAUTION: This email originated from outside the organisation. Do not click links or open attachments unless you recognize the sender and know the content is safe

Good day ntate,

Reneuoe Thamae <reneuoce@gmail.com>
to bokang.mokoma ~

Morning ntate,

Thank you very much for the feedback.

Dec 6,2021,11:06 AM  T¢

Please find the link below to share with the participants relevant to to take part in the study.
The questionnaire comprised two groups of participants, being IT people and others (Operations, Consultants, Sales and Marketing, Administrators ...etc) - all people using the
computers (electronic devices) connected to the internet to perform their daily work activities.

https://docs.google.com/forms/d/1eCTmdSPTOGgcFaufjoijWn5r8kqpMxBY S5-TRKJr1n8/edit?ts=61841f5e

Thank you and kind regards,

Appendix C — Participant Information Sheet

A

uirarity
! e shica

UNISA

PARTICIPANT INFORMATION SHEET
Ethics clearance reference number. 2021/CSETISOC028
20" January 2022

Title: igating the g of
programmes on employee behavicur fowards cybersecurity compliance in financial institutions.

policy educstion, training and awareness

Dear Prospective Participant
Ny name is Rensuoe Thamae and | am doing research with Dr. H Abdullah, a Senior Lecturer
in the Department of School of Computing towards an MSc in Computing at the University of
South Afica. We are inving you o perticipate in & study ertied “Investigating the
effectiveness of cybersecurity policy education, training and awareness programmes on
employee behaviour towards cybersecurity compliance in financial sectors™.

WHAT IS THE PURPOSE OF THE STUDY?
This stady is expected to collect information that could help financial institutions conceptuslise a
framewark that will influence all mplayees comply with cybersecurity policy.

WHY AM | BEING INVITED TO PARTICIPATE?
Yeu are selectad to participate in this suney through the help of your employer because your
wark requires the use of digital devices and intemet which is deemed as relevant to the topic of
the study. You will not be efigible to complete the survey if you sre younger than 18 yesrs or
alder than 65 years. By completing this survey, you sgree that the information you provide may
be used for research purpeses, indluding dissemination through peer-reviewed publications and
conference proceedings.

WHAT IS THE NATURE OF MY PARTICIPATION IN THIS STUDY?

The study involves & semi-closed ended survey questionnaire. with the fixed list of answer
options to select from and & space to provide an eddiional response.  you choose to
participate in this survey, it will take up no more than 20 minutes of your time.

Uriversiy of South Adics
P Strmet. PAucceressk Risge. City of Tsrwane.
PO Bios 392 LAMSA CE0D Souh
Tekphone: i

CAN | WITHDRAW FROM THIS STUDY EVEN AFTER HAVING AGREED TO
PARTICIPATE?

Participating in this study is voluntary and you sre under no ocbligation fo consent to
participation. If you do decide to take part, you will be given this information sheat to keep and
be asked to sign & written consent form. You are free to withdraw st any fime and withaut giving
a reason. However, please note it will not be possible to withdraw ance you have subritted the

questionnaire

WHAT ARE THE POTENTIAL BENEFITS OF TAKING PART IN THIS STUDY?
You will not benefit from your pariicipation as an individual. however. it is envisioned that the
findings of this study will assist financial sectors in conceptualising & framework that wil
influence all emplayees comply with cybersecurity policy

ARE THERE ANY NEGATIVE CONSEQUENCES FOR ME IF | PARTICIPATE IN THE
RESEARCH PROJECT?

You will ot any negative con: by completing the survey as sharing of
canfidential information will not be required. However, should you experience any discomfort as
part of the research. communicate it with the immed The )
underiake to keep any informafion provided hersin confidential, not to let & out of our
passession and to report an the findings from the perspeciive of the participating group and not
from the perspective of an individusl.

WILL THE INFORMATION THAT | CONVEY TO THE RESEARCHER AND MY IDENTITY BE
KEPT CONFIDENTIAL?

Your name will not be recorded anywhere and na ane will be able to connect you to the answers
you give.

Your snswers msy be reviewsd by pecple respensible for making sure that research is dene
properly, including the statistician who signed the confidentiality sgreement and members of the

Resesrch Ethics Review Committee. Otherwise, recards that identify you will be available only
to peaple working on the study, unless you give permission for ather people to see the records.

A report of the study may be submitted for publicstion, but you will not be identifiable in such &
report.

HOW WILL THE RESEARCHER(S) PROTECT THE SECURITY OF DATA?

Ureversty of South, Adies

Pt S, Mucenek Risge ©
Box 392 UM
Tephone + 26 1111 Facsrr

-
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Electronic information of your snswers will be stored on & passwerd protected computer for &
minimum period of five years for academic purposes. Future use of the stored dats will be
subject to further Research Ethics Review and approval if applicable. Electronic copies will be
permanently deleted from the hard drive of the computer with a relevant software program.

Should you hsve concems sbout the way in which the resesrch hss been conducted, you may
contact < Dr H. Abdullsh> during office hours on <+27 011 870 2100, sbdulh@uniss.sc.za>
Cantact the research ethics chsirperson of the School of Computing Ethics Review Committse,
Dr. Danie Bischoff. <011471 2130, Dbischof@unisa.ac.za or SocEthics@unisa.ac.za>i you

have any ethical concems.
WILL | RECEIVE PAYMENT OR ANY INCENTIVES FOR PARTICIPATING IN THIS STUDY?

Yeu will not be reimbursed or receive sny incentives for your participation in the survey. Thank you for taking time to read this information sheet and for psrticipsting in this study.

Thank you
HAS THE STUDY RECEIVED ETHICS APPROVAL?
This study has received written approval from the Research Ethics Review Committes of the o
School of Computing, Unisa. A copy of the approval letter can be cbtained from the researcher s
if you 5o wish.

Reneuoe Thamae
HOW WILL | BE INFORMED OF THE FI TS OF THE H

If you would like to be informed of the final research findings, please contact <Reneuce
Thamae> on <+266 58 068 722. 51856387 @mylife.ac.za>. The findings are accessible for five
years for sudit purposes where after it will be permanently destroyed <electronic versions will be
permanently deleted from the hard drive of the computer and cell phone>. Should you require
any further information or want o contact the researchar sbout any aspact of this study, please
contact <+266 58 068 722, 51856387 @mylife unisa ac.za>

Appendix D — Consent Form

CONSENT TO PARTICIPATE IN THIS STUDY

l, (participant name), confirm that the person asking my consent to

take part in this research has told me about the nature, procedure, potential benefits and

anticipated inconvenience of participation.

I have read (or had explained to me) and understood the study as explained in the information
sheet.

I have had sufficient opportunity to ask questions and am prepared to participate in the study.

| understand that my participation is voluntary and that | am free to withdraw at any time without

penalty (if applicable).

I am aware that the findings of this study will be processed into a research report, journal
publications and/or conference proceedings, but that my participation will be kept confidential

unless otherwise specified.
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| agree to take part in the study.

I have received a sighed copy of the informed consent agreement.

Participant Name and Surname..............ccoooiiiiiiiiie (please print)

Participant Signature..............cooooiii Date......cooeeiiiiil.

Researcher's Name and Surname: Reneuoe Thamae

Researcher’s signature Date 06/06/2021

Consent form was however not send back by clients as they consented on the survey

first page. Screen shot is attached:
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Towards a Framework for enhancing employees' cybersecurity

policy awareness in Financial Institutions

Welcomel!

The survey intends to investigate how employees understand the role they play in complying
with cybersecurity policy in order to combat cybersecurity breaches that are likely to occur
most in the use of computer networks and systems in their organisations. You have been
chosen to participate in this study because you are an employee in the financial industry, deal
with customers and handle sensitive data using computer networks and systems.

Participating in this study is voluntary and you are free to withdraw from the study at any time
and without giving a reason before submitting your responses.

If you choose to participate in this survey, it will not take longer than 20 minutes of your time.
You will be required to be as honest as possible.

For any questions or concerns, kindly feel free to contact
The Researcher
Reneuoe Thamae

51856387@mylife.unisa.ac.za

¥ Aaree to participate in the studv.

Ok
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Appendix E — Ethical Clearance Certificate

UNISA COLLEGE OF SCIENCE,ENGINEERING AND TECHNOLOGY ETHICS
REVIEW COMMITTEE

Appendix F — Questionnaire

_

Appendix F -
Questionnaire.pdf

Towards a Framework for enhancing employees' cybersecurity

policy awareness in Financial Institutions

Welcomel!

The survey intends to investigate how employees understand the role they play in complying
with cybersecurity policy in order to combat cybersecurity breaches that are likely to occur
most in the use of computer networks and systems in their organisations. You have been
chosen to participate in this study because you are an employee in the financial industry, deal
with customers and handle sensitive data using computer networks and systems.

Participating in this study is voluntary and you are free to withdraw from the study at any time
and without giving a reason before submitting your responses.
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If you choose to participate in this survey, it will not take longer than 20 minutes of your time.
You will be required to be as honest as possible.

For any questions or concerns, kindly feel free to contact
The Researcher
Reneuoe Thamae

51856387@mylife.unisa.ac.za

[ Aaree to patticipate in the study.

0

The survey comprises of two sections which are SECTION A: PARTICIPANT
BIOGRAPHICAL DATA and SECTION B - CYBERSECURITY UNDERSTANDING

You are invited to provide responses to questions for the survey. Please note that some

guestions require a single response whilst others will allow you to enter multiple responses.

SECTION A: PARTICIPANT BIOGRAPHICAL DATA

1. Gender

" Female

7 Male

2. Age

T 18to 30
" 31to40
" 41to 50
" 51to65

{7 Above 65

3. Highest level of education

{7 Postgraduate
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{7 Undergraduate
{7 Diploma

7 High School

{7 Other (Specify) |

4. Employment status

{7 Full4ime employed
{7 Parttime employed

{7 Self employed

™ Other (Specify) |

5. Select your financial sector
" Banking
" Insurance companies
" Insurance brokers

{~ Stockbrokers

T Other (Specify)

6. How long have you been involved in the industry specified?

{7 Lessthan 1 year
7 1 to 3 years
i 4 to 5 years

{7 Over5 years

7. What is your role within the organisation?

{7 Other departments

{7 Information Technology and Information Security department

SECTION B1 — EMPLOYEES CYBERSECURITY POLICY UNDERSTANDING

Cybersecurity policy culture

1. What is your organisation state as per the listed cybersecurity policy aspects?
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Organisational Cybersecurity status Yes No Do not
know

My organisation has information security policy in place r 's 's

My organisation has a cybersecurity training and awareness 'S s s

campaign for employees.

New employees in my organisation attend induction training r r r

where information security and cybersecurity is discussed.

My organisation has reporting procedure that employees follow to r r 'S

report cybersecurity breaches/incidents.

Cybersecurity policy training

1. Have you attended cybersecurity policy training?

1 2 3
Yes No not sure
1’" i 1’"

2. With training attended, how can you rate your cybersecurity policy knowledge?

1

3

Not so good

Good

Very good

3. Do you intend to attend cybersecurity policy training to improve cybersecurity policy

awareness?
1 2 3 4 5
Definitely not Probably not Probably Probably yes Definitely yes
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Cybersecurity policy awareness

1. What is your perception with regard to the following cybersecurity policy concepts within

your organisation?

complying with cybersecurity-related policies.

1 2 3 4 5
Cybersecurity policy concepts Strongly | Disagree | Neutral | Agree | Strongly
disagree agree
| work with confidential or sensitive information e 'S 's 'e 'S
My organisation implements technical controls to r s s 's r
protect information on the organisation’s IT
systems.
| think that everyone in my organisation knows r r s 'S r
how to protect confidential information in
electronic format (e.g. on the IT systems)
| believe that everyone in my organisation wants to | ;~ r 'S r r
protect organisational information.
| think that everyone in my organisation believes ¢ 'S s 'S s
that cybersecurity policy is important.
| believe that everyone in my organisation is r e IS r 'S

Employees’ cybersecurity behaviour

1. How often did you engage in the listed specific cybersecurity policy aspects during a

6-month period?
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Behavioural aspects 0 1 2 3 4 5

Never | Very | Rarely | Occasionally | Very Daily
rarely Frequently

Sharing computer log-in 's 's 's 'S 's 's

password with friends and/

or colleagues

Sharing applications/ 'S 'S ' r s s

systems password with

friends and/ or colleagues

Using the same password r 'S r r 'S r

for multiple websites

Entering payment r 'S r r 'S r

information on unsecured

websites.

Bringing in your own USB to | ¢~ 's s 'S 's s

work in order to transfer

data onto it.

Checking that software for s s s s s s

your

smartphone/tablet/laptop/P

C is up to date.

Clicking on links contained 'S 'S 'S r 'S 'S

in unsolicited emails from

an unknown source.

Sending personal 's 's 's 's 's 's

information to strangers

over the internet.
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in an email from a trusted

friend or work colleague.

Clicking on links contained r r r r

anti-virus software, you
have installed.

Checking for updates to any | s 'S r

material from websites on
my work computer without

checking its authenticity.

Downloading data and ' e e i

information on my personal
electronic device (e.g.

smartphone/tablet/laptop).

Storing company C e i i

SECTION B2 — IT AND SECURITY PRACTITIONERS/TRAINERS: CYBERSECURITY

POLICY UNDERSTANDING

Cybersecurity policy culture

1. What should be considered in order to determine cybersecurity policy training for

employees?
1 2 3
Cybersecurity policy training checklist for employees Yes No Do not
know
Ensure that employee training on cybersecurity policy is a s e s
strategic organisational priority
Collaborate with Human Resources specialists and 1-O r r r
psychologists to generate and sustain support
Assemble an interdisciplinary team to develop e e s

comprehensive cybersecurity policy training.

174




Survey bellwether cybersecurity practices for integration

into education and training.

Establish level-specific job and cybersecurity tasks for

employees in the organisation.

Determine whether employees are currently performing

required cybersecurity tasks.

Design cybersecurity training objectives to align knowledge,

skills and attitudes with task demands.

Choose appropriate venues and methods for learning

objectives and conduct training.

Assess education and training results to gauge whether

organisation objectives are met.

Adapt education and training initiatives or shift to non-

training solutions when needed.

Cybersecurity policy education and training

1. Which of the following policy or practice areas does your company educate and train

end users? For those areas that you do not currently provide education or training,

please indicate the expected time horizon (if any) for implementation.

Time Horizon for Implementation

1 2 3 4 5 6
Policy/Practice Currently <=six |<=one |<=two | Never | Do not
implemented | months | year years know
Restricted sites and o 'S r r C r
download
Acceptable-use policy | ¢~ 'S r r C r
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Workforce mobility
security (e.g. secure
Internet connection,

VPN, safety, etiquette)

Cybersecurity
competency testing

Deception detection
training for e-mails,
web, social networking,
downloads (e.g., visual
spoofing, phishing

cues, etc.)

Password management
(e.g., change
frequency, construction
and protection

standards)

Employee departure
data security procedure

Cybersecurity education and training delivery method

1. Which of the following methods does your company use to educate and train end-users

about information security and cybersecurity policies or practices? Select all that apply.

Delivery methods

Delivery Methods

Policy/Practice

1 2 3 4 5
Conventional | Instructor led Online | Phishing N/A
(employee simulations
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newsletters,

posters

Restricted sites and
download

-

Acceptable-use policy

Workforce mobility
security (e.g. secure
Internet connection,
VPN, safety,
etiquette)

Cybersecurity
competency testing

Deception detection
training for e-mails,
web, social
networking,
downloads (e.qg.,
visual spoofing,

phishing cues, etc.)

Password
management (e.g.,
change frequency,
construction and

protection standards)

Employee departure
data security

procedure
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