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Abstract. Business-to-consumer (B2C) e-commerce websites have recently 

increased in South Africa. The extent of addressing privacy requirements in B2C 

e-commerce websites is still in its infancy in South Africa with the Protection of 

Personal Information Act which only came into effect recently. A scoping 

literature review was conducted to define a holistic set of privacy policy 

guidelines for websites. In total, 14 privacy policy guidelines for websites were 

identified to aid website owners in developing their online data privacy policies. 

The research design further included a sample of ten popular South African B2C 

e-commerce website privacy policies using an embedded single-case study 

design to illustrate the application of the guidelines and to establish the extent of 

the content of the sample of website privacy policies in terms of the proposed 

privacy policy guidelines. The findings indicated that the website privacy 

policies did not fully address the proposed guidelines. The proposed privacy 

policy guidelines for websites provide website owners with a way to assess and 

improve their privacy policy content to contribute to compliance with data 

privacy requirements and to build consumer trust. 

Keywords: privacy policy, websites, B2C, e-commerce, websites, guidelines, 

South Africa, POPIA 

1 Introduction 

Online shopping through electronic commerce (e-commerce) is widely popular in 

South Africa; it is estimated that more than half of frequent internet users in South 

Africa make purchases over the internet [1], [2]. One of the reasons for this is ever-

increasing internet growth in South Africa [2]. Each of these e-commerce websites 

should, in turn, have a website privacy policy; this is an online document that describes 

how a given company or organisation will manage, acquire, apply and distribute the 

personal data of customers [3]. The contents of a website privacy policy should comply 

with data privacy requirements, since consumers’ personal information is stored and 

processed on e-commerce websites [4]. 

The Protection of Personal Information Act (POPIA) of South Africa defines a set 

of eight conditions that serve as the basic requirements to ensure that user data privacy 
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is maintained [5]. POPIA does not explicitly list guidelines or criteria that must be 

included in a website privacy policy; but provides privacy conditions. Various studies 

have been conducted to define guidelines of criteria for website privacy policy content 

[6]–[8], however, most of these studies focus on international regulations for data 

privacy compliance, which might not always apply to a South African environment. 

Furthermore, a holistic set of guidelines are not available and different criteria or 

requirements are proposed by various studies. Therefore, it is valuable to explore the 

guidelines for website privacy policy content for South African organisations, to 

provide website owners guidance to refer to, which can aid in complying with POPIA 

and improve the protection of personal information.  

With the increase in e-commerce and the advent of POPIA, it is important, from a 

regulatory perspective, that e-commerce websites are compliant with the Act [1]. It has 

also been shown that an increase in consumer trust will lead to increased purchases on 

e-commerce websites [9]. This has been known for a long time, and privacy policies 

can be used to increase the trust level of end-users [10], [11]. For example, research by 

Eckert et al. [9] demonstrated the beneficial impact of trust on the repurchase 

probability of customers on online shopping websites. Furthermore, research conducted 

by Malapane [12] found that trust in online shopping in South Africa is vital and that 

solid regulations and policies are required to reduce the perceived risk many South 

Africans have about the online shopping e-commerce environment. Therefore, 

maintaining a high trust level between the consumer and the e-commerce website is 

essential. Research has also suggested that negatively perceived privacy concerns, such 

as the invasion of privacy experienced by consumers in the e-commerce environment, 

can lead to reduced trust levels [13]. It has also been found that consumer trust levels 

can be increased by inserting correct and accurate privacy information in a website 

privacy policy [11]. 

2 Research Problem 

POPIA provides a condition-based approach to regulating personal information 

requirements; however, there is a lack of detail provided in the Act regarding the 

application of these conditions [14]. Consequently, there are currently no distinct 

privacy policy guidelines or criteria for South African B2C e-commerce websites. This 

is concerning, as it is evident from the literature reviewed that privacy plays a vital role 

in consumer trust levels, and it has been shown that high levels of trust may lead to an 

increase in e-commerce sales [9]. A study by Aladeokin et al. [15] also found that many 

websites based in the Commonwealth countries, including South Africa, do not 

conform to the privacy compliance recommendations set out in their study. A large 

amount of research has been done on the privacy aspects that must form part of a 

website’s privacy policy [7], [8], [16]. However, these studies focus on specific 

governmental privacy policies; for example, Tesfay et al. [17] compiled a so-called 

‘PrivacyGuide’ for internet privacy policies focussed on the General Data Protection 

Regulation (GDPR), which is legislation for the European Union (EU). The use of e-

commerce is increasing in South Africa, and a study done by Steyn et al. [18] found 
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that South Africans will opt for e-commerce sites because they are convenient, but that 

the websites must guarantee the protection of personal data. Mofokeng [19] also 

showed that customer loyalty towards e-commerce websites would increase if trust for 

these websites were to increase. Privacy and the trust of consumers are directly linked 

to each other; if privacy is low, then consumer trust will also be low [13].  

3 Background 

3.1 Privacy  

Privacy is the term used to determine what level of personal information is shared with 

an organisation or any other person; it also relates to when and how this information 

will be shared [20]. The capability of individuals to control what information is shared 

is becoming increasingly important. In an age where social media and the internet are 

part of our daily lives, organisations need to understand the privacy perceptions of 

individuals if they are to maintain their trust [21]. 

3.2 The POPI Act 

POPIA was promulgated in 2013 but was implemented in South Africa only in July 

2021. The Act’s function is to aid the protection of personal data that is processed by 

public and private operators [22]. POPIA consists of eight conditions that provide 

guidance on implementing the Act; these eight conditions must be met when personal 

information is processed in South Africa [23]. If POPIA is not correctly applied, it may 

lead to imprisonment and fines being issued to the guilty party [23]. 

3.3 Privacy Policies and Consumer Privacy Concerns 

An online privacy policy informs consumers about the privacy practices implemented 

by the specific company’s website; the legislation or standards used by companies may 

vary from site to site [24]. Recently more people have become concerned about how 

their online data is being used by organisations, as the reporting on this matter has 

increased in the past few years [25]. According to Brunotte et al. [26], users feel that 

privacy policies are not always transparent on how personal information will be 

processed and used. One of the major concerns is the fact that privacy policies are 

typically lengthy documents, and many users don’t even read them. Kretschmer et al. 

[27] mention that fewer than one out of 600 people bothered to read website privacy 

policies in the year 2018. The length of a privacy policy directly impacts its significance 

[28]. Some users have suggested that they do not read privacy policies due to the 

complexity and the legal language used [29]. A study, spanning more than twenty years, 

was conducted on more than one million privacy policies by Amos et al. [30],  using 

an automated tool. It was found that privacy policies are becoming larger and more 

challenging to comprehend and lack transparency regarding third-party user details and 

technologies that track users. Reinhardt et al. [31] mention that visual representations 

of privacy policies can be used to increase the understanding and attractiveness of 

privacy policies while reducing the amount of text. 
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Another concern is that privacy policies are not always straightforward, transparent 

and easily understood. Kotal et al. [32] note that this vagueness can be found frequently 

in privacy policies. In a study done by Proctor et al. [33], it was found that even college 

students may have problems interpreting and understanding the content of website 

privacy policies. However, various steps and guidelines can be applied to increase the 

readability and usability of privacy policies [34], [35]. Privacy policies might not 

always comply with all governmental requirements, Zaeem and Barber [36] found that 

some of the websites they reviewed did not meet all the GDPR requirements. 

Furthermore, it has been found that certain websites do not follow and adhere to the 

privacy policy statements as set out on the website [37]. Evidence has emerged of 

governments in African countries requesting online personal data of users without 

following privacy norms and standards [38]. Worldwide data breaches are still 

occurring, even with the implementation of more regulations and legislation to protect 

personal data [39]. For example, a study was done during the Covid-19 pandemic on 

residents of Buffalo City Municipality in South Africa; it was found that many residents 

experienced cybercrime associated with online shopping [40]. Additionally, Mutemwa 

et al. [41] highlighted the problem of increasing cyberattacks and concerns that 

developing countries like South Africa should be dealing with threats posed by 

cyberattacks. In an analysis done by van Ooijen and Vrabec [42] it was found that 

internet governance structures like the GDPR can increase user control. It is, therefore, 

vital for privacy policies to address data privacy requirements, to be easy to 

comprehend, and to promote user control, all of which can reduce data breaches and 

user privacy concerns. 

4 Research Methodology  

4.1     Design of Literature Review 

A scoping review methodology was selected as it is explanatory and can provide 

clarification on main concepts [43], focusing on the broader coverage of the literature 

rather than the detailed depth of the literature [44], examining and mapping emerging 

evidence on a topic [45]. The PRISMA method was used in conjunction with the 

literature review, as it ensures that a systematic review is accurate and inclusive. The 

PRISMA method is based on a 27-item checklist; with guidance on each item of the 

checklist [46]. The outcome of the scoping review was the privacy guidelines. 

4.2 Databases and Search Method 

Four primary databases were selected for this study, the databases were; ACM, IEEE 

Xplore, ScienceDirect and SAGE Journals. Only English journals and conference 

papers published between 2016 and 2022 were selected to ensure that the latest privacy 

guidelines were reflected. The search terms included a combination of the following 

words and phrases: (a) “Website Privacy policy principles”; (b) “Website privacy 

policy requirements”; (c) “Website privacy policy criteria”; (d) “Elements of a website 

privacy policy”; (e) “Websites AND privacy compliance”. A total of 78 unique articles 

were found. The first screening step was to remove any duplicate articles found; this 
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was done using Mendeley. Within the initial 78 articles, Mendeley did not detect any 

duplicates. The second screening was a manual screening, where the titles and abstracts 

of the articles were examined to determine if the articles were suitable for full-text 

analysis. This was done by searching for similar keywords, as listed above. In this 

screening, 46 articles were excluded for not matching the research search terms and 

research objective, and one was excluded for not meeting the timeline requirements. 

After the second screening, only 31 articles remained, and these were selected for the 

full-text analysis. The articles chosen for the full-text analysis were carefully studied in 

the eligibility screening phase, the main inclusion criteria being that the paper should 

provide guidelines for the content of online privacy policies. The final count of articles 

to be included in the study was 11. 

4.3 Website Privacy Policy Guidelines 

The 11 articles were reviewed to compile the holistic website privacy policy guidelines, 

the results are depicted in Table 1. Some of the guideline names were adjusted to be 

more inclusive of the guidelines used in the articles. The columns with a tick indicate 

which privacy guidelines were included in each of the final 11 reviewed articles. Each 

privacy guideline was also mapped to the relevant POPIA condition. The guidelines 

are equally important, as each can be linked to at least one POPIA condition. Not one 

of the studies focuses on a research study done in a South African context, nor uses 

POPIA as a guideline. See Appendix A for a description of the proposed guidelines and 

related 24 questions that can be used to assess website privacy policy content.  
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2POPIA Condition 

(1)   √  √ √  √  √ √ 6 Condition 1 

(2) √     √      2 Condition 7 

(3) √  √ √  √   √ √  6 Condition 4 

(4) √     √   √ √ √ 5 Condition 5 

(5) √   √ √ √  √ √ √ √ 8 Condition 2 

(6) √  √ √ √ √   √ √  7 Condition 2 

(7) √  √ √  √ √ √    6 Condition 3 

(8) √  √   √  √ √   5 Condition 7 

(9)  √ √ √ √ √ √ √  √ √ 9 Condition 6 

(10)        √    1 Condition 6 

(11)  √  √  √ √  √   5 Condition 6 

(12) √  √ √  √   √  √ 6 Condition 4 

(13) √ √ √ √  √ √ √  √ √ 9 Condition 8 

(14)     √ √  √    3 Condition 6 

1Privacy Policy Guidelines: (1) Assurances, (2) Breach Notification (Accountable), (3) Cross-border Data Transfer and 

Portability, (4) Accuracy of Data, (5) Data Collection Sources and Purpose, (6) Data Processing and Consent, (7) Data 

Retention, (8) Data Security Measures, (9) Disclosure of Privacy Policy, (10) Transparency and Ease of Access, (11) 

Entity, (12) Third-Party Data Users and Disclosure of Personal Data, (13) User Control, (14) Clarity of Privacy Policy 

2POPIA: Condition 1 (Accountability), Condition 2 (Processing limitation), Condition 3 (Purpose Specification), 

Condition 4 (Further Processing Limitation), Condition 5 (Information Quality), Condition 6 (Openness), Condition 7 

(Security Safeguards), Condition 8 (Data subject participation) 

Table 1. Summary of website privacy policy guidelines 
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4.4 Research Approach 

A single-case study research methodology was chosen; case studies provide a holistic 

view of an occurrence being studied or observed [55]. This is ideal for this research, as 

it can be used to study a phenomenon linked with a real-life context, where the 

boundaries between the phenomenon and the context are not transparent or evident 

[56], [57]. The single phenomenon to be studied was whether the sample of South 

African B2C e-commerce website privacy policies include the proposed guidelines. A 

single website’s privacy policy was studied as an embedded single-case design, where 

each embedded unit of analysis represented a specific website’s different privacy 

policy. The identity of the sample websites was anonymised. Ethical clearance for this 

research was obtained from the university. The website privacy policies were 

anonymised to protect the identity and confidentiality of these organisations, in line 

with the research ethical clearance. 

4.5 Research Strategy and Sampling 

The sample size for a case study is usually small [58]. According to Lenz [59], the 

minimum sample size that can be used for a single-case study is one. Also, it is not 

typically the goal of a case study to generalise a population statistically [57], [60]. 

Therefore, when the population size chosen for a case study is small, it is not ideal to 

use random sampling techniques [60], [61]. For this reason, a non-random sampling 

technique was selected for this study. Popular B2C e-commerce websites in South 

Africa were determined by using the following search strings on an online search 

engine: (a) “top e-commerce websites South Africa”; (b) “popular e-commerce website 

South Africa”; (c) “top 10 e-commerce sites South Africa”. A combined list of 10 e-

commerce websites was selected from different search results. To justify the popularity 

of the B2C e-commerce websites selected, each website’s company was searched on 

Twitter. If the company of the specific B2C e-commerce website did not have more 

than 5 000 Twitter followers, the company was not included on the list. 

4.6 Data Analysis 

This research followed a quantitative data analysis method to assess the different 

website privacy policies. The majority of the proposed guidelines can be answered by 

“yes” or “no” questions. If a specific privacy policy guideline is not fully addressed, 

then it is regarded as not met. For example, the User Control guideline requires three 

sub-conditions to be met in the form of three questions as per Appendix A, if any sub-

condition is not met, then the privacy policy does not meet the guideline User Control. 

Two of the guidelines do not have “yes” or “no” answers. The Clarity of the Privacy 

Policy guideline focuses on the privacy policy readability level and ensures that the 

privacy policy is not too long and tedious. The readability of a privacy policy can be 

measured using a Flesch Reading Ease Score (FRES); from here, it can be determined 

whether the privacy policy is comprehensible [35], [62], [63]. The FRES system is well 

known for evaluating legal documents, and it works on a 100-point scale; the lower the 

score, the higher the difficulty level of the text. In addition, the Flesch Grade Level 

(FGL) can also be used to determine how comprehensible text is, indicating the US 
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grade-school level similarity of the text being read [63]. A study done by Srinath et al. 

[64] on more than one million English website privacy policies from more than 800 

top-level domains (TLD), found the following averages for privacy policies; (a) an 

average word length of 1410.88; (b) a FRES score of 40.32; (c) a Flesh-Kincaid Grade 

level of 14.42. For the guideline Transparency or Ease of Access, the number of 

“clicks” it takes to get to the privacy policy from the website home page will be 

recorded. The purpose of this guideline is to see how difficult it is to get to the website’s 

privacy policy from the home page, without the assistance of the cookie or consent pop-

up.  

5 Results  

Table 2 depicts the evaluation of the content of the sample of website privacy policies 

in terms of the proposed guidelines in Table 1. The first column lists the privacy 

guidelines, the next columns define the “yes” or “no” for meeting the proposed 

guidelines for each website privacy policy. 

Table 2. Data of the privacy policy guidelines evaluation 

Website Privacy Policy Guidelines  

Privacy Policies of Websites 1 -10 Total 

Yes 1 2 3 4 5 6 7 8 9 10 

Entity Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes 10 

Disclosure of Privacy Policy Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes 10 

Clarity of the Privacy Policy 

(FRES Scores) 
40.8 42.7 49.1 44.5 43.7 44.8 42.7 41.5 38.9 38.4 N/A 

Transparency or Ease of Access 

(No. of Clicks) 
1 1 1 1 1 2 2 1 N/A 2  N/A 

Data Collection Sources and 

Purpose  
Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes 10 

Data Processing and Consent No No No Yes No No Yes No No No  2 

Cross border data transfer and 

Portability  
Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes 10 

Third-Party Data Users and 

Disclosure of Personal Data 
Yes Yes No Yes No No Yes Yes Yes No  6 

User Control No No No Yes No No No Yes No No  2 

Data Security Measures Yes Yes Yes No Yes Yes No Yes Yes Yes 8 

Breach Notification (Accountable) No No No No Yes No Yes No No No  2 

Assurances Yes Yes Yes No Yes No Yes Yes Yes Yes 8 

Data Retention Yes No No Yes Yes Yes Yes Yes No Yes 7 

Accuracy of Data  No No Yes Yes Yes No No No Yes No  4 

 

For each guideline, a maximum of 10 “yes” answers are possible, as one “yes” answer 

per privacy policy is possible. Not one of the 10 websites analysed achieved a complete 

score for addressing all the guidelines. Table 3 summarises the key findings for the 

websites not meeting the guidelines. 
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Table 3. Findings for not meeting the website privacy policy guidelines 

Website privacy 

policy guidelines 
Findings for not meeting the website privacy policy guidelines 3Number  

Data Processing 

and Consent 

When accessing the website, a consent pop-up notification is available with the 

privacy policy, but the consent for data processing is not defined in the privacy 

policy. 

2 

When accessing the website, a pop-up notification is available, together with the 

privacy policy, but consent is not requested from the data subject. 
2 

When accessing the website, a pop-up notification is available together with the 

privacy policy, but consent is not requested from the data subject. Secondly, the 

privacy policy does not define consent for data processing. 

1 

No cookies or consent pop-ups when accessing the website. 1 

No cookies or consent pop-ups when accessing the website and the consent for 

data processing is not clearly defined in the privacy policy. 
2 

Third-Party Data 

Users and 

Disclosure of 

Personal Data 

The roles of the third party(s) are not discussed. 4 

User Control Data sharing and processing are not controllable by the data subject. 8 

Data Security 

Measures 

No information is provided on the security measures of third parties regarding 

data transfer. 
2 

Breach 

Notification 

(Accountable) 

No breach notification section in the policy. 3 

Steps to notify the information regulator of a breach are not mentioned. 1 

The data subject will not be notified about a data breach, the data subject must 

request this information. 
1 

The breach notification section is available, but the steps to notify the 

information regulator of a breach are not mentioned. 
3 

Assurances No details provided about POPIA or the information regulator. 2 

Data Retention 

Data retention information is provided, but the data retention period details are 

unavailable. 
2 

No data retention information is provided. 1 

Accuracy of Data 

It is not mentioned whether the privacy policy is up to date, and no “last update” 

date is provided in the policy. 
6 

3Number of privacy policies that scored “No” 

 

Table 4 analyses the guidelines Clarity of the Privacy Policy and Transparency or 

Ease of Access which could not be answered by a simple “yes” or “no answer”. The 

total word count of each privacy policy is shown, together with the FRES and FGL 

scores. To better interpret these scores and word counts, they are compared to the 

averages found in the research of Srinath et al. [64] by evaluating the percentage 

deviation from the known averages. Readable.com was used to calculate the FRES and 

FGL scores, as this is one of the most popular websites for calculating these scores [65]. 

The lower the FRES score, the higher the difficulty level of reading and understanding 

the text; hence the colour green (*) is assigned to positive deviation values (higher 

FRES scores) and orange (**) or light green (**) to negative deviation values (lower 

FRES scores). For the FGL measurement, the lower the FGL score, the lower the 

difficulty level of reading and understanding the text; hence the colour green (*) is 

assigned to negative deviation values and orange (**) or light green (**) to positive 
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deviation values. In other words, constructive results are marked with (*) and negative 

results with (**). 

Table 4. Analysis of privacy policy guidelines; Clarity of the Privacy Policy and Transparency 

or Ease of Access 

Privacy 

Policy 

FRES 

Score  

FGL 

Score  

Word 

Count  

% Deviation from 

average FRES 

score of 40.32  

[64] 

% Deviation from 

average FGL 

score of 14.42 

[64] 

% Deviation 

from average 

Word Count of 

1410.88 

[64] 

4Clicks  

1 40.8 12 2528 1.19 * -16.78 * 79.18 ** 1 

2 42.7 11.2 2424 5.9 * -22.33 * 71.81 ** 1 

3 49.1 10.9 3850 21.78 * -24.41 * 172.88 ** 1 

4 44.5 10.9 2955 10.37 * -24.41 * 109.44 ** 1 

5 43.7 10.3 2507 8.38 * -28.57 * 77.69 ** 1 

6 44.8 10 2451 11.11 * -30.65 * 73.72 ** 2 

7 42.7 10.3 5645 5.9 * -28.57 * 300.1 ** 2 

8 41.5 10.2 1565 2.93 * -29.26 * 10.92 ** 1 

9 38.9 12.4 1418 -3.52 ** -14.01 * 0.5 ** NA 

10 38.4 11.8 2915 -4.76 ** -18.17 * 106.61 ** 2 
4 Mouse clicks taken to access the privacy policy from the home page. 

 

A negative deviation value on the FGL score can be observed in Table 4 for all the 

privacy policies; this is a positive observation, as a lower FGL score means that the text 

is easier to comprehend. On the other hand, the word counts for all 10 privacy policies 

are higher than the known average. This is a negative observation, thus these values are 

coloured using orange. For the FRES score, only two privacy policies are more difficult 

to comprehend when compared to the average value of 40.32. For the Transparency or 

Ease of Access guideline, the majority of the websites, 60%, require only one click, 

and 30% of the websites require a total of two clicks to access the privacy policy from 

the website home page. One of the websites, website 9, did not have a hyperlink 

available to the privacy policy on the home page, the privacy policy was instead found 

by searching for it using a search engine. 

6  Discussion and Recommendations  

Not one of the 10 websites addressed all 14 website privacy policy guidelines as 

discussed in section 5. To address the shortcomings, recommendations are listed in 

Table . 

Table 5. Recommendations for South African e-commerce website privacy policies 

Shortcoming and Recommendation 
Not meeting the holistic privacy policy guidelines 

None of the privacy policies reviewed met all the requirements of the 14 privacy policy guidelines that 

are part of the holistic privacy policy guidelines for websites. For this reason, it would be beneficial for 

the website owners to review their privacy policies with the proposed privacy policy guidelines in 

Appendix A. 
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Shortcoming and Recommendation 
Inadequate data privacy 

The proposed guidelines are not a compliance review of POPIA but indicate that certain conditions of 

POPIA were not met.  For example, the Data Subject Participation (Condition 8), which is linked to the 

privacy policy guideline User Control. The user should be able to control who accesses their data, 

request their data to be deleted, and control who shares their data [7], [49]. Detailed information on the 

User Control guideline was rarely noticed in the website privacy policies. It is highly recommended 

that this information be added in a clear and easy-to-understand way. As discussed in subsection 3.3 of 

this research, Amos et al. [30] also found that privacy policies lack transparency concerning third-party 

user details and technologies that track users. Subsection 3.3 also discusses that companies can provide 

security and control to their consumers by implementing privacy policies based on internet governance 

procedures [42]. 

Lengthy privacy policies 

All of the 10 privacy policies reviewed, exceeded the average word count of privacy policies as 

measured by [64]. Shortening the privacy policies can encourage users to read the policies, spreading 

better awareness of the content or privacy policies. Reinhardt et al. [31] mention the possible use of 

visual representations in online privacy policies; this can make the policies more attractive and reduce 

the amount of text used in the policy. An online privacy policy’s visual and interactive interfaces can 

also be modified to increase user-friendliness, usability and reading willingness characteristics [35]. 

Comprehension and readability 

The privacy policies must be easy to understand; although the overall findings on the FRES score are 

positive, this is still a characteristic that can be improved further. For example, Micheti et al. [34] 

propose a comprehensive list of privacy policy guidelines that can be applied to policies to make them 

easier for teens and children to understand. Some of these guidelines focus on textual guidelines, such 

as avoiding double negatives, and others focus on structural and design approaches to privacy policies. 

 

A future study could benefit from a larger sample and using a random selection 

technique for the websites rather than one based on popularity, as this could increase 

the diversity of the results. A limitation of the study is that the proposed guidelines do 

not represent a compliance review of POPIA and future work would benefit by 

developing and integrating POPIA-based website privacy policy compliance 

requirements with an independent expert panel review to further expand and improve 

the proposed guidelines. 

7 Conclusion 

A holistic set of privacy policy guidelines, mapped to POPIA conditions, was proposed 

based on a scoping literature review. This consists of 14 privacy policy guidelines, with 

24 questions that website owners can use to aid in developing website privacy policy 

content. Using an embedded single-case study design, the proposed privacy policy 

guidelines were used to analyse South African B2C e-commerce website privacy 

policies in line with the guidelines. It was found that none of the website privacy 

policies fully addressed the proposed guidelines. The research provides 

recommendations to South African website owners to improve their website privacy 

policies. This will contribute to improving compliance with POPIA which, in turn, can 

also increase South African consumers’ trust levels. Future research can further validate 

the proposed website privacy policy guidelines by incorporating a compliance 

perspective from POPIA and applying it in larger samples. 
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Website 

Privacy Policy 

Guidelines 

POPIA 

mapping 

Description Questions 

Accuracy of 

Data 

Information 

Quality 

(Condition 5) 

The information set out in the privacy policy must 

be up to date, and the terms discussed in the policy 

should be accurate and true [52]. 

Q1. Is the information defined in the privacy policy 

up to date (are there any timestamps showing when 

the policy was last updated)? 

Assurances  Accountability 

(Condition 1) 

Defines the third-party laws that govern how the 

responsible party of the website manages and 
processes data and ensures that the privacy policy 

is constructive [6], [49]. 

Q2. Are the third-party laws that govern how the 

responsible party of the website manages and 
processes the data made available (are any details 

given about POPIA or the Information Regulator of 

South Africa)? 

Breach 

Notification 

Security 

Safeguards 
(Condition 7) 

 

This is the notification guarantee that the website 

provides to the data subject. If any form of data 
breach occurs, this breach must be communicated 

with the data subject. The breach will also be 

reported to the applicable authority [7], [47]. 

Q3. Will the data subject be notified if a breach of 

personal data occurs? 

Q4. Does the policy contain the steps and processes 
that will be followed if a breach occurs? 

Q5. Will the breach be reported to the appropriate 

authority?  

Clarity of the 

Privacy Policy 

Openness 

(Condition 6) 

It must be easy to comprehend and not be long and 

tedious, which may discourage users from reading 

it [37], [51]. 

Q6. Is the policy easy to comprehend and not long 

and tedious?  

The FRES and FGL scores can be calculated to 

determine if the policy is easy to comprehend. 
Readable.com can be used to determine the FRES 

score, FGL score and word count. 

Cross-border 

data transfer 
and Portability 

Further 

Processing 
Limitation 

(Condition 4) 

The user or data subject must be aware of any 

personal data or information transferred outside the 
original borders of consent [47], [50] 

Q7. Are any details given on cross-border data 

transfer? 

Data Collection 

Sources and 

Purpose 

Processing 

limitation 

(Condition 2) 

Includes the sources and purpose of collecting the 

data [47]. Only data that is essential for processing 

should be collected, and the collection volume 
should not exceed the privacy policy definitions 

[37]. 

Q8. Are the data collection sources and purposes 

defined?  

Q9. Is it defined that only the data that is essential for 

processing is collected and that the collection volume 
will not exceed the privacy policy definitions? 

Data Processing 

and Consent 

Processing 

limitation 

(Condition 2) 

Encompasses the requirements and purpose for 

data processing. The data subject must provide 

consent for any data that will be processed, and the 
type of data to be processed should be made clear 

in the privacy policy [47], [53]. 

Q10. Is consent obtained from the data subject before 

any data is processed? 

Q11. Is the type of data that will be processed made 

clear in the privacy policy? 

Data Retention Purpose 

Specification 

(Condition 3) 

Defines the data retention period of the processing 

body. The privacy policy should also provide 

details on when the data subject’s personal data 
will be deleted or removed [37]. 

Q12. Is the data retention period by the processing 

body provided?  

Q13. Are details provided on when the data subject’s 

data will be deleted or removed? 

Data Security 

Measures 

Security 

Safeguards 

(Condition 7) 

The personal information and data of the user must 

be protected and secured by the data operator. 

Personal data must also be guarded and protected 

when transferred [52]. The data operator should 
provide assurances and steps taken to protect the 

integrity of the data [49]. 

Q14. Information and data of the user must be 

protected and secured by the data operator, are 

security measures in place to protect the data? 

Q15. Personal data must also be guarded and 

protected when transferred. The data operator should 
provide assurances and steps taken to protect the 

integrity of the data. Are these steps defined?  

Disclosure of 

Privacy Policy 

Openness 

(Condition 6) 

It is vital for the privacy policy to be visible and 

openly available on the website accessed, 

informing the user of their rights [48]. 

Q16. Is the privacy policy openly available on the 

website?  

Entity Openness 

(Condition 6) 

Provides information on the website, data operator 

and processor. In addition, the website should 

provide contact details on how the data subject can 

contact them [6]. 

Q17. Information about the website, data operator and 

processor must be provided in the privacy policy, is 

this information available?  

Q18. Does the website provide contact details for the 

data subject on how to contact them? 

Transparency 

and Ease of 
Access 

Openness 

(Condition 6) 

The privacy policy should be uncomplicated to 

find on the website, and access to the privacy 
policy should not be complicated or misleading 

[37]. 
  

Q19 Is the privacy policy easily found on the website 

(access to the privacy policy should not be 
complicated or misleading)? 

This can be calculated by counting the number of 

clicks it takes to reach the website privacy policy. 

Third-Party 
Data Users and 

Disclosure of 

Personal Data 

Further 
Processing 

Limitation 

(Condition 4) 

If data is being shared or distributed with a third-
party company, the data subject should be alerted, 

and consent should be obtained [47]. The roles of 

each third-party data user must be clearly defined 

[50]. 

Q20. If data is being shared or distributed with a 
third-party company, the data subject should be 

alerted, and consent should be obtained, is this 

consent mentioned or discussed in the privacy policy?  

Q21. Are the roles of each third-party data user 

clearly defined? 

User Control Data subject 

participation 
(Condition 8) 

The data subject must be able to control who 

accesses their data [49]. Additionally, it must be 
possible for data subjects to ask for their data to be 

deleted. Finally, the sharing and processing of their 

data should be controllable [7]. 

Q22. Can the data subject control who accesses their 

data? 

Q23. Is it possible for the data subject to ask for their 
data to be deleted? 

 


