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ABSTRACT

This research study aims to examine the factors influencing responsible engagement
when interacting with online social networks (OSN) to provide the building blocks of a
conceptual governance framework addressing the paradigm shift from traditional

Corporate Transparency to the notion of Radical Transparency.

The literature review validates measuring levels of responsible OSN engagement by
surveying the frequency usage of business-friendly OSN platforms relative to social-
based OSN platforms. The research delves into behavioural science, online privacy
and ethical climate within the organisation. The literature identified three cases
namely; awareness of online behaviour, the competency levels of online privacy
literacy, and the work culture and ethical environment. The literature further identified
validated survey response scales toward gauging factors influencing responsible
levels of OSN engagement specifically; 1.) Online self-awareness accounts for the
employee’s online self-efficacy and online self-esteem using the Online Self-Efficacy
Scale (OSES) and the Rosenberg self-esteem scale (RSES), respectively, 2.) Online
privacy literacy accounting for the employee’s awareness and competency in evasive
action toward privacy and security risk using an adapted version of the online privacy
literacy scale (OPLIS), 3.) Online organisational awareness accounts for the
perception by the employees of the ethical climate within the organisation using an
online adapted ethical climate questionnaire (ECQ). In addition, observable
behavioural mediating factors were accounted for using the Security Behavioural
Intentions Scale (SeBIS), the Bergen social media addiction scale (BSMAS) and OSN
engagement habits. A qualitative study of 29 in-depth executive management
interviews was conducted and complemented with a quantitative study of N1=328
respondents from organisations in the financial and health sectors. Of the N1=328

respondents, N2=234 completed the ethical climate questionnaire (ECQ).

The qualitative and quantitative findings show that through frequency usage, OSN
usage in the business environment is directed primarily towards business
communication with limited social use. In addition, the qualitative and quantitative
studies highlight the role of online self-awareness, privacy literacy, and organisational
awareness associated with responsible OSN behaviour. However, both studies

identify the key influencing factor associated with responsible OSN engagement, that

XVi



being positive behavioural intent to exercise online security and privacy and to be

vigilant about the perils of OSN addiction.

A governance framework to mitigate exposure against reputational risk while
encouraging employees to be online brand ambassadors in both business and private
OSN engagement is recommended. Key to such a governance framework is fostering
an organisational online ethos and culture by providing training in online privacy
through a well-defined set of policies and processes while developing online self-

awareness through a code of conduct.
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CHAPTER 1 : RESEARCH INTRODUCTION

1.1 RESEARCH INTRODUCTION AND BACKGROUND

Are OSNs redefining the business landscape? To what extent are OSNSs transforming
business transparency? At what point does the individual’s right to freedom of speech
threaten the organisation's reputational risk? These are some key questions revolving

around the topic to be addressed.

111 Defining Online Social Networks

It would thus be pertinent to define what exactly is meant by the term ‘Online Social
Network’. The term Online Social Networks can be referred to as social networking
sites or social media. The following section will clarify the definition of the term Online
Social Networks for the purpose of this study which incorporates the elements from
both social networking sites and social media. References in current literature
(Heirman et al., 2016; Mwaba, Saini and Abratt, 2017; Koch, Gerber and De Klerk,
2018; Ahani and Nilashi, 2020) refer to the definition by Boyd and Ellison (2007) in the
paper that defines Social Network Sites. This seminal article identifies a social network
site (SNS) by three key elements, namely, (i) an application that is a web-based user
network enabling you as a user to construct a public or semi-public profile of yourself
as part of this network, (ii) the ability to connect to other profiles within this network,
and (iii) disclosure of a list of your connections to your connected profiles enabling

them to interconnect (Boyd and Ellison, 2007).

Obar and Wildman (2015) define social media in general as “Web 2.0” Internet-based
applications. Obar and Wildman emphasise user-driven content and interaction as a
crucial element of social media in keeping with the Boyd and Ellison characterisation
fundamentals. The term online social networks is often used as a more comprehensive
definition that encompasses all Web 2.0 applications that facilitate users to create and
communicate content by sharing with other users from a user or group profiles
(Bouadjenek, Hacid and Bouzeghoub, 2016; Penni, 2017; Soga et al., 2020).

For this research, OSNs is referred to as Web 2.0-based applications that are used on
computing devices connected to the Internet, facilitating the connection and interaction

of user-generated content by individual users or groups that are represented by user



profiles (Adibi and Okocha, 2019; Vagianos and Zafiropoulos, 2021). An OSN is a
configuration of connected social human interactions using a mobile or web application
(Obar and Wildman, 2015).

The introduction of OSNs, often called social media or Social Networking Sites (SNS),
has radically and forever changed how we as humans communicate in the last three
decades. The emergence of OSNs has redefined the nature of internal business
communication interaction of stakeholders and external communication between

organisations, clients, suppliers, and the general public.

This has created a new paradigm in interactive communication that has changed the
rules of communication engagement. All communication is now recorded, leaving it
exposed, only to be activated by the send button, potentially reaching an array of
communities of recipients. These recipients, in turn, can similarly resend or forward
this message to other communities, which can proliferate to reach an exponentially
growing number of recipients in minutes. This results in what can be defined as radical
transparency. This study is paramount to the awareness of the potential reach and the
associated unintended potential harm that a single send activation may have caused.
This awareness is a critical factor in behaviour towards responsible engagement when

using OSNSs.

This study aims to identify factors that make the employee aware of the notion of
radical transparency and how such factors influence the employees’ propensity to act

responsibly when engaging in OSNSs.

1.1.2 Current Use of OSNs

OSNs have become an integral part of the modern-day culture in communication,
whether on a personal, social group or business level. OSNs increasingly represent
our personal identity within all our social and business circles and society en masse
(Clark, Algoe and Green, 2018; Heidari, Salimi and Mehrvarz, 2020). Following the
current trend of OSNSs, in future years, any individual, group or organisation that does
not have an OSN profile may be deemed to be non-existent and beyond the confines
of community social networks (Wang et al., 2016; Gould and Nazarian, 2018; Tan et
al., 2018). When considering communication by an individual employee within the
organisation, OSNs are a communication medium that can enable them to connect

with other users in the following three broad categories, namely:



* Personal social communication.
+ Business communication.

* Receiving and broadcasting news and “Going viral”.

1.1.3 Personal social communication

On a personal level, users may think of connecting with old friends and sharing
photographs and information. Such a connection is predominantly the social sharing
of relevant information. On this level, it has more to do with the broadcast of the
personal well-being and events associated with oneself, your friends and your family.
This type of communication often varies depending on the user’s appetite to share life
events and to be viewed across this medium. Some may share accounts of detailed
events, such as having partaken in a sporting event (Prado-Gasco et al., 2017) or
social activities, such as uploading images of themselves with friends detailing a food
dish or a cocktail ordered whilst dining (Mendini, Pizzetti and Peter, 2019). Others may
share notable events, such as the birth of a child. Some may share a noteworthy
achievement of a family member or friend (Humphreys, 2018). Then some regularly
log on to their user profile to share a birthday wish of another or a ‘like’ of an event or
opinion announced by a connection. A recent study alludes to how moral emotions

expressed using OSNs in a social context lead to moral contagion (Brady et al., 2017).

114 Business communication

As a business tool, OSNs enable a fast, economical and effective way of directly
interacting with potentially just under half the world’'s population as of 2020
(Tankovska, 2021b). OSN engagement facilitates increased brand awareness,
measured through current and potential customers (Quesenberry and Coolsen, 2019).
Engagement with OSNs can be a gateway to increased website traffic. Brands and
organisations can partner with influencers, enhancing product reputation and boosting
sales (Arora et al., 2019; Campbell and Farrell, 2020). The reach of OSNs can assist

with reputation management and crisis communication.

The uptake of users on OSNs has forced companies to allocate resources that
enhance their social media footprint. For example, in March 2012, AllFacebook.com
ranked Coca-Cola as the most popular company on Facebook, with 41 million likes

(AllFacebook.com, 2015). In 2021 Samsung, ranked seventh as the most popular



brand worldwide in 2020 by Forbes (Swant, 2020), took the number one spot on
Facebook with close to 160 million followers. Coca-Cola follows this in second place,

with more than 105 million Facebook followers in 2021 (Tankovska, 2021a).

In addition to assessing online consumer popularity, the OSN provides a media
platform where a company’s employees, business partners, competitors and
customers can comment on how and what they buy. These stakeholders can also
express their thoughts concerning the company. This is where OSNs become a
platform that essentially blends personal communication, business interaction, news

feeds and updates.

1.1.5 Receiving and broadcasting news and “Going viral.”

It is about sharing news and political views by sharing topical articles, images, satire,
and videos from a political perspective. According to a 2020 survey of adults by
Statista in South Africa, Kenya, Argentina, Chile, Greece and Bulgaria, more than 70%
of adults get their local and world news from OSNSs. This was evident in the role OSN
platforms played in the Fees Must Fall (#FMF) movement in South Africa which was
initiated at the University of the Witwatersrand (Wits), going viral spreading rapidly to
other universities and colleges throughout South Africa (Daniels, 2016). This is in
contrast to the less than 40% of adults in more affluent European countries such as
the UK, Germany and France who may use OSNs for local and world news (Watson,
2020). In a Pew Research Centre survey, 86% of Americans use mobile digital devices
to get their news from OSNs (Shearer, 2021). The power of this medium has become
evident; for example, when a video clip of an incident such as road rage, a physical
altercation or a political protest is shared, it may go viral within seconds. “It's gone
viral” is a phrase that has now been integrated into our daily vocabulary and has
become a key indicator of the success of a news article or advertising campaign
(Himelboim and Golan, 2019; Jenkins and Nielsen, 2020). When navigating the social
norms and practices within social networks, one realises all too soon that by simply
clicking on a ‘like’ or ‘share’ symbol on a post, whether it be a photograph, video clip
or article, one is participating in the spread of a viral commentary. Within a split second,
not only depending on the OSN, your opinion could be broadcast to the entire reach
of your extended social network but may also be permanently recorded on the OSN

used. The expression of moral emotions on OSNs such as Twitter by influential



persons, whether business or political, on threads of a social movement often go
quickly viral (Brady et al., 2017). This was evident in the financial sector when the
Standard Bank economist Chris Hart was accused of an alleged ‘racist’ tweet which
went viral and became a major trending social media topic (BusinessTech, 2016). A
tweet by a healthcare professional from Cape Town allegedly advising on breast-
feeding went viral creating controversy in the healthcare sector prompting the need for

social media guidelines for health practitioners (Noakes, 2017).

1.1.6 Radical Transparency

This power of immediate dissemination not only lends itself to transparency but forces
its hand to the notion of radical transparency accurately described in the Naked
Corporation: How the Age of Transparency Will Revolutionize Business (Tapscott and
Ticoll, 2012), where transparency within OSNs is now being redefined as Radical
Transparency (Heemsbergen, 2016; Beal and Strauss, 2008; Tapscott and Williams,
2013). For the purpose of this study radical transparency is defined as the
transformation from controlled transparency to the self-enabling viral nature of
information dissemination facilitated through the open structure of OSNs, where direct
messaging can instantaneously be broadcast to a broad audience (Pino and Zafra,
2019). Radical transparency provides greater insight into the ethics and values of an
organisation and the conduct of a business relating to its stakeholders, both good and
bad. Not only can OSNs help us see how a business positions its products and
services, but we can now also see how a company treats its employees, partners and

suppliers, customers, competitors and even countries.

The notion of radical transparency has not been formally or scientifically defined but
has emerged from blogs and other OSNs (Baraibar, 2013). Radical transparency
allows modern organisations to enter into a direct continuing discourse with their
customers, employees and other stakeholders through technologies such as OSNs
(Pino and Zafra, 2019).

1.1.7 The Need for an OSN Governance Framework

An in-depth analysis of the findings of 132 papers from selected information systems
journals between 1997 and 2017 discussing and exploring the risks and benefits of

OSNs found that only five studies between 2010 and 2016 examined the governance



of transparency in public administration and political contexts, warning that
policymakers from the organisation are advised to include external stakeholder in the

development of an OSN governance framework (Kapoor et al., 2018).

The impact of this social phenomenon necessitates establishing the pitfalls and
vulnerabilities to the modern-day organisation through engagement with OSNSs.
Numerous studies in the form of quantitating and qualitative research that has been
undertaken in Germany and Australia have revealed the concern from shareholders
and other stakeholders about the control by an organisation of all stakeholders, in
particular, employee-customer OSN engagement without any form of validation,
guidance or approval from the organisation (Macnhamara and Zerfass, 2012). In
addition, studies have shown that employees find the terms of service and privacy
policies of OSNs overwhelming and too lengthy to bother with (Oeldorf-Hirsch and
Obar, 2019). This translates into a loss of control of the organisations’ public
communication. This has created an immense challenge regarding governance for
any organisation trying to regulate and control the engagement across all OSNs
(Zerfass, Fink and Linke, 2011). From an African perspective however, a recent
empirical study found that the penetration of the OSN platform Facebook is associated

with a positive effect on governance dynamics (Asongu and Odhiambo, 2019).

1.1.8 Ethical Climate

The ethical behaviour of the stakeholder, particularly the employee, is determined by
the organisation's ethical climate (Teresi et al., 2019). The notion of ethical climate
was initially introduced by Schneider (1975:474) as an unchanging, psychologically
meaningful, and shared perception employees embrace concerning their
organisation's ethical procedures and policies (Schneider, 1975). In 1987 Victor and
Cullen introduced the term ‘ethical climate’, which they described as the operational
environment in which the employees within the organisation consider acceptable or

unacceptable regarding behaviour while in the workplace (Victor and Cullen, 1988).

A culture that provides employees with a physical, moral code in the shape of a code
of conduct relates to the types of decisions and behaviours that are considered to be
acceptable or not. Failing to adhere to acceptable conduct could be considered to be
unethical. Increased awareness of questionable practices in the workplace was further

developed with the idea of employee social identity adherence. Companies would
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deem acceptable behaviour through the notion of additional support and reward for

ethically superior behaviour (Guerci et al., 2015; Pagliaro et al., 2018).

1.1.9 Ethical Climate versus Ethical Culture

Ethical climate is the shared awareness of what is morally acceptable in the
organisation, translating to what constitutes ethical or unethical behaviour (Chouaib
and Zaddem, 2013). Ethical culture is the shared awareness of how the organisation’s
work environment is set or enabled to comply with what constitutes unethical and
ethical behaviour (Trevifio and Brown, 2004). Whereas ethical climate may be seen
as more of what is fundamental to the underlying ethics within the organisation, ethical
culture may be seen as ethically technically practical, thus a more pragmatic approach
(Kaptein, 2020). This research aims not to debate the nuances of ethical climate
versus ethical culture as a construct and refer to ethical climate as a reflection of the
organisational awareness of expected conduct for ethically responsible behaviour.
Elements of this research will invariably cross the contentious divide between what
scholars may define as ethical climate or ethical culture and will, for the purposes of

this research, the two terms are used interchangeably.

When evaluating the organisation’s ethical climate as a reflection of the organisation’s
workplace culture concerning business transparency when engaging with OSNs
(Capriotti, Zeler and Camilleri, 2021), we need to explore the diversity of work culture
and ethics of the different generations in developing a governance framework as a

guide to OSN engagement (Hess, 2019).

1.2 THE PROBLEM STATEMENT

The last decade has seen forced a paradigm shift in traditional Corporate
Transparency to the emergence of the notion of Radical Transparency through the
engagement of online social network platforms (OSNSs). This radical departure has left
the organisation’s communication channels, traditionally controlled by marketing and
public relations, now potentially open to every employee's voice with an online social
network profile. Irresponsible indifferent or malicious online behaviour, whether it be
intended or unintended leave the nature of OSNs open to security and confidentiality
breaches that may result in both reputational risk and litigation. This highlights a

theoretical gap for the need to explore and identify factors currently being researched



such as an online awareness in self-efficacy and self-esteem, in both a personal and
organisational capacity, and a lack of familiarity with online privacy (Masur, Teutsch
and Dienlin, 2018). This leads to online engagement vulnerable to factors such as a
lack of vigilance, indifference and addiction (Zivnhuska et al., 2019b; Andreassen,
Pallesen and Griffiths, 2017; Osatuyi and Turel, 2018a). This further underlines a gap
for the practical need to incorporate factors that influence online behaviour to promote
a work culture of responsible engagement, as part of the policies and procedures of a
conceptual governance framework as guidance to address the exposure echoed in

the literature by the idea of a ‘loss of control.

1.3 THE AIM

The research assesses the levels of loss of control reported in the literature through
having determined the levels of responsible behaviour by the stakeholder when
engaging with OSNs. The research analyses and assesses the influence of critical
factors regarding online self-awareness, online behaviour, online privacy literacy and
work culture reflected in the organisation’s ethical climate. This assessment acts as a
foundation of the key elements considered in the development of a governance

framework for responsible OSN engagement within the organisation.
14 RESEARCH OBJECTIVES

1.4.1 Primary Objective

To research and establish the factors to develop a conceptual governance framework
as part of the work culture reflected in the organisation’s ethical climate to promotes
responsible OSN engagement by employees of an organisation where the protection
of consumer data is a critical privacy imperative, to mitigate the perceived loss of

control through the notion of radical transparency.

The objectives of the research study would be:

1.4.2 Theoretical Objectives

1) To critically review the literature to explore what is understood by the notion of
radical transparency relating to OSNs and to identify behavioural factors

influencing organisations' responsible and abusive OSN engagement.



1.4.3
2)

3)

4)

5)

6)

7

8)

9)

1.5

1.5.1

Empirical Objectives

Explore the perceptions of behaviour and adherence to current governance,
policies and guidelines of employee OSN engagement in the selected
industries through a series of interviews of executive management from
selected industries.

To gauge the opinions and perceptions of a sample of employees from selected
industries towards factors that influence responsible behaviour when engaging
in OSNs.

To gauge employees' levels of awareness towards psychological and external
factors affected by manipulated impulsive behaviour, habits, and OSN addiction
on responsible OSN engagement.

To gauge the perceived effect of individual employees’ online privacy literacy
and security intentions on responsible OSN engagement.

To gauge the perceived influence of the employees' awareness of the ethical
climate within the organisation on responsible OSN engagement.

To develop a conceptual governance framework for responsible engagement
on OSNSs.

To provide the groundwork for further research into the factors influencing OSN
engagement.

To present recommendations that may contribute towards higher levels of

responsible engagement within organisations.
THE RESEARCH QUESTIONS

Prevailing Question

What influencing factors when engaging on OSNs, form the foundation in developing

a conceptual governance framework, that promotes responsible behaviour reflected

in the organisation’s ethical climate to mitigate the notion of radical transparency?

1.5.2

1)

Specific Research Questions

What are factors that have been researched that influence responsible and

abusive OSN engagement within the organisation?

2) What are the opinions and perceptions of the executive management in the

selected industries on responsible OSN engagement and adherence to current
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government policies and procedures?

3) To what degree does each influencing factor identify and promote responsible
OSN engagement?

4) To what degree does the level of the individual employee’s online privacy
literacy and security intentions influence responsible OSN engagement?

5) To what degree does the level of awareness of psychological and external
factors such as purposely manipulated impulsive behaviour by OSN
organisations, habits and OSN addiction influence responsible OSN
engagement?

6) To what degree does the employee’s awareness of the ethical climate within
the organisation influence responsible OSN engagement?

7) How are the factors that influence and promote responsible OSN engagement
reflected in the ethical climate of the selected organisations?

8) What recommendations should be made to the organisations for responsible

OSN engagement?

1.6 MOTIVATION FOR THE RESEARCH UNDERTAKEN

The researcher has been an information technologist in the financial services and
healthcare sectors. Client and transactional information confidentiality and privacy are
part of the organisation's foundation as a business concern. As part of the X-
Generation, the onset of OSNs raises a severe concern for the researcher regarding
reputational risk exposure vulnerable to the fragility of both reckless unintended or
intended information dissemination through the irresponsible engagement of OSNs
within an organisation. Insight gained in researching these sectors where the need for
protecting client and patient privacy and confidentiality is critical should apply to
organisations and institutions in any other sectors that need to maintain privacy and
confidentiality. This study will often refer to the two selected sectors when referring to
the findings. The study is not concerned with the disparate business functions of these
sectors. The study is concerned, with the need for privacy and confidentiality of clients
and patients as a minimum benchmark (Ferlito and Mametja, 2021). The findings and
the development of a conceptual governance framework can be generalised to other

appropriate sectors.

10



1.6.1 Need for the Study

The adoption and integration of the radical paradigm shift of the OSN technological
platform in our everyday lives may already seem familiar to most of us. However, much
of our social and business structure is still based on traditional western social norms
and values regarding communication where the use of lean media is still regard as
more effective than rich media (Ishii, Lyons and Carr, 2019). Where the use of lean
media emulates personal communication that was once restricted within your physical
personal social network, it has now expanded to that of broadcast communication,
where all communication is interweaved and shared within other disparate social
networks and accurately recorded on the world wide web (Friemel and Bixler, 2018).
This leaves our traditional habits and norms of communication vulnerable to the
scrutiny of any one person connected to the global interconnectivity of OSNs
(Carlsson, 2019). This has already led to extensive research on the effect that OSNs
have on personal, professional, academic, political, and business and health services
communication (Anstey Watkins et al., 2018; Kahne and Bowyer, 2018; Negriff and
Valente, 2018; Yu et al., 2020).

From a corporate governance perspective, control of the consequences above, where
the immediate and intensive interactive nature of OSNs has created a more complex
risk profile, is categorised in academic literature with the use of phrases such as “Loss
of control” and “Out of control” (Linke and Zerfass, 2013a; Macnamara et al., 2016;
Williams and Hausman, 2017). Control of communication exchange and information
dissemination, whether organisational or private, as representation from the employee
or any stakeholder shifts from being predominantly controlled by a formal PR function
potentially to that of an individual stakeholder engaging with any OSN. This leaves the
employee or any organisation stakeholder potentially accountable as a custodian of
company information that may be exchanged when engaging on OSNs. Furthermore,
the employee is seen as a representative of the organisation whenever they engage

in an OSN, whether for organisational or private reasons.

Due to social media’s highly interactive, uncontrollable, complex nature, today’s
organisations are continually facing emerging new risks regarding a) the content
disseminated both organisational and private, b) transgressing compliance and legal

regulations (Uhunoma and Asekhauno, 2021), and c) reputational risk attained by
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threatening the perception and image of the organisation or institution (Williams and
Hausman, 2017; Roy et al., 2020).

Being accountable to the organisation whilst engaging in OSNs necessitates
appropriate behaviour regarding controlling the content exchanged and being
accountable for the privacy settings on the OSN (Crossler and Bélanger, 2019). The
ethical climate of the organisations reflects the behaviour of employees in an
organisation. An organisation's ethical climate is upheld by a mutual adoption of
morally responsible behaviour between peers that uphold the organisation’s ethos and
ultimately serve as a control mechanism when engaging in OSNs (Blome and Paulraj,
2013; Chouaib and Zaddem, 2013; Pagliaro et al., 2018). Ethical climate, however,
reflects work culture and does not account for behavioural traits driven by external
influences and interventions beyond the workplace. Factors such as privacy invasion
and habit-forming manipulation techniques employed by the organisations that own
the OSNs need to be surveyed, observed and explored. Personal and social
influences include self-esteem, self-efficacy, and the propensity toward habit-forming
addictions. Knowledge and awareness of these factors, particularly understanding the
importance of protecting oneself regarding privacy settings, are key to responsible
engagement on OSNSs. Extensive research of the literature on how OSN organisations
use behavioural science for their monetary benefit and the effect that self-knowledge,
self-concept and self-awareness play in OSN engagement needs to be conducted to
understand how to drive a work culture that guides the employee toward responsible

behaviour.

The shift to online representation of the organisational image through either formal or
casual engagement on OSNs depends on the responsible usage of OSNs. There is
thus a need to explore the dependency of the responsible use of OSN engagement
by each employee or stakeholder associated with the organisation, which is what this
study undertakes. The interactive nature of OSN communication between primary
stakeholders (employees) and secondary stakeholders (customers or suppliers)
should prompt this study to consider all stakeholders, whether they be primary or
secondary. The key focus of this study is the primary stakeholder as a direct
representative of the organisation whose perceptions and behaviour are assessed.
Crucial to such exploration are employees' perceptions of the use of OSNs and the

actual use and habits when engaging in OSNs (Nyangeni, Du Rand and Van Rooyen,
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2015). This dependency on responsible OSN engagement needs to be addressed as
part of the organisation’s governance framework (Sievert and Scholz, 2017,

Helberger, Pierson and Poell, 2018).

1.6.2 Scholarly contribution

This study explores the possible factors that influence and are associated with the
behavioural traits of OSN engagement, both in the work environment and private life.
The study identifies these factors in terms of constructs that can be observed using
validated scales that, if needed, can be adapted. This study gauges the identified
factors influencing behaviour towards responsible OSN engagement. The qualitative
and quantitative findings show that OSN usage in the business environment is directed
primarily towards business communication with limited social use. The research
revealed the importance that higher levels of online self-awareness, online privacy
literacy, and online organisational awareness are associated responsible OSN

behaviour.

The study contributes by identifying the key factor influencing associated with
responsible OSN engagement, that being positive behavioural intent to exercise online

security and privacy and to be vigilant about the perils of OSN addiction.

In light of the findings, the study recommends a governance framework to encourage
responsible behavioural intent when engaging with others on OSN platforms. The
framework should include an awareness and training programme promoting an online
ethos and culture, online self-awareness and online privacy and security competency.
The organisations selected for this study adhere to the benchmark of professional

standards and norms concerning business transparency, privacy and confidentiality.

1.7 THESIS CHAPTER OUTLINE

1.71 Chapter 1 Research Introduction

This chapter introduces research that was done. Defining OSNs and the use thereof
is introduced. This is followed by introducing two key concepts in OSN engagement:
business and radical transparency and OSN governance and associated legal
framework. Key to this chapter is the problem statement research questions with the

aims and objectives. The researcher presents an outline of the research and research
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methodology conducted to address the problem statement, research questions, aims

and objectives.

1.7.2 Chapter 2: Literature Review

The literature review explores the business concepts in the research question, namely,
radical transparency and governance and ethical climate in the context of OSNs in
detail. In addition, the literature review examines key factors that influence the

behaviour of OSN engagement, namely:

» the generation the user has been born into,

* behavioural science and the psychological vulnerabilities of the user,

* measures to ensure communication privacy and trust when engaging with
OSNs; and

» the user's awareness of the organisation's ethical climate reflects how to
navigate ethical issues resulting in what would be deemed the correct and

responsible behaviour whilst engaging on OSNs.

1.7.3 Chapter 3: Research Methodology

A mixed research methods approach through both qualitative and quantitative
methods (Babbie, Wagner Ill and Zaino, 2015; Creswell and Creswell, 2018;
Saunders, Lewis and Thornhill, 2019) is used to collect both qualitative and
guantitative data. A deductive approach to the research is adopted, with prior
knowledge and theory underlying the research. The reason for a convergent mixed-
methods approach is to gain an integrated, holistic view of OSN engagement within
the organisation (Plano Clark, 2019). From a company management's top-down
organisational hierarchy perspective, phenomenological qualitative methods are
employed to understand the perceptions and experiences. A quantitative research
method determines OSN engagement regarding actual usage, behavioural awareness
concerning user privacy settings, self-efficacy, and the perceptions of organisational
behavioural disposition when engaging with OSNs. A bottom-up approach using all
employees, including management, is employed. Finally, a merging analysis will
interrelate the quantitative results with the quantitative insights and perspectives in the

form of a suggested governance framework.
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1.7.3.1 The Selected Industries, Target Populat ion, Sample and Unit of
Analysis

The industries selected are the financial and healthcare sectors since the researcher
has work experience as an IT specialist and has experience predominantly in the
financial and healthcare sectors in South Africa. The researcher intends to use a
purposeful convenience sample where the target population is the entire workforce
within the selected organisations, comprising approximately 2000 employees. The unit
of analysis is the stakeholder that works and is representative of the organisation, from

executive management to all employees, including casual or contract workers.

1.7.4 Chapter 4: Findings

This chapter discusses the findings from both qualitative and quantitative research. A
comprehensive explanation of the methods and software tools used to dissect and

evaluate the findings to a meaningful result is presented.

1.7.5 Chapter 5: Discussion, Conclusion with, Recommendat ions for

Further Research

This chapter further analyses the meaning, importance, and relevance of the findings
in terms of the research objectives and the context of the literature review. This chapter
provides a conclusion to the interpretation of the findings culminating in the
foundations of a governance framework for responsible OSN engagement. This

chapter ends with recommendations for further research.

1.7.6 Annexures

An annexure will contain the quantitative research instrument used in this study.

1.7.7 Ethical Clearance

Besides being a non-negotiable requirement for university research, the nature and
sensitivity of the conducted research in this study make ethical clearance of paramount
importance. Therefore, this chapter addresses all possible precautions undertaken to
conduct the research ethically while maximizing the value of the contribution while

minimizing any possible risk of harm.
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CHAPTER 2 : LITERATURE REVIEW

2.1 OVERVIEW

Chapter 1 introduces the subject matter fundamental to this research and defines what
is referred to in this research as OSNs and the characteristics of current usage. Key
concepts in the title, problem statement and research questions are briefly introduced.
The literature attests to subject matter that is not only complex but rapidly evolving
daily. Unravelling a social phenomenon's social adoption and technological
complexities and redefining how we as humans interact within a couple of decades
are bound to be convoluted, navigating through social, psychological, behavioural,
technological, and ethical business elements. To assist in navigation, the researcher
uses a graphical map to tie up the various elements, see Figure 2.1. In achieving the
first research objective, namely, critically reviewing the literature to identify factors that
influence responsible and abusive OSN engagement within the organisation, the

literature follows three general themes.

Theme one briefly restates the definition of OSNs used in this study and then
discusses the current general usage of OSNs. This will then be followed by the specific

use of media information through OSNs globally and in South Africa.

Theme two explores the research concepts introduced in chapter one with an in-depth

discussion leading to the idea of ethical work culture of responsible engagement.

Theme three investigates the factors that influence OSN engagement. The literature
review first looks at the influence of generation and identifies and discusses three key
factors influencing responsible engagement. First, the psychological impact and
behavioural science lead to the derivation of the construct of online self-awareness as
an influencing factor. Second is text and rich media communication privacy and trust
leading to the derivation of the construct of online privacy literacy as an influencing
factor. The third is the organisation's ethical climate leading to the derivation of the

construct of online organisational awareness as an influencing factor.
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2.2 THEME ONE: ENGAGING WITH OSN PLATFORMS

Engaging with OSNs allows individuals or groups of individuals to communicate in an
online community. Conversation are conducted on individual OSN platforms such as
Twitter, Facebook, WhatsApp, Instagram, and LinkedIn, or using email. OSN platforms
allows businesses to remain in constant contact with the ecosphere of an organisation
such as suppliers, distributors, customers, competitors, government agencies,

environmental lobbyists and other relevant stakeholders.

221 Defining Online Social Networks (OSNSs)

OSNs use the Internet Web 2.0 technology platform to enable connections that can
be referred to as “Links” that facilitate the interaction of individuals, both informal and
formal groups such as a family, circles of friends, clubs or organisations that can be
referred to as “Nodes.” These Nodes and Links form social structures called online

social networks, where the nodes can stay connected.

As discussed in the introduction, the literature consistently refers to three
characteristics defined by Boyd and Ellison (2007) to categorise a social media

platform as a Social Networking Site (SNS), namely:

* Being able to define a User Profile.
» Being able to “Friend” or connect to other user profiles.

» Disclosure of your friends or connections to connected user profiles.

In keeping with the Boyd and Ellison characterisation fundamentals, Obar and
Wildman (2015) emphasises that user-driven content and interaction is a crucial
elements of OSNs when using a mobile or web app for social and business interactions
(Soga et al., 2020). The prominent South African and worldwide OSNs with their user

sizes are found in Figure 2.2 and Figure 2.4.

222 Online Social Network Usage

For this research, the OSNSs selected are based on South African and worldwide OSN
usage, as shown in Figure 2.2, Figure 2.3 and Figure 2.4. From a geographical and

user perspective, Facebook dominates the globe; see Figure 2.5.
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Figure 2.2. Online Social Network Usage in South Af  rica 2016 — 2018
Figures represent survey-based data of self-reported activity
Source: (We are Social and Hootsuite, 2016; We Are Social and Hootsuite, 2017;
We Are Social and Hootsuite., 2018).
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Figure 2.3. Online Social Network Usage in South Af  rica 2019 — 2021

Figures represent percentage of users that use each platform

Source: (We are Social and Hootsuite, 2019; We Are Social and Hootsuite, 2020;
We Are Social and Hootsuite., 2021)
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Figure 2.4. Online Social Network Usage World Wide 2017 — 2020.
Source: (We Are Social and Hootsuite, 2017, 2018, 2019, 2020).
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Figure 2.5. World Map of online social networks as of January 2019.

Source: (Cosenza, Alexa and Similarweb.com, 2019).

2.2.3 OSNs as a Media of Information

Communication using an OSN can take the form of two types of messages. The first

is a private message, equivalent to texting (SMS) or instant messaging (IM) directly
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from one user to another user, where the content of the message is kept between the
message sender and message recipient. This type of communication may be
equivalent to direct face-to-face communication between two people or in the form of

a private written letter or email between two people (Nguyen et al., 2022).

The second form of the message is a group message or broadcast to a defined group
of user profiles or self-declared followers of a user profile. Users of such a group can
interact in what is referred to as a group chat. Creating a group of user profiles is a
key distinguishing characteristic of an OSN. This type of messaging system
differentiates between a peer-to-peer messaging system and a group or forum chat

messaging system of an OSN (Kaufmann and Peil, 2020).

The instant real-time Mobile Instant Messaging (mIM) protocol, as a low-cost
technological platform, has become a key factor in collaborative and information
exchange communication within the organisation, both on an individual and group
level, changing the way we exchange information and communicate (Ogara, Koh and
Prybutok, 2014; Yuan and Wu, 2020).

Since its introduction in 1992, although surpassed by mIM generating 50 billion
messages a day, SMS still generated 21 billion messages a day in 2014 (Deloitte,
2014). In comparison, six years later, in 2020, the following estimates were derived
from the various constantly changing sources of commercial statistical data such as
Statista, ‘Hootsuite and We Are Social and others. As of October 2020, globally, 79%
of employees used a mobile messaging platform such as SMS or mIM to communicate
with other employees at least once a week (Kemp, 2020). As of January 2019, 41
million mIM messages were sent per minute, equating to 59 billion per day, an increase
of 18% since 2014 (Clement, 2019). Text messaging using the SMS platform was
approximately 16 million per minute, equating to 23 billion per day and an increase of
10% since 2014 (Morreale, 2017; Dobrilova, 2020; Domo, 2020). The global

distribution of text messaging is illustrated in Figure 2.6.
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Figure 2.6 Distribution of Messaging OSNs as of Jan  uary 2019

Note: Numbers in parentheses represent the number of countries/territories
messaging app is ranked top.

Source: (C. Smith, 2019; Clement, 2019b; Jessica Clement, 2020a; We Are Social
and Hootsuite, 2019).

From a usability perspective, mIM apps merge text messaging and mobile social
networks. This can be attributed to the proliferation of smartphones that boast ‘Over
the Top (OTT) mIM apps that stream media of the Web 2.0 platform, where apps such
as Facebook Messenger and WhatsApp are popular in the Western World WeChat in
China, see Figure 2.6. As of August 2020, there are close to 42 million messages
shared by WhatsApp users alone (Clement, 2020). These OTT messaging apps,
particularly WhatsApp, Facebook-Messenger, WeChat and Line, carry the key
features of an OSN as defined by Boyd and Ellison (2007).

Within the context of the defined criteria in this research, WhatsApp falls into the
category of an OSN. Whether it be classified as messaging media or social media, or
an OSN, WhatsApp is becoming the prominent mIM app used for messaging text and
exchanging social multimedia content and has been seen to be increasing work
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performance through the exchange of information, planning and coordination
throughout the world (Fiadino et al., 2015; Terkan and Celebi, 2020)

2.3 THEME TWO: KEY CONCEPTS OF THIS STUDY

The research question concerns three key business management concepts regarding
behavioural intentions toward responsible OSN engagement. These are the
management of responsible OSN engagement through appropriate governance and
the organisation’s legal framework to help eliminate the threat of the notion of radical
transparency when practising business transparency. A brief introduction of each

concept follows.

2.3.1 Radical Transparency

Business transparency is a key foundation of business ethics (Shum et al., 2019) and
prevents corrupt behaviour (Bertot, Jaeger and Grimes, 2012). As defined in the
introduction, the transformation to radical transparency is associated with transforming
the self-enabling viral nature of information dissemination (Pino and Zafra, 2019). The
facility of OSNs that enables immediate direct messaging that can instantly be
transformed into broadcast messaging makes further business analysis and radical

transparency relevant to this study.

2.3.2 OSN Governance and Legal Framework

On the 1st of June 2021, the President of the Republic of South Africa signed the
Cybercrimes Act 1 into law. This act addresses cybercrimes, such as the unauthorized
access of data, cyber extortion, password hacking and cyber fraud as a violation
punishable by fine or imprisonment or both (Snail ka Mtuze and Musoni, 2023). In
addition, user-generated online content is regulated by the amended Films and
Publications Act (Ongeso, 2022). The legal perspective is further divided into the rights
of the individual's (employee’s) rights to privacy and freedom of speech and the rights
and interests of the organisation (employer). A well-structured policy regarding
engagement with OSNs is now a must for all employers. From governance and legal
perspective, OSNs have advanced rapidly when it comes to terms and conditions of
use and prohibitions; however, there is still a large amount of uncertainty as to how
the courts will rule in many cases, which is pre-empting companies to put measures

and policies in place to mitigate risk (van den Berg and Struwig, 2020). The main legal
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risks associated with OSNs include defamation, the protection of intellectual property,
a breach of privacy and security and other unsolicited media breaches leading to
reputational harm. The need and challenge of the governance of OSNs may be best

summarised as follows:

“Today, regulators and the courts are being asked to address a
broad and diverse range of challenges social media pose to law
and policy. Privacy, speech rights, intellectual property, antitrust,
government surveillance, employer surveillance of employees,
protection of children and older minors and consumer
protections are prominent among the issues being addressed
(Obar and Wildman, 2015).”

When engaging on an OSN, the user is accountable for any original comment or
information published from their user identification, usually defined as their profile
(Kaupins and Park, 2011). This accountability is determined by the user’'s behaviour
when engaging with OSNs, whether intentional or unintentional, responsible or
irresponsible (Gray, 2001). The affordances of OSNs toward transparency, openness
and accountability necessitate responsible behaviour when engaging with OSNs
(Sivarajah, Irani and Weerakkody, 2015; Stamati, Papadopoulos and
Anagnostopoulos, 2015). Therefore, guidance accompanying company policies and
procedures for responsible behaviour within the organisation requires an analysis of
the building blocks of a governance framework for communication paradigm shift in
through the use of OSN platforms in South African organisations (van den Berg and
Struwig, 2020; Ferlito and Mametja, 2021).

2.3.2.1 Ethics within the communication paradigm sh ift on OSN platforms

When considering the adoption of an ethical code within the communication paradigm
shift on OSN platforms, users can fall prey to adopting and accepting the values and
culture of the organisation that owns OSN. All too often, users are happy to accept the
suggested default settings of the OSN, playing into the hands of the organisations that
own OSNs (Capurro, 2013), giving the organisation permission to interrogate and use
the employee’s personal and organisational data. However, the user is accountable
for their freedom of choice and ethically to follow the values defined within the user's

professional and personal ethical code (Rascéo, 2020; Yang, 2020).
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The need to maintain stringent ethical codes is embedded within the professional
standards defined in both the financial services and healthcare sectors, necessitating
an awareness of the potential dangers and pitfalls of engaging with OSNSs.
Additionally, over time engagement demands repeated risk assessments of current
trends, potential security breaches and new features in the continual evolution of
OSNs (Morgan, 2011).

2.3.2.2 The Phenomena

OSNs dominate modern-day communication across generations in our personal social
circles and business environment. What may initially have seemed a novel platform
for communication has become essential in communicating with others. Coupled with
this novel communication platform is an invasion of both business and our private
lives. The unforeseen impact of the nature of this technological communication
platform on our daily lives needs careful scrutiny or as articulated by Danah Boyd, who

initially identified the key elements of an OSN or a social networking site:

“While these tools are not the first genre of technology designed
to enable social interaction, they have been taken up around the
globe at an unprecedented speed, revealing the extraordinary
nature of the social media phenomenon. For this reason alone,
it is imperative to analyze the phenomenon of social media.”
(Boyd, 2015).

This unpredictable adoption of technology poses questions, as highlighted by Carroll,
Brown and Buchholtz (2018), concerning the social and ethical implications and
repercussions of OSNs (Carroll, Brown and Buchholtz, 2018), particularly Facebook
and Twitter, MySpace, LinkedIn, Pinterest, etc.

2.3.2.3 Data and Knowledge

“We are drowning in data yet thirsting for knowledge” the futurist John Naisbitt’s
infamous quote from Megatrends: Ten New Directions Transforming Our Lives
(Naisbitt, 1984) is today just as relevant as when it was first published in 1982. Today’s
technology platforms have enabled data gathering, recording, and classification on a

scale never seen before in human history. By 2011 IBM had already claimed that at
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least 90% of the world’s data had been gathered and recorded (IBM, 2011; Nunan and
Di Domenico, 2013). This has led to the notion of “Big Data”, which is the processing
and analysis of massive data sets from various systems sources to reveal patterns
and associations that enable the development of business strategies and decisions.
Big data are distinguished by what was initially known as the three V’s, namely,
Volume, Velocity and Variety (Price and van der Walt, 2013; Carroll, 2014) to what is

now referred to as the four Vs with the addition of Veracity (Zikopoulos et al., 2015:8).
2.3.2.4 The use of Information Technology (IT) and the Stakeholder

A general premise of this research is for organisations to adhere to a code of business
ethics in the information age or the 4IR, in particular, engagement with OSNs. For this
research, information technology (IT) is defined as using any electronic-based

technology to access, generate, store, and communicate information.

The start of the 215t century saw the rapid development of the use of electronic media
in the interaction of social networks on what is now the OSN. Companies spend billions
of dollars using social networking to market and sell to potential customers. The
pervasive nature of this thriving business opportunity, it can be argued, is driven by
technology determinism. Put simply, whatever the ongoing boundaries of technology
are, they will continually change as people and society adapt to those boundaries,
which will then again be redefined. Rapid advances in technology often have adverse
side effects on society. The concept of ‘technology determinism’ is often associated

with ‘ethical lag’.

The dominance for the drive of progress fuelled by the profit that renders an absence
of foresight during the rapid growth in e-commerce often leaves e-commerce and
OSNs vulnerable to what is considered unethical business practices. Practices include
online scams, access to private and confidential company and personal information,
cyber-bullying, and piracy (Mannhardt, Petersen and Oliveira, 2019; Semantha et al.,
2020). This is echoed as reported in the MIT Technology Review in an interview with
Edith Ramirez, the chairwoman of the Federal Trade Commission (FTC), as recently
as October 2016, saying that “protecting consumer privacy cannot become an
afterthought as the technological landscape grows more complex” (Orcutt, 2016a;
Berto, 2019; Thilakarathne, 2020).
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This highlights the ongoing issues around ethics and e-commerce, namely the
economic divide of who has access to the Internet (Orcutt, 2016b; Spooner, 2016;
Nyahodza and Higgs, 2017), the protection of intellectual property through illegal
downloads, and privacy (UNODC, 2013; Carroll, Brown and Buchholtz, 2018). The
access to privacy, mainly personal information, United States of America (US) differs
regarding access to adult content versus content for all ages. One of the primary
concerns in the US has been adult content and access to the personal information of
children within the age group of 13 years and younger, which requires informed
consent. Although the Children’s Online Privacy Protection Act (Federal Trade
Commision, 2013) revised and passed with amendments in 2013 applies to all, it

allows companies to apply the use of cookies without consent on personal computers.

A primary concern in this research is business transparency and the invasion of
consumer privacy by others (Isaac and Kang, 2019; Angelopoulos et al., 2020;
Robertson, 2020). This is a concern in the South African health sector where the need
of familiarity with OSNs platform by practitioners is becoming imperative in
communication with patients (Grobler and Dhai, 2016; Kubheka, Carter and Mwaura,
2020).

2.3.2.5 Engaging in E-Commerce and Consumer Privacy

Transacting in e-commerce renders the consumer vulnerable to cybercrime
manifested in a host of unethical privacy intrusion and exploitation practices. OSNs
being vulnerable to cybercrime is key to a governance framework linking use of
Information Technology (IT) and the stakeholder and should include precautions
against elements such as the collection and gathering of personal information and use
thereof without consent and phishing lures in spam mail, ransomware attacks and
others discussed in this section. The criminal activities linked to cybercrime range from
petty and mischievous scams to cyber espionage (Marinos and Lourenco, 2018) to
organized attacks crippling multinationals and governments (UNODC, 2013; Carroll,
Brown and Buchholtz, 2018). Not only are such commercial transgressions against
the consumer invasive, but once committed, the potential damage may be
irrecoverable and leave the consumer susceptible to possible further lethal attack. It is
almost impossible to recover or maintain one’s personal information as private and

confidential once it is electronically transferred to unauthorised hands. The permanent
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nature of recorded electronic data are that, not only will it be stored and accessible to

others for the rest of your life, but it will also outlive you.

The collection and gathering of personal information and use thereof without consent
have become a grave violation of privacy (Robertson, 2020). The dangers of invasive
techniques such as using cookies to keep track of consumers as repeat customers
are not fully understood by users when accepting them for ease of transacting with an
e-commerce website (Carroll, Brown and Buchholtz, 2018). Other more invasive
methods, such as a barrage of unsolicited emails or text messages in the form of
spam, when first emerged and proved to be highly disruptive and exasperating (Orcultt,
2016a).

Using “phishing lures” in spam mail entices the user to click on a web link to infect the
unsuspecting user (Acohido, 2010). This infected mobile device or computer can now
be used as a bot linking it to a command-and-control server. This compromised
computer now takes on the identity of a bot and then becomes part of a network of
bots which, with other compromised workstations, is known as a botnet (Acohido and
Swartz, 2008). Phishing is not restricted to emails but is flourishing on OSNs such as
Facebook and Twitter (Verkijika, 2019). Spam has been developed as a sophisticated
malware distribution technology enabling fraudulent activities (Parsons et al., 2019).
The distribution of malware as a botnet infrastructure of compromised computers is a
key element of what is taken on a “living” form of a malicious self-sustaining cyber-
attack organism (OECD, 2008). Attacks are often kept purposefully small to avoid

detection.

Recently, there has been a proliferation of ransomware attacks, where a company and
personal data are encrypted by the perpetrator and will only be unencrypted for a
ransom payment to be paid in cryptocurrency (Novinson, 2019). Having suffered an
onslaught of ransomware attacks in 2017, the UK National Health Service was put on

alert in the latter part of 2020 for Russian-based ransomware Ryuk (Scroxton, 2020).

The era of being able to identify phishing emails by intentional typos and the lure of
being selected to partake in an elaborate financial scheme where a small investment
will supposedly return millions, or you suddenly find that you are the recipient of a large
inheritance or grant is fading and being replaced with a far more sophisticated form of

phishing identified as spearphishing (Allodi et al., 2020). Spearphishing emails are
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professionally crafted by highly organized and sophisticated criminal syndicates that
use both advanced espionage and technological techniques to send an email that
appears legitimate to come from a trusted colleague within your organisation (Grimes,
2015).

The collection and use of personal information are considered a severe invasion of
privacy by many western-style democracies. Legislation to protect this privacy is
continually evolving (Federal Trade Commission, 2019; Georgiadou, De By and
Kounadi, 2019; Mcquinn and Castro, 2019). The European Union has made significant
advances with the right-to-be-forgotten campaign (Floridi et al., 2015) led by top
academic philosophers. These included Luciano Floridi and multinationals like
Google, where, through a ruling by the Court of Justice of the European Union (CJEU)
in 2014, individuals have a “right to delist” any URL linking web pages with news
articles or blogs that may contain irrelevant, inappropriate, harmful, or dated

information about them (Kirkwood, 2020).

In August 2016, Microsoft followed Google’s initiative to comply with this European
ruling (Sawers, 2016). The right to privacy has recently been highlighted in the refusal
of Apple to allow the FBI to access the personal password of suspected San
Bernardino terrorists as an invasion of personal privacy. This stance was backed by
other companies such as Google and Microsoft (Grimes, 2016). The FTC
recommends “best practices” companies should follow concerning protecting
consumer privacy (Federal Trade Commission, 2019). The three key elements within
this suggested privacy framework are privacy by design, simplified consumer choice

and transparency.

There have been recent developments and ways businesses are approaching
protecting the privacy of their consumers. Companies like Walt Disney and Novartis
are revising their privacy policies, particularly moving away from the notoriously
lengthy privacy policies we have become accustomed to. The effectiveness of shorter
privacy policies versus longer ones is currently being researched (Gluck et al., 2016)
regarding awareness. Major corporations are now appointing a Chief Privacy Officer
(CPO) whose job is to protect consumer and employee privacy. Data breaches such
as the 2015 breach at Ashley Madison (Zetter, 2015) and Yahoo (Khandelwal, 2016)

companies are now being forced to clamp down and tighten their data security
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regarding customer and employee data. In the case of the Ashley Madison breach,
victims are reportedly still being threatened through personalised blackmail (Doffman,
2020).

In South Africa, the protection and right to privacy are clearly defined in chapter 8,
under the protection of personal information, of the South African Electronic
Communications and Transactions Act (2002) where unless legally required to do so
and any gathering, handling, divulging or broadcasting of personal data need written

permission.

The Protection of Personal Information Act 4 of 2013 (POPIA) has been effected from
1 July 2021, explicitly regulating the processing of personal information (DLA PIPER,
2020). This personal information has become especially vulnerable to persons
engaging in the OSNs. OSNs such as Facebook, LinkedIn, and many others have
become targets for data theft (LinkedIn, 2016; Price, 2019; Queenie, 2019). This data
are sold to hackers through hacker forums and eBay-type sites, usually in batches that
could fetch a $200 per 1000 set of personal credentials, including an OSN username
and password (Acohido, 2010; Carroll and Buchholtz, 2018).

2.3.2.6 OSNs and Techno Moral Lag

The idea of techno moral lag is highlighted by the contemporary philosopher James
Garvey (2016) in his book “The Persuaders”, where he analyses the justification of
using technology to aid possible dubious persuasive practices by the marketers of
large corporates and governments down to retail outlets (Garvey, 2016). The period
whereby legislation lags behind technological innovation where regulation is falling
behind the technologies they govern (Murdoch, 2021; Brown and Marsden, 2023) is

what the researcher refers to as “Techno Moral Lag”.

As is explored in detail in section 2.6, the persuasive contentious idea of libertarian
paternalism in the form of gentle nudges to a more manipulative ominous shove in the
form of the affirmed collaborative psychological practice of brain hacking (O’Brolchain
and Gordijn, 2015; lenca and Haselager, 2016; Cooper, 2017) by teams of
technologists, software developers and behavioural psychologists, persuasive
methods through the use of OSNs on an unknowing public for financial reward may

be morally off course (Boren, 2015; Carabantes, 2021). The adoption of our accepted
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moral standards in maintaining our individual human rights of freedom of thought and
choice lags behind technology (Garvey, 2016).

As with the examples of legislation lagging approximately 70 years and ten years
behind driving under the influence or driving while talking while holding a mobile
phone, respectively, legislative measures in protecting organisation information and
representation and the stakeholders' rights to individual freedom seem a long way
from being implemented, let alone understood. Not having proper legislation
emphasises the need to develop a robust governance framework in guiding the
discretion of the stakeholder concerning moral behaviour when engaging with OSNs.
This makes the evaluation of the ethical climate reflecting company culture within the
organisation to the appropriate use of OSNs crucial and relevant to the proposed
research.

2.3.3 Business Transparency

Transparency has become a prominent factor in corporate governance in establishing
business ethics and good business practice (Carroll, Brown and Buchholtz, 2018). The
need for transparency (Clark, 2012) is shown in academic literature and spans across
all profit and non-profit organisations, from the government to the public and private

commercial sectors (Bandsuch, Pate and Thies, 2008)

International conglomerates have a concerted drive to build and establish trust through
the transparency of their supply chains assuring their customers, for example, that
there are no hidden shortcuts compromising quality (Bonanni and Bateman, 2019).
Thus, trust appears to be the key mechanism that propagates the use of an OSN to
connect (Saeidi, 2020) and share personal information with others (Salehan and Kim,
2012). As in most social and business practices, we connect and associate with those
we trust because we expect them to be transparent when communicating with us
(Kirby, 2012; Haesevoets et al., 2019). As stated in a contemporary definition of

Business Transparency from Forbes:

“Business transparency is the process of being open, honest,
and straightforward about various company operations.

Transparent companies share information relating to
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performance, small business revenue, internal processes,

sourcing, pricing, and business values (Kappel, 2019).”

An analysis of the notion of transparency in communication from the academic
literature over the last two decades and the importance of transparent communication

in the workplace as an ethic allied to corporate trust (Haesevoets et al., 2019).

The lack of transparency in an organisation tends to manifest in a lack of trust and
confidence from both the public and the stakeholders regarding the organisation’s
business practices and ethics (Rawlins, 2008b, 2008a; Schleifer, Fiorini and Auld,
2019). Over the past two decades, the academic literature has advocated
transparency by an organisation as a key factor in propagating trust and restoring the
trust of all stakeholders, particularly employees and the all-important public citizens.
In addition, governments frequently use information and communication technology
(ICT) to improve transparency (Porumbescu, Cucciniello and Gil-Garcia, 2020;

Tejedo-Romero and Araujo, 2020).

However, within the last decade studies have shown that gaining trust through
transparency, particularly by the government using ICT, depends on the media used
(Grimmelikhuijsen, 2012; Porumbescu, 2015). Moreover, the proliferation of OSNs
available to the government to push information to its citizens to increase
transparency, as seen in a recent study, emphasises the role of presentation and not
content alone while navigating the emerging vulnerable perils of OSNs (Berto, 2019;

Porumbescu et al., 2019).

It is recommended that commentary through OSNs must be managed by government
with circumspection with direct purpose when engaging with the wider public (Feeney
and Porumbescu, 2020). This implies that, when using OSNs regarding transparency
in both the commercial world and in government, presentation, vigilance, and data
protection must be adhered to (Kirchner and Razmerita, 2019; Angelopoulos et al.,
2020).

2.3.3.1 Radical Transparency “The Joker in the Pack .”

The phenomenon of OSNs potentially leaks and reveals unsuspecting organisation
data to numerous users' eyes given a computer screen or holding a mobile device. In

addition, corporate scandals are frequently exposed and reported globally on OSNs
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through personal accounts of private interaction turned to and exposed on open
forums or a group broadcast, often exposing confidential information (Horn et al.,
2015; Gottschalk and Benson, 2020).

As mentioned in the introduction, radical transparency has yet to be formally or
scientifically defined from an academic perspective. Researching the literature, there
are diverse notions of the term radical transparency. Early in the development of Web
2.0, as the Internet merged with media, radical transparency was linked to the idea
that “No contentious action would go unnoticed and unpublicized (Hammond, 2001).”
Some argue that radical transparency is involuntary transparency solely by external
factors through newly developed technologies resulting in the non-controlled exposure
of information. This is debated to be in contrast to transparency which is controlled
voluntary disclosure (Birchall, 2014; Heemsbergen, 2016). Others argue that the
concept of radical transparency has materialised from blogs and other OSNs
(Baraibar, 2013). Here, radical transparency further advanced the need to reveal all
tied to an online world where your reputation is not only easy to find but unavoidably
visible, whether perceived positively or negatively (Thompson, 2007). The argument
is that the age of secrecy no longer exists. Therefore, radical transparency is defined
and directed more to use OSNs on the Web 2.0 technology protocol, including blogs
and websites, to communicate directly with clients and other organisational
stakeholders. From an organisational perspective, radical transparency is emphasised
in Elisa Baraibar’s thesis (Baraibar, 2013), stressing the need for today’s organisations
to incorporate and moderate their social exposure and nuances in all stakeholder
relationships (Pino and Zafra, 2019). In this way, radical transparency could be seen
to promote open dialogue of opposing ideas to attain a collaborative solution instead
of pandering to their own opinion (Gino, 2017). Radical transparency allows modern
organisations to enter into a direct continuing discourse with their customers,
employees and other stakeholders through OSNs, enabling a collaborative reach

beyond the capabilities of traditional corporate communication (Pino and Zafra, 2019).

The concept of radical transparency for this study is defined as a fundamental notion
of involuntary or voluntary transparency driven by the transformation to digital
accessibility of networked information previously privy only to those who had physical
access to a confidential filing system (Hammond, 2001). Radical transparency is thus

seen to have been born from the disruptive and invasive media platforms used to
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disseminate involuntary information disclosure that may often be tied to political
incentives (Heemsbergen, 2013). Furthermore, it understands the fine line between
private and public information, which today’s organisation struggles to define, often
frequently resulting in an overlooked context of inevitable digital transformation and
unwanted exposure (Baraibar, 2013; Gino, 2017; Pino and Zafra, 2019).

2.3.3.2 The Case for Radical Transparency

The nature of digital media provides immediate accessibility to networked information
and enables the further proliferation of this information to the outer limits of any online
virtual network and, in doing so, radicalizes the transparency of previously protected
confidential information. This type of radical transparency was clearly demonstrated in
2006 when Iceland launched WikiLeaks (Sifry, 2011). Danah Boyed, known for her
seminal work in defining SNS, cautions against this act of information propagation that
may be both intentional and unintentional. Critical to the debate around radical
transparency is the notion of unintentional involuntary disclosure of information and
behaviour. This leaves the discussion open about whether an organisation or
individual disclosed information is either consensual or involuntary, thus rendering the

latter disclosure beyond their control.
2.3.3.3 Radical Transparency and OSNs

It can be argued that digitally recorded text and the ease with which it can be
communicated to one or more recipients, and the ease with it then be copied and/or
forwarded to other recipients and the effects thereof, was not something that was
initially anticipated. Thus, the capability to use mobile devices and web-based
messaging systems is a key driver in both intentional and unintentional radical

transparency.

It can be argued that radical transparency, is in part as a result of the emergence of
OSNSs. Every text that is sent follows a permanent text audit trail, but in doing so, the
message can be copied and then forwarded. If need be, the message can be copied
as a screenshot and then forwarded. Forwarding, whether as a direct message, a
group chat or a broadcast message, results in the content of the message being
instantly available to either one, a group or a myriad of users connected via an OSN
(Ringel, 2019; Heimstadt and Dobusch, 2020). The phenomena of radical
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transparency, whether through the ubiquitous email or other OSNs or emerging
technologies such as Big Data, have been a disruptive technological force in the
business for the last decade (Brown, Chui and Manyika, 2011; Roberts, 2012).

2.4 THEME THREE: FACTORS INFLUENCING RESPONSIBLE OS N
ENGAGEMENT

In keeping with the first objective, the literature review turns to factors that may
influence behaviour associated with OSN engagement. When commencing the
literature review in 2016, the researcher considered factors influencing the behaviour
of OSN engagement by using a research study of employees by using an online
guestionnaire. The study considered the theory of planned behaviour and social
practice, resulting in the influence of perceived behavioural control and subjective

norms when interacting with others ( Piazza et al., 2019; Kumar et al., 2020).

This was done by communicating self-concept to others through trust and privacy
concerns when engaging with the OSN Facebook (Bitter, Grabner-Krauter and
Breitenecker, 2014). A further qualitative study results in a list of factors within the four
categories, namely, technological, organisational, social, and individual, that influence
employee engagement with OSNs as part of work function (Chin, Evans and Choo,
2015). These studies and a recent literature review of research from 2010 to 2018 on
perceived risk engaging with OSNs identifying social, technological, motivation,
behavioural, trust, and privacy factors (Busalim, Che Hussin and lahad, 2019), were
used to identify the following general categories. These may influence employee and
other stakeholder behaviour when engaging with OSNs within the organisation,

addressing research question one and, in part, the prevailing research question.

» Generational and demographic factors
Considering the generational effect as a backdrop to these factors would be
prudent.

» Behavioural, Psychological and Self-concept
The psychological factors of communication are nuances rooted in the human
psyche (Meshi, Tamir and Heekeren, 2015; Turel and Qahri-Saremi, 2016).

» Technological Communication Privacy and Trust

Understanding and being aware of the technological security and privacy
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vulnerabilities of OSNs (Philipp K Masur, Teutsch and Trepte, 2017b).

» Organisational behavioural influences
It is being aware and conforming to the online culture within the organisation
(AlKalbani, Deng and Kam, 2015; Attrill, 2016).

These influence factors are explored regarding possible constructs that may guide a
gauge regarding the observed levels of responsible OSN engagement within the

organisation.

2.5 THE GENERATIONS AND ASSOCIATED TECHNOLOGY
UPTAKE

A designated period during which common traits forged by events and circumstances
are common to the people living during that time defines a generation. Those in the
same generations will typically experience similar challenges, beliefs and shared
memories as one generation matures into the next, so make the readjusted approach
and resulting behaviours to new events and circumstances. However, those of a
specific age grouping in one generation do not share the same circumstance and
experiences as someone of the same age in a previous generation due to the adoption

of new innovations and technologies (Widagdo et al., 2021).

Since the advent of the microprocessor, there has been a rapid development of
technology in distinct phases. The 1960s, 70s and 80s saw tremendous advances in
each phase of computation, software development and business automation. The
eighties spawned the era of public connectivity and the Internet, whilst the nineties
saw the Internet mature and the onset of digital mobility. Finally, the start of the new
millennium converted digital mobility to mobile accessibility in conjunction with the
advent of the smartphone and cloud computing, transforming humans into digital
omnivores, likening to cyborgs sporting digital wearables (Malwade et al., 2018; Jin et
al., 2020; Hawkridge, 2022; Papakonstantinou et al., 2022).

To understand the differences between the various generations, we need to consider
their upbringing and the world culture and events that have shaped their attitudes and

opinions during their developmental stages.

With the rapid technological changes, the general categories of generations are now

being further sub-categorised. Digital thought leaders like Marc Prensky, Dan Tapscott
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and Larry Rosen had coined the terms ‘Digital Immigrants’ and ‘Digital Natives’
(Prensky, 2001), ‘Net-Generation’ (Tapscott, 2009), and ‘The iGeneration’ (Rosen,
2010).

2.5.1 Digital Immigrants and Digital Natives

Digital natives have grown up with OSNs as a de facto communication medium and
are thus often unfamiliar with the formalities and nuances of the traditional
communication mediums of the sixties, seventies and eighties. Digital immigrants have
had to migrate from using traditional 19th and 20th-century communication mediums
to adapting to the new communication medium of OSNSs. For digital immigrants, the
perspective of this initially somewhat unfamiliar technological platform of OSNs is seen
as a social phenomenon. For digital immigrants, OSNs are accepted as a social
communication mechanism that is continually evolving, where work communication is
now interweaved with social communication and banter. (Weber, Fulk and Monge,
2016; Nevin and Schieman, 2021).

Before the ‘digital natives’ who were not born digitally connected, the living generations
had to make a cognitive paradigm shift to function in the new digital world. As a result,
they have migrated from a non-connected world to one where being digitally

connected is the new ‘norm’ and have thus become ‘digital immigrants’.

In Prensky’s view, although the ‘digital immigrant’ has adapted to the digital age, and
as is the case with any immigrants, they still tend to live their inherent identity by
creating a disparate environment. The digital natives appear to function best when
they are socially networked online are motivated by instant gratification, and
communicate through instant and text messaging. An African study, where students
from the university of the Eastern Cape in South Africa, was done to investigate the
capacity of South African millennials regarding the nuances of digitisation as part of
their upbringing, to adapt to becoming digital citizens unlike first world millennials. The
study shows that having grown up with limited exposure to connectivity and access to
digital devices, living in the connected digital age has its challenges. It shows that the
African digital literate university-going millennials may lack soft skills such as online
etiquette and expertise in online security and privacy (Takavarasha, Cilliers and
Chinyamurindi, 2018).
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Each generation's experience and adoption of OSNs is very different (Berezan et al.,
2018; Calvo-Porral and Pesqueira-Sanchez, 2019; Herrando, Jimenez-Martinez and
Martin-De Hoyos, 2019). This study broadly defines the generation bands based on a
combination of research papers and prominent authors on the subject (Jorgensen and
Bradley, 2003; Howe and Strauss, 2007; Cox, 2019). The focus of this study covers
all the generations employed by the selected organisations to be researched, namely,

the Baby Boomers, Generation X and the Millennial Generation (Statista, 2021a).

2.5.2 The X Generation

The literature consistently states that people growing up between 1946 and 1964 are
termed the Baby Boomer generation. However, those born from 1965 until 1979 fall
into "Generation X" (Gen-Xer), a term generally ascribed to Coupland's (1991)
“Generation X: Tales for an Accelerated Culture”, where "X" suggests a nebulous,
possibly confused generation with Gen-Xer's being the least defined category of

generations.

The X generation experienced a world where physically large; expensive computers
transitioned to the concept of personal computing. In addition, the X generation has
experienced the transition from communication through landlines and postal mail to
fax and email and, by the turn of the millennium, has had to adapt to the concept of

socially interacting and communicating through OSNs (Kraus, 2017).

2.5.3 The Net Generation (Y Generation, Millennials)

The eighties gave rise to Generation Y, referring to anyone born from 1980 to 1999.
This generation, however, is also referred to as the "Millennials”, initiating them as the
first internet-connected cyber-generation. The "Net Generation", a term coined by Don
Tapscott (Tapscott, 2009), described the impact of the World Wide Web on the
development of the Millennials. “The Net Generation”, now cited in recent literature
(Leung, 2013; Qibtiyah and Beriansyah, 2019), refers to the birth range from 1977 to
1997, marginally shifted from 1975 to 1995. The Net generation has now fully adapted
to the transition from workstation-based apps to mobile smartphone apps such as
OSNs. They have accepted that software updates to the functionality and usability of
OSNs happen without the users’ consent or knowledge, highlighting a concern

regarding responsible engagement with OSNs (Sheppard and Vibert, 2019). To this
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end a study conducted in South African schools showed that 92% of teachers feel

cyber-safety should form part of the curriculum (Kritzinger, 2016).

2.5.4 The iGeneration (Z Generation, Zoomers)

The Z-Generation, born in an overlap period with the millennials at the turn of the
century, has grown up where the Internet is no longer viewed as a feature but as an
integral and essential way of life. Harry Rosen has coined them as the "iGeneration”,
where the "individualized" “i” is seen as synonymous with Apple Inc.’s “i” in iPod,
iPhone, iTunes and the iPad while simultaneously associated with the “I” in Internet
connectivity (Rosen, 2010; Rosen, Whaling, Rab, Carrier, and Cheever, 2013; Rosen,
2014). In addition, the iGeneration is characterised by the need for social confirmation
of self-acceptance and status by the number of followers and the number of ‘Likes’ on

OSNs they engage in (Cipolletta, Malighetti and Cenedese, 2020).
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Table 2.1 20th Century Categories of Generations

Digital Immigrants Before 1981
(Prensky, 2001)

Digital Natives After 1982
(Prensky, 2001)

Adopters of the World Wide Web
Prefer Personal Interaction
Combine Old with New of, doing things
i.e. Books, News Papers, Landlines and mobile
Prefer single-task, Procedural and Logical
Problem Solving

Net Generation
1977 - 1997
(Tapscott, 1998)

iGeneration
1990 - 1999
(Rosen, 2010)

Millennials
1982 - 2005
(Howe and Strauss, 2007; Brosdahl and
Carpenter, 2011)

Silent Generation

1923 - 1944

Baby
Boomers
1945 - 1961

Generation X

1961 - 1981

Generation Y

1975 - 1995

Generation Z

1995 -2015

Major Technological Innovations

A | 3 | WG &
Personal Internet / Big Data
Automobile Television |Computer Smartphone Machine Leaming
Preferred Communication Method
Formal ) P |
Written Letter == 'ﬂ' @/’ e(((a
Line SMS E Social Media
Telephone Texting Email |Instant Messaging Mobile Wearables
Communication
Face-to-face Texting Social Media
Face-to-face FaceTime
Telephone Email Instant Messaging

Influential Events and Innovations

World War I Cold War End of 9/11 event Subprime Meltdown
Communism
Rationing Post War Live Aid Play Station Climate Change
Gender Roles Boom Personal Internet Mobile Technology
Computer
Sexual Word Social Media Wearables
Revolution Processors Arab Spring
Moon Landings| Spreadsheets Google Cloud Computing
Woodstock Broken Wikipedia Big Data
Teenagers Marriages Deep Leaming

Additional Sources are used in chart compilation (Robinson, 2016).

Note: There is no standard for when a particular generation begins and ends. Thus,

dates have been approximated using the literature to show overlaps.
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2.6 THE PSYCHOLOGICAL IMPACT OF OSNS AND
BEHAVIOURAL SCIENCE

Researchers have been using behavioural science with specific reference to the dual
system theory (Kahneman, 2012) to explain the unplanned and inhibited behaviours
that are evident in the use of OSNs (Turel and Qahri-Saremi, 2018). Furthermore,
OSN platform organisations are using advances in behavioural science theory, such
as framing and nudging to incorporate behavioural triggers (Hirschprung, Toch and
Schwartz-Chassidim, 2017). To gain insight into the behavioural complexities
associated with OSN usage, a review of the implications and impact of behavioral

science and OSN use is explored.

Behavioural Science is about exploring and understanding the factors that influence
human behaviour. Part of the purpose of exploring behavioural science can be two-
fold. Firstly, as a discipline, use the knowledge gained on what influences or coerces
people to help them with prevention and intervention. Secondly, to use the knowledge
gained to influence or coerce people for profit, whether through marketing, fear-
mongering, distributing fake news, campaigning and other more subtle suggestion
techniques such as nudging (Thaler and Sunstein, 2008). The difference between
influence and coercion is about the freedom associated with whether a person feels

they have a choice in a prescribed behaviour or treatment (Olsen, 2003).

Recent findings highlight the impact of psychological vulnerabilities and mental health
problems when engaging with OSNSs, such as digital dementia, sleeping disorders and
mobile attachment anxiety (Frost and Rickwood, 2017). Progress made in the field of
behavioural science over the past five decades by Daniel Kahneman. He was awarded
the Nobel Prize in Economics in 2002, together with Amos Tversky, in the research of
heuristics, biases, and framing culminated in the theory of the two-system approach
in the decision-making process referred to as the Reflective and Impulsive Social

Behaviour or the Dual Process system of reasoning.

Harvard law professor Cass Sunstein who served as the Administrator of the White
House Office of Information Affairs, refers to the age of behaviour in “Nudge theory:
the psychology and ethics of persuasion” (Sample, 2017) as work done in the 1970s
and 1980s exploring the rationality of people. Research in this field explores the

rational thought exercised in people's choices and judgements (Thaler and Sunstein,
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2008). It is noted that people tend to deviate from what is seen to be realistically
rational and will instead opt for unrealistically optimistic choices. This demonstrates

that a person’s behavioural choices are often risk-prone rather than risk-averse.

This work prompted the idea of using subtle interventions that encouraged short-term
behaviour that would improve people’s health, increase longevity and enhance general
well-being in the long term, rather than leaving people to seek short-term gratification
by engaging in what may appear as carefree reckless behaviour. For example, when
it comes to personal finances, it was noted that people would sacrifice a savings plan
for immediate short-term spending. Regarding health, people would opt for the
convenience and instant pleasure of fast foods rather than seeking a healthier diet,

thereby promoting longevity.

2.6.1 Reflective Impulsive Theory: Two Systems of Cogniti ve Processes

The advances in the behavioural sciences led to the classification of people’s thought
processes into two systems, simply defined as system one and system two, known as
Reflective Impulsive Theory, also known as and referred to in the literature as the
‘Dual-System’ theory (Kahneman, 2012; Sunstein, 2013; Michaelson and Steeves,
2020; Turel and Serenko, 2020).

System one works intuitively, being prone to reactive behaviour like infatuation (falling
in love), seeking instant pleasure, and being irrationally fearful. System one is
characterised by processing available choice information automatically and intuitively,
leaving decision-making based on heuristics that make decisions prone to conscious

and unconscious biases.

System two, on the other hand, is deliberative and reflective and processed in the
human brain's prefrontal cortex. System two is characterised by processing choice
information through the conscious effort of information analysis, deduction and

calculation (Kahneman, 2012; Kannengiesser and Gero, 2019).

As discussed previously, the addictive nature and compulsive use of OSNs can be
problematic. This may be due to an organisation's stakeholders' often rash, impulsive,
precarious, and detrimental use of OSNs. Such behaviour may lead to privacy abuses,
careless, politically insensitive commentary, sexual, racial and gender-based remarks,

and harassment on posts and posting of sensitive company information (Tarafdar et
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al., 2015; Wellisz, 2016). Recent research shows that impulsive behaviour when
engaging in OSNs can result from embedded differences related to the Dual-System

theory and circumstantial external stimuli (Turel and Bechara, 2017).

A study by Reppler (Davis, 2011) revealed an alarming occurrence of profanities
associated with impulsivity on Facebook walls. Forty-seven per cent of Facebook
users make use of the words regarded as profanities, such as, in order of frequency

of occurrence, “The F-word”, “Sh*t”, and “B*tch” posted on their Facebook walls.

The study by Turel and Bechara (2017) reveal distinctive possible correlations
between motor impulsivity and lack of sleep, which result in dangerous and harmful
behaviour such as texting while driving, deviant interpersonal behaviour such as

gossiping, and the use of profanities when engaging with OSNs.

In the same study, younger and lower Grade Point Average (GPA) score survey
participants exhibited a greater propensity towards dangerous and possibly harmful
behaviour through OSN engagement. This could be linked to an under-developed
prefrontal cortex or possibly relate to younger people being less likely to have work
and parental responsibilities, thus having more leisure time on their hands (Turel and
Bechara, 2016).

2.6.2 Nudging Theory

A prominent note was taken of the Nudging Theory following the publication of
Sunstein and Thaler’s book, Nudge: Improving Decisions About Health, Wealth, and

Happiness Thaler and Sunstein (2008, p. 6) Here they define a nudge as follows:

“A nudge, as we will use the term, is any aspect of the choice
architecture that alters people's behaviour in a predictable way
without forbidding any options or significantly changing their
economic incentives. To count as a mere nudge, the intervention
must be easy and cheap to avoid. Nudges are not mandates.
Putting fruit at eye level counts as a nudge. Banning junk food
does not.”

This follows their 2003 paper where they counter-argue the intuitive idea that
‘libertarian paternalism’ is seen as an oxymoron by reason that, when facing a choice

where the options are not well ordered or structured, choices could be based on
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framing effects rather than a product of their environment, rendering preferences
possibly meaningless (Sunstein and Thaler, 2003). Paternalism can be defined by
imposing regulations and deemed values that would be seen to protect an individual’s
self-interest by introducing a cost if not followed or a reward if followed. Simply stated,
it “makes people” go in a direction they originally neither intended to nor wanted to go.
It is an intervention of a person’s liberty, justified for the sake of their welfare (Dworkin,
1983).

Sunstein further distinguishes paternalistic interventions as more aggressive, ‘hard’
paternalism and less aggressive, ‘soft’ paternalism, where the cost associated with not
following a hard paternalist regulation may be prison or a fine. In contrast, soft
paternalism is enforced through a warning, disclosure policy or prescribed terms and
conditions (Sunstein, 2014). This is where the words “making people” in the
researcher’s simply stated definition of paternalism may still be appropriate. Recent
literature has varying views on nudging as a positive influence on society or whether
nudging is prone to manipulating society (Renaud and Zimmermann, 2018; Schmidt
and Engelen, 2020). This can be associated with the foundational work of variable
schedule of rewards theory known as the Hook Model by the behavioural psychologist
Burrhus Frederic Skinner (Skinner, 1957), which is covered in more detail in the

discussion of brain hacking. As stated in The Economist (Houston, 2013):

“Libertarian paternalism” is nothing but a profoundly confusing,

completely superfluous synonym for anti-paternalism.”

In libertarian (the freedom of choice) paternalism, even though it may be exercised
using a pointed or encouraged directive, it remains a nudge, which maintains a
person’s choice to opt-out of such a directive. Nudging is thus not necessarily seen as
coercive, but it could be argued to be manipulative (Callard, 2015; Nys and Engelen,
2016; Wilkinson, 2013b) or, as argued regarding the use of nudging when powered by

Big Data, could be ‘secretly’ coercive and manipulative (Saetra, 2019).

2.6.3 Framing

Framing is a nudge that presents words and concepts in an alternative way intended
to shift people’s perceived frame of reference (Thaler and Sunstein, 2008; Choe et al.,
2013). For example, people will often have immediate feelings for certain words or

concepts such as “cost” or “hard work” based on their biases and preconceived notions
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that may trigger an unconscious feeling of avoidance because they are associated
with a possible lifestyle compromise. A framing nudge can evade this trigger
associated with unconscious emotional responses by instead associating positive or
at the least neutral connotations through more appealing words or by making them
view a concept from an angle or perspective that, in essence, still addresses the same

guestion or statement eliciting a different response or choice to be affected by them.

Typical examples using framing would refer to the amount required for purchase as
an investment rather than a cost, implying the idea of acquiring an asset instead of

incurring liability or that the effort required is rewarding rather than hard work.

In the context of OSNSs, framing relates to influencing the user through persuasive
visuals towards making more preferable choices or, as in the paper, Nudging people
away from privacy-invasive mobile apps through visual framing (Choe et al., 2013)
would influence the user to consider selecting mobile apps that have better and less
invasive privacy settings. This approach is based on the framing effects discussed by
Tversky and Kahneman (1981), where framing is used to guide or influence people's

decisions in how resultant choices and options are stated.

It is important to note that the literature emphasises the positive outcomes of nudging
through framing, typically quoting examples of persuading a patient to seek medical
treatment or choose a healthier lifestyle (Thaler and Sunstein, 2008; Voyer, 2015).
This emphasis may seek to justify liberal paternalism as an approach utilised by health
and governmental organisations where framing is often purported to result in beneficial
outcomes. The ethics of whether liberal paternalism is contradictory in its nature is still
keenly debated, as is whether or not paternalism as such is to be accepted as an
ethical notion (Vallgarda, 2012). A recent study in Argentina, where over 100 000
Twitter users were analysed, found that users are collectively engaging with OSN's
frame tweets by accepting or discarding hashtags with associated keywords (Aruguete
and Calvo, 2018). A similar study revealed a causal link between Facebook posts
influencing news intermedia framing (Lo, Lam and Cheung, 2021). It is further deduced

that framing can be used as an instrument of control (Tversky and Kahneman, 1981).
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2.6.4 Nudging Using Reflective Impulsive Theory
2.6.4.1 System one nudge

A system one nudge is used to activate our automatic reactive thinking. This type of
nudge typically uses emotive images to direct a person’s thinking towards or away
from a product, service or activity. A well-known example is using graphic images of
lung cancer on cigarette packets to nudge people not to smoke (Alemanno, 2012).
Another well-known example is the fly in the urinal at Amsterdam’s Schiphol Airport
(O’Hanlon, 2010). In an attempt to circumvent the sanitation problem created by
careless urinating behaviour often exhibited by men, Amsterdam’s Schiphol Airport
found that notices and signs encouraging better hygiene habits had little effect
employed a subtle nudge. The now well-known nudge was to etch the image of a
common household fly at the bottom of the urinal, tempting men to aim at something
whilst urinating, resulting in an 80% decrease in urine spillage (Yeung, 2012). One
nudge system can often be successfully self-imposed, illustrated by placing an
overweight image of yourself on the refrigerator door, discouraging you from

overeating.

The lack of strategic foresight, when engaged in system one decisions, relies on good
or bad habits and when running in an unconscious ‘autopilot mode’ makes it
particularly susceptible to manipulation. Successful manipulation of system one is
driven by an immediate appeal and instant gratification (Sunstein, 2016). In the context
of OSNSs, instant gratification can lead to an addictive habit that can be exploited

through manipulation.
2.6.4.2 System two nudge

System two is characterised by processing choice information through the conscious
effort of information analysis, deduction and calculation (Kahneman, 2012). A system
of two nudges is used to appeal to your cognitive aptitude and may either encourage
or deter you from buying a product or service or participating in some or other activity
or behaviour. This type of nudge uses a person’s ability to reason with the information
presented to them. This may be in the form of a simple warning, or it may use
informative statistics. System two will employ framing techniques in how information

is structured and presented. A system of two nudges may be designed to either take
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advantage of a person’s unconscious biases and prejudices or help them decide

against these biases and prejudices through reason.

The more calculating strategic nature, which acts through carefully considering all
available information when deliberating on making a decision, requires far more covert
schemes for successful manipulation. Such schemes include mental trickery,
deliberately supplying false information, or deliberately hiding information. In the
context of the design of the menu options presented in an OSN, there may be
manipulation on the part of the software company, which can control what options are

presented and what options are omitted.

2.6.5 Fogg and OSN Manipulation

The Persuasive Technology Lab at Stanford was established and operated by the
experimental psychologist B.J. Fogg who first defined the term “Captology”
(Computers as Persuasive Technologies) as a new area of study that fuses the
interaction of computer science and behavioural psychology, which has now become
to be known as “behaviour design”. Software developers borrow principles and
techniques from behaviour design, also known as the Fogg behaviour model (FBM)
(Fogg, 2009b, 2009a), to build OSNs that nudge the user toward forming habits that
lock the user into spending more time and effort on the OSN than usual resulting in

wasting time.

The behavioural technique of Pavlovian psychology is likened to the conditioning
behaviour used when training pets, as in rewarding a dog when correctly following a
command. Using nudging to condition human behaviour when spending extended
periods on an OSN is the basis of how the FBM operates, driven by the following three

simultaneous conditions as seen in Figure 2.7, namely:

1. Want: The user must have an immediate desire to perform an action.
2. Ability: The opportunity to perform the desired action must be available to the
user with little or no perceived cost.
3. Prompting: The user must be prompted by what is termed a “Trigger” to perform
the desired action in this context.
In Fogg’s own words, the most important sentence in the FBM is, “Put hot triggers in
the path of motivated people.” This methodology has been implemented in most OSNs

today, and although it may appear invisible to users, it is apparent in their now-
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assumed normal interactive behaviour. This is evident from the emails received that
prompt you to purchase an item immediately or the mobile applications that grab your
attention and games that keep your eyes glued to your mobile device screen. Typical
examples of using the trigger of a reward in line with the FBM methodology are the

“like”, “share”, or “retweet” buttons.

High Fogg Behaviour Model
Motivation
-
-
Behaviour = Motivation Ability Trigger
S
S Triggers
S Succeed Here
B
()
=
Triggers
Fail Here
Low
Motivation
Hard To Do Ability Easy To Do

Figure 2.7. Fogg behaviour model
Source (Fogg, 2016)
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When a user receives a ‘“like”, displayed as the prominent “thumbs up” icon on
Facebook or a “heart” on Twitter, they feel an acknowledgement of social connection
and approval. The user feels rewarded by the acknowledgement of their online social
behaviour. This will typically start a pattern of seeking to be rewarded on a repeated
basis. This behavioural pattern then starts propagating the formation of a user habit
(Soror et al., 2015) that is ultimately desired by the owner of the OSN (Birkett, 2015;
Foley, 2016; Harris, 2016; Harris, 2014; Leslie, 2016; McCarthy, 2017a, 2017b; Social
Networking, 2017).

FBM techniques are often employed in how a user is directed to fill in an online form
or application and are designed to nudge the user to decide which vendor or merchant
prefers. Whether viewed as malicious or not, to hook the user in maximizing time spent
on an OSN or game, the software design techniques employed in the choice
architecture presented are likely to be exploiting the users' unconscious biases,
predispositions, idiosyncrasies and mental gremlins (Kahneman and Frederick, 2007;
Soror et al., 2015; Sunstein, 2016). This psychological exploitation of the mind is
known as ‘brain hacking’ (Bosker, 2016; Harris, 2016; lenca and Haselager, 2016;
Leslie, 2016). These techniqgues may be unashamedly and unscrupulously
manipulative and, although at the outset may have been rudimentary, are increasingly

becoming more sophisticated and less obvious to the user.

When questioned in an interview in 2019 on the ethical implications of using the Fogg
behaviour model, BJ Fogg maintained that the focus in the development of the model
was never on OSN addiction. Instead, he maintained that it be used to fast-track the
user in achieving what they wanted to do in the first place, hinting at the potential

possible misuse of the model (Fogg and Euchner, 2019).

Whatever the focus of the Fogg behaviour model was intended for, it is being used as
a basis to persuade engagement with OSNs to form what would be seen as intended
good habits, which, however, may unintentionally result in bad habits (Pinder et al.,
2018; Urban, Hewitt and Moore, 2018). The persuasive principles of the Fogg
behaviour model are currently being employed as far as Asia (Yihui, 2018; Agha et al.,
2019).

This leads to the work done by the research psychologist Larry Rosen in the field of

the Psychology of Technology (Rosen et al., 2013) on coerced addictive behaviour
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(Turel and Serenko, 2020a). Recently the research in the validation of the Fogg
behaviour model was presented at a conference in Belgrade (Savic¢ et al., 2023).This
work is foundational in exploring nudging theory and the manipulative notion of Brain
Hacking (Harris, 2016).

2.6.6 Brain Hacking

According to Design Ethicist, once employed by Google Tristan Harris, Silicon Valley
is developing mobile applications and gearing devices within the realm of the Internet
of Things (IoT), such as smartphones and other devices, to consistently entice the
user to the application or device (Bosker, 2016; Cooper, 2017; Harris, 2016; Leslie,
2016; Tabaka, 2017). According to Harris, the methods used are purposely designed
and embedded inside the application or device intended to force a behavioural pattern
through a process of reward habitually. This is referred to as ‘Brain Hacking’. To do
this, Harris explains, companies such as Apple and Google use techniques such as
controlling your choices through a prescribed menu, simulating the excitement of a
slot machine, the fear of missing something important (FOMSI), and enticing social
approval to name a few to exploit the user’s psychological vulnerabilities (Harris, 2016;
Harris and Swisher, 2019; Thompson, 2019).

Brain hacking is a term implying a malicious nature. Reviewing both the contemporary
and academic literature, the researcher now presents a more formal definition of brain

hacking as defined by Lenca and Haselager:

“The term brain-hacking refers to the emerging possibility of co-
opting brain-computer interfaces (BCI) and other neural
engineering devices with the purpose of accessing or
manipulating neural information from the brain of users” (Lenca

and Haselager, 2016).

In keeping with the relevance of this research, we need to align the BCI to that of an
OSN. Here, we look at the input manipulation within the context of the OSN. This
happens when the hacker manipulates the BCI user’s input by stimuli offered to the
user. This input may be in preselected targeted stimuli to prompt responses in the user
that access the user’s neural thoughts and information. This has been demonstrated

to be possible research in human-to-computer interaction.

51



Input in this context may be confused with the user providing input using the BCI
through monitored brain activity instead of an interface more familiar with a screen
with menu options and pre-empted commands. The researcher refers to the latter
when referring to input manipulation to remain within the context of OSN interaction
using mobile devices (Harris and Swisher, 2019), where brain hacking is a technique
employed in the design of OSNs by software companies to maximize the time a user
spends on their mobile device or web application when engaging with OSNs
(Hirschprung, Toch and Schwartz-Chassidim, 2017). This is done by presenting
convenient clicks and scrolls, making it easy to “swipe” or click on an option the user
may, in retrospect, not have selected. For example, the ease of making credit card
payments through a conveniently presented selection may lead the OSN user to make
a payment without thinking it through. In addition, this process allows for gathering
data on users engaging on OSNSs, enabling the development of user-profiles through
the process of Big Data analysis facilitating the in-depth knowledge of personality
profiles enabling targeted marketing by third-party organisations (Seetra, 2019). The
more time spent browsing and clicking through OSNSs, the greater the usage and
selection count of OSN users' preferences which incentivises potential third-party
organisations to purchase marketing and commercial space through the OSN (Harris,
2014).

2.6.6.1 Brain Hacking, a Case for Manipulative Nudg ing and Framing using
OSNs

Manipulation: as defined by dictionary.com (Dictionary.com, 2017) is to manage or
influence skilfully, especially in an unfair manner: to manipulate people's feelings and

to adapt or change (accounts, figures, etc.) to suit one's purpose or advantage.

Or in the words of the nudging theorist Cass Sunstein (2014):

“A statement or action can be said to be manipulative if it does
not sufficiently engage or appeal to people’s capacity for

reflective and deliberative choice.” (Sunstein, 2016).

“It is important to emphasise that countless choices are at least

partly a product of variables that do not involve reflective
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deliberation — and choosers tend to be unaware of that fact”
(Sunstein, 2016).

More strongly, Joseph Raz (1986), in defining manipulations, goes as far as to

disregard coercion, proposing that:

“Manipulation, unlike coercion, does not interfere with a person’s
options. Instead, it perverts the way that person reaches

decisions, forms preferences or adopts goals” (Raz, 1986).

Further reference is made to the widely accepted two cognitive systems of the mind
to explore manipulation. Nudging is actively pursued in OSN apps such as Facebook
and online purchasing apps (Balebako et al., 2011; Choe et al., 2013; Wang et al.,
2013; Beldad and Hegner, 2016; Bavel and Esposito, 2017; European Commission
and [JRC], 2017). In his essay entitled “How Technology Hijacks People’s Minds —
from a Magician and Google’s Design Ethicist”, Harris (2016) lays out ten
programming techniques technology companies deploy to hijack the user’s brain.
Harris uses technology to exploit human instinct in “the race to the bottom of the brain
stem” (Harris and Swisher, 2019; Thompson, 2019). He likens the methodology in
these techniques to that of a magician who uses the limits of people’s perception, such
as blind spots, to influence people to select and engage in online activities without
realizing it, as if to nudge them. These techniques are explored by the researcher in
the context of nudging and whether the intention of nudging and/or framing translates
to manipulation or even out of the realm of soft libertarian paternalism to cohesive hard

paternalism.
2.6.6.2 Hijack 1: Menu Control and Directive

The use of menu options controls the usability design of an OSN. The user’s choices
are directed by the options provided, and though the user is free to choose from the
options available, they are limited to those options. For example, when faced with a
restaurant food menu of options, the prospective diner is not expected to ask, “What
is available that is not on the menu?” However, in the diner's case, it is known that
should he request a non-menu item, provided it is reasonable, many restaurants will
try to accommodate the diner. However, the OSN user is often trapped into believing

they can only select what is available to them on the OSN application. Let us consider
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a nudge defined in the paper, PINC: Persuasion, Influence. Nudge and Coercion
Through Mobile Devices, ...as a piece of the choice architecture (how choices are
presented) that directs people’s behaviour towards a determined goal without
obscuring any options or introducing significant economic incentives (Eslambolchilar
et al., 2011). We can argue that the position of controlling the menu through
programming the options presented in an OSN the software developer nudges the

user to one of the limited options available.

Nys and Engelen (2017) argue that nudging uses and exploits factors such as
cognitive biases and heuristics and cannot merely be seen as rational advice and that
nudging persuades people actually to make decisions outside the realms of their own

interests.

Here, we can further explore the term coined by Thaler and Sunstein (2008), “choice
architecture”. Choice architecture revolves around how choices are articulated to the
user in the case of OSNs. The way that the choice is made reflects how the options
are presented. The approach of the choice architect can be likened to that of a building
architect who will place passages, hallways and access to doors etc., to direct a
smooth and easily accessible human traffic flow through a building. It can be argued
that the approach of choice architecture may be manipulated in that the human traffic
flow in a building may be designed to direct people to a specific building area whilst
purposely directing them away from other parts of the building. The choice architect

thus influences how choices are decided upon (Johnson et al., 2012).

The financial incentive for a successful OSN is increased time spent by the user in
engagement with the OSN, where a product or service can be promoted. For example,
a person seeking companionship may engage with an OSN such as Tinder on entering
a cocktail bar. Tinder is an online ‘easy to use’ dating application that uses the user’s
geographic location to connect interested persons seeking companionship mutually
and then matching them by linking and using their user profiles from Facebook, Spotify
and Instagram, enticing them to chat. Tinder will present photographs of persons
matching your set preferences. You have the simple option of swiping right to show
interest or swiping left if you have no interest. If someone swipes right on your
photograph, the app instantaneously notifies you, “It's a Match!” as a directive to start

chatting. Engaging in this type of behaviour using Tinder is addictive (Borrello, 2016;
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Carpenter and McEwan, 2016). Once engaged, Tinder is designed to keep you
entertained by introducing gaming. When two user swipes result in a match, the app
will prompt the user to message their match, or it will prompt the user to "keep playing."
The "Keep playing!” is intended as a gaming technique that clocked up a record three
billion swipes in one day in May 2020 (Igbal, 2021). Tinder's design aims to keep the
user engaged in the application. This effectively nudges the user away from other
potential persons in the cocktail bar who may be a far better match for companionship

not on Tinder but are also seeking companionship.

The frequently cited Harvard Business Review article, “Nudge Your Customers
Toward Better Choices” (Goldstein et al., 2008), discusses how organisations can use
choice architectures to best select and present a default option to nudge the customer
to a choice ensuring not only customer satisfaction but added profitability to the

organisation.

A study that looked at the use of choice architectures used default options to optimize
privacy and access control on Facebook (Hirschprung, Toch and Schwartz-
Chassidim, 2017). The study found that the default options nudge the customer to a
more exposed open level of privacy and access control resulting in Facebook’s current

choice architecture leaning to benefit the software company rather than its customers.
2.6.6.3 Hijack 2: Variable Schedule of Rewards — Th e Slot Machine Hook

Extensive experimental research by the prominent 20"-century psychologist B.F
Skinner resulted in the variable schedule of rewards theory, known as the Hook Model,
which explains the addictive nature of gambling slot machines. The addictive hook
comes when the nature or size of a reward for behaviour varies. The variation of the
reward for behaviour each time the slot machine lever is pulled creates a more
compelling need to continue the behaviour than if the reward is a timely fixed, known
entity every time the behaviour is enacted (Skinner, 1957; Schull, 2012; Weinschenk,
2013).

When a user regularly engages with their mobile device to check on an OSN for
notifications without being prompted, their behaviour is likely that of succumbing to the
addictive nature of the variable schedule of rewards as if to be pulling a slot machine

lever to see what they may have been rewarded with (Eyal, 2014). This is manifested
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when we continually refresh our email Inbox with the hope of new emails or when we
instinctively browse a suggested Pinterest board in the hope of finding new pictures
or, when we down-swipe on our mobile device screen, see Figure 2.9 to check the
notifications to see if there are any new WhatsApp or Facebook notifications. This is
aptly described by Simon McCarthy-Jones, a researcher in clinical psychology and

neuropsychology, as follows:

“It could be argued that Skinner’s pigeon lab was resurrected at
Harvard in 2004, with two modifications. It was called Facebook.

And it didn’t use pigeons (Mccarthy-Jones, 2018).”

The user’s habitual need to check and engage an OSN app eventually becomes so
ingrained that the stress resulting from the anxiety of not engaging with the mobile
device leads to an unhealthy increase in cortisol (Afifi et al., 2018). Thus, it can be
argued (Haynes, 2018) that OSNs are designed to leverage the same neural circuitry
that induces compulsive use of slot machines or excessive cocaine to addict the user

trapping them into consistent engagement physically.
2.6.6.4 Hijack 3: Fear of Missing Out (FOMO) or Som ething Important (FOMSI)

Fear of missing out or missing something important FOMO / FOMSI is the anxiety
when a person feels that they are missing an experience by either not being able to
explore a rewarding opportunity or not having immediate access to knowledge or
information they may find of interest (Rosen and Samuel, 2015). A recent study of
Chinese adolescents revealed FOMO / FOMSI regarding OSN engagement as a
global psychological condition linked relationship to OSN addiction, the ‘need to know’
and envy with adolescent FOMO (Yin et al., 2019). Using techniques to play on this
anxiety or the fear of there being an important message or notice on a mobile device
you may miss is a powerful way of keeping a person constantly attentive to any sign
of notification, whether it be a message or news alert on their mobile device (Blackwell
et al., 2017; Wegmann et al., 2017).
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This anxiety entices people to become and remain friends within a social network.
FOMO or FOMSI drives mobile device users to subscribe to news feed updates and
follow friends or influential people who tweet or post regularly on OSNs. This anxiety
keeps users checking the latest posts from their friends on Facebook in case they miss
out on a topic, gossip on a group chat, being tagged in a photo with others, a notice of
an up-and-coming social event or gathering they could partake in (Elhai et al., 2016).
Before the prolific use of OSNs, people were more inclined to pre-arrange and

schedule social gatherings ahead of time. Because of the FOMO syndrome of knowing
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“where it's happening” regarding social gatherings, people now leave their social plans
to the last minute opting to choose an event or venue that is currently seen to be the
flavour of the evening through the use of friend notifications or messages on OSNs
(Taylor, 2019).

2.6.6.5 Hijack 4: Social Proof / Approval

When reading a Facebook news feed, watching a YouTube video, or purchasing a
product or service, we are immediately led to the “Likes”, “Shares”, comments, and
reviews. The amount of “Likes” or “Shares” or content of the reviews and comments
are regarded as social proof that is used by at least 70% of online consumers in
deciding to purchase a product (Hallen, 2014). Furthermore, the findings of a
quantitative research study demonstrate the use of social proof as a method of “hijack”

to influence the response bias whilst engaging in an OSN (Vashistha et al., 2018).

Social proof is when people feel justified in engaging with a service or product
because, in doing so, they conform to the actions of others. OSNs will display “Likes”,
comments and reviews about a news feed, service or product more prominently than
the service or product description itself. Using a social proof “hijack” effectively
increases and gains customer trust during online purchasing (Abdul Talib and Mat
Saat, 2017). Empirical research has shown that, when a “Like” is actioned, it can have
a herding nudging effect by spurring others to also action a “Like”, thus, accelerating

a conforming pattern of social proof (Bhattacharyya and Bose, 2020).

In his book “Social: Why our brains are wired to connect”, Matthew Lieberman (2013),
a Professor of Social Cognitive Neuroscience at the UCLA Department of Psychology,
Psychiatry and Bio-behavioural Sciences, contends that our happiness and general
well-being are determined by the strength of our immediate social network. The
strength of our social environment dramatically influences who we are, and researched
data has indicated that even the thought of severing these ties can have a traumatic
effect (Cook, 2013; Lieberman, 2013).

Lieberman argues that our need for social approval to belong and to be valued within
our social networks is higher than the base physiological need of Maslow’s hierarchy

of needs. This would make us vulnerable within our social networks for social approval.
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This vulnerability is used by companies running OSNSs to exploit our need to grow our

social capital.

OSNs have various mechanisms to illicit social approval between uses within their
social networks. These come in the form of the infamous “Like” and the “Share” or

“Retweet” or tagging people in uploaded posts.

Whenever a user changes a part of their profile, be it their profile photo, work status,
or relationship status, OSNs such as Facebook will send out notifications within their
social network of such a change prompting friends or connections to “Like” or comment
on the change. So, for example, the connections (friends) of a registered user of
LinkedIn will be informed via the Linkedln OSN when that user has a work anniversary,
has been promoted or is employed by a new firm, thus alluring that user’s connections

to a flurry of OSN activity in social approval.

Being tagged in a picture uploaded as a post on an OSN such as Facebook, Snapchat
or Instagram is not necessarily an entirely conscious decision of the person tagging
you but rather a decision orchestrated by prompting the tagger toward such a decision
by the OSN. This type of gentle nudging promotes the experience of social approval
and, in turn, getting more and more people to tag each other in photos helps a surge
of increased activity on the OSN every time a photo is uploaded, generating a

multitude of social externalities (Anaraky, Knijnenburg and Risius, 2020).
The effect of Social Approval within Organisational OSNs

If we argue that the internal networks are a central force in propagating the ethical
climate within an organisation and we assimilate these networks with the OSNs
engaged with by employees of the organisation whether they be primary or secondary
stakeholders, the desire for social approval within these OSNs may become an
influential factor in determining the ethical climate. This is alluded to in an editorial
essay that explores using OSNs to educate students and an organisation’s
stakeholders on business ethics, corporate social responsibility and sustainability
(Montiel et al., 2020).

“The importance of credible information sharing through OSNs
is explored in a recent survey study of the role OSNs can play

in the credibility of shared information based using review
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ratings and recommendations in an ethical environment (Hajli,
2018).”

The social networks within an organisation formed on an OSN will attract people with
similar interests and motivations. The larger the organisation, the greater the
possibility of the social networks fragmenting into OSN cliques, threatening the
homogeneity of the ethical climate within the organisation (Brass, Butterfifld, and
Skaggs, 1988). The power of social approval within the formation of these cliques may
act as a catalyst in determining ethical or unethical, negating the fear of retribution
(Jackson, Wood, and Zboja, 2013).

From a marketing perspective, social proof can be used as an emotional trigger
influencing a reactive response from OSN engagement, whether you are promoting

yourself, your company or specific products (Shah, 2019).
2.6.6.6 Hijack 5: Social Reciprocity

The foundations of OSNs, particularly Facebook, are built on reciprocal friendship. On
the other hand, the emphasis on reciprocity on LinkedIn is more on business
connections. Using the technological platforms of OSNs, the ease at which friends or
connections are attained leaves many users seeking the status associated with a large
number of Facebook friends or entices them to race to display the “500+” connections
indicator on their LinkedIn profile. This leaves many OSN users managing
relationships far exceeding the Dunbar (Makovsky, 2014) number of 150 to 250 such
relationships.

Social reciprocating to a gesture from another is part of a social norm that an act of
kindness should be returned by a similar act of kindness (Brown et al., 2013), even as
simple, friendly facial expressions on OSNs (Florea and Roman, 2019). Therefore, the
ability to programme control to nudge the user to feel obliged to comply through
reciprocal behaviour can be seen as a powerful tool of OSN manipulation (Harris,
2016).

The LinkedIn methodology of accepting, endorsing or responding to a message
maximises user time on LinkedIn. Both Facebook and LinkedIn persistently suggest
connections, making it as easy as a one-click acceptance to fire off an invite to

connect. In many cases, this type of suggested nudge is not a deliberate decision with
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cognitive intention but rather an emotional reaction to LinkedIn’s suggested list of
contacts triggered by system one thought intuition. However, this invite appears to be

a deliberate intention to connect to the recipient.

Likewise accepting endorsements, LinkedIn will nudge the endorsed user by exploiting
their intuitive bias by selecting and presenting them with the opportunity to reciprocate

an endorsement.

This exploitive approach of social obligation through nudging can lead to inappropriate
meaningless endorsements of connections that may compromise the validity of

endorsements and privacy.
2.6.6.7 Hijack 6: Endless Feeds using Autoplay

Endless feeds and autoplay are commonly found in OSNs such as Facebook,
YouTube and Netflix. After a user has knowingly selected to play a video or movie on
an OSN such as YouTube and Netflix, the OSN will start loading a new video or film
as soon as the selected video ends. The selection of the following video is most likely
to be preselected based on the user’s browsing history, thus enticing the user to
continue engaging on the OSN by predicting what the user would like to see. Initially
deciding what movie or video may have used the cognitive system two thinking;
however, a default nudge of preselecting the following video or movie that appeals to
the user shifts them into system one impulse thinking. This accounts for enormous
traffic and clicks or swipes on these OSNs (Green, 2015; Harris, 2016; Morrison, 2014;
Mott, 2014; Williams, 2016).

This is similar to moving to OSNs that provide news feeds. Once the user has read a
knowingly selected news feed on an OSN such as Twitter, the OSN will, by default,
nudge that user to the next news feed with similar content and subject matter. Once
the user is presented with the following news feed, the user is in autopilot mode, where
their intuition almost makes them the intelligence behind the selection of the following

news feed based on more than just their browsing history, inducing the FOMO effect.

It can be argued that the techniques employed in endless feeds using autoplay are
akin to a gentle default nudge as a combination of FOMO and Skinner’'s variable
schedule of rewards box effect. Nudging the user to continue further news feeds or

loading the next video on YouTube or Netflix subtly appeals to the system one thinking,
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automatically enticing the OSN user to explore the possible reward of what is next.
Once initiated, the user would have to consciously terminate the process if they feel
enticed to engage further on the OSN. This would force the user to fall back on system
two thinking to overcome the feeling of missing out on the possible reward of seeing

something exciting or important.
2.6.6.8 Hijack 7: Instant Interruption vs “Respectf  ul” Delivery

As discussed later in ‘Text Messaging versus Calling’, the preference of texting
messaging to a direct voice or video call is to protect the recipient's privacy by avoiding
the disruption and intrusion of a direct phone call. In addition, text messaging allows
the recipient to reply asynchronously at the least interruptive time. However, it would
appear that this may not be in some OSN companies' interest. Both Facebook and
WhatsApp will tell the sender when the recipient has read their message in an attempt
to place an obligation on the recipient to respond timeously (Khedekar, 2014). This
system one thinking nudge will typically trigger a rushed response that may lead to a
flurry of back-and-forth messaging where one well-drafted system 2 thinking response
may have sufficed with the least disruption. An online survey investigating the
message seen function found that obligation to respond as soon as possible correlates
to those character traits associated with the anxiety of being ostracized and the need
for social acceptance and belonging (Mai et al., 2015). A court in Delhi, India, has
recently accepted the double blue click feature on WhatsApp, indicating that a
message has been read as a receipt of the legal acknowledgment of the notice (tech2
News Staff, 2017).

2.6.6.9 Hijack 8: Looking for your messages? First, let us look at the latest
News Feeds.

To navigate traditional software systems and applications, a menu was presented
upfront. However, when opening an OSN such as Facebook or LinkedIn, the user is
immediately presented with a news feed where menu options appear secondary
located usually in the upper right-hand corner of the user interface surrounding the
news feed. If users want to check their messages or notifications, they should
immediately be nudged to first look at the latest news feed. Both messages and

notifications on both Facebook and LinkedIn can be found as small icons on the top
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left-hand side of the screen. This technique is similar to how a supermarket
strategically places essential and popular items at the back of a retail outlet, enticing
the customer to less essential but desirable items by forcing them to walk past and
notice the less essential but desirable items enticing them to purchase these items
(Notre Dame College, 2013).

2.6.6.10 Hijack 9: Inconvenient Choices

Unsubscribing to an OSN or website feed may seem to be made purposely
cumbersome and time-consuming. This inconvenience may convince the user to
indefinably prolong unsubscribing, thus remaining a subscriber not through choice but
by avoiding an inconvenient nudge. In addition, certain OSNs, such as Facebook, may
influence users' online privacy ignorance (Van Heerden and Jordaan, 2017). The
default privacy settings of Facebook monitor the user’s browsing history, data which
Facebook then use to target advertisements to the user. When purchasing from a
Facebook advertisement link, Facebook will send the relevant information to the
advertiser. If a user consciously opts out of the initial default settings, Facebook will
keep monitoring their browsing and purchase history, ultimately sharing their personal
data with other third parties (Facebook, 2017d, 2017b; Van Heerden and Jordaan,
2017).

2.6.6.11 Hijack 10: “Foot in the Door” strategies

A “foot in the door” is a technique to entice an OSN user to click or swipe in what would
appear as a brief engagement but may end up entrapping the user for a much longer

engagement using an intuitive system one compulsive thinking of “what comes next?”

A recent experiment related to OSN engagement revealed the persuasive power of
the “Foot in the Door” strategy through the automated dialogue conversation system
(Wang et al., 2019).

Pinterest will consistently email or message your mobile device with suggested pins
for your boards. All it takes is a little “Foot in the Door” nudge to click on the suggested
pins for your board, and Pinterest knows that they have you trapped for much longer
than you anticipate. Pinterest will suggest one board after the other. Facebook follows

the same technique of a little nudge to quickly click on a photo, not knowing the OSN
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will keep you longer than anticipated, with the slight nudge leading to more and more
nudges. This “Foot in the Door” strategy could be attributed to the 30% growth of the
Pinterest user base between 2018 and 2019 (Richter, 2019). As of January 2019,

Pinterest is one of the fastest-growing online content-sharing OSNs (Meng, 2019).
2.6.6.12 Snapchat’'s Snapstreak: a combination of Br  ain Hijacks

This habit-forming phenomenon is illustrated with the introduction of Snapchat’s
Snapstreak challenge. Snapstreak is a game or challenge set up by Snapchat that
measures the number of days two Snapchat users send reciprocating snaps. A
reciprocating message must happen at least once to continue a streak. It is likened to
the length (streak) of a volleyball or tennis rally, where the ball is returned to the
opposing player without a break (Foley, 2016). The lure of this challenge is an example
of self-compromise on the one hand, where users share their passwords with others
to help them keep the streak going (Tabaka, 2017), leaving the users with the anxiety
of breaking the streak (Thompson, 2017). The current Snapstreak record is set at
2 146 days as of March 2021.

Engaging in the Snapstreak challenge involves being caught between the release of
endorphins through the “slot machine” (Greenfield, 1999, 2016a; Harris, 2016) effect
and the oxytocin release of “social approval” effect (Ditzen et al., 2009; Sumioka et al.,
2013) and the anxiety-driven by the FOMSI (Greenfield, 2016b; Harris, 2016; Tabaka,
2017).

2.6.7 Psychological Impact and Effects of OSNs

The OSN has transformed society from the ‘information age’ to “an age of networked
intelligence” (Tapscott and Williams, 2013: Loc 389) of a live network topography of
edges instantly connecting nodes in the form of people and sources of information.
Online social networking enables the sharing and discussing events and ideas,
facilitating immediate responses and feedback between nodes. This has fuelled
today’s mindset and is sometimes known as a narcissistic “Need to Know, Want it

Now” (Bolton et al., 2013) culture, particularly evident in the Y and Z Generations.

This immediate social connectivity and instant gratification behaviour (Naumovska and
Novkovska, 2018) have recently been linked to an addictive nature by releasing

dopamine and Oxytocin when engaging in social activity on OSNs (Edwards, 2016;
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King and Dong, 2017). In addition, a study of Spanish adults and seniors exploring the
relationship between positive and negative experiences in quality of life found that both
positive and negative stress was experienced through OSNs (Diaz-prieto and Canedo-
garcia, 2019). Conversely, the implication is that individuals may become addicted to
engaging in OSNs, which could negatively impact their ability to control their urges to
connect with others. Furthermore, engaging with OSNs involves an active investment
in time that may be driven by addiction that, in a recent study on adolescents, has
been correlated with anxiety, distress and depression (Keles, Mccrae and Grealish,
2020).

With this introduction of the psychosocial impact and its effect on the profitability,
reputational risk and day-to-day functioning of the organisation, other adverse health

and psychological effects of OSNs in the literature reported to exhibit are explored.

Day-to-day observation has indicated that over-usage of OSNs may be, as discussed
earlier, by using the Hook Model and the Fogg behaviour model as design elements
using brain hacking techniques by OSN developers, prolonging application usage
(Montag et al., 2019). Furthermore, the psychological impact of this prolonged usage
and compulsive use of OSNs has been reported to manifest itself in social media
fatigue, leading to distress, depression, and anxiety (Dhir et al., 2018). The effect of
these and further psychological factors such as sleeping disorders, digital dementia,

nomophobia and others are discussed.
2.6.7.1 Mobile device separation anxiety

The concept of a cyborg as a person whose physiological functioning is supported and
managed by an electronic device helps explain the current habit-forming behaviour
and anxiety experienced, in particular by millennials with their relationship to their
mobile device. In 2008 YouGov, a research company, was commissioned by the UK
Post Office to investigate anxieties associated with mobile phone use (Merz, 2013;
Vincent, 2013; Elmore, 2014). The survey showed alarming levels of anxiety
associated with what YouGov devised as the term “Nomophobia”, an abbreviation for
“no-mobile-phone phobia,” meaning the distress of being either separated from your
mobile device or rendered inoperable from either a rundown battery or being out of

cellular coverage.
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A literature review analysing the psychological and behavioural effects of nomophobia
during the decade from 2009 to 2019 reports that symptoms of anxiety, panic, fear
and depression by people suffering from panic disorder associated with agoraphobia
are significantly more severe relative to those associated with Nomophobia.
Furthermore, excessive smartphone use can partially ease the emptiness of
depression (Goncalves et al., 2021). A study of 274 adolescent smartphone users
revealed an increase in loneliness and anxiety in adolescents contributes to more time
spent engaging with their smartphone, indicating nomophobia behaviours (Kara et al.,
2019).

A recent Australian study attributes FOMO as one of the brain hacking techniques
(Hijack 3) as part of users' unhealthy dependence on their mobile phones (Oviedo-

Trespalacios et al., 2019).
2.6.7.2 Blurred vision and Headaches

Computer vision syndrome (CVS) is a condition that results from continuous staring at
computing-related devices such as computer notebooks, tablets and smartphones.

Symptoms of CVS include blurred vision, headaches, eye strain and dry eyes.

Research on the detrimental effects of CVS in the workplace has been ongoing for the
last couple of decades. For example, a 2011 study revealed that approximately 90%
of people who stare at digital screens for at least 2 hours a day experience some form
of CVS (Chu et al., 2011; Chawla et al., 2019).

2.6.7.3 Extended work hours

From a work perspective, being constantly on call and available through our mobile
devices may be seen as positive concerning employee performance. The gain in
extended work performance may, however, be destroying employee work-life balance
and, in turn, opening the organisation to a host of labour-related legal ramifications,
especially when the line between work and personal time becomes blurred (Marcum,

Cameron and Versweyveld, 2018; Mullan and Wajcman, 2019).
2.6.7.4 Sleeping Disorders and Deprivation

An experiment conducted at Brigham and Women's Hospital in Boston revealed that,
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when reading on an iPad instead of a printed book, those using iPads showed a
reduction in melatonin associated with inducing sleep (Dennis, 2014). Furthermore,
sleeping disorders were associated with problematic mobile phone use (Zhu et al.,
2019).

2.6.7.5 Phantom Vibration Syndrome

Phantom vibration syndrome is the illusion that a person may feel their phone vibrate,
thus believing they are receiving a call, message, or notification (Rosenberger, 2015).
A survey of approximately 400 participants in the US found phantom phone vibrations
widespread (Tanis et al., 2015). In addition, a recent study found that from a sample
of 258 mobile phone users, 34% experienced phantom vibration syndrome due to
mobile device overuse, potentially causing damage to intellectual and cognitive skills
(Desai, Patel and Mohit, 2019).

2.6.7.6 The stress of OSNs in the workplace

In a recent study, using OSNs in the workplace affected the employee physically and
emotionally. Excessive OSN engagement may lead to a physical path of addictive
behaviours that may impede the employee’s work-family balance. In addition, OSN

reactions may lead to emotional burnout (Zivnuska et al., 2019b).

In contrast, a further recent study showed that younger employees entering the
workplace have already aligned their mindset to the practical and professional use of
OSNs within the professional environment rather than falling prey to less professional
social etiquette that they may have become accustomed to as students (Towner,
Everett and Klemz, 2019).

2.6.8 OSN Addiction

Excessive use of OSNs has yet to be recognised as an addiction disorder by the World
Health Organisation however the evidence that overindulgent and unrestrained use
can disrupt functional workplace environments (Turel and Serenko, 2020Db).
Eventually, this habitual behaviour is translated into a ‘bad habit’ exhibiting a

pathological and maladaptive psychological craving and addiction.
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2.6.8.1 Compulsive Texting Habits

We will define a bad habit as a well-practised disagreeable behavioural pattern
requiring marginal energy that renders little value. This typically happens when the
now-formed bad habit previously rendered a valued result but presently no longer
does. This habit is often associated with instant gratification that may conflict with long-
term objectives (Wood, 2017). For example, a recent study conducted in Australia
revealed that habitual text messaging is correlated to a high incidence of texting while

driving (Moore and Brown, 2019).
2.6.8.2 Measuring OSN Addiction

As discussed earlier, brain hacking will use OSNs to facilitate technology addiction.
The subject of OSN in addiction has been extensively researched over the past
decade (Andreassen et al., 2013; Griffiths, 2013; Davenport et al., 2014; Sultan, 2014;
Andreassen, 2015; Choi, 2018; Kircaburun and Griffiths, 2018; Zivhuska et al., 2019a).
This has led to the development and use of the well-known Bergen social media
addiction scale (BSMAS) (Andreassen, Pallesen and Griffiths, 2017; Monacis et al.,
2017). However, the effect of OSN addiction in both the workplace and private life
remains contentious and subject to further research (Choi, 2018). A study sample of
326 employees was conducted to explore the possible relationship between OSN
addiction and the workplace and found a negative correlation between OSN addiction
and work performance and the balance between work and family (Zivhuska et al.,
2019c).

This has led to further studies to identify the addictive habits of personality types to
associated OSN platforms (Hughes et al., 2012; Andreassen et al., 2013; Kircaburun
and Griffiths, 2018). In addition, identifying personality types and traits of OSN usage
has led to exploring the possible connection between self-esteem and OSN addiction
(Hawi and Samaha, 2017a).

2.6.8.3 OSN Addiction and the Organisation

Addiction of any kind can have a detrimental effect on the functioning of an

organisation. For example, addictive behaviour associated with OSN engagement by
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the employees of an organisation may expose the organisation to reputational risk,

work inefficiency and lacklustre productivity.

OSN addiction is exacerbated by the financial incentive of OSN companies, such as
the Facebook group of companies, to program addictive features in the software of
their OSNs (Andersson, 2018). This should be of grave concern to the organisation
regarding OSN engagement and business transparency. The ubiquitous nature of
OSNs, both as web and mobile device applications, has become an imperative tool in
business communication (Pourkhani et al., 2019). The prescribed guidelines in usage
as a necessary business communication platform often cannot be divorced from direct
social use. Personal and private engagement with OSNs can challenge an
organisation’s governance framework. Responsible OSN engagement may be
reflected in the organisation’s work culture, which in turn is reflected in the
organisation’s ethical climate. Evaluating OSN addiction and its effect on the
organisation becomes a vital element in this study. This incidence of habitual
behaviour and the specific difficulty individuals may have in overcoming their
compulsions of text messaging. This aspect should concern the organisation since the

vulnerable employee is far more likely to compromise the organisation's integrity.

2.7 A CASE FOR ONLINE SELF-AWARENESS AS AN
INFLUENCING FACTOR

From the literature review, when considering responsible OSN engagement, we note
the exposure to behavioural science techniques purposely programmed into OSNs to
drive compulsive texting habits and OSN addiction. To gather insight into the
psychological predisposition of the user to the susceptibility of compulsive addictive

OSN engagement, we turn to findings in research studies.

Some of the leading researchers' Mark Griffiths, Daria Kuss, and Cecilie Andreassen,
have been linking low self-esteem and low self-efficacy levels to OSN addiction
(Andreassen, Pallesen and Grif, 2017; Griffith and Kuss, 2017; Kuss and Giriffiths,
2017; D’Arienzo, Boursier and Griffiths, 2019).

“In relation to SNS addiction, self-esteem is reported to be one
of the important factors, and it is negatively associated with SNS

use and social media addiction (Kircaburun and Griffiths, 2018).”
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Further recent findings from quantitative studies have confirmed the link of OSN
addiction to self-esteem and self-efficacy across cultures (Hawi and Samaha, 2017b;
Atroszko et al., 2018; Osatuyi and Turel, 2018b; Wang et al., 2018; Hou et al., 2019).

“Facebook addiction would be a result of ineffective mood
regulation by individuals who have a problematic social life,
specifically those who have high social anxiety and loneliness,
and general emotional instability, low self-esteem, and low
general self-efficacy combined with low openness to new
experiences...This is one of the most important findings, as self-
efficacy has been more or less neglected in the context of
Facebook addiction, despite the fact that there is a well-
established link between this trait and addiction in general.”
(Atroszko et al., 2018).

2.7.1 Measuring Self-Esteem

Measuring self-esteem has prompted research into the association between OSN
addiction, self-esteem and cyberbullying. The most popular measurement of self-
esteem is the ten items Likert scale, developed by Morris Rosenberg as far back as
1965 (Rosenberg, 1965). As a scale, the Rosenberg Self-esteem Scale (RSES) has
been validated for its internal consistency and repeated test dependability (Kille and
Wood, 2012). The RSES has been shown to have sound convergent and discriminant
validity (Blascovich and Tomaka, 1991). The RSES is consistently being used and
validated (Donnellan, Ackerman and Brecheen, 2015; Garcia, Olmos and Matheu,
2019).

Recent studies using RSES found that a lack of self-esteem may be a significant
protagonist in the recent phenomena of both OSN addiction and cyberbullying. The
RSES is commonly selected to assess self-esteem in quantitative studies revealed
that texting habits, susceptibility to OSN addiction and cyberbullying are linked to self-
esteem and fatigue due to the overuse of OSNs (Dhir et al., 2018; Kowalski, Toth, and
Morgan, 2017; Saridakis, Benson, Ezingeard, and Tennakoon, 2016; Yin et al., 2019;
Btachnio, Przepiorka and Pantic, 2016; Banyai et al., 2017; Burrow and Rainone,
2017; Hawi and Samaha, 2017a; Brewer and Kerslake, 2015; Banyai et al., 2017,
Kircaburun and Griffiths, 2018; Hou et al., 2019). In addition, a web-based Norwegian
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study using the Bergen social media addiction scale (BSMAS), the RSES and the
Narcissistic Personality Inventory identified narcissism and a lack of self-esteem

associated with addictive OSN engagement (Andreassen, Pallesen and Grif, 2017).

2.7.2 Measuring Self-Efficacy

The psychologist Albert Bandura (Bandura, 1998) is known to have originated the
concept of self-efficacy as the level of a person’s self-belief in their capabilities through
exercising a functional ability to accomplish events that may affect their lives.
Research findings show that self-esteem and self-efficacy are positively correlated as
a mediating role in retaining self-control over behaviour abuse such as compulsive bad
habits and addiction (Yang et al., 2019). Furthermore, the same research findings
revealed that subjects who exercise a high self-control level were positively associated

with high levels of self-esteem and self-efficacy.

The General Self-Efficacy Scale (GSE) (Schwarzer and Jerusalem, 1995) has been
consistently used to evaluate and measure self-efficacy levels (Luszczynska, Scholz
and Schwarzer, 2005; Schwarzer and Warner, 2013; Atroszko et al., 2018; Lazi and
Jovanovi, 2018). For example, in evaluating the disparities in gender in technology
employment, a recent study developed and adapted the Cybersecurity Engagement
and a Self-Efficacy Scale (CESES) that was reviewed regarding OSNs (Amo, 2016).
This scale included self-efficacy constructs regarding general computer use,
cybersecurity, systems administration, networking, web management, and cyber

threat identification (Amo, L., Zhuo, Wilde, Murray, Cleary, Upadhyaya, 2016).

This opens the opportunity to tailor the GSE using the CESES to a 10-item Online
Self-Efficacy Scale geared to measuring efficacy levels that promote responsible OSN

engagement.

2.7.3 Online Self-Awareness

Also noted is the reliance on a personal moral code of ethical considerations such as
the earlier defined ‘Techno Moral Lag’, radical transparency and messaging privacy
which determine the online behaviour of the organisation’s employees. OSN
engagement behaviour is guided by what the researcher defines as the employee’s

online self-awareness.
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Online self-awareness within the organisation is about the employee’s own online
code of conduct and online behaviour concerning organisational and personal
confidentiality and privacy whilst engaging with OSNs. In addition, the employee’s
personal assessment of their vulnerability to malicious elements within the virtual world

is also assessed when engaging with OSNs.

Awareness of online security and privacy protection has been linked to online security
behavioural intentions (Barth and de Jong, 2017) and online self-efficacy (Hocevar,

Flanagin and Metzger, 2014; Bada, Sasse and Nurse, 2019).

Self-concept may be defined as the formation of a cognitive view of attitudes, beliefs
and value judgements a person understands about themselves that is manifested in
their thought processes, abilities, emotions and habits (Rodriguez and Loos-Sant’Ana,
2015). Simply stated, self-concept is how a person perceives their negative and
positive aspects (Showers and Zeigler-hill, 2015). Furthermore, self-concept is related
to self-esteem and self-efficacy (Wehrle and Fasbender, 2018). A review of
comparisons between self-concept and self-efficacy conveys that, although the
measurement constructs of self-concept and self-efficacy are alike, self-efficacy is a
more predictive measure than self-concept (Bong and Clark, 1999). This is validated
by previous and current research studies on the interrelations between math self-
concept and self-efficacy (Pajares and Miller, 1994; Arens, Frenzel and Goetz, 2020).
Therefore, self-awareness or self-referenced beliefs can be stated to be a culmination
of self-concept, self-efficacy and self-esteem (Loos-Sant’Ana and Ferreira De Brito,
2017). This leads to the construct of online self-awareness that can be observed within
the context of the Cybersecurity Engagement Self-Efficacy Scale and the Self-Esteem
Scale and can consequently be used as an exogenous variable to assess the
relationship between online self-awareness and responsible behaviour of OSN

engagement.

2.8 COMMUNICATION PRIVACY AND TRUST

The nature of messaging, whether it be the now more traditional email, Short Message
Service (SMS) used through a mobile phone, or instant messaging through an OSN,
not only records all aspects of the communication but can facilitate the mass broadcast
of the message (Flanagin, 2017). The introduction of this technology has given rise to

the earlier discussed notion of radical transparency, which may expose OSN
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communication, whether intentional or not, to the possibility of public broadcast and
scrutiny. An integral function of an OSN is to connect to a social network of friends,
work colleagues, business connections, or people with similar interests through a web-
based media communication network. Messaging between users is the heart of an
OSN. Messaging by a mobile device using text peer-to-peer messaging reached over
12 million, while over-the-top messaging applications reached over 40 million per
minute (Clement, 2019a). As of September 2021, approximately 3.1 billion mobile
phone users were accessing over-the-top messaging OSNSs. It is thus pertinent to
review the literature on the phenomena of text messaging. All mobile devices have a
simple, direct peer-to-peer messaging service, commonly known as Short Messaging

Service (SMS) or Text messaging (texting) for short.

It is crucial to distinguish peer-to-peer messaging (mobile device directly to a mobile
device) and messaging through the engagement of an OSN, which uses the OSNs
network topology of connections and friends between users. On the other hand, SMS
text messaging uses the same cellular network infrastructure to send a message as a

voice call.

This enables the user to send an SMS to any device that is enabled to receive a
cellular call, regardless of its operating software. Once the SMS has been generated,
it will remain on the sender’s sim card until the recipient’s phone confirms receipt. The
identifying source of an SMS is the sender's mobile phone number, and the
transmission cost will generally be charged to the account holder of the sim card
number registered by the sender (Hord, 2005). This contrasts with the mobile Instant
Messaging (mIM) OSN app, also known as Over-the-Top (OTT) services such as
WhatsApp, Telegram and Facebook Messenger, discussed earlier in section 2.2.1. IM
requires the message participants to access the mIM app on their mobile device or
web application. Furthermore, the transmission of the data are done through an
Internet Service Provider as opposed to a cellular network provider that may be
accessed through a Wi-Fi connection but, if not available, may use part of the cellular
network provider’s conduit. In such a case, the user will only be charged for the Internet

data fee, which in most cases is nominal compared to an SMS charge.
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Did you know you can send me
a text message with your
phone?

Why don't you call me?

Why would T want to send
a text message when I
can phone?

Why would T call
when I can text?

| ——— 1995 | —— | A | 2005 /
T e T
f ext when you have the

chance

Why don't you friend me
onmy Social App
so we can chat

Or join our group
then we can all chat
together

2015

Figure 2.10 The evolution of mobile device communic  ations

Figure 2.10 illustrates the evolution of mobile device communication since the mobile

phone was accepted as a communications device by the mainstream public.

The identifying source of an OSN message is the personal OSN profile of the user
registered on the mIM OSN. An mIM can be sent from any mobile device whose
operating system software is compatible with the app. In 2014 Facebook acquired
WhatsApp messaging for $55 (US) per user, with approximately 400 million users
(Deutsch, 2018). As of July 2021jcw1;, WhatsApp is globally the most popular mobile
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messaging app, with 2 billion active accounts. This was followed by Facebook
Messenger at 1.8 billion (Statista, 2021b).

It should be noted that the dominance of messaging platforms is regional. Asian
messaging applications are dominated by local apps such as WeChat, LINE, and
KakaoTalk. As of July 2019, Tencent's WeChat and QQ messaging applications had
1.132 billion and 807.9 million monthly active users, respectively, of which 902 million
daily WeChat users send an average of 38 billion messages daily. The Russian
messaging apps VK and OK share just over 100 million daily users (Clement, 2019a;
Smith, 2019).

The behavioural traits inherent in the paradigm shift in communication from voice to
messaging are relevant to this research. Understanding why texting is a preferred
medium to voice or the written form is a key element to understanding need for
competent online security and privacy. Messaging takes on an entirely new dimension
in communication. Subtle nuances in OSN messaging platforms may influence the
selection of the OSN to convey a message. Two recent qualitative studies have
explored the influence of such a selection. From the studies, selection depends on
user relationship stages, such as family, romance, or lifelong friends (Rost et al., 2016;
Schneider, 2017). From a commercial and organisational perspective, the actual text
in the message concerns the user irrespective of the messaging platform. This
research emphasises the human aspect and responsible engagement when sending
a text message through an OSN, regardless of the continuously evolving technology
it is based on. As used in other literature, text messaging and instant messaging are
interchangeable and will refer to all types of electronic messages, whether typed or
visual, such as emojis (McSweeney, 2018). Most OSN communication platforms can
broadcast a message to multiple users. The term texting may thus also refer to texting
messages posted on broadcast OSNs such as Twitter and Facebook. This type of
communication medium is established as ubiquitous and is most likely becoming the

most prolific means of personal communication in the world today.

2.8.1 Mobile Devices and Face to Face relations

In 2007 more Americans switched to communicating with each other by texting rather
than calling. The prominence of texting as a preferred way of communication driven

by Millennials has resulted in tension in the workplace between this younger
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generation and the older Baby Boomers. They feel that voice and face-to-face
communication are still far more effective in maintaining business relationships and
communication (Croshy, 2015). As discussed earlier, the need for constant immediate

access to our mobile devices warrants the device's presence in all aspects of our lives.

A research paper on the effect of WhatsApp on the social life of adolescents warns
that a lack of physical interaction may lead to a false perception of kinship and
belongingness and a fake sense of intimacy with OSN connections, whether they be

online acquaintances, actual friends or relatives (Kiran and Srivastava, 2018).

A study by the Meyers-Briggs organisation in 2018 and 2019 examined views on the
always-on culture concerning work satisfaction and the work/home struggle
(Hackston, 2020). About 30% felt compelled never to switch off, over 25% felt that
being constantly on compromised their personal and family lives, and 20% indicated
that it could lead to mental fatigue and burnout. On the other hand, over 10% felt that

being connected and always-on was beneficial workwise.

Professional environments may vary, which may determine nuances in mobile
etiquette. This is discussed in a research paper concerning a clinical environment
where a balance is between maintaining privacy/confidentiality during patient-
physician consultation and taking another patient's call. Other concerns may be
Microbial clinical transmission from a mobile device surface and maintaining a
personal/professional boundary during the consultation (DeWane, Waldman and
Waldman, 2019).

2.8.2 Central Themes of Why We Prefer Text Messaging

The analysis of the themes derived from the literature further categorises into two or
a combination of the two, as seen in Figure 2.11, namely Privacy and Efficiency.
Unforeseen at the inception, the intrusive nature of not only being contactable 24/7 but
having to engage in unplanned, formal conversation on the mobile phone gave rise to

the less intrusive and efficient use of the mobile phone.

Communication through texting or instant messaging through OSNSs is so prolific that
one cannot be blamed for seeing the irony in using this form of communication to retain

privacy. If anything, the mobile phone has been the key culprit in invading our privacy.
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When introduced as a technology, having a mobile phone on your person meant that
you were contactable at all times, whether during business meetings or driving through
to being on the toilet. This was a tremendous shift in intrusion and a disturbance in
going about one’s daily business. Text messaging seemed to be the answer to

overcoming the intrusive nature of the phone.

Privacy

Efficiency

Accessibility

Conversation
Initiation
(With minimal
intrusion)

Communicate Multi-tasking

from anywhere

Instantaneous
(Immediate thought
communication)

Avoidance of Conversation

Awkward
anticipation of
intrusion

kept to the point

Conversation
Initiation
(At any time)

Timely

Avoidance of
others
“Eavesdropping”

Response

Figure 2.11. Central Themes of Why We Prefer Text M essaging
2.8.2.1 Millennials and Text Messaging in today’s W  ork Environment

Little formal academic literature was found concerning the reasons for the paradigm
shift from a voice call to text in today’s (2015 - 2019) work environment. Therefore, as
with the previous section, ‘Millennials prefer text messaging to voice calls’, reliance
was made on less formal commentary based on interviews from recognised blogs,

business newspapers and magazines from well industry experts.

In the work environment, the benefits of texting, driven by the younger workforce, are
rooted in privacy and efficiency (Matthews, 2019). From a privacy standpoint,
millennials seem to have developed a culture where phoning a work colleague without
emailing them first could be seen as invasive (Hofschneider, 2013). Driven by
efficiency, millennials want to understand and be instructed on what needs to be done,

skipping the small talk or having to wade through a clutter of emotions associated with
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direct face-to-face or telephonic conversation (Croshy, 2015; Howe, 2015).

Moving toward the future, as Millennials dominate the workplace, organisations will
adapt their communication practices and etiquette to both their employees and

customers (Matthews, 2019).
2.8.2.2 The Perils of Broadcast Texting and Reputat ional Risk

A text or post-broadcast by an employee can present an idea or an image about an
organisation that differs vastly from the organisation's values, in other words, the public

image of what and how the organisation wishes to be portrayed.

In intending to mock her own privileged life through a poorly phrased tweet, Justine
Saco’s tweet was interpreted as a racist comment, resulting in her becoming the
number one trending topic on Twitter overnight in December 2013. This resulted in
reputational damage to both her and her organisation. As a result, Justine lost her job

and withdrew from public interaction (Ronson, 2015).

In January 2016, the Standard Bank economist Chris Hart resigned after being
accused of an alleged ‘racist’ tweet which became a major trending social media topic
(BusinessTech, 2016).

If not all, most organisations have governance and social media policies in place.
However, whether intentional or not, as shown in the above examples, stakeholder
engagement on OSNSs still poses reputational risks and confidentiality breaches. This
emphasises the need to evaluate the ethical climate concerning OSN engagement

and the organisations' stakeholders' online privacy literacy level.

2.8.3 Privacy and Closed Versus Open Social Networks

OSN s fall into two categories, open (asymmetric) and closed (symmetric) networks
(Bouadjenek, Hacid and Bouzeghoub, 2016). An asymmetric or open network where
the user follows (connects) without a reciprocal connection or being followed back.
This type of network connection can almost be likened to a subscription service where
a user will subscribe to a connection within a social network and then be privy to all
correspondence associated with this connection as a silent bystander within the social
network. On the other hand, the prospect of reciprocating to a host of voluntary

followers offers a followed user the platform to exercise influence at a marginal cost.
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A symmetric or closed network is governed by reciprocal privacy rules where the act
of connecting to another user needs an invitation and reciprocated acceptance. The
privacy settings of the OSN govern all interaction between connected nodes within

social nodes of a closed network.

A prominent example of an OSN typically used for asymmetric open broadcast is
Twitter, where your posts are shared with whoever decides to follow your tweets
(Bouadjenek, Hacid and Bouzeghoub, 2016). This type of OSN is very advantageous
in the fast distribution of news feeds and related commentary. Although the
asymmetric nature is key to Twitter’s popularity as a broadcast OSN, Twitter facilitates
private messaging enabling a user to directly send a private message to recipients
(Twitter, 2020a). It must be noted that a private tweet cannot be retweeted by one of
the recipients unless the contents are copied into the clipboard and then tweeted
(Twitter, 2020b). Twitter has recently added an additional privacy functionality to
combat abuse and spam, whereby recipients must accept a private message from a
user they do not follow (Wagner, 2017). On 17 January 2019, Twitter tweeted, “We've
become aware of and fixed an issue where the ‘Protect your Tweets’ setting was
disabled on Twitter for Android”, meaning that on an Android platform, tweets that were

deemed private could be publicly accessed (Foltyn, 2019).

Facebook and LinkedIn use the closed model, where friends are connected through a
reciprocal agreement. Messages and sharing are only seen by connected friends you
are directly messaging. Each conversation is separate and not combined into a thread,

even if more than one person may be in the conversation.

Forwarding messages using traditional SMS texting or an mIM such as WhatsApp can
only be done by message content protecting the sender's identity as seen in the
original message. In July 2018, WhatsApp implemented a limit of forwarding
messages to a maximum of five recipients at a time. This was in response to mob
killings linked to the spread of false information through its platform (BBC, 2018;
WhatsApp, 2020).

When creating groups on Facebook, there is an option for three privacy settings:
Public, Closed, and Secret. A user can request to join a closed group, but a user needs
to be asked to join a secret group. The same confidentiality and privacy settings

between two connections apply to both closed and secret group conversations
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(Facebook, 2017e). Members of a group that are not directly connected can chat or
message each other within the group chat but cannot directly message each other on
a one-to-one basis until they connect as friends (Facebook, 2017a). If a new friend is
included in an existing group, they will now have access to the history of messages
that have taken place since the inception of the group message or chat (Facebook,
2017c). As with private electronic conversations, whether email or direct texting,
maintaining the privacy of the message requires an implicit level of trust between the

messaging parties.

Although Facebook is considered symmetric, operating on the default privacy settings
renders the user open to asymmetric properties. In addition, users are often loathed
to go through the time-consuming, somewhat complicated privacy settings on
Facebook (Facebook, 2020), thus leaving much of the user’s posts, shares and other
activities often linked to other third-party apps, such as their activity on Tinder open

for public scrutiny.

OSNs such as Instagram and Snapchat are far more symmetric by nature. Instagram
offers little interaction other than posting images, sporting “look at”, “like”, and
“comment on” buttons, whereas Snapchat has no “like” or “comments” buttons. Most

interaction on Snapchat is direct user-to-user communication.

The intention or purpose of a user when engaging with OSNs should determine
whether an open, closed or variation thereof OSN is selected. For example, when
tweeting whilst engaging on Twitter, users put their message out there for all who wish
to see it. On the other hand, when posting on Facebook, the message or post is
intended only and limited to the user’s social network of friends. The key for a user to
maintain their privacy on a symmetric network such as Facebook or an asymmetric

network such as Twitter is understanding the privacy settings of the OSNs.

2.8.4 Messaging versus Social Media

In line with the move from voice to messaging, the move to communication with family,
friends, and work colleagues using mobile Instant Messaging (mIM), OSNs, instead of
OSN Media platforms, has to do with regaining and maintaining privacy when using
OSNSs. Up-to-date usage and user visit statistics change quarterly and annually.
Sources such as Statista (Clement, 2019b; Jessica Clement, 2020a) and Business
Insider (Business Insider, 2016; Browse Media, 2017; Dogra, 2017; Opzeeland, 2017)
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put the usage of the top four OSN Social Messaging platforms combined as now higher
than that of the combined top four OSN Social Media apps (Schaefer, 2016) by 2017.

As of 2020, it is reported that just over one-third of users with messaging apps have
at least two messaging apps; global usage of messaging apps exceeds user
interaction of generated content of social media platforms by 20%. WhatsApp,
followed by Facebook Messenger, remain the most downloaded messenger app
globally (Spectrm, 2020; Tankovska, 2021). It must be noted that during January 2021,
Telegram app downloads exceeded downloads of the WhatsApp app in South Africa.
However, as of August 2021, there are still only 550 million Telegram users to the 2
billion WhatsApp users and 1.3 billion Facebook Messenger users (Business Insider
SA, 2021, Statista, 2021b).

As discussed earlier in the section 2.2.3, OSNs as a media of information, when
defining OSNSs, the distinction between social networking sites, OSN social media and
OSN messaging platforms is increasingly becoming blurred. For example, Facebook
Messenger can be accessed from the Messenger.com website and the user’s
Facebook account on the mobile or web application. Third-party apps have been
developed, enabling add-ons for faster access in many browsers (Moreau, 2020).
Facebook is in the process of connecting Facebook Messenger, Instagram and
WhatsApp to enable a cross-over messaging experience while maintaining each app
as its own entity (Mosseri and Chudnovsky, 2020). This goes hand in hand with the
term OSNSs for this study as a Web 2.0 online application that encompasses all social
networking generated using interactive user-rich-generated content through a cloud

platform.

2.9 A CASE FOR ONLINE PRIVACY LITERACY AS AN
INFLUENCING FACTOR

The privacy paradox often characterises research on OSN engagement (Barth and de
Jong, 2017). Concern about online privacy when engaging with OSNs is invariably
negated through a lack of awareness and knowledge of the exposure and vulnerability
of online privacy disclosure or simply through careless online behaviours. However, a
guantitative study revealed that 66 university students from the Netherlands with a
technical background, downloaded five prescribed apps that had varying degrees of

privacy threats. The study revealed that the students did not rank privacy and security
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related aspects as a high priority and were prepared to risk privacy intrusions while

being fully aware of any potential risks (Barth et al., 2019).

When a typical user first starts interacting using an OSN, they may be struck by the
simplicity of sending or posting a message, whether plain text, an emoji, an image or
video. The ease of communicating with text messages explored earlier may render the
user oblivious to the privacy risks of using OSNs, especially when communicating with
other trusted parties. However, as explored in this section, communicating by
engaging with OSNs, as simple as the experience may be, is fraught with underlying
invasive exposure to unintended and possible malicious disclosure of personal or
organisational private and confidential information. Whether it be the lack of
awareness, knowledge or a careless attitude, the onus and accountability to engage

responsibly with OSNs fall on the user.

For responsible engagement on OSNSs, a user not only needs to choose what personal
or organisational information to disclose but needs to know and understand how to
protect against any unwanted disclosure of personal and organisational information
through the privacy settings on the OSN and its communication infrastructure. It is this
‘I know why’ and ‘I know that’ factual knowledge and the ‘I comply with’ policies,
regulations and procedures and then the ‘I know how to’ skills for data protection that

involve and define online privacy literacy (Trepte et al., 2015; Masur, 2020).

In the last decade, empirical studies have revealed a disconcerting gap between the
intent of addressing OSN privacy concerns and actual online privacy awareness and
knowledge which suggests that online privacy literacy is one of the key culprits of this
gap (Lewis, Kaufman and Christakis, 2008; Park, 2013; Park and Mo Jang, 2014;
Dienlin and Trepte, 2015; Trepte et al., 2015; Bartsch and Dienlin, 2016; Barth et al.,
2019; Masur, 2020). This has led to the development of the standardised online
privacy literacy scale (OPLIS) (Philipp K. Masur, Teutsch and Trepte, 2017). OPLIS
has regularly been used as a foundational standard in measuring online privacy
literacy (Hagendorff, 2018; Oeldorf-Hirsch and Obar, 2019; Rosenthal et al., 2019). In
addition, understanding the need for online privacy settings has been recently
highlighted in the media (Suciu, 2020) and has been formally addressed as a privacy
model for OSNs (Masur, 2020; Trepte, 2020).
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Online privacy literacy is often countered with the propensity to conveniently shrug off
responsibility for the default settings of the OSN. It is as if it is in the hands of the
developers of the OSN, who render the complexities and privacy settings hard to
understand and beyond the scope of the average individual. The intimidated user’s
approach can be further exacerbated by an OSN provider purposely constraining the
ease of configuring their OSN privacy settings (Debatin, 2011; Ramokapane, Mazeli
and Rashid, 2019). When engaging with OSNs, employees need to cultivate a
knowledgeable appreciation of OSN privacy rather than adopt a conveniently ignorant,
naive indifference towards the apparent intimidation of technology (Debatin et al.,
2009; Debatin, 2011; Alkire, Pohlmann and Barnett, 2019). A recent study revealed
that students aware of the privacy risks and intrusions were still prepared to forego the

inconvenience of setting privacy settings for expediency (Barth et al., 2019).

The evaluation of this gap or disparity between addressing online privacy intent and
online privacy conduct is a key element in evaluating the intended behaviour of the
employee of an organisation in contrast to the actual behaviour exercised whilst
engaging on OSNSs regarding business transparency (Masur, 2020). This leads to the

need to address online privacy literacy with online privacy behavioural intent.

The challenge of a measuring standard to evaluate end-user security and privacy
behaviours has been addressed by developing the security behaviour intentions
scale(SeBIS) (Egelman and Peer, 2015). The initial development of this 16-item scale
of the user’s behavioural intention measures the proactive awareness of web security
settings and links, device securement, password generation, and software updates’
vigilance. SeBIS was further validated as a reliable tool for predicting computer
security behaviours (Egelman, Harbach and Peer, 2016). A cross-culture study using
the SeBIS of over 5000 users revealed differences in security behaviour across
cultures. The same study further revealed that personal self-confidence in computer
security had a greater influence on positive security behaviour than actual knowledge
itself (Sawaya et al., 2017). Work has been done in developing the SeBIS, which has
spawned subsequent further research refining this scale (Crowell and Ramakrishna,
2020). SeBIS was recently adapted for smartphone use and was validated as a 14-

item Smartphone Security Behavioural Scale (SSBS) (Huang et al., 2020).
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Furthermore, within the ethical climate of an organisation, we distinguish between
horizontal and vertical privacy. Horizontal privacy is more concerned with norms and
rules regarding privacy influenced by the individual employee’s interaction within the
social and business environment, whereas vertical privacy within the organisation is
concerned with stakeholder privacy within the organisation’s information repositories
(Masur, Teutsch and Dienlin, 2018).

When considering specific industries such as healthcare services, one must consider
online privacy intentions and online privacy literacy concerning OSN engagement
specific to organisational governance and the professional and industry standards
geared to information technology specifications defined in eHealth. eHealth addresses
the effect of the digital platform in facilitating healthcare. This would incorporate online
digital skills to communicate and search for relevant healthcare material whilst
maintaining patient privacy and confidentiality. Recent research revealed that online
privacy competency directly influences eHealth (Li, 2018). This was brought to light in
an audit showing the ease of public accessibility to medical staff and student Facebook

profiles by patients and external professionals (Shah et al., 2019).

Online privacy literacy on OSNs and the communication infrastructure they operate on
can be mediated by the intention to exercise and comply with the protection of private
and organisational information disclosure is an observed gauge of responsible OSN
engagement. This leads to the construct of online privacy literacy that can be observed
using the OPLIS mediated by the SeBIS [rziand can consequently be used as an
exogenous(r3] variable to assess the relationship between online privacy literacy and

responsible behaviour of OSN engagement.

2.10 ETHICAL CLIMATE AND ONLINE ORGANISATIONAL
AWARENESS

Following the discussion in the introduction, ethical climate reflects the organisation’s
core values that define the work culture in the workplace environment and influence
either ethical or unethical employee behaviour (Teresi et al., 2019). Thus, the ethical
climate is fundamental to the core values of the organisation and critical in managing
deviant behaviour. In addition, the ethical climate impacts the employee’s commitment
to the organisation through the perceptions and emotions in the workplace (Pagliaro
et al., 2018; Tang, Holmes and Foley, 2020).
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2.10.1 Online Behaviour, Ethical Climate and the South Afr ican Labour Act 1995

The need to evaluate the ethical climate within the organisation is critical in
establishing the attitude and approach of stakeholders within an organisation
regarding online behaviour concerning their engagement on OSNs. The differences in
approach between the Baby Boomers, the Millennials, the Net-Generation and the Z
Generation as to what is good, what is acceptable or non-acceptable behaviour and
conduct when engaging on OSNs is often open to interpretation (Watson and Lopiano,
2016; Dolan et al., 2019).

2.10.1.1 Labour Related Studies from the South Afri ca

In South Africa grounds for employee discipline or dismissal is based on the conduct
outside the workplace can constitute a breakdown on the working relationship. This is
evident in the disrepute of the employer and an employee’s actions, causing a
breakdown in the inherent trust relationship between employer and employee (Davies
and Badal, 2016).

This means that, if an employee engages in an OSN with content that adversely affects
the trust relationship, the employer can motion a disciplinary hearing, resulting in
disciplinary action or dismissal of the employee. This means that the said charge does
not need to bring against the employee being a breach of the company's stated policy
or governance as long as it can be shown that the employee’s action has consequently

resulted in a break of working trust between the two patrties.

This trust relationship can be compromised either directly by a social media post that
directly references work colleagues of the employer, eroding a working trust
relationship or indirectly by associating the employer and work colleagues in a social
media post that offends or is inappropriate to a third party which leaves the employer

vulnerable to disrepute.

2.10.2 Survey of Ethical Climate (ECQ)

In 1987 Bart Victor and John Cullen published the results of an instrument they
developed around Kohlberg's three levels of moral development (Kohlberg, 1968) to
survey the ethical climate within an organisation (Victor and Cullen, 1987). Today the

Victor and Cullen ECQ is a widely respected cross-cultural survey of ethical climate
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(Grobler, 2016; Malisetty, Rao and Kumari, 2018; Mitonga-Monga, 2018; Vryonides et
al., 2018; Abadiga et al., 2019; Vidak et al., 2020).

This theoretical typology of ethical climate is divided into two survey measurements.
The first is the ethical criteria used to decide on particular actions or behaviours, and
the second relates to the locus of analysis as a frame of reference in ethical decision-
making. The first survey of the ECQ is based upon Kohlberg’s moral reasoning
development, divided into three levels: pre-conventional, conventional, and post-
conventional (see Figure 2.12). Exploring the moral condition through these three
levels, we note that Kohlberg categorises each level into two stages where different
ethical norms and standards in human development gauge and determine moral

decision-making and reasoning.

The literature classifies three key aspects of ethical behaviour within an ethical climate.
Firstly, broadly referred to as ‘Egoism”, it is the effect of actions and behaviour of a
person on their personal well-being. Secondly, ‘Benevolence’ is the actions and
behaviour that promote the best possible outcome for all. The third aspect of ethical
behaviour, called ‘Principles’, is the actions performed out of a sense of duty and
obligation. There has been recent criticism of Kohlberg’s conception of various stages,
levels, and reasoning processes as incompatible with reality (Carpendale, 2000) or
that Kohlberg'’s theory lacks in fully comprehending the moral judgement-action gap
(DeTienne et al., 2019). However, for this research, Kohlberg's stages of moral

development are used as a basis for the Victor and Cullen ECQ.

Sociology Referent Theory is used to quantify the second measurement. The locus of
analysis is then broken down into three aspects: the individual, local (related to those
within the organisation), and cosmopolitan, which relates to the affected society
around the organisation. Finally, when merging these two distinct measurements with
the three above aspects leads to Victor and Cullen’s nine theoretical ethical climate

typology types, as depicted in Table 2.2.
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/ Level 1 \
Pre-conventional Morality
Stage 1 / \
9 Level 2

Obedience driven by - .
“Fear of Punishment” Conventional Morality

Stage 2 Stage 3
Individual Interest Interpersonal Relationships driven by
\ “What's in it for me?" Social Approval

/ Level 3 \ Stage 4

Post-conventional Morality COROTIEG 10 SO0MA Ledar

“Law and Order”
Stage 5 J

Social Contract balanced by
Social Order and Individual Rights

Stage 6
Universal Ethics

K “The Golden Rule” /

Figure 2.12 Kohlberg's Stages of Moral Development

Table 2.2. Theoretical Ethical Climate Typology

Theoretical Ethical Climate Typology

Individual Local Cosmopalitan

Egoism Self Interest Company Profit Efficiency

Team Interest

Benevolence i i i ibili
Friendship Mutual Participation Social Responsibility
L ; Governance Framework, Law and
Principle Personal Morality Rules and Procedures Professional Codes

Source: (Victor and Cullen, 1987, 1988)

For this research, Cullen and Victor's definition of ethical climate is used as the broad
definition of ‘ethical climate’. The locus of analysis refers to the leading referent group
that identifies “the source of moral reasoning used for applying ethical criteria to
organisational decisions and/or the limits on what would be considered in ethical

analysis of organisational decisions” (Victor and Cullen, 1988:105).
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A new sample used on the ECQ by Victor and Cullen (1988) resulted in the

classification of five ethical climate types summarised in Table 2.3.

Research on the ECQ has recently been conducted in countries with specific reference
to China, Japan, Singapore (Shafer, 2013), Ethiopia (Abadiga et al., 2019), the
Democratic Republic of Congo (Mitonga-Monga, 2018), the USA (Curtis, 2014; Taylor
and Curtis, 2018) and Australia (Shacklock, Manning and Hort, 2011; Tang, Holmes
and Foley, 2020). Research in South African of ethical climate in organisations
(Grobler, 2016) has resulted in the validation and standardization of the ECQ.

Table 2.3. The five types of Ethical Climate

Type 1 Caring Consideration of the wellbeing of others
Type 3 Rules Adherence to company rules and policies
Type 4 Instrumental Self-protection and wellbeing

Type 5 Independence Personal moral code

Source: (Victor and Cullen, 1988).

Grobler's research has now resulted in the classification of three ethical climate
typology represented in the five-type typology (Victor and Cullen, 1988) illustrated by
Grobler in

The three resultant ethical climate types, namely, Institutionalised ethics (ethical
work environment), Instrumental and Personal morality, are classified by the
researcher by their characteristics and resultant outcome in Table 2.5.

stakeholders when engaging in OSNs. ‘Cosmopolitan’ refers to the ethical implications
when engaging in OSNs affecting society beyond the organisation.
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2.10.3 Ethical Climate within the context of OSN engagemen  t

The typology's ‘individual’ and ‘local’ aspects will refer to the ethical and moral

reasoning of the individual employee, fellow employees, and other organisation

Table 2.4. Classification of the three types of Eth  ical Climate

ETHICAL LOCUS OF ANALYSIS
THEORY Individual Cosmopolitan
Egoism Efficiency
(6;7)
Benevolence Friendship (3;4) Social responsibility (5)
Team interest (1;2)
Principle e vl Company rules | Laws and professional codes
(23:24;25:26) (12:13;14;15) (9,10;11)

Source: (Grobler, 2016)

Table 2.5. Three ethical climate type typology

Ethical Type Characteristics Outcome
L Ethics defined and entrenched in the Efficiency
Institutional L .
Ethics organisation. well-being of all
Consideration of the well-being of others. Stakeholders
Ethical criteria is egoism. Maximise self-interest
Instrumental Loci of analysis are both individual and local. (Individual)
Interest for public sector Profitability
Personal Decisions driven by personal moral code. Stakeholders Principles
Moralit Limited to principles and deontology. Affirm
¥ Discrete ethical reasoning with in organisation. Company Ethics

Source: (Grobler, 2016)

A recent study of 376 workers from selected Italian SMEs found that attention to an
ethical climate identifying and directed at individual self-interest and competitiveness
is paramount to the organisation’s ethical climate, which may influence individual
behaviour on the level of self-categorization within work or social groups (Pagliaro et

al., 2018). A key feature of OSNs is group communication, where OSNs such as
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WhatsApp's individual ethics and behaviour may benefit from the social conduct
appropriate to the group (Regina et al.,, 2017).This is where organisations in the
financial or healthcare sectors can use ethical climate-promoting guidelines in
targeting the individual's self-categorization concerning the correct behaviour of a
member belonging to WhatsApp group chat where inappropriate sensitive content is

vulnerable to be seen or shared within seconds (Bouter, Venter and Etheredge, 2020).

In promoting organisational governance and policies when engaging in OSNs, the
importance of an ethical climate driving a high level of trust in relationships between
employees, customers, partners, and other stakeholders should not be

underestimated when communicating online (Teresi et al., 2019).

In addition, it is here where the evaluation of the ethical climate in the organisation is
reflected in a culture conducive to encouraging the employee to regain agency by

seeking an enlightened approach to online privacy settings available through the OSN.

The organisation’s ethical climate should echo a culture that encourages them to
understand the consequences of a breach of their privacy, empowering them to make
proactive choices protecting themselves from the possible negative impacts of OSN

engagement (Alkire, Pohlmann and Barnett, 2019).

2.10.4 Deviant Workplace Behaviour and Ethical Climate

A recent study on Nigerian employees shows ethical climate to be a significant factor
in deviant workplace behaviour (Obalade and Arogundade, 2019). In Portugal, a
guantitative study of 223 employees supports the role of an ethical climate driven by
leadership to temper bullying in the workplace (Freire and Pinto, 2021). deviant
workplace behaviour and traits susceptible to OSN engagement, assert that the more
minor deviant behaviours, including gossiping and more serious sexual harassment,
verbal profanities, and abuse, associated with interpersonal deviance often leads
larger deviances (Bressler and Bergen, 2023). They also relate to the unethical
sharing of confidential company information associated with organisational deviances
(Troshani and Wickramasinghe, 2018). Organisational deviance is defined as deviant
behaviours directed at an organisation, company vandalism, theft from the company,
fraud, purposely not working to one’s full potential and violating a company’s
confidential information (Christian and Ellis, 2014; Pagliaro et al., 2018; Obalade and
Arogundade, 2019).
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2.11 A CASE FOR ONLINE ORGANISATIONAL AWARENESS AS
AN INFLUENCING FACTOR

Ethical behaviour in an organisation may be defined as conforming to the values,
principles and norms of what is agreed upon in the professional business community
as responsible and moral. Guidelines to type this behaviour are mostly through the
organisation’s governance, policies and procedures and industry-specific codes of
conduct and what has been legislated by law (RemiSové4, LaSakova and Kirchmayer,
2019). However, there are times when judgements about what is responsible and
moral behaviour fall in a grey area. Moral judgement is the process of assessing the
moral responsibility of an action (Cullity, 2018). As Trevino and Nelson (2017)
explored, a moral judgement leading to ethical behaviour within the organisation is
influenced by the characteristics of the individual employee and the organisation as a
whole. Described as the ethical decision-making process, ethical behaviour is
influenced by an ethical judgement that originates from ethical awareness (Small and
Lew, 2021).

Moral or ethical awareness is critical to identify the ethical implications of a possible
pending situation within the organisation (Trevino and Nelson, 2017). However, a lack
of a culture of awareness of the ethical nature of pending choices in decision-making
leaves the employee without the building blocks of moral reasoning (Filabi and
Bulgarella, 2018). This would likely result in a lack of guidance concerning ethical and

responsible behaviour when engaging in OSNSs.

Organisational awareness is the understanding of the components such as the ethical
and moral demeanour, the leadership style of the hierarchical relationships and
influencers of an organisation, both through the perception of formal and informal
dynamics within the organisation (Goleman et al., 2017; My HR, 2017; Office of
Human Resources, 2019; Caredda, 2020).

Online organisational awareness is understanding the nuances of the organisation
transformed from the physical to the global online platform. When interacting on this
global online infrastructure through the engagement on OSNSs, the ethical climate
survey refers to shared perceptions of the employees of an organisation regarding
“what constitutes moral and responsible online behaviour.” More specifically, this

occurs as soon as an employee or group of employees feel compelled to exercise
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ethical reasoning for responsible behaviour when engaging in OSNs and are aware of
adhering to the online culture, standards, or rules for decision-making within the
organisation. This leads to the construct of online organisational awareness within the
context of the ethical climate questionnaire that can consequently be used as an
exogenousira] variable to assess the relationship between online organisational

awareness and responsible behaviour of OSN engagement.

2.12 A CASE FOR A SURVEY OF RESPONSIBLE OSN
ENGAGEMENT

The concern of responsible engagement of OSNSs in industries such as healthcare can
be found more than a decade ago where it was felt that the medical practitioner was
left to personally negotiate online forums in the absence of any professional guidance
or standards (Gusehl, Brendel and Brendel, 2009). Then again re-enforced later where
if used responsibly and professionally OSN platforms could be used as a medium for
interactive healthcare (Kotsilieris et al., 2017). And then from the perspective of brand
development, again embracing the case for responsible OSN engagement
(Yoganathan, Osburg and Bartikowski, 2021).

This holds equally for the financial services sector, where although the financial sector
understands the power of OSNs to engage with and market its brand and image to all
stakeholder, financial organisations are fully aware of mitigating the possible risks
associated with irresponsible OSN behaviour. To this end many financial institutions
employ strict compliance with their policies with regard to all online activities (Van den
Berg and Struwig, 2020).

Whether it be the challenge of navigating the ethical implications of using a new
communication platform or shortfalls in the judicial system as legislation regarding the
implications of the new media platform as assessed and reviewed, the onus on the
employee remains to engage with responsible caution on OSNs. Regarding the
organisation’s governance framework regarding promoting responsible OSN
engagement, the primary aim of this study is to understand the factors that influence

and impact the behavioural traits of responsible usage of OSNs.
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2.12.1 The Levels of Responsible OSN Engagement within the organisation

The first objective of this research is to identify factors that promote responsible
engagement of OSN usage. This asks what constitutes and how does one gauge the

levels of responsible engagement within the organisation?

Recent findings indicate that factors like the fear of missing out (FOMO) are positively
correlated to OSN addiction which drives a higher frequency of engagement amongst
users of more social applications, namely, Facebook, Instagram and Snapchat
(Sheldon, Antony and Sykes, 2020). In another study, selfies related to loneliness and
depression (Sheldon, Rauschnabel and Honeycutt, 2019) were dominated by the
frequency of usage of the social applications Snapchat, Facebook, Twitter, and
Instagram (Matthes et al., 2020).

OSNs geared to direct and formal communication, such as Emails, SMS, WhatsApp,
and BBM, provide seamless, instantaneous legal and business communication
through mobile devices (Townley, 2019). Further studies demonstrated that the
efficiency of WhatsApp usage by 455 participants in Northern Cyprus in the workplace
boosted work performance due to expediency and convenience (Terkan and Celebi,
2020). Furthermore, the ever-present nature of WhatsApp allows immediate
communication enabling virtual meetings to be conducted from anywhere, where
users maintain the etiquette and behaviour appropriate to the group they belong to
(Regina et al., 2017).

From a business perspective, higher frequency usage of business applications relative
to frequency usage of social apps is associated with higher levels of responsible OSN

engagement in the organisation.

OSN engagement within the organisation lends itself to using business applications
for business communication, whether it be the exchange of business conversation,
through documentation, formal, legal or through memos and setting up and monitoring
organisation schedules such as meetings, organisational and project deadlines. As
explored above, the popular platforms include Emails, SMS, WhatsApp and Skype.
Product and service communication to clients would apply to YouTube and Twitter.
Maintaining a business network of colleagues regarding organisational trends, skills

availability and pedigree is suited to Linkedin.
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The use of more social based platforms such as Facebook, Facebook Messenger and
Instagram, although they have business capabilities, lends itself to the addictive nature
of FOMO, selfies and social conversation not associated with the organisation, which

often may include gossip.

The broadcast applications Twitter and YouTube fall between business and social-
orientated applications. They have been seen from the business side to increase
visibility and online performance by up to 30%, whereas YouTube is primarily used for
marketing and Twitter for customer communication (loanid and Scarlat, 2017). A
further study showed that users engaging with YouTube seek a multifaceted range of
services such as entertainment, information on products, services and news, thrill-
seeking and social interaction (Antoniadis, Saprikis and Karteraki, 2018). Therefore,
platforms such as YouTube, Twitter, and WhatsApp are often used in social and

business contexts.

In gauging the levels of responsible OSN engagement, we can survey the usage
frequency levels of business platforms relative to social-based platforms. The higher
the self-reported levels of frequency usage engagement with business platforms to
that of social platforms is observed as an indicator of higher levels of responsible

usage.

2.13 THE RESEARCH GAP FROM THE LITERATURE REVIEW

From the outset of the literature review, a key factor when engaging in OSNs is

promoting responsible online behaviour by employees.

In developing a conceptual framework, it is important to understand the perceptions of
the organisation's current ethical climate concerning responsible online engagement.
Simultaneously, it is crucial to gauge the actual frequency usage of the employees of
the most popular and common OSNs to gauge the levels of responsible engagement.
By surveying the self-reported engagement practices, behaviours and habits, their
effect on the level of responsible online behaviour can be quantified. This can run in
conjunction with surveying the effect of self-awareness and organisation awareness
in driving responsible online behaviour. This opens a research gap as a need in both
gualitative and quantitative knowledge for an observed effect influencing factors on

responsible OSN engagement in the workplace to develop a governance framework.
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2.13.1 A Quantitative Gauge of factors influencing Respons ible Behaviour

In meeting the first objective, through critically reviewing the literature to identify factors
that influence responsible and abusive OSN engagement within the organisation, the
following three constructs that can be observed as exogenousirs] variables on the
effect and impact [rejof the levels of responsible behaviour when engaging on OSNs

derived in the literature review, namely:

* Online Self-Awareness.
« Online Privacy Literacy.

* Online Organisational Awareness.

The observed levels of responsible behaviour regarding the identified constructs with
the actual surveyed usage of the most commonly used OSNs may offer an
understanding of the effect and impact these constructs have as influencing factors on
responsible behaviour. This will identify the key factors that should be included in
developing a governance framework for an employee or any other stakeholder

guidance for responsible OSN engagement.

Further literature review revealed several validated instruments that can be used and
adapted to measure the identified constructs. This will enable meeting objective three
to gauge the opinions and perceptions of a sample of employees from selected
industries towards factors that influence responsible behaviour when engaging in
OSNSs.

Surveying online self-awareness can be gauged using the Cybersecurity Engagement
Self-Efficacy Scale and the Self-Esteem Scale, meeting objective four, to gauge
employees' awareness of psychological and external factors affected by manipulated

impulsive behaviour, habits and OSN addiction on responsible OSN engagement.

To survey online privacy literacy using the online privacy literacy scale and mediated
by the Security Behaviour Intentions Scale, meeting objective five, to gauge the
perceived effect of the individual employee’s online privacy literacy and security

intentions on responsible OSN engagement.

To survey the online organisational awareness using the ethical climate questionnaire,
meeting objective six, to gauge the influence of the employee’s awareness of the

ethical climate within the organisation on responsible OSN engagement.
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2.13.2 Observed Perceptions of Responsible OSN Engagement as Qualitative
research

As a phenomenon, in particular for those that fall in the Baby Boomer and X-
Generations, the radical transformation in the change of how we now communicate
using OSNs has introduced a myriad of behavioural traits in the way employees
interact online with each other and with other stakeholders such as clients and
suppliers within an organisation. The literature review has examined and developed
various concepts associated with these interactive online behavioural traits when
engaging in OSNs, from techno moral lag; nudging assisted brain hacking, mobile
device attachment and separation anxiety, OSN addiction, self-esteem, self-efficacy,
online privacy literacy and online security behavioural intentions, through to the
organisational awareness of what the employee constitutes and perceives to be
responsible and ethical conduct which the organisation subscribes to reflected in the

ethical climate.

2.13.3 The perceptions of behaviour and adherence to curre nt governance in

Responsible OSN engagement

As discussed and presented in the literature review, these concepts have already been
researched and examined more extensively than others. However, these concepts'
underlying premise and effect may not be familiar to typical executive managers in the
sectors selected for this research. To meet objective two, to explore through the use
of interviews and a literature review the perceptions of behaviour and adherence to
current government policies and guidelines of employee OSN engagement in the
selected industries, the researcher thus sees the need to understand the perceptions
and views through the eyes of the executive manager of the challenges of promoting
and maintaining responsible OSN engagement by employees and other stakeholders.
The key concepts would be to understand management's view of the current
governance and guidance regarding business transparency and responsible OSN
engagement. Of key interest would be the executive manager’'s perception of the
frequency of use of OSNSs, the level of online privacy literacy of employees and their
intentions to protect the integrity of company information. Perceptions of employee
behaviour would include the degree of perceived OSN addiction and cyberbullying by

employees and whether, in the manager’s view and experience, this may have led to
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adverse effects within the organisation. Furthermore, what is the management’s
perception of the influence and awareness of the organisational and ethical climate on

business transparency and OSN engagement?
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CHAPTER 3 : RESEARCH METHODOLOGY

3.1 INTRODUCTION

This chapter explains the research methods employed for this study. The research
gap is summarized and identified in the literature review as a lack of organizational
control towards which executive management directs attention, motivates, and
encourages employees to act responsibly when engaging on OSN platforms. This
necessitates examining, gauging and analysing the influencing factors associated with
responsible engagement. A deeper understanding of influencing factors associated

with responsible engagement is key to the development of a governance framework.

A gauge of responsible usage and frequency engagement of OSNs within the
industries of the target population is largely undefined. As discussed in the literature

review, this enables meeting the following stated objectives.

Objectives two to six lead to a mixed-methods study to unravel the prevailing research

guestion that encompasses the specified research question on page 26, namely:

“What are the factors in the development of a conceptual
governance framework as part of the work culture reflected in
the organisation’s ethical climate to promote responsible OSN
engagement by employees in the financial and healthcare
services industry, to mitigate the perceived loss of control

through the notion of radical transparency?”

3.1.1 A Mixed Methodology Approach

The research under taken was a mixed methodology. A combination of qualitative and
guantitative data produces a more comprehensive analysis by complementing,
corroborating or supporting findings (Creswell and Creswell, 2018). The reasoning
behind the mixed methodology is that neither qualitative nor quantitative methods on
their own would be able to unravel both the social adoption and technological
complexities of a social phenomenon that is redefining how we as humans interact

with each other.

98



From an organisational perspective the stakeholders / population groups considered
around OSN platform engagement is at both a macro and micro scale namely;
executive management and employees respectively. To understand the challenge of
directing attention, motivating, and encouraging employees to act responsibly when
engaging on OSN platforms cannot be easily quantified and requires a qualitative
analysis. Whereas the actual online behaviour of employees when engaging with OSN
platforms can be gauged using a quantitative study (Almeida, Queirés, & Faria, 2017).
By identifying commonalities in both qualitative and quantitative methodologies, each
of the methods adapt to different sources of data making a distinct contribution through
a shared set of influencing factors in OSN platform engagement behaviour,
recognising the complexity and diverse perspectives of the research undertaken
(Creamer, 2022). In addition, the development of a balanced conceptual governance
framework from the perspective of the challenges facing executive management as
well as gauging the online behaviour necessitates both a qualitative and quantitative

study.
3.1.1.1 A Qualitative Study to Gain an Insightinto  the Perceptions of Behaviour

The purpose of this research approach is first to perform a qualitative study to meet
the second objective through the use of interviews to gain an insight into the
perceptions of behaviour and adherence to current governance, policies and
guidelines of employee OSN engagement in the selected industries. To gain an in-
depth view of the extent of the notion of “loss of control” by management and a
management perspective of a governance framework and policies in addressing the
perception of radical transparency, a code of ethics towards business privacy and
confidentially and customer privacy. Further is an analysis of the employee’s
perceptions of their rights to freedom of speech within the context of the professional

code of conduct of the organisation.
3.1.1.2 A Quantitative Study to Gauge OSN usage

Furthermore, the purpose of this research approach is secondly to conduct an online
guantitative instrument to gauge the actual OSN usage against the identified factors
that may influence the conduct of OSN engagement. As part of this instrument is used

in gauging the competency of online privacy literacy, online security self-efficacy,
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general self-esteem, the behavioural patterns towards online security, the propensity
of OSN addiction and texting habits of the organisation’s stakeholders within the

context of the perceived ethical climate by the employee of the organisation.

3.2 RESEARCH APPROACH

In approaching the research, Saunders research onion found in chapter 4 of Research
Methods for Business Students was considered and investigated (Saunders, Lewis
and Thornhill, 2019). Four layers were considered important for this research study:
1.) research philosophy, 2.) strategy, 3.) method and 4.) data collection and analysis,

as seen in Figure 3.1 below.

The research philosophy is a combined approach of positivism and realism from the
mixed methods approach (Saunders and Tosey, 2013). Returning to the prevailing
research question, the research study seeks to understand the influencing factors to
mitigate the perceived loss of control through the notion of radical transparency from
the perspective of management. The research was exploratory sequential design. This
approach was used to adjust the validated scales for gauging behaviour, where
needed for OSN engagement and to adapt where required for a South African context.
In addition, this approach allowed the two sets of findings to confirm or generalise the

gualitative findings.
3.2.1.1 Meeting the Research Objectives

The notion of loss of control is based on the perceptions of management. Investigating
the perceptions of management on responsible employee OSN engagement meets
objective two by gaining insight into how management understands the influences
researched in the literature review toward responsible engagement. The researcher
seeks to contrast management perceptions with empirical findings of actual OSN
engagement within employee demographics meeting objective three whilst gauging
the employee awareness of the influences set out in objectives four, five and six. This
combined philosophy is suited to an inductive qualitative study in combination with a
guantitative deductive study of in-depth interviews with management with an online
survey of a cross-section of stakeholders. The insight from the qualitative study with
the empirical findings of OSN usage and awareness levels of employees is used in

developing a governance framework as part of objective seven.
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Quantitative
Survey

Positivism
Deductive

Data Collection
\ and Analysis

Mixed
Methods

Inductive :
Realism

Qualitative
Interviews

O Techniques & Procedures O Method Choice O Strategies O Research Philosophy

Figure 3.1 Customised Research Onion
Adapted from Research Methods for Business Students (Saunders, Lewis and
Thornhill, 2019).

3.2.1.2 The Reason for the Selected Industries

The reason for the selection of organisations in the financial and healthcare sectors is
that the confidentiality of client information and the susceptibility to misinformation is
of paramount importance (Kumar and Devi, 2014; Chou et al., 2017; Braun and
Eklund, 2019; Brashier and Schacter, 2020; Kogan, Moskowitz and Niessner, 2020).

In April 2020 McKinsey & Company conducted a survey of North American consumers
regarding the protection and maintenance of confidentiality of data from hacking,
breaches and not subscribing to regulations. A risk practice report revealed that
consumers from this survey are most comfortable sharing data with providers in the
healthcare and financial services. Both industries scored 44 out of 100 which was
double or more than any other industries. This further corroborates the selected
organisations within the healthcare and financial services for the research in this study
(Anant et al., 2020).

The study is not concerned with the disparate business functions of the two sectors.
The study is concerned, with the stringent need, by both sectors to protect and
maintain the privacy and confidentiality of clients and patients as a minimum
benchmark. Working in the financial and healthcare sectors in South Africa for more
than three decades, the researcher is familiar with knowledge in these sectors. The

researcher's relationships with executives and managers in these sectors will assist in
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accessing appropriate personnel with whom the researcher is not familiar, to avoid

any possible bias.
3.2.1.3 Target Population

The target population of this qualitative study is the entire workforce within divisions of
the management participating in the qualitative study of the five commercial
organisations selected (500 employees in each on average) from the healthcare and

financial sectors.

The target population will comprise of approximately 2500 employees. The researcher
has been involved with and consulted concerning Information Technology in the
financial services and health sector and is thus familiar with the business models,
structures, compliance, governance and business ethics of these sectors. The
researcher feels that this knowledge base and experience are crucial to the

interpretation and analysis of the research.

3.2.2 The Unit of Analysis

The unit of analysis is a stakeholder employed and represents the organisation in their
capacities ranging from executive to casual or contract workers. As discussed in the
research problem, all employees connected and engaging in the phenomena of OSNs
are the organisation's mouthpiece. This presents ethical and moral considerations
concerning what information is shared to whom. The researcher first established the
demographic of the employee and the frequency of the OSNs engaged with. Secondly,
the research sought insight into the employee’s ethical and moral approach to

representing themselves and the organisation through OSNSs.

3.2.3 The Sample

For the qualitative research, the intention was to utilise a purposive sample of
appropriate financial services and healthcare sector organisations. A series of in-depth
interviews with relevant employees (senior management) was conducted. The
selection of participants depended on the willingness and availability of the participants

involved and is thus a purposeful convenient sample.

For the quantitative research, the researcher conducted an online survey that was sent

to all targeted employees of the same organisations used in the qualitative research.
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The online survey utilised the online tool, google forms, to reach and gather data from
the sample through the web, smart phone or tablet. Further details on the sample and
motivation thereof are discussed in the sections regarding qualitative and quantitative

research methodologies.

3.2.4 Objectives

Meeting objectives two to six of the research is achieved through the research

methodology as follows:

3.2.5 Objective two

To complete a qualitative study to explore through a literature review and interviews
the perceptions of behaviour and adherence to current governance, policies and

guidelines of employee OSN engagement in the selected industries.
3.2.5.1 Objectives three to six

« To use an instrument to gauge the opinions and perceptions of a sample of
employees from selected industries towards factors that influence responsible
behaviour when engaging in OSNs (objective three).

» To gauge employees' levels of awareness towards psychological and external
factors affected by manipulated impulsive behaviour, habits, and OSN addiction
on responsible OSN engagement (objective four).

» This instrument will further gauge the perceived effect of individual employees’
online privacy literacy and security intentions on responsible OSN engagement
(objective five).

* To gauge the perceived influence of the employees' awareness of the ethical

climate within the organisation on responsible OSN engagement (objective six).
3.3 THE QUALITATIVE RESEARCH

3.3.1 Motivation for Phenomenological Research

The main purpose of this phenomenological research is to delve into the reality of the
participants’ understanding of their experiences and feelings in having to learn new

protocols in communication.
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3.3.1.1 OSNs as a Phenomenon

From the employer's perspective, a qualitative methodology was conducted as a
series of interviews with the executive or senior management. The purpose was to
achieve an in-depth perspective from the employer on the phenomenon of OSNs
within the organisation regarding the ongoing representation of each organisation’s
identity, company values, culture and conduct of both employer and employee within

engaged social networking communities.

The concept of an OSN was first academically defined by Boyd et al. (2007), which
implies that, for most executives in the financial and health sectors who are
predominantly members of the Baby Boomers, X-Generation and Net-Generation, the
concept or existence of an OSN can be seen as a phenomenon that is a novel

experience.
3.3.1.2 The Lived Experience of the key Stakeholder s

Introducing radical transparency through the facilitation of OSNs as a paradigm shift
in communication and knowledge transfer is a frightening deviation from the
traditionally structured communications methods that appear in the social networks
that have been the norm in the 20th century. It is living through the experience as a
forced adaption of this paradigm shift through the technological phenomenon of OSN
that the researcher sees as key to the development of a governance and policies

framework to facilitate a mindset change in the world of commerce and enterprise.
3.3.1.3 In-depth Appreciation of the change in Cond  uct and Behaviour

The statistical results and analysis from a quantitative study can go a long way in
understanding critical facts in the adaptation of the business environment of radical
transparency. However, the researcher tried to understand the business executive's
in-depth apprehension about the required change of conduct and behaviour in

communication, whether on a personal or business level.

It is the steps and measures taken by the executive to embrace this new technological
communication platform by conquering the fear of adapting the change from the well-

established 20th-century mindset of communication to that of adopting radical
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transparency by embracing the technology of the OSN platform in the 21st century,

that the researcher sought to reveal through a phenomenological qualitative study.

3.3.2 Core Characteristics that define Qualitative Resear  ch

In qualitative research, the researcher reviews the common core characteristics and
combinations thereof which are considered to be pertinent to the research taken from
publications of leading researchers and authors, among other things (Creswell, 2013a;
Groenewald, 2004; Roller and Lavrakas, 2015;Tracy, 2013). Next discussed are core
characteristics the researcher took into account during the qualitative study. However,
as seen later in the findings, aspects such as an additional data source to the recorded

and transcribed primary data of the interview did not materialise.

3.3.3 The Instrument

“the researcher is the primary instrument for data collection and

analysis” (Merriam and Tisdell, 2016).

The Instrument in this qualitative research was the researcher. The researcher
interpreted and analysed the data. Qualitative research explores the research
constructs as the participants divulge information. Thus, the researcher must conduct
interviews with the participants. “The mind and body of a qualitative researcher literally
serve as research instruments — absorbing, sifting through, and interpreting the world
through observation, participation, and interviewing” (Tracy, 2013: 3). The researcher
and the participant effectively jointly own the “research space” during the interview
process (Roller and Lavrakas, 2015). As information is revealed through the
researcher's engagement with the participant, the researcher needs to be able to ask
redirected questions and steer the conversation to maximize the exploration of all

aspects of the discussion while staying focus on the research questions.

3.3.4 The Data Sources

The predominant data source would be that gathered through in-depth interviews with
participants from the population sample. The nature of the qualitative methodology
revealed some additional data sources in terms of participants as the research process

evolved.
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3.3.4.1 The Data Analysis and Reflexivity

The aim was to determine themes and clusters using horizonalisation (Leech and
Onwuegbuzie, 2008), thus developing a conceptual framework for the government
policies that enhance the corporation's interests whilst maintaining the ethics
associated with the employees’ right to freedom of speech and privacy. The
researcher was able to look with sincerity and transparency, reflecting on the influence
of the interviewee's own knowledge and interpretation of the information collected
during the analysis thereof (Creswell, 2013a; Roller and Lavrakas, 2015; S. J. Tracy,
2010). To avoid bias of the researcher as the instrument of the qualitative research,
the researcher applied phenomenological reduction in the form of epoché commonly
translated as a “suspension of judgement” or more commonly known as bracketing as
recently applied in phenomenological research in the use of social media support (Ruiz
and Stadtlander, 2015) and the evaluation of character traits of company executives
(CEOs) (Nyukorong and Quisenberry, 2016). It is noted, however, that researcher’s
knowledge and background regarding the phenomenological research of the subject
matter remains embedded and possibly beyond his control. Vigilance concerning this
factor may be required rather than trying to attain detached objectivity. This should not
imply that the hermeneutic approach to phenomenological research should be given
less reverence but instead follow the approach Heidegger and Gadamer (Gadamer,
2006) advocated and not be restricted by prescribed methodology but take note of

one’s biases in interpretation (Emiliussen et al., 2021).
3.3.4.2 The Importance of Meaning and the Participa nts’ Meanings

The researcher derived meaning by looking at the effect of the familiarity between the
researcher and interviewee concerning any form of bias by either party (Patton, 2002)
and the context and language used (Roller and Lavrakas, 2015). The researcher
needed to concentrate on the meaning of the information provided by the participant
(Creswell, 2013a).

3.3.4.3 The Evolving Process of Emergence
Itis evident from the literature that the qualitative methodology is an evolving emergent

process (Creswell, 2013a). This means that the researcher used supplementary
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sources in the form of documentation, media or additional participants who emerged

during the research process (Patton, 2002; Roller and Lavrakas, 2015)..
3.3.4.4 The Full Picture a Holistic Approach

The researcher used multiple observations with the aim of gaining a holistic

perspective of the phenomenon (Creswell, 2013a; Roller and Lavrakas, 2015).
3.3.5 The Interview Process
3.3.5.1 The Purposeful Convenience Sample

The researcher selected to use a purposeful convenience sample. This type of sample
is extensively used when conducting qualitative research methods as it enables the
researcher to select a sample with a wealth of information and experience through
living the experience of the phenomena being researched (Patton, 2002). It was
envisioned that a sample size of 12-30 from at least four financial services and
healthcare sector organisations would yield a saturated consistency of themes and
clusters to develop the essence (essential invariant structure) of the phenomena of
OSNs in the workplace. Where, as discussed in the literature, the essence is and
describes the phenomena (Dahlberg, 2006). The researcher gained insights and
manifestations of the apprehensions of both the positive and negative impact on the
organisation, such as having to manage the exposure of the organisation’s activities
through social media and the exposure of the behaviour of the organisation’s
employees both through the conduct of business as well private communication on
OSNs at all times. A purposeful convenience sample ensured the optimal use of a
limited selection of available willing participants who are not only knowledgeable and
experienced in needing to manage the phenomenon of OSNs in their organisations

but were also able to articulate their experiences and opinions (Palinkas et al., 2013).
3.3.5.2 The Setting of the Interviews

A series of interviews were conducted with senior management at appointed times
and at the convenience of the participants, whether at their place of work or in a more
casual environment. A key element of the setting was an environment with as little

distraction as possible and where a clear voice recording of the interview was
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obtained. The researcher felt it imperative to capture the tone and intensity of the
participant’s conversation and answers. The researcher was seeking to establish the
current apprehensions or confidence of senior management in tackling the perceived
problem found in the literature on the control (Lucero, Allen and Elzweig, 2013) or lack
thereof (Zerfass, Fink and Linke, 2011; Trinkle and Crossler, 2014) of company
information dissemination and general conduct at all times by stakeholders particularly
employees engaging in OSNs. A direct self-assured as opposed to a hesitant
apprehensive answer to a question or issue tells a different story regarding underlying
confidence as opposed to scepticism regarding the ability of the participant’s
organisation to either cope or embrace stakeholder engagement on OSNs. This is a
significant distinction between the tangible, measured outcomes from quantitative
research as opposed to an imperceptible interpretation used in the qualitative research
approach to understand the confidence levels concerning stakeholders' inability to

restrain the use of OSNSs.
3.3.5.3 Interview Guide and Themes to be discussed

In meeting objective two, the researcher developed a research guide similar to
guestionnaire guides used in the literature (Prat, 2014) that was continually refined
and evolved after each interview. The key themes discussed in the literature review

included, but were not limited to:

* ‘Loss of control’ over the engagement of OSNs by employees (Linke and
Zerfass, 2013a).

» The approach to radical business transparency (Park and Blenkinsopp, 2011;
Tapscott and Ticoll, 2012; Heemsbergen, 2016).

 Governance and policies concerning employee engagement on OSNs
(Macnamara, 2011).

* Ethics and a moral code regarding business transparency through OSNs
(Carroll, Brown and Buchholtz, 2018).

» Ethics towards the employee's right to freedom of speech and privacy as a
company representative (Debatin et al., 2009; O’Connor and Schmidt, 2015;
Watson and Lopiano, 2016).
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» Ethics and governance towards business partners and customers' right to
privacy concerning data gathering (Carnegie Mellon University, 2016; Grimes,
2016; Orcutt, 2016a).

» The threat of employee workstations being compromised through phishing and
botnets, and other malicious malware and computer viruses through the
exposure of employee engagement on OSNs (Acohido and Swartz, 2008;
OECD, 2008; Acohido, 2010; UNODC, 2013).

» The researcher’s classification of information dissemination, namely Spin
Doctors, Whistle-Blowers, Pillow Talk and Careless Whispers from informal
preliminary research (Dijck and Poell, 2013; Wolfe et al., 2014; A Big Brother
Watch report, 2015; Scott, 2016).

3.3.5.4 Interview Questions

In every interview, the notion of radical transparency in the context of OSN
engagement was introduced and then discussed regarding the perceived problem

found in the literature of loss or lack of control by the executive of an organisation.

The terms online privacy literacy, online self-awareness and organisational awareness

regarding ethical climate were explained and discussed.

In keeping each interview consistent, the researcher referred to a skeleton of
guestions ensuring that the subject matter associated with objectives one to objective
six was adequately addressed. The following questions were addressed during each

interview.

1. What is the current state of Governance regarding business transparency,

particularly radical transparency, when engaging on OSN platforms?

2. What is the competency level of online privacy literacy perceived by
management regarding both employees and management?
a) Do you feel they can protect themselves from piracy invasion? What is
the competency level in privacy settings, and do they understand and
read the terms and conditions when subscribing to an OSN platform?

b) Do you feel that they can protect themselves from malware and virus

109



invasion? What are the competency levels in detecting malicious

software invasion and antivirus software?

3. Is OSN addiction a factor concerning business transparency and using OSNs
within your organisation?
a) Are you, as a manager, aware of OSN addiction?

b) Have you ever noticed the symptoms of OSN addiction?

4. How do you feel the ethical climate of the organisation impacts responsible
OSN engagement concerning appropriate business transparency regarding:
a) The organisation drives values.
b) Professional adherence to industry conduct and regulations.
c) The personal morals and ethics of the employees.
d) The instrumental values are associated with running a profitable and

successful organisation.

5. What are the perceptions and experiences of the employees concerning the
guidance of responsible OSN usage stipulated in the organisation’s policies and
procedures?

a) From your experience, do the employees in the organisations
understand the need to adhere, understand and follow the organisation’s
policies and procedures when engaging in OSNs?

b) From your experience, do the organisation's employees understand the
implications of a privacy and confidentiality breach and the notion of

radical transparency?

6. How effective do you believe the organisation’s procedures and policies
regarding governance are in tackling the notion echoed in the literature of “Loss

of Control” regarding OSN engagement within the organisation?

7. What effect do you believe generational or gender differences or educational
qualifications have when it comes to responsible OSN engagement concerning:

a) Online privacy literacy competency.

b) Online self-efficacy and self-esteem

c) The ethical and moral approach of employees.
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3.3.6 Qualitative Data Analysis
3.3.6.1 The Coding Process.

The qualitative data in the form of transcribed interviews were coded using a
combination of the traditional Grounded theory pioneered by Glaser and Strauss
(Glaser and Strauss, 1967) and Flexible coding (Constantinou, Georgiou and
Perdikogianni, 2017; Deterding and Waters, 2021). The Grounded theory is in line with
the inductive approach mentioned in 1.2. The theory is renowned as a theory
qualitative researchers adapt to suit their research and achieve their objectives;
however, its iterative, recursive practice in developing themes and categories is still
relevant to this research study (Charmaz, 2008; Belgrave and Seide, 2019). This
approach, together with the use of modern Qualitative Data Analysis Software (QDAS)
in combination with the coding of modern office suite software applications such as
Microsoft Office (Lapelle, 2004; Ose, 2016; Watkins, 2017), will enable the researcher
to capitalize on features of the software through analytic coding examining respondent
attributes of a derived data set of codes, categories and themes across all transcripts
(Deterding and Waters, 2021).

3.3.6.2 Grounded Theory Process

Grounded Theory is generally known as a flexible approach to deriving new theories
through the reductive process of recursive and iterative real-world data analysis, such
as transcribed interviews into themes. Objective two of this research is to explore
through a literature review and interviews the perceptions of behaviour and adherence
to current governance, policies and guidelines of employee OSN engagement in the
selected industries. To achieve this objective, data in the form of interview transcripts
were collected and analysed through open coding (Corbin and Strauss, 1990) or what
by other researchers is referred to as initial coding (Bryant and Charmaz, 2012).
Codes derived were then used in the further collection of interview transcripts until
code and theme saturation was achieved. Further analysis and code reduction into
themes were then achieved using axial coding and selective coding, a process that
reclusively iterated between open, axial and selective coding until core themes were
developed, leading to the interpretation of the qualitative findings. This iterative

process ensures that all abstraction retains an alignment with the data. The Grounded
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Theory Process is regarded as a tried and tested robust methodology that is used to

enter into and understand the interviewee’s world thus achieving objective two.

The coding process used for this qualitative research is illustrated below in Figure 3.2,

followed by a brief description as it was used in this research.

Axial Coding 4\
Transcribed Open/Initial Selective/ Core Theme Interpretation
Interviews Codin Focused Development Findings
e Coding P &

Theme
Development

] Office+ (& 1] Office+ (&

o LITE] Qo LITE]

Figure 3.2 The process for Qualitative Research Cod ing
Adapted from Williams and Moser (2019)

3.3.6.3 Open/Initial Coding (Initial Analysis of Te  xt)

Aggregating concepts and phenomena analyse the interview text data into discrete
themes. Once a theme emerges, it is then assigned a code. This results in a list of

distinguishing codes and categories supported by code notes explaining the codes.
3.3.6.4 Axial Coding

This is the second level of coding, where the open coding themes are further refined
and aligned. At this level, the transition from open coding to axial coding results in
affiliating connections between the codes and distinct thematic categories derived
from the open coding. The codes are now aggregated into categories (Williams and
Moser, 2019). The thematic categories are viewed as axes with their associated
properties related to subcategories. Axial coding effectively reconstructs the lines of

data of the transcribed interviews extracted through open coding (Charmaz, 2008).
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3.3.6.5 Selective/Focused Coding

This is the third level of coding, where the detailed extraction and analysis of open and
axial coding are transformed to a higher level of abstraction. This is done by selecting
consistently recurrent codes and focusing on now-defined categories from the axial

coding into one core category (Glaser, 2016).
3.3.7 Limitations of the Qualitative Research
3.3.7.1 Convenience Sample Bias.

The selection of financial services, healthcare sector organisations and key
stakeholders would be limited to those willing to participate in this research and

provide the necessary consent and approval.
3.3.7.2 Potential Bias in Answers and Interpretatio  n thereof.

The researcher has been involved in the commercial use of OSNs in a business
capacity. There is thus, the danger that the researcher may have strong views,
opinions and biases on OSNs. To mitigate any possible influences of such biases, the
researcher endeavoured to exercise strict personal bracketing during the interview

process.
3.3.7.3 Volume of Data

The process of in-depth interviews and the analysis thereof is time-consuming and
constrained to the availability of respondents, thus impacting the selection and size of

the sample.
3.3.7.4 Qualitative Research may not be Statistical ly Representative.

Qualitative research tends to be an interpretation of perspective which makes it difficult

to measure.
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3.4 THE QUANTITATIVE RESEARCH

3.4.1 Purpose of the Online Survey

The purpose of the quantitative research is to establish OSN usage while
simultaneously gauging the influences set out in objectives three, four, five and six
developed and categorised in the literature review regarding responsible OSN
engagement. Objective three seeks to gauge and understand the influence of the
associated demographics of the employee regarding an industry, gender, generation
and qualification. Objectives four, five and six seek to gauge and understand the
influence through the validation of six scales of the levels of awareness regarding
online self-awareness (objective four), online privacy literacy (objective five) and
organisational awareness (objective six) of the employee towards responsible OSN

engagement.

3.4.2 The Constructs with Associated Objectives

The constructs from the literature review establish what it is that we want to know.
Three constructs from the literature review examine employees' perception and
awareness of their moral and ethical obligations regarding representation and
information dissemination to their employer or organisation. First, the constructs
examine the employee’s notion of the individual right to privacy within the context of
responsible OSN engagement (Haraty and Massalkhy, 2013; Kokolakis, 2017; Richey,
Gonibeed and Ravishankar, 2018; Tsay-Vogel, Shanahan and Signorielli, 2018)

namely, online self-awareness, online privacy literacy and Organisational awareness.
The following variables on the above constructs were examined:

* Online social network usage.

» Online privacy literacy and security behaviour intentions.
* Online social network addiction.

* Online privacy self-efficacy.

» Self-esteem scale.

» Ethical climate.

As per the literature review, this leads to meeting objectives three, four, five and six to

be gauged regarding measurement scales.
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3.4.3 Gauging Online Self-Awareness

As discussed in the literature review, the construct of online self-awareness within the
context of the Cybersecurity Engagement Self-Efficacy Scale and the Self-Esteem

Scale can influence responsible behaviour with OSN engagement.

3.4.4 Cybersecurity Engagement Self-Efficacy Scale

Based on the work on self-efficacy by Albert Bandura (Bandura, 1998), the researcher
used the scales for General Self-Efficacy Scaletyh (GSE) (Schwarzer and Jerusalem,
2013) and Cybersecurity Engagement and Self-Efficacy Scale (CESES) (Amo, L.C. et
al., 2016). In addition, questions were tailored for the OPLIS, SeBIS Scale, BSMAS

and Online Social Network Usage questions.

3.4.5 Self-Esteem Scale

To gauge self-esteem, the Rosenberg self-esteem scale (RSES) was used. The RSES
has been used with the BSMAS in recent studies where both OSN and Internet
addiction are associated with self-esteem (Hawi and Samaha, 2016; Rosenberg, M.
1979; Rosenberg, M. 1965).

3.4.6 Gauging Online Privacy Literacy

The speed at which the technological platform of OSNs has been integrated into
society questions the idea of online privacy literacy of this technology. In perusing this
work, Philipp Masur, Doris Teutsch and Sabine Trepte have developed an online
privacy literacy scale (OPLIS) to measure individuals' and organisations' online privacy

literacy.

To gauge the awareness of individual's rights to the privacy of their personal
information when engaging in OSNSs, the researcher used the validated online privacy
literacy Scale (OPLIS) (Trepte et al., 2015; Philipp K. Masur, Teutsch and Trepte,
2017). OPLIS examined the awareness and perceptions of the individual’s rights to
protecting their private data and their knowledge regarding functional and technical

aspects of their online privacy (Correia and Compeau, 2017).

There were five groups of questions comprising four or five questions. Twenty-five
aspects of an individual’s rights to online privacy and data protection strategies and

practice were tested. Each of twenty-five questions would be scored with one point if
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the correct answer was provided. During the pilot study of the questionnaire, the aims
in the final development of the OPLIS were followed (Trepte et al., 2015). Results from
the pilot study of the questionnaire found that questions covering all aspects of the
OPLIS were best styled, keeping part with the OPLIS format of the multiple-choice test
type or true-false items regarding the efficiency of the general design of the questions.
This type of layout lends itself to an efficient process of analysis. In keeping with the
OPLIS format, the option “Not Sure” was presented for both the multiple-choice test
and true-false questions allowing the respondent to avoid guessing. The consequence
of reputational risk through a lack of technical knowledge and data protection
strategies in the context of OSN engagement can be severe. Uncertainty is thus
regarded as unfavourable regarding online privacy literacy, leaving an assessment of
zero points for either an incorrect answer or if the respondent’s answer is ‘Not Sure’.
This test-type approach enabled the researcher to determine a score of online privacy

literacy competency for each respondent.

OPLIS is adapted and divided into the following five themes:

Theme ltems

Self-reported knowledge about institutional

data collection practices through the use of Four questions

OSNs.

Technical aspects Four questions

Data protection techniques Five questions

Password protection Four questions

Data law protection Four questions (Adapted to PoPi)

In the context of this research, online privacy is defined as

“one’s ability to control the release of personally identifiable data in

the context of institutional practices (Park, 2015).”

It follows from this definition that online privacy literacy can then be defined as the
ability, an individual’s level of skill or level of expertise to determine how much of their
personal data they are happy to share with an agent, whether it be a national,

commercial or social entity through the engagement of an OSN. In determining how
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much personal data an individual is happy to share with an agent through an OSN, the
individual's data privacy protection needs to be measured regarding 1.) Their
awareness of exposure to the amount and type of data agents collected, and 2.) Their

functional and technical competency levels of online privacy techniques and settings.

To gauge the employee’s awareness of their rights to the privacy of their personal
information when engaging in OSNs as discussed in the research methodology, the
researcher adapted an online privacy literacy scale (OPLIS) (Trepte et al., 2015;
Philipp K Masur, Teutsch and Trepte, 2017a, 2017b). OPLIS aims to gauge the
awareness and perceptions of the individual’s rights to protect their private data and
their knowledge regarding functional and technical aspects of their online privacy

(Correia and Compeau, 2017).

As part of a lengthy questionnaire, it was necessary to reorganize and adapt the
standard format of OPLIS, ensuring that all relevant aspects of the technical aspects
and data protection aspects of online privacy literacy were covered. Technical aspects
included understanding the purpose and use of terms and concepts when browsing
the Internet, such as cache, cookies, browsing history, firewall and a Trojan virus.
During the pilot study in the development and refinement of the quantitative
instrument, several participants suggested including the concept of a Virtual Private
Network (VPN). To assess the respondent’s data protection strategies for password
creation and use, OPLIS built-in two questions that covered four best practice
techniques. As a result, OPLIS uses three questions to cover five data protection
strategies when surfing the Internet. After several iterations of the questionnaire
during the pilot study, it emerged that these best practice password creation
techniques were best analysed through four and five questions for data protection

strategies when surfing the Internet.

Information about data collection practices using OSNs by institutions like the USA’s
National Security Agency was found irrelevant within the South African context.
Therefore, it was decided to adapt the OPLIS questions on institutional data collection
practices through OSNs to that of an identifiable and the time a topical company such
as Facebook. Likewise, questions on the knowledge of data protection law were
adapted to questions on the South African POPI act in contrast to the OPLIS questions

directed towards German and European data protection law.
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3.4.7 Gauging Online Security Behavioural Intentions

Aligned with online privacy literacy the Security Behaviour Intentions Scale (SeBIS)
(Egelman and Peer, 2015) was developed by Egelman and Peer and is a 16-item
instrument scored on a 5-point Likert scale that gauges awareness through the
intended behaviour about online privacy when engaging online with OSNs This scale
was later reduced to four items (Egelman, Harbach and Peer, 2016), each

corresponding following original themes.
3.4.7.1 Privacy Policies and Settings

Legal privacy policies, terms of service, and default privacy settings are arguably
designed to rather legally protect the companies that provide an OSN platform service
than the end user by using indirect legal terminology to exploit private data (Hartzog,
2017, 2018). The researcher added six questions to address the often-inattentive
behavioural intentions of the user when reading and accepting privacy policies and
terms of service of OSN platforms. The questions were adapted from a study by Obar
and Oeldorf-Hirsch which examines the time taken to read the privacy policies and
terms of service of OSN platforms (Obar and Oeldorf-Hirsch, 2018).

Scales are one of the most cost-effective proxies for observing human behaviour. As

emphasized by DeVellis, scales

“are intended to measure elusive phenomena that cannot be
observed directly.” (Devellis, 2017:105)

The security behaviour intentions scale (SeBIS) is used to gauge employees' privacy
and security behaviours when engaging on OSN platforms, whether web-based or
accessed on a desktop, notebook, or mobile device. As discussed in the research
methodology, the researcher adopts the 16-item security behaviour intentions
scale(SeBIS) (Egelman and Peer, 2015) developed by Egelman and Peer to gauge a
users’ self-assessment of their adherence to OSN online security and privacy advice
or organizational procedures and policies. The SeBIS is divided into four themes,

namely:

1. Password Generation: This asks the respondent about their vigilance in
securing passwords that are unlikely to be cracked or hacked.

2. Device Securement: This asks the respondent how vigilant they are
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regarding securing the device used OSN engagement, whether it be a
desktop, notebook or mobile device. Typically, this will involve the lock of
the device when not in use through a password, pin or biometrics.

3. Proactive Awareness is linked to awareness when using a web application
such as OSN. This would typically question whether the respondent is
vigilant to the web application URL they are engaged with or about to
engage with.

4. Updating: This asks the respondent how vigilant they are regarding updating

their software applications with the latest security patches.

Further analysis takes validation of this scale and the reduction from 16 items to 4
items, each relating to one of the four themes above (Egelman, Harbach and Peer,
2016). However, for this research, the researcher felt that the importance of measuring
online security behavioural intentions warranted the inclusion of all the original 16

items.

For efficiency and ease on a mobile device and in keeping with the style of the
guestionnaire, the researcher adapted the 16 items into four groups of questions
matching the themes and the items validated in the reduced scale, as seen in Table
3.1

Table 3.1 Four Themes of SeBIS

Theme Theme Question Item Validating

Password Generation My Passwords... Using Password phrases

Vigilance  about locking
Device Securement My Device / Computer... mobile with a PIN or Screen
lock

| will look at the URL of a Awareness of a Phishing

Proactive Awareness website... URL

When it comes to software Vigilant about maintaining

Updating updates, |... the latest software updates

Each group of questions starts with the theme, which then assesses the various

behaviours around that theme examined in the SeBIS. In keeping consistent in
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frequency usage assessment of the top 16 OSNs and assessment of the BSMAS
frequency scale for OSN addiction and with that of the frequency scale of that of texting
habits, it was appropriate to the gauge of responsible behavioural intent regarding the
frequency of current, past and future intended behaviour. Therefore, the SeBIS
responses were gauged on the frequency scale: Never (1), Rarely (2), Sometimes (3),
Often (4) and Always (5).

3.4.7.1.1 Privacy Policies and Settings

Six items adapted from a study which examines the time taken to read the privacy
policies and terms of service of OSN platforms (Obar and Oeldorf-Hirsch, 2018) were
added to the SeBIS using the same frequency scale: Never (1), Rarely (2), Sometimes
(3), Often (4), and Always (5),

Table 3.2 and Table 3.3

Table 3.2 Introducing Privacy Policies to SeBIS

Obar and Oeldorf-Hirsch: Research Questionnaire:

Regarding Social Network Apps
Privacy Policies I...

| agree to privacy policies/Terms of Service

agreements without reading them -~ agree to without reading them

| read privacy policies/Terms of Service

agreements thoroughly -~ read thoroughly

| review privacy policies/Terms of Service
agreements when notified that there have ... review if I'm notified of an update
been updates

Table 3.3 Introducing OSN Apps Privacy Settings to SeBIS

Obar and Oeldorf-Hirsch Research Questionnaire:

Regarding Social Network Apps Privacy
Settings |...
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It is normal to sign up for websites/apps

without reading the privacy policies -+~ accept the default setting

I've got nothing to hide ... don’t care about them

Most people don’t read privacy policies ... go with the flow, as most people do

SeBIS was adapted to consist of six themes, four from work done by Egelman and

Peer and two from Obar and Oeldorf-Hirsch namely:

Theme Items

Proactive Awareness Awareness of phishing URLs

Updating Vigilant about maintaining the latest software updates
Password Generation Using password phrases

Device Securement Vigilant about locking mobile with a PIN or screen lock
Privacy Policies Reading and accepting privacy policies

Privacy Settings Accepting default privacy settings

3.4.8 Gauging Organisational Awareness

Organisational awareness was gauged within the context of the Victor and Cullen
ECQ. The ECQ assesses five themes through 26 questions fundamental to an
organisation's ethical well-being amongst stakeholders. In addition, the topical issue
of the invasion of privacy of personal information introduced in the workplace by OSN
platforms prompted the researcher to add a sixth theme of three additional items

regarding data privacy. This resulted in a total of 29 questions namely:

Theme ltems

Caring Seven questions
Law and Code Four questions
Rules Four questions
Instrumentalism Seven questions
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Independence Four questions

Privacy Three questions

3.4.9 Gauging OSN Addiction

As discussed in the literature review, OSN addiction is increasingly becoming a factor
affecting the inappropriate and irresponsible engagement of OSNs. Recent studies in
OSN addiction at Bergen University have resulted in the Bergen social media addiction
scale (BSMAS) (Andreassen, Pallesen and Griffiths, 2017), which is based on the
previously validated Bergen Facebook Addiction Scale (Andreassen et al., 2012). This
scale uses six addictive criteria: salience, tolerance, euphoria, withdrawal, relapse and
conflict. This is in line with a study on addiction to social networking sites where Turel
and Serenko consider conflict, withdrawal, relapse and reinstatement, and salience as

factors associated with addictive behaviour (Turel and Serenko, 2012).
3.4.9.1 Texting Habits

While conducting the pilot study of the scales in the questionnaire, the researcher
discussed OSN behaviour with the pilot respondents. Feedback questions often
revolved around texting habits. This prompted the researcher for further feedback on

what the pilot respondents regarded as concerning texting habits.

The researcher was initially reluctant to add additional items to the already lengthy

guestionnaire; however, it was decided to include the six items on texting habits.

Three factors were identified in texting habits. The first was the employee’s habits in
personal vigilance, the second was the emotional state and lack of self-conscious
control whilst conversing via texting, and the third was deliberate conscious high-risk

texting behaviour.

Three themes of two items each were added with regards to texting habits namely,
the employee’s habits in personal vigilance, the emotional state and lack of self-

conscious control whilst texting, and deliberate conscious high-risk texting behaviour.

Two items addressed the first theme: accidentally sending a text to the wrong recipient
and texting a contentious or provocative message without consciously thinking about

the consequences.
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The second theme was addressed with two items, the first by asking the respondent
if they text whilst still angry, addressing the risk of an emotional knee-jerk reactive text.
The second item asked the respondent whether they text under the influence, where
one’s loss of self-conscious inhibition may result in an emotional outcry or impulsive

risqué message, image or video.

Two items addressed the third theme addressing deliberate conscious high-risk texting
behaviour. The first asked the respondent how often they text whilst driving, and the

second asked how often they message risqué texts, images or videos.
This resulted in six additional questions namely:
Theme Items

- Two questions
Personal vigilance

Emotional and self-conscious Two questions
control

Conscious high-risk texting Two questions
behaviour

3.4.10 The Quantitative Research Sample

The sample needs to fall within the same framework to complement, corroborate and
support the quantitative research results and the results of the qualitative data. The
sample to be surveyed would be employees of the organisations selected or similar

and must have access to a OSN platforms.

3.4.11 Statistical Mediation Analysis

The model uses statistical mediation analysis to gauge how the dependent variable X
in the form of OSN usage with demographics such as generation (age) and gender
affect the dependent variable Y, Organisational response to appropriate OSN
behaviour. The influence of awareness regarding (1) organisational ethics, (2) online
privacy literacy and behavioural intentions, and (3) self-efficacy and self-esteem may
act as a mediating factor, M, in how appropriate responsible behaviour is perceived
when engaging with OSN platforms. Regression analysis in the form of a simple steps

approach is used to determine the effect of M as the mediator of X on Y.
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Figure 3.3 The Path Flow of the Research Model

3.4.12 3.5.12 Moderation Analysis

While mediation analysis may be used to establish how the causal effect of
organisation, online privacy and self-awareness determines the effect X has on Y, the
demographic generational and gender factors may be now introduced as moderating
variables W depicting the types of people and the circumstances having been born

either before or into an era of technology computing, the Internet, smartphones and
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Online Social networks. Thus being classified as digital immigrants versus digital
natives (Prensky, 2001) and then as digital natives as part of either the Net Generation
(Tapscott, 1998, 2009) or the iGeneration (Rosen, 2010) may have a moderating effect
on the mediating variables M which will, in turn, affect Y. The same may apply to
gender and then to a combination of gender and generation. It is envisioned that the
research model will follow the paths as in Figure 3.4.

Organisational
Awareness

k Qualification
(s

Online Privacy
Literacy

Online Security
Intentions and
Behaviour

X

OSN
Habits

Online Self-
Awareness

(o) (S

Figure 3.4 Moderation introduced in the Research Mo  del

3.4.13 The Development of the Organisational Response Inst  rument

The successful design of a questionnaire is often far more complex than initially
anticipated. To achieve a consistent and accurate answer to the questions explored in

the research involves careful thought, reviewing themes and trends in similarly done
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the research, consulting with experts, doing qualitative research, whether preliminary
or as part of a mixed-methods approach and an investigation of the state-of-the-art
and research methods. In the literature reviewed, questionnaire design is sometimes
referred to as an “art” (Synodinos, 2003). However, this “art” should rigorously follow
a scientific method (Saris and Gallhofer, 2007). A process of understanding the
outcomes, meaning and characteristics of the researcher’'s questions should be part
of the development of the questionnaire. An iterative approach of reviewing and
refining the questions and flow regarding question order with pilot respondents and
experts in the field of the research and research methodology is outlined in Figure 3.5
and Figure 3.6

Respondent
Answers

Wording

The Order of
the Questions
Sequence

Considerations

Figure 3.5 Refine and Tweak Questionnaire
Source (Synodinos, 2003)
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The approach to the questionnaire design is based on a mix of articles reviewed in the
literature (Devellis, 2003; Synodinos, 2003; Barry et al., 2011).
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3.4.14 Wording

The wording of a question needs to be carefully considered regarding being clear,
concise and accurate using a familiar word structure to the average user. During the
iterative process of refining and tweaking the questionnaire, the literature suggests the
researcher make use of focus groups or interviews with a pre-selection sample of
respondents to see how they interpret and answer the questions (Tourangeau, Rips
and Rasinski, 2000:23). Opportunity must be made during the qualitative research to
gain insight in the respondents' approach to constructing of ethics and personal moral

code.

The sequence of the mixed-methods research must be carefully planned. Although
qualitative research precedes quantitative research, a preliminary questionnaire
should be in place before the qualitative research is conducted. It is important from the
wording of the questions that all respondents interpret and understand what is being
asked as the same. It is vital to communicate in plain, understandable language rather
than with an erudite style. It is crucial that the difference between subtle nuances
evident to the researcher not be seen as a repeated question in different words to the

respondent.

Questions must be objective, and “loaded” or “leading” questions must be avoided.
For an accurate answer, a question must only contain a theme or issue. In addition,
all questions need to be culturally reduced as far as possible. This may be particularly
relevant in the cultural diversity of South Africa, especially when talking about ethics

and moral code.

3.4.15 Respondent Answers

The questionnaire uses a closed-ended scale, as discussed earlier. Open-ended
questions can be more onerous and seem like “hard work” to the respondent resulting
in nebulous and vague answers that were not used. However, particularly in the
guestionnaire pretesting phase, an open-ended question provided insight into
responses that were converted to closed-ended questions. In addition, the discussion
of responses with field and subject experts benefitted from refining and tweaking the

guestionnaire.
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3.4.16 The Order of the Questions

The researcher uses a question sequence that follows the standard introduction, body
and characteristics (Synodinos, 2003). The question of a person’s individual right to
freedom of speech and that of being a representative as an employee of an
organisation, together with the ethics of business transparency, can be regarded as
sensitive. The research construct is a key factor when designing the sequence of
guestions of the questionnaire. In tackling the complexities of ethical and moral
behaviour, the researcher considered Babbie’s (2014: 282) approach to question

sequence, “The safest solution is sensitivity to the problem”

Questions part of the questionnaire's introduction are critical in influencing the
respondent’s enthusiasm and willingness to proceed and complete the survey. The
introduction should engage the respondent with the theme of the questionnaire without

being intrusive or burdensome (Krosnick and Stanley, 2010).

Before a rapport with the respondents has been established, the first set of questions
in a questionnaire is possibly susceptible to not being taken seriously. The aim is thus
to start with closed-ended demographic questions, both regarding personal details
such as age, gender etc., and simple factual questions, such as what OSN’s the
respondent engages with, which are likely to be answered accurately. Although it is
suggested that background demographics be left to the end of a questionnaire
(Krosnick and Stanley, 2010; Babbie, 2014), in this case, limiting personal
demographics to three questions and then proceeding with the more enticing subject
of the frequency use of OSN platforms will maintain interest and encourage the
respondents to proceed in the questionnaire. Once led to the main body of the
questionnaire, the respondent will have developed a rapport and feeling committed to
the questionnaire (Babbie, 2014). They are now more likely to answer more sensitive
questions and are willing to complete the survey by answering questions about their
ethical behaviour and conduct when engaging with OSN platforms. Here the
researcher maintains the use of close-ended responses easing any anxiety relating to

the sensitivity of personal ethics and a moral code.

The software analysis tool IBM SPSS Statistics follows the three-step process
suggested in ‘Adventures in Social Research: Data Analysis Using IBM SPSS
Statistics’ to analyse the collected data (Babbie, Wagner IIl and Zaino, 2015).
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3.4.17 Further Considerations

When considering the target population, the questionnaire design must make all
questions applicable. Where questions are not answered by respondents, if
appropriate, branching is applied to the next relevant question. The ascetics and
professional appearance of the questionnaire may determine whether a respondent is

enticed to partake.

3.4.18 The Rating Scale

The personal view on ethics may leave the participant in a quandary between personal
freedom and privacy and what they perceive to be their duty and in the company's
interest. This perception can be tenuous and contentious at times and is subject to
personal interpretation of the context this quandary may present itself. As discussed
by Krosnick and Stanley in “Questionnaire and questionnaire design” (Krosnick and
Stanley, 2010), a dichotomous option (e.g. “agree” or “don’t agree”) is inappropriate in
that one of the key points of this study is to provide a governance framework for grey
areas in the ethics towards behaviour and conduct in engaging on OSNs. A
trichotomous scale (e.g. “agree,” “maybe,” “don’t agree”) may again pose a problem
to the respondent in that, although their view is not neutral, the respondent may not
entirely agree or disagree, i.e. prefers to favour a lighter or darker shade of a grey area
in what they perceive as appropriate behaviour or conduct on how they engage on

their selected OSN platform.

The nature of ethical conduct or behaviour is a paradoxical abstraction that exists in
the physical world defined by conventional systems of black or white, wrong or right.
However, it simultaneously exists in the mental world where definitive statements such
as absolutely wrong or right are at times difficult to reach. As eloquently stated by
Feldman (1998) from the Routledge Encyclopaedia of Philosophy in the article

“Epistemology and ethics.”

“Among ethicists who reject naturalistic definitions, on the basis
of the open question argument or for other reasons, some
contend that moral predicates do not have descriptive meaning
and are instead used to express approval or disapproval or to
prescribe or proscribe behaviour. On this view, known as non-

cognitivism, evaluative sentences do not say anything that can
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be true or false. Rather, they express the speaker’s attitude

(moral indignation or approbation).” (Feldman, 1998).

It is thus pertinent when considering the respondents’ mental representations
(Krosnick and Stanley, 2010) as explored by Rockwell (2013) of the construct to use
a scale that offers the opportunity to express a more fine-grained perception than that
of an absolute value. Price and van der Walt (2013), researching attitudes toward
South African business ethics, used a five-point Likert scale based on a previously
commonly used “Attitudes Towards Business Ethics Questionnaire” (ATBEQ) in six
similar research studies across four continents (Price and van der Walt, 2013).
Attitudes towards whistleblowing disclosure (Park, Blenkinsopp and Park, 2014) also
used a five-point Likert scale. In light of this research and for possible comparison

purposes, the researcher used a five-point Likert scale in the questionnaire design.

3.4.19 Reliability and Consistency of scales

The quantitative instruments used are existing, adapted or newly developed scales.
The reliability and consistency of scales was evaluated as follows:

* IBM SPSS (Version 25) was used to assess Cronbach’s a.

» Cronbach’s a was used to test the internal consistency of appropriate existing
and adapted scales.

» Cronbach’s a was used to verify the degree to which all the items measure the
same notion or construct and its connected inter-relatedness with other items
in the instrument.

* The validity or construct validity was used to assess to what extent the
underlying construct is aligned to or represented by the observed data.

« Correlational analysis of the observed data was used to test the construct

validity of constructs defined in the literature review.

3.4.20 Factor Analysis and the Regression Analysis

The researcher performed an exploratory factor analysis (EFA) to explore underlying
constructs and concepts leading to sub-scale development. This was followed by a
confirmatory factor analysis (CFA) to ascertain potential underlying factors or

components to reduce the number of items on each scale to a more manageable
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number. A CFA is a multivariate technique that theoretically looks at how to analyse
the structure of the interrelationship of a multiplicity of variables from questionnaire
responses to identify underlying dimensions known as factors. The purpose of this
research of using factor analysis is data summarisation and data reduction through a
methodical interpretation of a multiplicity of correlated measures. The aim is to use
factor analysis to present the data in a more orderly, structured and reduced form of
the observed variables. This will lead to identifying measurable underlying patterns of
item clusters aligned with the theoretical concepts from the literature in the

development of better manageable instruments.

As a primary step in the scale development, principal component analysis (PCA) was
used to reduce the data-set dimensionality through a covariance analysis between

factors.

The reduction of variables may be seen to compromise accuracy; however, the benefit
in exploring, analysing and visualising reduced data sets of both the maximum number
and nature of factors enables the identification and alignment of factors with the
constructs derived in the study. This justifies the trade-off of compromising accuracy

for simplicity (Hair et al., 2014).

The resulting data are effectively linear combinations of the original data but with the
highest variance in the data (Jolliffe, 2002; Jollife and Cadima, 2016). This assisted in
determining a goodness-of-fit of the self-reported observed data to the latent variable
data. For further validation of the model was made using the Goodness-of-Fit Index
(GFI), the Normed Fit Index (NFI), the Comparative Fit Index (CFl), and the Adjusted
Goodness-of-Fit Index (AGFI). In addition, the Ratio of Chi-Square to Degrees of
Freedom (CMIN / df) and the Root Mean Square Error of Approximation (RMSEA)

were measured for model fit.

Regression analysis using Hayes’s PROCESS macro on IBM SPSS (Version 25) was
employed to test the various linear paths in conjunction with PCA and was employed
to measure and analyse the relationships between observed and latent variables
(Rajab, MatJafri and Lim, 2013).
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3.4.21 Limitations of an Online Survey

The researcher uses an online survey to distribute the instrument for data collection

for the data for the quantitative study.

In conducting an online survey, the researcher considers at least two possible
limitations associated with online surveys (Patten and Perrin, 2015): 1. Coverage

error; and 2. Nonresponse Errors (Baumgartner, 2013).
3.4.21.1 Coverage Error

To complete the questionnaire survey, the respondent must have online access.
Employees of the companies/organisations being researched are given online access

to the survey.
3.4.21.2 Nonresponse Errors

The respondent must be willing to complete an online survey. From an ethical
standpoint, the researcher cannot force or prejudice any respondent to complete the
questionnaire, let alone reveal the identity of such an employee to the employer
(company/organisation). The researcher must exercise strict anonymity. Recent
research by the Pew Research Center (2015) has revealed that the difference

between a full sample and a web sample is negligible (Patten and Perrin, 2015).

3.4.22 Limitations of the Quantitative Research

The rights to freedom of speech within the workplace and corporate transparency
viewed by the employee could be seen as sensitive and contentious. Even with the
assurance of anonymity, employees may view an online survey with suspicion and not

answer truthfully for fear of stakeholder and management conspiracy.

3.4.23 Ethical considerations regarding the interviewees ( Qualitative) and online

survey participants (Quantitative)

The outcome of this research is to develop a general framework for governance and
ethics in the corporate for the use and restrictions by employees for OSNs. Of
significance is the size, type and industry of the organisations researched. The actual
identities of both the interviewees and names of the corporates have no bearing on

the research findings and thus remain anonymous, maintaining the confidentiality of
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both the individuals interviewed and the organisations. The resulting transcripts and
recordings of the research are only shared with trusted sources of the research,
namely the researcher, supervisors and transcribers, and on completion of the
analysis, all recordings and transcripts are secured in storage for a period of five years

and then destroyed.

It is key that anonymity from the quantitative survey is maintained. The online surveys
are done without revealing the participant. All electronic results are stored using a
password only the researcher and the supervisor can access. This must be explained

and agreed to by the stakeholders upfront.
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CHAPTER 4 : RESEARCH FINDINGS

4.1 INTRODUCTION

Chapter 4 presents the findings from the qualitative and quantitative research that was
used to analyse the effect of online social networks on Radical Business Transparency
considering the ethical climate in the organisation with the view of a Conceptual

Governance Framework.

The qualitative findings were conducted using 29 in-depth interviews by executive
management in the health and financial sectors are analysed and presented. The
process and the ground rules in conducting the interviews is explained. This is
followed by discussing the use of axial, selective and focused coding to analyse the
interviews. This leads to the emergence and development of three themes of

behavioural intent discussed in the findings.

The quantitative analysis will then follow this as a result of the findings from the Online
Survey conducted by employees within the same organisations. These finding include
a statistical demographic analysis of OSN usage and a scale reliability assessment as
well as a group difference identification of the existing scales. This followed by a factor
analysis which results in OSN platform categorisation. Finally, a regression analysis is

conducted.

The ethnicity and gender mix of respondents of both the qualitative and quantitate

study was a fair representation of the South African business population.
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4.2 QUALITATIVE STUDY

4.2.1 The Purposeful Convenience Sample Process

The researcher relied on personal relationships in both these industries regarding
access to the appropriate personnel. This enabled the selection of candidates with
knowledge and access to the organisation’s online strategies and governance
regarding the use of OSN platforms. Access to personnel using OSN platforms for
public communication and marketing purposes was arranged. Candidates involved in
environments with dire consequences of the irresponsible use of OSN platforms such

as hospital theatres or trauma units were selected.

4.2.2 The Interview Process

The following section describes the process of analysing the qualitative data. The
researcher conducted approximately 25 hours of comprehensive interviews in the
designated health and financial sectors. Of the 31 interviews that were held, 29 were
selected as appropriate for the analysis of the study. Two were inappropriate and thus
discarded because the interviewees veered from the topic by avoiding relating their
views to their organisation and the industry, simply focusing on their personal social
engagement on OSN platforms. This resulted in approximately 25 hours of recorded

interview time that was used.

Interviews were deemed appropriate if the following conditions were met:

1. They fell into the appropriate industry, namely the health and financial sectors.

2. The interviewees understood the purpose of the research and the research
topic.

3. The interviewees were deemed to be giving honest and true opinions about the
study.

4. The interviewees kept to the research topic and offered meaningful and useful
responses regarding the topic to their organisation and the industrial sectors in

which the study was undertaken.
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4.2.3 Ground Rules of the Interview process

To address the sensitivity surrounding some past negative repercussions having
occurred either intentional or unintentional through the engagement of OSNs by
organisational stakeholders, it was made clear to the interviewee that all interviews
would retain full anonymity concerning the identity of the interviewees and their

organisation.

The following was clearly stated to the interviewees at the commencement of each

interview.

e The recording of the interview and contents thereof would remain anonymous,
and the interview recording would only be heard and reviewed by the
researcher and the transcriber.

e The direct transcription of the interview would only be read and reviewed by the
researcher, the researcher’s supervisor(s) and the transcriber.

e The interviewee would at any time have access to the interview recording and
transcription if they so desired.

e All transcriptions will follow the process of being coded into appropriate themes
and would then be anonymised regarding the name and personal identification
of the interviewees.

e The coded themes will then be combined with those of other coded themes
from the other interviews to establish general organisational and industry

perspectives.

As shown in Table 4.1 there were 29 out of 31 interviews that successfully met the

criteria above. Interviews were selected using the researcher’s previous
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Table 4.1 Profile of Interviewees of Qualitative Fi

ndings (2018)

# Month  Management Number of . .
Industry Province Generation
2018 Level employees
1 Aug CEO Health 200 Gauteng X-Gen
2 Sep CFO Health 200 Gauteng X-Gen
3 Sep Manager Health 200 Gauteng  Millennial
4 Sep Director Health 200 Gauteng Baby
Boomer
5 Sep Manager Health 200 Gauteng  Millennial
6 Sep Director Health 200 Gauteng X-Gen
7 Oct Clo Health 17800 Gauteng X-Gen
8 Oct R_eglonal Health 6161 Gauteng X-Gen
Director
9 Oct CEO Health 17800 Gauteng o2y
Boomer
10 Oct R_eglonal Health 4721 Gauteng X-Gen
Director
11 Oct CEO Health 1200 Gauteng X-Gen
12 Oct Manager Health 6161 Gauteng X-Gen
13 Oct Manager Health 6161 Gauteng X-Gen
14 Oct Manager Health 6161 Gauteng  Millennial
15 Oct Manager Health 6161 Gauteng X-Gen
16 Oct Manager Health 6010 KZN X-Gen
17 oct  Regonal Health 6010 KZN X-Gen
Director
18 Oct Manager Health 6010 KZN X-Gen
19 Oct Manager Health 6010 KZN X-Gen
20 Oct Manager Health 6010 KZN X-Gen
21 Oct (6{0]0) Health 1200 Gauteng X-Gen
22 Nov Director Financial 10 Gauteng X-Gen
23 Nov CEO Financial 10 Gauteng Baby
Boomer
24 Nov CEO Financial 100 Gauteng X-Gen
25  Noy  Director oith 17800 Gauteng  X-Gen
Communications
26 Nov Divisional Head  Financial 100 Gauteng X-Gen
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Table 4.1 Cont. Profile of Interviewees of Qualitat  ive Findings (2019 )

# Month  Management Industry Number of Province Generation
2019 Level employees
27 Jan Chairman Financial 12 Gauteng X-Gen
28 Feb Director N Health 1500 Gauteng Millennial
Communications
29 Feb ClO Financial 500 Gauteng X-Gen

4.2.4 The Analysis Process

The researcher analysed the interviews using the following phased approach:

Interview 1
» Took notes during the original face-to-face interview.
* Open/ Initial Coding
» Listened to the recording and took notes of possible themes and codes while
reading the transcriptions. Creating notes and extracting quotes of relevance
using comment markup in Microsoft word. Each extracted word or sentence

was assigned an appropriate code.

Interviews 2 - 6

» Took notes during the original face-to-face interviews.
* Open/ Initial Coding
o0 Listening to the recording and taking notes of possible themes and codes
while reading the transcriptions. Creating notes and extracting quotes of
relevance using comment markup in Microsoft word. Each extracted
word or sentence was assigned an appropriate code. Codes with the
associated text were aggregated in a spreadsheet.
* Axial Coding
o Conducted a rereading of the transcriptions and coded relevant
passages from the full transcriptions, cross-checking previous notes and
quotes extracted in this reading.

Interviews 7 -15

» Using themes and coded derived from interviews 1 — 6.
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The openl/initial and axial coding process was repeated with the transcriptions
of interviews 1- 6.

Imported the analysis and themes from interviews 1 — 15 into the software
package QDA lite and recoded this into themes and with reworked and refined

codes.

Interviews 16 — 29

4.2.5

At this stage, clear themes based on codes emerged from interviews 7-15. It
was important to abide by the interview structure of questions; however, there
was an emphasis on what was emerging as dominant codes and themes.

The openl/initial and axial coding process was repeated with the transcriptions
of interviews 16- 21.

Imported the analysis and themes from interviews 1 — 15 into the software
package QDA lite and recoded this into themes and new codes.

Imported the analysis and themes into the software package QDA lite and
recoded this into themes and new codes.

All personal and company details from the analysis and themes were removed.
Cross-checked the original notes and codes with the resultant QDA lite coding
to check the frequency and recurrence of themes and codes.

Aligned the findings to the proposed constructs in meeting the research

objectives.

Initial and Open Codes Derived from the Interviews

The researcher did an initial scan of the transcripts extracting paragraphs, sentences

and words into five initial broad codes identified in the first and subsequent five

interview scripts, namely:

1)
2)
3)
4)
5)

General view of OSNs

Behaviour towards OSN engagement Online Security
Online Security

OSN engagement within the Organisation

Ethical Behaviour of OSN engagement

From these initial codes, a total further 27 open codes emerged within the initial codes

as listed in Figure 4.1.
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Essential to the effectiveness initial and open coding was considering thematic
fragments and coalescing concepts identified during data collection in an organized
and systematic way. Prior to using qualitative research software programs, organizing

data for open coding required a multifaceted research skill set.

4.2.6 Axial Coding

The next level of coding can be identified as axial coding. As opposed to initial and
open coding, which focuses on gathering data under emergent themes, axial coding
identifies dominant occurrences, merges similar codes and, in some cases, realigns
codes. Here, relationships between the open codes are streamlined under four distinct
thematic categories: Online Behaviour Intention, Online behaviour Awareness, Online
Security and Organisational Online Ethics in preparation for selective and focused
coding. For example, codes such as “Confidentiality and privacy of information” and
“Artificial Intelligence (Al) and deep learning” are now in the context of the transcribed
interviews realigned from the initial code “Ethical Behaviour of OSN engagement” to

“Online Security.”

4.2.7 Selective and Focused coding

Selective coding integrates codes from thematic categories refined in axial coding into
meaningful, cohesive expressions. “Selective coding continues the axial coding at a
higher level of abstraction [through] actions that lead to an elaboration or formulation
of the story of the case” (Flick, 2009, p. 310). Some codes, such as “Social media
addiction”, are retained as a distinct expression throughout the cyclical coding

process.

The coding process of initial, open, axial, and selective coding is recursive and cyclical,
allowing the researcher to repeatedly reanalyse both the original and reduced data

using data reduction.

4.2.8 Theme Emergence and Development

These focused dominant expressions from the selective coding process are
encapsulated into a theme. In the case of this research, the following themes related
to OSN engagement emerged: Personal online behaviour, Personal Online Privacy

and Organisational Behaviour.
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Each of the emergent three themes are concerned with an awareness of the
employee’s intended behaviour when engaging with OSNs regarding personal,
privacy and an organisational perspective. The core theme emanating from the coded

analysis emerges as “Behavioural Intent Awareness.”

4.2.9 Qualitative Findings

This is a story predominantly of those belonging to the X-Generation adapting to and
coming to terms with the emergence of the phenomena of online social networks.
Except for six of the 29 interviews, all the interviewees were from the X-Generation,
i.e. those born between 1963 and 1980. This would mean that the oldest X-Generation
first started using a mobile device at the age of thirty, and the youngest were in their
early teens. Although exposed to what the researcher regards as the earliest social
network, namely email, the oldest X-Generation would have experienced the
emergence of OSNSs in their early forties and the youngest X-Generation in their early

thirties.

4.2.10 Behavioural Intent Awareness

Engaging on OSN platforms is primarily a social endeavour. A person engages on an
OSN platform as a social endeavour to interact with another or a group of others. An
interaction with another or others requires conduct classified as behaviour towards

others.

The OSN platform's technology, however, can influence behaviour in how one
conducts oneself and determine behaviour for you. This is in line with the three
contexts of behaviour defined by the online dictionary Lexico.com powered by the

Oxford dictionary (Lexico.com, 2019), namely:

1. How one acts or conducts oneself, especially towards others.
2. How a person behaves in response to a particular situation or stimulus.

3. How a machine or natural phenomenon works or functions.

For a business definition, an international standard for business behaviour set by the
Caux Round Table, a group of international business leaders from the US, Europe and
Japan, eludes to human dignity and the Japanese concept of kyosei, “living and
working together for the common good” as defined by Canon Inc (Nguyen, 2016;

Trevino and Nelson, 2017).
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Openl/initial Codes

General view of OSNs

Positive perspectives of OSNs
Generational and cultural differences
General view of OSNs and usage

Behaviour towards OSNs

Social media addiction
Behavioural intent awareness
Self-esteem

Online behaviour

Cyber corporate bullying
Sensationalism and ‘fake news’
Accountability for usage of OSNs
Awareness and education in OSNs

Online Security
Cyber threats and malicious attacks
The need for OSN privacy training

OSN usage within the Organisation
Loss of control

Organisational climate

Governance, policies and procedures
POPI/GDPR

Decisive corrective action

Culture and values

Etiquette in OSN engagement
Decision-lag in OSN engagement
Ethical Behaviour of OSNs

Ethical code of conduct

Radical business transparency in the 4IR
Techno moral lag

Confidentiality and privacy
Right to freedom of expression
Artificial Intelligence / deep learning

Figure 4.1 Coding Process from Open Codes to the Co

Axial Codes

'

Online Behaviour Intention

Consequence of online behaviour
Accountability for usage of OSNs
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Online Behaviour Awareness
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Consequence of online security and
privacy settings
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Organisational Online Ethics \
Values and professionalism
Addressing the “loss of control”
Documented governance and policies
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Decisive corrective action
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Right to freedom of expression
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Organisational values and culture

Selective/
Focused Codes

Consequence to the intention
of information disclosure
}Consequence of compulsive
social behaviour
Generational attitudes and
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Online privacy proficiency
Consequence of online
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Professional values toward
online behaviour
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In considering the engagement of OSNs, behavioural intention can be defined as the
likelihood of an individual's assumed or predicted behaviour when engaging with the
OSN platform. This assumption or prediction in behaviour may be either planned or

reactive. As defined by the Encyclopedia of Information Science and Technology,

“An individual’s intention to use a particular technology directly

affects actual usage.” (Igbal, Nisha and Rifat, 2018).

For this research, Behavioural Intention Awareness can be defined as the recognition

by an individual of their personal internal directives to achieve the desired outcome.

The interviews were re-analysed to identify any references to the interviewees' general

theme of behaviour intent awareness.

From the literature on OSN engagement, the three dominant behavioural
characteristics and the effects thereof were identified and earmarked for discussion

during the interview process.

4.2.11 Three Themes of Behavioural Intent Awareness

From the findings, the three themes in line with influence responsible and abusive
OSN engagement within the organisation follow the three constructs that affect and
impact the levels of responsible behaviour when engaging on OSNs derived in the

literature review, namely:

1) Personal online behaviour (online self-awareness).
2) Personal online privacy (Online privacy literacy).

3) Organisational behaviour (Organisational awareness).

The first theme, personal online behaviour towards responsible OSN engagement, is
discussed by expanding the derived selective codes, namely:

» Intention of information disclosure.

* Compulsive social behaviour.

* Generational attitudes and behaviour toward OSN usage.

The second theme, personal online privacy, are measures taken by employees to
ensure employees' online security and privacy setting proficiency will ensure
maximum protection when engaging with OSNs. This theme is discussed by

expanding the selected codes, namely:



1) Online privacy proficiency.

2) Online security and privacy settings.

The third theme, organisational behaviour, is an awareness of the organisation’s
values, professional code, procedures, and policies. This theme is discussed by
expanding the selected codes, namely:

» Professional values of toward online behaviour.

* Organisational loss of control.

* Theright to freedom of expression.

* Risks and exposure.

4.2.12 Personal Online Behaviour

For this study, Online Self-awareness is the capability of being responsive and
confident about who you are in the virtual world. On the one hand, it is one’s self-
perception of one’s behaviour and self-regulation toward responsible OSN
engagement. On the other hand, it is one's perceived ability of self-control toward the
susceptibility to the vulnerability of malicious intent by third-party fraudsters or
scammers within the virtual world. This includes collecting private and confidential
information by OSN service providers (Fire, Goldschmidt and Elovici, 2014; Ali et al.,
2018).

The literature review revealed that the commonly defined generation groups differed
in attitudes and behaviour when engaging on OSN platforms. Although most of the
interviewees belonged to the X-Generation, the researcher found an acute self-
awareness of age and generation group concerning attitudes and behaviour when
engaging on OSN platforms (Bolton, Parasuraman and Hoefnagels, 2013; Smith, A.,
Anderson, 2018).

4.2.12.1 The Intention of Information Disclosure

There was general anxiety about the urgency of this need for affinity and disclosed

information, as discussed by one of the hospital managers,

“Someone said this once, when email first launched, whatever it
used to take two or three days to get a reply on an email, today,

it takes two minutes. There’s this urgency to get a reply, to do
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everything now, stop and think and if you're driving, the person
gets agitated, why don't you reply, well, I'm driving, and then I'll

do it when | get. Yeah. So that urgency is crazy.”

In healthcare organisations, there was concern that this urgency and need for
consistent connectedness compromised critical environments prompting more

decisive measures like banning nursing staff from using mobile devices in theatre,

“We've tried to limit it and requested whether it should or
shouldn't be used you know you if you're in theatre, please don't
use your cell phone, they even at one stage in those, before |
was here, but were confiscating cell phones before the staff went
into theatre, that's a very extreme measure of dealing with it;
perhaps it's appropriate in the theatre environment, | don't

know.”

However, it was irresponsible disclosure of information when engaging on OSNs that
was of major concern to all the interviewees, as succinctly expressed by a hospital

manager,

“It's that semi-anonymous position you can place yourself in with
social media and then really say whatever you want, whatever
comes to mind with no filter and no regard for anyone or anything
else, and | think that is a danger, and | don't necessarily believe

that's a mitigable situation.”

Information disclosure engaging on OSN platforms was discussed on two levels. On
the one hand, there is the disclosure of the general social interaction, which is daily
conversation generally comprised of news, opinions, family life, meaningful
conversation and friendly banter. On the other hand, there is OSN interaction that is
business specific. This often includes both the intended and unintended disclosure of
business-specific private and confidential information. The interviewees made a
definite distinction that some OSN apps were more socially oriented, some more
business-oriented, and some were a crossover of social and business, serving the
dual purpose as a social and a business tool. This introduces the notion of the

frequency usage of two purpose-specific OSN platforms: those used for general social
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OSN interaction and those used for business-specific OSN interaction.
4.2.12.2 General Social OSN Interaction (Social app s)

All the interviewees acknowledged the need of almost every employee within an
organisation, as a social being, to socially engage and disclose information through
an OSN platform of a kind offered by Facebook Inc. suite of products as an integral

part of their lives.

Most of the interviewees acknowledged that this by no means restricted how we as
humans structure our social lives, whether it be social banter, meaningful or frivolous
conversation, but that, in many ways, it has become fundamental as to how many
people structure their family and work lives as iterated by the CEO of a financial

services organisation,

“The reality is that everyone is on social media most of the day,
and | don't actually have a problem with it. It's, | think, the policy
is there to guard us against. You spoke about addiction earlier.
And maybe it's because I'm a woman. But | believe that
especially for the women in the office if they can make sure that
their personal lives and their children are sorted out, they are
happy to be at work. To cut them off from that and not allow them
to be interacting with the other stuff that's going on in their lives

has an impact on the way they operate their business.”

This sentiment was expressed by the CIO of a healthcare organisation, who explained
how his organisation saw the necessity of coming to terms with the need for the use
of OSNs as a part of the employee or other stakeholder’s well-being of their private

and social lives, thus embracing the OSN culture.

“But definitely, we've moved along and going forward, there’s
going to be a lot more that we need to do | believe, to attract new
staff Into the organisation, even things like giving the staff
access to get onto Facebook during certain times of the working
day, It's becoming more important. It hasn't really been

highlighted as an Issue to me yet, but I'm sure It Is. Um, but we

147



are also looking at other ways of potentially giving staff access
to their social lives, social media lives without utilising the
corporate backbone Infrastructure by creating WI-FI off a
separate network sort of thing which Is where we are at the
moment, we’re actually just about to launch that in a couple of
weeks. So the staff don’t know about it yet but | think it will be
positive. We're wanting to embrace digitisation In Its entirety
which Includes a big part of the digitisation Is the way people
communicate on social media so that's certainly an area we are
more focused on now than we ever have been. A big drive of

our CEO and of the group is digitisation.”

The general difficulty expressed by the interviewees was the dangers associated with
the proliferation of either intended or unintended irresponsible social banter through

the notion of radical transparency, as stated by a hospital manager,

“... that the company is very like aware and very careful in what
has, is being displayed out there and very like aware that

anybody can just like say what they want and how they want it.”

There was an underlying concern that, due to the nature of OSNs, the information
disclosure limited by the restriction of context is either unintentionally, intentionally

misinterpreted, or misconstrued.

“I wouldn't just tweet today or WhatsApp to them because

there's a lack of knowledge. It's incomplete answer information.”

There was a core awareness by the interviewees, that information is disclosed not just
to the recipient that one may have been communicating with but that there may be

further disclosure to third parties that may not understand the context.

“... because | put it on a WhatsApp, and | send it to you, and you
show your wife, and tonight she sends it to her friend, says look
I'm getting (earning) a million and it gets in the wrong, it's

chaotic.”

There was, however, a consensus amongst the interviewees that there have been

sufficient industry incidents that may have resulted in law cases and other less serious
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examples that have by now acclimatized the stakeholders within the organisation to

the consequence of controversial or inappropriate information disclosure.

“In most companies, there’s sort of an unknown threat that, if
you release or talk about stuff that is not appropriate, it could be
career limiting. That depends on how career-limiting or how

brave you feel, regarding releasing.”

However, there was general concern by the interviewees of the risk of possible
association with the organisation should controversial or inappropriate information be
disclosed by an employee that can be either misinterpreted or misconstrued as clearly

expressed by a hospital manager,

“And that's always going to be a risk. That people work in your
organisations will have opinions out there. And unfortunately,
the recipients of those opinions will find other ways to either
heighten the sort of attention around it. And so instead of picking
a fight with employee, the employee works for the organisation,
well let's bring organisation into it'll, it will get more attention. So
how do | get more attention to my little argument, | throw the
organisation’s brand in because | realized the employee works
for organisation so guess what happens, | get a bigger audience
because the world now picks up the organisation, not the

employee.
4.2.12.3 Business-Specific OSN Interaction (Busines s apps)

Business-specific OSN interaction was generally regarded by the interviewees of the
three of the younger organisations, two of which were in the financial services sector
and one in healthcare as an opportunity for competitive advantage over their larger
counterparts. This was noted by the non-executive chairman of one of those small

financial services,

“Social media is a competitive advantage for us. As a disruptive
start-up, we look at it as an asset. We can differentiate, so yeah,
we tweeting all the time, reaching a particular audience that we

think is giving us an advantage... it's beneficial to your business
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because you can reach you, can reach a much broader

audience.”

There was a view that older, larger organisations were slower to adapt to the disruptive
strategic and business advantages OSNs platforms offer. As was echoed by a director
from one of the smaller, younger financial services organisations with regard to

competitors that may be primarily embedded in pre-OSN culture,

“Fairly regulated, fairly closed where communication is really
sort of strictly monitored... Before social media and their

businesses have developed and matured pre-social media.”

This pre-OSN culture was echoed by the hospital manager, who was adamant that
other than WhatsApp groups, OSNs had no place in mixing business and social

communication in the work environment.

“But social media should stay as the word social media is, it
needs to be relaxed, it is not to be used for business purposes
other than what we do in our WhatsApp group for the hospital

for marketing. And these other things which are happening.”

However, this view was not shared by the executive management of this healthcare
organisation, who have decided to embrace the new communication medium through
the engagement of OSN platforms. This was confirmed by the CIO of this healthcare
organisation, talking about the need to embrace OSNs within the organisation a

sentiment similar from the interviewees of the larger organisations,

“I Mean WhatsApp we now realize even though it is not a social
media platform but | mean WhatsApp is so prevalent | guess in
most businesses but in healthcare it is just used absolutely

everywhere for communication purposes.”

All the interviewees well recognised the need for an OSN presence, and here the
emphasis in the financial services sector tended towards a purposely business type of

OSN App such as LinkedIn, as stated by the CEO of a financial services organisation,

“So, | recognise that it's important. And we've actually all done a

course, the planning side, on using social networks to develop
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our business, LinkedIn specifically, and the people doing the
course said that, for given our business, that's probably the best
place to be. | had intentions of posting a lot more actively than |
have been. I'm very; I'm personally always concerned about
spamming people and sending them stuff that is drivel or that is
not relevant to them. So, LinkedIn is different because you post
it, and people can choose to read it or not read it. I've put a few
things up, but not too much.”

In contrast, there seemed to be more emphasis in the healthcare sector on the more
socially oriented OSN, Facebook. This is because the nature of interaction by a
healthcare patient rather than that of a financial services client would be more to post
their experience, good or bad, on a platform such as Facebook. This was explained

by the information communications manager of the healthcare organisation.

“So | think as an organisation, we have moved on quite quickly
from where we were a couple of years ago; | mean, we monitor
our Facebook stats quite closely now; it's monitored at the group
Exco on a monthly basis. We go through all the statistics of the

usage, who’s liking our page, who's looking at our posts.”

However, acknowledgement is made for the need to have a business presence and

goes on to say,

“I think there’s still a lot more we can do, we don’t have a strong
LinkedIn presence, and we don't have a strong Twitter
presence. It was actually the organisation’s emergency services
division, | think that had Twitter at one point, and there was an
unfortunate post (let’s call It that) or message made by one of
the paramedics, and this was going back a good three years, |
think that sort of stopped our progress with certain of these
platforms, because It can go wrong very quickly and how you

manage that fall out can be quite difficult.”

What is important to note is that business information content disclosure from profiles

dedicated to the organisation is formal and controlled by persons designated by the
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organisation. However, the individual employee's personal profile is almost impossible
to control. Business information disclosure from an employee’s personal profile can
be subject to policies and procedures defined by the organisation, but, because of the
nature of OSN platforms, these policies and procedures are at the employee's

discretion.

As discussed in the literature review, this can be exacerbated by controversial
ownership and control of data uploaded and exchanged by the OSN organisations
such as Facebook, Google, Twitter, etc. Currently, these OSN organisations claim only
to use the data to personalise targeted marketing to individuals. The fact, however,
remains that these OSN organisations own all data that is uploaded and exchanged.
Suppose a confidential picture taken of an infected organ or of possible symptoms of
an infectious disease is sent as medically beneficial information to a responding
medical specialist in a WhatsApp group of practitioners. In that case, the confidential
picture effectively now belongs to WhatsApp and its parent company Facebook. This
is a dilemma healthcare organisations face where information is disclosed using a
platform that violates a patient personal data but is of vital importance, as stated by a
former trauma nurse now appointed to control the OSN channels within her healthcare

organisation,

“It is medically beneficial. | mean, | have a transplant group that
the entire organ donor management is communicated to a large
number of people around what's happening with the organ
donor. It is beneficial, because that team knows what to do, that
teams knows what to do and this team knows what to do and
the coordinator is actually able to share that information. But |

don’t have any other platforms.”

This is reiterated by the communications director and paramedic of the emergency

services of this healthcare organisation,

“We work all hours of the early morning”, chuckling, “ that's
when all the big accidents happen. You take pic and send out
an APB with some vitals to all surgeons on your WhatsApp

contacts that you know and have worked with. Yes, my job is to
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save a life first then worry minor contentious legalities that as yet

have had no effect on their personal lives.”

Using an OSN to disclose information to a patient can potentially not only be
accidentally sent to the wrong recipient but be seen by prying eyes of a briefly

unattended phone, as discussed by a hospital manager,

“One hand corporate governance, on the one hand we are
saying this is how we act, this is how we behave, this is what our
values are, and on the other hand people think social media’s
Facebook, it's not just Facebook, like you said, it's everything
else. | mean, WhatsApp belongs to Facebook; all you have to
do is look at WhatsApp, there is patient information on
WhatsApp, people talk about people, about complaints about
doctors on the WhatsApp; it goes totally against what our values

are saying”.

Using an OSN platform to communicate with a patient is becoming more prevalent and
seems to be placing some medical practitioners in an awkward dilemma, as raised
with a director of a healthcare organisation who, as a practising general practitioner,

stated,

“l try not to do so it actually almost never, | might send the odd
message that blood tests are fine or that sort of thing, but | don't

normally send results, so anything like that over the phone.”

Who then goes on to note,

“Look, I'm sure practitioners do send results over the phone and
say well, this is the result and that sort of thing. But personally,
my feeling is | try to avoid that we're just for various reasons,

people don't understand results.”

This concern was reiterated by a manager from one of the healthcare groups,

“We have no control over the information that is disseminated or

controlled by or whatever by the doctors. | can give you
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numerous instances where doctors have shared information

with patients that has not been appropriate.”

Mention was made about taking the appropriate measure to avoid the danger of being
held accountable for a message via an OSN that was seen to be delivered and read

at an inappropriate time,

“I've taken read receipts off my WhatsApp because nothing
stopping a patient messaging you at 12 o'clock at night with
chest pain and you kind of half-hearted read and fall asleep

you're now responsible because you read that message so...”

As within the healthcare organisations, the financial services were as stringent in their
approach and addressing business and client confidentiality when engaging on OSNs

as an interviewee stated.

“I think having confidentiality is... client confidentiality is
everything... you constantly aware... it is top of mind all the

time.”
And then goes on to confidently say,

“I really think that is a there's an understanding and in the team

of the criticality of confidentiality.”

When questioned about the exposure of client information on OSN platforms, one of
the financial services managers expressed concern about client confidentiality being

breached outside of the organisation.

“I mean if you think about it from our perspective, from a banking
perspective from a peer perspective; we've been running now
for nearly 2 years on it and so there is a lot of awareness around
that and what we need to do. The concern around that

absolutely.”

As with the CIO of a healthcare organisation, the CIO of a large financial services was
confident in maintaining strict information disclosure within in the IT infrastructure of

the organisation and saying a breach of client confidentiality through the information
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disclosure through OSN platforms is unlikely due to the direct and private business

relationship between a portfolio manager and their client.

“So our portfolio managers, yea, | mean yea, if they deal with
clients on social media it's only with their own clients and that is
generally all who they communicate on social media with. |
mean if you give someone your money to look after... it
becomes a personal thing yea. | mean like a real business but
close relationship. Yea. It's a trust thing and that’'s why we’re a
successful company. So a breach in confidentiality is very

unlikely. We professionals!”
4.2.12.4 Crossing over between Social and Business Interaction (Dual apps)

The crossover between using specific ubiquitous social media apps and both social
for business communication can be fraught with difficulties. This is aptly described in

a recent article on the online publishing website lifewire.com,

“The increasing adoption of social networking sites like
Facebook, Twitter, and Linkedln presents an interesting
guandary for people who want to use social media for both
personal (keep in touch with family and friends) and professional
(network with colleagues) purposes.” (Pinola, 2019)

All the interviewees understood that the quandary facing an employee or other
stakeholders engaging on an OSN platform on both a business and social level,
though impossible to manage, needs to be acknowledged by the organisation as a
part of the modern way we connect and communicate whether it be for business or
socially. Here it was the smaller organisations that were able to adapt not only to
accept the use of OSNs as a communication mechanism, whether social or business,
but to exploit it as a disruptive technology much sooner than their larger counterparts.
For example, the CEO of a financial services start-up noted when asked whether, as
a start-up entity, they had the opportunity to structure their business regarding the
disruptive nature of OSNs:

“Correct and, and a lot of it is timing because you know, they

obviously started a helleva long time ago before social media
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and their businesses has developed and matured pre social
media. So social media for them is, is, is not necessarily an
asset. | would say that internally they may see social media as
a liability whereas we look at it as an asset. We look at it as
something that we can we can use in a positive way. And as |
said that we can differentiate, so yeah, we tweeting all the time.
We reaching a particular audience that we think is giving us an

advantage.”

Consequently, the CEO of a large healthcare organisation quickly pointed out that

acknowledging and adapting OSN engagement was a lengthy process.

“So | think the organisation historically, we've been more
conservative when It comes to the social media channels,
there’s definitely been an understanding or an acknowledgment
now at all levels, that we need to pursue that avenue, because |
mean this Is the way the new generation are communicating

primarily, via the social media platforms.”

There was a clear distinction made by all interviewees between what was deemed to
be business and what was deemed as social information disclosure. The consensus
was that when engaging on OSNs, business and social information disclosure should
ideally remain separate as far as possible. How much one should separate business
from social or pleasure is difficult to manage from a personal perspective, let alone by

the organisation.

Consequently, others see a mix of online social and business interaction as a positive
approach. Therefore, crossing the boundary between social and business whilst

engaging on OSN platforms has become particularly relevant when using WhatsApp.

The use of WhatsApp groups has transformed what started as and is often still
primarily used as a social-based OSN to a business tool managing group discussions
within the organisation. The findings showed that within the organisation this boundary
is clearly defined and that the members of the OSN group govern non-relevant social

information disclosure.
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“We've had cases like that where silly things have been posted
or put into WhatsApp. We've had to make sure that the teams
understand that it's a tool used for business only, and again in
that, if that is brought to our attention, we deal with it
immediately, so the guys understand that you can't pass stupid
comments on WhatsApp when it’s related to business, patients,

people, colleagues.”

This crossover of OSNs serves the dual purpose of social and business-specific
interaction where unintended infringements are most likely to occur. For example,
implied or mentioned throughout the interviews were instances of an unintended
irresponsible tweet posted by an employee and then being associated with the
organisation, a message accidentally sent to the wrong recipient, or an online
confidential trail of email correspondence inappropriately copied to a newly included

recipient.

“...we do we do especially we had a thing where actually the PA
sent out the wrong email to the wrong person, wrong company,
which she wasn't supposed to and that just folded the entire
thread. And so, we then had a whole tech of what is the
implications, what could happen. Legal actually sat in and said,
if you take it from this point, this point, this point that can actually
happen.”

This could also result from unintentionally sending a word prompted by predictive text
that may offend or be taken out of context.

“Yeah, | actually told my boss about balls the other day because
| was actually trying to tell him the guy from a company was

balled over.”

The fact that OSN conversations are being recorded means that what is being said on
an OSN platform is subject to being read or heard by unintended or un-expectant
recipients of the conversation. This is demonstrated in the example from a manager
of a healthcare centre below, whereby suddenly including a recipient in the copy “cc”
of an email can result in unintended consequences.
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“We had one incident here where certain comments were made
on an email about a practitioner, and it was a little bit derogatory
but not the end of the world but it was between staff that we're
making fun of this, and then at some stage one of the staff

members added the practitioner in as the cc.”

The general sentiment, however, was that OSNs are here to stay, and the more
familiar employees become with the consequences of irresponsible behaviour within

the business community, the more they will adopt responsible behaviour.

As a regional director of a healthcare organisation expressed about adapting to OSNs

“It's about balance in life. And definitely, people do not have the

skills.”
4.2.12.5 Compulsive Social behaviour

The theme of Compulsive Social Behaviour emerged as an aggregation of the axial
codes of social media addiction, self-esteem and cyber corporate bullying grouped as
Online Behaviour Awareness. From the respondents, the compulsive behaviours
resulting from social media addiction and cyberbullying can affect the workplace

differently and are thus discussed separately.

4.2.12.5.1 Social Media Addiction

When asked about the propensity and effect of online social media addiction in both
the employee’s private life and workplace, it became apparent that very few of the

interviewees had considered this type of behaviour formally as an addiction.

At least ninety per cent of the interviewees, however, were aware and said they had
observed a sporadic prevalence of behaviour miming OSN addiction. The remainder

were partially aware of such behaviour.

Except for two senior executives in the health sector, the rest of the interviewees
appear to be unaware that OSN applications are currently being developed to
maximize usage by the user by employing addictive techniques. These techniques
can lead to a compulsive need to consistently monitor OSN apps. This addiction is

associated with continually seeking responsive feedback, which fuels a habitual, often
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uncontrollable drive to engage with an OSN to post or send a message.

When asked about the effect of social media addiction in the health and financial
sector workplace, the sentiment was somewhat mixed. This was particularly more
evident in the health sector, where there was a dominant sentiment towards OSN

addiction as a factor compromising the workplace.

“l can assure you it happens everywhere; inwards, are nurses
checking monitors or charts or are they looking at their phone
and playing on social media or interacting with family and friends

and what is the answer?”

This was contrasted by some interviewees who felt that although OSN addiction was

evident, it was controlled enough not to compromise the work environment.

“Never experienced it, they’re, | think they're focused enough
that that hasn't interfered, well aware of the social addiction stuff
though because | mean I've seen quite a few people that have,

are that distracted.”

Interviewees in the health sector acknowledged OSN addiction as a potential problem
amongst healthcare workers who worked directly with patients. However, most
interviewees tied the potential work compromise of OSN addiction when the nature of
the work of the healthcare worker revolves around caring for and monitoring patients.
This type of work environment is categorised by long periods of idle monitoring, which
often leaves these employees with time during which they start fidgeting with their

phones.

“It's more the anaesthetic nurses that in fact, have long periods
of nothing to do, where they're expected to be somewhat
vigilant; | would say your other setting is potentially your ICU
nurses who are expected to be vigilant for long periods of time
with long periods of not performing tasks other than vigilance

and there the distractor may be strong....”

This effectively opens a door into the cyber world where the addictive nature of the

OSN apps entraps the individual in that world for longer than intended:

159



“I'll just go onto social media for a little bit, Chews up 10 minutes

which becomes longer.”

This type of behaviour would result in unintentional neglect of patients in their care
and failure in their responsibilities to other medical practitioners and hospital

management.

“I've had I've had complaints from patients where a patient says

to me your nurse was more interested in her phone than me.”

“...we've had a few of those, where we say the nurse is hardly

here, she’s just on her phone all the time.”

“Yes, absolutely, you would just have a meeting with your
doctors and your doctors would tell you and say you would be
busy with a procedure, and you would ask where's the staff,
where’s the staff? And then when you quickly go to the bathroom
here, they are around the corner sitting at the desk and quickly

like on their phones.”

However, as mentioned, this type of awareness experienced by the interviewees was
of a mixed nature. Focusing on the health sector, three respondents thought that
although OSN addiction may appear to manifest itself in the daily life of health workers,
as professionals, whether it be a nurse, ambulance assistants, paramedics, medical
doctors or specialists, attention to the job at hand would take precedence to

unwarranted time spent on an OSN platform.

Eighty per cent of the health sector interviewees recognise the conservative
perspective associated with stigma typical of the notoriously ungovernable traits of
addiction. However, this perspective may be skewed due to the danger of an addiction
in work environments where attentiveness to work on hand can mean the difference
between life and death.

The possibility of a professional err on the side of caution due to the destructive nature
of addiction in the healthcare sector can be contrasted to the unanimous view by the
interviewees in the financial sector that they did not feel OSN addiction significantly
compromised the work environment. In this regard, the consensus was that as social

beings, everyone with access to OSN platforms, whether through a mobile device or
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web access, is driven by the need to connect with others and thus at times, may to
some extent fall prey to the addictive tendencies of OSN platforms. Analysing the
financial and health-sector interviews, about a third of the interviewees openly
acknowledged their self-awareness of a tendency to at times be personally addicted
to engaging on OSNs. This was acquiesced to by a senior director in healthcare in the

opening stages of the interview process:

“So | would count myself as one of the people in my generation
where I'm addicted to my cell phone definitely | will not be able

to function without my phone.”

The respondent then went on to say that given this need to be attached to connectivity

through OSN platforms,

“...like anything else in life, | need to have the skills to find

balance where that is.”

Successfully adapting both our private and work lives to the persuasive and addictive
nature of the phenomena of OSNs by balancing appropriate time spent engaging in
work activities with family, close friends or socially was a key underlying theme

throughout the interview process.

The latest research from the developers of the Bergen social media addiction scale
used in several studies in OSN addiction found the most significant controllable
variable amongst other demographics such as age, gender, income, companionship,
and narcissism was low self-esteem (Andreassen, Pallesen, and Grif, 2017).
Unfortunately, views on the type of demographics susceptible to OSN addictions were
not directly addressed in the interviews by the researcher. However, three
interviewees' responses supported the latest research from Andreassen et al. tying

low self-esteem as a possibly significant factor to OSN addiction.

“So that comes in with the whole thing about how addicted
people are to social media so the introvert characters would
generally want to hide themselves because of their esteem
issues, or just maybe introvert in nature, want you just sort of
use social media as their main platforms to communicate and be

present.”
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“...but also sometimes where their posts are disturbing, and that
you can see that they emotionally looking for support, and it's

not the place to do it.”

In drawing a further comparison between the health and financial sectors regarding
possible compromise in the workspace as a result of OSN addiction, the nature of

work can play a significant role.

Re-emphasising the critical environment of a hospital's operating theatre, ICU ward or
even just the monitoring and care of patients in a general ward or that of emergency
services and trauma units may be far more susceptible to dire life or death

consequences to an unintended ineluctable behaviour as a result of OSN addiction.

As mentioned earlier, this is exacerbated by the temptation to engage in OSN activity
while spending the idle time often required in monitoring and caring for patients
whether in a ward or during a medical procedure. Vigilance concerning job

performance in this environment is crucial.

OSN addiction though limited could have dire consequences in more critical medical
environments. Thus, it is understandable that the threat of compromise in the work
environment due to OSN addiction in healthcare employees was of great concern,

particularly to hospital managers.

4.2.12.5.2 Self-Esteem and Corporate Cyber Bullying

In discussing irresponsible or negligent behaviour through the engagement of OSNSs,
the researcher asked whether the interviewees were aware of or thought that a lack
of self-esteem might be a factor. It was evident that as a notion, self-esteem as a factor
in the use or abuse of OSN activity had not occurred to most of the interviewees. Some
interviewees, however, immediately related instances of what they thought may be
due to the lack of self-esteem manifesting in irresponsible OSN behaviour. When
discussing self-esteem, the conversation often moved to an underlying link to
cyberbullying. Two interviewees were quite adamant that a lack of self-esteem had no
effect on irresponsible OSN behaviour but rather directed the conversation to cyber

bullying as a behavioural problem engaging one OSN platform.

Though the link between low self-esteem to cyberbullying was supported in the
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discussion by the interviewees, the lack of self-esteem and cyberbullying do not
necessarily imply one or the other. A lack of self-esteem may manifest itself through a
superficial misrepresentation of oneself through an OSN platform, as related by an

executive in the healthcare sector:

“So, one example was a young gentleman who created this
personality of a medical student and a paramedic and a whole
bunch of things which he wasn't really picked up on by anybody
because it's just another one of the mess, but he wasn't anyone
of those things. And it got to the point that he walked into a

hospital to try and behave as a doctor.”

As mentioned by another interviewee, it is often the introverted personality that is
susceptible to using

“social media as their main platforms to communicate and be

present.”

This may be a positive factor that enables employees whose low self-esteem prevents
direct face-to-face communication with others to effectively make their opinions and

voices heard through OSN platforms.

The majority of interviewees understood the potential problems and were unaware of
the prevalence of cyberbullying within their work environments. There were, however,
a few of the interviewees in the health sector who attested to the presence of cyber-

bullying.

“That’'s what | was going to say, bullying is the issue here. |
mean, whether you're bullying on cyber or bullying one on one
it's going to have the same impact because even | mean, you
can read when people are writing in their responses or their
emoticons or their how they say stuff, you're hurting people. So
whether you see it one on one or you see it on the reply, you're
going to feel it. So cyberbullying and one on one bullying, | think,

| don't know which one is worse.”

As explained by an interviewee, when engaged in an activity deemed as bullying, the

would-be bully is
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“not aware of their behaviour, they were either trying to be funny
or trying to be dominant or whatever the fact is, but they not

aware they kind of hurt someone’s feelings.”

This is particularly relevant in the lack of physical presence when communicating using
an OSN platform where the emotional or physical reaction of ‘social cues’ through
body language cannot be witnessed. One of the interviewees related bullish behaviour
on WhatsApp groups by using short, sharp, and colloquial language. This is a tone
which may have very easily been misconstrued in many cases as cyberbullying,

although not intended as such. This interviewee goes on to say

“... the point of emalil, it's very easy to stand behind that. You can
be, even if you are not a particularly firm person face-to-face,

you can be very firm in that.”

There is a sinister side to cyberbullying, however, where the root cause is not linked
to a lack of self-esteem but instead a result of malicious or manipulative behaviour
through intimidation or discrediting fellow employees for self-gain. This type of

behaviour is often considered to be office and corporate politics and is known as such.

“l don’t think self-esteem has got anything, but | do know that
there is cyberbullying. | know that people forward your message

to other people which might be read out of context, you know”.

Online self-awareness, as defined in this research, includes both self-esteem and
online self-efficacy. The assessment of the levels of self-efficacy is most effectively
evaluated using self-reporting techniques in quantitative research and was not directly
addressed in qualitative research. Even when mentioned in passing during the
interviews, there was not much contribution from interviewees except for one medical
practitioner, a director of a medical centre, who raised a concern with regard to low

self-esteem in the form of emotional neediness,

“There's still one newish individual who's not an employee she
does our Discovery interface for us and | think emotionally she
may be in need of some attention but | haven't looked at her

Facebook posts but | would imagine that if | did, I'd see possibly

164



reason for concern, so alarm bells like whether they need

emotional support?”

It is noteworthy that recent research findings have shown that higher levels of self-
efficacy correlate with lower susceptibility to cyberbullying (Jones, 2019; Kokkinos and
Antoniadou, 2019).

4.2.12.6 Generational Attitudes and Behaviour towar d OSN usage

The influence of generational differences in the approach and adoption of OSN usage
as part of online self-awareness was analysed. This was divided into the digital
natives, those who have grown up with the medium of OSNs as a communication
medium and the digital immigrants, who have learnt to adapt and adopt OSNs as a
communication medium. The frustration of grappling with the different approaches to
the use of OSN by different generations was clearly expressed by an X-generation

senior manager in the financial services,

“...we talk a lot about like millennials by way of example, you
know, and behaviour around millennials. We tend to do that
more in a corporate context of the role. But, | think that there is
a real differentiation between the use of a person, say my age
or beyond, late forties, fifties and beyond. What we put out on
social media would be more out of ignorance or mistake
potentially, right — and there's something to do to combat that.
Then if you take a look at the millennials, they might put
something intentionally out there, but not understand the full

conseguence of why it is out there.”

The frustration, however, was not restricted to the Baby boomers or X-generations but
was also expressed as an issue by millennial interviewees who felt the divide between
the digital immigrant and digital native is impossible to bridge. This frustration was

expressed in the comments by one of the millennial hospital managers,

“I think the generational as opposed even associate economics
to a degree and aspect has come into play here, because if you
have not been raised with a smart device and we connected all

the time we have smart watches, smartphones, you know,
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interconnectivity where we go Wi-Fi, where we wonder if you
haven't been raised with those, those luxuries to large degree in
this country or with that sort of understanding | think about my,
my mother she wouldn't she wouldn't yeah, it's probably a
generation, she's a baby boomer, so it's, it's not something that
they were familiar with until towards the end of there, in fact after
their work lives and to get that level of understanding embedded

| think is near impossible....”

When discussing generational differences, the interviewees distinguished between the
concept of digital immigrants, Baby Boomers, X-Generations and some older
Millennials versus digital natives, Millennials born in the late nineteen eighties.
However, the following general views emerged when discussing the concept of radical

transparency distinguishing between digital immigrants and digital natives.

The X-Generation/Baby Boomers (digital immigrants) developed their social
communication skills without OSNs. Their development was familiar with privacy and
confidentiality. Transparency was guarded in that transparency was not always
automatic. Radical transparency was, at best, often in the form of the gossip frequently
referred to as the “bush telegraph” or the grapevine that was reputed to be riddled with

sensational inaccuracies and exaggerations.

The younger generation, the Millennials (digital natives), have a different approach to
engaging with OSNs regarding communication and what is communicated. First, they
become familiar with OSNs from a younger age. They effectively developed their
social skills based on OSN engagement, where the radical transparency of an original
message through the use of the technology of an OSN is transmitted not only faster
than what was known as gossip but with precise accuracy and with a possible

unlimited reach within a matter of minutes.

“I didn't grow up with a cell phone initially, that came towards my
teenage years, if | look at, you know, a lot of the staff we're
currently employing, they don't, they’re almost surgically bonded
with their mobile devices and then that social network

connectivity and there's that filter that | certainly was raised with
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and this is respected, these are boundaries etc., don't

necessarily exist in that same fashion in the virtual space.”

As stated by a paramedic in executive management, there was an underlying concern
from more than half of the interviewees that OSNs are limiting the millennial

generation's effective communication techniques.

“older generations value communication a whole bunch more
because it was more deliberate, whereas the younger
generations, communication is like a background noise almost,
you don't have to be deliberate about it, you don’t have to think
about what you say because like, it's just more communication.

It's not as deliberate as previous generations had to make it.”

Furthermore, there was a concern that the millennial generation lacked the foresight

or experience to fully comprehend the consequences of inappropriate OSN usage.

“I think for me as well, you know, we talk a lot about like
millennials by way of example, you know, and behaviour around
millennials. We tend to do that more in a corporate context of
role. But | think that there is a real differentiation between the
use of a person, say my age or beyond, late 40s, 50s and
beyond. What we put out on social media would be more out of
ignorance or mistake potentially, right — and there's something
to do to combat that. Then if you take a look at the millennials,
they might put something intentionally out there, but not

understand the full consequence of why it is out there.”

In contrast, a few older interviewees were only too happy to draw on the more tech-
savvy skills of the younger generation in the assistance of OSN usage and security
settings. What was clear from the discussions regarding the different defined
generation groups was the divide between digital immigrants and digital natives, with
challenging elements on both sides. The challenges are possibly more apparent to the
digital immigrants who have had the benefit of experiencing the structure of social
circles and communication both with and without digitisation or, more specifically, OSN

platforms. This was aptly put with a digital immigrant from the emergency services.

167



“I think I'm more cognisant of what's going on in their world
because it makes it or it helps me understand how it works so
you can't force down what we used to do and how it used to be;
it’s an illogical thing but also in saying that you can learn so much
more from their world, things that are complex for us or
guestions we don't have answers to now are easily resolved, like
a simple thing you can Google anything. If you’re not literate on
your smart device and you play that you can’t or you don't know
something or you there's nothing you can't find out. That's what's
important now is to understand that there is a mechanism to be
able to find out anything, there is nothing you can't find out but it
doesn't, it wasn't the world we came from we used to read from
encyclopaedias and have time on your bicycle in the park. They
don’t have that.”

Researcher: Any other comments?

“I think it'’s a world or a time where we just have to understand
different segments of this world, you can't live in how the world
used to, you can't live in the world how it is now, there has to be
a balance between everyone and | suppose the sharing of what
we do in different platforms whether it's direct one-on-one
contact or it's cyber contact you just got to be careful that's my
only message, the risk right now is probably 10 times worse than
it's ever been.”

4.2.13 Personal Online Privacy

When guestioned on the competency levels of employee online privacy literacy and
privacy settings within the organisation, the interviewees had very little knowledge.
They were thus a little reluctant to provide an assessment of online privacy literacy.

However, where mention was made, the following findings were made.
4.2.13.1 Online Privacy Proficiency

The perceived level of competency of online privacy literacy of employees by the

majority of interviewees, particularly in the health sector, leaned toward discomfort
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rather than comfort. This was typified by a healthcare centre manager when asked

how well the staff was at knowing their online privacy settings, replying:

“Well on their phone, some of them.”

In most cases, online privacy literacy was associated with the interviewee’s perceived
level of online privacy literacy and vulnerability when engaging with OSN platforms on

mobile devices.

“I know that we've totally missed the boat regarding cell phone
security we've missed it completely because every person
coming into our environment, whether it be the doctors and not
just staff, doctors as well, haven't got a clue the danger of this

thing.”

Executive management was generally happy to entrust the levels of secured privacy
of the network infrastructure to the competency of the Information Technology (IT)
department. However, as the majority pointed out, the IT department can only control
up to the end of organisational communications devices such as workstations,
notebooks and company-owned mobile devices. The concern was the use of privately
owned mobile devices and company-owned mobile devices used by executive
management. This sentiment is reiterated by a senior executive in the healthcare

sector.

“... every morning when you plug it into the network you would
see group IT would try to push down the encryption software and
my laptop ‘skops’ (kicks) it out, wouldn't take it for whatever
reason, so they eventually worked away around that, a patch by
putting in at that time it was windows ten which came with really
good encryption so they were happy with that and at least my

hard drive is encrypted. My cell phone is not encrypted.”

The same interviewee, however, continues considering the quandary between
exposure to a breach of company security by an employee through the engagement
of OSNs and the employee’s constitutional right to privacy and to freedom of
expression through the engagement of OSNs when engaging with their personally

owned mobile devices then went on to say
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“...our IT systems, our work IT systems prohibit you from getting
onto social media platforms okay so our staff are accessing
social media through their own personal devices. Is it not
overreach by the employer to now want access to those

personal devices or to monitor them?”

In the financial sector, there was more comfort in the competency of online privacy
literacy in the organisation, as stated by the chairman of a prominent financial services

organisation:

“Yeah, | think, | think that they're fairly, fairly savvy when it
comes to this stuff. | wouldn't say that I've thought. I've actually
checked you know, | haven't | haven't necessarily I'm making
assumptions based on age yeah you know type of calibre yeah,
yeah okay you know these guys so they will be well educated...
it may be a good idea to do just a bit of a refresher in a way |

suppose to what, what the dangers are.”

The discomfort regarding online privacy literacy competency not only with the
employees by the interviewees themselves is a clear indication that this is an ongoing

training issue that needs to be addressed by today’s organisation.
4.2.13.2 Online Security and Privacy Settings

The behavioural intent awareness of online security is the personal acknowledgement
of measures taken by an employee in protecting both personal and company privacy
when engaging on OSN platforms. The level of personal acknowledgement is
manifested by the likely behavioural pattern an individual will follow concerning
adhering to best practice security precautions and habits. Eight interviews
acknowledged personal and organisational concerns regarding the difficulties

regarding the privacy settings of OSN apps in contrast to the ease of use.

“Because the app is so easy to use, nobody really understands
the settings and privacy and all of that. So, | think it would

concern me quite significantly, ja.”

Or just simply stated by an organisation’s head of communications:
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“Mm...privacy settings, browsing issues, fishing..., | think it

would concern me quite significantly.”

Of the younger interviewees, a general manager of a prominent hospital expressed

frustration in effectively being trapped into accepting privacy settings to attend to his

job with the least disruption.

“Apple sent me another update, | have to accept, if | don’t accept
this thing doesn't install. | have to press accept. | haven't read
15 pages that procedure terms of what they'll be doing with my

information potentially.”

A similar sentiment was expressed by an X-Gen compatriot general

manager of a prominent hospital from a different province:

“For example, I'm sitting here | have a Facebook page, a Twitter
page, I'm on WhatsApp, I'm on Facebook Messenger and
because I'm not an IT guy, | hardly pay attention on my settings
you know even though you know someone can hack and post

something on my account.”
And then goes on to say,

“In fact, recently someone cloned my Facebook account.”

And then also expressed frustration with being trapped into accepting privacy settings

that are too complex to understand:

“because I'm not an IT person and really we struggle as human
beings to go through things that like T's and C's, things that are
written in fine print so we always assume that it won't happen to
me and we always assume that okay fine I'm safe, no one is
looking at me, who am | to be looked by anyone, or to be but
there is people out there that are phishing around the social

media, even the internet for that arguments sake.”
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Even though there was a generally positive sentiment toward training and awareness,
as mentioned earlier, only one mentioned training and awareness of privacy settings

as a priority.

“And... people are really not aware enough of the privacy
settings. So, and ultimately, | honestly believe that maybe like a
an organisation like ours can even take up a position. We've got
everybody's cell numbers on our HR books, so we can make

people aware and say send out communication.”

Of particular concern was how to secure an employee’s mobile device access. Again,
a clear distinction was made between being able to secure the organisation’s network
infrastructure by enforcing and controlling employee password “best practice
behaviour” on workstations and laptops through the IT department in contrast to
having no control over an employee’s behaviour in securing their mobile devices as

expressed by a regional healthcare director,

“...business has got no control over which phones have got
passwords, but they do have control of this (pointing to his

computer notebook ), because the passwords automatically
expired every month for your main login credentials. And also
for all other business systems, you're forced by the system to
renew it. And you're forced to have a complex password
regarding the nature of the password letters, characters and
numbers and stuff. The system forces you to have something

that's very secure. You don't accept a simple password.”

A further concern is not only at the ease that a mobile device can be compromised but

holding an employee accountable for a compromise:

“...but one would have to then test was there gross negligence
in the breach of my personal device, or had | really taken
reasonable, was taken from me at gunpoint, and some Russian
hackers could get through the phone and get all that information

or, you know, what is the extreme you know.”
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Within the healthcare services, access to formal organisation correspondence, such
as an organisation email address through an OSN on mobile devices, was restricted

to senior management, as explained by a hospital manager,

“...regarding email and the organisation like implemented like alll
the little security measures obviously if you have access on your
phone, your work email, there’s additional passwords and all
that, so and not too many people are allowed to have that, to
see their emails on the phone; it's mostly your senior

management.”

In summary, regarding online security and privacy settings, the general view of
management in both the financial and health sectors is that, although the
organisation’s IT division is confident in securing the organisation's network, it is
limited to desktops and notebooks. Employee mobile devices are beyond their control.
Access to organisational-based OSNs, such as email on a mobile device, is thus
limited to senior management. Furthermore, there is concern over the exposure of the
complexity of terms and conditions and privacy settings for the use of specific OSN
applications resulting in most employees accepting default settings, as summed up by

a hospital manager when talking about privacy settings,

“Everybody just agrees.”

4.2.14 Organisational Behaviour

The ethical climate of an organisation is the level of morals and ethics practised in the
work environment of that organisation. This is often reflected as the moral fibre that
determines the behaviour of stakeholders in the organisation and can be categorized
as five types of ethical climate, namely; caring, observing law and order, following
rules, instrumental values, and personals morals independent of the organisation
(Victor and Cullen, 1988).

4.2.14.1 Professional Values of Online Behaviour

Organisational values and professionalism reflected the ethical climate within the
organisation and were thus a key theme discussed with the interviewees. Coding

organisational values and professionalism as a theme was linked to the code
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organisational awareness 16 times and behaviour 12 times. Awareness of
organisational values and professional conduct regarding behaviour was vital to
responsible engagement with OSN platforms. Interviewees emphasised that
employee awareness of the expected professional conduct need not be specific do’s
and don'ts for responsible OSN engagement but rather the expected type of conduct
that would reflect the organisation’s values. This was clearly expressed by a regional

director of a healthcare organisation as follows,

“I walk into those doors understanding that | am our organisation
and I'm going to live up to those values, so yes they have they
are numerous connotations to everything that we do in terms of
our behaviours and one is to continuously create awareness
around that. Yeah so the value system Yeah, it's central to

everything we do.”

And then reiterates a little later:

“The key thing is how do you drive the behaviour? The big drive
is around the values and they are like seven underpinning
behaviours that we focus on to say, how do we live up to those
values so for example, you have a name badge to be able to
identify myself you know, those type of things. | wash my hands
to care, so that’s how do you bring the values in that so there is
underpinning behaviours that we keep reminding our staff about
and what that the hope that people live up to the values so when
there's a decision to send an email or to post something on
Facebook we remember those values, remember those
behaviours. | live up to those and one hopes that those

behaviours change over time.”

This view typified the interviewees' approach, particularly from organisations in the
healthcare sector. There was an underlying belief that creating a culture based on the
values of the organisation would result in mannerisms and conduct that would naturally
promote responsible OSN engagement, as reasoned by the general manager of one

of the healthcare organisation’s hospitals,
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“So again, the social ethos or the organisation’s value structure
and just common sense is embedded into everybody. And
everybody must surely at some point, understand what is right
and wrong. And when you know that you're doing something that
isn't correct and you are, so my theory is slightly different, is to
say that you should behave in a certain manner all the time, not
only when you're being watched. So we shouldn't have to be
watching you all the time to be sure you acting in a manner that

is acceptable.”
Then going on to say:

“This veil, this thin line of anonymity when you're posting or
communicating via social media that challenges that, what |
certainly was raised on as a norms of respecting what you would
or wouldn't share.”

Later concluding:

“It's not that people are purposely transgressing unethical, norm
or values. It's just their perception of that norm is just quite
different from what we perceive, and | think that's where we have

this clash of policy and reality.”

User behavioural intention is not to compromise the organisation; however, it is the
lack of awareness of the employee or other stakeholder’s personal information privacy
(PIP) and organisational privacy that may be susceptible to being compromised
resulting in a behavioural intention that may lead to a breach of private and company
data. It has been stated that norms and behaviours regarding private and public

domains may differ across diverse cultures.

When questioned about the attitude toward the OSN engagement by employees,
approximately half of the interviewees believed that the organisation's values following
its associated code of conduct as a professional offering were the critical factor
influencing the expected behavioural intent of its employees. This was in contrast to
less than a third that cited a more personal approach to personal privacy rights and

moral values as the key factor. Although not directly stated, there was an underlying
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theme from most of the interviewees that the threat of consequence was actually the

key factor that dominated behavioural intent. One respondent asserted that:

“I think it's the values and the behaviours, you know, like if you
look at our seven behaviours that we put out there regarding
respect and dignity and you know, how we interact with the
patients and so | think yeah the values and behaviours do play
a big role | do also think that people are nervous about getting
themselves into trouble as well you know, that's the one aspect
so say personal safety, but | also think that they, that staff have
also become a lot more aware of patients’ rights and patient's
rights to privacy so all of that awareness regarding what the

patient is entitled to.”

The response from interviewees was mixed. Some did not see the inappropriate use
of OSNs as part of actual behavioural intent but rather as the lack of awareness of
such intent. Others saw that behavioural intent resulted from a careless approach in
the engagement of OSNs, disregarding the consequences. The researcher found
restrained anxiety when the interviewees expressed views on behavioural intent when
engaging in OSNs as a communication medium. It was evident that most, if not all, of
the interviewees are still trying to negotiate both the benefits and dangers of OSN
platforms as a medium that is now controlling how they communicate in both their work

and private lives, as articulated by a chief information officer of a large healthcare
group.

As a communication medium, there was an underlying uneasiness of the enigmatic
nature in the use of OSN, particularly when the unforeseen consequence of an
intended or unintended message or post unintentionally spirals out of control, creating
reputational harm. The awareness of this potentially unintended consequence is an
ethical predicament to which both the organisation and the employee are still
acclimatizing themselves. This equivocal theme, often conveyed implicitly by the vast
number of interviewees, makes behavioural intent in the context of OSN engagement

challenging to prescribe and govern.

A few interviewees were open about the uncertainty and difficulty in developing an

employee behavioural framework of do’s and don’ts regarding OSN usage. Although
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three of the four organisations had clear governance regarding organisational policies
and procedures regarding do’s and don’ts, the difficulty expressed by the interviewees
is that OSNs have become a medium for expressing an individual’'s personal views
and opinions, whether it be in a private, work or public capacity. Part of the difficulty is
that the implications and consequences of using OSNs as a communication medium
is difficult to predict and often unforeseen. Usually, when organisational or personal
confidentiality is breached or a reputational damaging remark is posted on an OSN,
the consequence becomes apparent and understood. This will happen even if the post

is misinterpreted and taken out of context.

This leaves the organisation to adopt a learning process of continually adapting its
policies and procedures through a trial-and-error basis. As a result, reliance is often
left to the individual employee’s personal morals and values or tacit knowledge of what
should or should not be said. The CEO of one of the healthcare organisations

expressed the frustration of this approach of dealing with a type of “Catch-22” situation.

“There’s enough emphasis on the risks associated with the, with
the social media side. And | don't think we've given enough
guidance to, to be able to sit back and relax and say that we
think we can have given enough that people would be
responsible and be able to be held accountable for their
behaviour without, you know, the finger kind of first pointing at
us to say, Well, what did you do to ensure that everybody
understood that and | mean, our views have always been to
make sure that whatever we do whatever you do on social
media, make sure that you behave beyond reproach given that
it's such a fluid kind of medium | think that's the kind of stuff that
we've seen... | mean, we've seen horrendous knee jerk
reactions about things that if it was in the day of the postage
system, | mean then these things would never even come to light

| mean one person would aerated it.”

This highlights an underlying implicit concern as to exactly what and to what extent
do’s and don’ts are incorporated in the organisations' governance, procedures and

policies. The question posed by some interviewees was to what extent the do’s and
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don’ts start infringing in the in-between grey area that may compromise employees’
individual right to Section 16 of their constitutional right to freedom of expression. This
is further complicated when a message or post on an OSN is unintentionally articulated
ambiguously, by an error sent to the wrong recipient, finds itself on an unintended
public forum, or purposely taken or manipulated out of context as expressed by a

manager from the health sector.

“It's a complex, it's a complex situation that requires, you know,
sensitive navigation to be honest, something that, to be honest
with you, | mean, I'm not sure that we as organisations are well

equipped to handle.”

It is when considering an individual’s right of freedom of expression that a unanimous
consensus from the interviewees was that this freedom comes with the responsibility
of when, where and how to exercise this right appropriately or as directly conveyed by

a hospital manager

“Yes, freedom of speech is a right that comes with

responsibilities.”
And goes on to say:

“...but responsibly understand, again, the target audience and
their ability to comprehend and understand and, and never put
things in isolation have the background and obviously, | think our
values per say this company of integrity, truth and so forth, need
to underlie that. | mean, you can't say out of, you're not free to

lie.
Or in the case of the CEO of a financial services company

“I think right to freedom of speech, as long as it's not going to
offend anyone. Sexual, racial, political, so freedom of speech,
but be aware of the impression that's being created about the

business.”

A few interviewees highlighted the dilemma of appropriate content sharing concerning

what is acceptable to one culture but not necessarily to another culture. The
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complexities of this dilemma have been explored as a concern regarding the right to

personal privacy.

This is where all interviewees would fall back on underlying the theme that was both
explicitly and implicitly threaded through all the interview transcripts of the threat of
consequence. This threat of the consequence of your actions engaging on OSN
platforms is not restricted to the consequential action by the organisation but from your
personal social circles and society as a whole. This means you may be answerable
for whatever you share engaging on an OSN platform, not just as an employee but as

a private individual.

Several well-known isolated incidents were alluded to by interviewees emphasising
that losing a job because of an inappropriate post or message may be far less severe
than an outcry and wrath of public members (Sunday Independent, 2019). The
concern of the interviewee as management within an organisation was that the
consequential rebuke of such an incident is not limited to the individual but often
implicates the organisation, the employee, or other stakeholders by association.
However, the threat of such a possible devastating consequence was on the side of
responsible behavioural intent when engaging on OSN platforms that go beyond the

do’s and don’ts laid out in the organisation’s procedures and policies.

Pushing for further discussion around the consequence of irresponsible behavioural
intent when engaging OSN platforms, it became apparent that there was an
uneasiness around how one governs and addresses the threat of unforeseen
consequences through policies and procedures. The best approach by the
interviewees as managers and leaders within the organisation was to create and
emphasise a guideline of online self-awareness by the employee of their intended

behaviour.

“...there’s again awareness that we're creating on that where
people need to understand that as much as you've got your own
private life and we respect that and you've got freedom of
speech all these things that’s very important in our demographic
society, the organisation’s got clear standards, clear morals,

clear guidelines and even if you contravene those morals and
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ethics in your personal capacity away from work, there’s going

to be consequences.”

Of noted importance in the above response is that even though an employee’s
personal life is respected as private, once in the employ of or as a stakeholder of the
organisation, all employees or other stakeholders are held accountable for their
behavioural intent to the organisation for all activity on any OSN platforms even when
engaging in a private capacity. This is again supported by an interviewee who
emphasizes an employee’s accountability when engaging on OSNs on their personal

social networks when matters involve mention and association of the organisation.

“We've circulated many policies, informing staff of the do's and
don'ts, even on your own private social networks. If your
communication involves the company's name, if it involves the
work that you, if it involves any of the clients that are treated in
this company, they clearly know and where they've infringed
those policies we have taken appropriate sanction including
dismissal and the hate speech and all those sorts of things. So
yeah, if it any way relates to your work to the company, it's

investigated, appropriately.”

Governing an employee’s private life with do’s and don’ts was potentially recognised
as a grey area when relating to the interviewee’s personal moral code and values
concerning an individual’s right to freedom of expression or speech. It is here where
the nature of OSN as a communication medium interferes with what may be viewed
as an individual’'s autonomy to live and say what they see fit in their private life. This
autonomy is often characterized by idioms mentioned by some interviewees, such as
“what happens in Vegas stays in Vegas” or “what goes on tour stays on tour.”
However, with the advent of the OSN phenomena, this type of autonomy in behaviour
is becoming increasingly difficult to manage. A parallel drawn by one interviewee when
engaging and sharing on OSN platforms to what was previously imagined as life in a
village whereby the nature of the proximity within the bounds of a village environment,
an individual finds it difficult to be differentiated by their life in a professional capacity

to their life in a private capacity. In the words of the interviewee explaining:
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“I mean, I'm the paramedic that has a social life and I'm married
and does, helps out with the Scouts on weekends, you can
never divide that up. You can never say well my opinion is only
as me is in this corner. It's that whole person, so whatever you
put out there, represents that whole person, so, and that's the
trade-off that comes with social media, you're not able to
differentiate between this personal person and this professional

person.”

It was inferred from the above that in this type of environment, “everybody knows
everyone’s business.” A view that was supported by another interviewee responding
to the previous analogy of the exposure of one’s personal space living within the

confounds of a village,

“One hundred per cent. Because that’s what I'm saying. If | get
caught drunk-driving and somebody takes a picture of me and
puts it on Facebook as | am being arrested for drunk-driving — |
didn’t give them permission, but | didn't have to give them
permission, because it's in the public space, but that will affect
me at work. You know? So, sometimes | think it is better not to
belong to these platforms, but if you don’t belong to them, then

you don’t know what other people are saying.”

In subsequent interviews, the interviewees appeared to agree that living in a social
structure exposed within the confines of a village is analogous to belonging to the
world of virtual social networks of ONS platforms. Furthermore, from a personal morals
viewpoint, a few interviewees seemed to identify and gather some comfort in the
familiarity associated with the sensitivities and complexities of living in a close-knit

community.

A recent study on the effect of OSN usage on personal well-being revealed that
passive use of OSNs observing the social status of others could lead to jealousy and
envy, resulting in unhappiness. Whereas active usage of OSNs can increase the
feeling of connectedness and increase bridging social capital where the individual
feels part of a broader community having access and exposure to emerging

information and different thinking.
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When looking at how an organisation should govern this environment of close virtual
proximity enabled through the advent of OSNs, again, the interviewees believed that
posting inappropriate messages or content is governed by society itself, as observed

and stated by a manager in the healthcare sector.

“So that it's a widespread across a case law already shows you
that we didn't have to strictly govern this as governing it. It is a
behaviour that you need to be made aware of and society will
punish you, if you on a social side misbehave, society will turn
against us; almost like a narcissist behaviour, society will turn
around against you and punish you not as much as law, society

will punish you more."

When discussing governing the exposure to institutional risk through the use of OSNs
by all stakeholders of an organisation within the context of the individual stakeholder’s
constitutional right to freedom of expression, the consensus amongst all interviewees
was that the well-being of the organisation supersedes that of the individual
stakeholder’s right to freedom of expression. One can draw a parallel to the West
African Akan and Southern African Ubuntu philosophies which draw on the
community's well-being before that of the individual (Etieyibo, 2016; Molefe, 2016;
Wiredu, 2019).

“The value of a person in Akan traditional life and thought thus
represents an attempt to resolve issues of identity, freedom, and

morality in favour of a communalistic way of life.” (Antwi, 2017)

The introduction and adoption of the OSN phenomena as a medium within a social
network infrastructure within a social philosophy of communalism in an African context

is of vital importance.

“In an attempt to finding a solution to these and other social
problems facing Africa, an appeal must be made to Akan
traditional and living philosophy of communalism.
Communalism, as defined by Gyekye, is the doctrine that the
group or society constitutes the focus of the activities of the

individual members of the society. As a social construct,
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communalism insists that the good of all determines the good of
each. It is therefore expected that every member of the society
will work for the good of all, which also takes into account the
individual good.” (Antwi, 2017)

This would suggest that the traditional African approach to social networks may need
to adapt to the notion through the technology of radical transparency when engaging

on an OSN. As one of the interviewees explained:

“... there is no such thing as the invitation when you have a
ceremony or whatever you know. So you don't go out to
neighbours and sent them invitations because as soon as you
slaughter, yeah, basically it’s for everyone to eat. Yeah, yeah.
So you'll find that people will share because they still believe in
that, they're sharing information whereas now they need to think
that, you know, this information is confidential, it cannot be
shared but they still share it, because in the back of their minds
they thinking that is part of what | do at my township or where |

stay on the farm or whatever you know.”

This was reiterated by a compatriot hospital manager within the same healthcare

organisation:

“I do feel there's a different view on sharing of that kind of
information and what it means to share information and I've
recently in some leadership forums discussed and looked into
the different views be it westernized views of certain interactions
versus more Africanized or African views of interaction and the
community concept poses an interesting question regarding
social media, | believe, because it you know, inherently there's
a greater sense of community in African culture and it sort of
what is out there and is social media not just an extension of
that, an extension of interacting and connecting and speaking,
and then what we might see as an organisation, as sharing
inappropriate information such as head of state or, you know, a

very important person, etc. in a hospital is sort of being shared
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in a sense of respect, not to brag, not to show off, not to breach
confidentiality, but to say, you know, we're proud of what we're
doing this is who is with us, a part of our community, heritage,

history, etc.”

Within the Akan traditional and living philosophy of communalism, as defined by
Gyekye, the emphasis on the benefit of all within the social network determines the
ultimate benefit of the individual belonging to the social network. Whilst the concept of
sharing information may be embedded within the Akan traditional and living philosophy
of communalism, the potential damage caused by the concept of radical transparency
should be considered by adapting traditional values to the unfolding of the
technologically created phenomena of OSNs. As noted earlier by one of the
interviewees, the sharing of inappropriate content is governed by the social network

itself.

The potential consequences will govern behavioural intentions, whether it be through
fear of losing their job through legislated case laws, being shamed within the
organisation, or worse still, being publicly shamed. All instances of discussion of the
organisation's governance, policies and procedures regarding responsible OSN
engagement revolved around the dominant behavioural intent by all employees being
ultimately controlled through consequences of sharing inappropriate content, as

summed up by an interviewee:

“That's the only way that we will overcome all the problems that
we have, but to put the restrictions of you can't see this, you may
not say that, you can't say, so it's the same with the derogatory
remarks people say. Let them say that and see it's the society

will sort out people that is behaving inappropriately.”

Organisational values and culture are not just a reflection of the organisation’s ethical
climate but are used to protect the moral fibre of the organisation and its stakeholders.
This moral fibre needs to be akin to and respect the diverse values and cultures in
modern organisations, particularly the diversity in South African organisations.
Irresponsible engagement on OSN platforms can threaten this moral fibre. An

underlying message from all the interviewees is that tightly aligning OSN engagement
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with the organisation’s values and culture is the bastion against irresponsible OSN

engagement.

Professional values of online behaviour represent the employee’s professionalism
within the organisation’s value system and culture. Therefore, as an employee, an
awareness of the organisation’s digital presence on sites such as Facebook, LinkedIn
and other industry-related sites and an awareness of the approach to engaging with
OSNs in a professional manner that reflects the professional values will maintain the

integrity of the organisation’s values and culture.

“We talk about the fact that you carry your professional brand
with you everywhere, so don'’t ever think of your professional
brand being work only and your personal-. The two are so
intertwined. A mistake on one directly impacts the other. We talk
about that a lot.”

4.2.14.2 Organisational Loss of Control

In addressing the notion of “loss of control” by the organisation when it comes to
responsible employee engagement on OSN platforms (Linke and Zerfass, 2013a;
Swerling, Thorson and Zerfass, 2014; Zerfass and Schramm, 2014), there were three

direct approaches that were uncovered namely:

1. Defining clear, documented governance and policies on OSN engagement
as an employee and stakeholder.

2. Training and Awareness of OSN engagement.

3. Decisive action whenever there is a breach of compliance with the

organisation’s governance or policy.

The researcher now unpacks each direct approach to addressing the notion of “loss

of control.”
4.2.14.3 Defining Clear Documented Governance and P olicies

All larger organisations have a social media policy that outlines what you can and
cannot say and what you should or shouldn't do on various or specific OSN platforms,

such as Twitter, Facebook or LinkedIn etc.
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These policies invariably form part of the organisation's induction programme and are
often part of the annual compulsory compliance training for all employees. It is thus
conceivable that most of the organisation’s employees should know the basics of the
OSN policy. As with the evolving nature of OSNs regarding technology and use, these
policies are regularly adapted. This can often be on a trial-and-error approach by
reacting to incidents that may occur within the organisation or other organisations in
the same or other industries. The approach is thus more reactive and preventative
than proactive.

“It could always be better so | mean again from an awareness
and policy point of view and all of that, | mean we try our utmost
best to be as effective as possible but | mean it could always be
better there’s always gaps, where you get a gap and sometimes

it’s trial and error, which is not the best approach.”

There is a three-phase general approach to the development and implementation of

procedures and policies about the phenomena of evolving OSN platforms.
The first is to develop the policy by adapting industry standards to the organisation.

The second is to continually enhance the policies as new vulnerabilities regarding
loopholes are discovered through the exposure of incidents in the organisation or the

macro-environment.
The third is regular training and awareness of the current policies and updates.

This was succinctly stated as:

“There’s a policy, there are tests on the policy, and there’s

training, that’s the three mechanisms.”

As with the development of most governance and policies, when it comes to OSN
engagement, there is a reliance on professional industry standards and norms
concerning business transparency and privacy and confidentiality. Industry-specific
standards are followed within both the South African and International contexts as per

the examples which follow:

South Africa
a. Health Professions Council of South Africa (HPCSA).
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b. The Medical Protection Society Limited (MPS).
c. National Health Act 2003.
d. Protection Of Personal Information Act, 2013 (POPI).

International
e. General Data Protection Regulation (GDPR).

Throughout the interview process, it was clear that in both the health and financial
sector, the confidentiality and privacy of the organisation’s clients, as one would
expect, is of paramount importance. Protection of client confidentiality has been a
business standard in these sectors since its inception. The invasion of privacy and
exploitation of privacy through the advent of the OSN phenomena (Cadwalladr, 2018;
Francis and Wagner, 2018; Gruzd, Jacobson, Mai, and Dubois, 2018; Wolverton,
2019) has given rise to both The Protection of Personal Information (PoPI) Act in South
Africa, as well the Europe Union’s General Data Protection Regulation (GDPR). Both
aim to defend the individual’s constitutional right to privacy, through the protection of

personal information entrusted to a reliable and professional third party.

In the health sector, however, the history of patient confidentiality goes back to the
Hippocratic Oath embedded in today’s code of ethics practised by medical
practitioners (Higgins, 1989). Certified South African medical practitioners subscribe
to the Health Professions Council of South Africa (HPCSA), and the Medical Protection
Society Limited (MPS) and in turn to the National Health Act (2003) (South Africa,
2004)

In particular, Chapter 2, Clause 14 of the National Health Act (2003) has a stringent
patient confidentiality clause regarding a patient’s health status and health records. As
quoted below, this already gives the health sector's governance and policies a “one-

up” regarding privacy and confidentiality.

“...in the healthcare market, | think there we’re one up because
you know, throughout the ages it's not a POPI Act or what's
happening now, | mean, the Healthcare Act has been out and
again, your nursing staff and those people are trained in that Act

when they’re at university and colleges so there’s a bit more
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guidelines in healthcare regarding what is the do's and the

don'ts.”

Three of the interviewees authored their organisation’s Social Media policy in which
they found guidance in templates of policies using industry standards, as stated by an

interviewee from the financial sector.

“l used some templates. But | wanted to have something for us

because our data is also so important to our business.”

Or, in some ways, a more cynical comment from the director of communications from

a healthcare organisation:

“And | can tell you that | wrote the social media policy. Okay. |
can guarantee you, nobody reads it, including these okes that
have told you that we need an induction. Ask them to show you

where to find it and what it says.”

The general sentiment from the interviewees is that all organisations need
formal governance that sets clear boundaries of organisational practices
and industry standards, particularly regarding the privacy and
confidentiality of patients/customers in the healthcare sector or clients in

financial services.
4.2.14.4 Training and Awareness

As a best practice in today’s corporate governance, training and awareness of
governance and policies should be part of the ongoing process of an organisation’s

induction programme for both new and existing employees (Grobler, 2005).

The need for training and awareness regarding the do’s and don'ts of OSN
engagement by employees and the risks of viral exposure of both intentional and

unintentional use of OSNs by the interviewees was overwhelmingly unanimous.

The interviewees generally agree that their organisations guide the use and risks of
OSN usage. However, most interviewees had a general feeling that current programs
do not sufficiently address the risks associated with evolving nature of OSN

engagement, both technologically and regarding our changing social and behavioural
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norms. This perceived shortfall in training and awareness is not seen as negligence
by the organisation. It is rather associated with the difficulties in foreseeing the
possible loopholes that occur as social behaviours adapt and change to the
development of new technologies that, in most cases, are either untested or
unregulated within the business environment (DeNardis and Hackl, 2015; Obar and
Wildman, 2015).

A knowledge gap regarding awareness and unfamiliarity of the risks and implications
of unintentional OSN engagement became apparent from the start of the interview
process. In particular, the researcher had to take the time to point out the potential

danger of OSN usage through innocent examples.

An example used in all the healthcare and some of the financial organisation
interviews was of using the WhatsApp OSN platform to disseminate patient
information directly from an accident regarding patient vitals and possible photographs
of an injury to a medical practitioner to determine the most appropriate practitioner or

specialist for treatment.

The National Health Act (Act No. 61 of 2003) (South Africa, 2004) is clear that the
patient’'s information belongs primarily to the patient and that all healthcare
professionals are required to protect the patient’s right to confidentiality as stated in
the Guidelines Practice for the Good Practice in the Healthcare Professions by the
HPCSA

All the interviewees with whom this example was discussed agreed that efficiencies
gained in speed to disseminate this type of critical information using an OSN platform

could be medically beneficial and potentially lifesaving.

“We know that at three o'clock in the morning if you send the
whole ECG to the cardiologist, he gets out of bed, and he'll be
there earlier to take the patient to Cath Lab. There's a definite

medical benefit.”

When asked who owned the disseminated information, only three interviewees cited
WhatsApp Inc. and its parent company Facebook, in theory, owning or having the most
recourse to the patient’'s data and possible image. Therefore, to understand the

ramifications of a possible breach of patient confidentiality as stated in the National
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Health Act, we need to briefly explore the terms and conditions a user agrees to when
using WhatsApp as an OSN platform. The following extract appears on the current

terms and conditions found on the WhatsApp website:

“Facebook and the other companies in the Facebook family also
may use information from us (WhatsApp) to improve your
experiences within their services, such as making product
suggestions (for example, of friends or connections, or of

interesting content) and showing relevant offers and ads.”
(WhatsApp, n.d.).

Examining the full legal implications regarding the exposure of patient information in
an emergency situation using the WhatsApp OSN platform is beyond the scope of this

research.

Throughout the interview process, there was a lack of awareness or confusion about
potential patient confidentiality violations when an emergency services medical
practitioner, hospital manager, general medical practitioner or specialist innocently
disseminates patient information on OSN messaging platforms. This is identified by
the sentiments of a hospital manager when talking about using WhatsApp group

functionality to manage hospital staff information and disseminate information.

“I'll give you a classic example; if I, if we go onto WhatsApp now
there are, | belong probably to about 12 groups, hospital groups,
hospital-specific groups and | can scroll through on any
particular day and | can guarantee you there’'s sensitive
information on that WhatsApp, so if we saying in the one hand
corporate governance in the one hand we saying this is how we
act, this is how we behave, this is what our values are, and in
the other hand people think social media’s Facebook, it's not just
Facebook,... | mean, WhatsApp belongs to Facebook; all you
have to do is look at WhatsApp, there is patient information on
WhatsApp, people talk about people, about complaints about
doctors on the WhatsApp; it goes totally against what our values
are saying, and these are not staff members that you talk about

in the ward, nurses and, these are senior managers that we
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talking about, so there is stuff on there that should never ever

be on there, ever.”

This lack of awareness of such violations is apparent in the financial sector but less so
than in the medical sector. Consideration must be made that the need to disseminate

confidential information is not as critical in the financial sector as in the medical sector.

For the professional in the financial sector, it should be noted that when dealing with
a client’s finances requires both professional and business acumen and a cordial
setting. In the medical sector, even though the HPCSA binds all healthcare
professionals, the nature of healthcare not only exposes the patient to a lower stature,
but the environment of a hospital, health centre or public emergency such as an
accident scene also exposes the patient to the public. Induction programmes covering
OSN organisation governance and policies, although not sufficient, appeared to be
more formally organised in the financial sector than the health sector, as stated by a

divisional head of a financial services organisation:

“So we certainly getting better. | don't think that we are where
we need to be, but | think as an organisation, for me, the big
thing would be around awareness and training. | don’t think it's
as front of mind as it probably should be for the organisation.
There’s a feeling that | get across the organisation... It's been a
long time since | was inducted, but it absolutely must. | think it

absolutely must.”

As mentioned earlier, the difficulties associated with the health sector with a higher
staff turnover and dealing with nursing agencies are balanced by complying with the
National Health Act, HPCSA and MPS.

A crucial finding is that both the health and financial sectors acknowledge that training
and awareness of OSN governance and organisational policies need to be a key factor
in the induction programmes and regularly be reinforced as stated by the financial
sector:

“Some individuals just don't see it and the consequences of it.
So how do you create that awareness and make people fully

understand.”
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And as stated in the medical sector:

“I think there's a big gap for some social media education, which
may result in a couple of, you know, policies coming out of it, but
it almost automatically would, | guess, result in some policies,
but it's really around the education.”

In addition, the larger organisations provide training by educating, in particular, the
more senior employees on the effective use of what and how to say on the preferred

selected OSN platforms the organisation is comfortable engaging with.

. more senior levels, goes through training on what to do on
these various platforms, which one the bank likes us to use
versus, you know, please stay away from, and things like media
training, because again, same thing, the radio adverts, or radio

interview, can get out of hand quite quickly.”

In contrast, for some of the interviewees, this lack of training and awareness echoed
the frustration that paranoia and fear limit the proactive use of OSN engagement, as

echoed by the following interviewee

“We're not doing well at educating people on how to use social
media we are still leaning towards if you're unsure, rather don't
and we just have to look across like the senior management
team within the company. None of them engage in social media
proactively. They're all rather hesitant and | think they scared,
not scared, is scared, too cautious, yeah, cautious, but cautious,
in my opinion, being too far cautious in engaging with social
media, they’d either rather wouldn't, or they sort of go create a

profile and that's all that ever happens to it.”

All interviewees made it clear that as an evolving, often unknown phenomenon,
training whether internal or external regarding all aspects of engagement with OSN

platforms is crucial within the organisation.
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4.2.14.5 Decisive action in breach of compliance wi  th governance or policy

All interviewees had a non-tolerance approach should any employee breach the
organisation’s OSN policy and governance. All the interviewees agreed that OSNs
have now become part of how the modern individual functions and communicates both
in business and privately. They were in unison that access and engagement of the

individual have become a personal right to be respected:

“We are also looking at other ways of potentially giving staff
access to their social lives, social media lives without utilising
the corporate backbone Infrastructure by creating WI-FI off a
separate network sort of thing... We’re wanting to embrace
digitisation in Its entirety and includes a big part of the
digitisation, which is the way people communicate on social
media, so that’s certainly an area we are more focused on now

than we ever have been”

It was noticeably evident from the interviewees that OSN usage needs to be embraced
as a norm that is now entrenched in how society functions. The debate about the legal
right to access social media and the internet in the workplace continues to be debated
in various counties within the confines of the current law (Rosalind Davey, 2016).
However, respecting the employee’s right of access to the engagement on OSNs is a
discretion associated with the expectation of being accountable for responsible OSN
engagement in compliance with the organisation’s policies and governance. The
interviewees were in unison that should this discretion be infringed upon or the
compliance of the organisation’s policies and governance be ignored, swift, decisive

action against the employee should be taken.

The consensus from the interviewees was twofold. Firstly, it was evident from the
responses that to limit the implications and reputational damage to the organisation
through a breach in the policy of OSN engagement, it is best curtailed through an

immediate and decisive action on the part of the organisation.

Secondly, swift, decisive action by the organisation sends a clear message that any
abuse of an employee’s given rights of access to OSN engagement, whether

intentional or not, will not be tolerated.
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“Look I think there's a mature approach to your private life, | don’t
ascribe to regulating people's private worlds. They obviously
have access to the media platform or the social platform they
choose but when they start linking that to the organisation and
discrediting the organisation, we're very decisive, whether it's in
a private capacity wearing a company uniform it doesn't matter

you've linked it to and then it becomes our problem.”

The general view of the majority of interviewees was that the most effective way to
limit the consequential damage suffered by an organisation when associated with an
inappropriate  OSN post or message by an employee is to disassociate the
organisation from the employee immediately. It does not matter whether it may have
been a simple expression that may have been publicly perceived as hate speech or
sensationalism or whether it was sharing a personal conviction or fake news. This type

of action will usually take the form of an agreed resignation or dismissal.

“If it’s linked to the company, | promise you it's decisive. They'll

no longer work here.”

Though some interviewees sympathised with an accidental thoughtless unintentional
engagement on an OSN, all interviewees seem to agree that limiting the reputational
risk to the organisation required sending both a public and organisational non-

negotiable message of disassociation and decisive action.
4.2.14.6 The Right to Freedom of Expression

In keeping consistent throughout the interview process, the researcher opened each
interview by asking each interviewee how effective their organisation’s governance,
policies and procedures are in tackling the notion of radical transparency engaging
OSN platforms. The invariable response of the interviewees reflected the academic
literature that controlling the impulsive human nature to voice one’s convictions and

disseminate information on an OSN platform can be challenging.

Whether this type of engagement on an OSN platform by the employee is intentional
or unintentional, controlling the resultant notion of radical transparency through
employee representation can become problematic when relying on strict adherence to

governance, policies and procedures. As a result, most interviewees' approach to
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controlling OSN engagement almost always shifted to reliance on company values

and culture.

“So, | honestly believe that we cannot put rules and regulations
and stop it. The only control that we will be able to get is to create
the culture of take the person into consideration before you post,
before you say, before you WhatsApp, because that is what it is

about. So, it's all about creating the culture of strong values.”

Further discussion with the interviewees exploring the organisation’s values and
culture would inextricably shift towards the organisation’s ethical quandary of
protecting reputational risk in the context of an employee’s constitutional and moral

right to freedom of speech when engaging on an OSN platform.

Every interviewee understood that from the corporate ethics view, the organisation's
reputational risk is to be protected at all times. This, however, is not to say the personal
moral convictions of the interviewee as an individual did not sympathize with an
employee who may have inappropriately, whether unintentionally or intentionally,
exercised their personal right to express an opinion or belief that by association and

having done so may bring the organisation into disrepute and possible litigation.

“...and it's difficult, it is difficult, and that's why | say I'm not
calling it, either way, I'm not I'm not I'm not predicting how this
company would react to it to something I'm not what I'm saying
is what I'm saying is that this is a very good chance that if what
a person has said is causing damage to the company, and again
that goes to the audience, who's the audience? Because,
because, because ultimately one needs to look at it and say,
well, it goes back to this capitalism 101 because the company is
about shareholders, so of course, of course employees matter,
of course customers matter, but shareholders... we start at

shareholders so what's the impact on shareholders....”

Voicing one’s convictions is directly linked to freedom of speech, often referred to as
freedom of expression, as outlined in article 19 of the Universal Declaration of Human
Rights (UDHR).
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Interviewees from the Baby Boomer and X-generations born before the seventies,
whose informative years from a social development perspective were not affected by
the age of digitization, appeared more observant of the paradigm shift emerging
through the development of social communication via the phenomenon of OSNs. As
alluded to earlier, information dissemination from an OSN platform is an exact
transcription. This is unlike what previously was known as the “bush telegraph”, which
invariably tended to be flawed with inaccuracies and exaggerations. However, the-like
the “bush telegraph”, the transcribed message from OSN engagement often lacks the

full context the message is intended to convey.

“I think we also need to remember that it's also because of how
things have changed... because 20 years ago, putting out your
own convictions would have been done in a way that was much
more nuanced. Much more, you know, maybe it's in the context
of a room of 5 people, ten people, 100 people is how you put it
across. It comes with nuance, it comes with emotion, whereas
today... and 140 characters leaving you, to what you do what
you're putting on there... you need to understand what you
putting on there is probably at least 80% chance that it will be

perceived differently to what you meant.”

Where does this leave the organisation in addressing how to control the reputational
risk of employee engagement on OSN platforms whilst protecting the employee’s

constitutional right to freedom of expression?

When employing an employee, whether permanently or on contract by the
organisation, there is an implicitly expected duty by the employee to make decisions
for the good of the organisation. Before the emergence of OSNSs, the organisation
would control its media relations through an appointed media professional who, as the
public voice of the company, understood the moral obligations in upholding company
values such as “don’t lie to the media” and “use language responsibly, free from
intentional obfuscation.” (Bivins, 2006). In contrast, the organisation is now vulnerable
to representation by every employee with access to the open nature of the OSN
platform. When engaging on an OSN platform, the moral obligations of the employee

expected by the organisation would be aligned with the organisation’s values and
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culture. Most interviewees stressed the importance of promoting and instilling the

organisation’s values and culture and not just relying on governance and policies.

“Itis what it is, it's about the values, it's the culture. If that culture
is embraced and understood by each and everyone they will do
what is best for the person and they will post accordingly, and
they will tweet accordingly, and they will defend, and they will go
out and be ambassadors for the organisation, for whoever, for
themselves, for person-centred care, for a patient, for

healthcare, for Greenpeace, or whatever.”

From the interviewees, however, caution was expressed by certain of the more senior
executive management that the expectations of good OSN usage driven through a
value-based culture may be somewhat idealistic and still has many shortfalls. They
emphasised that continued education on responsible OSN usage and highlighting the
dangers associated with negligent ONS engagement is a far more pragmatic approach

than only relying upon organisational values and culture.

“l can't say that, under the current economic climate, | don’t think
a lot of people out there working for the sake of a job, not
necessarily because they want to help care for people
necessarily. So, you may have people that they don't
necessarily believe in our values. | mean, can we say, put our
hand on our hearts, that we always treat everybody with
respect? For example, we don't, I'm guilty of it sometimes, and |
forget that respect factor. So yeah, our values are great. And
they are part of what we are and part of our DNA. But | don't
think that that's sufficient. It's maybe an extra layer of comfort.
But it's not the catch-all that | think | think we need; | believe that
we should be doing more from an education perspective to the

staff concerning the dangers of social media.”
As reiterated by another interviewee,

“So | don't think so we can purely rely on our values; as | said, |

think it should be part of, and you should always sign
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acknowledgement of that you understand the organisation's

policy concerning social media.”

All interviewees endorsed the individual’'s human right to freedom of expression.
However, they were adamant that this should not be to the organisation's detriment or

expense through direct or indirect association.
4.2.14.7 Risks and Exposure

There was underlying confidence and positive sentiment by most interviewees that as
long as there was an allegiance or loyalty by employees and other stakeholders to the
organisation, there would be intended responsible OSN engagement. This means that
the notion of “loss of control” is more manageable than imagined or projected,;
however, the fragility of an unintentional message or post, confidential or

inappropriate, lurked quietly in the minds of senior management as explained:

“I mean, I'll give you this example. And | think it immediately
raised the concern, we take a screengrab of a particular problem
that we have, with a particular account, not even concentrating
on the clinical information that may be there .... but there's an
HIV or health status, that patient is actually being portrayed to
parties within the organisation and outside that should not be
portrayed at all. And that's it exactly, but it's done, not the

intention, but it's done.”

Another concern was the impossible task of managing disgruntled employees once
they left the organisation. Should the employee feel disgruntled by the organisation,
there is the concern of the now ex-employee lashing out at their previous employer by

exposing confidential information or public shaming the organisation.

“l agree, and | disagree. | think | mean, people may or may not
understand the consequences at certain points in time, people
may or may not care about the consequences, and | think that
that's almost the bigger risk is, the less mitigated risk is that the
ex-employee, the person with the insight no longer has an

allegiance or loyalty you could, sure the loyal employee.”
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And then goes on to say

“How do you deal with the disgruntled, bitter ex-employee with

knowledge inside information, names....”

This emphasises the need, where possible, to manage and address employees’
grievances once the employee-organisation relationship has gone sour. It may be wise
to prepare management for effective exit conversations. A recent study has shown
that taking the time to listen to an employee who has resigned may limit public

exposure via an OSN once they have expressed their grievance (Kulik et al., 2015).

4.3 QUANTITATIVE STUDY

4.3.1 The Online Survey

The quantitative survey used in the study was in the form of a questionnaire developed
in Google Forms. This survey was distributed online through email or WhatsApp that
could be accessed and completed on a mobile device such as a smartphone or tablet
using the WhatsApp Messenger application or a webpage on a desktop workstation
or Notebook. The questionnaire was developed during the period between July and
September 2018. As outlined in the research methodology, the researcher has drawn
on a pool of current and previous colleagues who were eager to participate and
contribute to an evolving version of the survey ensuring ease of use, efficiency and
effectiveness of the questionnaire. The test respondents were a representative mix

regarding gender and age.

The final survey was sent out and facilitated through the management of the same
respective organisations used for the qualitative research from October 2018 until
February 2019. In all, a sample size of approximately 2000 employees was targeted.
One of the financial services organisations asked that the ECQ of 29 questions be
removed from the survey. As a result, the researcher received 348 responses, of which
328 were fully completed, and 234 included the ECQ. This equates to approximately

a 16% response rate.

A PDF version of the online questionnaire can be found in the appendix. The following

is the format of the data collected through the different sections of the questionnaire:
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4.3.1.1 How the Survey data were analysed

The survey data was analysed in four interlinking phases, as shown in Figure 4.2
below. The data was analysed and assessed by Microsoft Excel, IBM SPSS (Version
25) and IBM AMOS (Version 25).

Statistical Analysis of OSN Usage and
Demographic Data

A 4

Assessing Scale Reliability and

Identifying Group Differences of
Existing Scales

Factor Analysis Models

Regression Analysis and testing for
Mediation

Figure 4.2 How the survey data were analysed
4.3.1.2 Gauging the factors influencing responsibl e OSN usage

In gauging the factors influencing responsible OSN usage, the result of the survey are

analysed in four parts as follows:

1) Statistical Analysis of OSN Usage concerning Demographic Data: To

assess the most used OSNs by employees in the financial and health
sectors. To assess the most and less used OSNs regarding an industry,

gender, generation and qualification levels.

2) Reliability and consistency, significant correlations and moderation effects
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of the findings from the scales used in the survey: The assessment of

Cronbach a using IBM SPSS was used to assess the internal consistency
of the scales. The validity or construct validity gauges how well the data
represents the assessed underlying construct. The quantitative analysis
technique correlational analysis of the observed data are used to assess the

construct validity of constructs defined in the literature review.

3) Factor_analysis models: Factor analysis was used to ascertain potential

underlying factors or components to reduce the number of items on each
scale to a more manageable number. These are possible meaningful factors
that are not explicitly observed but can be derived and inferred as underlying

combinations of variables through the use of a mathematical model.

4) Regression analysis: Regression analysis was used to gauge and analyse

the relationships between observed and latent variables. Regression

analysis is used to test and evaluate multivariate causal relationships.
4.3.1.3 The measures and scales used in the survey

Table 4.2 Measures and Scales Used to Gauge Respons ible OSN Usage

Category Construct Data Type

Demographics Basic Information Nominal

General Usage of most popular Interval / Scale (Likert

App usage mobile and web OSNs ty_pe scale rar_lglng from
1=Never to 5=Hourly)
Online Privacy How literate is the respondent Nominal
Literacy with regard to Online Privacy
: Ordinal (Frequency
Security , . .
: What are the respondent’s Likert type scale ranging
Behaviour : . )
: habits with regard to online from based on
Intentions : —
privacy 1=frequency of Never to
Scale _
5=Always)
Texting Habits The respondent’s usage of Interval / Scale Ordinal
9 hazardous texting habits (Likert type scale
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ranging from 1=Never to
7=100% of the time)

Ordinal (Frequency
Likert type scale ranging
from based on
1=frequency of Never to
5=Always)

Does the respondent suffer

OSN Addiction from OSN addiction

Ordinal (Frequency
Likert type scale ranging
from based on
1=frequency of Never to
5=Always)

Self-Efficacy with regard to

Self-Efficacy online privacy literacy

Ordinal (Frequency
Likert type scale ranging

Self-Esteem The respondent’s self-esteem
from based on
1=frequency of Never to
5=Always)
What is the respondent’s view Ordinal (Likert type
Ethical Climate on the Ethical Climate of the scale ranging from
Organisation 1=Strongly disagree to

7=Strongly agree)

4.3.1.4 The profile mix of the respondents

Table 4.3 Profile Mix of Resposndents (n = 328)

Frequency Percent

Industry
Healthcare 143 43.6%
Financial Services 185 56.4%
Gender
Female 183 55.8%
Male 145 44.2%
Generations
Baby Boomer 41 12.5%
X-Gen 146 44.5%
Millennial 141 43.0%
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Highest Qualification

Matric 58 17.7%
Diploma 63 19.2%
Graduate 49 14.9%
Postgraduate 108 32.9%

4.3.1.5 The profile mix between industries

As a percentage proportion of the total healthcare sample (n=143) surveyed, there
was no difference in gender representation, whereas in the financial sector sample
surveyed, there was a 60% to 40% split in the representation of females in relation to
males. About 50% of the respondents in the healthcare sector belonged to the
millennial generation, whereas they represented 38% of the financial sector. The X-
Generation represented 37% of the healthcare sector, whereas the X-Generation
cohort represented 50% of the financial sector sample surveys. Baby Boomers
represented 14% and 11% of the healthcare and financial sectors, respectively.
Representation of highest qualification levels was in proportion to the sample sizes
and was similar from both sectors, with the only significant difference being that 44%
more respondents from the financial sector sample held diplomas. There was no
significant representation of graduate and postgraduate representation between the

two industry sectors under consideration.

In meeting objective three, gauging the opinions and perceptions from the sample of
employees surveyed from the selected industries towards factors that influence
responsible OSN engagement, the results were analysed in meeting objectives four,

five and six by gauging

1. The perceived effect of individual employees’ online privacy literacy and
security intentions.

2. The employees' levels of awareness towards psychological and external factors
are affected by manipulated impulsive behaviour, habits, and OSN addiction.

3. The perceived influence of the employees' awareness of the ethical climate

within the organisation.
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4.3.2 Statistical Analysis of OSN Usage and DemographicD  ata

The researcher used Microsoft Excel, IBM SPSS (Version 25) and IBM AMOS

(Version 25).to statistically analyse the responses from the questionnaire.
4.3.2.1 Gauging OSN usage

The respondents were asked to indicate the estimated frequency engaged on each of
the sixteen most popular OSNs applications identified in the survey. Frequency
engagement on each of the sixteen OSN applications was assessed as either hourly,
daily, weekly or monthly. If the respondent was either unaware of the OSN or had

never engaged with the OSN, they could select the option of “never”.
4.3.2.2 The purpose of gauging OSN usage.

OSN usage was identified as a variable in determining the validity of the objectives to
gauge the level of responsible OSN engagement regarding the employee’s awareness
regarding organisational awareness, online privacy literacy and online self-awareness.
In measuring responsible OSN engagement, it is crucial to understand what type of

OSNs are engaged with and the frequency of engagement.

OSN applications can be categorized into types used for social communication, such
as Facebook, Instagram, WhatsApp or Snapchat or those utilized for business
communication, such as Email, Linkedln and WhatsApp. Other OSNs, such as
YouTube, are recognized as video-sharing content applications that have been
popularized for entertainment. It is also well-known as a marketing tool enabling the
promotion of business concepts, products or services through indirect advertising,

‘serving as a powerful tool for maintaining a product brand identity (Cambridge, 2019).

In addition, YouTube is an effective and popular medium for education (Jaworski,
2019), whether it be a traditional documentary or a recorded lecture from universities
such as Harvard, Yale or Oxford. Tutorials can be specifically tailored to this medium
(Korich, 2016). Well known is the Khan Academy, founded by Salman Khan in 2009,

where he explains its formula,

“That way, it doesn’t seem like I’'m up on a stage lecturing down

at you,” he says. “It's intimate like we're both sitting at a table
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and we’re working through something together, writing on a

piece of paper.” (Thompson, 2011).

When contrasting the usage of an OSN in the context of business communication to
that of social communication, the impact of the employee’s awareness of online privacy
literacy and intentional privacy behaviour is critical in minimizing the risk of reputational
damage. When an OSN is used as a business tool and not solely for social
communication, the risk of exposure to the phenomena of radical transparency through
the breach of organizational or client confidentiality can have devastating

consequences.
4.3.2.3 Analysis of OSN's frequency application usa ge

As a study on the effect of OSN usage where usage is gauged using self-reported
frequency engagement, whether it be hourly, daily, weekly or monthly or never, the
impact of the work on organizational transparency and privacy led the researcher to
believe that it was pertinent to assess the frequency usage and the time spent
engaging with the more popular and well-known OSN platforms that would be utilized
by employees within the organisations researched. As an employee of the
organisation, whether OSN engagement be responsible, courteous, irresponsible,
compulsive or addictive is representative of not only the calibre of person employed
but the influence or level of control over the employee’s online behaviour becoming to
the organisation. Gauging OSN self-reported frequency engagement is as a

representative irrespective of whether the engagement is for business or personal use.

Time engaged by the respondent on each OSN is correlated to the respondent’s
propensity to factors such as OSN addiction and texting habits. Other key correlations
would be the respondent’s competency regarding online privacy literacy and the

respondents' past, current and future online security behavioural intentions.

Of the 16 OSN applications surveyed, six of the OSN applications, namely Google+,
Tumblr, Viber, WeChat, Snap Chat and Tinder, were reported to have less than 10%
frequency engagement by the respondents. For this research, OSN applications that
less than 10% of respondents currently engage with were deemed not to have had a

significant impact on the organisation and were thus excluded from the further in-depth
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analysis. This left ten OSN applications with their associated frequency usage, which

are depicted in Figure 4.3

A.6%

Number of Employees

U

e

Facebook Youtube Facebook Linkedin WhatsApp Instagram Pinterest Twitter Skype
Messenger
Hourly m Daily Weekly W Monthly W Never

Figure 4.3 Usage of the top ten OSN Apps

The results seen in Figure 4.3 were ordered regarding popularity to determine the
popularity of OSN applications amongst employees contrasting OSN usage with no
usage at all, i.e. “Never”. Then, any regular usage, whether it was “Hourly”, “Daily”,

“Weekly”, or “Monthly”, was grouped as shown in Figure 4.4.
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Figure 4.4 Usage versus Non-Usage

206



The results of OSN frequency usage were dominated by OSN apps associated with
business communication, such as WhatsApp and Email, followed by the promotional,
entertainment and educational OSN, YouTube. Facebook, a predominantly social
OSN, was fourth regarding frequency engagement. Regarding popularity and usage,
LinkedIn, regarded as a business OSN application, was ranked fifth in frequency

usage among the top ten used OSNs surveyed.

The first two options in the survey regarding frequency usage were hourly and daily
use, followed by weekly, monthly and never. Hourly use would likely fall in working
time. Daily use, although not as frequent as hourly, was likely to still fall during work
hours. It follows that hourly use would be used daily, adding to daily use, enabling a
comprehensive view of daily use as seen in the stacked bar graph shown in Figure
4.5.
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Messenger

Number of Employees

W Hourly m Daily

Figure 4.5 Daily and Hourly Usage

The use of OSN for business communication is dominant, where 100% of all the
respondents use WhatApp at least daily. Of which 64.6% claim to use WhatsApp
hourly. Email follows closely, where 93.3% of all the respondents use Email at least
once daily, and 64.7% claim to use Email hourly. In comparing WhatsApp to Email, it
should be noted that Email is traditionally not a mobile device application.
Approximately half (52.7%) and a third (34.5%) of the respondents claimed to use the

more social and entertainment-based OSNs, Facebook and YouTube, respectively.
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However, less than 10% of the total respondents’ self-reported hourly usage of

Facebook (8.5%) and less than 3% of YouTube (2.1%) self-reported usage.

As a strictly business OSN platform, LinkedIn was self-reported to be used daily by
14.0% of the respondents and a mere 0.9% self-reported hourly use.

4.3.2.4 OSN Usage - Research Findings versus Genera | Usage in South Africa
2018 — 2019

The OSN usage data were collected from October 2018 until April 2019. This allows
a comparison of this study with the general findings of Social Media usage in South
Africa from the We Are Social and Hootsuite reports from February 2018 and January
2019 (We Are Social and Hootsuite., 2018, 2019). In addition, the top ten usage apps
in this research, except for email, which is not regarded as an OSN, were compared

to the usage reported by We Are Social and Hootsuite.
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Figure 4.6 Research Findings versus General Usagei  n South Africa

As shown in Figure 4.6, the usage percentages from the research study follow a similar
trend line to that of the general South African social media usage of 31.18 and 30.81
million South Africans that have internet access as of January 2019 and February

2018, respectively. It should be noted that the research study sample was of industry
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employees, where 82.2% had a minimum of a post-matric certificate or diploma, and
47.8% were graduates or postgraduates, indicative of the educational level of the
research study sample. In contrast, the results presented by We Are Social and
Hootsuite cover the general population regardless of education. This may account for
the slightly higher usage of OSN platforms such as WhatsApp, Linkedin and Skype
geared toward business communication in this study sample of business users. The
percentage usage of Facebook, Facebook Messenger, YouTube and Pinterest were
almost identical. The research study results were of particular interest to the
researcher, confirming an almost suspiciously high increase in OSN usage compared
to the increase in South Africans who have Internet access from February 2018 to

January 2019 revealed in the We Are Social and Hootsuite reports.

These results indicate that research sample study results align with those of other

professional research organisations.

OSN Usage by Industry, Gender, Generation and Qualification Levels

4.3.2.5 Summary of OSN Usage by Industry, Gender, G  eneration and

Qualification Levels

4.3.2.5.1 Industry

Healthcare shows a slightly greater usage of social-based OSNs as a collective than
those in the financial sector. Of note, there is a higher engagement with Facebook by
healthcare compared to financial services, with overall higher engagement with
LinkedIn.

4.3.2.5.2 Generation

The findings show that over 80% of the Millennials, 76% of the X-Generation and 64%
of Baby Boomers prefer text over voice notifications (Reyes, 2019). Furthermore, this
research study shows that text communication is not only preferred but is used across

the generations concerning business communication daily.

Generational differences are predominantly in the social and content-based OSN
platforms dominated by the Millennials in daily frequency engagement. This would be
consistent with the findings of the “Need to Know, Want it Now” (Bolton et al., 2013)

culture that has fuelled today’s mindset of millennials.
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General usage by millennials is only approximately two times greater than the other
two generations. Millennials, however, engage eight times more daily than the Baby
Boomers and two and a half times more than the X-Generation on the OSN Instagram.

This is likely due to the nature of Instagram being a different medium of instant
communication through images and like “S" or not like “‘@"emojis rather than the

typed word.

4.3.2.5.3 Gender
Females dominate the daily frequency usage of the more socially orientated OSN
platforms, namely; Facebook and Facebook Messenger which show 19.4% and 29.6%

greater daily engagement, respectively, to that of their male counter parts.

Males dominate the daily frequency usage of the business-oriented orientated OSN
platforms, namely; Linkedln and YouTube which show a 15.4% and 28.6% greater

daily engagement, respectively, to that of their female counter parts.

The frequency usage of Twitter is more than three times higher for males in daily

engagement than that of females.

These gender differences in the frequency of OSN engagement are in keeping with
the research on gender differences and OSN engagement (Atanasova, 2016; Karatsoli
and Nathanail, 2020). In addition, women gravitate to OSNs with more visual content,

whereas men gravitate to text-orientated content.

4.3.2.5.4 Highest Qualification

Results show that those with a matric or certificate qualification have a higher daily
engagement with the social-orientated OSNs Facebook, Facebook Messenger and
Instagram. In contrast, graduates and postgraduates show a higher level of
engagement with the business-orientated OSN app Email, Linkedin, Skype and

Twitter.

Lower education and qualification levels tend to favour the social-orientated OSNSs,

whereas graduates and postgraduates favour the business-orientated OSNSs.
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4.3.3 Assessing Scale Reliability and Identifying Group D ifferences of Existing

Scales

Assessing scale reliability and identifying group differences (of existing scales). The
results from the scales adapted and tweaked gauging the influencing factors towards
responsible engagement as described in the methodology chapter regarding reliability,
where reliability is an assessment of the consistency and dependability of the construct

defined regarding the objectives.
4.3.3.1 The Interpretation of a Correlation Coeffic  ient

The interpretation of a correlation coefficient conventional approach of Pearson
correlation coefficient (r) strengths and ranges for the purposes of this study are, very
strong (0.9-1.0), strong (0.7-0.89), moderate (0.4-0.69), weak (0.2-0.39) and very

weak (0-0.19) (Schober and Schwarte, 2018; Liang et al., 2019).

4.3.3.2 Online Self-Awareness

Assessing the construct defined in the literature review under 2.7 “A Case for Online
Self-Awareness as an Influencing Factor”, as an observable exogenous variable of
online self-awareness lends itself to using the Rosenberg self-esteem scale (RSES)
(Rosenberg, 1965) commonly used in recent studies on OSN addiction (Hawi and
Samaha, 2017a) in combination with a self-efficacy scale adapted from the General
Self-Efficacy Scale (GSE) (Schwarzer and Jerusalem, 2013) and Cybersecurity
Engagement and Self-Efficacy Scale (CESES) (Amo, L., Zhuo, Wilde, Murray, Cleary,
Upadhyaya, 2016). These scales were used to gauge research objective four, where
employees' levels of awareness towards psychological and external factors are
affected by manipulated impulsive behaviour, habits, and OSN addiction on

responsible OSN engagement.

4.3.3.2.1 Rosenberg’s Self-Esteem scale (RSES)

The results of the RSES showed a Cronbach a =.863 for reliability and consistency
with an Inter-ltem Correlations (IIC) mean of .407. Pallant (2018) recommends a
minimum alpha value of .7 as generally acceptable. This consistency allowed the
researcher to average the items to form an overall gauge that could be correlated with

the other survey scales.
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4.3.3.2.2 Online Self-Efficacy Scale (OSES)

The OSES was adapted using items taken from the General Self-Efficacy Scale (GSE)
and Cybersecurity Engagement and Self-Efficacy Scale (CESES). This resulted in a
10-item scale tailored to gauge the respondent’s self-efficacy, with five items relating
to knowing online privacy legal rights and protecting personal information and five

items relating to protection from cyber threats and resolving online security breaches.

The results of the OSES showed a Cronbach a =.870 for reliability and consistency
with inter-item correlations mean of .405. This consistency allowed the researcher to
average the items to form an overall assessment that could be correlated with the

other survey scales.

4.3.3.2.3 OSN Addiction (BSMAS)

Results for the six items BSMAS frequency scale for OSN addiction showed
consistency of Cronbach’s a =.801 with an inter-item correlation of .401. The BSMAS
is a concise and direct scale that provides a well-known validated assessment of OSN
addiction (Lin et al., 2017; Monacis et al., 2017; D’Arienzo, Boursier and Griffiths,
2019). From a 5-point, Likert scale that ranges from “very rarely” (1) to “very often (5),
the scores from each of the six items are aggregated, ranging from 6 to 30. The higher
this aggregated value, the higher the risk of problematic OSN addiction. Recent
studies from different international regions have suggested that an aggregated value
of over 19 is associated with the danger of the risk of problematic OSN addiction
(Banyai et al., 2017; Lin et al., 2017; Monacis et al., 2017). The self-reporting survey
of the sample of n=328 found that a low 4.8% of the respondents across both
industries showed a risk of problematic OSN addiction. The financial services sector
(n=185) shows a marginally less of 4.32% than the healthcare sector (n=143) at 5.59%
risk of problematic OSN addiction.

4.3.3.2.4 Texting Behavioural Habits

General feedback from a significant number of employees responding to the online
survey expressed suspicious concerns to the questions relating to whether they
engaged in risky and potentially illegal behaviour when using OSN platforms.

Responses from these two items were thus not considered.
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However, the results for the four items evaluated showed a low consistency with
Cronbach’s a below .6 (a =.511). This was possibly due to the number of items N = 4
being less than 10 and the low average inter-item correlation of .202 (Pallant, 2020).
However, when adding the four texting habit items to the OSN addiction scale,
adjusting the range of responses of texting habits in line with the BSMAS revealed a

far more acceptable Cronbach’s a below a =.761 and an inter-item correlation of .237.

Correlations between online self-awareness regarding self-efficacy and texting habit
items were examined for significant correlations; however, only two items of texting
habits were significant (p <.001) and both had a weak correlation above .2 for two
behavioural intentions themes (Pallant, 2020). Both texting habit items addressed the
direct consequences of the texting habit, viz., accidentally sending to the wrong
recipient and texting without thinking the consequences through. Both had weak
negative correlations of -.263 and -.244, respectively, to the behavioural intentions
theme regarding password generation. On the other hand, accidentally sent to the
wrong recipient or texting without thinking about the consequences had weak negative
correlations of -.200 and -.249 (Pallant, 2020), respectively, to the proactive

awareness behavioural intentions theme.
4.3.3.3 Online Privacy Literacy

Assessing the level of competency of the construct online privacy literacy defined in
the literature review under “A Case for Online Privacy Literacy as an Influencing
Factor”, as an observable exogenous variable of online privacy literacy lends itself to
using the online privacy literacy scale (OPLIS) in combination with the security
intentions behavioural scale (SeBIS) was used to gauge the perceived effect of
individual employees’ online privacy literacy and security intentions on responsible

OSN engagement within the organisation.

4.3.3.3.1 Online Privacy Literacy Scale (OPLIS)

Using a special case of Cronbach’s a through Kuder-Richardson's coefficient revealed
a consistency of the dichotomous literacy scores using the moderating influences

regarding demographic data revealed high reliability and consistency.
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4.3.3.3.2 Online Security Behaviour Intentions (SeBIS)

The analysis of the findings of the online security behaviour intentions was gauged in
two phases. In the first phase, the 16 items relating to the SeBIS were analysed,
followed by the second phase, which included the items relating to the respondents'

behavioural intentions regarding the terms of service and privacy settings.

4.3.3.3.3 SeBIS Reliability and Consistency

First, the scale reliability was examined. Cronbach’s a for the full scale showed a =
.880.

Second, the item-total Pearson’s correlation was assessed. An average inter-item
correlation should fall in a range between .20 and .40. This would imply that, though
the items are similar, they possess a large enough variance in one form or the other
to be distinct from each other. Items less than .20 in inter-item correlation are likely not
to fall into the same content domain. Items greater than .40 in inter-item correlation
may be that a strong relationship may be restricted to aspects between the items that
fall outside the construct (Martins, 2014). The average inter-item correlations of all 16
SeBIS items fall within the .20 and .40.

Third, the inter-item correlation average was computed at .313, which falls within the
“exemplary” range above .3 for consistency. (Robinson, Shaver and Wrightsman,
2013).

4.3.3.3.4 Privacy Policies and Settings Reliability and Consistency

For an evaluation for consistency in the privacy policies and settings reliability items,
Cronbach’s a was computed to be just below .800 .a = .795. The average inter-item
correlation was .393, where each item correlated on average with the individual items
were all above .3 where two of the items were above .4. When combined with the
SeBIS, the overall Cronbach’s a was computed to be a = .875 and the average inter-
item correlation was .24.

The analysis of consistency used satisfied the researcher that the sub-scales generally
have reasonable high reliability.
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Table 4.4 Cronbach a for all the Online Security Behaviour Item Themes

Theme Theme Question gronbach s

Password Generation My Passwords... .750

Device Securement My Device / Computer... .759

Proactive Awareness I will look at the URL of a website... .897

Updating When it comes to software updates, .820
l...

Privacy Policies and Privacy policies and settings .795

Settings

4.3.3.3.5 Significant Correlations

To examine research objectives four and five, where responsible engagement of
OSNs within the organisation is influenced by the constructs of online privacy literacy
and online self-awareness, the correlation between the average score of online privacy
literacy, behavioural intentions toward online security against the online self-
awareness using the self-esteem, self-efficacy, OSN addiction and texting habits

scales.

Table 4.5 Most correlated significant behavioural i  ntentions questions per

theme to Self-Efficacy

. Self-
Theme Question Efficacy r

1. My Passwords [l change, even if | don't have to.] 377
2. My Device / Computer [I manually lock it when | step away from it.] 211
3. I will look at the URL of a website... [to check for https: or lock icon

) .306
to submit data]
4. When it comes to software updates, I... [make sure my anti-virus 308

updates itself]
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6. Regarding Social Network Apps Privacy Settings, I... [go with the flow

as most people do] 297

Correlation is significant at the p<0.01 level (2-tailed)

4.3.3.4 Organisational awareness

Victor and Cullen’s ethical climate questionnaire (ECQ) (Victor and Cullen, 1988) was
used to gauge the construct defined in the literature review under A Case for Online
Organisational Awareness as an Influencing Factor,” as an observable exogenous
variable of organisational awareness to gauge the perceived influence of the
employees' awareness of the ethical climate within the organisation on responsible

OSN engagement meeting objective six.

4.3.3.4.1 The Ethical Climate Questionnaire (ECQ)

The ECQ assesses the following five themes through 26 questions fundamental to an
organisation's ethical well-being amongst stakeholders: caring, law and code, rules
(procedures and policies), instrumentalism (abiding by societal norms) and
independence. In addition, the topical issue of the invasion of privacy of personal
information as a new phenomenological theme introduced in the workplace by OSN
platforms prompted the researcher to add a sixth theme of three additional items

regarding privacy ethics.

Each theme was then gauged for reliability and consistency, as shown below

Table 4.6 Cronbach a for all the Ethical Climate Item Themes

Theme Cronbach’s a *|C
Caring .850 446
Law and Code .861 .609
Rules .848 587
Instrumentalism .685 217
Instrumentalism** .840 465
Independence 778 466
Privacy .708 .548

*Question: ‘The major responsibility of people in this company is to control costs’ removed, resulting in a = .840 from a = .685,

*Inter-ltem Correlations
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The results of the standard ECQ showed a Cronbach a = .887 for reliability and
consistency with an inter-item correlations mean of .248. Adding the two items on
privacy gave the extended ECQ a Cronbach a = .901 for reliability and consistency

with an inter-item correlation of .259.

This consistency allowed the researcher to aggregate the items of each of the themes
examined and form an overall assessment that could be correlated with the other

survey scales.

Correlations of the ECQ against scales associated with online privacy literacy and
online self-awareness only showed a 2-tailed significance against OSN addiction and
texting habit items. Of these correlations, all were relatively weak, the highest being
texting habits with caring, which correlated at .229. Other weaker correlations above

Pearson’s correlation of .2 were law and code, rules and independence.

Correlating all the ECQ items against both SeBIS and the privacy and policies items
shows Cronbach a = .89 for reliability and consistency when correlating all 51 items.
Of the 51 inter-item correlations, there were 16 relatively weak correlations above .2
with a 2-tailed significance; however, the researcher fails to conclude any meaningful

correlations from these weak correlations.

Correlating the five themes of the ECQ with the Privacy theme against the four SeBIS
themes with the privacy and policies theme show Cronbach a = .743 for reliability and

consistency and an inter-item correlation mean of .204.

The only significant relatively weak theme item correlations were found to be between
the ECQ Law theme with that of the SeBIS updating theme, which showed a
correlation of .222 and the added theme of privacy to the ECQ with that of the proactive
awareness theme in n the SeBIS of .223 both with a 2-tailed significance of less than
p <.001.

4.3.3.5 Summary of Reliability, Consistency and Val idity

The defined construct of online self-awareness was measured using the RSES, and
OSES displayed high reliability and consistency with an ideal range of average inter-
item correlation. Self-esteem and self-efficacy both showed 2-tailed significance

against behavioural intentions and some of the texting habit items. Self-esteem
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showed a negative 2-tailed significance against OSN addiction. Moderating influences
regarding demographic data such as gender, industry, generation and qualification
between the exogenous variable of Online Self Awareness and the OSN platform
usage did not display significant differences between the financial and health sector.
The BSMAS scale gauging OSN addictions displayed reliability and consistency with
an excellent inter-item correlation. The data showed very low levels of respondents
across both industries have a low risk of problematic OSN addiction. Texting habits
displayed low reliability and consistency. Nevertheless, the data showed weak
negative correlations to the behavioural intentions theme regarding password

generation and not considering the consequence of OSN engagement.

Online privacy literacy displays an online privacy literacy competency for the entire
sample overall twenty-five questions with an average score of 55%, where knowledge
of data collection practices of OSNs scored close to 40% and close to 70% on data
protection strategies. Significant correlations were displayed for gender and highest
gualification, where males achieved an overall competency level of 63% versus 49%
of females. The highest qualification revealed a matric or one certificate scored much
lower than respondents with a diploma or degree. The SeBIS was adapted to include
six questions covering the two themes of privacy policies and privacy settings,
displaying high consistency, reliability, and good inter-item correlation. The overall
score for the four themes of the SeBIS, male respondents scored between 10% and
20% higher than their counterparts concerning vigilance in online security behaviour.
In contrast, females scored slightly higher in their behavioural intentions towards

privacy policies and settings.

The ECQ with two additional items on OSN privacy showed high reliability and
consistency with a good inter-item correlation mean. Correlations of the ECQ against
scales associated with online privacy literacy and online self-awareness showed
significance against OSN addiction and the texting habits items, where the highest
was texting habits with caring from the ECQ. Correlating the five themes of the ECQ
with the Privacy theme against the four SeBIS themes with the privacy and policies
theme showed reliability, consistency, and a good inter-item correlation mean. The
only significant theme item were correlations between the ECQ Law theme with that
of the SeBIS updating theme and the added theme of privacy to the ECQ with that of

the proactive awareness theme in n the SeBIS.
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4.3.4 Factor Analysis Models

Factor analysis was used to ascertain potential underlying factors or components to
reduce the number of items on each scale to a more manageable number. The
researcher used the sample of 234, providing ratios of over 10 cases per item,
satisfying the minimum data size required. Principal component analysis (PCA) was
used with a Varimax rotation to simplify the relationship among factors, reducing the
data-set dimensionality through a covariance analysis. The reduced data sets enabled
analysing, visualising, identifying and naming of factors to the constructs derived in
the study, namely, online self-awareness, online privacy literacy, online organisational
awareness, security behavioural intentions and OSN addiction and texting habits (Hair
et al., 2014).

4.3.4.1 Factor Analysis of the Online Self-Awarenes s Scale (OSAS)

An |exploratory factor analysis [r7j(EFA) on the 20 self-reported items combining
Rosenberg’s 10-item self-esteem Scale (RSES) and the adapted 10-item online self-
efficacy scale (OSES) was performed to identify potential underlying factors or

components and to see if item reduction was possible. [re]

All 20 items correlated a minimum of .3 with at least one of the other items signifying
favourable factorability (Pallant, 2020). The Kaiser-Meyer-Olkin measure of sampling
adequacy was shown to be .859, well above the accepted .6 (Mulaik, 2009). Bartlett’s
test of sphericity was significant (x2 (190) = 2944.81, p < .001) (Hair et al., 2014). The
commonalities of 18 items were all above .3, showing that each item shares a common
variance with other items (Child, 2006; Samuels, 2016). The anti-image correlation
matrix diagonals were over .5. The two items with a commonality below .3 were
eliminated (Hair et al., 2014). These were the two items 3.) “| do not believe anyone
could crack my online passwords”, and 4.) “I am confident that my personal information
will not be misused by Online Social Networking companies”, which were also
intercorrelated with items regarding being able to stop malware or virus invasion and

maintaining online privacy rights, respectively.

Principal Component Analysis was used as a linear dimension reduction method to
reduce the items of the scales employed. The initial Eigenvalues accounted for 30.0%,

26.0% and 9.7% of the variance of the first three factors. For more consistency, a
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Monte Carlo parallel analysis was carried out to confirm reducing the number of factors
to three (Hair et al., 2014; Pallant, 2020), as shown in Table 4.7 and Figure 4.7 Scree
Plot of Monte Carlo Parallel Analysis (OSAS) (n=328)

The parallel analysis was done using software adapted for IBM SPSS, running
simulations of 1000 randomly generated datasets using a 95 percentile for the
distributions of the random data eigenvalues (O’Connor, 2000).

Table 4.7 Monte Carlo Parallel Analysis OSAS ( n=328)

SPSS Varimax Initial

Monte Carlo Eigenvalues
Component  Total 95% Total % of Cumulative
Variance %

1 5214 1543 4.483 28.017 28.017

2 4.328 1.444 3.784 23.652 51.669

3 1.395 1.361 1.347 8.419 60.088
6
5

SPSS Varimax

O'Connor Monte Carlo

Extraction Method: Principal Component Analysis.
1000 Data Sets

~ Eigen¥alues »

4
O'Connor Monte Carlo

95 Percentile

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16
Components

—e—Monte Carlo 95 Percentile =0-—SPSS Varimax
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Figure 4.7 Scree Plot of Monte Carlo Parallel Analy  sis (OSAS) ( n=328)

Seven items of the original 20 were eliminated, failing to meet a primary factor loading
of .5 and above or a cross-loading of .2 and higher. From the self-efficacy factor, the
process eliminated the two items relating to being able to protect one’s self from cyber
threats. These were 1.) “I am able to protect myself from cyber threats” and 2.)
“Knowing how and protecting this organisation's private and client data from being
tracked by outside sources is of prime importance for me.” Both were highly inter-
correlated to at least one corresponding item of r > .5 and covered by items relating to

being able to find a solution if compromised by malware or a virus.

The RSES rotated into two self-esteem factors, Positive and Negative self-esteem,
where three items were eliminated through the same process, failing to meet at least
a .5 and .2 factor cross-loading. The items eliminated were 6.) “On the whole, | am
satisfied with myself.” 7.) “I feel | do not have much to be proud of”, and 5.) “I take a
positive attitude toward myself.” Each was highly inter-correlated to at least one

corresponding item of r > .5 of a similar question.

This resulted in 3 factors of a total of 16 items, see Table 4.8, namely, Online Self-
Efficacy (8 items), Negative self-esteem (5 items) and positive self-esteem (3 items).
It is important to note that the scale measuring self-esteem is now divided into two
distinct factors measuring two different elements of self-esteem and not merely two
equal, directly opposite related assessments, namely, Positive and Negative self-
esteem. Instead, a poor or negative self-image does not mean a lack of the personal
confidence of skills and knowledge to protect themselves from online security and
privacy attacks or threats whilst engaging in OSNSs, as illustrated by the positive
response to question 4.) | am able to do things as well as most other people 7.) | feel
that I'm a person of worth, at least on an equal plane with others which had significant
correlations with self-efficacy in skill levels regarding the protection of online privacy

and security.

Table 4.8 Final Rotated Component Matrix (OSAS)

Rotated Component Matrix 2(OSAS) Communalities
Component
Reduced Set of Variables 1 2 3
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9. If my online activity has been compromised by
malware or a virus, | can stop the attack and prevent
further invasion. (V88)

8. If my online activity is under threat by a virus or is
being maliciously traced, | know how to stop it and
remove the threat. (V87)

6. If my online activity is compromised by unknown
malware or a virus, | will be able to find a solution.
(vV85)

4. | know how to protect my private data from being
tracked by outside sources. (V83)

3. I know and maintain my Online Privacy rights. (V82)
1. 1 am able to protect myself from cyber threats. (V80)

2. If my online privacy is compromised, | will be able to
find a way to counter it within my legal privacy rights.
(v81)

7. | am confident that Online Social Networking
companies will not misuse my personal information.
(V86)

6. | certainly feel useless at times. (V95)

9. Allin all, I am inclined to feel that | am a failure(V98)
2. At times, | think I'm no good at all. (V91)

5. | feel | do not have much to be proud of.(V94)

8. I wish | could have more respect for myself. (V97)

4.1 am able to do things as well as most other people.
(V93)

3. | feel that | have a number of good qualities. (V92)
7. | feel that I'm a person of worth, at least on an equal
plane with others. (V96)

.814
Ro]

.808

.806

.793

127
.684

.656

.602

794
.780
152
.676
.665

.693

.682

.658

.640

.552
.554

493

371

671
.642
.598
466
470

741
.739
.643

Extraction Method: Principal Component Analysis.
Rotation Method: Varimax with Kaiser Normalization.

2 Rotation converged in 5 iterations. Factor loadings less than .40 have not been printed, and loadings have sorted variables on

each factor

The three factors were then assessed using a CFA using IBM AMOS (version 25), see

Figure 4.8, resulting in each of the three extracted factors showing an average

variance extracted (AVE) above the acceptable level of .5 and are all above the

acceptable value .7 for the composite reliability (CR) (Hair et al., 2014).
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Figure 4.8 Confirmatory Factor Analysis Model (OSAS ) (baseline).

4.3.4.1.1 Model Fit Summary

To evaluate a model, fit indices are used to compare the developed model to the fit of
a baseline model, such as the independence model, where all relationships between
the observed variables are assumed to be zero. Then, an assessment is made as to
whether the fit of the developed model is an improvement of the independence model.
Common practice would be to evaluate comparisons regarding the Goodness-of-Fit
Index (GFI), the Normed Fit Index (NFI), the Comparative Fit Index (CFl), and the
Adjusted Goodness-of-Fit Index (AGFI) (Schermelleh-Engel, Moosbrugger and Miiller,
2003).

As seen in Table 4.9 Model Fit (OSAS)the model fit of the proposed exogenous
variable online self-awareness meets accepted thresholds of all the commonly used
comparison criteria as a good to acceptable fit (Schermelleh-Engel, Moosbrugger and
Mdiller, 2003; Hooper, Coughlan and Mullen, 2008; Byrne, 2010).
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Table 4.9 Model Fit (OSAS)

Measure Value Threshold

CMIN 145.765

df 60.000

P .00 >.05

CMIN/df 2.429 Ratio between 2 (good) and 3 (acceptable)

GFI .93 (0 no fit, 1 perfect fit); >.95 good; >.90 acceptable fit
NEI .92 (0 no fit, 1 perfect fit); >.95 good; >.90 acceptable fit
CFI .95 (0 no fit, 1 perfect fit); >.97 good; >.95 acceptable fit
AGFI .90 (0 no fit, 1 perfect fit); >.90 good; >.85 acceptable fit
RMSEA .06 .05 represents close approximate fit

Ratio Chi-square/degrees of freedom (CMIN/df), Comparative fit index (CFI), Goodness-of-fit index (GFI),
Adjusted Goodness-of-Fit-Index (AGFI), Normed fit index (NFI), Roots mean squared error of approximation
(RMSEA[R10])

Itis noted from the CFA in Figure 4.8 that there is a relatively large correlation between
negative and positive self-esteem in comparison to almost no correlation to self-
efficacy. This is in line with the formation of a cognitive view of attitudes, beliefs and
value judgements a person understands about themselves manifested through
thoughts, aptitude, capabilities, feelings and habits (Rodriguez and Loos-Sant’Ana,
2015), as discussed in the literature review. Simply stated, self-concept is how a
person perceives their negative and positive aspects (Showers and Zeigler-hill, 2015).
Furthermore, self-concept is related both to self-efficacy and self-esteem (Wehrle and
Fasbender, 2018). A review of comparisons between self-concept and self-efficacy
shows that as constructs self-efficacy may be a better measure than self-concept
(Bong and Clark, 1999). Therefore, as an observed variable self-awareness or self-
referenced beliefs can be stated to be a culmination of both negative and positive self-
reflection in terms of self-concept and self-esteem surpassed by self-efficacy (Loos-
Sant’Ana and Ferreira De Brito, 2017). This high correlation between negative and
positive self-esteem with little correlation to self-efficacy could provide support for the
relationship between online self-awareness as an observed variable within the context
of the Cybersecurity Engagement Self-Efficacy Scale and the Self-Esteem Scale as

an influencing factor toward responsible behaviour with OSN engagement.
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4.3.4.2 Factor Analysis of Addiction and Habits

An EFA and CFA on the two six-item scales OSN addiction and texting habits exploring
self-reporting habitual OSN engagement behaviours was performed to identify
whether item-reduction was possible providing ratios of over 14 and 10 cases per

variable respectively satisfying the minimum data size required.

All ten items correlated a minimum of .3 with at least one of any of the other items
signifying favourable factorability (Pallant, 2020). The Kaiser-Meyer-Olkin measure of
sampling adequacy was shown to be .782, well above the accepted .6 (Mulaik, 2009).
Bartlett's test of sphericity was significant (x2 (45) = 786.58, p < .001). The
communalities were all above .3 showing each item shares a common variance with
other items (Child, 2006; Samuels, 2016). The anti-image correlation matrix diagonals

were over .5.

Principal component analysis was used as a linear dimension reduction method to
reduce the items of the scales employed. The initial Eigen values accounted for
33.35%, 14.97% and 11.67% of the variance of the first three factors. A Monte Carlo

parallel analysis was carried out to confirm reducing the number of factors to three see

Table 4.10 and Figure 4.9.

Table 4.10 Monte Carlo Parallel Analysis (Addiction and Habits) ( n=328)

Monte Carlo SPSS Varimax Initial Eigenvalues
Factor Total 950 Total Percentage Cumulative
of Variance Percentage
1 3.335 1.362 3.335 33.352 33.352
2 1.497 1.246 1.497 14.967 48.320
3 1.117 1.174 1.117 11.168 59.488

225



w

Values
N

C
a0
i 2
2
3
1
4
1
0
1 2 3 4 5 6 7 8 9 10
Components
—e—Monte Carlo 95 Percentile —e—SPSS Varimax

Figure 4.9 Scree Plot of Monte Carlo Parallel Analy  sis (Addiction and Habits)
(n = 328)

Two items of the original ten were eliminated, failing to meet a primary factor loading
of .5 and above or a cross-loading of .2 and above. The two items were 1.) “You have
tried to cut down on the use of social media without success”, and 2.) “You use social
media so much that it has had a negative impact on your job/studies”, which were
inter-correlated to at least one corresponding item of r > .5, which resulted in the final

rotated Varimax matric as seen in Table 4.11.

A CFA tested the fit between the data and the proposed three factor model for

measuring soundness see Figure 4.10 however only the OSN Addiction factors
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reached the desired average variance extracted (AVE) above the acceptable level of

.5 and are all above the acceptable value of .7 for the composite reliability (CR). The
factor Bad Habits achieved an AVE above .5 and a CR of .63 and Good Habits an

AVE of .37 and a CR of .54. When considering related nature and the inter-correlation
of the Bad Habits r =.312, p <.001 and Good Habits r = .343, p < .001 items they were
deemed suitable to be aggregated with the aggregated OSN Addiction factor as the

variable addiction and habits.

Table 4.11 Rotated Component Matrix (Addiction and Habits)

Rotated Component Matrix 2 (Addiction and Habits)

Communalities

Component
Reduced Set of Variables 1 2 3
: : P
2. You feel an urge to use social media more and more~ 833 713
(V75)
1. You spend a lot of time thinking about social media or
; . 752 576
planning how to use it. (V74)
3. You use social media in order to forget about personal
731 .592
problems. (V76)
5. You become restless or troubled if you are prohibited
) . : 723 .533
from using social media. (V78)
4. You have tried to cut down on the use of social media 597 365
without success. (V77) ' '
6. You use social media so much that it has had a 542 344
negative impact on your job/studies. (V79) ' '
3. I_c_heck to see that | am sending to the correct 872 790
recipient. (V70)
5. | think of the consequences of my message before 777 740
sending it. (V72)
2. | text when | have been drinking. (V69) .860  .739
.682  .556

6. | text whilst still angry. (V73)

Extraction Method: Principal Component Analysis.

Rotation Method: Varimax with Kaiser Normalization.

@ Rotation converged in 5 iterations. Factor loadings less than .40 have not been printed and variables have been sorted by

loadings on each factor
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Figure 4.10 Confirmatory Factor Analysis Model (Add iction and Habits).

The relative larger correlation between OSN addiction and bad texting habits versus
the lower correlation between OSN addiction and good texting habits is noted from the
CFA in Figure 4.10, highlighting the dangerous effects of OSN addition supporting
findings from studies using the Bergen social media addiction scale (BSMAS)
(Andreassen, Pallesen and Grif, 2017). It should also be noted that there is still a
relatively low correlation between OSN addiction and good texting habits, implying that
those with vigilance in texting habits may still be vulnerable to OSN addiction. The low
loading of “| text when | have been drinking” (V69) may be as a reluctance to respond
honestly to an illegal texting bad habit as opposed to the legal but irrational emotionally

charged dangerous habit of “I text whilst still angry” (V73).

4.3.4.2.1 Model Fit Summary

For the proposed addiction and habits model, fit comparison indices are used to
compare the developed model to the fit of a baseline independence model where the
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relationships between the observed variables are assumed to be zero. In assessing
whether they fit the addiction and habits, we see from Table 4.12 that there is an
improvement over the independence model where the common practice comparisons
Goodness-of-Fit Index (GFl), the Normed Fit Index (NFI), the Comparative Fit Index
(CFI), and the Adjusted Goodness-of-Fit Index (AGFI) meet accepted thresholds of all
the commonly used comparison criteria as a good to acceptable fit (Schermelleh-
Engel, Moosbrugger and Mdller, 2003; Hooper, Coughlan and Mullen, 2008; Byrne,
2010).

Table 4.12 Model Fit (Addiction and Habits)

Measure Value Threshold

CMIN 145.765

dr 60.00

P 0.00 >.05

CMIN/df 2.429 Ratio between 2 (good) and 3 (acceptable)

GFI 0.94 (0 no fit, 1 perfect fit); >.95 good; >.9 acceptable fit
NFI 0.93 (0 no fit, 1 perfect fit); >.95 good; >.9 acceptable fit
CFl 0.96 (0 no fit, 1 perfect fit); >.97 good; >.95 acceptable fit
AGFI 0.91 (0 no fit, 1 perfect fit); >.90 good; >.85 acceptable fit
RMSEA 0.07 .05 represents close approximate fit

Ratio Chi-square/degrees of freedom (CMIN/df), Comparative fit index (CFl), Goodness-of-fitindex (GFl),
Adjusted Goodness-of-Fit-Index (AGFI), Normed fit index (NFI), Roots mean squared error of approximation
(RMSEA)

This CFA and resulting model fit are sufficient for the researcher to aggregate the

extracted items as an addiction and habits endogenous variable.

4.3.4.3 Factor Analysis of Online Security Intentio  ns and Behaviour Scale
(OSIBS)

A factor analysis of the 22 self-report items from OSIBS was performed to identify
whether factor reduction was possible providing ratios of over 14 and 10 cases per

variable, respectively, satisfying the minimum data size required.

All 22 items correlated a minimum of .3 with at least one of any of the other items
signifying favourable factorability (Pallant, 2020). The Kaiser-Meyer-Olkin measure of
sampling adequacy was shown to be .828, well above the accepted .6 (Mulaik, 2009).
Bartlett's test of sphericity was significant (x? (231) = 2824.96, p < .001). The

commonalities were all above .3, showing that each item shares a common variance
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with other items (Child, 2006; Samuels, 2016). The anti-image correlation matrix

diagonals were over .5.

Principal Axis Factor extraction was used to ascertain the factor structure. The initial
Eigenvalues accounted for 31.40%, 12.88%, 9.00% and 6.95% of the variance of the
first four factors. The fifth and sixth factors had eigenvalues just above one accounting
for 6% and 5.3% of the variance. A Monte Carlo parallel analysis was carried out to
confirm reducing the number of factors to four. The parallel analysis using principal
axis factor extraction was done using software adapted for SPSS running simulations
of 1000 randomly generated datasets using a 95 percentile for the distributions of the
random data eigenvalues (O’Connor, 2000). This was compared to the results from

the SPSS Varimax rotation conducted.

The results of the parallel analysis corresponded close to a 100% match where the
95% data set from the simulation intercept to the data set of both the SPSS Varimax
and Monte Carlo simulation extraction was close enough to confirm a reduction to four
factors four the online security behaviour scale (OSIBS) see Table 4.7 and Figure
4.11.

Nine items of the original 22 were eliminated, failing to meet a primary factor loading
of .5 and above or a cross-loading of .2 and above. This process eliminated the four
items relating to password security, which were all highly inter-correlated to at least
one corresponding item of r > .5 and covered by items relating to passwords or PINs
in device security. Two additional items were included in this elimination process.
These items were 1) “My Device / Computer [Is set to lock when left for a while
automatically.].” 2) “Regarding Social Network Apps Privacy Settings ... [accept the

default settings]”, which were intercorrelated with similar items.

The EFA was followed with a CFA where a CFA tested the four factors using IBM
AMOS (version 23), resulting in the elimination of three additional items from the now-
defined factor OSN Policies and Settings to attain an acceptable model fit as depicted
in Figure 4.12 namely “Regarding Social Network Apps Privacy Policies I... [agree to
without reading them]”, “Regarding Social Network Apps Privacy Settings I... [don't
care about them] and “Regarding Social Network Apps Privacy Settings I... [go with

the flow as most people do]”. This resulted in each of the four extracted factors
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Table 4.13 Monte Carlo Parallel Analysis of OSIBS ( n=328)

Monte Carlo SPSS Varimax Initial Eigenvalues

Percentage = Cumulative

Factor Total 95% Total :
of Variance Percentage

1 6.909 1596 6.909 31.404 31.404
2 2.833 1491 2.833 12.875 44.279
3 1.980 1.412 1.980 9.002 53.281
4 1.529 1.344  1.529 6.949 60.230

O'Connor Monte Carlo
l/ Extraction Method: Principal Companent Analysis.

1000 Data Sets
'\\ SPSS Varimax

. Eigen Values |

N

0'Connor Monte Carlo = -
I
0 1000 Data Sets
1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22

. Factors .
—e—SPSS Varimax  =e=Monte Carlo 95 Percentile

Figure 4.11 Monte Carlo Parallel Analysis (OSIBS) ( n=328)
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Table 4.14 Rotated Component Matrix (OSIBS)

Rotated Component Matrix 2(OSIBS) Communalities
Component

Reduced Set of Variables 1 2 3 4
3. I will look at the URL of a website... [before | .861
open a link someone has sent] (V54) 295
3. I will look at the URL of a website... [to .850
check for https: or lock icon to submit data]
V56) .764
3. I will look at the URL of a website... [evenif  .837
I'm familiar with the website's look & feel] (V55) 762
3. I will look at the URL of a website... [by .769
using a mouse over on links] (V57) 650
3. I will look at the URL of a website... [if | 721
suspect a security problem] (V58) 621
1. My Passwords [Is longer than 6 characters] .804
(vV48) 657
1. My Passwords [Have special characters .749
even if not required.] (V49) 610
2. My Device / Computer [Requires a PIN or 725
passcode to be unlocked ] (V53) 558
2. My Device / Computer [Is set to 723
automatically lock when left for a while.] (V50) .608
4. When it comes to software updates |... .876
[install the new update as soon as I'm notified]
(V59) .788
4. When it comes to software updates |... .869
[make sure programs are up-to-date] (V60) .836
4. When it comes to software updates |... 717
[make sure my anti-virus updates itself] (V61) 628
5. Regarding Social Network Apps Privacy .850
Policies I... [agree to without reading them]
(V62) 729
5. Regarding Social Network Apps Privacy -.784
Policies I... [read thoroughly] (V63) .647
6. Regarding Social Network Apps Privacy .707
Settings ... [go with the flow like most people

Extraction Method: Principal Component Analysis.

Rotation Method: Varimax with Kaiser Normalization.

2 Rotation converged in 5 iterations. Factor loadings less than .40 have not been printed and variables have been
sorted by loadings on each factor
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showing an average variance extracted (AVE) above the acceptable level of .5 and all

above the acceptable value of .7 for the composite reliability (CR).

Each of the aggregated four factors was aggregated to form the endogenous variable

online security behaviour used to test the dependence of organisational awareness

(objective six), online privacy literacy awareness (objective five) and online self-

233



awareness (objective four) in the influence of responsible and abusive OSN

engagement within organisations.

Noted from the CFA from Figure 4.12 is the slightly lower correlation to the proactive
administrative formal behavioural intent toward security. Although both have a high
loading, both V63 “Regarding Social Network Apps Privacy Policies I... [read
thoroughly]” and V64 “Regarding Social Network Apps Privacy Settings I... [go with
the flow like most people do]” both have a lower correlation toward more reactive

vigilant behavioural intent of software updates, device security and web security.

4.3.4.3.1 Model Fit Summary

To assess the model fit for the proposed OSIBS, comparison indices are used to check
the suggested model to fit a baseline independence model where the relationships

between the observed variables are assumed to be zero. As seen in

Table 4.15, there is an improvement over the independence model where the common
practice comparisons Goodness-of-Fit Index (GFl), the Normed Fit Index (NFI), the
Comparative Fit Index (CFIl), and the Adjusted Goodness-of-Fit Index (AGFI) meet
accepted thresholds of all the commonly used comparison criteria as a good to

acceptable fits (Hooper, Coughlan and Mullen, 2008; Byrne, 2010). The measured
value of Ratio Chi-square to degrees of freedom (CMIN / df), 2.844, is a good model

fit where the ratio is preferred to be smaller between the good and acceptable values

of 2 and 3, respectively (Schermelleh-Engel, Moosbrugger and Miller, 2003).

The measure of approximate fit in the population is the Root Mean Square Error of

Approximation (RMSEA), where a value < .05 is an approximate fit.

Table 4.15 reflects a value of .075, which according to Browne and Cudeck (1992),
values between .05 and .08 reflect a reasonable fit (Browne and Cudeck, 1992) or
further supported by others that anything less than .10 reflecting a reasonable fit

between sample data and proposed model (Fan, Thompson and Wang, 1999).

This CFA and resulting model fit are sufficient for the researcher to aggregate the

extracted items as an online security behaviour endogenous variable.
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Table 4.15 Model Fit (OSIBS)

Measure Value Threshold

CMIN 170.631

df 60.000

P .000 >.05

CMIN/df 2.844 Ratio between 2 (good) and 3 (acceptable)

GFlI .93 (0 no fit. 1 perfect fit); >.95 good; >.90 acceptable fit
NFI .92 (0 no fit. 1 perfect fit); >.95 good; >.90 acceptable fit
CFI .95 (0 no fit. 1 perfect fit); >.97 good; >.95 acceptable fit
AGFI .90 (0 no fit. 1 perfect fit); >.90 good; >.85 acceptable fit
RMSEA .08 .05 represents the close approximate fit

Ratio Chi-square/degrees of freedom (CMIN/df), Comparative fit index (CFl), Goodness-of-fit index (GFI), Adjusted
Goodness-of-Fit-Index (AGFI), Normed fit index (NFI), Roots mean squared error of approximation (RMSEA)

4.3.4.4 Factor Analysis of Ethical Climate Question  naire (ECQ)

IBM SPSS (Version 25) and IBM AMOS (Version 25) were used to fit the most suitable
factors to build a reduced-item model of the ECQ. First, the ECQ data collected from
the survey were analysed using EFA to obtain the appropriate factor model for
assessing the ethical climate types. This was followed by confirmatory factor analyses
CFA to compare the result from the EFA. Next, the reduced number of factors was
determined using Kaiser Criterion based on Eigenvalues greater than or equal to 1.
This was done in conjunction with an analysis of the scree plot to select the point at
which the initial slope representing the Eigenvalues starts levelling out. Next, a Monte
Carlo Principal Component Analysis for parallel analysis was conducted, confirming
the reduced number of factors. The parallel analysis using Principal Component
Analysis was done using software adapted for SPSS running simulations of 1000
randomly generated data sets using a 95 percentile for the distributions of the random
data eigenvalues (O’Connor, 2000). This was compared to the results from the SPSS

Varimax rotation conducted.

Principal Component Analysis was used as a linear dimension reduction method to
reduce the items of the scales employed. The initial Eigenvalues accounted for
30.46%, 12.41%, 9.25% and 5.96% of the variance of the four factors. The results of
the parallel analysis corresponded close to a 100% match where the 95% data set
from the simulation intercept to the data set of both the SPSS Varimax and Monte

Carlo simulation extraction was close enough to confirm a reduction to four factors
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four as per the flattening out in the scree plot and the intersection of the 95 percentile

for the proposed reduction of components of the ECQ. See
Table 4.16 and Figure 4.13.

Of the 328 respondents, 234 did the ECQ of 29 items. The remaining 94 respondents
were part of an organisation that opted not to do the ECQ. However, the number of
respondents who completed the ECQ is sufficient for an EFA. All 29 items correlated
a minimum of .3 with at least one of any of the other items signifying favourable
factorability (Pallant, 2020). The Kaiser-Meyer-Olkin measure of sampling adequacy
was shown to be .877, well above the accepted .6 (Mulaik, 2009). Bartlett’'s test of
sphericity was significant (x2 (351) = 3355.81, p < .001). Twenty-eight of the twenty-
nine commonalities were all above .3, showing each item shares a common variance
with other items (Child, 2006; Samuels, 2016). The anti-image correlation matrix

diagonals were over .5.

Twelve items of the original 29 were eliminated, failing to meet a primary factor loading
of .5 and above or a cross-loading of .2 and above. This process eliminated five items
relating to caring, which were all inter-correlated to at least one corresponding item of
r >.4, namely, 1.) "What is best for everyone in the organisation is a major
consideration here", 2.) "In this organisation, people look out for each other's good",
3.) "In this organisation, it is expected that you will always do what is right for the
customer and public", 4.) "The most efficient way is always the right way in this
organisation." 5) "Everyone is expected, above all, to work efficiently in this
organisation." One item relating to rules, namely 6.) “People in this organisation strictly
obey the organisation policies" and two questions relating to instrumental ethics,
namely 7.) “In this organisation, people protect their own interests above all else", 8.)
"The major responsibility of people in this organisation is to control costs". Two items
from independence, namely, 9.) “In this organisation, people are expected to follow
their own personal and moral beliefs", 10.) "Each person in this organisation decides
what is right and wrong" and two from Privacy, namely, 11.) "In this organisation,
colleagues respect each other's privacy and do not broadcast other's personal
information" and 12.) "This organisation believes all private and personal information

gathered about others is company property."
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Table 4.16 Monte Carlo Parallel Analysis of the ECQ  (n=328)

Monte Carlo SPSS Varimax Initial Eigenvalues
Percentage Cumulative

Factor  Total 95% Total ;

of Variance Percentage
1 8.269 1.804 8.224 30.459 30.459
2 3.740 1.671 3.351 12.411 42.870
3 2.237 1.578 2.496 9.245 52.115
4 1.604 1.499 1.608 5.956 58.071
5 1.205 1.435 1.240 4.592 62.663
6 1.040 1.371 1.070 3.962 66.625

()]
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i.%M O'Connor Monte Carlo
. Extraction Method: Principal Axis Factoring.
3 1000 Data Sets
SPSS Varimax
2 3
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Figure 4.13. Monte Carlo Parallel Analysis (ECQ) ( n=234).

This was followed with a CFA where a CFA then tested the four factors using IBM
AMOS (version 23), resulting in the elimination of three further items in the questions

about Instrumental Ethics, namely, 13.)"People are expected to do anything to further
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the organisation's interests, regardless of the consequences”, 14.) "People here are
concerned with the organisation's interests to the exclusion of all else”, 15.) "Work is
considered substandard only when it hurts the organisation's interests." to attain an

acceptable model fit as depicted in

Figure 4.14.

This resulted in each of the four extracted factors showing an average variance
extracted (AVE) above the acceptable level of .5 and all above the acceptable value

of .7 for the composite reliability (CR).

Each of the aggregated four factors was aggregated to form the endogenous variable
organisational awareness used to test the dependence of ethical climate on

responsible OSN engagement in meeting objective six.

4.3.4.4.1 The Reduction of the ECQ to a Four Factor 14 Item Variable
Using an EFA through SPSS in conjunction with a Monte Carlo PCA for parallel

analysis, the ECQ was reduced to four factors defined as:

1. Ethical Work Environment
(7 Items)

2. Instrumental Ethics or Self Interest
(2 Items)

3. Independence or Personal Morality
(3 Items)

4. Institutionalised Ethics
(2 Items)

The results of the CFA in

Figure 4.14 yield a four ethical climate type typology, being 1.) ethics in the work
environment, 2.) instrumental ethics or self-interest, 3.) independence or personal

morals and 4.) organisational ethics. Noted from the CFA from

Figure 4.14 is the lower correlation between self-interest and personal morals to
general ethics and organisational ethics. This may indicate that self-values and
company values are not always aligned and that for the individual employee at times

personal morals self and self-interest take preference over ethics in the work
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environment and organisational ethics or vice versa. As a medium for both personal
and business communication, the employee is bound to be caught in the dichotomy of
either promoting self-interest or the interests of the organisation while engaging with
OSN platforms. This begs the question of whether the employees’ perceptions an
ethical climate is based on self-interest and individualism, suggesting either a negative
leading to a moral disengagement from the organization or a positive influence
identification with the organization and leading to moral engagement with the
organisation, as found in the study and discussed in the literature review of Italian
SMEs measuring ethical organisational climate of self-interest (Pagliaro et al., 2018).
In assessing the findings from the ECQ, this may imply that the importance of
behavioural intentions when engaging with OSNs within an ethical climate of the

organization is vital.

4.3.4.4.2 Model Fit Summary

To assess the model fit for the component reduced ECQ, comparison indices are used
to check the suggested reduced ECQ model to the fit of a baseline independence
model where the relationships between the observed variables are assumed to be
zero. In assessing whether the fit the ECQ, we see from Table 4.18 that there is an
improvement over the independence model where the common practice comparisons
Goodness-of-Fit Index (GFI), the Normed Fit Index (NFI), the Comparative Fit Index
(CFI), and the Adjusted Goodness-of-Fit Index (AGFI) meet accepted thresholds of all
the commonly used comparison criteria as a good to acceptable fit (Byrne, 2010;
Hooper et al., 2008; Schermelleh-Engel et al., 2003).

The measured value of Ratio Chi-square to degrees of freedom (CMIN / df), 2.425, is
a good model fit where the ratio is preferred to be smaller between the good and

acceptable values of 2 and 3, respectively (Schermelleh-Engel et al., 2003).

The measure of approximate fit in the population, the Root Mean Square Error of
Approximation (RMSEA), reflects a value of .079, which, according to Browne and
Cudeck, is subjective (1992). Values between .05 and .08 reflect a reasonable fit
(Browne and Cudeck, 1992), anything less than .05 is a strong fit, and less than .10 is

a reasonable fit (Fan, Thompson, and Wang, 1999).

This CFA and resulting model fit are sufficient for the researcher to aggregate the

extracted items as an addiction and habits endogenous variable.

239



240



Table 4.17 Rotated Component Matrix (ECQ)

Rotated Component Matrix 2(ECQ)

Reduced Set of Variables

Component

Communalities

1

2

3

13. Everyone is expected to stick by
organisation rules and procedures. (V112)

9. In this organisation, the law or ethical code of
their profession is the major consideration.
(V108)

11. In this organisation, the first consideration is
whether a decision violates any law. (V110)

12. It is very important to follow the
organisation's rules and procedures here.
(V111)

10. In this organisation, people are expected to
strictly follow legal or professional standards.
(V109)

15. People in this organisation strictly obey the
organisation policies. (V114)

14. Successful people in this organisation go by
the book. (V113)

8. People are expected to comply with the law
and professional standards over and above
other considerations. (V107)

17. In this organisation, people are mostly out
for themselves. (V116)

19. People are expected to do anything to
further the organisation's interests, regardless of
the consequences. (V118)

16. In this organisation, people protect their own
interests above all else. (V115)

20. People here are concerned with the
organisation's interests 4€” to the exclusion of
all else. (V119)

18. There is no room for one's own personal
morals or ethics in this organisation. (V117)

2. The most important concern is the good of all
the people in the organisation as a whole.
(V101)

1. What is best for everyone in the organisation
is the major consideration here. (V100)

.838

.784

.768

767

751

124

714

.694

.806

797

778

17

.702

.841

.816

137

.691

.629

.601

.581

.568

.582

.583

.708

.652

.631

.575

.601

.782

.782

241



Rotated Component Matrix 2(ECQ Cont.)

Reduced Set of Variables

Communalities
Component
1 2 3 4

3. Our major concern is always what is best for 753 651

the other person. (V102)

24. Each person in this organisation decides for 832 701
themselves what is right and wrong. (V123)

25. The most important concern in this
organisation is each person's own sense of right 816 682

and wrong. (V124)

26. In this organisation, people are guided by 798 659
their own personal ethics. (V125)

Extraction Method: Principal Component Analysis.
Rotation Method: Varimax with Kaiser Normalization.

2 Rotation converged in 5 iterations. Factor loadings less than .40 have not been printed and variables have been sorted by

loadings on each factor

Table 4.18 Model Fit (ECQ)

Measure Value

Threshold

CMIN 172.167
df 71.000
P .000
CMIN/df 2.425
GFI 91
NFI .90
CFI .94
AGFI .86
RMSEA .08

<.05

Ratio between 2 (good) and 3 (acceptable)

(0 no fit. 1 perfect fit); >.95 good; >.90 acceptable fit
(0 no fit. 1 perfect fit); >.95 good; >.90 acceptable fit
(0 no fit. 1 perfect fit); >.97 good; >.95 acceptable fit
(0 no fit. 1 perfect fit); >.90 good; >.85 acceptable fit
.05 represents close approximate fit

Ratio Chi-square/degrees of freedom (CMIN/df), Comparative fit index (CFl), Goodness-of-fit index (GFI), Adjusted Goodness-of-
Fit-Index (AGFI), Normed fit index (NFI), Roots mean squared error of approximation (RMSEA)

242



Ethics

@ V111
& V107
I V117 82

86
3 V116
63 V125 77

7 Personal
Z V124 68 Morals
£ V126
) V101 87

' Ethics
- V102

Figure 4.14 Confirmatory Factor Analysis Model (ECQ ).
4.3.4.5 Factor Analysis of Classification of OSN Pl atforms

A key finding from the qualitative study was to group the OSN platform apps into four
categories: Business type OSNSs, Social type OSNs, Dual Purpose type OSNs and the
little-used Niche Social type OSNSs.

Table 4.19 Rotated Component Matrix of Frequency Us  age of OSNs

Rotated Component Matrix @

Component
1 2 3
Facebook .820
Facebook Messenger .761
Instagram .607
WhatsApp 482
YouTube 314
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Rotated Component Matrix @

Component
1 2 3
Viber .707
Tinder 571
Tumblr .544
WeChat .532
Snap Chat 443
Email .670
Skype .645
LinkedIn .622
Twitter 522
Pinterest 297

Extraction Method: Principal Component Analysis.
Rotation Method: Varimax with Kaiser Normalization.
2 Rotation converged in 5 iterations.

Using SPSS, an initial Exploratory Factor Analysis was conducted using Principal Axis
Factoring as the Extraction Method and Varimax as the Rotation method to explore
the underlying theoretical structure of the data to see if the reduced data identifies the
OSN categories from the qualitative study. OSN usage revealed three-factor
extractions in line with the classification, as seen in Table 4.19. This identification of
OSN categories was used to match the case for gauging the responsible use of OSN
platforms discussed in section 2.12 of the literature review. This classification, except
for Pinterest, was corroborated through the qualitative research where the
interviewees classified OSNs as those that were a positive impact on the day-to-day
operations of the organisation, those that were predominantly social in nature with a
limited positive impact on the organisation and those used by a limited number of
employees who were purely social and had no positive impact to the business at all.
The nature of the OSN Pinterest as a virtual pin board predominantly used as a
bookmarking app did not fit into the business or social OSNs. So, it was decided to
omit Pinterest from the business apps moving it to the niche app as the survey
revealed a daily usage below 10% of the Pinterest OSN, limiting its influence as an

OSN on the organisation.

As with the previous EFA analyses, a Monte Carlo PCA for parallel analysis was

conducted, confirming the reduced number of factors.

244



It was decided to do a second Exploratory Factor Analysis using Principal Axis
Factoring as the Extraction Method and Varimax as the Rotation method using the top
ten OSNs in terms of frequency usage. Therefore, Pinterest was removed from the
list, leaving the top nine frequency usage OSN applications, which resulted in
extraction, as seen in Table 4.20

The second extraction helps further categorise the social and business OSN apps and
simultaneously reveals a third factor which could be categorised as a crossover
between the OSN app classifications. As with the first extraction, lower factor loadings
included some OSN Apps, such as Twitter, in more than one of the three categories.

The help of classification in the qualitative research findings yields the category of a

dual app.
4
3 1
3
(%]
(]
=)
o
o
) 2
i 3
1
4
1
0
1 2 3 4 5 6 7 8 9 10
Components
—eo—Monte Carlo 95 Percentile =o—SPSS Varimax

Figure 4.15 Monte Carlo Parallel Analysis (Classifi  cation of OSNSs) (n = 328)
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Table 4.20 Rotated Component Matrix of Top Nine OSN s

Rotated Component Matrix 2

Component

Social Business Dual Purpose
Facebook .820
Facebook Messenger .806
Instagram .665
LinkedIn .787
Skype .723
Twitter .506
WhatsApp .850
Email .456 .584
YouTube 450

Extraction Method: Principal Component Analysis.
Rotation Method: Varimax with Kaiser Normalization.
2 Rotation converged in 5 iterations.

4.3.5 OSN Categorisation

For this research, the final categorisation regarding the frequency usage of OSN apps

follows:

4.3.5.1 Business Apps

4.3.5.1.1 Specific Apps identified in the research

Twitter, YouTube, LinkedIn, Skype, WhatsApp and Email

4.3.5.1.2 Key Purposes

Business communications, exchanging officially conversational text
recorded open, private, and confidential correspondence. Exchange of
documentation as electronic files that may be in the form of documents
and images. The formation of management groups for group
communication. These groups have now become crucial to effective

management within most organisations.

Broadcast and content provided through video-sharing promoting
relevant business concepts, products and services, often without having
to advertise its products or services directly. Effective and popular

medium for education, reviews, instructional and troubleshooting of
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products such as consumer goods and software. Business

communication enables the spread of knowledge to a large captive
audience (Cetto et al., 2018).

4.3.5.1.3 Characteristics

Messaging within  groups. Accepted as formal business
correspondence.

Many organisations now accept signed photographed contracts sent
via WhatsApp or email.

Email or WhatsApp confirmation has become equivalent to physically
signed confirmation.

Broadcast and content

4.3.5.2 Social apps

4.3.5.2.1 Specific Apps identified in the research

Facebook, Facebook Messenger, Instagram, WhatsApp, Twitter, YouTube

4.3.5.2.2 Key Purposes

Making connections with friends, family, colleagues and people of personal interest

for the purposes of social interaction, maintaining contact and keeping abreast

of key events in the lives of connections.

4.3.5.2.3 Characteristics

Creating Public Events
Profile
Personal Information, Favourite movies, music, etc.
Status Update Relationships, etc.
Timelines highlight posts or images, add new life events
Post and share photos, videos, news
Geo-Tagging
Reaction Buttons Likes and Reactions
Comments

Messenger Messages and inbox
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* Notifications
* Groups

* News Feed
4.3.5.3 Dual apps

4.3.5.3.1 Specific Apps identified in the research.
Twitter, YouTube and WhatsApp

4.3.5.3.2 Key Purposes

Apps are used for social and business interaction, broadcast and
personal entertainment and instruction, and content providing and

promotion.

4.3.5.3.3 Characteristics

» Broadcast and content
 Messaging within groups. Accepted as formal business

correspondence.
4.3.5.4 Niche apps

4.3.5.4.1 Specific Apps identified in the research
Viber, Tumbler, WeChat, Snap Chat Tinder, Pinterest*

4.3.5.4.2 Key Purposes

For this research, these OSNs were classified as Niche. They are,
however, in their own right part of mainstream OSN functions that may
be key business drivers in organisations, industries or populations
groups not used for this research, typically used for blogs, forums,

microblogs, social bookmarking and online dating, to name a few.

4.3.5.4.3 Characteristics

» Dating, forums, blogs, etc.
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4.3.5.5 Previous Categorisation of OSNs

The classifications derived in this study have similar traits to those derived in two
recent studies classifying OSNs. The resultant classification of first study published in
2016, was the 5Cs, namely Communicating, Connecting, (Business apps and Social
apps) Collaborating, Combining (Business apps and Dual Purpose apps) and
Completing, (Niche apps and Dual Purpose apps) (Vuori and Jussila, 2016). The
classification of the second study published in 2020, was social, entertainment and
profiling networks (Koukaras, Tjortjis and Rousidis, 2020). It must be noted at the time
each of the studies categorised OSN platforms into groups in terms of similar functions
based on the designed purpose. The classification resulting from this study however
has been derived and named from perceived usage and factor analysis from actual
self-reported frequency of use. In addition, it is noted that only the top ten OSN apps

where used for the classification process.

4.3.6 Regression analysis and testing for mediation

The next phase of the analysis focussed on determining the statistical relationship
between levels of (i) online privacy literacy, (ii) online self-awareness and online
organisational awareness as exogenous variables (predictors) as defined from the
constructs in the literature review under section 2.7 A Case for Online Self-Awareness
as an Influencing Factor, section 2.9 A Case for Online Privacy Literacy as an
Influencing Factor and section 2.11 A Case for Online Privacy Literacy as an
Influencing Factor, respectively, and levels of the frequency usage of the endogenous
variables, business apps, (iii) social apps, (iv) dual apps, (v) top 10 apps, and (vi) niche
apps as defined under The Levels of Responsible OSN Engagement within the

organisation, in assessing the levels of responsible OSN engagement.

In addition, the analysis also focussed on determining the mediating roles of online
security behaviour and addiction and habits between the exogenous and endogenous

variables.
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Literacy
Business
Apps
Online Security
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Exogenous Mediator Endogenous
Variable Variable

Figure 4.16 Conceptual measurement model

Figure 4.16 provides a graphical presentation of the proposed conceptual

measurement model being tested.

A stepwise regression analysis using Hayes’s PROCESS macro on IBM SPSS

(version 25) was employed to test the various linear paths.

As a first step, the statistical relationships between the exogenous and endogenous

variables in the absence of the mediators were determined, as shown in

Table 4.21. In mediation analyses, these are referred to as the total effects models.
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Table 4.21 Regression model outcomes of the relationship betwe en the
exogenous and endogenous variables (Total Effects M odel).
End_ogenous Exogenous Model Statistics Std Beta
Variable (p-value)

Business Apps

Social Apps

Dual Apps

Top 10 Apps

Niche Apps

Online Privacy Literacy
Online Self-Awareness
Organisational
Awareness

Online Privacy Literacy
Online Self-Awareness
Organisational
Awareness

Online Privacy Literacy
Online Self-Awareness
Organisational
Awareness

Online Privacy Literacy
Online Self-Awareness
Organisational
Awareness

Online Privacy Literacy
Online Self-Awareness

Organisational
Awareness

R?=0.244; Adj R?=0.234
F(3,230)=24.733, p<.001

0.464 (<.001)
0.062 (0.297)
0.151 (0.012)

R2=0.015; Adj R?=0.002
F(3,230)=1.177, p=0.319

0.123 (0.064)

-0.011 (0.868)
0.026 (0.701)

R?=0.103; Adj R?=0.091
F(3,230)=8.774, p<.001

0.303 (<.001)
-0.001 (0.989)
0.125 (0.055)

R2=0.079; Adj R2=0.067
F(3,230)=6.551, p<.001

0.015 (<.001)

0.066 (0.639)
0.041 (0.334)

R?=0.014; Adj R?=0.002
F(3,230)=1.117, p=0.343

0.010 (0.699)
0.043 (0.810)
0.027 (0.083)

The following significant paths are reported in

Table 4.21:

Online privacy literacy on business apps (Std Beta = 0.464; p<0.001). Higher

values of online privacy literacy have a positive linear relationship with higher

levels of business apps.

Online organisational awareness on business apps (Std Beta = 0.151; p<0.05).

Higher values of online organisational awareness have a positive linear

relationship with levels of business apps.

Online privacy literacy on dual apps (Std Beta = 0.303; p<0.001). Higher values

of online privacy literacy have a positive linear relationship with levels of dual
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apps.

* Online privacy literacy on top 10 apps (Std Beta = 0.067; p<0.001). Higher
values of online privacy literacy have a positive linear relationship with levels of
top 10 apps.

As a second step, the statistical relationships between the exogenous and the

mediating variables were determined. The results are presented in Table 4.22.

Table 4.22 Regression model outcomes of the relatio  nship between the

mediating and exogenous variables

Mediating variable Exogenous variable Model statistics Std Beta
(dependent) (p-value)
Online Security Online Privacy Literacy R2=0.214; Adj R?=0.203 0.021 (<.001)
Behaviour Online Self-Awareness F(3,230)=20.834, p<.001  0.090 (<.001)
Organisational Awareness 0.056 (0.027)
Addiction and Habits Online Privacy Literacy R2=0.056; Adj R?=0.043 0.022 (0.035)
Online Self-Awareness F(3,230)=4.527, p=0.004  0.095 (0.027)
Organisational Awareness 0.059 (0.226)

The following significant paths are reported in Table 4.22:
4.3.6.1 Online Security Behaviour

» A positive linear relationship between online privacy literacy and online security
behaviour (r=0.021, p<.001)

* The relationship between online self-awareness and online security behaviour
(r=0.090, p<.001)

» The relationship between online self-awareness and online security behaviour
(r=0.056, p<.05)

4.3.6.2 Addiction and habits

* The relationship between online privacy literacy and addiction and habits
(r=0.022, p<.05)

* The relationship between online self-awareness and addiction and habits
(r=0.095, p<.05)
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The third step was to estimate path coefficients between the exogenous and
endogenous variables in the presence of the mediators, as shown in Table 4.23. In

mediation analyses, these are referred to as the direct effects models.

The following significant paths are reported in Table 4.23. The relationship between

online privacy literacy and business apps (r=0.464, p<.001).

» The relationship between online organisational awareness and business apps
(r=0.151, p<.05).

* The relationship between online privacy literacy and dual apps (r=0.303,
p<.001).

* The relationship between online privacy literacy and top 10 apps (r=0.015,
p<.001).

The last step involved assessing the indirect effects of the mediators on the statistical

relationship between the exogenous and endogenous variables. Again, Hayes's

PROCESS macro was used, and the indirect effect was tested using a bootstrap

estimation approach with 5 000 samples. The results are reported in Table 4.23.

Introducing both mediators running in parallel show similar-sized significant effects but
with different sign (one positive and one negative) resulting in insignificant total indirect
where the total indirect effect is calculated as the sum of the direct effect of X and the
mediated indirect effects, namely online security behaviour and addiction and habits.
As in the case of this study, where the bootstrap confidence intervals were calculated
based on 5 000 random samples estimating the significance of the effects, where the
effect is considered significant if the upper to the lower confidence intervals do not
cross through zero (Hayes, 2013). In the case of this study, the mediators, on the one
hand, show a positive intention to engage responsibly toward online security while
simultaneously showing a negative tendency towards the susceptibly of OSN addiction
and lousy texting habits. This invariably results in the confidence levels of the total

indirect effect crossing through zero.

However, an insignificant total indirect effect may, as suggested by Hayes and
Rockwood and several subsequent recent publications, not necessarily negate
significant effects from the mediators in the parallel mediation model (Hayes and
Rockwood, 2016; Meule, 2019; Miranda et al., 2019)). As shown in Table 4.23, both
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online privacy literacy and addiction and habits can be significant and should be

analysed as such.

The following significant mediating indirect paths are reported in Table 4.23.

Business apps

The relationship between online privacy literacy and business apps is mediated
by online security behaviour (Std b= 0.046, 95% CI= 0.013; 0.087) while at the
same time mediated by addiction and habits (Std b= -0.027, 95% CI= -0.062; -
0.003).

The relationship between online self-awareness and business apps is mediated
by online security behaviour (Std b= 0.055, 95% Cl= 0.016; 0.104) while at the
same time mediated by addiction and habits (Std b= -0.029, 95% CI=-0.071; -
0.001).

The relationship between online organisational awareness and business apps
is mediated by online security behaviour (Std b= 0.024, 95% CI= 0.001; 0.051).

4.3.6.3 Social apps

The relationship between online privacy literacy and social apps is mediated by
online security behaviour (Std b= 0.064, 95% CIl= 0.024; 0.118) while at the
same time mediated by addiction and habits (Std b= -0.057, 95% CI= -0.113;-
0.007).

The relationship between online self-awareness and social apps is mediated by
online security behaviour (Std b= 0.078, 95% CI= 0.031; 0.134) while at the
same time mediated by addiction and habits (Std b= -0.062, 95% CI=-0.131; -
0.003).

The relationship between online organisational awareness and social apps is
mediated by online security behaviour (Std b= 0.034, 95% CI= 0.004; 0.071).

4.3.6.4 Dual apps

The relationship between online privacy literacy and dual apps is mediated by
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online security behaviour (Std b= 0.048, 95% CI= 0.018; 0.109) while at the
same time mediated by addiction and habits (Std b= -0.040, 95% ClI= -0.085; -
0.005).

The relationship between online self-awareness and dual apps is mediated by
online security behaviour (Std b= 0.058, 95% CI= -0.071; -0.001) while at the
same time mediated by addiction and habits (Std b= -0.043, 95% CI=-0.095; -
0.002).

The relationship between online organisational awareness and dual apps is
mediated by online security behaviour (Std b= 0.025, 95% CI= 0.001; 0.051).

4.3.6.5 Top 10 apps

The relationship between online privacy literacy and top 10 apps is mediated
by online security behaviour (Std b= 0.062, 95% Cl= 0.024; 0.113) while at the
same time mediated by addiction and habits (Std b= -0.048, 95% CI=-0.098; -
0.006).

The relationship between online self-awareness and top 10 apps is mediated
by online security behaviour (Std b= 0.076, 95% CI= 0.029; 0.134) while at the
same time mediated by addiction and habits (Std b= -0.052, 95% CI=-0.113; -
0.001).

The relationship between online organisational awareness and the top 10 apps
is mediated by online security behaviour (Std b= 0.033, 95% Cl= 0.003; 0.066)

while at the same time mediated by addiction and habits.

4.3.6.6 Niche apps

The relationship between online privacy literacy and social apps is mediated by
addiction and habits (Std b= -0.043, 95% CIl=-0.091;-0.005).

The relationship between online organisational awareness and social apps is
mediated by addiction and habits (Std b=-0.046, 95% CI= -0.105; -0.001).
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Table 4.23 Online Security Behaviour and Addiction

Endogenous Mediator

Variable

and Habits as mediators

Exogenous Variable

Online Privacy
Literacy

Online Self-
Awareneass

Organisational

Awareness

Business Apps
Total effects

Direct Effect

Total Indirect Effect
Online Security Behaviour
Addiction and Habits

0.464 (p<.001)
0.446 (p<.001)

95% ClI
Lower Upper

0.019 -0.029 0.066
0.046 0.013 0.087

-0.027 -0.062 -0.003

0.062 (p=0.297)
0.036 (p=0.554)

95% ClI
Lower Upper

0.026 -0.028 0.082
0.055 0.016 0.104
-0.029 -0.071 -0.001

0.151 (p=0.012)
0.143 (p=0.015)

95% ClI
Lower Upper

0.008 -0.031 0.042
0.024 0.001 0.051
-0.016 -0.049 0.008

Social Apps
Total effects
Direct Effect

Total Indirect Effect
Online Security Behaviour
Addiction and Habits

0.123 (p=0.064)
0.116 (p=0.064)

95% ClI
Lower Upper

0.007 -0.063 0.079
0.064 0.024 0.118

-0.057 -0.113 -0.007

-0.011 (p=0.868)
-0.027 (p=0.676)

95% ClI
Lower Upper

0.016 -0.070 0.100
0.078 0.031 0.134
-0.062 -0.131 -0.003

0.026 (p=0.701)
0.026 (p=0.674)

95% CI
Lower Upper

0.000 -0.062 0.059
0.034 0.004 0.071
-0.034 -0.088 0.018

Dual Pupose Apps
Total effects
Direct Effect

Total Indirect Effect
Online Security Behaviour
Addiction and Habits

0.303 (p<.001)
0.295 (p<.001)

95% ClI
Lower Upper

0.008 -0.048 0.063
0.048 0.014 0.094

-0.040 -0.085 -0.005

-0.001 (p=0.989)
-0.015 (p=-0.816)

95% CI
Lower Upper

0.014 -0.051 0.079
0.058 0.018 0.109
-0.043 -0.095 -0.002

0.125 (p=0.055)
0.124 (p=0.048)

95% ClI
Lower Upper

0.001 -0.047 0.044
0.025 0.002 0.054
-0.024 -0.066 0.013

Top 10 Apps
Total effects
Direct Effect

Total Indirect Effect
Online Security Behaviour
Addiction and Habits

0.272 (p<.001)
0.257 (p<.001)

95% ClI
Lower Upper

0.015 -0.049 0.080
0.062 0.024 0.113

-0.048 -0.098 -0.006

0.026 (p=0.693)
0.002 (p=0.972)

95% CI
Lower Upper

0.024 -0.054 0.098
0.076 0.029 0.134
-0.052 -0.113 -0.001

0.064 (p=0.334)
0.059 (p=0.335)

95% ClI
Lower Upper

0.005 -0.052 0.055
0.033 0.003 0.066
-0.028 -0.075 0.015

Niche Apps
Total effects
Direct Effect

Total Indirect Effect
Online Security Behaviour
Addiction and Habits

0.026 (p=0.699)
0.048 (p=0.464)

95% ClI
Lower Upper

-0.023 -0.087 0.043

0.020 -0.015 0.067

-0.043 -0.091 -0.005

0.016 (p=0.810)
0.039 (p=0.577)

95% ClI
Lower Upper

-0.022 -0.100 0.055
0.024 -0.020 0.077
-0.046 -0.105 -0.001

-0.119 (p=0.083)
-0.104 (p=0.117)

95% ClI
Lower Upper

-0.015 -0.065 0.034
0.010 -0.007 0.041
-0.025 -0.071 0.012
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4.3.7 Further Quantitative Analysis of Moderation Variabl  es

The primary focus of this research in meeting objectives four, five and six was to gauge
the dependence of the three factors identified in the literature review that influence
responsible and abusive OSN engagement within organisations namely; Online Self-
Awareness (objective four), online privacy literacy (objective five) and Organisational

awareness (objective six).

The moderating factors namely OSN frequency usage by industry, gender, generation
and qualification levels were considered in light of these objectives however, the
research sample was made of several organisations in two different industries that
have a varied and different mix of gender, generation and qualification levels

dependent on the type of industry and size of an organisation.

The possible moderating effects concerning gauging the objectives specific to industry
and generation were explored with findings reported from the qualitative analysis. The
initial statistical findings provided further insight and findings reported the possible

moderating effects of in a particular generation.

A further breaking down of sample sizes within each industry or organisation for
accurate moderation analysis not only deviates from the primary focus key objectives

but would be beyond the scope of this study.
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CHAPTER 5 : DISCUSSION, CONCLUSION AND

RECOMMENDATIONS

5.1 INTRODUCTION

Chapter 5 concludes this research. A summary of the research with the findings from
both the quantitative and qualitative results are discussed and interpreted. The
conclusions drawn from the results were based on the purpose, research objectives
and questions of the study. The interpretations and implications from the results of the
quantitative and qualitative findings lead to the development and presentation of an
OSN governance framework. Further recommendations based on the conclusions and

purpose of the study are presented.
52 QUALITATIVE FINDINGS DISCUSSION

5.2.1 Personal Online Behaviour

The invariable response of the interviewees reflected the academic literature that
controlling the impulsive human nature to voice one’s convictions and disseminate
information on an OSN platform can indeed be challenging. Those from senior
management who are part of the digital immigrants felt that there was a definite sense
that the consequence of information disclosure's intent depends on the generation.
Coming from an era where communication was not instant, the digital immigrant was
more cautious regarding information disclosure. Communication of the digital
immigrant is more deliberate, whereas, for the younger generations who are seen to
be ‘surgically’ bonded to their mobile devices, communication is like background noise,
communication is less deliberate, and they often do not think about the consequences

of what is being disclosed, it's just part of a stream of continuous communication.

The consequence of the intent of information disclosure was further deemed by the
employee to be dependent on the types of OSN app being used, whether it be a
business-oriented, social or dual-purpose OSN app. However, the concern from
management was that no matter the purpose of the OSN app, information disclosure
may still be open to the general public and that frivolous careless open messaging

may have grave consequences for the employee representing the organisation. The
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personal awareness of the employee of the consequence of who, what, and the
potential reach of the type of OSN app being used when messaging or posting,

whether for personal or business reasons, is of paramount importance.

Concerns about compulsive social behaviour were evident from almost all the
interviewees. However, social factors that have been proven to contribute to
compulsive social behaviour, such as a lack of self-esteem, were not noticed or
recognised by management, making the susceptibility to social media addiction more
of an unknown factor. The general response to the compulsive behaviour was the
need to consistently stay connected to the organisation, continually checking
messages or email for any incoming communication. There was a concern that the
organisation is open to the fragility of compulsive behaviour-driven emotional needs

and insecurities, as mentioned earlier by a medical practitioner

“...I'd see possibly reason for concern, so alarm bells like

whether they need emotional support.”

When questioned about the effects of a lack of self-esteem on OSN usage, the
discussion invariably moved towards cyberbullying or OSN abuse. However, a few
respondents viewed a lack of self-esteem as more likely to manifest itself through high
levels of anxiety and low levels of impulse control that could be subject to corporate
cyberbullying. A repeated example discussed was the anxiety raised by WhatsApp's
blue ticks that indicate to the sender that the recipient has read the sent message and

not responding immediately.

From the observations and the analysis of the interviews in the qualitative study, an
online self-awareness regarding responsible OSN engagement is about the employee
being self-aware of their behavioural intent regarding information disclosure when
engaging on OSNs. This meets objective four where responsible engagement of
OSNs within the organisation is dependent on the employee’s personal online
behaviour as derived from the literature review as online self-awareness. From a
management perspective, online self-awareness should be a key element in a
governance framework to empower the employee with confidence as a representative
of the organisation to manage the challenge of compulsive social communication when

disseminating information on an OSN platform.
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5.2.2 Personal Online Privacy

In general, most interviewees felt challenged by their own level of online privacy
literacy and had a limited view of the level of the average employee. However, there
was an underlying theme that the average employee who fell into the millennial
generation was far more au fait with mobile device security settings and online privacy
literacy. Some actually saw their staff as a resource to improve their own literacy, as

mentioned by one of the managers in the healthcare sector, who stated:

“I think my staff is quite clued up with that, hey. Cos if | battle
with my cell phone, | ask one of the staff, and they can sort it

out. So they are well informed.”

There was comfort all the interviewees said that, when it came to their desktop
workstation, that online privacy and security settings were well handled by the IT
department but only to the degree that it was acknowledged that, when it came to
mobile phones and other devices, the levels of online privacy literacy and security
settings was of prime concern. As a result, all saw the urgency for ongoing training
and awareness. Some interviewees went as far as to suggest a company IT helpline
dedicated to assisting employees with the privacy settings of a new OSN or mobile

device.

From the qualitative research, responsible engagement of OSNs within the
organisation depends on the employee’s online privacy literacy and is an area that
requires ongoing training and education, meets objective five. Concern was expressed
with OSN apps like WhatsApp, which often contained patient information, company
gossip, and complaints about management, which go to company values. There was
a view that a complete lack of online privacy awareness resulting in a breach of an
online privacy protocol is best controlled through a decisive action such as potential
dismissal. However, many of the interviewees thought this scenario would be

somewhat extreme.

There is a unanimous consensus that online privacy literacy competency levels require
ongoing training and education and should be included as a module in organisation
induction and part of the governance framework as a continuing education aspect or

in refresher programmes.
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5.2.3 Organisational Awareness

The consensus was that the complexities in the responsible business usage of an
OSN often lie in that the OSN landscape OSN apps are used for both business and
social communication and are challenging and difficult to enforce merely through
documented organisational procedures and policies. There was an overwhelming
consensus that responsible OSN usage should be driven and promoted through an
awareness of the organisation’s values and culture, which should be spelt out to
employees from the outset of their tenure. The employees' personal perspective
comes back to their moral values regarding what they communicate, provided it
complies with the organisation’s policies. This would be in keeping with the
professional values such as client confidentiality historically embedded in both the
financial services and healthcare industries. In understanding, embracing, and
subscribing to the organisation’s values and culture, employees will do what is best
for the organisation, themselves, and others. The hope is that employees will live up
to the organisation's values so when there's a decision to send an email or post
something on Facebook, they exercise the behaviours they live up to. Employees must
maintain the professionalism of their vocation and industry, aware that they are
engaging on a public platform as ‘ambassadors’ for the organisation. In the case of
transparency, the employee must rely on the company's values. In other words, what

are the do's and the don’ts expected of them?

However, during the discussion with senior management, there was a distinct
apprehension that there should be reliance on organisational culture and values. In
the discussion around driving the organisational values and culture to address notions
found in the literature, such as the “Loss of Control” concerning responsible OSN
engagement, three tangible factors emerged, namely 1.) Defining clear documented
governance and policies, 2.) Training and awareness in the use of OSNs, and 3.)
Decisive action should there be a compliance breach in the organisation’s governance,
policies, and procedures. Addressing the notion of “Loss of control” is about not
controlling the human impulse to engage without premeditated thought resulting in
possible careless, though it may be unintentional, irresponsible messaging. Most
interviewees had an underlying theme, particularly senior management, that there is
clearly a need for ongoing training with an awareness of the dangers of impulsive,

reactive OSN engagement to the organisation and the communicator. Specific
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awareness of values within the digital world is needed. One must spell out the
consequences of not managing their digital world directly. One cannot simply rely on
values, and the employee should sign an acknowledgement that they understand the
organisation’s policy concerning OSN engagement. Any breach of organisational OSN
engagement cannot be tolerated and must be met with decisive action, whether based

on company policy or legal aspects.

It was also noted that embedded in organisational values and culture is a personal
code of ethics guiding the individual employee, and this derives, among other things,

from one’s education, upbringing and religion.

Interviewees mentioned that OSN communication within the organisation is effectively
governed by employees themselves, particularly in group communication. For
example, a WhatsApp management or team group employee will immediately
reprimand any group member stepping out of line with an inappropriate OSN media
post or comment. The more senior interviewees expressed caution regarding today’s
younger generation of employees who subscribe less to loyalty and their contribution
to the organisation but tend to be more motivated by monetary rewards. This means
that an eagerness to subscribe to the organisation’s culture and values should not be
assumed. This could be ascribed to an emerging work culture as seen in the notion of
the South African “the job-hopping millennial” (Vittee and Makhubele, 2016) and in
recent studies on job satisfaction of young versus older employees (Kollmann et al.,

2020) and or as noted earlier by an interviewee, who stated:

“I can't say that, under the current economic climate, | don't think
a lot of people out there working for the sake of a job, not
necessarily because they want to help care for people

necessarily.”

The executive and senior management respondents were in unison that organisational
awareness driven by the employee’s professionalism and that the organisation’s
culture and value system go a long way in mitigating the reputational risk of being
vulnerable to the fragility of the human impulse when engaging in OSNs. This
addresses objective six where the organisation's responsible engagement of OSNs is
influenced by the employee’s organisational awareness and is echoed in a medical

practitioner's comment regarding an unprofessional post
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“...it was explained in no uncertain terms that her online

behaviour reflected on the company.”

5.2.4 Behavioural Intent Awareness

As a core theme emanating from the qualitative study, behavioural intent awareness
can be defined as an awareness of the factors influencing and motivating the
employee’s willingness to perform a behaviour. As defined in this study, the notion of
radical transparency cautions against a reactive and impulsive nature when
communicating face-to-face or over the telephone. The dangers of radical
transparency should to be managed with personal and organisational awareness as

part of one’s responsible behavioural intent when engaging with OSNSs.

The theory of planned behaviour (Ajzen, 1991) suggests that behaviours are
determined by behavioural intentions, which are determined by a combination of three
factors: attitude toward the behaviour, subjective norms, and perceived behavioural
control. Being aware of the personal influences of one’s own online behaviour can be
viewed as one’s attitude to behaviour. Being aware of and identifying with the online
culture and values of the organisation can be viewed as abiding to the subjective
norms of the organisation. Maintaining a high competency in online literacy can be
viewed as a form of perceived behavioural control. Therefore, one might associate
behavioural intent awareness as discussed in this study to the Fishbein-Ajzen theory
of planned behaviour model (Fishbein and Ajzen, 1975; Christian et al., 2019).
However, from the analysis of the qualitative study, it may difficult to distinguish
between personal attitude towards the consequences of behaviour and the normative

values of organisational culture (Miniard and Cohen, 1981).

This study's key objectives were to analyse and assess critical factors influencing OSN
responsible engagement leading to a governance framework for the organisation.
Further analysis of the merits of formally relating behavioural intention awareness in
responsible OSN engagement to the Fishbein-Ajzen Theory of Planned Behaviour
possible leading to the theory of planned behaviour is beyond the scope of this study
and, thus, a limitation. Nevertheless, the developed themes of personal online
behaviour, personal online privacy, and organisational behaviour lead to the core
theme of behavioural intent awareness contributing toward responsible use OSN

platforms. The themes from the qualitative analysis of the interviews conducted meet
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objective two of this study. This objective leads to objective seven in developing a

conceptual governance framework for responsible engagement on OSNSs.

5.3 QUANTITATIVE FINDINGS DISCUSSION

The classification of frequency usage of OSN platforms emanated through the
measurement of the frequency of specific OSN platforms. Responsible use of the
gauge responsible OSN usage from the plethora of OSN platforms accessible to the
average employee revealed a grouping and taxonomy of OSN platforms regarding
factor rotation of frequency usage from the selected organisations within financial
services and healthcare industries. After an EFA analysis of the frequency usage of
OSNs selected in this research was performed together with the help of OSN
classifications in the qualitative research findings yields the following classification of

frequency usage of OSN platforms:

1. Business apps (Twitter, YouTube, LinkedIn, Skype, WhatsApp and Email).

2. Social apps (Facebook, Facebook Messenger, Instagram, WhatsApp,
Twitter, YouTube).

3. Dual apps (Twitter, YouTube and WhatsApp).

4. Niche apps (Viber, Tumbler, WeChat, Snap Chat Tinder, Pinterest).

The classification of frequency usage of OSN platforms is key in gauging the levels of
responsible OSN engagement as ascertained from the literature review, where the
levels of responsible OSN engagement within the organisation can be gauged by the
usage frequency levels of business platforms relative to social-based platforms. The
category of top 10 apps was added as a comparative baseline. Gauging the frequency
usage of each group of OSN apps and endogenous variables through the regression
analysis enabled gauging the influence the three defined constructs, namely, online
self-awareness, online privacy literacy and organisational awareness, have on
responsible OSN engagement. As defined in 2.13.1. in the literature review, the higher
self-reported levels of frequency usage engagement with business platforms to that of

social platforms are observed as an indicator of higher levels of responsible usage.

5.3.1 Online Self-Awareness

There is no significant direct effect of online self-awareness in any defined categories

of OSN Apps. This is corroborated from the qualitative findings where self-esteem was
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not perceived or recognised by management, making the susceptibility to social media
addiction more of an unknown factor. This may appear to be contrary to the findings
from the literature review, where the more positive the employee’s self-esteem and
self-efficacy, the more vigilant and aware the employee is toward their online security
behaviour and OSN addiction. However, regression analysis revealed significant
mediation by introducing the two self-reported variables ‘online security behaviour’ and
‘addiction and texting habits’ as parallel mediators run in parallel. The regression
analysis reveals a small effect through online security behaviour between online self-
awareness and the frequency usage of social apps, dual apps, top 10 apps and
business apps. Simultaneously, they reveal a small effect through the mediator
variable addiction and habits from online self-awareness to the frequency usage of
social apps, top 10 apps, niche apps, and a lesser effect toward dual purpose and

business apps.

The results indicate the need to promote behavioural intent toward online security
behaviour and behavioural vigilance against addiction and texting habits as a
fundamental principle to responsible OSN engagement. Developing online self-
esteem and online self-efficacy regarding personal online self-awareness should go
on to encourage and empower the employee with the confidence to follow through
with online security behaviour to actively pursue online privacy and security while
guarding against OSN addiction and lazy texting habits. This meets objective four
whereby responsible engagement of OSNs within the organisation depends on the
employee’s online self-awareness. Company programmes and processes within its
governance framework should include developing the employee’s online self-esteem

and online self-efficacy.

5.3.2 Online Privacy Literacy

A medium to high direct effect reveals the association that the higher the competency
of online privacy literacy is, the higher the level associated of frequency usage toward
business apps, top 10 apps and dual apps in order of direct effect. The associated

direct effect of online privacy on social apps and niche apps is insignificant

The two self-reported variables ‘online security behaviour’ and ‘addiction and texting
habits’ as parallel mediators using regression analysis revealed significant mediation

by online security behaviour between online privacy literacy and the business apps,
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dual apps, top 10 apps, including social apps. Simultaneously, the mediator variable
addiction and habits revealed a significant effect between online privacy literacy and
the OSN categories of social apps, top 10 apps, niche apps, dual apps and, to a lesser

extent business apps.

From an organisational perspective, the higher the competency of the employee’s
online privacy literacy, the higher the association of frequent usage of business-
friendly apps. However, irrespective, of high levels of online privacy literacy, the
findings show positive behavioural intent toward online security promotes responsible
OSN engagement. Simultaneously, vigilance against OSN addiction and bad texting
habits will support responsible engagement with OSNs. As a mediator, both online
security behaviour and addiction and habits show the highest effect on the frequency
of use of social apps, followed by top 10 apps, dual apps, and then to a lesser extent,

business apps.

As with the consensus from qualitative findings, that online privacy literacy
competency levels require ongoing training and education, the results indicate the
importance of training and awareness within the organisation’s governance framework
in developing the employee’s online privacy literacy regarding security and privacy
settings. Training and awareness with regards to online privacy literacy will enhance
the positive behavioural intent when engaging with OSN platforms and meets objective
five where responsible engagement of OSNs within the organisation depends on the
employee’s online privacy literacy. Furthermore, it is imperative to monitor and
consistently remind and encourage the employee to actively maintain and apply
security vigilance while guarding against OSN addiction and bad texting habits

especially when using socially orientated OSN platforms.

5.3.3 Organisational Awareness

Better organisational ethics regarding the construct of online organisational
awareness shows a small significant direct effect associated with more frequent use
of business apps and dual apps. From an organisational perspective, a richer ethical
climate in the organisation, is associated with more frequent use of business-friendly
apps. Furthermore, introducing the mediating variables ‘online security behaviour’ and
‘addiction and habits’ in parallel using regression analysis, shows a small indirect

effect from online organisational awareness through online security behaviour to the
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social apps, dual apps, top 10 apps and business apps. Simultaneously, there is no
indirect effect through the mediator addiction and habits from online organisational

awareness to any of the defined categories of OSN Apps.

The regression analysis reveals that irrespective of the levels of positive reinforcement
of online organisational awareness regarding ethical reasoning through adhering to
the online culture, standards, or rules for decision-making within the organisation,
there is still a tendency toward a positive intent in exercising online security when
engaging with OSNs. In the case of organisational awareness, online security
behaviour shows the highest mediating effect toward the frequency of use of social

apps. This is followed by top 10 apps, dual apps, and business apps.

These findings may be in contrast to the perceptions and views from the findings of
the qualitative study. On the surface, perceptions of management from the qualitative
study felt that organisational awareness driven by the employee’s professionalism and
the organisation’s culture and value system goes a long way in mitigating irresponsible
use of OSN platforms. From the qualitative analysis however, these perceptions lean
towards the core theme of behavioural intent awareness similar to the intention toward

online security behaviour in the quantitative findings.

This may be due to blurring the online boundary between management and employee.
A co-worker who is part of the management structure of the organisation may be
included as part of social chat group by an employee on an OSN platform. This may
confuse the boundaries between both work and non-work time and social politics in
the workplace. In addition, the profile of on the OSN may disclose personal information
beyond that required for business interaction. The blur between social and work
interaction may result in organisational awareness being a less effective driver toward
responsible OSN behaviour. This may account for the contrast in perception gathered
from the qualitative study where executive management feel that organisational
culture should be a driver for responsible OSN engagement in contrast to that of the

actual behaviour from gathered from the employee in the quantitative study.

As echoed from the findings of the qualitative study, driving and developing a strong
company ethos and culture through an awareness to promote intent toward online
security behaviour which in turn promotes responsible use of OSN platforms, cannot

be underestimated which address objective six.
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5.3.4 Behavioural Intent Awareness

The quantitative study gauges how the employees' self-reported experience levels of
the defined constructs, online self-awareness, online privacy literacy and
organisational awareness influence responsible OSN engagement. The literature
review revealed extensive research on psychological and behavioural elements
associated with the derived constructs, such as OSN addiction, engagement habits
and the intention to adhere to security and privacy when engaging with OSNs. Using
existing and adapted scales enables not only gauging the constructs but possible
relation to the self-reported effects of psychological and behavioural elements acting

as mediators to the resultant levels of responsible OSN engagement in the workplace.

Self-reported self-awareness regarding levels of self-esteem and online and cyber
self-efficacy is mediated by behavioural intention towards online security and caution
toward addiction, and bad habits can be associated with the employees' attitude to

responsible engagement.

The higher the self-reported levels of online privacy literature, the higher the
association of frequency of usage of business-orientated OSN platforms. This is
further reinforced through the mediation of behavioural intention towards online
security and caution toward addiction and bad habits and can be likened to the

behaviour of perceived control of excising secured and safe OSN engagement.

Self-reported levels of organisational awareness reinforced through the mediation of
behavioural intention towards online security can be likened to being aware and
understanding the subjective norm towards engaging in OSNs within the

organisation’s values and culture.

The nature of communication within the industries used in this study, namely, the
financial services and health sector, does not likely lend itself to formal communication
through social apps. It should also be noted that users with a higher tendency to use
social apps are predisposed to suffer from OSN addiction and bad texting habits
(Kircaburun and Griffiths, 2018; D’Arienzo, Boursier and Griffiths, 2019). These results
imply that as a parallel mediating effect when employees engage with OSNs socially,
there is a positive tendency of higher behavioural intent toward online security while

simultaneously greater vigilance against OSN addiction and bad texting habits leading
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to more responsible OSN engagement. The mediation process is defined as an
intervention between the endogenous and exogenous variables and results in the
initial exogenous variables no longer necessarily affecting the outcome of responsible
OSN engagement. This emphasises that notwithstanding the self-reported levels of
online privacy literacy, online self-awareness and organisational awareness, the need
for positive behavioural intent in exercising high levels of online security and
behavioural vigilance against addiction and texting habits as fundamental to

responsible OSN engagement.

As discussed in the qualitative findings, one could associate behavioural intent
awareness to the Fishbein-Ajzen theory of planned behaviour ((Fishbein and Ajzen,
1975; Christian et al., 2019)). However, this would require a research study specifically

geared to the theory of planned behaviour.

Quantifying the constructs derived in this study, towards responsible use of OSN
platforms satisfy objective four, five and six leading towards objective seven of the
development a conceptual governance framework for responsible engagement on
OSNSs.

5.4 A GOVERNANCE FRAMEWORK FOR RESPONSIBLE OSN
ENGAGEMENT

OSNs, if not already, are becoming a standard in business, business-to-consumer and
consumer-to-consumer communications. From the study, it is clear that the
assumption that the notion of “Loss or Lack of Control” makes OSN engagement
impossible to control is no longer a satisfactory attitude in any of today’s organisations.
OSN governance framework, or the Social Media governance framework, is a toolbox
of policies, procedures and practices that are key to the arsenal protecting the
organisation’s assets, mitigating and minimizing risks and maintaining compliance. It
is essential that this governance continually evolves and has room to evolve
organically from within the OSN ecosystem that connects all organisation

stakeholders.

The ongoing development of a solid OSN engagement governance framework
requires a risk management plan that addresses the prevention and mitigation of

irresponsible OSN engagement, which should guide the behavioural intent of
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employees when engaging on OSN platforms. In addition, the governance framework
must have clear set boundaries based on the organisation’s values and culture,
cultural norms, gender equality, human rights violations and industry standards that, if

breached, can be dealt with promptly and definitively.

Like with all governance frameworks, success is defined not only through an endorsed
mandate from the organisation’s board and executive management but an ongoing

buy-in and commitment by all employees and other stakeholders.

5.4.1 Scope of the governance framework

Social media governance frameworks within the modern-day organisation encompass
governance and compliance that covers the web and social media presence regarding
the organisation’s promotion and marketing, sales strategy and customer feedback
process. However, the scope of this research study is concerned and focuses on
employee OSN engagement. Thus, it is prudent to restrict the governance framework
to the responsible use of OSN engagement by executive management, employees
and other stakeholders bound to the organisation’s governance and compliance
policies. The governance framework will apply using OSN in both a personal capacity

and in representing the organisation.

An OSN governance consists of the organisation's policies, procedures and tools to
mitigate risks and ensure that compliance is maintained. An OSN governance
framework should provide a structure for aligning digital media strategy with the

organisation's business strategy.

The nature of OSN platforms has given rise to an evolution of an organic non-
centralized way OSN platforms are used and controlled. For governance to be
effective, it needs to be developed as an enterprise-wide framework to maintain the
organisation’s web and mobile-based employees, customers and other stakeholders.
In addition, the governance framework needs timeous scheduled reviews and updates

to account for the fast-evolving nature of OSN platforms.

Some organisations may have a shared governance framework across internal and

external employees and stakeholders.

The governance framework should stipulate the approved processes to engage on

OSNSs. Rules regarding the approval of official OSN profiles and official chat groups
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for internal and external employees and other stakeholders must be laid out. The
responsibilities of group administrators should be stipulated and acknowledged by the

administrators.

A governance framework must include how OSN accounts that are fully or partly
representative of the organisation clearly state the intention, purpose, target audience,
and security and privacy settings. In addition, a continuity strategy should be
implemented to transfer an account to a new owner. This will ensure that any popular
OSN account on platforms such as Twitter, YouTube, Facebook, LinkedIn or
Instagram will not be compromised or locked out should the person representing the

organisation through such an account left.

A formal framework ensures the organisation provides guidance of regulated
behaviour that reflects and is endorsed by its corporate culture. Such a formal
programme aims to protect and take every stakeholder’s interests into account,
considering the needs of an employee with the processes for responsible, ethical and
profitable engagement they should follow. In today’s organisation, OSN governance is
integral to both internal and external communication culture and forms part of the
governance in the overall way of doing business. This includes social discussion
groups and forums from outside organisations, clubs, committees, and social groups

the employee as a company representative may be involved in their private capacity.

In contrast to the organisation trying to police its employees, placing the appropriate
resources in training and awareness of company values, together with branding
guidelines embedded in a well-balanced robust governance framework, will instead
empower employees to not only engage responsibly on OSN platforms but will

successfully promote the organisation’s brand and ethos.

Adherence to this governance framework through training and corporate culture will
ensure that each employee or stakeholder of the organisation will understand the risks
of negligent and irresponsible behaviour as a point-of-presence representing the
organisation as a stakeholder and in their private capacity when engaging with OSN
platforms. This will maintain the organisation’s corporate reputation promoting the
corporate brand while mitigating reputational damage. It will also promote
accountability, effectiveness and efficiency levels and encourage positive behaviour

ensuring internal control.
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Specifically, and most importantly, it is likely to improve the performance of the

origination while reducing the risks, particularly the notion of radical transparency.
5.4.1.1 Current Recommended Governance Frameworks

Limited academic publications on OSN or social media governance frameworks led
the researcher to supplement recommended frameworks by legal or management
consultancies and government guidelines (Schmitz, Boothroyd and Garland, 2012,
Linke and Zerfass, 2013b; Mennie and Smith, 2013; Strachan, 2015; Whitler, 2017;
Athianos and Kydros, 2018; Anant et al., 2020; Martinez, 2020; Paliwal, 2022).

Common Consideration in Recommended Governance Frameworks

An analysis of recommended governance frameworks from academic publications
from 2013 to 2022, legal consultancies, management consultancies and government

guidelines revealed the following components as part of an OSN governance

framework:

1. Internal training and awareness
2. Governance policy and guidelines
3. Monitoring and assessing

4, Customer engagement guidelines
5. Brand awareness and guidelines
6. Marketing and sales channels

7. Transparency

8. Crisis management

9. Data privacy regulation

10.  Security regulation and compliance
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5.4.1.2 Introducing Responsible Behavioural Intent

The results of this research study introduce the notion of behavioural intent when
engaging with OSN platforms. This behavioural intent is moderated through online
self-awareness, online privacy and security and an online ethos and culture. This
behavioural intent further considers the risk mitigation toward an awareness of OSN

addiction and texting habits.

5.4.2 Governance Framework Foundation

A formal governance framework should address the influencing factors explored and
defined in the literature review that were investigated, observed and analysed in
guantitative and qualitative findings to lay a foundation toward responsible behavioural

intent, mitigating reputational risk promoting responsible OSN engagement, namely:

* Online self-awareness.
» Online privacy and security.

* Online ethos and culture.

More importantly, however, a key finding from the quantitative and qualitative findings
stresses that a governance framework must first and simultaneously promote a
conscientious behavioural intent toward online security while guarding against OSN

addiction and lousy texting habits.

Common to the three factors is the need for training and awareness toward elements
highlighted in the findings specific to each to promote responsible behavioural intent
toward online security limiting while mitigating reputational risk or damage for both the
employee and the organisation. In addition, as part of a governance framework,

disciplinary consequences must be put in place for any violations of policies.
5.4.2.1 Personal Online Self-Awareness Behaviour

OSN platforms are a key part of the digital and fourth industrial revolution making it
critical to adequately train employees about the risks and consequences of OSN
engagement. Employees should feel empowered to engage within the organisation’s

guidelines.
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OSN engagement comes down to the behavioural intent of the individual pressing the
send button when messaging or posting—it is knowing that the content is appropriate
within the context of the subject matter, and its recipients depend on the employee’s
confidence in their online self-awareness. Pausing for a conscious risk assessment
before executing the send button depends on the employee’s self-empowered
intention. Risk mitigation is thus dependent on the employee’s belief that the content
of the message or post is responsible, appropriate and representative of the

organisation and will not lead to reputational damage.

The fine and often blurred line between private and social interdependence makes it
infeasible to mitigate risk through complete prohibition by postulating clearly defined

policies.

Responsible behavioural intent when engaging with OSNs is critical in mitigating risk.
A robust governance framework that empowers employees through well-supported
resources, training and awareness will not need policing but rather enforce a company
culture of responsible behavioural intent engaging with OSNs. Furthermore, the
ubiquitous nature of communicating through OSN platforms enables employees with
well-supported guidelines to act as brand ambassadors in both business and private

engagement.
5.4.2.2 Online Privacy and Security Settings

Smart mobile devices are personal, and, as discussed in the literature review, the
findings can be regarded as an extension of our persona regarding communication
and information exchange with others. Understanding the dangers of breaches
through weak privacy and security settings, ignorant or careless behaviour and a lack
of vigilance cannot be over-emphasised. The findings, in particular from the
guantitative study, show the importance of a vigilant behavioural attitude toward online
security and privacy and an awareness of the dangers of OSN addiction and careless
behaviour more than the need for detailed expertise in the privacy and security settings
of any specific OSN platform. It should be noted that encouraging competent online
privacy and security literacy and alerting employees to signs and specific indicators of
addiction and lousy texting habits lays a foundation for promoting vigilant behaviour
and awareness and should form a vital part of any OSN governance framework. This

means there should be a policy of training and awareness in the organisations’
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induction programmes. This should be followed up with regular workshops revising

privacy and security settings while highlighting new security trends and concerns.

A governance framework requires well-defined online security and privacy policies that
include but are not limited to strong passwords, regularly changing or varying
passwords and an awareness of possible information disclosure. There should be
strict and well-defined rules when administrating and governing chat groups.
Awareness of the need for antivirus, firewall and related software is critical. A policy of
regular communication as a reminder of privacy and security vigilance in the form of
emails will significantly benefit. The availability of assisted support from the IT and
social media departments is critical. Outsourcing online security and privacy to a

specialist consultancy should not be underestimated.

It must be noted that a well-defined set of policies and processes will go a long way in
mitigating security and privacy risks; however, it is not infallible. A set of processes
should be put in place should there be a security and privacy breach to limit further

and mitigate reputational or legal damage.
5.4.2.3 Online Ethos and Culture

The nuances of conversation and information exchange are personal in nature. Again,
the employee’s behavioural intent is key to maintaining the organisation’s ethos and
culture when communicating through OSN platforms. Employees should always be
careful when posting on OSN platforms. Having reasonable guidelines about what
employees should or should not post is an essential part of the governance framework;
however, the intent of the employee to mimic the organisation’s ethos and culture
when engaging on OSN platforms rather than specific guidelines should be
encouraged. Whilst the organisation cannot restrict what may be posted, employees
are expected to adhere to the organisation’s confidentiality policies at all times.
Employees should be encouraged to avoid engaging in conversation on subjects they

have little expertise in.

As part of compliance and regulation, formal rules of conduct when engaging with
OSNs must be defined and adhered to. These should include the rule that no
defamatory or derogatory exchanges directed towards other employees or

stakeholders should be permitted at all times. As a policy, all employees should note

276



and acknowledge that all OSN communication is recorded and thus can be used to
incriminate both the employee and/or the organisation. As a policy, an organisational
culture of courteous, respectful conversation should be encouraged at all times. Any
form of hate speech or discriminatory comments, even in jest, cannot be tolerated.
Fake news or misrepresentative, confusing and ambiguous content should be

corrected and removed immediately.

Strict guidelines separating public, company and private account profiles should be
defined. In addition, the scope and responsibilities for all official OSN profiles should
be defined. When using a private personal profile, it may be necessary to use a
disclaimer stating that your personal opinions and content are your own and may not

be aligned with the company. This will avoid confusion or misunderstanding.

As part of the company culture, there should be an awareness of timeous responses
to customers and other stakeholders. Employees should be constantly aware that
prompt acknowledgement and dialogue are expected from customers. Employees
must be aware that turning a blind eye to comments or blocking customers without

reason may cause reputational harm to the employee and the organisation.

A policy for the control and handover of corporate assets and branding when business
relationships change or are terminated. Such a policy must cater for a change in the
association of account profiles when employees resign or when new stakeholders

such as suppliers or outsourced agents are appointed.
5.4.2.4 Disciplinary Consequences

An OSN governance framework is of no value if there are no consequences when not
followed. Should employees not follow policy guidelines, disciplinary action must be

taken. This may result in and including dismissal. Examples of possible violations are:

e Sending or including company information to inappropriate recipients.

e Disclosing both private and organisational confidential information through
personal or corporate accounts profiles.

e Posting violent, vulgar or sexually explicit media or comments in the
organisation’s online community.

e Offensive and/or inappropriate media or comments directed towards other

employees or stakeholders of the organisation’s online community.
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Violating any governance framework policy inadvertently should result in reprimand.
Repeated violations should lead to further disciplinary action that may result in

organisational dismissal.

Responsible
Online

Behavioural
Intent

Figure 5.1. A typical governance framework for OSN engagement.
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5.4.2.5 A Typical Governance Framework

Figure 5.1 represents the themes from the findings discussed that should form part of
an OSN governance framework. As depicted, training and awareness form the outer
shell of the framework. As discussed, a fundamental part of training and awareness
behaviour toward risk mitigation is promoting conscientious behavioural intent toward
online security while guarding against OSN addiction and bad texting habits, which
form the framework's centre and heart. The key influencing factors that form the
foundation of this study with their associated policies and aims are embodied by
continuous training and awareness. Observing clearly defined policies will promote an
organisational culture of maintaining strict security and privacy settings and behaviour,
adherence to organisational regulation and compliance, and branding guidelines
promoting an online ethos and culture that will empower the employee to engage
online, representing the organisation with responsible behavioural intent mitigating

reputational risk.

5.5 CONCLUSION

Reviewing the literature to identify factors influencing responsible OSN engagement
meets objective one. Assessing the levels of influence of the identified factors,
namely, online privacy literacy, online self-awareness and online organisational
awareness towards responsible OSN engagement meets objectives four, five and six

respectively.

In meeting the objectives, the research findings from the organisations investigated
show that, despite the perceptions of loss or lack of control identified in the academic
literature, positive levels and attitudes towards the identified influencing factors are
associated with positive responsible behavioural intention when engaging with OSNs.
The qualitative and quantitative findings from the selected industries show that OSNs

are used primarily as a business tool with limited social use.

From the discussions in the qualitative findings, senior management and executives
emphasise an awareness of the employee’s professionalism and that of the
organisation’s culture and values when promoting responsible OSN engagement. The

key theme from the perceptions of senior management and executives is that
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responsible OSN engagement is driven by the positive behavioural intent of the
employee. The conclusions from the analysis of the opinions and perceptions from
senior management are supported by the quantitative findings in that the contributing
factor associated with responsible OSN engagement, that being positive behavioural
intent to exercise online security and privacy and to be vigilant about the perils of OSN
addiction. This is irrespective of the association of positive levels from the observable
variables of online self-awareness, online privacy literacy and online organisational
awareness to responsible engagement that were identified in the literature. This is a

key contribution from this study to the body of knowledge.

From the governance frameworks researched, none approach risk mitigation with the
full consideration of the influencing factors identified in this study that are associated
responsible behaviour. The framework promotes training and awareness of the
employee’s self-concept tied to the online ethos and culture of the organisation. Part
of the purpose of this study was to develop a governance framework further

contributes to the body of knowledge. purposeful convenience

In addition, the quantitative research revealed that there are competent levels of online
privacy, positive levels of online security behavioural intentions, and low OSN
addiction and dangerous texting habits. Nevertheless, the qualitative findings warn of
the exposure to organisational reputational risk arising from deliberate or accidental

irresponsible behaviour when engaging on OSN platforms that may be subject to:

1. Asymmetrical information on the dangers of OSN usage is being nudged by
OSN platform providers through adverse selection using the human instinct to
seize instant gratification and social acceptance to gain marketing and strategic
information.

Impulsive, unintended, inattentive or negligent behaviour and habits.

3. Decontextualised misinformation through a reduction in social cues

The problem of organisational reputational risk of susceptibility to misdirected
behaviour is by no means new; however, this problem may be exacerbated by the
adverse effects of radical transparency arising from the proliferation of OSN platforms.
In meeting objective seven, this study draws both the qualitative and quantitative

findings of factors promoting behavioural intent towards responsible OSN engagement
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through developing a governance framework to mitigate the reputational risk and

damage of this vulnerability.
5.6 RECOMMENDATIONS

5.6.1 Theoretical Implications

Employee self-efficacy and self-esteem are not widely addressed in today’s business
environment. Although the likelihood of grave reputational damage through
irresponsible negligent engagement is low, there have been enough incidents in the
recent past to illicit concern. The research shows that an employee's low online self-
awareness may leave the organisation vulnerable to irresponsible OSN usage through
elements such as OSN addiction and negligent texting habits. Furthermore, the nature
of radical transparency going awry renders the susceptibility of low levels of online
self-awareness regarding self-efficacy and self-esteem a problem that, before the
advent of OSN platforms, was not apparent in the business environment. As a
recommendation to the future organisation, it is suggested that corporate initiatives to
identify and help address low self-esteem may reduce the risk of irresponsible OSN
engagement through increased self-confidence, which may help negate unintended

negligence.

Even though a high level of online privacy literacy competency is desirable in all
organisations, employees generally are expected to develop a level of online privacy
literacy competency through self-education. This may be attributed to OSN usage's
fast-moving landscape and the associated skills and knowledge required to protect
employees from compromising their personal and organisational data. However, this
is an area where malicious intent by a third party can prey on a lack of awareness and
the misguided trust or false sense of security of personal and organisational data in
the personal profile of a user's OSN profile. The knowledge and trust of who has
access to and owns the data residing and shared from within a personal OSN profile
have become not only a controversial but a serious issue in recent years. This is
typified by Facebook's expecting to pay up $5 (US) billion in fines to the Federal Trade
Commission in the US for violating the privacy consent decree in 2011. This is one
example, as the infamous Cambridge Analytica data breach scandal exposed 50

million users' personal information (Isaak and Hanna, 2018; Isaac and Kang, 2019).
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5.6.2 Practitioner Implications

The research shows that a positive behavioural intent toward online privacy in security
goes a long way toward responsible OSN engagement. However, there are times
when the user’s misguided trust and a false sense of security in OSN platforms when
sharing confidential information can lead to unwanted data breaches and possible
severe reputational damage. The research shows that the higher levels of an
employee’s online privacy literacy and awareness may be crucial in averting privacy
and security breaches during OSN engagement. As a recommendation to the future
organisation, corporate initiatives to identify and consistently promote awareness
while skilling up on online privacy levels about OSN engagement may reduce the
unintended risk of having personal and organisational data compromised. Promoting
positive intent toward online security behaviour is key to high levels of online privacy

literacy competency

5.6.3 Policy Implications

Developing a governance framework that drives a strong company ethos and culture
to promote positive intent toward online security behaviour will promote the
responsible use of OSN platforms. The typical governance framework for OSN
engagement presented in section 5.4.2.5, page 303 can be used as a basis for future

frameworks.

There was a unanimous call from all interviewees for more organisational awareness
regarding training and education on the appropriate safe use of OSN platforms. They
emphatically suggested a module in the induction programme for new employees and
for continuing education programmes for existing employees. Reoccurring key themes

from an organisational perspective that need to be addressed are:

1. Revising and enforcing the ever-evolving do’s and don’ts of OSN engagement.
2. Promote organisational values and conduct.

3. Understand that freedom of expression as a right comes with responsibilities.
4. The notion of “What happens in Vegas stays in Vegas” no longer applies in

today’s world of OSNSs.

From an organisational awareness perspective instilling company values through

leadership and training, it is believed, will go a long way in promoting responsible OSN
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engagement. It is imperative, however, for the employee to be fully aware of the
consequence of not abiding by the organisation’s OSN engagement values, culture,

governance, policies and procedures.

5.7 FUTURE RESEARCH

Developing online self-awareness as a construct by combining the used scales, online
self-efficacy and self-esteem for measuring responsible OSN engagement require

further research and validation.

The Online Self-Efficacy (OSES) adapted based on the Scales for the General Self-
Efficacy Scale (GSE) (Schwarzer and Jerusalem, 2013) and the unpublished
Cybersecurity Engagement and Self-Efficacy Scale (CESES) (Amo, L., Zhuo, Wilde,
Murray, Cleary, Upadhyaya, 2016). OSES as a scale showed a Cronbach a =.870 for
reliability and consistency with an inter-item correlation mean of .405. However, this
scale needs to be further validated and can be used to test the self-efficacy of online
security regarding data privacy protection and against any unknown malware or a

Virus.

The online privacy literacy construct used in this research was adapted for the South
African POPI act and adjusted for the evolving data privacy technologies from the
online privacy literacy scale (OPLIS) (Trepte et al., 2015). However, the researcher
believes there is scope for further validation and improvement of the South African

version of the scale.

A further recommendation is to explore the relationship between online privacy
awareness and online behaviour regarding security intent, habits and addiction. In the
engagement of OSNs, habits and addiction influence attitudes and behaviour toward

online security.

In determining the ethical climate of an organisation, Victor and Cullen’s ECQ (Victor
and Cullen, 1988) remains a landmark instrument. With the advent of OSN platforms,
both an individual’'s and an organisation’s rights to privacy are of paramount ethical
importance. To this end, the researcher introduced three additional questions to the
26-item ECQ. From a research perspective, the ethical awareness of data privacy

needs to be further validated and explored.
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To explore the findings in both the qualitative and quantitative study of behavioural
intention awareness in responsible OSN engagement to the Fishbein-Ajzen
behavioural intentions model and the theory of planned behaviour (Fishbein and
Ajzen, 1975; Christian et al., 2019).

Influencing factors in the responsible engagement of OSNs such as, ease of use,
accessibility to OSN platforms, the perceived need to engage and the attitude toward

the use of OSNs, should be considered when conducting future research.

The effect the dynamic rapidly evolving landscape of OSNs toward responsible

engagement is suggested for future research.

Further recommendations for future research is to consider using a similar research

approach in industries outside of the financial and health services sectors.

The governance framework proposed in this research could be evaluated using a case
study within a few organisations. Furthermore, comparisons of the effectiveness of the

framework in different industries may be considered.

The use of OSNs in organisations is an evolving and constantly changing process.
This prompts research on the effect the covid-19 pandemic may have on the use and
behaviour engaging with OSN platforms.

5.8 LIMITATIONS OF THIS RESEARCH

This research is subject to the following key limitations.

5.8.1 Influencing Factors

In order to investigate the behaviour of OSNs platform usage and its impact, not all
factors were included in the study. In a broader context, there may be other
antecedents and impact factors such as ease of use, accessibility, perceived need to
engage and attitude toward use. Therefore, the inclusion of only the factors in the

considered in the study may be a limitation.

5.8.2 The Selection of OSN platforms

The concentration on only the top social media and OSN platforms can also be

considered a limitation, although the results from web statistics and the literature
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review show that the top 10 platforms are the most relevant to a behaviour analysis in

OSN platform engagement.

5.8.3 The Rapidly Evolving Landscape of OSN platforms

The dynamic of OSNs are rapidly and consistently evolving and changing. OSN
platforms are acquired and relaunched with new functionality. This study is concerned
in responsible engagement on OSNs regardless of the OSN platform however the
evolving dynamic of the OSN platform industry may be a limitation to the data gathered

at the time this study was conducted.

5.8.4 Sample Bias

Although sufficient data regarding respondents for meaningful analysis was collected,
the researcher is cognizant that the data may not have some bias for the following

reason.

The study delves into the stealth invasion of personal data privacy through a lack of
online privacy literacy and the behaviour whilst engaging OSNs. Asking potential
survey respondents to answer questions related to the competency of their online
privacy literacy and behaviour engaging with OSNs may leave them with the suspicion
that their organisation may be spying on them even though all attempts were made to
assure them that their responses remain anonymous. This possible suspicion or
distrust is directly related to the recent exposure of some of the major organisation's
OSNs that have given the registered user an impression of a false sense of comfort
that their personal data are secured through default privacy settings in the terms and

conditions when registering with the OSN.

5.8.5 Self-report method Social Desirability Bias

Additionally, in the quantitative study using the self-report method through the online
survey may limit the validity of the data because of social desirability bias. This may
be particularly relevant on self-report for accuracy in time and effort reading security
policies and procedures for various services. Time and effort spent reading these
policies may be inflated by the social desirability to indicate higher security and

governance vigilance.
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5.8.6 Limited Participation from Industry

There has been recent activity and hype of the wave of online data leaks and security
breaches in an attempt to bring large organisations into disrepute, initiated by
organisations such as WikiLeaks. In addition, local incidents of the politically incorrect
faux pas threatening reputational damage to associated organisations from OSN posts
have cautioned many organisations against any external online activity. This was
apparent when having gone through a rigorous process to obtain ethical clearance for
research participation from a large financial organisation which was endorsed by the
Chief Operating Officer of the organisation. However, it was immediately vetoed by

the human resources department, deemed “too dangerous.”

The convenience sample represents participants for the qualitative and quantitative
study recruited only from the selected organizations willing to participate in the study.

The representativeness of the sample is limited.

5.8.7 Limitation of Industry Sectors Selected

The study restricted the selection of organisations from sectors that adhere to the
benchmark of professional standards and norms concerning business transparency,
privacy and confidentiality. The study is not concerned with the disparate business
functions of these sectors and it is believed that the stringent benchmark in privacy

and confidentiality can carry through to other sectors.
5.8.8 Qualitative Research
5.8.8.1 Access Bias

The qualitative research was extensive 29 interviews comprising 25 hours of used
recordings. Although it was felt that the research topic was well-saturated, it must be
noted that the researcher had limited influence on the selection of demographic
representation and was restricted to senior management willing to afford the time for

an interview.

As senior management in the financial services and healthcare industry, 22 of the 29
interviewees fell into the X-Generation category, 4 were Millennials, and 3 were Baby
Boomers. From a gender perspective, 9 out of the 29 interviewees were female, and

14 out of the 29 were classified as white males. Although the sample is representative
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of the current senior management from the two industries researched, the researcher
would have liked to have had access to a slightly more balanced representation

regarding generation, gender and race.
5.8.8.2 Time Constraints

After an exhaustive analysis of the interviews, the researcher would have liked to have
had the time to do some follow-up interviews. However, this and the extensive
guantitative research would have extended the study beyond its scope regarding time.
In addition, a request for a second interview with most interviewees would likely be

unsuccessful.
5.8.8.3 Geographical sample representation

From a budget perspective regarding cost and time, the qualitative sample was
restricted to the Gauteng and KwaZulu-Natal regions of South Africa. The Free Sate,
North, Eastern and Western Cape provinces were not considered, thus possibly

limiting general South African representation.

5.9 DELIMITATIONS AND ASSUMPTIONS OF THIS RESEARCH

The delimitations and assumptions related to this study are discussed in the following

sections.
The following are the study’s delimitations concerning the theory context, constructs

1. The evolving nature of the subject matter, namely, the responsible usage of
OSNs and business transparency, is in a state of rapid technological and
social evolution. Therefore, the literature review is limited to current
information within the last three years from data collection of the qualitative
and quantitative findings. The literature from related topics like the effect of
social capital from OSN usage, behavioural science, and the health effects of
OSN usage was only reviewed and discussed in passing.

2. All participation in the quantitative research was voluntary and may have been
subject the distribution at the discretion of the management of the
organisation.

3. Various statistical methods and techniques can be considered to develop and
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derive underlying factors or components within the constructs proposed. For
example, the researcher used Principal Component Analysis and Varimax
extraction.
Very little was found for a standard measurement for responsible OSN usage.
Data was gathered using an online questionnaire to determine constructs as
a measure of responsible OSN usage. However, the researcher
acknowledges that other questions or methods may not be considered a
measure of responsible OSN usage.

6. Whilst data gathered on the moderating factors, industry, gender, generation
and qualification were explored in the literature review, they did the part of
primary focus in evaluating the study's proposed objectives. They were thus

not fully statistically gauged as moderators.

5.9.1 Assumptions

Assumptions of the research study are:

* The frequency usage of OSN engagement can measure responsible OSN
engagement.

» Participants in the online survey engage in the use of OSNs.
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APPENDIX — QUANTITATIVE INSTRUMENT

. Demographics

2. OSN Usage

. Online Privacy Literacy Scale (OPLIS) & Security behaviour
Intentions Scale (SeBIS)

. Online Social Network Addiction Bergen Social Media Addiction
Scale (BSMAYS)

. Online Privacy Self Efficacy

6. Rosenberg Self-Esteem Scale
7. Ethical Climate Questionnaire (ECQ)
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Online Social Networks Usage and
Business Transparency

*Required

This is an academic research survey that should take no more that 10 to 15 minutes to complete
to determine the effect of business transparency through the use of Online Social Networks (Social
Media Apps) by all employees of this organisation.

Should you require more information regarding the research and the survey please click on the
following link and open the corresponding PDF document. https://goo.gl/WcwXDY

This survey does not have links to any personal identifying information such as your name,
identification number, employment identification, date of birth, email address or cell phone number.

Your participation is therefore anonymous.

This means that the survey must be completed and submitted once you have commenced. If you
do not submit your survey selections after exiting the survey your selections will be lost and you
will have to start from scratch as to maintain anonymity we cannot identify and link you to your
non-submitted survey.

Your participation is voluntary and you are free to withdraw at any time and not submit your
responses.

The results of the study will be used for academic purposes. We will provide you with a summary
of our findings on request.

The questionnaire has been kept as brief as possible and should not take more than 10-15 minutes
of your time.

| have read and understand the conditions and understand my rights
concerning participating in the research and | am willing to participate
in the survey. *

O | Agree to participate in this survey
O 1do NOT Agree to participate in this survey

NEXT
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Business Transparency

*Required

1. Gender *

O Female
O Male

2. Year of Birth *

From 1953 to 1956
From 1957 to 1960
From 1961 to 1964
From 1965 to 1968
From 1969 to 1972
From 1973 to 1976
From 1977 to 1980
From 1981 to 1984
From 1985 to 1988
From 1989 to 1992
From 1993 to 1996
From 1997 to 2000

ONONONONONONORNONONONOXO)

3. Highest Qualification*

O Matric

O Certificate

O Diploma

O Graduate

O Post Graduate

BACK NEXT
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Online Social Networks Usage and

Business Transparency
Social Media Usage (1 Queston)

This question is about your average engagement with the most popular social media apps. If you
have never come across an app mentioned select the "never" option or leave it blank.

How often do you engage with the following Online Social

Networking sites?

Hourly Daily = Weekly

Facebook O O
YouTube O O
Facebook Messenger O O
LinkedIn O O
Hourly Daily
WhatsApp O O
Instagram O O
Google + O O
Tumblr O O
Hourly Daily
Pinterest O O
Viber O O
WeChat O O
Twitter O O
Hourly Daily
Snap Chat O O
Skype O O
Email O O
Tinder O O
BACK
Page 5 of 13

©)
©)
©)
©)

Weekly
@)
@)
O
O

Weekly
@)
@)
@)
@)

Weekly

O0O0O0

Monthly Never

O @)
@) @)
@) @)
@) @)
Monthly Never
@) @)
@) @)
@) @)
@) @)
Monthly Never
O O
o O
o O
o O
Monthly Never
o O
o O
o O
O O
NEXT
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Online Social Networks Usage and
Business Transparency

1. Data collected through your user profile by Social Media Apps
like Facebook ...

is deleted after five years

O True
O False
O Not Sure

IS passed on to other organisations

O True
O False
O Not Sure

Is protected using the default privacy settings

O True
O False
O Not Sure

includes data on your non connected friends

O True
O False
O Not Sure

2. What is the key function of the following browser functions?
Select the most appropriate option.
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Stores URLSs of visited websites

O Cache

O Cookie

O Browsing History
O Not Sure

Creates a text file that recognises a user when revisiting

O Cache

O Cookie

O Browsing History
O Not Sure

Accelerates surfing

O Cache

O Cookie

O Browsing History
O Not Sure

3. What is the key purpose of the following applications? Select the
most appropriate option.

Hides your IP address with a temporary one

O Firewall
O VPN

O Trojan
O Not Sure

A virus disguised as an application

O Firewall
O VPN

O Trojan
O Not Sure
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Protects the computer from web attacks

O Firewall
O VPN

O Trojan
O Not Sure

Creates an encrypted connection over the Internet
O Firewall
O VPN

O Trojan
O Not Sure

4. When Surfing the Internet | can protect myself by ...
always using the same search engine
O True

O False
O Not Sure

using a reputable VPN (Virtual Private Network)
O True

O False
O Not Sure

deleting information like cookies/cache/browser history

O True
O False
O Not Sure

never surfing in private browsing mode

O True
O False
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O Not Sure
never using false names / pseudonyms

O True
O False
O Not Sure

5. When using passwords they should be...

the same for all my accounts

O True
O False
O Not Sure

kept the same so | don't forget it

O True
O False
O Not Sure

created using a phrase instead of a word

O True
O False
O Not Sure

created using letters, numbers & symbols not just letters

O True
O False
O Not Sure

6. The PoPI Act

Protects you from the unauthorised commercial use of your private
data

O True
O False

358



O Not Sure

Is aligned to the European Union General Data Protection
Regulation (GDPR)

O True
O False
O Not Sure

Allows social media companies to pass on data they collect about
you without your permission

O True
O False
O Not Sure

Protects you from private data collection even if it is required by law

O True
O False
O Not Sure

BACK NEXT
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Online Social Networks Usage and
Business Transparency

This section is a check on your current online habits. Please answer as honestly as possible. All
data collected is completely anonymous intended to reveal our behaviour as an online community
of users and not as individuals.

1. My Passwords

| change, even if | don't have to.

O Never

O Rarely

O Sometimes
O Often

O Always

Are different for different accounts.

O Never

O Rarely

O Sometimes
O Often

O Always

Is longer than 6 characters

O Never

O Rarely

O Sometimes
O Often

O Always
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Have special characters even if not required.

O Never

O Rarely

O Sometimes
O Often

O Always

2. My Device / Computer

Is set to automatically lock when left for a while.

O Never

O Rarely

O Sometimes
O Often

O Always

Is unlocked with a password/passcode.

O Never

O Rarely

O Sometimes
O Often

O Always

I manually lock when | step away from it.

O Never

O Rarely

O Sometimes
O Often

O Always
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Requires a PIN or passcode to be unlocked

O Never

O Rarely

O Sometimes
O Often

O Always

3. I will look at the URL of a website...

before | open a link someone has sent

O Never

O Rarely

O Sometimes
O Often

O Always

even if I'm familiar with website’s look & feel

O Never

O Rarely

O Sometimes
O Often

O Always

to check for https: or lock icon to submit data

O Never

O Rarely

O Sometimes
O Often

O Always

by using a mouse over on links

O Never

O Rarely

O Sometimes
O Often

O Always

362



if | suspect a security problem

O Never

O Rarely

O Sometimes
O Often

O Always

4. When it comes to software updates |...
install the new update as soon as I'm notified

O Never

O Rarely

O Sometimes
O Often

O Always

make sure programs are up-to-date

O Never

O Rarely

O Sometimes
O Often

O Always

make sure my anti-virus updates itself

O Never

O Rarely

O Sometimes
O Often

O Always

consider what is best for the protection of this organisation

O Never

O Rarely

O Sometimes
O Often

O Always
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5. Regarding Social Network Apps Privacy Policies I...

agree to without reading them

O Never

O Rarely

O Sometimes
O Often

O Always

read thoroughly

O Never

O Rarely

O Sometimes
O Often

O Always

review if I'm notified of an update

O Never

O Rarely

O Sometimes
O Often

O Always

consider what is best for the protection of this organisation

O Never

O Rarely

O Sometimes
O Often

O Always
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6. Regarding Social Network Apps Privacy Settings |I...
accept the default settings

O Never

O Rarely

O Sometimes
O Often

O Always

don’t care about them

O Never

O Rarely

O Sometimes
O Often

O Always

go with the flow like most people do

O Never

O Rarely

O Sometimes
O Often

O Always

consider what is best for the protection of this organisation

O Never

O Rarely

O Sometimes
O Often

O Always
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Online Social Networks Usage and

Business Transparency
Online Social Network Habits (6 Questions)

Please rate the next 6 Questions in terms time spent on
typical habits when engaging on Online Social Networks

1. | text while | drive

Never

Up to 20% of the time
Up to 40% of the time
Up to 50% of the time
Up to 60% of the time
Up to 80% of the time
Up to 100% of the time

ONONONONONONO)

2. | text when | have been drinking

Never

Up to 20% of the time
Up to 40% of the time
Up to 50% of the time
Up to 60% of the time
Up to 80% of the time
Up to 100% of the time

O0OO0OO000O0

3. | check to see that | am sending to the correct recipient

Never

Up to 20% of the time
Up to 40% of the time
Up to 50% of the time
Up to 60% of the time
Up to 80% of the time
Up to 100% of the time

(ONONONONONONO)
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4. | message risqué images and videos

Never

Up to 20% of the time
Up to 40% of the time
Up to 50% of the time
Up to 60% of the time
Up to 80% of the time
Up to 100% of the time

ONONONONONON®

5. | think of the consequences of my message before sending it

Never

Up to 20% of the time
Up to 40% of the time
Up to 50% of the time
Up to 60% of the time
Up to 80% of the time
Up to 100% of the time

O0OO0O000O0

6. | text whilst still angry

Never

Up to 20% of the time
Up to 40% of the time
Up to 50% of the time
Up to 60% of the time
Up to 80% of the time
Up to 100% of the time

O0OO0000O0
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Online Social Networks Usage and

Business Transparency
Online Social Network Addiction (6 Questions)

Please rate the next 6 Questions regarding the time you spend engaging on Online Social
Networks

1. You spend a lot of time thinking about social media or planning
how to use it.

4.

O Very Rarely
O Rarely
O Sometimes
O Often
O Very Often

. You feel an urge to use social media more and more?

O Very Rarely
O Rarely
O Sometimes
O Often
O Very Often

. You use social media to forget about personal problems.

O Very Rarely
O Rarely
O Sometimes
O Often
O Very Often

You have tried to cut down on the use of social media without

Success.

O Very Rarely
O Rarely
O Sometimes
O Often
O Very Often
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5. You become restless or troubled if you are prohibited from using
social media.

O Very Rarely
O Rarely
O Sometimes
O Often
O Very Often

7. You use social media so much that it has had a negative impact
on your job/studies.

O Very Rarely
O Rarely
O Sometimes
O Often
O Very Often
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Online Social Networks Usage and

Business Transparency

1. I am able to protect myself from cyber threats.

O Strongly Disagree

O Disagree

O Neither Agree or Disagree
O Agree

O Strongly Agree

2. If my online privacy is compromised | will be able to find a way to

counter it within my legal privacy rights.

O Strongly Disagree

O Disagree

O Neither Agree or Disagree
O Agree

O Strongly Agree

3. I know and maintain my Online Privacy rights.

O Strongly Disagree

O Disagree

O Neither Agree or Disagree
O Agree

O Strongly Agree

4. 1 know how to protect my private data from being tracked by

outside sources.

O Strongly Disagree

O Disagree

O Neither Agree or Disagree
O Agree

O Strongly Agree
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5. I do not believe anyone could crack my online passwords.

O Strongly Disagree

O Disagree

O Neither Agree or Disagree
O Agree

O Strongly Agree

6. If my online activity is compromised by unknown malware or a virus
| will be able to find a solution.

O Strongly Disagree

O Disagree

O Neither Agree or Disagree
O Agree

O Strongly Agree

7. | am confident that my personal information will not be misused
by Online Social Networking companies.

O Strongly Disagree

O Disagree

O Neither Agree or Disagree
O Agree

O Strongly Agree

8. If my online activity is under threat by a virus or is being
maliciously traced, | know how to stop it and remove the threat.

O Strongly Disagree

O Disagree

O Neither Agree or Disagree
O Agree

O Strongly Agree
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9. If my online activity has been compromised by malware or a
virus | will be able to stop the attack and prevent further invasion.

O Strongly Disagree

O Disagree

O Neither Agree or Disagree
O Agree

O Strongly Agree

10. Knowing how and protecting this organisation's private and
client data from being tracked by outside sources is of prime
importance for me.

O Strongly Disagree

O Disagree

O Neither Agree or Disagree
O Agree

O Strongly Agree
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Online Social Networks Usage and
Business Transparency

1. On the whole, | am satisfied with myself.

O Strongly Disagree

O Disagree

O Neither Agree or Disagree
O Agree

O Strongly Agree

2. At times | think | am no good at all.

O Strongly Disagree

O Disagree

O Neither Agree or Disagree
O Agree

O Strongly Agree

3. | feel that | have a number of good qualities.

O Strongly Disagree

O Disagree

O Neither Agree or Disagree
O Agree

O Strongly Agree

4. 1 am able to do things and most other people.

O Strongly Disagree

O Disagree

O Neither Agree or Disagree
O Agree

O Strongly Agree
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5. I feel I do not have much to be proud of.

O Strongly Disagree

O Disagree

O Neither Agree or Disagree
O Agree

O Strongly Agree

6. | certainly feel useless at times.

O Strongly Disagree

O Disagree

O Neither Agree or Disagree
O Agree

O Strongly Agree

7. | feel that I'm a person of worth, at least on an equal plane with
others.

O Strongly Disagree

O Disagree

O Neither Agree or Disagree
O Agree

O Strongly Agree

8. 1 wish | could have more respect for myself.

O Strongly Disagree

O Disagree

O Neither Agree or Disagree
O Agree

O Strongly Agree

9. All'in all, I am inclined to feel that | am a failure

O Strongly Disagree

O Disagree

O Neither Agree or Disagree
O Agree

O Strongly Agree
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10. | take a positive attitude toward myself.

O Strongly Disagree

O Disagree

O Neither Agree or Disagree
O Agree

O Strongly Agree
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Online Social Networks Usage and

Business Transparency
Ethical Climate Type (29 Questions)

We would like to ask you some questions about the general climate in your organisation. Please
answer the following regarding how it is in reality in your organisation, or how you would prefer it
to be. Please be as candid as possible, remember, all your responses will remain strictly
anonymous.

1. What is best for everyone in the organisation is the major
consideration here.

O Strongly Disagree

O Mostly Disagree

O Somewhat Disagree

O Neither Agree or Disagree
O Somewhat Agree

O Mostly Agree

O Strongly Agree

10. The most important concern is the good of all the people in the
organisation as a whole.

O Strongly Disagree

O Mostly Disagree

O Somewhat Disagree

O Neither Agree or Disagree
O Somewhat Agree

O Mostly Agree

O Strongly Agree
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11. Our major concern is always what is best for the other person.

Strongly Disagree

Mostly Disagree
Somewhat Disagree
Neither Agree or Disagree
Somewhat Agree

Mostly Agree

Strongly Agree

ONONONONONON®

12. In this organisation, people look out for each other's good.

Strongly Disagree

Mostly Disagree
Somewhat Disagree
Neither Agree or Disagree
Somewhat Agree

Mostly Agree

Strongly Agree

ONONONONONONO)

13. In this organisation, it is expected that you will always do what
is right for the customer and public.

Strongly Disagree

Mostly Disagree
Somewhat Disagree
Neither Agree or Disagree
Somewhat Agree

Mostly Agree

Strongly Agree

(ONONONONONONO)
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14. The most efficient way is always the right way in this
organisation.

O0OO0OO000O0

15.
efficiently.

(ONONONONONONO)

16.
standards over and above other considerations.

O0OO0OO000O0

Strongly Disagree

Mostly Disagree
Somewhat Disagree
Neither Agree or Disagree
Somewhat Agree

Mostly Agree

Strongly Agree

In this organisation, each person is expected above all to work

Strongly Disagree

Mostly Disagree
Somewhat Disagree
Neither Agree or Disagree
Somewhat Agree

Mostly Agree

Strongly Agree

People are expected to comply with the law and professional

Strongly Disagree

Mostly Disagree
Somewhat Disagree
Neither Agree or Disagree
Somewhat Agree

Mostly Agree

Strongly Agree
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17.

18.

19.

In this organisation, the law or ethical code of their profession
is the major consideration.

Strongly Disagree

Mostly Disagree
Somewhat Disagree
Neither Agree or Disagree
Somewhat Agree

Mostly Agree

Strongly Agree

O0OO0OO000O0

In this organisation, people are expected to strictly follow legal
professional standards.

o
=

Strongly Disagree

Mostly Disagree
Somewhat Disagree
Neither Agree or Disagree
Somewhat Agree

Mostly Agree

Strongly Agree

(ONONONONONONO)

In this organisation, the first consideration is whether a
decision violates any law.

Strongly Disagree

Mostly Disagree
Somewhat Disagree
Neither Agree or Disagree
Somewhat Agree

Mostly Agree

Strongly Agree

O0OO0OO000O0
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20. Itis very important to follow the organisation's rules and
procedures here.

Strongly Disagree

Mostly Disagree
Somewhat Disagree
Neither Agree or Disagree
Somewhat Agree

Mostly Agree

Strongly Agree

O0OO0OO000O0

21. Everyone is expected to stick by organisation rules and
procedures.

Strongly Disagree

Mostly Disagree
Somewhat Disagree
Neither Agree or Disagree
Somewhat Agree

Mostly Agree

Strongly Agree

(ONONONONONONO)

22. Successful people in this organisation go by the book.

Strongly Disagree

Mostly Disagree
Somewhat Disagree
Neither Agree or Disagree
Somewhat Agree

Mostly Agree

Strongly Agree

ONONONONONONG
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23. People in this organisation strictly obey the organisation
policies.

Strongly Disagree

Mostly Disagree
Somewhat Disagree
Neither Agree or Disagree
Somewhat Agree

Mostly Agree

Strongly Agree

O0OO0OO000O0

24. In this organisation, people protect their own interests above
all else.

Strongly Disagree

Mostly Disagree
Somewhat Disagree
Neither Agree or Disagree
Somewhat Agree

Mostly Agree

Strongly Agree

(ONONONONONONO)

25. In this organisation, people are mostly out for themselves.

Strongly Disagree

Mostly Disagree
Somewhat Disagree
Neither Agree or Disagree
Somewhat Agree

Mostly Agree

Strongly Agree

ONONONONONONG
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26. There is no room for one's own personal morals or ethics in
this organisation.

O Strongly Disagree

O Mostly Disagree

O Somewhat Disagree

O Neither Agree or Disagree
O Somewhat Agree

O Mostly Agree

O Strongly Agree

27. People are expected to do anything to further the
organisation's interests, regardless of the consequences.

— "

ONONONONONONO)

(ONONONONONONO)

Strongly Disagree

Mostly Disagree
Somewhat Disagree
Neither Agree or Disagree
Somewhat Agree

Mostly Agree

Strongly Agree

People here are concerned with the organisation's interests —

o the exclusion of all else.

Strongly Disagree

Mostly Disagree
Somewhat Disagree
Neither Agree or Disagree
Somewhat Agree

Mostly Agree

Strongly Agree
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29. Work is considered substandard only when it hurts the
organisation's interests.

Strongly Disagree

Mostly Disagree
Somewhat Disagree
Neither Agree or Disagree
Somewhat Agree

Mostly Agree

Strongly Agree

O0OO0OO000O0

30. The major responsibility of people in this organisation is to
control costs.

Strongly Disagree

Mostly Disagree
Somewhat Disagree
Neither Agree or Disagree
Somewhat Agree

Mostly Agree

Strongly Agree

(ONONONONONONO)

31. Inthis organisation, people are expected to follow their own
personal and moral beliefs.

Strongly Disagree

Mostly Disagree
Somewhat Disagree
Neither Agree or Disagree
Somewhat Agree

Mostly Agree

Strongly Agree

O0OO0OO000O0
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32. Each person in this organisation decides for themselves what
is right and wrong.

Strongly Disagree

Mostly Disagree
Somewhat Disagree
Neither Agree or Disagree
Somewhat Agree

Mostly Agree

Strongly Agree

O0OO0OO000O0

33. The most important concern in this organisation is each
person's own sense of right and wrong.

Strongly Disagree

Mostly Disagree
Somewhat Disagree
Neither Agree or Disagree
Somewhat Agree

Mostly Agree

Strongly Agree

(ONONONONONONO)

34. In this organisation, people are guided by their own personal
ethics.

Strongly Disagree

Mostly Disagree
Somewhat Disagree
Neither Agree or Disagree
Somewhat Agree

Mostly Agree

Strongly Agree

O0OO0OO000O0
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35. In this organisation, everyone's right to freedom of speech is
respected.

O Strongly Disagree

O Mostly Disagree

O Somewhat Disagree

O Neither Agree or Disagree
O Somewhat Agree

O Mostly Agree

O Strongly Agree

28. In this organisation, colleagues respect each other's privacy and
do not broadcast other's personal information.

O Strongly Disagree

O Mostly Disagree

O Somewhat Disagree

O Neither Agree or Disagree
O Somewhat Agree

O Mostly Agree

O Strongly Agree

36. This organisation believes all private and personal information
gathered about others, is company property.

O Strongly Disagree

O Mostly Disagree

O Somewhat Disagree

O Neither Agree or Disagree
O Somewhat Agree

O Mostly Agree

O Strongly Agree
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