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Abstract— During Substation maintenance a bay is taken out 

of service, tested and during testing traffic is generated on the 
Substation Communication Network (SCN) in a power utility. A 
model of a Substation Communication Network that is using the 
International Electrotechnical Commission (IEC) 61850 protocol 
has been modeled in Optimized Network Engineering Tool 
(OPNET). IEC 61850 is a protocol that can be used in a power 
utility to provide interoperability between different vendors of 
Intelligent Electronic Devices (IED’s). Most of the IED’s sold by 
manufacturers for power utility networks support IEC 61850 
protocol. The model has three scenarios and they are normal 
operation of a Substation, maintenance in a Substation and 
Buszone operation at a Substation. In all the scenarios packet end 
to end delay of GOOSE, GSSE, SV and MMS messages are 
monitored. The throughput from the IED under maintenance and 
the throughput at the Substation RTU end is monitored in the 
Model. The design of the Substation Communication Network 
using IEC 61850 will assist when trying to predict the behavior of 
the network with regards to this specific protocol during 
maintenance and when there are faults in the communication 
network or IED’s. 
 

Keywords—IEC 61850, Intelligent Electronic Devices (IED’s), 
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I.  INTRODUCTION 
During maintenance at an Electrical Substation, fault currents 
are injected to the protection relays to ensure that the system is 
still functioning properly [1]. The maintenance test will 
generate alarms, control signals and therefore create traffic in 
the communication network [1]. One of the scenarios in this 
paper is to simulate maintenance traffic on an IEC 61850 
protocol based communication network and monitor whether 
the Generic Object Oriented System (GOOSE), Sample Values 
(SV), Generic Substation State Events (GSSE) and 
manufacturing message specification (MMS) messaging over 
the network meet the IEC 61850 standard transfer time 
requirements. A Busbar fault at an Electrical Substation affects 
a lot of equipment and can cause tripping on the busbar which 
will break the circuit as a protection mechanism [2]. The Busbar 
connects all the bays at an Electrical Substation [3], when there 
is a busbar fault all the bays and alarms trip at the same time. 
Indications are sent to the RTU, this creates a huge traffic within 
a short space of time, at the same time controls are sent to the  
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breakers to trip. The Buszone operation simulates the busbar 
trip and it will check if GOOSE, SV, GSSE and MMS messages 
meet the IEC 61850 standard transfer time for this operation. 
Normal operation of the Substation is also simulated in this 
paper and monitors the same IEC 61850 standard transfer time 
that was monitored for the maintenance and Buszone 
Operations. The protocol IEC 61850 was created to standardize 
communication for Substation devices so that all devices from 
different manufacturers could communicate using the same 
protocol in power utilities [4]. The IEC 61850 standard is a 
foundation of engineering networks for Substation Automation 
by having a set of standard formats [5]. The IEC 61850 is used 
to achieve interoperability of intelligent electronic devices in 
the communication method of power based networks [6]. The 
communication architecture of the IEC 61850 has more benefits 
from Ethernet communication technology, and it gives it more 
flexibility [4]. Substations use IEC 61850 for Substation 
automation, protection function and data acquisition, it is an 
Ethernet based protocol. Ethernet based communications can 
handle more data, are faster and more reliable as compared to 
hardware based communication protocols. Engineers came up 
with the solution of IEC 61850 protocol in order to solve the 
problem of interoperability of relays from different 
manufactures. The IEC 61850 protocol covers all the relay 
functions such as control, monitoring and protection. This 
protocol introduces a new way of communication at an 
Electrical Substation network. IEC 61850 standard has brought 
innovation to the engineering technique of Substation 
protection, integration of devices, control, monitoring and 
testing [7]. Models for Substation automation, protection and 
control systems are provided by the IEC 61850. The models 
provided by IEC 61850 are stored in an XML language format 
that enables the exchange of information with other devices and 
systems. The Substation Configuration Language (SCL) 
schema that permits any manufacturer configuration tool to 
interpret the IEC 61850 files made by a different manufacturer 
is defined in the standard [8]. GOOSE and SV messages can be 
used in IEC 61850 protocol over Ethernet [9]. Theoretically 
IEC 61850 can be mapped to any protocol as in [10]. The 
communication stack of the IEC 61850 is structured according 
to the Open Systems Interconnection (OSI) layers, consisting of 
MMS which lies on the application level, TCP/IP lies on the 
transport level and ethernet lies on the physical level. The object 
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oriented services lie on the application layer. Time-critical 
services lie on the physical layer. The time critical services are 
used by GOOSE and SV messages [4]. The substation 
automation system communication service uses the MMS 
messages defined in the IEC 61850 standard. MMS is a 
transmission protocol that can be implemented in Local Area 
Networks (LAN) and it is most commonly used in utility 
networks with large data needs, hardware devices and 
application layer software [6]. To eliminate the processing of 
the middle layers the GOOSE and SV communicate directly 
with the Ethernet layer. The connection oriented layer of the 
MMS can operate over ISO or TCP/IP, the GSSE operates over 
connectionless ISO service. The data is connected onto an 
Ethernet data frame using the data type “Ethertype” for the case 
of GOOSE, TIMESYNC, and SV messages. The data is 
connected using the data type “802.3” for GSSE and ISO 
messages [10] as can be seen in Fig. 1. The content carried by 
GOOSE messages has a maximum delay of 3 ms for data 
carried between IED’s [11]. Fig. 1 shows IEC 61850 protocol 
stack.  
 

 Fig. 1 IEC 61850 Protocol stack [10, 12] 
 
An IEC 61850 device consists of a physical device, which 
connects to a network and is defined by its network address. 
Within each physical device there are logical devices. There are 
logical nodes within a logical device. Logical nodes have 
elements of data. The IEC 61850 standard has determined a 
unique name within the element of data. These data names are 
operationally related to the power system function such as 
measure, description, status and control. The data elements 
inside the logical node relate to the specifications of the 
common data class as per the IEC 61850-7-3[10] standard.  
The paper in [13] applies the concept of Active distribution 
Networks (ADN) to low voltage networks. The study in [14] 
presents a mathematical model of communication in an Active 
Distribution System (ADS) Substation. There, seven types of 
IEC 61850 messages were used in the study. The analysis and 
performance evaluation of the ADS model was done in different 
scenarios. The conclusion was that priority tagging enhances 
the ADS Substation Communication Network (SCN). This is 
because it reduces the SV within the bay network and enhances 
the performance by reducing end to end delay [14]. In [15] the 
authors say that limiting the cycle within the bay reduces the 
data flow on a VLAN scheme and improves network 
performance. This study is done in OPNET to simulate a 

mathematical model for data flow. Simulations done in [16] 
show that networks with heavy traffic shall use IED’s and 
switches with priority tagging. Three-layer system 
communication architecture for smart microgrids has been 
modelled in OPNET and the results indicate that 
communication performance of the access layer network 
improves on a 2000m plain radius as shown in [17]. The star 
and ring configuration systems have been simulated and 
compared in OPNET environment and the star system 
performed better than the ring system [18]. The guide in [19] 
shows how to use OPNET to simulate and do computer network 
modelling. The paper is structured in the following way: 
Section II is the methodology used for simulation and 
modelling, Section III is the Results and Discussions in this 
section the results are analyzed and discussed and then finally 
Section IV comes up with a conclusion based on the analyses 
of the results. 

II.  METHODOLOGY 
A.  Substation Communication Network Model 

The Substation Communication Network Model in Fig. 2 
has 10 nodes that simulate protection IED relays, 10 Ethernet 
switches that simulate protection relay switches, two backbone 
switches that are redundant to each other, one gateway switch 
and one Substation Remote Terminal Unit (RTU). The cable 
linking the protection IED’s to the IED Switch is a 100BaseT 
cable. The cable linking the backbone switch, IED switch, 
gateway switch and the Substation RTU is a 1000BaseX cable. 
The Substation RTU is basically modelled by a server in 
OPNET. 

 

 Fig. 2 OPNET Substation Communication Network Model 
 
B.  Simulation Configuration 
The Application attributes are first defined in OPNET, this is 
where the protocol stack of the IEC 61850 is configured as can 
be seen in Fig. 3. All the message types (GOOSE, GSSE, MMS, 
Time Sync) to be used are configured here. 
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 Fig. 3 OPNET IEC61850 Protocol stack Configuration 
 
Fig. 4 shows OPNET Profile settings, this is where IEC 61850 
protocol timing settings are done.  
 

 Fig. 4 OPNET Profile settings 
 
Fig. 5 shows the settings for IED Traffic as well as the 
configuration for the packet size and the inter-arrival time. 
These settings are further expanded in Fig. 6 and Fig. 7 
respectively. 
 

 Fig. 5 IED Traffic characteristics Configuration 
 

Sample values are set to 15 frames/sec [20]. Controls/GOOSE 
packets are set to 204 bytes, indication/GSSE packets are set to 
144 bytes, Alarm/MMS packets are set to 144 bytes, time sync 
packets set to 219 bytes Analogues/SV packets are set to 219 
bytes [14, 21]. 
 

 Fig. 6 IED Packet size setting 
 

 Fig. 7 IED Frame interarrival setting 
 

III.  RESULTS AND DISCUSSIONS 
The results are based on three scenarios namely; normal 
operation of the Substation, maintenance of specific equipment 
and Buszone operation (Busbar protection). The packet delay 
analyses are the delay for the GOOSE, GSSE, MMS and SV 
messages. The throughput at the Transformer IED end and the 
throughput at the Substation RTU end are also analyzed. 
  
Fig. 8 shows the traffic received at the Substation RTU shown 
in Fig. 2 in the model. During normal operation of the IED’s 
there is a steady traffic received by the RTU from the 400 kV 
transformer. There is a slight increase in traffic received at the 
RTU during maintenance of the 400kV Transformer 11, this is 
caused by the alarm and control packets sent by the single 400 
kV Transformer 11 during testing and maintenance. During 
buszone operation there is a huge increase in traffic received at 
the RTU end, this is caused by the alarm and indication packets 
coming from all the IED devices on the busbar at the same time. 
The alarm and indication packets are sent to the Substation 
RTU. 
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 Fig. 8 IP Traffic Received packets/sec at RTU end 
 
Fig. 9 shows the traffic sent by 400kV Transformer 11 IED 
during different scenarios. At normal operation there is steady 
traffic sent. During Buszone (alarm and indication packets) and 
transformer maintenance (alarm and control packets) 
operations there is a huge increase in the traffic sent from the 
single 400 kV transformer unit because of the extra packets sent 
to the RTU. The maintenance operation sends slightly more 
traffic than Buszone operation from the single entity 400 kV 
transformer 11, this is because the maintenance operation 
consists of alarm and control packets for maintenance purposes, 
while the Buszone operation from the single 400 kV 
transformer 11 consists mainly of alarm and indicator packets. 
It is during feedback from the RTU that control signals are sent 
to the busbar breakers to trip during Buszone operation.  
 

 Fig. 9 IP Traffic Sent packets/sec 400kV Transformer 11 IED 
end 

Fig. 10 shows Ethernet delay at different levels of operation on 
the SCN. Time delay increased during Buszone operation 
because there is more activity (communication) from all the 
IED’s on the busbar as compared to the maintenance and 
normal operation. 
 

 Fig. 20 Ethernet delay/sec 
 
Fig. 11 shows received throughput in (bps) at the Substation 
RTU end and Fig. 12 shows the sent throughput in (bps) from 
the single 400kV Transformer 11 IED. There is a corresponding 
relationship in throughput data between the two figures and the 
two figures show a stable throughput which indicates the model 
is operating correctly and data packets are not being dropped. 
The received throughput at the RTU end exceeds the sent 
throughput from the 400 kV transformer IED. This is because 
the RTU receives data from all the devices on the network. 
 

 Fig. 31 Received throughput in (bps) at the Substation RTU 
end 
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 Fig. 42 Sent throughput in (bps) from the 400kV Transformer 
11 IED  

 
Studies done in [14] show that GOOSE messages  average 
delay is 65.2 . Studies done using C programming shows the 
end to end delay for GOOSE messages is 58  [22]. 
Simulations done on network simulator (ns) shows MMS delay 
as 0.925 ms [23]. Table I shows end to end delay studies done 
in this paper for the GOOSE, GSSE, MMS and SV messages in 
different operational scenarios in this paper. Maximum end to 
end delay for GOOSE messages meets the IEC 61850 standard 
in all the operational scenarios in this paper. The maximum end 
to end delay for GOOSE messages in this paper is 
approximately 0.12 ms. The maximum delay for GOOSE 
messages in the IEC 61850 standard is 1 ms as in [12, 24]. 
Maximum end to end delay for GSSE messages meets the IEC 
61850 standard in all the operational scenarios in this paper. 
The maximum end to end delay for GSSE messages in this 
paper is approximately 0.4 ms. The maximum delay for GSSE 
on the IEC 61850 standard is 10 ms [12, 24]. Maximum end to 
end delay for SV meets the IEC 61850 standard in all the 
operational scenarios in this paper. The maximum end to end 
delay for SV messages in this paper is approximately 0.145 ms. 
Maximum delay for SV in the IEC 61850 standard is 10 ms [12, 
24]. The maximum delay for MMS does not meet the IEC 
61850 standard in all the operational scenarios of this paper, for 
example it fails in type 2 message of the IEC 61850 standard. 
However, the MMS message in this paper meets the 
requirements for the type 5 message of the IEC 61850 standard. 
The maximum delay for event/alarms (type 5) messages in the 
IEC 61850 standard is 1000 ms or slightly more as in [12, 24]. 
 
 
 
 
 
 
 

Table I End to end delay 
 

Normal 
Operation  

Minimum 
packet  
delay 

Average 
packet  
delay 

Maximum 
packet  
delay 

GOOSE/Controls 52.04µs 53.90µs 112.71µs 
GSSE/Indications 420.21µs 428.02µs 438.34µs 
MMS/Alarms 111.33ms 157.64ms 1.019s 
SV/Analogues 142.08µs 142.66µs 145.81µs 
Maintenance Operation  
GOOSE/Controls 52.04µs 56.93µs 117.07µs 
GSSE/Indications 410.51µs 426.67µs 438.34µs 
MMS/Alarms 98.85ms 157.97ms 1.1836s 
SV/Analogues 136.03µs 142.23µs 145.81µs 
Buszone Operation  
GOOSE/Controls 52.05µs 66.54µs 128.68µs 
GSSE/Indications 311.54µs 332.45µs 348.98µs 
MMS/Alarms 123.83ms 151.60ms 462.8ms 
SV/Analogues 132.31µs 139.40µs 146.22µs 

 
IV.   CONCLUSION 

This paper shows the design of a Substation Communication 
Network (SCN) model and how IEC 61850 protocol is 
configured in OPNET over the SCN. OPNET is a tool that can 
be used to simulate real life computer network scenarios. 

In this model GOOSE, GSSE, MMS and SV messages are 
used in the IEC 61850 protocol to communicate within the 
SCN. The results of the simulation show that with an increase 
in traffic there is a corresponding increase in the end to end 
packet delay. The increase in end to end packet delay does not 
affect the IEC 61850 standard requirements of messaging and 
data transfer time when it comes to GOOSE, GSSE and SV 
messages. The model cannot be used for type 2 messages of the 
IEC 61850 standard, since it failed the message and transfer 
time requirements of type 2 MMS messages. In general, the 
MMS message is best used for large packets and in scenarios 
where timing and long delay will not affect the performance of 
the system. Since the throughput of the IEC61850 standard is 
in Mbps, it can be used in power utilities such as ESKOM in 
South Africa to carry large data packets for IED’s. The model 
can be used to predict network behavior when preparing to do 
maintenance and fault finding in a SCADA based Electrical 
Substation using the IEC 61850 protocol for communication. 
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