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1 Introduction 

Electronic documentation and the communication of these 
documents have become an integral part of our society. 
The, ease with which these documents can be generated, 
copied, changed and communicated forms the main reason 
for its success. Sadly, these same attributes also form its 
Achilles heel. Electronic documents are so easy to gener
ate, copy, change and communicate, that the authenticity 
of such documents is at stake. 

The written signature provides the n~essary authen
tication in the case of paper documents. Without an elec
tronic counterpart for the written signature, the electronic 
documentation and colillllunication system may collapse as 
fast$ it has grown. 

This article provides a survey .of message authentica
tion techniques which can be used to authenticate electronic 
infonnation. It focusses on the use of public key ciphers to 
implement an authentication scheme. 

2 Definition of Authentication 

Simmons [17] defines authentication in (what he calls) the 
simplest tenns as follows: . 

" ... authentication is nothing more or less than 
the detennination by the authorized receiver(s), 
and perhaps the arbiter(s), that a particular mes
sage was most probably sent by the authorized 
trru1smitter under the existing authentication pro
tocol and tJ1at it hasn't subsequently been altered 
or substituted for." 

Whereas error detection is aimed at preventing or detecting 
accidental chru1ges to messages, authentication is aimed at 
preventing or picking up deliberate tampering by a tJ1ird 
party. 

Nechtvatal [12] discriminates even further by saying 
that: 
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"Authenticity refers to validating the source of a 
message; that is, that it was transmitted by a prop
erly identified sender and is not a replay of a pre
viously trru1smitted message." 

and: 
"Integrity refers to assurance that a message was 
not modified accidentally1 or deliberately in tran
sit, by replacement, insertion, or deletion." 

For the purposes of this article, the term 'authenticity' 
eludes 'integrity'. 

The term 'digital signature' is used very often in 
field and can be defined according to ISO [11] as follm 

"The tenn digital signature is used to indicate a par
ticular authentication technique used to establish 
the origin of a message in order to settle disputes 
of what message (if any) was sent." 

3 Requirements for Authentication 

According to Nechvatal [12], the following four requ 
ments must be met by an authentication system: 

1. The recipient of a message should be able to ascen 
its origin. 

2. The recipient of a message should be able to verify 1 

it has not been modified in transit (integrity checki1 
3. The sender should not be able to deny later that hes 

a message (non-repudiation). 
4. The recipient of a message should be able to de1 

whether it is a replay of a previous transmission. 
The following (maybe obvious, but still important) requ 
ments can be added: 

• If a signature is used for authentication, it should 
be forgeable. Because of the nature of digital infon 
tion, this meru1s that unlike a 'nonnal' signature wh 
should remain constant from document to docum1 
the digital signature should be unique for every t 

document. 
• The authentication system should be practical: 

- Key management. 
If a conventional cryptosystem is used to im1 
ment an authentication sheme, keys must be m 

I As already mentioned, the author considers detecting accide 
changes to a message, to be error detection, although this does 
imply that integrity/authentkation techniques cannot be used to dt 
accidental errors. 
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aged and distributed via a secure channel (such as 
a courier). A public key cryptosystem (see Sec
tion 6.2) simplifies the management of keys. 

- Key size. 
In general, there is less overhead involved in han
dling short keys than there is in handling long ones. 

- Bandwidth. 
The term bandwidth refers here to the rate at which 
communication can take place. This is affected by 
the following factors, amongst others: 
* Data expansion. 

Adding a signature to a message increases the 
total size of the message. The signature can 
in certain schemes be longer than the original 
message .. 

* Execution Speed. 
The speed at which the algorithm can be ex
ecuted affects the speed at which data can be 
sent in a real-time transmission. 

* Key generation time. 
Depending on how often a new key must be 
generated, this can also add to the overall com
munication time, thus reducing the effective 
bru1dwidth. 

- Interoperability. 
Interoperability refers to the ability to communi
cate (in an authenticated way) with others. Stan
dards play a major role in this requirement. 

- Patent restrictions/license fees. 
Patent restrictions and the cost of license fees can 
severe) y restrict 'the practical use of an authentica
tion scheme. 

4 Application Areas for Authentication 

Providing secrecy has for a very long time been the main 
application area for cryptographic algorithms. However, 
during the past 15 years, new trends have emerged. Ac
cording to Nechvatal [12], authenticity 

" ... rivals and sometimes exceeds secrecy in im
portance." 

Whereas governments and armed forces were the main 
users of cryptographic services in the past, the current need 
for authentication involves many financial and business 
institutions. The rest of this section lists a number of ap
plication areas for authentication. This list is by no means 
complete and is merely intended to give the reader ru1 idea 
of lhe type of applications where authentication cru1 play a 
role. 

4.1 Public Key Certification 
One of the most important application areas for an authen
tication scheme is the certification of the public keys in 
a public key cryptosystem (see Section 6.2). The public 
keys, which are stored in an easily accessible place, can 
fonn an easy target for an attack. If an attacker can substi
tute a public key_ with one for which he knows the private 
key, he can decrypt all the messages sent, using this key. 
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To prevent this situation, all the public keys must be 
certified - an idea originally proposed by Kohnfelder [9]. 
The keys are certified by having a Certification Authority 
(CA) sign them. The key, together with the signature, is 
then referred to as the cenificate for that user. 

The 1988 version of the ccm X500 Directory Rec
ommendations [I] specifies how certificates can be stored. 
(See Section 7 .) 

4.2 Electronic Mail 
Authentication when communicating via electronic mail 
has recently become more and more important. The 1988 
versions of the X.400 series of recommendations support 
a variety of security services. These are largely based 
on the use of digital signatures and the use of public key 
cryptosystems. (See Section 7 .) 

4.3 Financial Institutions 
Signed documents form the backbone of the commercial 
institutions. Unsigned electronic transactions are of little 
use in resolving disputes. 

4.4 EDI 
Electronic Data Interchange (EDI) strives to remove paper 
work completely from the business, by creating a standard 
for communicating (and storing) electronic quotes, orders, 
receipts, etc. between businesses. 

Without authentication services, this in not possible. 

4.S Patents 
The dates on patent documents are so important that au
thentication services, combined with time stamps, can play 
a major role in detennining the validity thereof. 

4.6 Protecting Software against Viruses 
Authentication can provide protection against viruses. Most 
virus detection programs search for every known virus 
when scanning a disk or a file. The problem with this 
approach is that one can never be sure that a new virus 

· (not 'known' to the detection software) has not entered the 
system. 

Authentication techniques can be used to ensure that a 
file has not been 'tampered' with by a virus, thus ensuring 
the integrity of the program. 

S Classification of Authentication Schemes 

Simmons [17] proposed the following classification of au
thentication schemes: 

• Security 
- Computationally Secure 
- Provably Secure 
- Unconditionally Secure 

• Secrecy 
- Without Secrecy 
- With Secrecy 

• Arbitration 
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- With Arbitration (arbitrated signatures) 
- Without Arbitration (true signatures) 

It is important to note that although the complete classifica
tion is of general academic interest, the arbitrated vs true 
signature distinction forms the most important practical 
classification. 

The following sections describe these classes in more 
detail: 

5.1 Security 
The term 'security' refers to how well the authentication 
scheme will stand up against an attack. For classification 
purposes we are concerned with the source of the security, 
since this has a direct effect on the level of security which 
can be obtained, as well as how practical it is to implement. 

The three classes mentioned here can actually be re
duced to only two by grouping the computationally and 
provably secure schemes into one class. This can be done 
for practical purposes because of the subtle distinction be
tween the two schemes. 

' 5.1.1 Computationally Secure 
Simmons [17] provides the following description of a com
putationally secure system: 

"A scheme is said to be computationally secure if 
the security depends on a would-be cheater carry
ing out some computation that in principle is pos
sible, but in which all the known methods of attack 
require an infeasible amount of computation." 

The technique described ~y Meyer and Matyas [10] (which 
is only slightly different from the authentication scheme 
used in the U.S. Federal Reserve System (EFI)) is a good 
example of a computationally secure scheme. 

The RSA cryptoalgorithm is assumed to be computa-
tionally secure, because [15]: 

" ... the security of RSA is based on the assumption 
that it is much easier to find two large primes p and 
q than it is to recover them if only their product 
n = pq is known. This assumption is based on 
empirical evidence only; no theorem of this nature 
has been proved." 

5.1.2 Provably Secure 
Again, according to Simmons [17]: 

"An authentication scheme is said to be provably 
secure if it can be shown that breaking it implies 
that some other, presumed hard, problem, such as 
factoring suitably chosen large composite integers 
... could be solved with comparable effort." 

The digital signature scheme of Goldwasser, Micali ru1d 
Rivest [6] fonns a good exrunple. 

5.1.3 Unconditionally Secure 
Simmons defines unconditionally secure as follows: 
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"An authentication scheme is said to be uncondi
tionally secure if the security is independent of the 
computing power or time an opponent can bring 
to bear ... " 

and continues to say: 

"It is an important point and should be clearly 
stated that the price paid to achieve unconditional 
security (in all present known realizations) is to re
strict the ability to authenticate messages to insid
ers, that is, to parties possessing some information 
not known to all of the other participants. 

5.2 Secrecy 
Secrecy refers to whether the contents of the authenticated 
message can be obtained by an outsider or not. 

Authentication can be achieved with or without se
crecy. 

5.2.1 Without Secrecy 
In many applications, secrecy is not important. In these 
cases an authentication scheme in which an authenticator 
is added to the message, without enciphering the message 
itself, is adequate. In some authentication schemes, the 
message itself is enciphered as part of the authentication 
process. Authentication without secrecy is in this case not 
possible. 

In some applications, on the other hand, authentication 
may be essential, while secrecy may not be tolerated. It is 
thus important to choose the authentication technique care
fully, because the best choice may differ from application 
to application. 

5.2.2 With Secrecy 
As already mentioned, secrecy cru1 be a side-effect of the 
authentication process. However, not all authentication 
schemes have this side-effect. If secrecy is required in 
these cases, it must be added deliberately. 

5.3 Arbitration 
Simmons talks about arbitration as if arbitration refers to 
the ability of an independent arbiter to make a ruling con
cerning the authenticity of a message in case of a dispute 
between the trru1smittcr and the receiver. 

Mitchell, Piper ru1d Wild [11] and Nechvatal [12] also 
talk about authentication schemes with and without arbi
tration, but they refer more to the need of having an arbiter 
as part of the 'nonnal' operation of the scheme (as opposed 
to calling on him only in case of a dispute). 

Although it is a subtle difference, the author chooses 
to adopt Mitchell's approach. 

5.3.1 With Arbitration 
In an arbitrated authentication scheme, the recipient is un
able to verify tJ1e sender's signature. The arbitrator assures 
him of the authenticity of the signature. The arbitrator, who 
plays an active role in the operation of the scheme is thus 
trusted by botJ1 parties. 

5.3.2 Without Arbitration 
An authentication scheme without arbitration is also called 
a true signature. A true signature is sent directly to the 
receiver, who cru1 verify its authenticity. The arbiter only 

SACJ/SART, No 11, 1994 



Mitchell [11] lists a number of one-way functions (the 
detail of which will not be discussed here): 

1. Multiplication of two large primes. 
2. Exponentiation modulo n = pq. 
3. Exponentiation in a finite field. 
4. Squaring modulo n. 
5. The knapsack function. 

Hash Functions Because it may sometimes be very diffi
cult (if not impossible) to ascertain that the cipher in Equa
tion 3 decrypts to the correct result, a slightly more complex 
authentication scheme is generally used. 

As an example, if M is a random string, such as a certi
fied key, then it may be difficult to ascertain the authenticity 
ofMbymerelyexaminingE(D(M)). (M would probably 
still appear random after being tampered with.) In this case, 
the message (M) must be sent too (encrypted or as clear 
text). This will enable the receiver to compare the results 
and thus to determine if the message was indeed authentic. 
However, sending both M and D( M) effectively halves 
the communication bru1dwidth. 

'Instead of transfonning the complete message M into 
a signature, a function H ( M) is used to compute the sig
nature. H should be a function such that H(M) is shorter 
than M but still depends on the entire M. This means that 
H(M) should change if M changes (even if only in one 
bit). Hash functions does exactly this and is widely used to 
implement H. 

In effect, hash functions fonn a heuristic solution to 
the (contradictory) problem of signing ru1 entire message 
by a signature that is shorter thru1 message itself. 

H(M) is sometimes called a message digest. Nech
vatal [12] provides a good discussion of the application of 
hash functions in cryptosystems. 

6.2.2 Examples of Public Key Authentication Schemes 
Mru1y public key systems have been proposed. Nech
vaL:11 [12] has identified the following categories: 

• Systems that have been broken. 
Most of the proposed systems have been proven to 

be insecure. The knapsack cipher is one exrunple. 
• Systems that are considered secure. 
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- Systems that are of questionable practicality. 
Of the systems which have not yet been broken, 

many are impractical because of the large keys or 
large data expru1sion. 

- Systems that are practical. 
Only a small number of systems are regarded 

as both practical and secure. Even the so-called 
'practical' ones have very low bandwidth ru1d form 
the most practical solutions as hybrid systems in 
conjunction with conventional systems. 

* Systems suitable for key distribution only. 
The Diffie-Hellman exponential exchru1ge 

scheme is an exrunple. 

* Systems suitable for digital signatures only. 

* Systems suitable for key distribution and dig
ital signatures. 

The RSA public key scheme is the only 
well-known system to date that fits this de
scription. 

The rest of the section mentions (without being complete) 
a number of public key authentication schemes: 

RSA Probably the most well-known of all public key 
authentication schemes (and already a de facto standard 
in industry [8]), the RSA algorithm was developed and 
proposed by Rivest, Shrunir and Adleman in 1978 [14]. It 
uses the fact that finding large prime numbers is relatively 
easy, while factoring the product of two large primes, is 
still computationally infeasible. 

It should be emphasized [15] that there is no proof that 
factorization is intractable, or that factorization is needed 
for the cryptanalysis of RSA. However, there is lots of 
empirical evidence for both facts. 

The RSA scheme uses the following one-way function: 

(5) 

where 
11 =pq (6) 

with p and q suitably large (typically 100 decimal digit) 
primes and 

GCD(e, cp) = 1 

<p = ( (p - 1) ( q - 1)) 

(7) 

(8) 

Decryption can be done by using the following relationship: 

(9) 

where d functions as the inverse of e, which can be calcu
lated if p and q are known. 

The following tenninology is commonly used: 
n :Modulus. 
e : Encryption exponent. 
d : Decryption exponent. 

n and e: Collectively known as the encryption key. 
p, q, <.p and d: Collectively known as the secret trapdoor. 

· El Gamal's Signature Scheme The public key cryp
tosystem and digital signature scheme proposed by El 
Gamal [4] is based on discrete logarithms. It uses the diffi
culty of computing discrete logarithms over GF(p) where 
p is a large prime. 

According to Van Oorschot [19] the El Gamal cryp
tosystem (in GF(2n)) is less secure than RSA. This can be 
compensated for by using larger bitlengths for n, but for an 
extremely secure system (comparable to a 1024 bit RSA), 
the corresponding El Gamal bitlength becomes problem
atic. 

Mitchell [11] provides a discussion of the detail of this 
scheme. It is interesting to note that the DSS (Digital 
Signature Standard) in the US is based on a variant of El 
Grunal's signature scheme. 

Rabin Rabin's public key cryptosystem [13] can, if com
bined with a suitable hashing function be used in a digital 
signature scheme. 

Again, a discussion of this method can be found in [11]. 
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plays the role of referee, should a dispute arise. 

6 Authentication Schemes 

Most current authentication schemes consist of a crypto
graphic algorithm combined with a communication pro
tocol. The cryptographic algorithm enciphers parts of the 
message, transfonnations of the message, or even the com
plete message. The communication protocol, on the other 
band, describes the way in which information is exchanged 
during the authentication process. This may include chal
lenges, where the communicating parties challenge each 
other to perfonn a function such as correctly decrypting 
a sequence of characters. The protocol depends in many 
cases on the exact encryption algorithm used and will there
fore not be discussed separately. 

Two main approaches for encipherment have emerged: 

1. Conventional Ciphers, also known as one-key or sym
,metric systems use a single key for encryption and 
decryption. 

2. Public Key Ciphers, also called two-key or asymmet
ric systems, use two different keys for encryption and 
decryption. 

Since both these techniques are discussed in depth in the 
literature [16, 15], only a summary of the main features will 
be repeated here. 

In the rest of the discussion, the following notation will 
be used (The use of the riames Alice and Bob confonns to 
the tradition among cryptographers): 

M :Message. 
E : Encryption function. 
D : Decryption function. 
!(: Key. 
A : One of the communicating parties (Alice). 
B: One of the communicating parties (Bob). 

6.1 Conventional Ciphers 

The encryption and decryption functions in a conventional 
cryptosystem are parameterized by a single key I< in such 
a way that: 

(1) 

The key I< is shared by ru1d kept secret between the two 
communicating parties. DES (the US Data Encryption 
Standard) fonns the most notable example of a cryptosys
tem based on a conventional cipher. 

Conventional ciphers cru1 be used to implement au
thentication schemes. Diffie and Lamport [3] proposed a 
scheme using public and secret tables of infonnation. This 
scheme is briefly discussed by Mitchell [11] and will not 
be repeated here. It suffices to say that signatures obtained 
using the type of tables proposed by Diffie and Lamport 
form so-called 'one-time' signatures, since the tables cru1 
be used only once. The difficulties in mru1aging these tables 
restrict the practical applicability of this approach. 
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6.2 Public Key Ciphers 
A public key cryptosystem uses pairs of (different) keys 
for encryption and decryption. One of the keys is kept 
secret, while the other is made public. Since the distinction 
between encryption and decryption keys becomes fuzzy 
(an encryption key can sometimes be used to decrypt a 
cipher), we will talk about the public or secret key, instead 
of the encryption and decryption keys. In the same way we 
would not anymore talk about encryption and decryption, 
but rather about a trans/ ormation. In this notation, DA 
fonns Alice's private transformation (using her private key) 
and EA forms her public transformation (using her public 
key). 

In general, the public key should contain no informa
tion of the secret key. However, in a computationally secure 
(see Section 5.1.1) system, it is enough to say that it should 
be very difficult to produce the private key from the public 
one. 

Secrecy In a public key scheme, the following property: 

(2) 

enables the secret trru1smission of the message M from 
Bob to Alice. Bob obtains Alice's public transformation 
EA, encrypts the message M, using EA and sends it to 
her. Alice is the only person in possession of the secret 
transformation DA, and is ther~fore the only person who 
can decrypt the message M. 

Authenticity However, if Bob wants to send an authen
ticated message to Alice, the following property should 
hold: 

En(DB(M)) = M (3) 

Bob encrypts the message M with bis secret transformation 
D 8 before sending it to Alice. Alice decrypts the message 
with Bob's public trru1sfonnation E8 and since Bob is the 
only person who could have encrypted the message so that 
it decrypts correctly with his public transformation, Alice 
knows that M is ru1 authentic message from Bob. 

If both authentication ru1d secrecy is important, the 
following property cru1 be used by Bob to send an authen
ticated secret message to Alice: 

En(DA(EA(Dn(M)))) = M (4) 

6.2.1 Implementation of a Public Key Cipher 
Trapdoor one-way functions ru1d hash functions play an 
important role in the implementation of Equation 3. 

Trapdoor One-Way Functions For authentication pur
poses, trru1sfonnations E ru1d D have the requirement de
scribed in Equation 3 as well as th~ fact that D cannot be 
derived from E. The second requirement effectively states 
that E should be a so-called one-way function. This means 
that E should be easy to compute from the public key in
fonnation, but hard to invert unless D (which contains the 
trapdoor information) is known. The 'trapdoor' makes the 
problem of inverting E seem difficult, while at the same 
time Conning ru1 easy way of doing it (only for those to 
whom the trapdoor infonnation is known). 
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LUC The preliminary program of the IFIP/SEC'93 
(Toronto, Canada) symposium contains an entry by P Smith 
and M Lennon, called: "LUC: A New Public Key System". 
In a recent article [18], Smith makes the following claims: 

" ... LUC is a true alternative to RSA'' 
" ... LUC will be at least as efficient (as RSA)" 
" ... LUC is a stronger cipher than RSA'' 
" ... we have been able to achieve a signing/decryption 
speed on a modulus of 512 bits of over 200 bits 
per second (33-Mhz 80386, 0 wait states)." 

Since these results have just been released, it is difficult to 
comment on them. 

6.2.3 Advantages and Disadvantages of a Public Key Sys-
tem 

The main advantage of public key systems lies in the ease of 
key management it provides. It furthermore makes unarbi
trated authentication possible, and even when the services 
of a referee is needed to resolve a dispute, no private infor
mation is compromised. 

;Jbe main disadvantage of an authentication scheme 
based on public key ciphers is the low throughput it pro
vides. Ford [5] quotes the following throughput: 

• Current state of the art software implementation us
ing a Motorola 56000 Digital Signal Processing chip, 
achieved 15 kbit/sec for a 512 bit m.odulus. 

• The state of the art in custom hardware implementa-
tions achieved 226 kbit/sec for a 508 bit modulus RSA. 

The general solution to this problem is to use a so-called 
'hybrid' system. In such a system, the public key cipher is 
used for authentication and key exchange only, while the 
bulk of the message is encoded using a conventional cipher. 

7 Authentication Standards 

Interoperability is one of the requirements for an authen
tication system, mentioned earlier. National and interna
tional standards play a key role in ensuring interoperability. 

In this section, the Digital Signature Standard (DSS) 
proposed in the U.S. is discussed, followed by a short dis
cussion of the OSI standards. 

7.1 Digital Signature Standard (DSS) 
DSS (Digital Signature Standard) is a proposal for an au
thentication stm1dard currently being considered in Amer
ica. 

DSS is a variant of the El Grunal public key cipher 
in a field GF(p), with pa prime modulus 512 bits in size, 
but cruTying out the signature verification computations in 
a subfield GF(q), with q a prime divisor of (p - 1) ru1d 
2159 < q < 2160. 

The complete specification for the proposed DSS can 
he obtained from NIST (The US National Institute of Stan
dards and Technology). 

It is difficult to talk about cryptology standards without 
mentioning the controversy which surrounds DES (Data 
Encryption Sumdard accepted in the US in 1977). 
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Many computer scientists believed that a key of 56 bits 
was too small, making it too easy to attack by brute force. 
IBM's original proposal of 128 bits was reduced to 56 by 
the U.S. National Security Agency (NSA). The reason for 
this was never made public. The short key and secret 
design principles made many critics believe that the U.S. 
government would feel at ease only with a cipher which 
is just strong enough to keep everyone except itself from 
breaking it. 

At the moment it seems as if a similar situation is 
developing around the Digital Signature Standard (DSS) 
currently being approved in the US. 

The following abstract is from an article which ap-
peared in the Communications of the ACM in July 1992 [8]: 

"The National Institute of Standards and Technol
ogy (Nisn introduced a digital signature stan
dard (DSS) called the Digital Signature Algorithm 
(DSA) as the new encryption standard on Aug 
30, 1991. The standard was developed under the 
watchful eye of the National Security Agency and 
was met with a great deal of opposition. There 
was a significant amount of criticism regarding 
the dark cloak of secrecy under which the encryp
tion code was developed. The NIST completely 
disregarded the current data encryption standard 
(DES), specifically the popular RSA public key 
algorithm, which is presently used by many of the 
software developers worldwide. " 

It seems that the debate on DSS has not yet reached a 
conclusion. 

7.2 OSI Standards 
According to Ford and O'Higgens [5] little attention was 
given to security in the early OSI standards. However, in 
1988, the following documents were published: 

• OSI Security Architecture [7], 
• Directory Authentication Frrunework [l], and 
• A Revision ofMHS [2]. 

· 7.3 OSI Security Architecture (OSI/IEC 7498) 
Part 2 of the OSI Bask Reference Model, published in 1988 
addressed the following security issues [5]: 
1. authentication, 
2. access control, 
3. confidentiality, 
4. traffic flow confidentiality, 
5. integrity, and 
6. non-repudiation. 

7.3.1 Directory Authentication Framework 
The OSI directory standards (CCITT X.500 and 
ISO/IEC9594) provide the basis for interconnecting com
puter and communications systems to provide a logically 
integrated, but physically distributed directory system. 

The Directory Authentication Standard was produced 
for two purposes: to solve the directory's own authentica
tion problems and to provide a support for other security 
applications. 
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This standard contains [5]: 

1. Authentication mechanisms, 
2. Methods for obtaining a user's public key, 
3. Supporting tutorial and explanatory material. 

7.3.2 Message Handling System (X.400) 
The original 1984 recommendation did not address any 
security issues. However, in 1988, the following services 
were included in the MHS standard [5]: 

• Authentication 
• Integrity 
• Confidentiality 
• Non-repudiation 
• Access control 

7.3.3 Other Related Standards 
The following Draft International Standards are all related 
to the authentication problem: 

1. ISO/IEC DIS 10118 
'Information Technology - Security Techniques - Hash 
functions. 

(a) ISOnEC DIS 10118-1 PART 1: General. 
(b) ISO/IEC DIS 10118-2 PART 2: Hash functions 

using an n-block cipher algorithm. 
2. ISO/IEC DIS 9798 

Information Technology - Security Techniques - Entity 
Authentication Mechanisms. 
(a) ISOnEC DIS 9798-1 Part 1: General Model. 

(b) ISO/IEC DIS 9798-2 Part 2: Entity authentication 
using symmetric techniques. 

(c) ISO/IEC DIS 9798-3 Part 3: Entity authentication 
using a public key algorithm. 

8 Conclusion 

This article provides a survey of the techniques which can 
be used to add authenticity to electronic information. It 
briefly discusses conventional and public key ciphers and 
how these can be used to provide an authentication service. 
Finally, a few words are said about the standards related to 
authentication. 
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