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Guest Editorial 
Computer Science and Information Systems: 

The Future? 

Philip Machanick 

Department of Computer Science, University of the Witwatersrand, South Africa 
philip©cs.vits.ac.za 

1 Introduction 

As president of the South African Institute for Com
puter Scientists and Information Technologists (SAIC
SIT), I have visited a number of campuses and compa
nies, in an attempt at arriving at a general assessment 
of the state of our subjects in South Africa. 

An issue which I consistently pick up is that 
while everyone seems to think that computer-related 
skills are extremely important and in short supply, 
our academic departments are also extremely under
resourced. 

At the last Southern African Computer Lecturers 
Association (SACLA) conference (28-29 June, Golden 
Gate), I had the opportunity to discuss the problems 
other academics see. This editorial lists some of the 
problems reported at SACLA, and proposes a way for
ward. 

2 Problems 

At SACLA, I led a discussion of problems seen in our 
academic departments. 

There was wide agreement that both Computer 
Science ( CS) and Information Systems (IS) depart
ments were under pressure to increase student num
bers (massification), and were seen as cash cows to 
prop up less popular subjects. It was broadly agreed 
that staffing was a critical issue: too few posts for 
the workload, salaries way out of line with industry 
(half or less, as compared to the US, where an aca
demic salary may be 80% of an industry salary). Re
cent graduates often make more than professors which 
makes it hard to persuade our students to become 
academics (even to do higher degrees). Attracting a 
recent PhD with a sense of adventure is may be possi
ble, but attracting experienced people' used to earning 
a salary in a strong currency is hard. IS jobs are worse 
than CS, as the skills required are more like those in 
business. Support staff salaries are an even harder 
issue: their skills relate even more directly to job de
scriptions in industry. 

A problem in addressing our concerns is that we 
are so overworked that we don't have time for "poli
tics": academics with no students have time on their 
hands, but we don't. More industry support not only 
with directly addressing problems but with taking on 
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university administrations would be useful, but they 
too have major problems and don't have free time. 

3 Solutions? 

Solutions are liarder to identify than problems. 
The SACLA session ended with a proposal that we 

conduct surveys of our institutions and businesses, to 
find out what the problems are, as a starting point for 
going to university administrations, gover~ment and 
business. 

Another idea was to attempt to find common 
cause with business in taking on problems they have 
in common with academia, including the skills short
age, the insufficient capacity of our education system, 
and dealing with employment equity. 

One of our biggest difficulties is to free up time to 
deal with issues such as resource allocation within our 
universities. The "competition" is frequently other 
academics with time on their hands, since they have 
too few students, and therefore are in a posit.ion to 
spend time looking after their interests. 

What is needed now is some thought about how 
to pull ourselves out of the mess we are in. In partic
ular, we need strategies to exploit our strengths: our 
high demand among students, the high demand for 
the skills we produce and the ubiquitous applicability 
of computer technology. 

Given the wide use of computers, it would seem 
obvious that our areas should be strongly supported 
by a range of role players, yet the fact that so many 
different groups are interested in computer technology 
in one way or another has tended to fragment c~fforts 
to enhance our industry and academic institutions. 

Clearly, from conversations I_ have held, some de
partments are in much better shape than others. Even 
so, some kind of collective effort is likely to achieve 
more results than if we allow ourselves to be pushed 
around as individuals. Addressing the fragmentation 
of efforts seems a worthy goal in itself, to reduce du
plication and contradictory goals. 

I appeal to anyone who has constructive i(h-!as on 
how to take our subjects forward to cont.a.ct nw. Let 
us work on building ourselves up. The economy de
pends on us, much more than on most other academic 
disciplines. It's time we made that pointi and ma.de 
it strongly. 
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Technical Report 

A 3-Dimensional Security Classification for Information 

Walter Smuts 

Department of Computer Science and Information Systems, University of South Africa, Pretoria, smutswb@alpha. unisa. ac. za 

Abstract 

Most existing information security classification schemes use a I-dimensional scale such as [top secret, secret, employee 
confidential, company confidential, restricted]. These classification schemes do not differentiate between the d(fferent 
security properties of information, nor between the level and the scope of security. In this paper, it is shown that a }
dimensional classification scheme is inadequate and can result in inappropriate protection, causing increased cost and 
risk. A 3-dimensional security classification scheme for information is proposed and it is shown how this scheme can be 
used to provide adequate and appropriate levels of security. 
Keywords: information security, information classification 
Computing Review Categories: .2.0, D.4.6, H.2.0, K.4.4, K.6.5 

1 Introduction 

One of the most important functions of an information se
curity policy, is to classify information according to its sen
sitivity or importance to the company. Classifying infor
mation into discrete security classes simplifies the process 
of ensuring the security thereof. 

Most existing security classification schemes for infor
mation use a I -dimensional scale such as 

• Top secret 

• Secret 

• Employee confidential 

• Company confidential 

• Restricted 

Although these classification schemes date from a time 
when information was predorninan~ly stored in a paper for
mat, they are in most cases directly applied to documents 
in electronic format. We argue that such a 1- dimensional 
classification scheme is inadequate for information in elec
tronic format. In fact, we even believe that it is inadequate 
for information in paper format too. 

These I -dimensional classification schemes do not dif
ferentiate between the scope and the strength of protection. 
As clearly reflected by the labels chosen for the classes, the 
emphasis is usually on the scope of confidentiality only. 
For example, information which is classified as company 
confidential, may be shared with anyone in the company, 
but not with people outside the company. No reference is 
made to how strong the protection against access by out
siders should be, or how well the availability of the infor
mation should be protected for the insiders. 

If the information security policy does specify the 
level of protection for a certain class of information, it usu
ally only refers to the level of protection for confidentiality. 
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In many cases, this enforces completely inadequate protec
tion mechanisms. As an example, for a telephone service 
provider, the information in the switching centres which 
control the way in which telephone calls are routed, is ex
tremely sensitive and needs the highest level of protection. 
If the integrity of this information is affected, telephone 
calls would not reach their destinations, and the company 
will loose revenue and may even have to close down. The 
information in the telephone switches has, on the other 
hand, no value to anyone outside the company and does 
not have to be kept secret. In a I-dimensional classification 
scheme, the highest level of classification would be the Top 
Secret class. Classifying the information in the telephone 
switches as Top Secret, would impose completely inade
quate and unnecessary protection mechanisms onto the in
formation. Inadequate, because the integrity and availabil
ity of the information is not protected, and unnecessary, 
because the secrecy of the information does not have to be 
protected. 

An over-simplified classification scheme enforces the 
classification of information in inappropriate classes, 
which again wiJJ (through the security policy) enforce 
inappropriate protection mechanisms on the information 
source. This will provide inadequate protection and un
necessary inconvenience and cost in those cases where the 
protection is not needed. The importance of appropriate 
levels of protection has already been emphasized by others 
[2, I]. It is within this context that a new security classifi
cation scheme for information is proposed. 

The next section (Section 2) limits the scope of this 
paper by mentioning the differentjorms of information to 
which this work applies. Section 3 discusses a simplified 
model of the assumed information security process in or
der to show the role and place of the classification scheme 
in this process. Section 4 discusses the basic information 
security properties on which the proposed classification 
scheme is based, followed by Section 5 in which the 3-
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dimensional security classification of information is pro
posed. The scheme is illustrated by three practical exam
ples as well as a discussion on its role in the information se
curity process. Finally a few concluding remarks are made 
in Section 6. 

2 Information Formats 

Information basically exists and moves around in compa
nies in three formats: 

• paper 

• electronic 

• intellectual (peoples minds) 

This paper focuses on the electronic format of infor
mation. Although the structure and mechanisms discussed 
here can be extended to include information in paper for
mat too, it is definitely not an attempt to address any struc
tures and rules necessary to prevent security breaches when 
employees share their knowledge. 

3 Information Security Process 

For the purposes of this paper, the process of providing 
information security is modeled as represented in figure 1. 

The Security Process can be explained as follows: 
There are a number of information sources which need 

to be protected (top of diagram). There are also a num
ber of applications available, which can be used to protect 
information (bottom of diagram). The information secu
rity process is used to map sensitive information sources to 
protection applications. The Classification Policy, Pro
tection Policy and Implementation Policy are needed to 
ensure that the correct applications are used to provide ap
propriate protection for every information source. 

A Classification Policy is used to simplify the secu
rity process. Instead of having a continuum of solutions, a 
small number of discrete classes are used to provide pro
tection. Every information source is classified into one of 
these classes. Secret is an example of a security class. 

The Protection Policy is used to map every informa
tion class to a list of mechanisms which' must be used to 
protect all the information sources falling in that class. 
Data encryption is an example of a security mechanism. 

Finally, the Implementation Policy 'maps the protec
tion mechanisms to real protection applications (products 
which can be bought and installed). SKIP encryption from 
SUN Microsystems is an example of an application which 
can implement a data encryption mechanism. 

4 Information Security Properties 
and Attributes 

The one-dimensional security classification mentioned ear
lier refers to only one (confidentiality) of the security prop-
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erties of information. A more complete model would pro
tect the following three properties [4, 3]: 

• Confidentiality (secrecy). 
Preventing unauthorized disclosure of information. 

• Integrity (correctness). 
Preventing unauthorized modification of information. 

• Availability. 
Preventing denial of authorized access to information. 

For every one of these properties there are two at
tributes: 

• Protection Level 

• Protection Scope 

The protection level refers to the strength of the pro
tection which is provided, while the protection scope refers 
to the group of people for whom the protection is pro
vided. The one-dimensional classification generally indi
cates the scope of confidentiality protection only. A clas
sification system is needed which differentiates between 
the level of protection and the scope of protection. 

5 3-Dimensional Security Classifica
tion 

Because there is a price to be paid for putting security 
mechanisms in place, it is important to have appropriate 
levels of security. In order to express all the subtleties of 
the security properties of the information, a classification 
system using three different values, is ~~-- 'l 1 

.;, 

5.1 Classification Scheme · 

The security classification of each information source is 
represented by the following three values, each having two 
attributes: 

Where 

Security_Class: C(CL,Cs) 

l(h,ls) 

A(AL,As)] 

• C: Confidentiality 

- CL: Level of confidentiality protection (values O 
to 3) 

- Cs: Scope of confidentiality protection (values 
reference a security group, eg. IT _Department) 

• I: Integrity 

- h: Level of integrity protection (values Oto 3) 

- ls: Scope of integrity protection (values refer-
ence a security group, eg. IT _Department) 
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Infonnation Sources 

lnfonnation Classes 

Protection Mechanisms 

Protection Applications 

Eg. Company business plans. 

Rules which map information sources into classes. 

Eg. All business plans shall be classified as secret. 

Eg. Secret 

Rules which map classes to mechanisms. 

Eg. Secret information shall be encrypted. 

Eg. Encryption. 

Rules which map mechanisms to applications 

Eg. The SKIP encryption software from Sun Microsystems 

shall be used to implement the encryption mechanism. 

Eg. SKIP encryption program from Sun Microsystems. 

Figure I: Process of providing information security 

• A: Availability The internal telephone numbers should remain inside 
the company, but this is not so important that it justifies 
the cost and inconvenience of higher levels of protec
tion. 

...,. AL: Level of availability protection (values O to 
3) 

- As: Scope of availability protection (values ref
erence a security group, eg. IT _Department) 

5.2 Examples 

The following three examples show·how this classification 
scheme can be applied to information in '). company: 

Example 1: 
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Information: Company Internal Telephone Directory 
Classification: 

C( 1, company) 

I( I, switchboard) 

A 7 ( 1, company) 

This classification means that the confidentiality of 
the internal telephone directory will be protected by 
level I confidentiality protection mechanisms. These 
mechanisms will be used to make sure that the infor
mation is not available to people outside the company. 

The integrity of the information is also protected by 
level 1 protection mechanisms, but in this case the 
scope is restricted to the people working at the switch
board. Only they will have the ability to change the 
telephone records, and everyone else will he prevented 
from doing so by level l integrity protection mecha
nisms. 

Finally, the availability of the information in the in
ternal telephone directory is ensured for everyone in 
the company by level l availability protection mecha
nisms. 

Example 2: 

Information: New Business Plans 
Classification: 

C(3, Top__Management) 

/(2, Top__Management) 

A ( 1, Top__Management) 

This classification reflects that fact that the confiden
tiality of the new business plans should he protected 
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by the highest (level 3) protection mechanisms, and be 
restricted to the top management only. The integrity 
of the information is only protected by level 2 mech
anisms, again for the top management. The reason
ing may be that top management will hopefully no
tice if the plans were changed maliciously. Lastly, the 
new business plans definitely do not need to be on-line 
available for 24 hours per day, and therefore need only 
be protected by level I availability protection mecha
nisms. 

Example 3: 

Information: Configuration of Core Business Equip
ment 
Classification: 

C( I , Company) 

I ( 3, Engineering.Department) 

A(3,Engineering.Department) 

An example of this type of information is the con
figuration of the computers which control a chemi
cal plant, telephone switching centre or a power sta
tion. This information has very little value to anyone 
else, therefore the level I confidentiality protection. 
The integrity of the information is, however, crucial 
to the operation of the company. If this information is 
changed maliciously, it can have devastating effects on 
the company and is therefore protected by level 3 in
tegrity protection mechanisms. 24 Hour on-line avail
ability to manage the processes is again critical and 
needs to be protected by level 3 availability protection 
mechanisms. 

5.3 Role of the Classification Scheme in the 
Information Security Process 

This section shows how this classification scheme can be 
used as part of the information security process to ensure 
adequate protection for all infprmation sources. Each of 
the levels in the model (see Section, 3) is discussed sepa
rately. 

Information Sources 

All critical information sources must be identified. Every 
critical information source must be classified before it can 
be protected. All information is by default not protected. 

Classification Policy 

A classification policy is a set of rules which spells out 
how information should be classified. The 3-Dimensional 
Information Classification Scheme simply defines the 
classes. It does not specify which type of information 
should be classified in which class. The following state
ments illustrate the type rules which can be found in a clas
sification policy: 
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1. AU information which can cause a Joss of revenue 
if the confidentiality is compromised, must have a 
C(3, C\) classification where the scope C,,. is chosen to 
be the smallest group necessary to perform the work. 

2. All information which can cause the company embar
rassment if the confidentiality is compromised, must 
have a C( I, Company) classification. 

3. All information which can cause a loss of revenue if 
the integrity is compromised, must have a /(3,f,.) clas
sification where the scope Is is chosen to be the small
est group necessary to perform the work. 

Information Classes 

The information classes are those defined in the 3- Dimen
sional Information Classification Scheme. The scale used 
in each dimension can differ from company to company. 

Levels of Protection 

The scale using 4 different levels of protection with a 
value of "0" meaning "no protection" and a value of 
"3" meaning the "highest level of protection", seems 
to be a practical choice. 

Scope of Protection 

The scope of protection will. reflect the organigram of 
the company and may have values such as: 

• Top Management 

• FinanceJ>epartment 

• Engineering...Dtpartment " 

.• Y~K-Project 

•· Company 

Protection Mechanisms 

Security protection mechanisms are abstract concepts (al
gorithms, transformations, etc.) which can be used to pro
tect the security properties of information. 

Every company needs a list of security protection 
mechanisms which it needs and can support. The follow
ing are examples: 

• Strong end-to-end encryption. 

• Weak end-to-end encryption. 

• Link encryption. 

• Strong password protection. 

• Weak password protection. 

• Firewall protection. 

• Dual redundant communication links with a hot take
over ability. 
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• Dual redundant communication links. 

• Dual redundant servers with a hot take-over ability. 

• Double backup. 

• Automatic daily/weekly backup. 

• Regular user-initiated backup. 

5.4 Protection Policy 

The Protection Policy maps the security classes to secu
rity protection mechanisms. It states that if an informa
tion source is classified in a specific security class, then it 
must at all times be protected by the mechanisms specified 
for that class. 

Table I shows an example of how the security pol
icy can map protection mechanisms to specific security 
classes. 

Protection Applications 

Protection applications are products which can be bought ( or in
house developed) to implement the protection mechanisms. The 
following are examples of protection applications: 

• SSH Secure Shell from Data Fellows. 

• Skip and Sunscreen EFS from Sun Microsystems. 

• Firewall- I from Check Point. 

• Windows NT Domain login from Microsoft Corporation. 

• SecurID from Security Dynamics. 

Implementation Policy 

The implementation policy maps the security mechanisms to spe
cific security applications. The following mappings may, for ex
ample, be used: 

• Strong Encryption: SSH from Data Fellows. 

• Weak Encryption: Skip From Sun Microsystems, 

• Link encryption from Cisco. 

• Weak Password Protection: NT Login from Microsoft. 

• Strong Password Protection: SecurID tokens from Security 
Dynamics. 

• Firewall: Firewall 1 from Check Point. 

6 Conclusion 

A I-dimensional security classification cannot be used to pro
vide appropriate protection for all types of information in a 
technology-based company. It causes many information sources 
to be either inadequately or unnecessarily protected. This in
creases both the security risk and the cost of ensuring security. 

The 3-dimensional classification scheme proposed in this pa
per can reflect more of the subtleties between different informa
tion sources and can be used to both reduce the risk and the cost 
in providing information security. 

96 

References 
[I] Z Ciechanowicz. Risk analysis: requirements, conflicts and 

problems. Computers & Security, 16(3):223-232, ( 1997). 

[2] WF de Koning. A Methodology for the desi~n <d" sec11ri(v 

plans. Computers & Security, 14(7):633-643. ( 1995). 

[3] J Olnes. Development of Security Policies. Computers & Se
curity, 13(8):628-636, ( 1994). 

[4] CP Pfleeger. Security in Computing. Prentice Hall. Upper 
Saddle River, NJ, Second Edition, 1997. 

Received: 12/11/98, Accepted: 4/3/99 

SACJ I SART, No 23, 1999 



Technical Report 

Protection Confidentiality Integrity Availability 
Level 
3:High • Strong end-to-end • Weak end-to-end , • Automatic double backup 

encryption of data for all encryption of data for all every 24h. 
communication. communication to equipment • Dual redundant communication 
• Strong encryption of data • Strong encryption of data on links for all communication 
on disk disk or paths with a hot take-over 
• Strong password protection • String password protection ability. 
for all users of the for all users on equipment. Dual redundant servers with a 
equipment. hot take-over ability. 
• Fire wall protection. Fire wall protection 

2:Medium • Weak end-to-end • Strong password protection • Automatic weekly backup. 
encryption of data for all for all users on equipment. • Dual redundant communication 
communication. • Fire wall protection. links.' 
•Firewall protection. • Dual redundant servers. 

l:Low • Weak password protection • Weak password protection • Regular' user initiated backup. 
for all users of the for all users of the 
equipment. equipment. 
•Firewall protection. • Fire wall protection 
• Weak link encryption over • Weak link encryption over 
public networks. public networks. 

O:None • None •None •None 

Table I: Protection Policy 

SARTI SACJ, No 23, 1999 97 



Notes for Contributors 

The prime purpose of the journal is to publish original re
search papers in the fields of Computer Science and In
formation Systems, as well as shorter technical research 
notes. However, non-refereed review and exploratory arti
cles of interest to the journal's readers will be considered 
for publication under sections marked as Communications 
of Viewpoints. While English is the preferred language 
of the journal, papers in Afrikaans will also be accepted. 
Typed manuscripts for review should be submitted in trip
licate to the editor. 

Form of Manuscript 
Manuscripts for review should be prepared according to the 
following guidelines: 

• Use wide margins and 1 ! or double spacing. 

• The first page should include: 

• the title (as brief as possible) 

• the author's initials and surname 

• the author's affiliation and address 

• an abstract of less than 200 words 

• an appropriate keyword list 

• a list of relevant Computing Review Categories 

• Tables and figures should be numbered and titled. 

• References should be listed at the end of the text in 
alphabetic order of the (first) author's surname, and 
should be cited in the text according to the Harvard. 
References should also be according to the Harvard 
method. 

Manuscripts accepted for publication should comply 
with guidelines as set out on the SACJ web page, 

http://www.cs.up.ac.za/sacj 

which gives a number of examples. 
SACJ is produced using the Ib-Tp( document prepa

ration system, in particular Ib-Tp( 2e, Previous versions 
were produced using a style file for a much older version 

of Ib-Tp(, which is no longer supported. Please see the web 
site for further information on how to produce manuscripts 
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considered for publication in a separate section of the jour
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