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Introduction 

WOFACS '96: Workshop on Formal and Applied Computer Science 

Chris Brink 
Laboratory for FormalAspects and Complexity in. Computer Science, Department of Mathematics and Applied 

Mathematics, University of Cape Town· 
cbrink@maths.uct.ac.za 

"What I tell you three times is true", said the Bellman 
in Lewis Carroll's The Hunting of the Snark. By some
what the same principle, it is often b.eld that three events 
of the same kind serve to make a series. And so, after 
WOFACS '92, '94 and now '96, we may claim to have a 
well-established biennial Southern African series of Work
shops in the area of Formal Aspects of Computer Science. 

This issue of the SACJ is devoted to the Proceedings 
of WOFACS '96. In other words, it contains survey arti
cles written especially for this volume by the invited speak
ers ( and their collaborators), on the topics they. lectured on 
during the Workshop. These were: 

• Dr Maarten de Rijke (University of Warwick): Rea
soning with Incomplete and Changing Information. 

• Dr Bolger Scblingloff (Thchnische Universitit 
Miinchen): Verification of Finite-state Systems with 
Temporal Model Checking. 

• Prof Jan Peleska {Universitit Bremen): Test Automa
tion/or Safety-Critical Reactive Systems. 

• Dr Jeff Sanders (Oxford University): Application-
oriented Program Semantics. 

The format of WOFACS '96 followed the same pattern as 
before. Each speaker gave a course of 10 lectures, at a 
rate of one lecture per day. Material was pitched at about 
Honours level, and students had the opportunity of offering 
WOFACS courses for credit in their degree programmes at 
their respective home universities. Those who took up this 
option did some exercises and assignments and were eval
uated by the.speaker(s) concerned, thus gaining valuable 

insight into material, methods and expectations at an in
ternational level. WOFACS '96 was organised by FACCS
Lab (the ;Laboratory for Formal Aspects and Complexity in 
Computer Science), and was co-hosted by the Department 
of Mathematics and Applied Mathematics and the Depart
ment of Computer Science at the University of Cape Town. 
Accommodation was available in a University residence, 
and we were able to make available some financial support 
for travel and accommodation to participants· (especially 
students) who could not obtain funding from their home in
stitutions. Attendance stood at about SO participants. Cape 
Town is a pleasant place to visit, even in winter, and we 
took care to have suitable outings and social events for 
our vjsitors. I am pleased to be able to mention that the 
WOFACS series has now attracted international attention, 
and that WOFACS 98 is being planned under the auspices 
of IFIP (the International Federation of Information Pro
cessing), specifically Working Group 2.3 on Programming 
Methodology. · 

No event of this nature can succeed without the hard 
work of a number of people. I would like to express my 
grateful thanks to: · · 

• the invited speakers, for the c~ they took and the 
quality of their presentations; 

• the Foundation for .Research Development and the 
· · UCT Research Committee, f?r sponsorship; ·· 
• Diana Dixon, Jeanne Weir, ~eter iipsen and other 

FACCS-Lab staff members, for th~ir hard work, and 
• all participants, for attending. 

· SACI is produced with kind support from 
Mosaic Software (Pty)Ltd. 
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Test Automation of Safety-Critical Reactive Systems 

J. Peleska* M. Siegelt . 
*Department of Mathematics and Computer Science FB3, University of Bremen, 28334 Bremen, Germany. 

jp@Informatik.Uni-Bremen.de 
tDepartmentofComputerScience, University of Kiel, Preuj3erstr. 1-9, 24105 Kiel, Germany. mis@informatik.uni-kiel.de 

Abstract 

This article focuses on test automation for safety-critical reactive systems. In the first part of the paper we introduce a methodology 

for specification, design and verification of fault-tolerant systems allowing to combine different methods in a systematic and consistent 
way, provided that these methods are compositional. The methodology indicates how to "switch" between formal verification and testing 

during the construction of (possibly large) reactive systems. We introduce the basic notions of testing as far as relevant in the context of 

reactive systems and relate them to the verification methodology. Part II formally describes our test automation method which is based 
on Hoare's CSP and takes Hennessy's testing theory as a starting point. It is indicatetj how this specific method fits into the general 

approach described in Part I. We introduce CSP test drivers which are trustworthy in the sense that they "approximate" refinement 
proofs, converging to a full proof with the increasing (possibly infinite) number of tests successfully executed. These drivers have been 

implemented in the VVT-RT (Verification, Validation and Test for Reactive Real-Time Systems) tool developed at Bremen University in 
cooperation with the University of Kiel, JP Software-Consulting and ELPRO LET GmbH. The presentation of this article is based on the 
lectures given by the first author during the WOFACS '96 workshop at the University of Cape Town. 
Keywords: Test generation, test strategies, dependability,fault-tolerance, reactive systems 

1 Introduction 

Design, execution and evaluation of tests for safety-critical 
systems require considerable effort and skill and consume 
a large part of today's development costs. Due to the grow
ing complexity of control systems it has to be expected that 
their trustworthy test will become unmanageable in the fu
ture if only conventional techniques requiring a high de
gree of human interaction during the test process are ap
plied. For these reasons methods and tools helping to au
tomate the test process gather wide interest both in indus
try and research communities. "Serious" testing - not just 
playing around with the system in an unsystematic way -
always has to be based on some kind of specification de
scribing the desired system behaviour at least for the situ
ations covered by the test cases under consideration. As a 
consequence, the problem of test automation is connected 
to formal methods in a natural way, because the computer
based design and evaluation of tests is only possible on the 
basis of formal specifications with well-defined semantics. 

Just as it is impossible to build theorem provers for the 
fully mechanised proof of arbitrary assertions, the general 
problem of testing against arbitrary types of specifications 
cannot be solved in a fully automated way. The situation is 
much more encouraging, however, ifwe specialise on well
defined restricted classes of systems and test objectives. 
This strategy is pursued in the present article, where we 
will focus on the test of reactive systems. 

Reactive Systems are characterised by their continu
ous interaction with the environment and often rely on spe
cific environment behaviour as a premise for their correct 
operation. As a consequence, the environment behaviour 
has to be reflected in test configurations for reactive sys
tems. Moreover, tests do not only provide a single set of in-
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put data at the beginning of the execution, but continuously 
interact with the target system by monitoring system out
puts and providing new inputs at certain stages of the exe
cution. For safety-critical reactive systems another dimen
sion of complexity is introduced by the requirement that 
the system should guarantee at least a minimum amount 
of dependability even in presence of certain internal or ex
ternal faults. This requires fault-tolerance, where normal 
operation and operation in presence of exceptions have to 
be distinguished, so that the specification, design and ver
ification efforts have to deal with two types of system be
haviours instead of one. 

In order to cope with such a high degree of complex
ity we suggest in Part I of the paper to develop and verify 
safety-critical systems according to a well-defined method
ology, regardless of the specific methods applied during 
the development life cycle. Development and verification 
according to this methodology is driven by the architec
tural decomposition of the system. Each development step 
refining the architecture designed so far leads to a spe
cific verification obligation, so that the architectural de
sign can be used for track-keeping of the verification pro
cess. In order to structure developments in a second dimen
sion it is suggested to separate the hierarchy of require
ments specifications constructed during the architectural 
decomposition into the specifications related to normal be
haviour and those related to acceptable behaviour in pres
ence of faults. These structuring mechanisms for the de
velopment and verification process offer the opportunity to 
change formalisms at precisely defined development steps, 
so that different techniques optimised for specific sub-tasks 
of the whole development and verification process can be 
applied. For example, the methodology indicates how to 
combine formal verification of certain system components 
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with the test of others in order to increase the efficiency 
of the overall verification process. In Part II of the paper 
we prove that such a combination is really consistent in the 
case of CSP-based tests and formal verification of refine
ment properties. Based on Hennessy's testing theory, we 
specify test classes characterising various CSP refinement 
notions with a minimum amount of test effort. Moreover, 
CSP specifications for test drivers are given that indicate 
how to perform automatic test generation, execution and 
evaluation of these test classes. 

1.1 The VVT-RT Tool 

The test classes and associated drivers described in Part II 
are implementable and have been integrated in the VVT-RT 
tool (Validation, Verification and Test for Reactive Real-
1ime Systems) offering the following possibilities: 

• symbolic execution of CSP specifications 
• formal validation and verification of the specification 
• automated generation of test cases based on the CSP 

specification 
• automated test execution 
• automated test evaluation, including the check of real

time properties 
• automated test documentation 

VVT-RT has been developed by the first author in coopera
tion with ELPRO LET GmbH. The main fields of applica
tion are hardware in the loop tests for reactive (embedded) 
systems based on PLC, VME or PC hardware. Typically, 
such applications possess discrete interfaces and focus on 
possibly complex control functionality, while data trans
formations play a less important role. Examples are rail
way control systems, control components ensuring fault
tolerance, telephone switching systems and network pro
tocols. At present the VVT-RT system is used for the test 
of computers controlling components of railway interlock
ing systems. The first application was the automated test 
of a PLC system controlling signals, traffic lights and train 
detection sensors for a tramway crossing. VVT-RT makes 
use of the model checker FDR developed by Formal Sys
tems Ltd [17]. 

1.2 Related Work 

The concept for our methodology described in Part I was 
stimulated by Schepers' development of a formal specifi
cation language and associated proof theory explicitly dis
tinguishing between normal and exceptional behaviour of 
fault-tolerant systems [29]. In contrast to that our main ob
jective is to work out a general paradigm admitting the use 
of arbitrary specification languages, as long as they are 
compositional. Combining different methods and associ
ated tools for the development and verification of complex 
and large systems is the objective of the R&D project Uni
ForM (Universal Formal Methods Workbench) funded by 
the German ministry of research and education (BMBF) 
and performed by Bremen University in collaboration with 
the University of Oldenburg and ELPRO LET GmbH, 
Berlin [15]. 
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Testing and formal verification were originally inves
tigated in different communities (see [21] for the conven
tional testing approach). Today, however, the link between 
these fields seems to be quite soundly established, and this 
has been mainly stimulated by the necessity to automate 
larger portions of the test process: Formal specification 
languages are mandatory for automatic test generation and 
evaluation. 

Test automation concepts based on formal methods 
have been developed for most of the important specifi
cation paradigms: Gaudel [7] investigates testing against 
algebraic specifications, Borcher and Mikk in collabora
tion with the author [13, 12, 12, 18] focus on the automatic 
test evaluation against Z specifications and Miillerburg [20] 
describes test automation in the field of synchronous lan
guages. The idea to apply the theoretical results about test
ing in process algebras to practical problems was first pre
sented by Brinksma, with the objective to automate testing 
against LOTOS specifications. His concept has been ap
plied for the automation of OSI conformance tests; see [2] 
for an overview. Several authors already have addressed 
the question how to test reactive systems in an efficient 
way (see, e. g. [27, 26, 30]), but still this field seems to be 
less thoroughly explored than the test of non real-time or 
sequential systems. An introduction of the basic problems 
and notions related to real-time testing is given in [28]. 

The CSP-based test automation method described in 
Part II is an improved extension of the results presented 
in [23]. It focuses on untimed CSP; results about real-time 
testing with CSP are documented in [25]. The practical 
application of our method in an industrial project has been 
described in [24]. 

1.3 Overview 

This article is structured as follows: Part I focuses on the 
general methodology for specification, design and verifica
tion of fault-tolerant systems. After introducing the basic 
concepts of dependability in Section 2, the methodology is 
introduced in Section 3. The fundamentals of testing reac
tive systems are introduced in Section 4. Part II describes 
the theoretical results on which our test automation method 
is based and indicates how these results are implemented 
in the VVT-RT tool. In Section 5 we introduce CSP nota
tions and conventions used in subsequent sections. Section 
6 introduces transition graphs and results from Hennessy's 
testing theory. Section 7 contains the main results, where 
we investigate implementable, minimal test classes and 
trustworthy test drivers. Appendix A contains the proofs 
for the main results presented in Part II. Section 8 gives 
the conclusions. 
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Part I 
Testing Methodology 

2 Safety-Critical Systems and Dependability 

2.1 Terminology 
Test methods designed for safety-critical systems often re
fer to the terminology defined in the context of dependabil
ity. In this section, we will therefore introduce some of the 
most important notions. 

Systems are called safety-critical if their malfunction 
represents a severe threat to human lives or to the environ
ment. Following Laprie's terminology [16], dependability 
is the capability of a system to deliver the specified ap
plication services during its period of operation. Laprie 
identified four attributes which characterise the depend
ability of a system: ( 1) A safe system cannot assume states 
that are regarded as "catastrophic" from the point of view 
of the application. This means that the system will only 
perform transitions into states satisfying the specified in
variants, perform calculations that are correct with respect 
to the specification and output data fulfilling the desired 
integrity constraints. Safety does not guarantee that a de
sired calculation and the corresponding output will always 
be produced. This aspect is covered by the following two 
attributes: (2) Reliability is a characteristic specifying the 
probability that a system will deliver its service for a given 
period of time. (3) Availability is a measure reflecting the 
probability that the system will be available at a certain 
point in time. (4) Finally, Security reflects the capability of 
the system to protect the application against damage aris
ing from accidental or malicious human interaction. 

All dependability attributes refer to the specified ap
plication, and this is the very premise for the notion of 
fault-tolerance, the property of a system to preserve a (pos
sibly limited) degree of dependability in presence of "un
desired events" like malfunction of hardware or software, 
security attacks etc.: A dependable system may be subject 
to various internal defects, as long as these problems do 
not affect the application behaviour. In order to prevent 
undesired events from leading to catastrophic system be
haviour, system designers must anticipate the possibility 
of their occurrence and incorporate protective mechanisms 
in their development concepts. The potential occurrence 
of any undesired event will be called a threat or a fault 
hypothesis, its actual occurrence a fault. If an exception 
causes a transition into an undesired system state, this state 
is called an error. If due to the occurrence of exceptions 
and errors a specified service to be performed by a (sub
)system cannot execute as required, this is called afailure. 

2.2 Classification of System Behaviour 
The concept of fault-tolerance leads to the classification 
of system behaviours depicted in Figure 1: In absence of 
any faults, the system shows normal behaviour. In pres
ence of faults the system may perform an execution pos
sibly differing from that of the undisturbed system. Now 
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there are two possibilities: In the first case, an undesired 
event impairs the functionality of the system in a way that 
can be tolerated or might even be unobservable in the ap
plication layer. In this case the system shows exceptional 
behaviour. If the system performs an execution showing 
normal and/or exceptional behaviour, this is summarised 
as acceptable behaviour. In the second case, the occur
rence of the undesired event corrupts the application func
tionality in a way that cannot be tolerated. This is called 
catastrophic behaviour. 

3 A Specification and Verification Methodol
ogy for Dependable Systems 

3.1 Motivation 
As we shall see later on in Part II, testing against a re
quirements specification - if performed with an appropri
ate method and strategy - can be regarded as an "approx
imation" of a correctness proof verifying that the imple
mentation is consistent with the requirements. Therefore 
testing and formal verification can be used alternatively, 
where a successful but not exhaustive test suite represents 
a "weaker form" of the formal proof. The underlying con
cept of such an alternative or combined use is that of link
ing theories: Different development and verification meth
ods are combined to reach an overall goal (like showing 
that the implementation complies with the requirements) 
in a more efficient way than it would be possible with 
one isolated method. In order to guarantee consistency 
of the combination of methods it is necessary to link the 
underlying theories by showing how results achieved with 
one method ( e. g. a refinement proof) can be expressed 
in another ( e. g. a set of tests that should execute suc
cessfully if the refinement property holds). In this section 
we will therefore introduce a specification and verification 
methodology for dependable systems, which can be "in
stantiated" with any compositional formal method. Recall 
that a method is compositional if verification only depends 
on the requirements specifications and architectural deci
sions, but not on the implementation of the components in
volved, as long as they fulfill their associated requirements 
(see [31]). The main features of our methodology are: 

• The verification process "is driven by" the architec
tural decomposition of the system, which corresponds 
to the associated proof tree structure in a natural way. 

• The verification of dependability properties is di
vided into two separate suites investigating normal be
haviour and exceptional behaviour correctness, and 
related to each other by the architectural decomposi
tion of the system. 

• The techniques to verify exceptional behaviour prop
erties are exactly the same as those to be used for nor
mal behaviour verification. In contrast to that, Schep
ers [29] proposed a method using proof rules specifi~ 
cally designed to handle exceptional behaviour. The 
advantage of our approach is that the knowledge about 
"conventional" system development, verification and 
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Normal Behaviour 

Exceptional Behaviour 

Catastrophic Behaviour 

trace showing acceptable behaviour 

trace showing normal behaviour 

trace showing normal, exceptional 
and catastrophic behaviour: 

, _i---1----- -transition to exceptional behaviour 
- transition to catastrophic behaviour 

Figure I. Classification of system behaviour 

associated tools can also be applied in the context of 
dependability. 

·Before presenting the methodology in Section 3.4 and 3.5, 
we will first introduce basic concepts of software engineer
ing about system models (Section 3.2) and system decom
position (Section 3.3). 

3.2 System Models 
The full description of a system can be structured into (a 
collection of) conceptual models and architectural mod
els. The former describe what the system is supposed to do 
without necessarily saying how this could be implemented. 
The latter specify the implementable system structure (lay
ers, processes, modules, processors, interfaces etc.). Ar
chitectural models specify who, that is, which imple
mentable system component, is going to perform the ser
vices to be offered by the system. Documents describing 
conceptual models are called requirement specifications, 
architectural model descriptions are called architecture de
sign specifications. Executable requirements specifications 
(components, algorithms and data structures) are called ex
plicit, non-executable behavioural descriptions are called 
implicit. Observe that the notion of detailed design used 
in software-engineering and denoting the directly imple
mentable algorithms and data structures represents an ex
plicit requirements specification according to this classifi
cation. We also consider fragments of an executable pro
gramming language describing algorithms and data struc
tures as explicit specifications for the required processor 
behaviour. 

Conceptual models may be further classified accord
ing to views focusing on specific modelling aspects: The 
Data View specifies the data items to be stored and pro
cessed in the system. The Functional Vtew specifies the 
functions operating on the data. (Description methods for 
object-oriented systems usually combine the data view and 
the functional view in one specification language accord-
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ing to the 00-paradigm.) The Behavioural View describes 
the causal properties (like sequencing of events), synchro
nisation and timing. 

Conceptual models of large systems also need internal 
structure to cope with the complexity and the number of 
aspects to be captured. This internal structure is not neces
sarily related to the architectural model, since its objective 
is only to organise the collection of requirements. Some 
modelling languages explicitly distinguish between con
ceptual and architectural structures, as, for example, the 
activity charts and module charts provided by the Statem
ate languages [9]. In other languages only a single set of 
operators introducing structure is provided (as for example 
in CSP or CCS), so that the distinction between conceptual 
and architectural structuring has to be drawn by means of 
additional comments outside the modelling language. 

3.3 Hierarchies of Conceptual and Architectural 
Models 

The classical software development approaches suggested 
to construct only one model of each kind, proceeding ac
cording to the phases requirements analysis, architecture 
design, detailed design, implementation and integration. 
Experience has shown that this approach is not suitable for 
the development of large systems, because there it is usu
ally impossible to capture all the necessary requirements 
before proceeding with the design phases. The suggested 
feedback loops from design to requirements specification 
have turned out to be impractical, often resulting in severe 
inconsistencies between the conceptual and architectural 
models. These experiences have led to an approach con
structing a hierarchy of requirements specification and ar
chitecture design specifications, where the hierarchy is de
fined by the architectural model and each set of documents 
is associated with a specific level of system decomposi
tion. One representative of this approach is the V-Model [4] 
which is a "refinement" of the ISO 9000-3 standard, prob-
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ably the most widely known software quality standard of 
today. 

The V-Model suggests to organise architectural mod
els in a layered fashion, so that each layer may be con
sidered as an architectural model of its own. The layering 
should follow a top-down decomposition of the full sys
tem, where a suitable granularity of the layers is given by 
the following guidelines: 

J. System Level: The whole target system without dis
tinctions between software and hardware. 

2. Sub-System Level: Large systems ( e. g. a wide area 
network) may be decomposed into sub-systems (e.g. a 
local area network in the wide area network). 

3. Segment Level: This is a further decomposition step 
which partitions (sub-)systems into well-defined com
ponents (e. g. one computer in a network). On this 
level the segments consisting of hardware only are sep
arated from those combining hardware and software 
components. 

4. SW Configuration Item Level: The software to be allo
cated in a segment is decomposed into different con
figuration items, each item representing a software 
sub-system (e. g. the processes associated with a spe
cific layer of the OSI model which will be allocated in 
the segment). 

5. Component Level: A part of a configuration unit, per
forming a well-defined service (e. g. one task of the 
configuration unit). Several component layers may 
be "inserted" to decompose a top-level component 
(e.g. tasks might be decomposed into threads). 

6. Module LeveVData Level: This is the lowest level of 
decomposition defined by the V-Model (e.g. a sequen
tial function or a database table with associated at
tribute definitions). 

Now the development phases alternate between concep
tual and architectural modelling steps: Starting with the 
complete system regarded as a black box, the system re
quirements specification contains all the details that could 
be captured in the first development step. Next, an ar
chitectural modelling step is performed by describing the 
decomposition of the system into sub-systems, the sub
system interfaces and their modes of interaction (e.g. par
allel or sequential) in the system architecture design speci
fication. The sub-system black boxes generated by the sys
tem architecture are now considered as "systems in their 
own right" and therefore associated with their own con
ceptual models (sub-system requirements specifications). 

The collection of conceptual sub-system models will 
often contain more details than have been described on sys
tem level. According to the V-Model approach this does 
not force us to change the system requirements. (In many 
cases this would be very impractical, especially when the 
sub-systems are developed by other parties than the one 
having developed the system requirements and its architec
ture.) Instead, we have to discharge the verification obli
gation that 

the sub-system requirements imply the system re
quirements, provided that they cooperate accord-
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ing to the interfaces and modes of interaction 
specified in the system architecture. 

This alternation between conceptual and architectural 
modelling steps is repeated until the decomposition comes 
to the module and data level, where the associated require
ments specifications should be directly implementable in 
the target system. 

3.4 The Decomposition Tree Paradigm 
This decomposition concept described above is compli
cated in the case of safety-critical embedded systems by 
the following facts: First, we have to consider both the tar
get system and its operational environment, since the target 
system behaviour often strongly depends on assertions to 
be met by the environment. Second, the conceptual mod
els have to address both normal and exceptional behaviour, 
since the requirements in presence of faults will generally 
differ from those in absence of exceptions. Finally, for 
complex systems in general, it may become necessary to 
change the formalisms when moving from one level of de
composition to the next. These considerations have led to 
the following representation model we call the decomposi
tion tree paradigm (a detailed introduction to the verifica
tion approach and its application to CSP is given in [22]). 

The interaction between conceptual modelling of nor
mal and exceptional behaviour, the step-wise decomposi
tion in architectural models and the associated verification 
obligations can be visualised by the three trees depicted 
in Figure 2: The left tree depicts the hierarchy of normal 
behaviour requirements specifications together with their 
verification obligations. On the right-hand side we have 
an analogous tree for the acceptable behaviour, describing 
the "worst" deviations from normal behaviour that can still 
be tolerated. The tree in the center describes the archi
tectural decomposition of the system. Each tree has two . 
types of nodes, denoted by boxes and bubbles. In the ar
chitecture tree, the boxes contain names ("black boxes") 
representing system components and their interface spec
ifications, while the bubbles contain decomposition spec
ifications ("How do these black boxes interact?"). In the 
requirements specification trees, the boxes contain specifi
cations and the bubbles verification obligations, described 
by expressions 

S(Pl) S(P2) 
[ P = A(Pl, P2)] 

S(P) 

Here S(Pi) denote requirement specification and 
P = A(Pl, P2) the architectural decomposition of P into 
Pl and P2. These expressions have to be instantiated with 
concrete notations and the proof obligation has to be dis
charged by means of the concrete proof theories when ap
plying the methodology .to a specific set of compositional 
languages. Examples will be given in Part II. 

Each of the trees contains information about the target 
system and its environment in separate sub-trees. While 
for the target system everything has to be modelled up to 
a granularity allowing to implement the components de-

57 



Wofacs '96 

Normal Behaviour Specifications Architecture Decomposition Exceptional Behaviour Specs 

S(E&SYS) 

S(E) S(SYS) 
S(E&SYS) 

S'(E'&SYS') 

S'(SYS') 

S'(P11') S'(P12') 

Figure 2. Architecture-driven specification and verification of dependable systems. 

scribed, the environment models are only as detailed as 
necessary for understanding and verifying their interaction 
with the target system. Therefore the leaves of the tar
get system architecture sub-tree contain black boxes and 
interface specifications for modules or data entities in the 
above terminology. They are associated with leaves of the 
requirements specification trees containing directly imple
mentable· or even executable specifications. The leaves of 
the environment sub-tree contain the coarsest decomposi
tion level which completely specifies the relevant interac
tions with the target system. 

3.5 Development and Verification Steps according to 
the Decomposition Tree Paradigm 

We will now describe how the Decomposition Tree 
Paradigm can be applied in a systematic system develop
ment effort as a sequence of well-defined specification and 
verification steps. 

Step 1: Specification of the system requirements (nor
mal behaviour) The first step consists in the specifica
tion of the required system behaviour in absence of any 
external or internal exceptions. Since this behaviour gener
ally relies on assumptions about the environment, the root 
node of the normal behaviour specification tree contains 
requirements about the target system SYS when operating 
in environment E, which is denoted by E&SYS. We are not 
interested in the behaviour of SYS in any other context. 

Step 2: Specification of the system requirements ( ac
ceptable behaviour) In analogy to Step 1, the root node 
of the acceptable behaviour specification tree contains the 
specification S'(E'&SYS'), where E' denotes the environ
ment showing acceptable behaviour and SYS' the target 
system in presence of internal faults which we will have 
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to take into account later on because of the design deci
sions made. S'(E'&SYS') specifies what can be tolerated 
as acceptable behaviour in presence of the faulty environ
ment E' and internal faults SYS'. The possible erroneous 
behaviours of E and SYS will be specified in further steps 
described below. 

Step 3: Separation of environment and target system 
The first architectural design step separates the environ
ment from the target system and specifies the system inter
face and their mode of interaction (for embedded systems 
this will be in most cases a variant of parallel composi
tion). This is denoted by an architecture function AO( . , . ) 
mapping several components (here environment and target 
system) onto another (here the full system E&SYS). 

Step 4: Specification of the target system require
ments (normal behaviour) This specification -denoted 
by S(SYS) - describes the behaviour of SYS in absence 
of any internal exceptions. It may also contain behaviours 
that won't occur in the operational environment. 

Step 5: Specification of the environment require
ments (normal behaviour) The environment specifica
tion S(E) contains all the relevant assertions about the be
haviour of E in absence of exceptions, as far as relevant for 
the target system. 

Step 6: Verification of the environment-target system 
separation (normal behaviour) After having specified 
the isolated behaviours of environment and target system 
under normal conditions, we have to verify that under these 
assumptions E&SYS will really satisfy the original re
quirements S(E&SYS). In any formalism the full verifica
tion obligation will be an "instantiation" of the following 
one: 
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Assume that 
• The environment E operates according to its 

normal behaviour specification S(E). 
• The target system SYS will operate ac

cording to its (postulated) normal behaviour 
specification S(SYS). 

• The environment E and the target sys
tem SYS will cooperate according to 
the architectural decomposition E&SYS= 
AO(E,SYS). (This is denoted as a side con
dition since it involves the architecture func
tion, whereas the two other conditions only 
involve requirements specifications.) 

Then show that the full system E&SYS will 
satisfy the system requirements specification 
S(E&SYS) for normal behaviour. 

If it is not possible to prove this obligation, the specifica
tion S(SYS) has to be strengthened or/and the architec
tural mapping AO has to be changed. In general it will be 
not possible to influence the environment behaviour S(E). 

Step 7: Specification of the target system requirements 
(acceptable behaviour) Due to internal design decisions 
anticipated for the target system it may be the case that 
internal acceptable behaviour has to be expected for SYS. 
The acceptable behaviour specification S'(SYS') specifies 
the maximum deviation of SYS from its normal behaviour. 

Step 8: Specification of the environment requirements 
(acceptable behaviour) In analogy to S'(SYS'), the en
vironment specification S'(E') contains the "worst case de
scription" of the behaviour of E in presence of exceptions, 
as far as these exceptions have an impact for the target sys
tem. 

Step 9: Verification of the environment-target system 
separation (acceptable behaviour) After having speci
fied the "worst case" behaviours of environment and target 
system in the preceding two steps, we have to verify that 
under these assumptions E&SYS will really show "noth
ing worse than" its acceptable behaviour S'(E'&SYS'). 
The verification obligation for the acceptable behaviour 
verification is analogous to the one performed in Step 6, 
this time involving the acceptable behaviour specifications 
of the environment and the target system. The "link" to 
the normal behaviour verification is represented by the oc
currence of the same architecture function AO( . , . ) in 
the side condition of the proof obligation, this time tak
ing the acceptable behaviour components as parameters. 
At this point the dependency between normal behaviour 
and acceptable behaviour verification, as expressed in the 
architecture function, may force us to revise our design 
and/or the requirements specifications: If the acceptable 
behaviour verification fails, because S'(E'&SYS') cannot 
be derived in architecture AO( . , . ) from the specifications 
S'(E') and S'(SYS'), at least one of the following actions 
will become necessary: 

1. If possible, strengthen the acceptable behaviour spec
ification S'(SYS'). If this suffices to prove the verifi-
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cation obligation, the revision is restricted to the ac
ceptable behaviour specification tree, without affect
ing normal behaviour and architectural decomposition. 

2. If 1. does not work, the design step AO( . , . ) has 
to be modified, and this will lead to a revision of both 
the normal and the acceptable behaviour specifications 
of SYS, as well as the normal behaviour verification 
performed in Step 6. 

Further decomposition and verification steps After 
successful completion of Step 9, the analogous procedure 
is recursively applied to specify and verify the target sys
tem decomposition into sub-systems, the sub-system de
compositions into segments and so on. The composition
ality assumed for the formalism used guarantees that these 
steps will not necessitate a re-design of the higher decom
position levels, as long as the new decomposition step can 
guarantee the specifications of the next higher level. For 
the environment E a further decomposition will only be 
necessary if a closer analysis of its components is required 
for the analysis of normal and acceptable behaviour. 

3.6 Linking Formalisms 
Since the methodology described above is applicable in 
any compositional method, it is even possible to change 
the specification/design/verification formalism during the 
development of one system. This is an important consider
ation because 

• when reaching the leaves of the decomposition tree, it 
will often be necessary to change from a specification 
language to a programming language, 

• for different types of system components ( e. g. data 
transformation components and components perform
ing control tasks) it may be appropriate to use different 
specification and verification formalisms (e. g. Zand 
CSP), 

• for components of different criticality it is desirable to 
apply methods of different strength without compro
mising the overall consistency of the verification ap
proach. 

In the architecture tree, the change of formalism is re
flected by the architecture function admitting operators that 
differ from the previous decomposition steps. For exam
ple, the use of a parallel operator is allowed in A while 
working in a formalism describing distributed system com
ponents, whereas it might not be used on lower-level de
compositions refining sequential components. A change 
of architecture formalisms is reflected in a bubble of the 
decomposition tree, possibly accompanied by the introduc
tion of a new syntax for interface descriptions in the black 
boxes below this bubble. 

A change of the specification/verification formalism 
affects the bubble containing the verification obligation, 
the higher-level specification box and the lower-level 
boxes resulting from the decomposition step: Suppose 
the formalism is changed in the decomposition step P1 = 
A2(P11,P12, ... ): This means that S(P1) is written in 
specification language SL 1, whereas the lower-level com
ponents are defined in the context of another language 
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SL2. The verification obligation is an expression contain
ing mixed assertions of SL 1 and SL2. The. theory link 
has to provide a mechanism how to discharge these mixed 
obligations and to prove the soundness of the mechanism. 

The most· important example for theory links in the 
context of the present paper will be given in Part II, Theo
rem 4: There it is shown that assertions about refinement 
relations can be replaced by assertions about successfully 
executed tests. 

4 Testing: Terminology, Concepts and 
Strategies 

4.1 Terminology 

The efforts to ensure the quality and, specifically, the de
pendability of a system can be divided into constructive 
and analytic measures: The former aim at establishing de
pendability already in the development process ( concep
tual and architectural modelling and implementation), by 
means of specific development methods that are suitable 
to guarantee a priori correctness of the system. Analytic 
methods try to establish dependability by a posteriori ex
aminations of completed development objects (specifica
tions, code, system components etc.). In this paper we fo
cus on analytic measures that may again be divided into 
Validation, Verification and Test methods. The following 
definitions have been taken from the international stan
dard [5] for the development of software in airborne sys
tems. Verbatim quotations from [5] are displayed as em
phasised text. 

Validation denotes the process of determining that the 
requirements are the right requirements and that they are 
complete. Since the system requirements specification is 
the "initial" document describing the system behaviour de
sired, no other document exists which could serve as a ref
erence to prove that the specification is complete and really 
describes the customer's demands. Therefore validation 
can never be performed by means of formal proofs alone, 
but must also rely on informal techniques like simulation 
or - if the customer and the supplier will risk an a posteri
ori validation - system testing. 

Verification denotes an evaluation of qevelopment ob
jects with the objective to ensure their consistency with re
spect to the reference documents applicable for the prod
ucts. So in contrast to validation, the verification process 
can rely on other documents specifying (at least in theory) 
completely how the product should look like. If the ref
erence documents are written using a description language 
with a precisely defined semantics and verification is per
formed by means of mathematical reasoning, the term for
mal verification will be used. Observe that this definition 
of verification differs from that normally used in the for
mal methods community, where it is always supposed to 
be the formal verification process. In the context of this 
article, verification subsumes all formal and informal tech
niques applicable for a posteriori insurance of product sys
tem correctness, i. e., reviews, audits, walk throughs, test, 
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formal verification etc. 
In our context testing means execution of implemented 

system components providing specific data at their (input) 
interfaces, while monitoring the component behaviour. 
The objective of testing is to verify that the component sat
isfies the specified requirements for the set of input data 
applied. To avoid confusion we will use the term simu
lation for the symbolic execution of a specification with 
specific (abstract) input data, though this is nothing else 
than testing on an abstract level. Testing in our sense is of
ten called dynamic testing to emphasise that the component 
under inspection is implemented and actually executed and 
to distinguish this technique from static analysis or simu
lation. 

Assume we are given a system and a requirements 
specification and want to verify by means of testing that 
the system implements its specification. Conceptually ev
ery test activity starts with the description of test cases that 
have to be passed by the target system to which we also 
refer as system under test (SU1). In case of requirements
driven testing the test cases are derived from the specifica
tion and consist of sets of test inputs, execution conditions, 
and expected results developed for a particular objective. 
A test case describes explicitly or implicitly how to con
struct the test data, starting with initial inputs and possibly 
deriving consecutive data values and expected results dur
ing the test execution. In the context of reactive systems, 
a test case is a process running in parallel with the target 
system to be tested and interacting via the system interface. 

The description of the test cases is followed by deter
mining a test procedure which contains detailed instruc
tions for the set-up and execution of the test cases (e.g. 
their order of execution), and instructions for the evalua
tion of results of executing the test cases. 

For the latter task expected results are defined that pro
vide an unambiguous specification of correct system be
haviour as it may be observed during an execution of a test 
case. Since "correct" behaviour is defined by the specifi
cation document, the expected results should be consistent 
with the specification. In fact, in many approaches the ex
pected results are defined by specification fragments. 

With respect to exercising a test case on a system and 
monitoring the resulting behaviour one distinguishes two 
complementary kinds of tests. If only the interface be
haviour of the SUT is influenced and monitored this is 
called black-box testing. If internal states or internal ex
ecution sequences of the SUT are also monitored or even 
influenced, the test is called a white-box test. White-box 
testing is often necessary in case of reactive systems, since 
due to nondeterminism the same sequence of inputs may 
stimulate different responses in different executions of the. 
SUT. 

4.2 Concepts 

Motivated by the notions introduced above we can identify 
the following logical building blocks of test-automation 
systems, as depicted in Fig. 3. 

The test generator is responsible for the creation of 
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Specifications 

system 
interface 

Teat Generator 

Teat Driver 

Teat Oracle 

Teat Monitor 

additional 
monitoring channels 

Target System 

Figure 3. Logical building blocks of a test automation system. 

test cases from specifications. The test driver interprets the 
test cases provided by the test generator and controls their 
execution by writing data on input channels of the target 
system and collecting system outputs. The test monitor 
observes each test execution in order to (I) decide whether 
a specific test case has been performed for all relevant ex
ecutions of the SUT that are possible for this case, and (2) 
to help to determine the level of test coverage obtained so 
far. The combination of a test driver and a test monitor 
implements the test procedure. As explained, in many ap
plications the tasks of a test monitor cannot be performed 
solely based on black-box observations of the system inter
face. Instead, additional channels must be created, provid
ing internal state information about the SUT for the moni
tor. Finally, the test oracle evaluates the observed test exe
cution against an expected results specification and decides 
whether the execution was correct. 

Note that the specification document used for test eval
uation is not necessarily the same as the specification used 
for test generation. E. g., for test generation we may use 
an explicit, executable specification. For the test oracle it 
may be preferable to use an implicit specification. 

The two properties characterising a trustworthy test 
system are: 

• Soundness: Only correct target system behaviour is 
accepted. This property requires that ( 1) the test gener
ator creates for each possible implementation error vi
olating the specification at least one test that uncovers 
the violation, (2) the test oracle rejects test executions 
violating the specification, and (3) the test monitor de
tects whether the test executions so far have covered 
all relevant target system behaviours. 

• Completeness: Correct target system behaviour is 
never rejected. For this property it has to be ensured 
that ( 1) the test generator only creates tests which 
should really be successfully executed according to the 
specification, and (2) the test oracle never rejects test 
executions that are consistent with the specification. 

M.-C. Gaudel used the terms 'validity' and 'unbias' in [7] 
for these aspects of trustworthiness. However, we prefer 
'soundness' and 'completeness' since this makes the close 
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link between requirements-driven testing and formal ver
ification more explicit: The execution of a test suite may 
be regarded as the claim "every possible implementation 
behaviour is consistent with the specification. and the im
plementation is capable of performing all behaviours re
quired". A trustworthy test system is a "mechanised proof 
theory" capable of falsifying every unjustified claim, so 
that only correct ones are accepted. In the context of proof 
theories this property is called soundness. Conversely, ev
ery trustworthy test system should be capable of verifying 
every valid claim, which corresponds to the completeness 
of a proof theory. 

4.3 Test Strategies 

Even for systems of moderate complexity exhaustive test
ing, i.e. performing every test case which potentially un
covers an implementation error, is in most cases infeasible. 
Thus it is necessary to investigate test strategies that select 
subsets· of all relevant test cases and at the same time can 
be justified to analyse the "most important cases". 

In order to support the development of strategies, the 
methodology introduced in Section 3 gives rise to a classi
fication of different test types that may be derived from the 
decomposition tree paradigm depicted in Figure 2. Every 
type of boxes and bubbles shown in these trees gives rise 
to another sort of tests: The decomposition specifications 
P = A(P1 ,P2, ... ) in the architecture tree require tests in
vestigating the consistency between the specified and the 
implemented system structure. Such tests are called struc
ture tests. Tests inspecting the consistency of an arbitrary 
component in the normal behaviour tree with its conceptual 
model are called requirements-driven tests. Requirements
driven tests inspecting the acceptable behaviour tree are 
called robustness tests. Tests investigating the leaves of 
the trees in order to check consistency between a module 
implementation and its specification are called unit tests. 
Finally tests checking verification obligations 

S(Pl) S(P2) 

S(P) 
[ P = A(Pl, P2)] 
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are called integration tests. Below the different test types 
will be explained in more detail. 

Observe that these different test types are already well
known in the software-engineering communities. Our 
specification and verification methodology offers an a pos
teriori justification that these notions are also relevant and 
complete from the formal methods point of view. 

An important parameter for judging the trustworthi
ness of a test strategy is the obtained test coverage. This is 
a relative measure based on the specifications used for test 
generation. Examples are the percentage of functional re
quirements tested by at least one case (functional require
ments coverage) or the percentage of statements covered 
by at least one test case (code coverage). From the per
spective of test coverage exhaustive testing is the special 
case where the number of test cases exercised on the tar
get system is sufficient to prove correctness of the SUT 
w.r.t. its specification. 

Apart from selecting a subset of relevant test cases, 
test strategies also define the relative order of test case ex
ecution. This order influences the possibility to localise 
errors which is particularly important in case of nonde
terministic systems displaying non-reproducible erroneous 
behaviour [28]. 

For test case selection several heuristics exist. Again, 
they are justified by the considerations about development 
and verification of dependable systems described in Sec
tion 2 and 3 and can be .classified as 

• heuristics based on the architecture of the SUT, 
• heuristics based on the classification of SUT be

haviour, 
• heuristics based on the different views of the SUT, 
• heuristics based on the requirements specification 

structure. 

Heuristics based on architecture 

These heuristics identify relevant test cases on the basis 
of the SUT architecture. Tests may be exercised on the 
complete system as well as on isolated system components. 
In practice, combinations of tests on system level and tests 
on component level are developed in order to cope with the 
overall complexity of the test process. 

Architecture-based tests are usually performed in 
bottom-up fashion, starting with unit tests. Depending on 
the granularity used for the test of a specific system, a unit 
may denote a block, a function, a thread, a task or any other 
coherent software unit. Unit tests investigate the confor
mance of the units with their requirements specifications. 

Unit testing is followed by integration tests where new 
components are successively added to those already tested 
and then a test of the resulting configuration is performed. 
The basic objective of integration testing is to perform de
tailed tests for lower-level components Pi, such that the 
claim "the Pi comply with their specifications S(Pi)" is 
justified. Then the higher-level component P is tested 
in order to demonstrate that the validity of specifications 
S(Pi) really imply S(P) in the architecture defined. 

Finally tests are defined involving the complete system 
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and its original interface plus auxiliary interfaces revealing 
internal details. These tests are called system tests and exe
cute either in the real operational environment or use an en
vironment simulation. The simulation directly triggers the 
physical interface of the target system and has additional 
monitoring channels to observe the resulting behaviour of 
theSUT. 

Heuristics based on the classification of SUT behaviour 
Assume that we have prepared a configuration which is 
to be tested. (According to the previous explanations this 
configuration may be a unit, the complete system or any 
other component.) As explained in Part I we distinguish 
between normal and exceptional behaviour of a system 
and its environment. In general it is advisable to start with 
tests only investigating the system behaviour in presence of 
proper environment operation. The investigation whether 
the system will show the required degree of fault-tolerance 
in presence of abnormal environment behaviour or internal 
defects is then tackled in a second test phase performing 
robustness tests. This heuristic is also supported by the
oretic considerations about dependable systems [22], .so a 
test strategy separating normal and exceptional behaviour 
tests can be formally justified. 

Observe that exceptional behaviour often has to be 
tested on every level of decomposition, since faults do 
not only occur on system level but also inside the system. 
Therefore it may be necessary to perform tests w.r.t. nor
mal environment behaviour and tests w.r.t. exceptional en
vironment behaviour from module level all up to system 
level. 

Heuristics based on system views 
As introduced in Section 3.2 there are four views on a sys
tem used as a reference for test generation. We distinguish 
between three types of requirements-driven tests and intro
duce one type of investigating the correctness of architec
ture decomposition: 

• Functional testing checks compliance of a system with 
its functional specification. The term is often used for 
all types of tests against the conceptual model. We 
prefer the clearer distinction according to the views in
troduced in Section 3.2. 

• Data testing checks whether the correct data structures 
have been implemented ( e. g. in a database system) 
and if correct data is stored. 

• Behavioural testing checks the correctness properties 
related to the behavioural view, such as causality and 
synchronisation aspects. 

• Structure testing checks the implemented structure of 
a system. It derives test cases from the implemented 
system, like branching of the code, the function call 
hierarchy, the data flow between processes etc. 

The first three test types are black-box tests: Both test gen
eration and the definition of expected results are solely de
rived from the conceptual model of the system. Observe 
that in case of structural testing in most cases one also 
wants to check whether the test execution is correct with 
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respect to the conceptual model, therefore the expected re
sults of a structural test can only be defined if such a model 
is available. Structural tests are typically white-box tests, 
since they need the component architecture or the detailed 
module design to generate the cases. 

In accordance with these views this third kind of 
heuristic monitors functional, data, behavioural and struc
tural tests in order to guarantee high reliability of the tested 
system without performing expensive or even impossible 
exhaustive testing. 

Requirements-driven tests and structural tests are com
plementary: The former in general does not ,provide suffi
cient test coverage because it does not consider internal 
design, the latter will generally not detect missing func
tionality. Concerning their weighting we suggest to invest 
the main effort in functional, data, and behavioural test
ing, with the objective to cover the specified system func
tionality and behaviour as completely as possible. During 
functional testing, the internal system structures covered 
can be recorded. Afterwards structural tests can be defined 
and executed to cover the remaining system structure not 
reached by the preceding tests. 

This heuristic is motivated by the following facts: ( 1) 
The most severe design and implementation errors are 
caused by erroneous specifications or their incorrect inter
pretation. Therefore tests comparing the implementation 
behaviour to the specification are likely to detect the most 
critical errors. (2) While structural tests cannot be created 
before the completion of the design phase, functional tests 
can be derived as soon as the specification is ready. In 
particular, they can also be used to validate the specifica
tion and test the design before entering the implementation 
phase. (3) The specification contains all the requirements 
relevant for the user and - in case of dependability require
ments for a safety-critical system - the certification author
ities. Therefore the acceptance test is usually based on the 
specification. These considerations are consistent with the 
observations made in [27, 26, 12]. 

Heuristics based on the Requirements Specification Struc
ture 

As we have already observed in Section 3.2, also concep
tual models are internally structured. This may be ex
ploited for requirements-driven testing in order to define 
test classes, i. e., collections of test cases that can be re
garded as equivalent, because successful execution of one 
class representative already indicates that the other test 
cases will also succeed with high probability. The require
ments structure is well-suited to derive such test classes 
from specifications. This has been demonstrated for ex
ample in [ 14] in the case of test class derivation from Z 
specifications. Test classes are particularly useful for data
strong applications, where it is impossible to provide an 
exhaustive number of test cases for all the possible value 
combinations at the SUT interface. In the context of re
active systems with discrete interfaces the construction of 
test classes is less important, since discrete input values 
often cannot be regarded as equivalent because they stim-
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ulate different control functions in the SUT. Therefore we 
will not investigate test classes further in this article. 

Part II 
Test Automation With CSP 

In the second part of this paper we will "instantiate" the 
testing methodology introduced in Part I for CSP. 

5 Preliminaries 

S.1 CSP Operators, Semantics and Refinement 

In this section w.e introduce some notation and conventions 
used throughout the paper. 

As indicated in previous sections tests and test drivers 
are specified in the process algebraic framework of Com
municating Sequential Processes (CSP) [11]. We use 
the following set of CSP operators: STOP (dead
lock process), SKIP (terminating process), -+ (prefixing), 
n (internal choice), 0(external choice), II (parallel com
position 
with synchronisation on common events}, \ (hiding), and 
..... (interrupt). The operator (z : { a1, ... , a,.}-+ P(z)) ab-

breviates the expression a1-+ P( a1) 0 ... Dan-+ P( an), 
and nz:{a1 , ••• ,a.}(z-+-P(z)) is an abbreviation for 
a1 -+ P(a1) n ... n a,.-+- P(a,.). As basic programming 
operators we use if then else, c? (input from chan
nel c) and g&B (guarded command, g is the guard and 
B the body). For the specification of recursive processes 
we use sets of recursive equations rather than an explicit 
µ-operator. The alphabet of a process P is denoted by 
a(P). We use the standard semantics for CSP pro
cesses: 7race,(P) ~ a(P)* (trace semantics), Fail(P) ~ 
a( P)* x fill a( P) (failure semantics, fill denotes the power 
set operator), and Div(P) ~ a(P)* (divergences of pro
cess P). The elements , E 7race,( P) are the observable 
traces generated by P. A failure(,, A) E Fail(P) records 
the fact that process P may refuse to engage in any action 
of set A after having performed trace , . The refusals of 
a process Pare defined by Ref(P) =dt {A I ( ( }, A) E 
Fail(P)}, where ( } denotes the empty trace. Ref(P) is 
subset-closed. Due to nondeterminism there may be sev
eral A, A' ~ a(P) with A E Ref (P) and A' E Ref (P), 
such that neither A ~ A' nor A' ~ A. Due to subset
closure and since a(P) is finite, Ref (P) is uniquely deter
mined by the set 

mazRef(P) =dt 
{A: Ref(P) I\/ A' : Ref(P) - {A}• A (/; A'} 

of maximum refusals. A divergence, E Div(P) denotes 
the situation that process P may diverge after having en
gaged in trace ,. Diverging processes show completely 
unpredictable behaviour, denoted by CHA OS in CSP. 

Infinite behaviours are defined as limits of prefix 
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closed sets of finite behaviours [11, p. 132]. We use the 
standard fixed point semantics for recursive processes. The 
set ma:i,7race,( P) denotes the union of the set of all ter
minated behaviours and the set of infinite behaviours of P. 
We consider the following refinement relations: 

• trace refinement: 
P ~T Q iff 2race,( Q) ~ 7race,(P) 

• failures refinement: 
P ~F Q iff Fail( Q) ~ Fail(P) 

• failure-divergence refinement: 
P ~FD Q iff Fail( Q) ~ Fail(P) 

ADiv( Q) ~ Div(P). 
For z E {T, F, FD} we define process equivalence 
P =z Q by P ~z Q A Q ~z P. We use the abbrevia
tion P1 = P \ (a(P) \ I). For., E 2race,(P) the term 
P /, denotes the process that behaves like process P after 
having engaged in trace ., . 

For arbitrary (finite) sequences , = (a1, ... , an) the 
function fir,t(,) returns a1 and laat(,) returns 4n. The 

functions tail(,), front(,) are defined by , = (fir,t(,))" 

tail(,) and,= front(,)"(la,t(,)), where"denotes con
catenation on sequences. Function # returns the length of 
a sequence. The set [ P]0 is defined as [ P]0 =t1.J { e E 
a(P) I (3u E 7race,(PJ,) • head(u) = e)}. Predi
cate a in ( a1 , •.• , 4n) is true iff there exists i E { 1, ... , n} 
with a= tJi. Relation., :5 t denotes the prefix relation on 
sequences. Operator \ stands for minus on sets. 

5.2 Requirements Specifications for Test Automation 
With CSP 

When instantiating our methodology described in Part I 
with CSP for the purpose of test automation, two types of 
requirements specifications S(IMP) are interpreted by the 
VVT-RT tool. The first consists of refinement relations 

S(IMP) =df SPEC ~z IMP 

where IMP denotes the implemented component to be 
tested and SPEC is an abstract specification process, ex
plicitly described in the CSP process algebra. These spec
ifications are used by the VVT-RT tool for automatic gen
eration, execution and evaluation of tests, as will be ex
plained below. The second type of requirements specifica
tions takes the implicit form 

S(IMP) =d/ IMP satpred(,) 

where pred(.,) is a predicate about the admissible traces 
., of IMP. These specifications are only used in the 
VVT-RT test oracle for automatic offline evaluation of 
observed (timed) traces, using evaluation techniques de
scribed in [12, 18]. 

The two specification formalisms can be used in com
bination during a development, since ~z-refinement pre
serves implicit trace specifications, 
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SPEC sat pred(,) SPEC ~z IMP 

IMP sat pred(.,) 

provided that pred(,) only describes safety properties, 
i. e. does not make any assertions about possible contin
uations of,. In this paper we will focus on the first spec
ification type since it is applicable in all stages of the test 
automation process. 

The implementation IMP has to be regarded as a black 
box (possibly consisting of mixed hardware and software) 
where only the interface is known, so that an explicit rep
resentation as a CSP process is not available. In certain 
less frequent situations a faithful abstractions of IMP in 
CSP might be possible, as, for example, in the case of sim
ple OCCAM software components. For such situations it 
is advisable to apply model checking with FDR [6] instead 
of testing, since this allows an exhaustive exploration of 
the state space. For the rest of this paper we are only con
cerned with implementations that cannot be faithfully rep
resented in CSP, so that testing is the only option to verify 
S(IMP). 

5.3 Alternative Refinement Definitions 
The notion of correctness of an implementation IMP w.r.t. 
an abstract specification process SP EC is given by the dif
ferent refinement relations introduced above, depending on 
the semantics which is currently investigated. However, 
we slightly re-phrase these refinement notions in order to 
emphasise their relationship to the test classes introduced 
by Hennessy and de Nicola. (We assume without loss of 
generality that IMP and SP EC use the same set of visi
ble interface events, while their internal hidden events may 
differ). 

1. Safety: The implementation only generates traces al
lowed by the specification process. This corresponds 
to trace refinement, we have just introduced a new sub
script S to indicate the relation to the safety notion: 

SP EC ~s IMP iff 
7race,(IMP) ~ 1race,(SPEC) 

2. Requirements Coverage: After having engaged in 
trace ,, the implementation never refuses a service 
which is guaranteed by the specification process. 

SPEC ~c IMP iff 
(Y., : 2race,( SP EC) n 7race,( IMP) • 

Ref(IMPJ,) ~ Ref(SPECJ,)) 

Since () E 2race,(SPEC) n 1race,(IMP), this im
plies that a trace which can never be refused by SP EC 
will also be guaranteed by IMP . 

3. Non-Divergence: The implementation may only di
verge after engaging in trace ., if also the specification 
process diverges after ., . 

SPEC ~D IMP iff Div(IMP) ~ Div(SPEC) 

4. Robustness: An implementation is robust w.r.t. a 
specification process if every traces that can be per
formed by the specification process is also a valid trace 
of the implementation. 
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SP EC CR IMP iff 
7ra~e,(SPEC) ~ 7racea(IMP) 

The notion of robustness, introduced in [2], can also be ex
pressed as IMP !; T SP EC. This relation has not re
ceived much attention in the literature about CSP refine
ment, though it is a common requirement in practical ap
plications: For example, robustness covers the situation 
where the specification process contains nondeterminism 
for exception handling. Failures refinement only requires 
that every guaranteed behaviour of the specification pro
cess will also be performed by the implementation. Ro
bustness additionally requires that exceptional behaviours 
of the specification process are also covered by the imple
mentation. 

The advantage of the new refinement notions is the 
possibility to give elegant alternative characterisations of 
these notions by means of mutually distinct test classes. 
Before introducing these test classes we state the following 
obvious relations between the standard and the new refine
ment notions. 
Lemma 1 

]. !;s = !;T 
2. !;s n !;c=!;F 
3. !;s n !;c n !;D = !;FD 

0 

Furthermore we define !;FDR =t1.1 !;s n !; c n !;D 
n !;R (failure-divergence refinement plus robustness). 

5.4 Specification of Acceptable Behaviour With CSP 
The nondeterministic operators of CSP allow to specify ac
ceptable behaviour as nondeterministic deviations of nor
mal behaviour, for example as 

or 

S'{IMP') =t1.J SPEC' !;:i: IMP' 
SPEC' =t1.J SPEC n (fault-i-REC) 
SPEC =t1.1 .•• normal behaviour .. . 
REC =t1.1 .•• recovery process .. . 

S'{IMP') =r1.1 SPEC' !;:i: IMP' 
SPEC' =t1.1 SPEC,,...(fault-i-REC) 
SPEC =r1.1 ••• normal behaviour .. . 
REC =t1.1 .•• recovery process .. . 

Since acceptable behaviour includes normal behaviour, the 
abstract specification processes SP EC and SP EC' will 
generally be related by some refinement notion. While 
the implementation should be an S, F, or FD-refinement 
of SPEC in most normal behaviour cases, it should be 
a robustness refinement of SP EC' in most acceptable 
behaviour cases: SP EC' !;R IMP' requires that the 
fault -i- ... -branch is really covered by the implementa
tion. FD-refinement would allow us to ignore this branch 
completely. 

Since we have chosen to use the same specification 
formalisms for normal and acceptable behaviour, the prob
lem of automatic test generation, execution and evaluation 
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does not require new solutions in the case of robustness 
tests. An alternative method relating normal and accept
able behaviour by means of implicit specifications is dis
cussed in [29, 22]. 

6 Transition Graphs and Test Classes 

In this section we describe an implementable encoding of 
the semantics of CSP processes by means of transition 
graphs. Afterwards we discuss those results of Hennessy's 
and de Nicola's testing theory [ 10] that are relevant for the 
development of implementable test drivers. 

6.1 Transition Graphs 

Automated test generation will be performed by mecha
nised analysis of the specification, which results in a choice 
of traces and possible continuations to be exercised as test 
cases on the target system. Automated test evaluation will 
be performed by observing traces and their continuations 
in the target system and checking mechanically, if these be
haviours are correct with respect to the specification. Obvi
ously, these tasks are fundamentally connected to the prob
lem of mechanised simulation of the specification which is 
in general based on the following theorem [10, p. 94]. 

Theorem 1 ( Normal Form Theorem) Let P be a CSP 
process, interpreted in the failures-divergence model. 

1. If () (/. Div(P), then 
p =FD n R:Re/(P)(Z : {[P]0 

\ R) -i- p I (z)) 
2. If Div(P) = 0, then P / 1 =FD P(,) with P(,) =r1.1 

n R:Re/(Pf ,) (z : ([P / ,]0 \ R)-i- P{," (z))) 
3. For arbitrary P, P !;FD P( ( ) ) holds. 

D 

This theorem shows how CSP specifications can be 
symbolically executed: choose a valid refusal set R of P /, 
at random, engage into any one of the remaining events 

e E [P / ,]0 
\ R and continue in state P /," ( e). Given 

an implementation of a simulator, the problem of test gen
eration for a given specification can be related to the task 
of finding executions performable by the simulator. · Test 
evaluation can be performed by determining whether an 
execution of the real system is also a possible execution of 
the simulator. 

With these general ideas in mind, the first problem to 
solve is how to retrieve the semantic representation - i.e., 
the failures and divergences - of a specification written in 
CSP syntax. This has been solved by Formal Systems Ltd 
and implemented in the FDR system [ 17], for the subset of 
CSP specifications satisfying: 

• The specification only uses a/mite alphabet. As a con
sequence, each channel admits only a finite range of 
values. 

• Each sequential process which is part of the full spec
ification can be modelled using a finite number of 
states. 

• The CSP syntax is re~tricted by a separation of op
erators into two levels: The lower-level process Ian-
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guage describes isolated communicating sequential 
processes by means of the operators ~ , n , 0, ; , X = 
F(X). The composite process language uses the op-
erators II, Ill, ..... , \ ,I* to construct full systems out of 
lower-level processes. 

Under these conditions the CSP specification may be rep
resented as a labelled transition system [19] which can be 
encoded as a transition graph with only a finite number 
of nodes and edges. Basically, the nodes of this directed 
graph are constructed from Hennessy's Acceptance Tree 
representation [ 1 O] by identifying semantically equivalent 
nodes of the tree in a single node of the transition graph. 
The edges of the graph are labelled with events, and the 
edges leaving one node carry distinct labels. Therefore, 
since the alphabet is finite, the number of leaving edges 
is also finite. A distinguished node represents the equiva
lence class of the initial state of the process P. A directed 
walk through the graph, starting in the initial state and la
belled by the sequence of events ( e1, ... , en) represents 
the trace s = ( e1, ... , en) which may be performed by P. 
The uniquely determined node reached by the walk a rep
resents the equivalence class of process state P / a. The la
bels of the edges leaving this node in the graph correspond 
to the set [ P / a ]0 of events that may occur for process P 
after having engaged in,. The set of internal states reach
able in process P after a is encoded in one node of the 
transition graph as the collection of their refusal sets, one 
for each internal state. If two directed walks a and u lead 
to the same node in the transition graph, this means that 
P / s = P / u holds in the failures model. 

The problem of automatic test evaluation now can be 
re-phrased as follows: A test execution results in a trace 
performed by the implementation. Evaluating the transi
tion graph, it may be verified whether this execution is cor
rect according to the specification. The problem of test 
generation is much more complex: Theoretically, the tran
sition graph defines exactly the acceptable behaviours of 
the implementation. But at least for non-terminating sys
tems, this involves an infinite number of possible execu
tions. Therefore the problem how to find relevant test cases 
and how to decide whether sufficiently many test execu
tions have been performed on the target system has to be 
carefully investigated. 

6.2 Test Classes 
In this section we recall results of Hennessy's and de 
Nicola's testing theory [ 10] that are relevant for the con
struction of the test drivers in Section 7 .3. 

Hennessy introduced processes U, so-called experi
menters, with a(SPEC) = a( U) \ { w }, where w is a spe
cific event denoting successful execution of the experiment 
which consists of U running in parallel with the process to 
be tested 1. Experimenters coincide with our notion of test 
cases, so we will only use the latter term. An execution 

1 In [ 1 OJ also another local experimenter event ' l' has been introduced 
which enables the experimenter to control the course of a test execu
tion. However, for the application of Hennessy's and de Nicola's theory 
to CSP, this event is not needed. 
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of the test case U for the test of some system P is a trace 
s E Tracea(P II U). The execution is successful if event 
w occurs in a. Depending on U and P, two satisfaction 
relations may be distinguished with respect to the outcome 
of test executions. 

Definition 1 For a process P. and an associated test case 
U we say: 
P may U =tl.J (3 a: Tracea(P II U) • (w) in,) 
P must U =tl.J (\/a: mazTraces(P II U) • {w) ins) 

D 

P may U. holds if there exists at least one successful 
execution of (P II U). Only if every maximum execution 
of ( P II U) leads to success P must U holds. 

Note that in general we cannot construct test cases that 
indicate failure in addition to success, because the failure 
may materialise as a situation where the test execution is 
blocked or diverges. Even if only non-diverging processes 
are tested we would need a priority concept for transitions. 
In the TCCC example expected events always have to oc
cur within certain time bounds, so failures may be detected 
by means of timeouts. 

Based on the introduced refinement notions we clas
sify tests according to their capability to detect certain im
plementation faults. 

Definition 2 Let U be a test case. 

1. U detects safety failures if! 
(\/ P • P must U => s (/. Traces(P)) 

2. U detects requirements coverage failure (s, A) if! 
(\/ P • P must U => (s, A)(/. Fail(P)) 

3. U detects divergence failures if! 
(\/ P • P must U => s (/. Div(P)) 

4. U detects robustness failure s if! 
(\/ P • P may U => s E Traces(P)) 

D 

A main result of[lO] is the definition of test classes 
which detect exactly the failures introduced in the previous 
definition. 

Definition 3 For a given specification SP EC, let s E 
a(SPEC)*, a E a(SPEC), and A ~ a(SPEC). The 
class of Hennessy Test Cases is defined by the fallowing 
collection of test cases: 

1. Safety Tests Us(s, a): 

Us(s, a) =t1.1 
ifs=() 

then ( w ~ SKIP Oa ~ SKIP) 

else ( w ~ SKIP 0head( s) ~ Us( tail( s ), a)) 

2. Requirements Coverage Tests Uc ( s, A): 

Uc(a, A) =t1.1 
ifs=() 

then(a: A~w~SKIP) 

else (w ~ SKIP0head(s) ~ Uc(tail(s), A)) 
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3. Divergence Tests UD(,): 

UD(,) =dJ 
if.,=() 
then w-+ SKIP 
else (w-+ SKIP 0head(,)-+ UD(tail(s)) 

4. Robustness Tests UR(s): 

UR(s) =dJ 
if.,=() 
then w-+ SKIP 
else head(s)-+ UR(tail(s)) 

D 

Definition 3 is motivated by the following lemma: 
Lemma2 
1. Us(s, a) detects safety failure s"(a). 
2. Uc ( s, A) detects req. coverage failure ( s, A). 
3. UD(s) detects divergence failures. 
4. UR ( s) detects robustness failure ,. 

D 

Note that the Hennessy test classes even characterise 
the associated failure types: If s" (a) ft. 7races(P) 
then P must Us(s, a) follows. Analogous results hold for 
Uc(s, A), UD(s), UR(s). 

In our contexts E Div(P) means P/1 = CHAOS 
in the sense of [11], that is, P / s may both diverge in
ternally ( live lock) and produce and refuse arbitrary exter
nal events. The tests UD(s) have been designed by Hen
nessy to detect internal divergence only. Conversely, the 
tests Us(s, a) and Uc(s, A) can detect external chaotic 
behaviour but cannot distinguish internal divergence from 
deadlock. However, using the three test classes together 
enables us to distinguish deadlock, livelock and external 
chaotic behaviour. Note that P must Us(,, a) also implies 
., fl. Div(P), because divergence along s would imply that 

every continuation of s, in particular , " ( a) would be a 
trace of P. P must Uc(s, A) implies s ft. Div(P), be
cause divergence along , implies the possibility to refuse 
every subset of a(P) afters. 

Hennessy's results about the relation between testing 
and refinement can be re-phrased for our context as fol
lows: 
Theorem 2 

1. /fforall a E a(SPEC), s E a(SPEC)* 
SPEC must Us(,, a) implies IMP mu,t Us(,, a) 
then SPEC Cs IMP. 

2. Ifforall s E 7'races(SPEC) and A~ a(SPEC) 
SPEC must Uc(,, A) implies IMP must Uc(s, A) 
then SPEC Cc IMP. 

3. /fforall s E ~(SPEC)* 
SPEC must UD(,) implies IMP muat UD(a) 
then SPEC CD IMP. 

4. Ifforall s E ~(SPEC)* 

0 

SPEC may UR(,) implies IMP may UR(,) 
then SPEC !;R IMP. 
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If SP EC !;D IMP holds, the four implications of 
the theorem become equivalences. Theorem 2 shows that 
in principle only requirements-driven test design is needed: 
It is only necessary to execute test cases that will succeed 
for the specification. Due to possible nondeterminism in 
SP EC, IMP and U the properties covered by Theorem 2 
cannot be verified by means of black-box tests alone, be
cause they require the analysis of every possible execution 
of SP EC II U and IMP II U. Thus, as indicated in the 
first part of this paper a test monitor collecting informa
tion about the executions performed so far is, in general, 
unavoidable. Note, that this is no disadvantage of the de
fined classes of tests but inherent in every testing approach 
that is sensitive to nondeterminism. 

7 Minimal Test Classes and Test Drivers 

The previous section summarised the relevant theoretical 
aspects of testing for our approach. However, when con
structing test drivers one also has to deal with pragmatical 
concerns, such as implementability. This includes the def
inition of minimum test classes to avoid redundancy, char
acterisation of test strategies that eventually reveal every 
possible implementation failure, and last but not least the 
implementation of such strategies by test drivers that si
multaneously simulate the operational environment of the 
process to be tested. These topics will be discussed in this 
section. 

7 .1 Minimal Test Classes 
When performing a test suite to validate the correctness 
properties of a system, a crucial objective is to perform a 
minimum number of test cases. The following definition 
specifies minimal sets of Hennessy tests, which are still 
trustworthy in the sense that if the implementation passes 
these tests then it is a refinement of the specification w.r.t. 
the currently chosen semantics. We use the abbreviation 
T_D(SPEC) =dJ 7races(SPEC) - Div(SPEC). 

Definition 4 For a given specification SPEC, we define 
the following collections of test cases: 

1. 1ls(SPEC) =dJ 
{Us(a, a) Is E T_D(SPEC) /\aft. [SPEC/s] 0

} 

2. 1lc(SPEC) =dJ 
{Uc(s,A) Is E T_D(SPEC) /\A~ [SPEC/s] 0 

/\ (V R: Ref(SPEC/1) • A Cf:. R) 
/\ (V X : IP> A - {A} • 

(3R: Ref(SPEC/s) • X ~ R))} 
3. 1lD(SPEC) =dJ 

{ UD(,) I IE T_D(SPEC) 
/\(Vu: T_D(SPEC) • 

s ~ u /\ [SPEC/u] 0 = 0 =>a= u)} 
4. 1lR(SPEC) =dJ 

{ UR(,) Is E 7races(SPEC) 
/\ (Vu : Traces(SPEC) • 

a~ u /\ [SPEC/u] 0 = 0 =>, = u)} 
D 
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The following theorems state that in order to charac
terise the refinement notions addressed in Theorem 2, it 
suffices already to exercise the tests specified in Defini
tion 4 on the implementation. Compared to the full set of 
Hennessy tests, defined for all sequences a E a( SP EC)* 
of events and sets A ~ a(SPEC), this represents a con
siderable reductio.n of the test cases to be considered. 

Theorem 3 Given a specification SPEC. 

1. If U E 1ls(SPEC) U 1lc(SPEC) U 1lD(SPEC) 
then SPEC muat U holds. 

2. 1/ U E 1ln(SPEC) then SPEC may U holds. 
D 

Theorem 4 Given SP EC and the corresponding test 
classes 1lz(SPEC), z E {S, C, D, R}, the following pro
perties hold: 

1. If IMP must U for all U E 1ls(SPEC), 
then SPEC !;;s IMP. 

2. If IMP muat U for all U E 1l c (SPEC), 
then SPEC !;;c IMP. 

3. If IMP must U for all U E 1lD(SPEC), 
then SP EC !;;D IMP. 

4. If IMP may U for all U E 1ln(SPEC), 
then SPEC !;;n IMP. 

D 

Theorem 3 represents the main result about the combi
nation of refinement and testing in the sense of the theory 
links discussed in Section 3.6. It shows that refinement 
assertions in our decomposition trees can be consistently 
replaced by corresponding testing assertions. In addition, 
the theorem shows that for terminating systems refinement 
properties can be verified by performing a finite number 
of tests. (Note, that all processes have only finite internal 
nondeterminism.) 

The definitions of 1ls, 1lc, 1ln indicate further that 
it is not necessary to perform any tests for traces a after 
which SP EC diverges, since in such a case SP EC/ s will 
allow chaotic behaviour which does not restrict the admis
sible behaviours of IMP/ s. (Of course, it is questionable 
if specifications allowing divergence will be used in prac
tice at all.) For the test of safety properties, the defini
tion of 1ls states that we only have to use those test cases 
Us(s, a), wheres is a trace of SPEC, bui SPEC/s does 
not admit event a. For the requirements coverage tests 
Uc ( s, A), 1l c indicates that only the smallest sets A, such 
that SP EC/ s can never refuse A completely, have to be 
tested. As a consequence, it is not necessary to exercise 
any tests Uc ( s, A), if SP EC/ s may refuse the full alpha
bet. 

The definitions of 1lD and 1ln are motivated by the 
fact that for the test of divergence and robustness properties 
we only have to analyse maximum traces: If SPEC termi
nates or blocks after a trace u, the tests corresponding to 
proper prefixes of u are covered by U D ( u) and Un ( u), so 
only the latter are contained in 1lD and 1ln respectively. 

The next theorem investigates minimality of the test 
classes 1ls and 1lc defined above. 

68 

Theorem 5 Given SP EC and the corresponding test 
classes 1l s, 1l c, the fallowing properties hold: 

1. If 1l C 1ls there exists a process P satisfying 
P muat U for all U E 1l but not refining SP EC in 
the trace model. 

2. If 1l C 1l c there exists a process P satisfying 
P must U for all U E 1ls U1l but not refining SPEC 
in the failures model. 

3. If Uc(s, A) E 1lc and BC A then 
-, (SPEC must Uc(s, B)). 

D 

Theorem 5 shows that 1l s and 1l c are indeed mini
mal: If one test U (a, a) is removed from 1l s, a process 

with safety failure a" (a) could be constructed, for which 
all the remaining tests would succeed. Removing a test 
Uc(s, A) from 1lc would admit processes P satisfying 
the remaining tests without refining SP EC in the failures 
model. Moreover, the set A cannot be reduced in Uc (a, A) 
in 1l c, since otherwise SP EC would no longer pass this 
test. 

The test collections 1ln and 1ln, however, cannot be 
defined as minimal sets, as soon as SPEC describes a non
terminating system: If a E maz7races( SP EC) is an in
finite computation of SPEC, 1lD and 1ln must contain 
infinitely many tests associated with prefixes s1 < s2 < 
s3 < ... of s, and each infinite subset of these tests would 
suffice to verify correct behaviour along s. At least we can 
state that any 1£~ ~ 1ln satisfying 

('v'u: T_n(SPEC) • 3s: 1£~ • u ~ s) 

is sufficient to detect divergence failures against SP EC 
and any 1l ~ ~ 1l n satisfying 

('v' u : T _ n (SPEC) • 3 s : 1£~ • u ~ a) 

is sufficient to detect robustness failures. 

7.2 Mixed Verification and Test Strategies 

The testing and refinement equivalences described in The
orem 4 allow us to develop mixed verification and test 
strategies increasing the efficiency of the overall verifica
tion process. This will be exemplified by means of a typical 
verification obligation 

S(Pl) S(P2) 

S(P) 
[ P = A(Pl, P2)] 

with 

S(Pl) 
S(P2) 

=dJ SPECl !;;s Pl 
=dJ SPEC2 !;;s P2 

S(P) =dJ SPEC !;;s P 
A(Pl, P2) =dJ Pl II P2 

as it might occur during an integration test suite. If we had 
to discharge this obligation by means of testing alone, four 
test series would be necessary: 
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1. requirements-driven tests Pl mu,t U for all U E 
1ls(SPEC1) to show that the premise S(Pl) holds, 

2. requirements-driven tests P2 mu,t U for all U E 
1ls(SPEC2) to show that the premise S(P2) holds, 

3. requirements-driven tests P mu,t U for all U E 
1ls(SPEC) to show that the conclusion S(P) holds, 

4. structure tests P mu,t U for all U E 1ls(Pl II P2) to 
show that P ~s Pl II P2 holds. 

Let us now examine how the amount of testing can be de
creased by discharging a part of these points using formal 
verification: First observe that the above verification obli
gation might be formally verified under the premise that 
S(Pl), S(P2) and P = Pl II P2 holds. Then the third test 
series would become superfluous; execution of the other 
three would just ensure the prerequisites for the formal ver
ification step. The next possibility would be to investigate 
the premise P = Pl II P2 by analytical methods. In an 
implementation language like OCCAM this could be triv
ially checked since the OCCAM parallel operator has the 
same semantics as in CSP. 

7 .3 Test Drivers 
As explained in Part I test drivers are hardware and/or soft
ware devices controlling the executions of test cases for a 
target system. To formalise this notion, recall that a con
text in CSP is a term C( X) with a free identifier X. Apart 
from the free identifier X, C(X) may contain other CSP 
processes as parameters. 

Definition 5 A Test Driver for the test against SP EC is a 
context V( X) using test cases Ui satisfying a( SP EC) = 
a( Ui) \ { w} as parameters. 
0 

We will focus on test drivers of the form 

V(X) =dt ( i := O); *( ui II X ..... ( w--+ monitor?ne:r:t 
--+ (if ne:r:t then i := i + 1; SKIP 

else SKIP))); 

with test cases Ui. A test driver of this type will exe
cute the test cases in a certain order U1, U2, ... ; one test 
case at a time and with only one copy of the target sys
tem X = IMP running. As soon as a test case signals 
success w, the execution will be interrupted. An input 
monitor?ne:r:t will be required from a process monitor
ing the test coverage achieved so far with the actual test 
U,. The implementation of test monitors is not addressed 
in this paper. If the monitor signals ne:r:t = true, the next 
test case U,+1 will be performed, otherwise Ui will be re
peated. If Ui is a may-test, ne:r:t is always set to true. 

The main criterion that test drivers have to satisfy is 
given in the next definition. 
Definition 6 LetV(X) be a test driver for the test against 
SP EC, peiforming test cases of a collection U in the order 
U1, U2, Ua, .... Let ~ E { ~T, ~F, ~FD, ~R }. Then 
V(X) is called trustworthy for ~ -test against SPEC, ijJ 
the following conditions hold: 

1. U contains a subset U c which characterises C -
refinement against SPEC-_ 
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2. For every (safety-, requirements coverage-, diver
gence- respectively robustness-) failure violating ~, 
there exists an n E N such that Un EU c can detect 
this failure in the sense of Definition 2. -

0 

Definition 6 covers the intuitive understanding of trust
worthine,ss in a formal way: Condition 1 re-phrases the 
soundness and completeness requirement for trustworthy 
test systems described in Part I in the case of CSP refine
ment specifications. The second condition ensures that any 
specification violation of IMP can be uncovered by a test 
case which is guaranteed to be chosen by the driver after a 
finite number of other test cases. 

Theorem 6 The test driver 

V(X) =dJ (i := O); *( Ui II X ..... (w--+ monitor?ne:r:t 
--+ (if ne:r:t then i := i + 1; SKIP 

else SKIP))); 

applying the tests U E 1l according to Definition 4, or
dered by the length of the de.fining traces, is trustworthy 
for ~FDR -refinement. 
0 

Analogous results hold for the other refinement notions 

~S,~C,~R,~D,~F,~FD· 

7 .4 Test Drivers for Reactive Systems 

The testing methodology presented so far will now be spe
cialised on the development of test drivers for the auto
mated test of reactive systems. Following the decompo
sition tree paradigm introduced in Part I, it is useful to 
distinguish between the target system and its operational 
environment in an explicit way. The objective of the test 
suite is to ensure the correct behaviour of the target sys
tem when running in an operational environment satisfy
ing its requirements specification. Therefore test drivers 
have to test the target system behaviour while simultane
ously simulating the operational environment. This holds 
for all requirements-driven tests or robustness tests to be 
exercised on components of the architecture decomposi
tion tree. 

In general, the configuration of a reactive system and 
its environment will be appropriately described by the fol
lowing definition: 

Definition 7 A standard configuration (for reactive sys
tems) (E, ASYS, SYS, I) consists of CSP processes 
E, ASYS, SYS and a set I of events such that I= a(E)n 
a( ASYS) = a( E) n a( SYS). Process E represents 
the environment SP EC = ( E II ASYS)I is called the 
specification process, and IMP= (E II SYS)! the imple
mentation. For~ E { ~T, ~F, ~FD, ~FDR, ~R, ~c 
, ~D }, a standard con.figuration is called ~ -correct, if 
SP EC ~ IMP holds. 
0 

Note that in a standard configuration(' II ASYS)1 = 
(E1 II ASYS1) and (E II SYS)I = (E1 II SYS1) holds, be
cause the hiding operator distributes through II, if none 
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of the interface events shared between the parallel compo
nents are concealed [11, p. 112]. 

Now we are prepared to state the main result of this 
article, an implementable test driver that is trustworthy for 
!;FD -refinement. The test driver uses test cases derived 
from the Hennessy Test Cases introduced in Definition 4 
and simultaneously simulates the operational environment 
of the process to be tested. The properties of these test 
cases are formally expressed by Theorem 7. Their main 
advantage when compared to the Hennessy Test Cases is 
that they allow to investigate safety, requirements coverage 
and non-divergence at the same time, while the Hennessy 
Cases require to perform different test suites for each cor
rectness feature. Therefore our test cases are more efficient 
in practical applications. 

Theorem 7 Let (E, ASYS, SYS, I) be a standard con
.figuration of a reactive system. De.fine a collection U = 
{ U(n) In EN} oftest cases by: 

U(n) =tit U(n, (}) 

U(n, a) =tit 
(#1 = n VA(,)= 0)&(w-+ SKIP) 

D 
(#a< n)& 

( e : ([E1 / ,]0 \ [ASYS1 / a]0 )-+ t-+ SKIP) 

D 
(#1 < n - 1 A R(a) ;e 0)& 

( n R:R(•) U(n, ,, [(E II ASYS)ij,]0 \ R)) 

D 
( #a = n - 1 A A(,) ;e 0)& 

( n R:ma:i:Ref(Brl-),A:A(,) U(n, ,, A\ R)) 

U(n, a, M) = e: M-+ U(n, ,~(e)) 

where 

A(,)= {A: JP> I I A~ [(E II ASYS)J/1]0 

and 

A ('t/ R: Ref((E II ASYS)if ,) •A~ R) A 
A ('t/ X : JP> A - {A} • 

(3R: Ref((E IIASYS)J/,) • X ~ R))} 

R(,) = {R: Ref(EJ/,) I [(E II ASYS)J/11° \ R "# 0}. 

Then 

1. If Trace,(E1) n Div(ASYS1) = 0 
then ASYS1 mu,t U(n)forall test cases U(n) EU. 

2. The following statements are equivalent: 

D 

(a) SYS1 mu,t U(n)forall test cases U(n) EU. 
(b) Tracea(E1) n Div(SYS1) = 0 and 

(E II ASYS)i !;FD (E II SYS)!. 

Each test case U ( n) explores the behaviour of the tar
get system for traces , of length #1 $ n. The basic 
idea of the structure of U ( n) is to simulate the environ
ment E1 with respect to traces and refusals while exercis-
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ing a combination of test cases Us(a, a) and Uc(,, A) 
on the target system. U ( n) uncovers all trace failures 
up to length n - 1 and detects all requirements cover
age violations occurring in the next step after having run 
through a trace of length n - 1. This means that the tasks 
of the test oracle are integrated in the test cases and per
formed during their execution. This is called on-the-fly 
test evaluation. U ( n, a) represents the state of a test ex
ecution where trace , has already been successfully per
formed. At each execution step, U ( n, , ) will detect any 
event e E ([Ed a]0 \ [ASYSJ/ a]0

), which is acceptable 
according to the environment but corresponds to a trace 
failure of the target system SYS. This will be indicated 
by a special event t, signalling failure of the test, if the 
target system does not diverge before indication becomes 
possible. 

As long as #a < n - 1, U(n, ,) will behave as 
E1 / a with respect to the refusal of events: In the third 

0 -branch an arbitrary refusal R E R( a) may be se
lected, and every event outside R that may be performed by 
( E II ASYS)i / a is offered to the target system. R(,) is the 
set of all E1 / a-refusals that do not block further operation 
of (E II ASYS)i completely. If the target system SYS1 
may "legally" block in environment E1 after trace a be
cause the same holds for ASYS1, this situation is reflected 
by A(,) = 0. Now the first Q-branch offers successful 
termination because such a deadlock may occur nondeter
ministically, but does not indicate failure. At the same time 

the third [}branch still offers events [(E II ASYS)i / ,]0 for 
further successful execution, so that full trace coverage can 
be reached if every possible execution of ( U(n) II SYS1) 
is carried out. Since Ref (Ed,) is subset-closed, R(,) is 
empty iff [(E II ASYS)i / ,]0 = 0, that is iff (E II ASYS)1 
always deadlocks after,. 

For #a = n, U(n, ,) will only admit events con
tained in a minimum set A E A(,) that cannot be com
pletely refused by (E IIASYS)J/,. Therefore U(n) can 
detect requirement coverage failures of SYS occurring af
ter traces of length n, when running in environment E. 
There is a subtle difference between the third and the fourth 
ALT-branch: To detect requirement coverage failures in 
the forth branch it obviously suffices to select th.e maximum 
refusals R in the expressions A \ R. If ( E II ASYS)i/, = 
P n STOP for some process P, the maximum refusal is 
the full alphabet I and A(,) is empty, so there is nothing 
to investigate about non-blocking properties. In contrast 
to that this it has to be ensured in the third Q-branch that 
every possible continuation after , is inspected. Therefore 
also smaller refusals in R(,) have to be selected, so that 
the possibility to enter the P-branch in process P n STOP 
will be provided for the target system. 

The internal choice operators ( n) used in the defini
tion of U ( n, , ) show where internal decisions with respect 
to the control of the test executions may be taken: At each 
execution step U( n,,) the refusals R or the sets A may be 
selected according to a test coverage strategy implemented 
in the test driver. Since there are many possibilities for suit
able strategies, these are hidden in the definition of U(n). 
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Any strategy covering all possible executions of U ( n) is 
valid. 

Using LTS representations for the CSP specifications 
of E1 and ASYS1, test U(n) is implementable in a straight 
forward way: U(n) is determined by the traces and re
fusals of E1 and ASYS1, and these are contained in the 
corresponding LTS··. representations. 

Part 1. of Theorem 7 states that the test cases U ( n) are 
complete in the sense that they will always execute suc
cessfully when the target system and its ~bstract specifica
tion process ASYS show identical behaviour at the system 
interface. This is only ensured when the abstract specifica
tion process ASYS1 of the target system does not diverge 
in environment E. We do not consider this a severe restric
tion to the theorem's usability, since explicit incorporation 
of divergence into abstract specifications occurs very rarely 
in practice. The implication of part 2., (a)=> (b) states the 
soundness property that successful execution of the tests 
implies failures-divergence refinement when operating in 
environment· E. Moreover, since the U ( n) never diverge 
by construction, the successful execution ensures that the 
target system will never diverge in this environment. Con
versely, if the refinement relation has been already estab
lished and it is ensured that the target system will not di
verge in its environment E, we can be certain that all tests 
U(n) will succeed for SYS1. 

Using the results of Theorem 6 and Theorem 7, now 
we can state that test drivers using the test cases U ( n) have 
the desired correctness properties: 

Theorem 8 Let ( E, ASYS, SYS, 1) be a standard con
figuration of a reactive system, where the associated tests 
U ( n) be defined as above. Then the test driver 

:D(X) =dt (i := O); *( Ui II X''"'(w ~ monitor?ne:,;t 
~ (if ne:,;t then i := i + 1; SKIP 

else SKIP))); 

is trustworthy for !;FD -test. 
0 

8 Conclusion 

This article presented a specification, design and verifica
tion methodology for dependable systems which can be in
stantiated with (combinations of) compositional develop
ment and verification methods. We have shown how test
ing safety-critical reactive systems can be regarded as just 
one specific type of verification technique according to this 
methodology and therefore be combined with formal ver
ification methods in a consistent way. The article focused 
on the development of test drivers performing automated 
generation, execution and evaluation of tests for reactive 
systems against CSP specifications. Given a correctness 
relation between abstract specification processes and im
plementations, a trustworthy test driver should be capable 
of 
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• generating test cases for every possible correctness vi
olation, 

• exercising test cases on the target system, while simu
lating at the same time proper environment behaviour, 

• detecting every violation of the correctness require-
ments during test execution. 

To obtain test drivers which are provably correct with re
spect to these objectives, we analysed Hennessy's and de 
Nicola's testing theory in the framework of untimed CSP. 
Hennessy's test classes are suitable for the detection of 
safety failures, insufficient requirements coverage, diver
gence failures and insufficient robustness in an implemen
tation and characterise the corresponding refinement no
tions. As a result of this analysis we determined minimal 
subsets of Hennessy's test classes that are capable of de
tecting safety f~lures and insufficient requirements cov
erage. Furthermore we presented the top-level specifica
tion of a combined test driver (generator plus driver plus 
evaluator) as implemented in the VVT-RT system. It was 
demonstrated that a test driver implementing this specifi
cation possesses the three capabilities listed above, with 
respect to testing safety and requirements coverage. 

The work presented in this article reflects a "build
ing block" of a joint enterprise of ELPRO LET GmbH, JP 
Software-Consulting, Bremen University and Kiel Univer
sity in the field of test automation for reactive systems. Our 
objective is to develop a hierarchy of CSP-based test meth
ods,· where this article defines the general methodology ap
plicable to each layer in the "stack" of methods and de
scribes the first layer concerned with untimed testing. The 
higher layers represent the corresponding implementable 
theories for testing against 

• discrete time/discrete values, 
• dense time/discrete values, 
• dense time/continuous values (i. e.hybrid) 

requirements specifications. The complete untimed theory 
and real-time testing against a restricted version of the CSP 
timed trace model are already implemented in VVT-AT; 
further theoretical results will be integrated in future ver
sions of the tool. 

References 

1. K. R. Apt and E.-R. Olderog. Verification of Se
quential and Concurrent Programs. Springer-Verlag, 
Berlin Heidelberg New York, 1991. 

2. E. Brinksma. A theory for the derivation of tests. In 
P. H. J. van Eijk. C. A. Vissers, and M. Diaz, editors, 
The Formal Description Technique LOTOS, pages 
235-247. Elsevire Science Publishers B. V. (North
Holland), 1989. 

3. J. Davies. Specification and Proof in Real-Time CSP. 
Cambridge University Press, 1993. 

4. Der Bundesminister des Innern. Planung und 
Durchfilhrung von IT-Vorhaben - Vorgehensmodell. 
KBSt Koordinierungs- un.d Beratungsstelle der Bun
desregierung fur lnformationstechnik in der Bun-

71 



Wofacs '96 

desverwaltung, 1992. English version available from 
IABG Industrieanlagen Betriebsgesellschaft, Otto
brunn. 

5. RTCA D0178B. Development considerations in air
borne computer systems, 1993. 

6. Formal Systems Ltd. Failures Divergence Refine
ment. User Manual and Tutorial Version 1.4. Formal 
Systems (Europe) Ltd (1994 ). 

7. M.-C. Gaudel. Testing can be formal, too. In P. D. 
Mosses, M. Nielsen, and M. I. Schwartzbach, editors, 
Proceedings of TAPSOFT '95: Theory and Practice 
of Software Development, Aarhus (Denmark), May 
1995. Springer Verlag, 1995. 

8. ELPRO LET GmbH. Programmablaufplan -
Bahniibergang, 1994. 

9. D. Harel, H. Lachover, A. Naamad, A. Pnueli, M. 
Politi, R. Sherman, A. Shtull-Trauring and M. Trakht
enbrot. Statemate: A working environment for the de
velopment of complex reactive systems. IEEE Trans
actions on Software Engineering, (1990) 16: 403-
414. 

10. M. C. Hennessy. Algebraic Theory of Processes. MIT 
Press, 1988. 

11. C.A.R. Hoare. Communicating sequential processes. 
Prentice-Hall International, Englewood Cliffs NJ, 
1985. 

12. H. M. Horcher. Improving software tests using Z 
specifications. In ZUM '95: 9th International Confer
ence ofZ Users, LNCS 967. Springer Verlag, 1995. 

13. H. M. Horcher and J. Peleska. The role of formal 
specifications in software test (tutorial). In Proceed
ings of FME '94, 1994. 

14. H. M. Horcher and J. Peleska. Using formal specifi
cations to support software testing. Software Quality 
Journal 4, 309-327, (1995). 

15. B. Krieg-Briickner, J. Peleska, E.-R. Olderog, 
D. Balzer and A. Baer. Universal Formal Meth
ods Workbench. In U. Grote and G. Wolf, editors, 
Status seminar Softwaretechnologie des BMBF, March 
1996, Berlin, Deutsche Forschungsanstanlt fiir Luft
und Raumfahrt, Berlin, 1996. 

16. J.C. Laprie et al. Dependability: Basic Concepts and 
Terminology. Springer-Verlag, 1992. , 

17. Formal Systems (Europe) Ltd. Failures divergence re
finement: User manual and tutorial version 1.4, 1994. 

18. E. Mikk. Compilation of Z specifications into C for 
automatic test result evaluation. In J. P. Bowen and 
M. G. Hinchey, editors, ZUM '95: 9th International 
Conference ofZ Users, LNCS 967. Springer, 1995. 

19. R. Milner. Communication and Concurrency. 
Prentice-Hall International, Englewood Cliffs NJ, 
1989. 

20. M. Miillerburg. Systematic testing: a means for val
idating reactive systems. In EuroSTAR '94: Proceed
ings of the 2nd European Intern. Conj. on Software 
Testing, Analysis&Review. British Computer Society, 
1994. 

21. G. J. Myers. The Art of Software-Testing. John Wiley 

72 

& Sons, New York, 1979. 
22. J. Peleska. Formal methods and the development of 

dependable systems. Habilitation Thesis, Kiel Uni
versity, 1995. 

23. J. Peleska and M. Siegel. From testing theory to test 
driver implementation. In Proceedings of the Formal 
Methods Europe Conference FME '96, number 1051 
in LNCS. Springer-Verlag, 1996. 

24. J. Peleska. Test Automation for Safety-Critical Sys
tems: Industrial Application and Future Develop
ments. In Proceedings of the Formal Methods Eu
rope Conference FME '96, number 1051 in LNCS. 
Springer-Verlag, 1996. 

25. J. Peleska: Trustworthy Tests for Reactive Systems -
Automation of Real-Time Testing. In preparation, JP 
Software-Consulting ( 1996). 

26. D. J. Richardson, S. Leif Aha, and T. 0. O'Malley. 
Specification-based test oracles for reactive systems. 
In Proceedings of the 14th International Con/ erence 
on Software Engineering, Melbome, Australia, 1992. 

27. D. J. Richardson, T. 0. O'Malley, and C. Tittle 
Moore. Approaches to specification-based testing. In 
ACM SIGSoft 89: Third Symposium on Software Test
ing, Analysis and Verification, 1989. 

28. W. Schiltz. Fundamental issues in testing distributed 
real-time systems. Technical Report 170, LAAS
CNRS, Toulouse, PDCS Technical Report Series, 
1993. 

29. H. Schepers. Fault Tolerance and Timing of Dis
tributed Systems. PhD thesis, Eindhoven University 
of Technology, 1994. 

30. E. Weyuker, T. Goradia, and A. Singh. Automati
cally generating test data from a boolean specifica
tion. IEEE Transactions on Software Engineering, 
20(5), 1994. 

31. J. Zwiers. Compositionality, Concurrency and Partial 
Correctness (LNCS 321). Springer-Verlag, 1989. 

Acknowledgements: The first author would like to 
thank Chris Brink for the invitation to present a series of 
lectures on testing during the WOFACS '96 workshop. He 
and his team, the other lecturers (Maarten de Rijke, Jeff 
Sanders and Holger Schlingloff) and - last but not least! 
- the audience of the workshop created a stimulating at
mosphere and interesting discussions that contributed sub
stantially to the ideas described in this article. Further
more, the first author has been partially supported by the 
German Ministery of Education and Research (BMBF}, 
project UniForM. 

SACJ/SART, No 19, 1997 



Appendix A Proofs of theorems and lemmas 

Proof of Theorem 3. 
We prove the case Uc(,, A} E 1lc, the other cases are shown analogously. 

Proof Obligation. Show that SPEC mu,t Uc (,, A}. 

Wofacs '96 

According to the definition of1lc, we have, E Trace,(SPEC} - Div(SPEC). Moreover, the definitions of1lc and 

Uc(•, A} imply that every execution of ( Uc(,, A) II SPEC) is a prefix of ,"(a, w), for some a EA. 
Case 1. Suppose, an execution of ( Uc(,, A) II SPEC) does not reach la,t(,). Since neither Uc(•, A} nor SPEC 

diverge along,, the same holds for ( Uc(•, A} II 
SPEC), therefore SPEC must block before la,t(,) is reached and, as a consequence, ( Uc(,, A} II SPEC) is ready to 
produce any event not contained in a(SPEC}. Since the only event not contained in a(SPEC) and executable in this state 
is w, this leads to successful execution of ( Uc(•, A} II SPEC). 

Case 2. Suppose laat(,) is reached in an execution of ( Uc(,, A} II SPEC). Since SPEC does not diverge along,, 
application of the Normal Form Theorem 1 yields 

SPEC/,= nR:Re/(SPBC/•)(:e: ([SPEC/11°\R)-4-SPEC/1"(:e}) 

Since A~ [SPEC/ ,1° and A<!:. R holds for every refusal R of SPEC/,, we get 

('v R: Ref(SPEC / ,) • (3 a: A• a E ([SPEC/ 11° \ R}}) 

Together with the normal form representation, this shows that SPEC/, cannot refuse all events of A. As a consequence 
the execution also yields success w. This completes the proof that SPEC mu,t Uc(•, A). 
0 

Proof of Theorem 4. 
Again we only prove the requirements coverage case (2.). Recall that due to the definition of ~c nothing has to be 
shown in the case of sequences of events not contained in Trace,(SPEC). The theorem now follows in case (2.) from the 
following 

Proof Obligation. Show that for all, E Trace,(SPEC) and A ~ a(SPEC): 

SPEC mu,t Uc(•, A) A-, (IMP mwt Uc(,, A))=> 
(3 A' : 'W'a(SPEC} • Uc(,, A'} E 1lc A-, (IMP mwt Uc(,, A'}))) 

holds. This means that whenever IMP contains a requirements coverage failure(,, A) with , E Trace,(SPEC) and 
arbitrary A, it will also contain a requirements coverage failure(,, A') which can be detected by a test in 1lc. 

Assume 

, E Trace,(SPEC) A SPEC mu,t Uc(•, A} A Uc(,, A} (/.1lc A-, (IMP mwt Uc(,, A}} 

Then, because of the structure of U(,, A), two situations may be the cause for the failure of IMP: 
1. , E Div(IMP} 
2. , E Trace,(IMP) - Div(IMP} A (3R: Ref(IMP/1) •A~ R) 

In both cases we have , E Trace,(IMP). Because 

, E Trace,(SPEC) A SPEC mu,t Uc(,, A} 

the set An[SPEC / •l° cannot be completely contained in any of the RE Ref(SPEC /,).Choose an A'~ An[SPEC / ,1° 
such that ('v R : Ref(SPEC / ,) • A' </:. R} and ('v X : fll> A' - {A'} • (3 R : Ref(SPEC / ,) • X ~ R)). Then 
U(,, A'} E 1lc and SPEC mu,t Uc(,, A'}. 

'Case 1. If, E Div(IMP) is the cause for-, (IMP mu,t Uc(,, A)}, then also-, (IMP mwt Uc(,, A')}, because 
divergence along, will lead to an execution of ( Uc(,, A'} II IMP) where any visible event is refused before success w 
could be signalled. 

, Case 2. · If , E ' Trace,( IMP} - Div( IMP} A (3 R : Ref (IMP/,) • A ~ R} is the cause 
for -, (IMP mu,t Uc(,, A)), then also A' C A will be contained in such an R. This yields once more 
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-, (IMP must Uc(s, A')), because an execution of ( Uc(s, A') II IMP) will block A'-events after ,, and Uc(a, A')/ a 
can signal success w only after having first engaged into some a E A'. 
0 

Proof of Theorem 5. 
Proofof(l). Suppose that U(a, a) E 1ls andlet1l =t1.11ls -{Us(a, a)}. Define 

a( P) =t1.1 a( SP EC) 

P/u =t1.1 if'u == a then (z :'[SPEC/u]0 -+P/u""'(z)0a-+STOP) 
else (z: [SPEC/u]0 -+P/u""'(z}) 

Obviously Traces(P) = Traces(SPEC) U {s""' (a}}. Then P must U holds for all U E 1l, but P violates the safety 

requirement s"(a} rt Traces(P). 
Proof of (2). Let { Uc ( s, A 1), .•• , Uc ( s, An)} ~ 1l c be an enumeration of the muat -tests in 1l c to be executed for 

fixed traces. Suppose 1l = 1lc - { Uc(a, An)}, Then define a CSP process P by 

a(P) =t1.t a(SPEC) 

P/u =d./ if u = s then (z: ([SPEC/u]0 \An)-+P/u""'(z}) 
O(z: An-+P/u""'(z})nSTOP) 

else (z: [SPEC/u]0 -+P/u""'(z}) 

Since Traces(P) = Traces(SPEC) holds by construction, P must U holds for all safety tests in 1ls. For traces 
u f. s, P must Uc ( u, A) holds for all tests in 1l c, because P / u never refuses an event that might be accepted by 
SP EC/ u. For u = s, observe that the sets A, are minimal in the sense of part (2) of the theorem, and therefore A,\ An f. 0 
holds for all i = 1, ... , (n-1). As a consequence, [SPEC /u] 0\An contains at least one A,-event for all i = 1, ... , (n-1). 
This implies P must Uc(s, A,) for i = 1, ... , (n - 1), so P must U for all tests U E 1l. However, P / s may refuse An 
completely, while SPEC/swill always accept at least one An-event. As a consequence, P does not refine SPEC in the 
failures model. 

Proof of (3). Suppose Uc(s, A) E 1lc and B C A. The definition of 1lc implies the existence of a refusal 
R E Ref(SPEC / s) such that B ~ R. As a consequence there exists an execution ( U(s, B) II SPEC) blocking and 
consequently failing after traces. Therefore,-, (SPEC must Uc(s, B)) holds, which proves (3). 
0 

Proof of Theorem 6. 
Since a(SPEC) is finite, every [IMP/ s]0 is also finite. As a consequence, Traces(IMP) contains only a finite number 
of traces with fixed length n E N. Since also Ref (IMP/ s) is always finite, the number of Hennessy Test U, E 1l with 
defining trace of length less or equal n will also be finite. 

Since according to Theorem 2 the test cases of 1l can detect every type of failure and every failure occurs after a finite 
trace, the theorem follows. 
0 

Lemmas for Proof of Theorem 7. 
We use the following lemma in the proof: 
Lemma 3 Given P, Q with a(P) = a( Q). 

1. (P II Q) must Us(s, a)<=> P must Us(s, a) V Q mu,t Us(s, a) 
2. (P II Q) must Uc(s, A) As E Traces(P II Q):::} P must Uc(s, A) A Q must Uc(s, A) 
3. (P II Q) must Uc(s, A):::} P must Uc(s, A) V Q must Uc(s, A) 

Proof of Lemma 3. 
Proof of (1.) 
(P II Q) must Us(s, a) 

<=> s""'(a} rt Traces(P II Q) A (P II Q) must UD(s) [Lemma 2] 

<=> (s""'(a} rt Traces(P) V s""'(a} rt Traces( Q)) AP must UD(s) A Q must UD(s) [ II-law, a(P) = a( Q) = I] 
<=> P must Us(s, a) V Q must Us(s, a) [Lemma 2] 

Proof of (2.) Assume (P II Q) must Uc(s, A) As E Traces(P II Q), but-, (P must Uc(s, A)). There are two possibili
ties for failure. 

74 SACJ/SART, No 19, 1997 



Wofacs '.96 

Case 1. Assume, E Div(P). Then, because, is also a trace of Q, the definition of II yields, e Div(P II Q), which 
is a contradiction to (P II Q) mwt Uc(•, A). 

Case 2. Assume (3 R: Ref(P / ,) •A~ R). Then, because, is also a trace of Q, the definition of II implies that R is 
also a refusal of ( P 11 Q) /,. Once more, this contradicts ( P 11 Q) mu,t Uc (,, A) (Lemma 2). Therefore P mwt Uc (,, A) 
holds. 

The same argument can be applied for Q mwt Uc(•, A). This proves (2.). 
Proof of (3.) If neither P mwt Uc(•, A) nor Q mwt Uc(•, A) holds, 

-, (P mud UD(•)) V-, ( Q mwt UD(•)) V, E 7race,(P) n 7race,( Q) 

follows. The first two possibilities both imply-, ((P II Q) mu,t UD(•)) which yields-, ((P II Q) mwt Uc(•, A)). The last 
possibility also results in-, ((P II Q) mwt Uc(•, A)) because otherwise (2.) would yield a contradiction. This completes 
the proof of (3.). 
0 

Proof of Theorem 7. 
We will first state and verify four proof obligations that are used to establish the validity of Theorem 7, 2.(a) => 2.(b ). 

Proof Obligation 1. Show that 

, E 7race,((E II ASYS)I) A#• < n => , E 7race,( U(n)) A U(n)/, = U(n, ,) 

Given U(n) with fixed n > 0, we will use induction over the length m =#•of the traces,, m = 0, ... , n - 1. The 
assertion holds trivially form= 0, since this implies,= (} and U(n)/(} = U(n) = U(n, ())by definition. Assume 
that obligation 1 has been proven form ~ 0 and let, E 7race,((E II ASYS)I) A #• = m + 1 A m + 1 < n. Define 
trace u = front(,) and event a = laat(, ). 

Applying the induction hypothesis to u yields u E 7race,( U(n)) and U(n)/u = U(n, u). Since#• < n we have 
#u < n - 1. Furthermore, , E 7race,((E II ASYS)r) implies a E [(E II ASYS)r/u]0

, so R( u) -:/; 0. Evaluating the 
guards in the definition of U ( n, , ) therefore yields 

U(n)/u = U(n, u) = (A(u) = 0)&(w--+ SKIP) 

0 
( #u < n )&( e : ([Er/ u]0 

\ [ ASYSr /u]0)--+ t--+ SKIP) 

0 
( n R:R(u) U(n, u, [(E II ASYS)r /u]0 \ R)) 

U(n, u, M) = e: M--+ U(n, u"'(e)) 
Since 0 E R( u), process U(n, u, [(E II ASYS)r/u]0) is an alternative of the ( n R:R(u) ••• )-branch in U(n, u). As a 

consequence, [U(n, u, [(E II ASYS)r/u]0 )]0 ~ [U(n)/u]0 holds. By construction of the processes U(n, ,, M) we have 
[U(n, u, [(E II ASYS)r/u]0 )]0 = [(E II ASYS)r/u]0

• Since a E [(E II ASYS)r/u]0 we get a E [U(n)/u]0 • This proves 

, = u"(a) E 7race,( U(n)). 

Since the first and the second O -branch of U(n)/u do not accept a, we obtain U(n)/u " {a) = 
U(n, u, [(E II ASYS)r/u]0 \ R)/(a) for some R E R(u) with a E [(E II ASYS)r/u]0 \ R. (Note, that for all such 
sets R, R' we have by definition of U(n, ,, M) that U(n, u, [(E II ASYS)r/u]0 

\ R)/(a) = U(n, u, [(E II ASYS)r/u]0 \ 

R')/{a)). Hence, we conclude 

U(n)/• = U(n)/u"(a) = U(n,u,[(EIIASYS)r/u]0 \R)/(a) = U(n,u"'{a)) = U(n,,) 

which proves obligation 1. 

Proof Obligation 2. For Us(•, a) E 1ls((E II ASYS)r) and #1 = n - 1 with 1ls defined as in Definition 4 show that 

-, ((E II SYS)r mu,t Us(•, a)) A (E II SYS)r mwt UD(•) =>-, (SYSr mu,t U(n)). 

By Lemma 3, the premise of Proof Obligation 2 imply ,"'(a) E 7race,(Er) and ,"(a) E 7race,(SYSr). Since 
Us(,, a) E 1ls, , E 7race,((E II ASYS)r) A a ¢ [(E II ASYS)r/ ,]0

, so application of Lemma 3 and the definition 

of II yields, E 7racea(ASYSr) A ,"(a) ¢ 7race,(ASYSr). As a consequence, a E [Er/1]0 \ [ASYSI/1]0 • From 

the validity of Proof Obligation I we get U(n)/1 = U(n, ,), so U(n)/,"(a} = U(n, 1)/(a} will accept the branch 
t--+ SKIP, because #• < n and a E [Er/ ,]0 \ [ASYSr / ,]0

• This means, that at least in one execution ( U(n) II SYS) 
will fail after," { a), which shows the validity of Proof Obligation 2. 
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Proof Obligation 3. For Uc(•, A) E 1lc((E II ASYS)I) and#•= n - 1 show that 

-, ((E II SYS)r muat Uc(•, A)) A (E JI SYS)r muat UD(•) =>-, (SYSr muat U(n)) 

Uc(,,A) e 1lc((EIIASYS)r) andpart(2.) ofLemma3implyA e A(,)/\, e Trace,((EIIASYS)r) /\ 
Er mu,t Uc(•, A) /\ ASYSr muat Uc(•, A). If (E II SYS)r muat UD(,), an execution of Uc(•, A) can only 
fail for (E II SYS)r if , e 7'race,((E II SYS)r ), so we can assume , E Trace,(SYSr ). Therefore 
-, ((E II SYS)r muat Uc(,, A)) implies 

(3 R: mazRef((Er II SYSr)/1) •An [(Er II SYSr)/11° ~ R). 

The definition of II implies that such a refusal Risa union of maximum refusals X1 E mazRe/(Er/1) and X2 e 
mazRef(SYS1 / ,), so An [E1/ ,1° n [SYSr/ •1° ~ (X1 U X2). E1 muat Uc(•, A) implies A\ X1 #= 0. Moreover, 
A ~ [E1/a1° holds according to the definition of1lc((E II ASYS)1), so (A\ X1) n [SYS1/1]0 ~ X2. This means that 
SYS1 /, may refuse every event of A\ X1. 

From the validity of Proof Obligation l we know that U ( n) /, = U ( n, , ) . Evaluation of the guards in the definition 
of U ( n, , ) results in: 

U(n)/, = U(n, ,) = (e: ([Er/1]0 \ [ASYSJ/11°)--+ t--+ SKIP) 

0 
( n R':mazBe/(B, f,),A':A(,) U( n, ,, A'\ R')) 

U(n, ,, M) = e : M--+ U(n, ,"(e}) 
Therefore, since A e A(,) and X1 E mazRef(E1 /,),a possible behaviour of U(n)/, is defined by the process 

P = ( e : ([E1 / ,]0 \ [ASYS1 / ,]0 )--+ t--+ SKIP) 

0 
(e: A\ X1--+ U(n, ,"(e})). 

At least one execution of ((E II SYS)r/, II P) will fail: If SYSr/, refuses X2, the second P-branch is blocked, and 
the first branch leads to trace failure t. This proves obligation 3. 

Proof Obligation 4. For UD(•) E 1lD((E II ASYS)I) and#•= n -1 show that 

-, ((E II SYS)1 mu,t UD(,)) =>-, (SYS1 mu,t U(n)) 

The premise UD(,) E 1lD((EIIASYS)I) implies, E '1'race,(E1IIASYSr) and, ft. Div(E1IIASYS1). The 
semantics of II implies , ft. Div(E1) /\ , ft. Div(ASYS1 ). Let u ~ , such that u E Div((E II SYS)I ). Since u is 
a prefix of,, u ft. Div(E1) also holds and u E Div(SYS1) follows. Since , E Trace,((E II ASYS)I ), the validity of 
proof obligation 1 shows that u,, E Trace,( U(n)). Therefore u E Trace,( U(n) II SYS1 ), and the definition of II yields 
u E Div( U(n) II SYSr ). As a consequence, ( U(n) II SYS1) may refuse any event of I U { w} after having engaged into 
trace u. Since u does not contain w, such an execution will fail. This proves Obligation 4. 

Proof of Theorem 7, 2.(a) => 2.(b). Suppose SYS1 muat U(n) for all n e N and let UD(•) E 1fo((E II ASYS)I ). Then 
(E II SYS)I mu,t UD(,), because otherwise-, (SYS1 mu,t U(#a + 1)) according to proofobligation4. Let Us(,, a) e 
1ls((E II ASYS)I ). Then (E II SYS)I mu,t Us(,, a), because otherwise-, (SYS1 mu,t U(#• + 1)) according to proof 
obligation 2, since we already have established that (E II SYS)I mu,t UD(,). Let Uc(,, A) E 1lc((E II ASYS)I). Then 
(E II SYS)I mu,t Uc(•, A), because otherwise-, (SYS1 mu,t U(#a + 1)) according to proof obligation 3. 

Now we have established that 

(VU : 1ls((E II ASYS)I) U 1lc((E II ASYS)I) U 1lD((E II ASYS)I) • (E II SYS)I muat U) 

holds. Therefore the application of Theorem 4 results in (E II ASYS)I ~FD (E II SYS)I. This proves Theorem 7, 2.(a) 
=> 2.(b). 

Proof of Theorem 7, 2.(b) => 2.(a). We apply contraposition and prove that the negation of the premise 2.(a) implies 
the negation of 2.(b). Suppose-, (SYSr mu,t U(n)) for some n E N. Analysis of the structure of U(n) shows that an 
execution of ( U(n) II SYS1) can only 'faif iff at least one of the following conditions are true: 

l. An execution diverges, before success could be signalled: 
(3, e Trace,( U(n) It SYS1) • -, (w) in, A , E Div( U( n) II SYS1 ). 

2. An execution produces a trace failure: 
(3, E 7'race,(U(n) II SYSr) •#front(,)< n /\ la,t(,) e [E1/1] 0 \ [ASYSJ/1]0 ). 
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3. An execution blocks in the third 0-branch of U(n, ,): 
(3, E 7race1(U(n)IISYS1); R,X: JP>I • #1 < n-1 A (,,X) E Fail(SYSr) A A(,)-:/; 0 AR e R(.t) A 
[(E II ASYS)r/ ,]0 \Rn [SYSr/ .t]0 

\ X = 0). 
4. An execution blocks in the forth 0-branch of U ( n, , ): 

(3, E 7race.t(U(n)IISYSr); A,R,X: JP>I • #1 = n- 1 /\ (,,X) E Fail(SYSr) A A E A(.t) A (,,R) e 
Fail(Er) A A\ (RUX) = 0). 
Observe that, due to the specification of U ( n ), , is also contained in 7race.t( Er) in all four cases. Moreover, for cases 

3. and 4. , is also contained in 7race.t((E II ASYS)r ). 
Since Div( U(n)) = 0 by construction, failure condition 1. implies a E Div(SYSr ). As a consequence, 7race,(E1) n 

Div( SYS r) -:/; 0, so the negation of 2.(b) holds. 
For failure condition 2., we have that front(•) E 7race.t((E II ASYS)r ), but laat(.t) ft [(E II ASYS)r/front(,)]o. 

Then the test case Us(front(a), laat(a)) is contained in 1ls((E II ASYS)r ), and this test fails for the execution of 
(E II SYS)r when trace , is produced. Again this violates 2.(b), because (E II ASYS)r ~FD (E II SYS)r implies 
(E II SYS)r mu,t Us(front(a), laat(a)) according to Theorem 4. 

For failure condition 3., there exists an A E A(.t) such that (E II ASYS)r mwt Uc(a, A), so Uc(•, A) is an element 
of 1lc((E II ASYS)r). This test will fail for at least one execution of ( Uc(•, A) II (E II SYS)r), since this parallel com
position may block completely after .t. This implies that (E II SYS)r does not refine (E II ASYS)r due to a requirements 
coverage failure. · 

For failure condition 4., observe that (,, R U X) is a failure of (E II SYS)r, so at least one execution of 
( Uc(,, A) II (E II SYS)r) will fail. However, (E II ASYS)r mwt Uc(,, A) holds since A EA(,). Therefore Uc(•, A) is 
contained in 1lc((E II ASYS)r ). Again, this implies that (E II SYS)r does not refine (E II ASYS)r due to a requirements 
coverage failure. Now we have established that the negation of 2.(b) holds for each of the failure conditions listed above. 
This proves Theorem 7, 2.(b) => 2.(a). 

Proof of Theorem 7, 1. Choosing SYSr =tlJ ASYSr and noting that ~FD is reflexive, part 1. of the theor~m is a trivial 
consequence of part 2., (b) => ( a). This completes the proof of Theorem 7. 
D 

Proof of Theorem 8. 
In analogy to Theorem 6, V(X) applies test cases ordered by the length of the traces. Since by Theorem 7 U(n) has the 
same capabilities to detect failures as the Hennessy test cases Us(•, a), Uc(•, A) with#• = n - 1, Theorem 6 implies 
that V(X) is trustworthy for ~FD -test. 
D 
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