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Guest Editorial 

Information Security - The Family Member Who Came Home 

Basie von Solms 
Rand Afrikaans University, Johannesburg, South Africa 

basie@rkw.rau.ac.za 

The claim that the information society is upon us and that 
the information superhighway is about to affect us all, is 
such a cliche that it hardly bears repeating - practically 
everyone is talking and writing about it. Although the as
sertion that information security is an essential and integral 
part of the information society might also seem cliched to 
some, it nevertheless does not get as much attention and ex
posure as it should. Information security has always been 
seen in the same light as taxes: nobody really wants it, but 
everybody (reluctantly) admits that we need it. Following 
an alternative analogy, it is like an unwanted family mem
ber: we realise that he is part of the family, but we really 
do not want to be bothered by him. In the last few years, 
the growth of the Internet and the explosive appearance 
of the World Wide Web (WWW) has brought information 
security into corporate boardrooms and private lounges. 
Suddenly everyone wants to get to know this unwanted 
family member a little better! 

This issue of SACJ is. dedicated to the unwanted family 
member and if, by reading this issue, all of us in the IT fam
ily are able to learn just a little more about this sibling, then 
producing the issue would have been worthwhile. In fact, 
we should welcome him back home as soon as possible. 

A little background about this issue is in order. The 
International Federation for Information Processing (IFIP) 
is a consortium of about 60 member countries. It provides 
an umbrella for many international IT activities. Countries 
are represented by their national IT society, South Africa 
being represented by the Computer Society of South Africa 
(CSSA). IFIP has a total of 13 Technical Committees (TCs), 
each concentrating on a different aspect of IT. TC 11 deals 
with all aspects of information security. It organises an 
annual international conference - the so-called IFIP/Sec 
series, which is widely regarded as one of the major infor
mation security conferences. 

IFIP/Sec 95, the 11th International Conference on In
formation Security, took place in Cape Town in May 1995 
and IFIP/Sec 96, the 12th International Conference on In
formation Security, took place on the Greek island of Samos 
in May 1996. Complete proceedings of the two confer
ences, together containing more than 80 articles, have been 
published by the official IFIP publishers, Chapman and 
Hall. This issue of SACJ consists of a selection of four ar
ticles from the IFIP/Sec 95 Proceedings and two from the 
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IFIP/Sec 96 Proceedings. It is intended not only to.dissem
inate relevant information, but also to bring the information 
security interests of SAICSIT, CSSA, IFIP and TC 11 to 
the attention of readers. If, after reading this issue, you are 
interested in the remaining 7 4 articles, or in the activities 
of any of these bodies, please feel free to contact the guest 
editor directly. 

The selected articles cover a diverse range of infor
mation security issues. Parker extends its theoretical and 
conceptual understanding, Hoffman addresses several of 
its non-technical but crucial aspects, Muftic concentrates 
on its role in open distributed systems, de Ru and Eloff 
link into the use of biometrics in information security, von 
Solms investigates the security protocols for the Internet 
and WWW, and Pangalos and Khair remind us that infor
mation security requirements extend even into the medical 
field. 

The first four articles are from the IFIP/Sec 95 Pro
ceedings. The first, by Donn Parker, suggests a framework 
for information security in order to avoid information an
archy. He argues that the traditional view of the role of 
information security - to protect the three elements of con
fidentiality, integrity and availability of information - is 
dangerously oversimplified. He includes three more ele
ments of information into the equation: authenticity, utility 
and possession. The article provides a good platform for 
gaining a better understanding of what information security 
really ought to be about. , 

In the second article, Lance Hoffman addresses the im
portant issues of escrow encryption and export controls -
specifically, as he clearly points out, from a US standpoint. 
The article highlights the very important fact that cryptol
ogy is not merely a technical issue, but that the political 
overtones, civil liberties and administrative implications 
are also extremely relevant. Ignoring these non-technical 
issues, as many information security specialists tend to do, 
will have a negative impact on the field becoming a dis
cipline in its own right. Since its first publication, some 
of the issues raised by the Hoffman article have been re
ceiving attention. For example, the idea of international 
cryptology policies is being addressed by the European 
Organisation for Economic Cooperation and Development 
(OECD). Relevant recent articles on the escrow aspect can 
be found in [l]. 
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In the next article, Sead Muftic concentrates on aspects 
of security in open distributed environments. He identifies 
a number of elements suitable for a secure system in such 
an environment. These are: smart cards, secure user work
stations, integrated security clients, security servers and a 
global certification system for international networks. This 
last aspect is becoming more and more important as basi
cally all secure protocols use public key encryption in some 
form or the other. Using these elements, he also describes a 
number of security enhanced applications - secure Internet 
e-mail and secure EDI. Muftic stresses the fact that all these 
elements are operational, implemented, and already in use. 

de Ru and El off then discuss the reinforcement of pass
word authenticatiofl!l using typing biometrics. Biometric 
methods are probably the best means of authentication, but 
many of these methods are technology-intensive and ex
pensive. Their article tries to use typing characteristics as a 
cheap and user-transparent way to augment the traditional 
password. 

The last two articles are from the IFIP/Sec 96 Proceed
ings. von Solm's article gives an overview of two non
payment related and one payment related secure protocol 
for the Internet and the WWW. The non-payment related 
protocols are Secure Sockets Layer (SSL) and Secure Hy
pertext Transport Protocol (SHTTP). SSL is usable in any 
TCP/IP environment, while SHTTP is specifically for the 
WWW. Both make use of public key encryption. The pay
ment related protocol, Secure Payment Protocol (SEPP) 
was superseded by the Secure Transaction Protocol (SET) 
early in 1996, but only after the article had already been 
submitted to IFIP/Sec 96. The presentation at the confer
ence however, covered SET and not SEPP. An appendix 
is attached to this article, giving a brief overview of SET, 
as SEPP is no longer relevant. SET also uses public key 
encryption. 

The last article by Pangalos and Khair introduces a 
methodology to improve the security of medical databases 
in relation to authentication. Though the methodology of 
the authors is in itself important and interesting, the arti
cle was selected for this issue to underline the importance 
and relevance of information security in medical IT appli
cations - an area where security introduces new problems 
quite distinct from those traditionally encountered in the 
financial and other fields. Becuase of the differences, infor
mation security in medical applications still requires much 
research. 

It is hoped that readers will find this issue of SACJ use
ful, and also that they will get involved with the activities 
of the bodies mentioned above. 

References 

1. Communications of the ACM, 39(3):33-53, (March 
1996). 

2. http://www.visa.com. 
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Appendix A 

Secure Electronic Protocol (SET) [2] is the secure payment 
protocol announced by MasterCard and Visa in February 
1996. The two previous protocols, SEPP and STI, an
nounced independantly by these two companies, were re
placed by SET. 

This Appendix gives a brief and oversimplified 
overview of the SET message flow between the customer 
and the merchant when a payment is made. 

Only the most basic parts of messages are discussed, 
and many details are left out for the sake of simplicity. 

The electronic purchasing process can basically be di
vided into two phases. Phase 1 is a browsing and ne
gotiation phase in which the customer will decide what 
to buy. Goods and price will be negotiated and agreed 
upon between the customer and merchant. The phase will 
probably end with a completed order form, specifying the 
goods, with the '!tssociated price, the customer is about to 
buy. 

At this point the customer decides to start Phase 2, the 
payment phase. It is at this point that the SET payment 
protocol is initiated. 

Step 1: 
A message is sent from the customer to the merchant, 
requesting, amongst other things, the public key cer
tificates of the merchant and the merchant's acquirer. 

Step 2: 
The merchant sends these certificates back to the cus
tomer. 

Step 3: 

• The customer validates the certificates received 
from the merchant. 

• The customer constructs the Order Information 
(OI). 

OI contains info about the goods and negoti
ated price. 

• The customer generates a DES key Kl and en
crypts OI under Kl, giving Kl(OI). 

• The customer encrypts Kl using the public key 
of the merchant, giving MP(Kl). 

• The customer constructs the hash of the 01, giv
ing H(OI). 

• The customer constructs the Payment Informa
tion (PI). The PI contains info about the credit 
card nr, expiry date etc. 

• The customer generates a DES key K2 and en
crypts PI under K2, giving K2(PI). 

• The customer encrypts K2 using the public key 
of the acquirer, giving AP(K2). 

• The customer constructs the hash of the PI, giving 
H(PI). 

• The customer constructs the hash of 01, the 
hash of PI and concatenates them, giving 
H(OI)IIH(PI). 

• The customer digitally signs this concatenation 
giving S(H(OI)IIH(PI)). The customer performs 
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Step 4: 

this operation to uniquely associate the specific 
OI with the specific PI. 

The customer sends the message Ml= [Kl(OI), 
MP(Kl), H(OI), K2(PI), AP(K2), H(PI), 
S(H(OI)IIH(PI))] to the merchant. 

Step 5: 
The merchant receives Ml= [Kl(OI), MP(Kl), H(OI), 
K2(PI), AP(K2), H(PI), S(H(OI)IIH(PI))] 

• The merchant retrieves Kl and then OI. 
Note that the merchant cannot retrieve PI in 

any way. The customer intended it this way, be
cause he/she does not want the merchant to see 
his credit card info. 

• The merchant creates H(OI), concatenates it with 
H(PI) received in Ml, and compares it with the 
H(OI)IIH(PI) received in Ml. 

Note that the merchant can retrieve 
H(OI)IIH(PI) from S(H(OI)IIH(PI)) by using the 
customer's public key. 

If they are equal, then the merchant knows that 
the OI he/she has retrieved from Ml is the 'cor
rect' 01 intended by the customer to accompany 

Step 6: 

Guest Editorial 

the PI provided by the customer. 
Note that this process allows the merchant to 

associate a specific OI with a specific PI without 
knowing precisely what PI is. 

The merchant now requests an authorisation from 
his acquirer, by sending the following message M2 
to the acquirer: [H(OO, K2(PI), AP(K2), H(PI), 
S(H(OI)IIH(PI))] 

Step 7: 

• The acquirer goes vica versa through the same 
procedure as the merchant, allowing the acquirer 
to associate the specific PI with the specific OI 
without knowing precisely what OI is. 

The customer does not want the acquirer to see 
what he/she is buying, but wants the acquirer to 
link the OI to the PI. 

If necessary, the acquirer gets authorisation from the 
issuer, and send a digitally signed authorisation back 
to the merchant. 

Step 8: 
The merchant informs the customer that the transaction 
is authorised. 

SACJ is produced with kind support from 
Mosaic Software (Pty) Ltd. 
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Encryption Policy for the Global Information Infrastructure* 

Lance J Hoffman 
Institute for Computer and Telecommunications Systems Policy and Department of Electrical Engineering and Computer 

Science, The George Washington University, Washington, D. C. 20052 USA 
hojfman@seas.gwu.edu 

Abstract 

Cryptology policy deals not only with various technological encryption methods but also with thorny political and adminis
trative problems. It is a challenge to address these in a timely and open manner. The problems arise in law enforcement, civil 
liberties, and export control policy. They must be confronted if a rational cryptographic policy is to provide a framework 
in which technological solutions can operate. 
Keywords: Information Security, Cryptology Policy, Export Control 
Computing Review Categories: D.4.6, K.4.2, K.4.1 

1 Introduction 

The announcement of the Clipper chip by the U.S. Govern
ment in April 1993 set off a frenzy of discussions about 
cryptography policy in the computer community. The 
shock waves from it ultimately produced front page treat
ment in The New York Times, repeated questions to the 
Vice President of the United States, and a new newsgroup 
on the Internet. They also produced a great deal of pub
lic discussion about striking the balance between national 
security, law enforcement, and civil liberties. 

As the Global Information Infrastructure develops, 
more governments are becoming concerned with commu
nications privacy and security. This is not a new phe
nomenon; even before the French revolution governments 
were worried about accountability of authors and publi
cation of seditious materials [22]. In 1993, the scepter of 
effectively unbreakable cryptography available to any indi
vidual pushed the United States government into launching 
three interrelated initiatives: the digital telephony improve
ment initiative, the Clipper chip key escrow encryption 
initiative, and export control reform. The first effectively 
makes the public switched telephone network "wiretap
friendly"; the second promotes encryption that can be bro
ken, under certain conditions, by the government; the third 
is supposed to expedite licensing of encryption product 
exports. 

We attempt here to present a survey of the policy issues 
in a non-ethnocentric manner. However, since the United 
States has been in the forefront of framing the debate, and 
since the author has been close to that debate, this account 
necessarily will reflect his knowledge. It would be wel
come if similar accounts from other countries were made 
available. 

This paper does not examine the technology of cryp
tography; readers interested in those issues are referred 

• Invited Keynote Address to the 11th International Conference on ln
fonnation Security (IFIP/Sec 95), 9-12 May 1995, Cape Town, South 
Africa 
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to [2, 5, 37, 25, 14]. Here, we present a Cook's Tour of 
encryption policy, sketching out the general landscape and 
providing pointers on where to go to get more detailed 
information. 

The Digital Telephony Initiative 

The digital telephony initiative was .a successful effort by 
the U.S. Government to maintain some capability to wiretap 
in cases where advances in telecommunications technology 
could (or had already) outrun law enforcement's ability 
to intercept communications in order to enforce laws and 
protect national security. Recent legislation [24] passed 
by the U.S. Congress requires telecommunications carriers 
to ensure that they possess the capability and capacity to 
enable the government to isolate and intercept, pursuant 
to authorization by a court, call identifying information 
and the contents of a communication. The requirements 
apply only to carriers who engage in "the transmission 
of switching of wire or electronic communications as a 
common carrier for hire." They do not apply to information 
service providers (the Internet, America Online, Prodigy, 
etc.), to private networks, or to PBX's. The requirements 
for obtaining a warrant prior to the interception have not 
been changed. Law enforcement cannot require a carrier 
to install a port which can be remotely activated by a law 
enforcement officer. All taps must be conducted with the 
intervention of the carrier (as is the case under current law). 

The new law authorizes US$500 million to be paid by 
the government for this retrofitting of the telephone system. 

The Clipper Chip Key Escrow Encryption Initiative 

The key escrow encryption initiative (popularly known as 
the "Clipper plan", or just "Clipper") is a U.S. Govern
ment attempt to protect communications against industrial 
espionage and other compromises while at the same time 
maintaining the existing capability of law enforcement and 
national security agencies to eavesdrop, with a court or
der, on suspect communications. When law enforcement 
or national security agencies are interested in a person's 
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Figure 1. Countries from which encryption products were obtained. (Software Publishers Association, 1994) 

communication, they obtain a warrant from the appropriate 
issuing authority. They then fax a notification that they 
have this to two independent government agencies (cur
rently the National Institute of Standards and Technology 
and the Automated Systems Division of the Department 
of the Treasury), who then each give up half of the digital 
key necessary to decrypt the conversation. When the two 
half-keys are joined to form the entire key, law enforcement 
officials can then obtain the unit key for the given chip used 
in the communicating telephone and use it to decrypt the 
conversation ( assuming that telephone has used the Clipper 
chip in the first place). A detailed description of the system 
appears in [11]. 

This so-called "escrowed encryption standard" [34] is 
encouraged but voluntary in the federal government. The 
Administration, after looking into potential violations of the 
U. S. Constitution, decided not to make it mandatory for 
private persons. Nevertheless, it clearly hopes that almost 
everybody will use this system. Some civil libertarians 
and outside observers are concerned that it will become 
mandatory in the future. Indeed, FBI Director Louis Freeh 
has been quoted as stating that he will have to seriously 
consider proposing this if public acceptance of Clipper does 
not increase. 

No one has seriously suggested that the algorithm is 
insecure (although a method of using it which negates any 
value to law enforcement because of a minor design flaw 
(now being corrected) made the front page of The New 
York Times on June 2, 1994). But many do not completely 
trust the key escrow agents. Many suggestions have been 
made such as adding a third escrow agent from the private 
sector, or one from the judicial branch of government, or 
letting users pick whichever escrow agents they want, or 
having software manufacturers serve as the escrow agents, 
etc. Only recently has the government started seriously 
looking at some of these alternatives, possibly due to the 
cold reception generally accorded Clipper. 

Clipper's encryption algorithm, "Skipjack", fits into 
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Capstone, the U.S. government's long-term project to de
velop a set of standards for publicly available cryptography 
for use in voice and data communications. In one scenario, 
the government itself and all private companies doing elec
tronic business with the government would be required to 
use Capstone, which could all be contained on a single 
computer chip. This would provide economies of scale but 
would also force users who wanted "government-proof' 
communications to superencrypt using other commercially 
available algorithms. 

Export Control Reform 

There is a large and growing collection of encryption soft
ware and hardware available around the world (see Fig
ure 1 ). The October 1994 Software Publishers Association 
Foreign Availability Study turned up 870 products in 24 
countries, 394 products of which are manufactured outside 
the United States [39]; roughly half of these use DES. Since 
with export controls, sales may be (and have been [41]) lost 
to non-U.S. competitors with stronger encryption packages, 
one U.S. vendor has actually set up a completely indepen
dent cryptographic development lab overseas, from which 
crypto products can be exported almost anywhere, includ
ing the United States. 

Only recently have export controls been loosened a bit 
so traveling business executives can at least take their lap
tops overseas and encrypt information using the Data En
cryption Standard [31] without violating the export laws (in 
theory - for a first-hand account of what actually happens 
when one tries to comply with this U.S. law, see [4]). There 
is some Congressional interest in abandoning many export 
controls on encryption, arguing that the economic needs 
outweigh the national security needs. The U.S. Commerce 
Department is currently studying this issue. They appear 
to be convinced of the foreign availability of strong (DES 
or "better") encryption, but are looking into how badly its 
nonexportability harms U.S. firms. 
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2 Key Escrow Cryptosystems 

Key escrow systems are those where part or all of the cryp
tographic keys are kept "in escrow" by third parties. The 
keys are released only upon proper authority to allow some 
person other than the original sender or receiver to read 

· the message. The ~.S. government is strongly support
ing key escrow as a way to balance the needs for secrecy 
between communicating persons against the needs of law 
enforcement and national security agencies to sometimes 
read these encrypted communications (with proper legal 
authority). 

U.S. Government Key Escrow 
As of this writing, the U.S. Government's initial and 
only key escrowing suggestion is the Escrowed Encryp
tion Standard [34] which defines a family of processors 
popularly known as Clipper chips. It uses the Skipjack 
algorithm which is classified but has been examined by a 
non-Government review team; this team had only a limited 
time to consider brute force attacks by exhaustive search, 
susceptibility to shortcut attacks, and the National Secu
rity Agency's design and evaluation process. Their interim 
report, the closest thing to a technical evaluation publicly 
available, concluded that [7]: 

1. Under an assumption that the cost of processing power 
is halved every eighteen months, it will be 36 years 
before the cost of breaking SKIPJACK by exhaustive 
search will be equal to the cost of breaking the Data 
Encryption Standard today. Thus, there is no signifi
cant risk that SKIPJACK will be broken by exhaustive 
search in the next 30-40 years. 

2. There is no significant risk that SKIPJACK can be 
broken through a shortcut method of attack. 

3. While the internal structure of SKIP JACK must be clas
sified in order to protect law enforcement and national 
security objectives, the strength of SKIPJACK against 
a cryptanalytic attack does not depend on the secrecy 
of the algorithm. 

After this report was issued, Blaze described potential prob
lems with Clipper that this review team failed to men
tion [3], including two methods to avoid message intercep
tion by the government. While there are more effective 
ways of "beating the system" (like superencryption) which 
are well-known, this paper made front page news in the 
New York Times [28], sending shock waves across some 
policymakers' radar screens. 

The U.S. Government hopes that the Capstone chip, 
which incorporates several government standards includ
ing Skipjack, will be widely used in both public and pri
vate sectors. It is being installed in "Fortezza" PCMCIA 
electronic boards and used for the Pre-message Security 
Protocol (PMSP) program for the security of the Defense 
Messaging System. It implements the Skipjack algorithm 
(for bulk data encryption), the digital signature algorithm 
as specified in the digital signature standard [33], a key ex
change algorithm based on a public key exchange, and the 
secure hashing algorithm (NIST 1994c ). 
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On July 20, 1994, Vice President Gore acknowledged 
some of the problems with Clipper and stated that "the 
Clipper chip is an approved federal standard for telephone 
communication and not for computer networks and video 
networks"; that he would like a "more versatile, less expen
sive system" with "key escrow implementable in software, 
firmware or hardware, or any combination thereof' which 
"would not rely on a classified algorithm"; and that "there 
are many severe challenges to developing such a system" 
which "must permit the use of private-sector key escrow 
agents as one option". He promised [ 18] to reassess the cur
rent relatively strict export control licensing regime based 
on the results of two government studies to be carried out 
in 1994 and 1995. 

Alternatives 

There are alternatives to Government Key Escrow. Micali 
has patented a process [29] for building a "fair" cryptosys
tem that balances the needs of the Government and those 
of the public and private sectors. It appears to cover the 
Escrowed Encryption Standard (Clipper) and the U.S. gov
ernment has negotiated with him a limited use license for 
state and federal law enforcement. Banker's Trust Interna
tional has proposed a common key escrow system for gov
ernment and commerce using unclassified algorithms, with 
users having public-private keys [38]. Trusted Information 
Systems [ 1] has proposed two software-only designs for 
key escrow systems, one paralleling Clipper and one an 
improvement which is likely to be much more palatable to 
private organization [42]. The latter (see Table 1) is really 
more properly called a (near-) real-time emergency access 
system, since there is nothing in escrow and no escrow 
agent. The U.S. Government itself is actively examining 
alternatives [32]. These generally avoid some of the practi
cal problems associated with the official U.S. Government 
key escrow system [12]. 

3 Law Enforcement and Civil Liberties Is
sues 

Some assert [ 1 O] that the Clipper Chip initiative strikes 
the proper balance between individual and organizational 
needs for secret communications with our common need 
for public safety and monitoring of criminal and terrorist 
activities. Civilized life is a compromise and everything 
has honest costs [17]. But people disagree on these "hon
est costs". While most expert testimony submitted to the 
government opposed both Clipper and current export con
trols and while the public comments by organizations and 
individuals were 318-2 against the initiative [27], the gov
ernment decided that the arguments on the other side were 
more compelling; it never issued the report on Clipper it 
promised when announcing the initiative in April 1993. 

This ongoing communications gap and lack of trust be
tween the federal government (especially the national se
curity agencies with their closed culture) and much of the 
computer community and the media poisoned the Clipper 
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Table 1. (Near) Real-time emergency systems 

Characteristic Clipper 

No. of escrow agents 2 

Defined agents Government 
(Administrator) 

Secure hardware yes 

Direct cost to end-user US$25 
(eventually) 

Majoritylogic(K ofN can allow no 

access) 

Can use public key systems no 

Allow law enforcement real-time yes 

access 

Secrets kept at cetral site 

Other properties ??? 

discussions for a long time. Indeed, one local trade publica
tion questioned why the National Security Agency (NSA), 
supposedly not involved in domestic issues, has taken such 
an active role in advocating Clipper as a national encryption 
standard; it effectively stated that "the agency is breaking 
the law" [6]. But if, as many (especially in the national 
security community) argue, key escrow systems represent 
"the last chance to protect personal safety and national se
curity against a developing information anarchy that fosters 
criminals, terrorists and foreign foes" [27], shouldn't these 
and other systems be examined more closely, and by a 
broader range of people? 

In fact, this is what is happening. The debate has 
now shifted from relatively arcane technological details to 
the policy matters. A broad policy review is now being 
carried out by the National Research Council. One impor
tant outcome of this should be "the development of more 
open processes to determine how cryptography will be de
ployed throughout society in support of electronic delivery 
of government services, copyright management, and dig
ital commerce" [35). This report will not be ready until 
1996. Walker suggests that is too long a time and that if 
the problem is not resolved by using "commercial key es
crow" as opposed to "government key escrow", and soon, 
the opportunity will be lost to limit the expansion of in
compatible product-by-product solutions. He thinks that if 
governments continue to "study the problem", a plethora of 
cryptographic mechanisms will be put into computing soft
ware, and that this will seriously damage law enforcement 
and national security interests [42). 

Should anyone be able to develop and disseminate 
encryption technology or should it be "born classified"? 
Diffie is concerned about the effect of a secret crypto
graphic standard on individual rights and technology devel
opment [13) and on innovation in the computer and com
munications industries. He states that the public (not gov
ernment) cryptographic community has been the principal 
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source of innovation in cryptography; he does not want to 
hobble this innovation. He has urged that all aspects of 
Clipper be made public, not only to expose them to public 
scrutiny but also to guarantee that once made available as 
standards they will not be prematurely withdrawn by an 
all-powerful agency. He observes that "law, technology, 
and economics ... must all be kept in harmony if freedom 
is to be secure" and wants rights ( such as that to have a 
private conversation) recognized by law to be supported 
rather than undermined by technology. 

The American Civil Liberties Union (ACLU), reacting 
to the announcement of the Clipper Chip proposal, ex
pressed a concern that the rights protected under the First, 
Fourth, and Fifth Amendments of the U.S. Constitution 
(freedom of speech; no unreasonable search and seizure, 
warrants with particulars; no self- incrimination or private 
property taking) may be violated. They also assert that the 
present system of export controls on cryptography is uncon
stitutional, a point apparently agreed with by an assistant 
attorney general in a 1978 government memo [20]. 

Froomkin sees the issue as less clear, however. As 
he points out, "the rights of private non-commercial users 
appear to be a distressingly close question given the cur
rent state of civil rights doctrine and the great importance 
that the courts give to law enforcement and national secu
rity." [16] 

To show that the public welfare may indeed be threat
ened by too much and too good cryptography available to 
the general public, we present an example of the crimi
nal sophistication that is possible with today's technology: 
the undetectable electronic crime. This is provided in a 
mathematical formulation in about a page by [ 40]. The 
reader, and the populace, will have to judge whether the 
scepter of enough of these is so likely and so threatening 
that diminution of some other civil liberties is warranted. 

Because of these concerns, a bill (H.R. 5199) was in
troduced in the 1994 U.S. Congress to regulate "voluntary 
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encryption standards" for privacy, security, and authenticity 
of domestic and international electronic communications. 
Its key features include: 

• The Secretary of Commerce will establish an Encryp
tion Standards and Procedures Program conducted by 
the director of the National Institute of Standards and 
Technology. The Secretary will be authorized to con
duct research, make grants, and enter into agreements. 

• Any encryption standard put forward by the Secretary 
shall meet the following requirements: ensure confi
dentiality, integrity, or authenticity of electronic com
munications; advance the development of the National 
Information Infrastructure (NII); contribute to public 
safety and national security; preserve existing privacy 
rights; preserve the functional ability of government to 
interpret electronic information lawfully obtained; be 
implementable in software, firmware, or hardware. 

• Standards shall be developed in consultation with the 
Attorney General, the Federal Bureau of Investigation, 
the National Security Agency, and other federal agen
cies. The Computer System Security and Privacy Ad
visory Board shall review any standard before issuance. 

• Nothing in [this act] shall be construed to require the 
use of such standards. 

• Key escrow agents may be established by the President. 
Each escrow agent will be a federal agency that is 
competent to the administer the program and is not a 
federal agency authorized by law to conduct electronic 
surveillance. 

• The key escrow agent may only disclose the keys to an 
authorized government entity and that entity may only 
use the keys for the purpose expressly provided for in 
the court order. Foreign entities may have access to the 
keys if the President determines that it would be in the 
national security interests of the United States. 

• The Secretary of Commerce shall conduct a public 
hearing every three years on the program and then 
submit a report to Congress. 

The Electronic Privacy Information Center of Washing
ton welcomed this first attempt to "bring encryption stan
dards setting under the rule of law", but proposed several 
changes (15] including improving citizen privacy by either 
creating a privacy agency or by taking away the special 
status for pre-issuance review of proposed encryption stan
dards that the FBI, NSA, and the Attorney General have 
under this draft; providing a proper and public risk assess
ment of the government's key escrow policy (see also [ 19]); 
and transferring key escrow responsibility from the execu
tive branch to the judicial branch of government so that the 
regulators report to different persons than the regulated. 

4 Export Policy: Prudent Controls in a Risky 
World? 

The United States Government continues to impose rigid 
controls on the export of encryption software and hardware 
products, despite evidence that the policies governing the 
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issuing of export licenses inhibit U.S. businesses' ability 
to compete in the foreign marketplace - a marketplace 
that already offers encryption software and hardware that 
incorporates the very standards that U.S. businesses cannot 
export because of export controls. 

Exports of cryptographic software and hardware are 
controlled by the U.S. Department of State and the U.S. 
Department of Commerce. The State Department uses the 
International Traffic in Arms Regulations (ITAR) which in
clude the "Munitions List"; this list enumerates munitions 
material for which export licensing is required; encryp
tion materials are included in Category XIII. Commerce 
Department requirements are set forth in the Export Ad
ministration Regulations and the Commerce Control List. 
The National Security Agency (NSA) has a very strong 
voice in these decisions. 

Walker (41] describes importing several DES products 
and notes the "frustrating and somewhat humorous" inci
dent in which NIST posted source code for DES to the 
Internet without an export restriction notice and it was im
mediately copied by computers in Denmark, the United 
Kingdom, and Taiwan. As he points out, FIPS 181 (which 
contains the DES source code) now "is available from hosts 
throughout the world along with the notice that export from 
the U.S. is in violation of U.S. export controls." 

Complying with export regulations is daunting, and a 
manufacturer who is exporting software or having foreign 
nationals develop it could unwittingly run afoul of U.S. law 
[9] That's what may have happened to Phil Zimmermann, 
the author of Pretty Good Privacy (POP), who has come un
der pressure from the U.S. government for the unregulated 
distribution of strong encryption. A federal grand jury in 
San Jose, California is examining whether he broke laws 
against exporting encryption codes. He says a friend, who 
he refuses to identify, put POP on the Internet. Zimmer
mann 's lawyer says his client could face charges carrying a 
prison sentence of up to 51 months. [8] Miller, in a fundrais
ing appeal for the Phil Zimmermann Defense Fund posted 
to a number of newsgroups, claims that the government 
also hopes to establish the proposition that posting a cryp
tographic program on a bulletin board system or on the 
Internet is the same as exporting a "munition" [30]. 

There are two conflicting U.S. government rulings on 
the legality of exporting cryptographic information. In the 
first, the Department of State [21] ruled that export of a 
diskette with source code for high quality cryptography 
is prohibited, even though export of the same source code 
printed in a book is allowed ( even in this day of inexpensive 
scanners!). The second [20] is a Justice Department mem
orandum to the Science Advisor to the President, stating 
that "the present ITAR licensing scheme does not meet con
stitutional standards". This memorandum concluded that 
"a prepublication review requirement for cryptographic in
formation might meet First Amendment standards if it pro
vided necessary procedural safeguards and precisely drawn 
guidelines." Apparently, an informal system of prepubli
cation review instituted in 1981 [36] has worked well for 
the publication of cryptographic papers. A broad-based 
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committee of the Association for Computing Machinery 
has written that "As far as the research community has 
been concerned, it is fair to say that there have been no 
long-term chilling effects." [26] 

Charles A. Hawkins, Jr., Acting Assistant Secretary of 
Defense (C31) summarized the encryption policy issue very 
well in a memo for the U.S. Deputy Secretary of Defense 
on May 3, 1993. He correctly observed that encryption 
policy is not a technological issue: 

Trapdoor encryption technology is not essential 
to the debate since a system that required the es
crow of keys by users of cryptographic technolo
gies could be established even if the trapdoor chips 
did not exist. Proposed use of trapdoor technol
ogy does raise a further complication: neither the 
academic community nor private industry is com
fortable with encryption algorithms that are kept 
secret, as will be the case with the trapdoor chip. 
It has been suggested that an independent panel of 
cryptography experts will be invited to evaluate the 
algorithm. This will not reassure the community 
at large that there are no unrecognized vulnerabil
ities, since the panel will be perceived as captive 
and tainted. 

5 Summary 

We have clearly learned a lot in the first years of the cryp
tographic policy debate, and are starting to deal with the 
thorny technological, political, and administrative issues it 
raises. It will be a challenge to do this in a timely manner 
and in an open fashion. We hope that this survey provides 
a good start in that direction. 
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cepted - a detailed page specification is available from 
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Authors of accepted papers will be required to sign a copy
right transfer form. 
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