PRIVACY IN THE FACEBOOK
ERA: A SOUTH AFRICAN LEGAL
PERSPECTIVE
INTRODUCTION
In every generation there are new technological inventions that challenge the law to
develop in order to fulfil its function of facilitating human interaction. In the late
nineteenth century, the invention of hand-held cameras in conjunction with the growth
in newspaper circulation figures and the development of sensationalist journalism 1
resulted in the development of the right to privacy as a legal concept in the United
States of America. Before 1890, no American court recognised a right to privacy, 2 but
towards the end of that year two young partners in a Boston law firm, Samuel Warren
and Louis D Brandeis, 3 wrote an article in the Harvard Law Review arguing for the
recognition of a right to privacy, or as they called it, “the right to be let alone”. 4
Warren and Brandeis were concerned that the new miniature camera technology
would be used by the sensationalist press to publish pictures of individuals without
their consent. 5 They argued that the courts had in the past granted relief for the
invasion of privacy on a combination of different common law doctrines 6 but that in
essence the courts were protecting the individual’s “right to be let alone” 7 as part of the
more general right to one’s personality. 8 They further argued that new inventions and
business methods made the recognition of the right to privacy necessary. 910
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The ideas expressed by Warren and Brandeis reverberated in many other countries. 11
The right to privacy was recognised by implication for the first time in South African
case law in the 1950s and was protected under the actio iniuriarum. 12
The next important technological invention that influenced the development of the right
to privacy was the introduction of computers in the 1950s. 13 Concerns were expressed
that the privacy of individuals would be infringed through the misuse of personal
information, since computers are able to store vast amounts of information, including
personal information, relatively easily, cheaply and for almost indefinite periods.
Furthermore, computers are able to process and disseminate such information at
incredible speeds. 14
The threat posed to personal privacy by the computer came to public notice in various
countries during the 1960s as a result of proposals by governments for the
establishment of centralised data banks where personal data from various sources
would be stored in one place. 15 In reaction privacy advocates voiced alarmist warnings
to the public on the threats posed to privacy by computers. 16 Plans by several countries
in the 1970s to conduct census surveys featuring the extensive use of personal
identifiers, raised further privacy concerns. 17 In consequence, there was a need for the
definition of the right to privacy to be enlarged from the “right to be let alone” to a much
wider concept. Alan F Westin reformulated the definition of privacy as “the claim of
individuals, groups, or institutions to determine for themselves when, how and to what
extent information about them is communicated to others”. 18
The emergence of data protection laws in the 1970s and 1980s was a subsequent
development. 19 Data protection law is related to privacy, but is a narrower concept in
that it relates only to the processing of personal information. 20 Data protection law is
considered by some writers to be a European creation, deriving from a groundbreaking
judgment by the German Federal Constitutional Court in 1983 that recognised a
fundamental human right to ‘informational self-determination’. 21 All twenty-seven
Member States of the European Union (the EU) have subsequently adopted data
protection legislation, as have some non-EU European countries. 22 European data
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protection law has furthermore strongly influenced data protection laws in jurisdictions
outside Europe. 23 South Africa’s recently introduced Protection of Personal Information
Bill 24 is also a data protection act. The Bill also follows the European example.
The object of all data protection laws is to regulate the processing of personal
information or data. 25 These laws aim to give legal protection to a person with regard to
the processing of data concerning himself or herself by another person or institution. 26
27

These laws all contain a set of data protection principles or fair information

principles 28 that inter alia give the data subject active control over the use of his or her
personal information.
The next step in the evolution of computer technology that influenced privacy and data
protection law, was the development of personal computers and communication
networks. Initially computers were stand alone devices and were merely used to
expand and automate existing informational practices. Computers were mainly used by
governments and large institutions, such as banks. All the information relating to a
particular organisation was stored on a handful of stand-alone computers (also called
“mainframes”). However, with the development of personal computers (the PC) linked
by means of communication networks, including the Internet, 29 it was no longer
necessary for an institution to keep all its information on a particular machine, at a
particular place or even in a particular country. Networks enabled more users to gain
access to a wider range of personal information. In theory, all the information kept by
different organisations (such as financial, medical, educational or employment records)
can be shared by different computer users across networks. 30 The notion of
information that is stored in a file therefore became outdated. 31 The emphasis moved
from the threat posed by computers to the threat posed by the much wider concept of
Information Communications Technology (or ICT). 32 ICT technology makes it possible
for vast amounts of personal information to be collected, stored indefinitely, processed
in various ways and disseminated to an unlimited number of third parties.
Privately run Internet service providers made their appearance during the 1980s. That,
coupled with the development of the World Wide Web, led to an expansion in the
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popular use of the Internet in the 1990s. 33 The Internet has had a drastic impact on the
way people interact. Instead of writing a letter, one can communicate instantaneously
by electronic mail (e-mail). Instead of writing in a private journal, one can keep a “blog”
(web log – log on a website). 34 One can join a text based discussion forum to consult
with people who hold similar interests or keep in touch with friends or make new
acquaintances on social networking websites such as Facebook, Twitter or MySpace.

OVERVIEW
The aim of this rather lengthy introduction is to show how technological developments
have influenced the development of the right to privacy. The rest of this lecture
explores the impact of Social Networking Services (SNSs) on the right to privacy. The
aim of the lecture is to determine whether South African privacy law meets the
challenges posed by this new technology, or whether it needs to be developed in some
way. One could even venture to ask whether privacy still matters in this new
technological era.
I shall begin this lecture describing and analysing of a particular SNS, namely
Facebook, and identifying the potential privacy risks in the use of Facebook. Next, the
right to privacy will be explored in more detail in order to establish whether privacy is
relevant when using Facebook and other SNSs. Lastly, proposals will be made on how
privacy law will need to adapt to meet the challenges posed by SNSs.
Owing to time constraints, the following issues will not be dealt with:


Jurisdictional problems when suing for an infringement of privacy (I will confine
my discussion to situations where a South African SNS user wants to sue
another South African user).



Conflict of laws issues will therefore not be dealt with either.
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Constitutional law issues will not be dealt with in detail – privacy is also
protected under constitutional law, but in this lecture I shall be looking primarily
at privacy in the law of delict.

SOCIAL NETWORK SERVICES
INTRODUCTION (EXAMPLES)
The title of this lecture refers to Facebook as an example of a social network service.
Facebook is the most popular social network service in South Africa, but it is by no
means the only one in existence today. The first SNS website was called Six
Degrees, 35 and was launched in 1997. The popularity of these services took off with
the launch of Friendster in 2002. 36 Facebook was launched in 2003 by a Harvard
student, Mark Zukerberg. 37 With 500 million (500 000 000) registered users it is the
most popular SNS worldwide. MySpace, with 130 million (130 000 000) registered
users, is the most popular SNS in the United States. Other well-known SNSs include
Twitter and LinkedIn, each of which has 75 million (75 000 000) users. The different
SNSs cater for a variety of interests. For example, one finds professional sites such as
LinkedIn, Visible Path and Xing which focus on business people. "Passion-centric"
SNSs like Dogster help strangers connect on the basis of shared interests. Care2
helps activists meetand Couchsurfing connects travellers to people with couches.
For users, the service is free. Facebook sells advertisements to fund the service. Since
advertisements on Facebook can be targeted at a specific demographic, they may be
very successful. Since Facebook is selling targeted advertising, it is important to the
service that users give as much personal information as possible.

DEFINITION
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A widely accepted definition of SNS is that provided by dana boyd, a social media
researcher. She defines SNSs as
web-based services that allow individuals to (1) construct a public or semi-public
profile within a bounded system, (2) articulate a list of other users with whom they
share a connection, and (3) view and traverse their list of connections and those
made by others within the system. The nature and nomenclature of these connections
may vary from site to site.”

38

CHARACTERISTICS
From this definition, one can deduce some of the characteristics of an SNS:
(1)

It allows a user to create a profile or representation of himself or herself that is
made up of personal information. Six broad categories of information are
provided for on Facebook. It is not compulsory to complete all the fields, but
since the purpose of an SNS is to renew contact with old friends or make new
ones, one needs to give enough information to enable your friends to find you.
The six categories of information are:
(a)

First of all, so-called basic information where one may complete the
following fields: the city one currently lives in; what one’s hometown is;
one’s gender, birthday, whether one is interested in meeting men/women;
whether one is looking for friendship, or whether one would like to date, to
form a relationship or merely to network. One can also fill in one’s political
and religious views, write a biography and give one’s favourite quotations.

(b)

A second category allows one to post a profile picture.

(c)

In a third category one can reveal one’s relationship status and who one’s
family members are.
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(d)

A fourth category prompts one to state one’s tastes in music, books,
movies and television.

(e)

In a fifth category information about one’s educational background and
one’s employment situation is requested.

(f)

A sixth category asks for contact information, such as one’s email address,
telephone numbers, physical address and any websites where one may be
contacted. 39

(2)

A second characteristic of an SNS is that it allows the user to add contacts in
order to build relationships or a social network. By adding someone as a contact,
one gives him or her access to your profile information (that is the personal
information I have referred to previously). The purpose of adding someone as a
contact depends on the purpose of the SNS. On Facebook one adds a contact to
meet new friends or, more often than not, to maintain an existing friendship,
perhaps with someone you do not see very often any more, such as a friend from
University. On LinkedIn one adds contacts to find a new job. On a dating website
one would add potential dates as contacts. Various tools for finding new contacts
are provided on the websites.

(3)

The third characteristic of an SNS is that it allows a user to traverse to other
users’ sites and to leave a private or public message on the site. On Facebook a
public message would be left on what is known as a user’s “Wall”. Everybody
who was added as a contact by a user can see the messages left on the user’s
Wall and can respond to these messages. One can also interact with other users
through certain applications. On Facebook there is an application or game called
“Zombies” in which each user controls a zombie that can bite other zombies.
Another type of application found on Facebook is “Causes”, which allows a user
to display his or her social commitments and helps him or her to find other users
with the same causes. An application called “Photos” allows one to share
photopraphs and “tag” another person in those photographs. “Tagging” a person
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means that the application allows one to click on the photograph and then enter
the person’s name. Should someone else move their cursor over the picture, the
person in the picture’s name is displayed. If the person is also a Facebook user,
the name becomes a link to his or her profile. A user is allowed to “un-tag”
himself or herself on a photograph.
To sum up, the three characteristics of an SNS are that it allows a user to create a
profile consisting of personal information, to add contacts in order to build a social
network, and lastly to traverse to other users’ websites to interact with those users.

REASONS WHY PEOPLE USE SNSS
From the definition and characteristics of SNSs, Grimmelman 40 identifies three aspects
of social interaction that an SNS enables. These aspects are also the reasons why
people join SNSs:
(1)

First of all, the profile function allows the user to create an identity. It lets you say
who you are and it allows you to present yourself the way you want to in the
specific context. It is important to recognise that the identity that one portrays is
aimed at the specific audience. In other words, it is a controlled impression for a
specific audience. Other communications, like joining a specific group (eg Save
Darfur), also sends a specific message regarding who you are to the other
members in your network.

(2)

Secondly, the contacts function allows the user to form or maintain one-to-one
connections or relationships with other users. 41 By allowing someone to be your
contact, you give him or her access to your profile. This means that you share
personal information with the contact. Sharing personal information with
someone shows that you trust them; it creates a sense of intimacy between you
and strengthens personal ties. 42 Other tools or applications can also play a role
in strengthening a relationship. On Facebook one can send a “gift” to another
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Facebook user, thereby expressing your regard for that person, or you can
“poke” someone (whereby the application leaves a message “you have been
poked by ___”) which means that you are thinking of that person.
(3)

The function of traversing lists of contacts allows the user to become part of a
community or a “social network”. It also allows the user to occupy a specific place
or have a specific status within the community. Users sometimes compete with
each other to add more contacts. Certain applications also allow direct
competition. For example, on Facebook one can play competitive games that
display the competitor’s scores.

Grimmelman concludes that by giving users a forum in which they can create social
identities, build relationships and accrue social capital, Facebook and other SNSs fulfill
a basic human need which explains why SNSs have become so popular. 43

THREATS TO PRIVACY POSED BYSNSS
Privacy comes under threat on Facebook or other SNSs in the following ways:
(1)

When the user reveals personal information on his webpage.

(2)

When the SNS operator receives information from the user or third parties and
processes it.

(3)

When third parties gain access to the user’s personal information.

(4)

The launch of Facebook Places in August this year added a fourth threat to
privacy.

I will now discuss these threats in more detail.
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VISIBILITY
First of all, privacy becomes an issue when the user reveals personal information on
his webpage. On SNSs, this act of disclosure is referred to as a user’s “visibility” to
other users.
All SNSs allow users to control their “visibility” in their “Privacy Settings”. Facebook’s
privacy settings have evolved over the years. Initially privacy was linked to the network
a student belonged to. A user had to have a valid university or college email address in
order to subscribe to Facebook. The user’s profile was visible to all other students with
the same email domain, but to no-one else. Over the years the settings have changed.
Now anyone with a valid email address can join Facebook. When the point was
reached where information came to be shared with third parties, the privacy settings
were introduced to allow users to determine which third parties could access their
content. 44
With Facebook’s present privacy settings the user’s name, profile picture, gender and
the networks the user belongs to are always visible to everyone if this information has
been supplied. A user does not have to provide a real name or a profile picture.
However, Facebook encourages users to use their real names and studies have found
that most users do supply a real name and an identifiable profile picture. 45 The setting
that enables the name, profile picture, gender and networks of the user to be visible to
everyone cannot be changed because, according to Facebook, “it’s essential to
helping people find and connect with you on Facebook”. If the user has supplied the
name of his or her hometown or interests, this information is also visible by default, but
can be changed in the privacy settings to be visible to friends only. 46
In Facebook there are three privacy settings to choose from for information other than
the user’s name, profile picture, gender and networks. Users can choose to make other
information visible to “everyone”, or to “friends of friends”, or to “friends only”. It is
important to recognise that a “friend” on Facebook is someone you have listed as a
“contact” – such persons are not necessarily friends in real life.
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Facebook only allows persons who profess to be older than 13 years to sign up. 47
Information of users who say they are under 18 (but older than 13) is treated differently
– although their profile picture, gender and networks are also visible to everyone, the
visibility of other personal information is limited to “friends of friends” and to their
networks, even if they have chosen to make it available to everyone.
Privacy settings are not foolproof and Facebook spells this out clearly on its website. 48
Facebook was initially not indexed by Google, but at present, like most other SNSs, its
publicly available information is indexed. This means that if you search for a person’s
name on Google, you will find a link to his or her Facebook site if he or she happens to
subscribe to Facebook. Even if the person has set the privacy settings on “friends
only”, the person will still be traceable on his or her username and anyone would be
able to view his or her profile picture (if one was provided).
Users can control their visibility to some extent by using the privacy settings to make
personal information available only to friends, and of course by limiting the number of
friends or contacts they add to their networks. In general, however, most users give out
an extraordinary amount of information. The reasons for this will be explored later on.

PROCESSING OF PERSONAL INFORMATION BY THE SNS
Apart from the fact that a user’s privacy is threatened by his or her visibility on
Facebook, privacy issues are also raised by the collection and storing of personal
information. As indicated previously, data protection principles should come into play
when personal information is processed.
Facebook receives personal information from the user and from third parties. This
information is stored on Facebook until the user deletes it. The collection and storing of
personal information qualifies as data processing and the SNS should comply with any
applicable data protection principles while processing the data. Facebook subscribes
to the Safe Harbor agreement reached between the US Department of Commerce and
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the European Union. 49 This agreement was reached after the EU adopted a Directive
on data protection in 1995 which threatened to interrupt the flow of personal
information between the EU and the United States, since the Directive prohibited the
moving of personal information on EU citizen’s to a non-EU member state if that state
did not provide adequate data protection.
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After the adoption of the Safe Harbor

agreement, US companies have the option of voluntarily certifying that they will adhere
to the Safe Harbor privacy principles. These companies are then deemed to provide
adequate data protection or privacy protection as required by the EU Directive. 51 This
means that Facebook must comply with seven privacy principles, which are briefly
referred to as notice, 52 choice, 53 onward transfer, 54 access, 55 security 56 data integrity 57
and enforcement. 58 Facebook’s detailed privacy policy aims to fulfill these
requirements, although certain shortcomings are apparent. 59 Time constraints do not
allow us to deal with these aspects in detail.
Facebook receives and stores the following personal information:
•

All the personal information that the user gives out when he or she signs up for
Facebook,

•

Any content posted by a user, such as when a user updates his or her status,
shares a link to a specific site with another user, or sends someone a message,

•

Details of transactions or payments that a user make on Facebook;

•

Friend information provided by a user in order for Facebook to help the user
search for friends on Facebook,

•

Activities by the user on the site, such as adding a connection or sending a gift,

•

Information about the device, namely the computer or the mobile phone by
means of which a user accesses Facebook. For example, the browser type,
location and Internet Protocol (IP) address, as well as the pages that the user
visits will be collected,

•

Information contained in cookies is also collected. Cookies are small pieces of
data that are stored for an extended period of time on the user’s computer or
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mobile phone. For example, a user’s login ID is stored to make it easier for the
user to login when he or she returns to Facebook.
Facebook also receives information about users from third parties:
•

Facebook Platform provides an opportunity for users to connect with
applications, such as games, that are not operated by Facebook. Developers
can use the Platform to create applications that plug seamlessly into Facebook.
When a user connects with such an application, the developer’s website
informs Facebook of this fact.

•

Facebook also receives information from advertising partners, in order to
evaluate the effectiveness of the advertisements shown to users.

•

In addition, Facebook receives personal information on users from other users,
as when a user is tagged in a photograph by another user.

THIRD PARTY ACCESS TO PERSONAL INFORMATION
The third type of threat that is posed to privacy on Facebook is when third parties gain
access to personal information. This can happen in the following ways:
•

By means of a security breach - this is not a risk that can be eliminated since
no site is perfectly secure. 60

•

By means of commercial data mining. Facebook’s terms of services prohibit
third parties from using the site for this purpose, but the statement does not
provide any real protection. 61

•

By means of database reverse-engineering. Facebook’s “advanced search”
option allows one to search the database of users using any of the fields in a
profile, even those fields that were set so that “friends only” could see the
information. 62

•

By means of the interception of a password, since the passwords are not sent
in encrypted format. 63
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•

By searching for a photograph of a user by using the name of the user.
Facebook’s access control for photographs is weaker than that for a user’s
profile. Soltren and Jones point out that “the ability of users to upload and tag
photographs easily, and the difficulty for a user to de-tag large numbers of
photographs, makes it easy for others to find photographs with few
restrictions”. 64

•

By disclosing personal information to advertisers. According to Facebook’s
privacy policy this will only happen with the user’s consent.

•

When other users upload and associate information to one’s Facebook account
by “tagging” a person in a photograph.

TRACKING THE LOCATION OF A USER
The fourth threat to privacy is posed by Facebook Places. Facebook Places is a geolocation service. Users can access “Places” through a mobile device, namely an
iPhone. A user who wants to let friends know where he or she is at that moment can
“check in” via the application and that fact will be noted on your friends “news
feeds”. Users can also be checked in by their friends. Although a user may answer “not
now” indicating that he or she does not want to be checked in at the moment, at
present users cannot opt out completely from all future attempts to check them in. 65
There is also a “Here Now” feature which displays a list of all users who have recently
checked in at a certain “Place”.

REASONS WHY USERS REVEAL PERSONAL INFORMATION ON SNSS

This brings us to the question why SNS users provide so much personal information.
As Acquisti and Gross points out: 66
Nobody is literally forced to join an online social network, and most networks we
know about encourage, but do not force users to reveal - for instance - their dates
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of birth, their cell phone numbers, or where they currently live. And yet, one cannot
help but marvel at the amount, detail, and nature of the personal information some
users provide, and ponder how informed this information sharing can be….

The authors go on to name the following reasons why users share so much
information:
Changing cultural trends, familiarity and confidence in technology, lack of exposure
or memory of the misuses of personal data by others can all play a role in this
unprecedented information revelation.

Teenagers are avid users of SNSs and also reveal the most personal information.
SNSs “play a key role in youth culture because they give youth a space to hang out
amongst friends and peers, share cultural artifacts (like funny Websites, comments
about TV shows), and work out an image of how they see themselves”. 67
Grimmelman 68 blames Facebook for the fact that people reveals to much about
themselves. He argues that the social dynamics of social networking sites do more
than simply give people a reason to use them notwithstanding the privacy risks. They
also cause people to misunderstand the privacy risks. He points out that people rely on
informal signals to help them envision their audience and their relationship to it. In his
words “Facebook systematically delivers signals suggesting an intimate, confidential,
and safe setting”. 69

He continues:

People don’t think about privacy risks in the way that perfectly rational automata would.
Instead, real people use all sorts of simplifying heuristics when they think about risk,
some psychological (people fear the unfamiliar), some social (people fear what their
friends fear), and some cultural (people fear things that threaten their shared worldviews).
…
When these risks are privacy risks, and when that evaluation takes place in the context of
a social network site, these observations have particular force. What people “know” about
how the world works drives their perception of risks. For one thing, there is absolutely no
plausible way to assign probabilities to many of the possible outcomes. With sufficient
data, we could in theory make reasoned decisions about the statistical trustworthiness of
large commercial entities. We can’t reason in that way about the complex, situated,
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emotional–social dynamics of our contact networks. What is the probability that one of my
contacts will republish some of my Wall posts on the Internet? The best we can do is
rely—and mostly subconsciously—on the proxies for privacy risks that seem to work well
in the social settings that we’re familiar with. These proxies don’t always work so well on
Facebook.

Grimmelman give examples of the proxies that we use in real life and which does not
transpose well to an SNS situation. For example, when in doubt people will do what
everyone else is doing. One can therefore reason that 50 million users cannot be
wrong. One falsely assumes that the 50 million users know something about how safe
Facebook is.

Another typical human reaction is to reason that there is safety in numbers. One can
argue that on a social network site with 50 million users, what are the odds that I will be
singled out by, say, a newspaper that wants to write about my indiscretions as
revealed on Facebook? This reasoning does not work for SNSs because privacy
problems hit everyone at once.

Another mistake people make is to assume that when you are talking to a friend on
Facebook, you are in a private space and since no one but your friend is listening, you
can speak freely. Unlike in a restaurant, eavesdroppers on Facebook are invisible.

When we speak to people in person, nonverbal communication is used to indicate that
we expect them to keep quiet about what we are discussing – we lean towards them or
lower our voice. In the electronic environment these nonverbal cues are absent.
Overall, people’s reasons for using social networking sites and their evaluation of the
privacy risks involved are driven by social factors.

For young adults, the primary motivation seems to be a desire to be seen. This is
hardly new, of course, but what is new is the fact that they are being seen in a digital
environment “which confounds the traditional ways in which we control our audiences
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and negotiate the boundary between the private and the public, the past and the future,
disclosure and privacy”. 70

DO USERS CARE ABOUT PRIVACY?
Acquisti and Gross contend that there is often a dichotomy between young people’s
desire to protect their privacy and their behaviours. 71 Although they express a concern
about their privacy, they still reveal a significant amount of personal information.
Barnes refers to the "privacy paradox" in present-day America where adults are
concerned about invasion of privacy, but teenagers are not aware of the public nature
of the Internet. 72 She points out that students will share drinking and fraternity pledging
photographs with their friends, not expecting that university administrators, and I might
add prospective future employers, will also have access to these photographs.
The behaviour of users of SNSs, especially young adults, in terms of revealing
personal information, may lead one to infer that they are not really concerned about
privacy. In fact, Facebook’s founder, Mark Zukerberg, recently said the following:
People have really gotten comfortable not only sharing more information and different
kinds, but more openly and with more people. That social norm is just something that has
evolved over time.

73

Social network researchers disagree with this statement and question Facebook’s
attitude towards privacy. Boyd and Hargittai point out that “[a]t each point when
Facebook introduced new options for sharing content, the default was to share
broadly”. 74

Boyd and Hargittai point out privacy controversies have accompanied the various
changes Facebook has made to the site over the years, indicating that users do care
about the issue of privacy on Facebook. For example, in 2007 Facebook introduced
Beacon, an advertising platform. When a user made a purchase on a partner website,
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that information was placed on the user’s Wall for sharing with the user’s friends.
Owing to the privacy controversy surrounding Beacon, Facebook discontinued it in
2009. 75

At the end of 2009, Facebook again introduced a change in the privacy settings. When
users logged on, they were prompted to consider changing their privacy settings.
Users were asked to choose between “old settings” and “everyone” meaning that
various types of content would be made visible to all other users. In April this year,
Facebook introduced yet more changes and the result was a backlash against
Facebook in the media. In May 2010 Facebook reacted by unveiling new, simpler
privacy settings. This put a stop to much of the news coverage. 76

In a study by Boyd and Hargittai among first-year students, it were found that “far from
being nonchalant and unconcerned about privacy matters, the majority of young adult
users of Facebook are engaged with managing their privacy settings on the site at
least to some extent”. 77

This brings us to the next main topic, namely whether the right to privacy as a legal
right, needs to be developed to meet the demands of users of SNSs.

PRIVACY
RECOGNITION
I indicated earlier that SA case law has recognised and protected privacy under the law
of delict since the 1950s. 78 The South African Constitution also recognises the right to
privacy as a fundamental human right in the Bill of Rights. 79 Section 14 provides:
Everyone has the right to privacy, which includes the right not to have –
(a)

their person or home searched;
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(b)

their property searched;

(c)

their possessions seized;

(d)

the privacy of their communications infringed.

This section guarantees a general right to privacy, 80 with specific protection against
searches and seizures, and infringement of the privacy of communications. However,
this list is not exhaustive, and it extends to any other method of obtaining information
or making unauthorised disclosures. 81
Some commentators divide the constitutional right to privacy in section 14 into
“substantive privacy rights” and “informational privacy rights”. 82 The substantive privacy
rights enable individuals to make personal decisions about such interests as their
family relationships, home life and sexual orientation. 83 Informational privacy rights limit
the ability of people to gain, publish, disclose or use information about others without
their consent. 84 Seen in this light, the constitutional right to privacy is broader than the
private law right, since the former also includes autonomy. 85

DEFINITION
South African courts accept Neethling’s definition of privacy. 86 Neethling defines
privacy as “an individual condition of life characterised by seclusion from the public and
publicity. This condition embraces all those personal facts which the person concerned
has himself [or herself] determined to be excluded from the knowledge of outsiders and
in respect of which he [or she] has the will that they be kept private.” 87
From this definition it is evident that a person determines the destiny of his or her
private facts himself or herself. The scope of his or her interest in privacy is therefore
also determined by the person himself or herself. 88

INFRINGEMENT OF PRIVACY - W RONGFULNESS
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Since privacy relates to personal facts which a person has determined should be
excluded from the knowledge of outsiders, it follows that privacy can only be infringed if
someone learns of true private facts about the person against his or her determination
and will. 89

Such knowledge can be acquired in one of two ways: 90 through an

intrusion, that is where an outsider himself or herself becomes acquainted with the
facts, 91 or through a disclosure, that is where an outsider reveals personal information
which, although known to the outsider, nonetheless remains private, to third parties. 92
A de facto infringement of privacy will only be wrongful if the infringement is considered
unreasonable by the boni mores or the legal convictions of the community. 93

94

In

considering when an intrusion should be considered unlawful, one should distinguish
between a situation where a person has made private facts known to a limited number
of persons, and where he or she has made information known to an indeterminate but
still limited number of persons. 95
In the first scenario, where information is made known only to a limited number of
persons, the disclosure is characterised by an element of confidentiality. An
acquaintance with this information by an outside party would be unreasonable prima
facie and thus wrongful. 96 However, the surrounding circumstances may make it
apparent that the infringement should not be considered wrongful.
In the second scenario, that is where personal information is revealed to an
indeterminable but limited number of persons, the acquaintance with the information by
an outsider will be reasonable prima facie, but surrounding circumstances may reveal
that it should be considered unreasonable and thus wrongful.
Let me illustrate this by referring to practical examples. If I tell someone a personal fact
in confidence and a third party eavesdrops on our conversation, the third party is
infringing my right to privacy. However, if the eavesdropping happened by chance
because we were unknowingly carrying on our conversation in the vicinity of the third
party, the legal convictions of the community will not consider the third party’s conduct
to be unreasonable and therefore it will not be wrongful. 97
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An example of the second scenario is where I appear on a public street. Should I be
observed by someone on the public street, I cannot claim that my right to privacy has
been infringed and anyone observing me would not be acting wrongfully, since if I
appear in a public place I can expect that people will be able to observe my
appearance. However, as Neethling correctly points out, this does not mean that the
observation of people in public places can never be unreasonable. 98 For example, the
constant shadowing of a person is contrary to the legal views of the community and
therefore wrongful. 99
A third type of situation that may arise is where a person acquires knowledge of private
facts in accordance with the will and determination of the person to whom the
information relates, but then discloses the personal information to outsiders against the
will of the person to whom the information relates. The wrongfulness of this disclosure
is more difficult to determine. According to Neethling such disclosure is not wrongful,
since it is human nature to gossip about other people and the conduct is therefore not
contra bonos mores. 100 However, in certain circumstances this conduct may be
considered wrongful. For example, if the publication amounts to a mass publication, it
would be considered unlawful. 101

APPLICATION TO SNSS
In the context of SNSs, one could argue that subscribing to an SNS and completing
your profile information is similar to appearing in a public place. The Internet is a very
public place, and Facebook clearly warns subscribers that their privacy cannot be
guaranteed. However, in my opinion the privacy settings that one choose, should also
be taken into account when considering whether a person has really chosen to
disclose his or her information to an indeterminate number of persons. If you chose to
reveal your personal information to “Friends Only” and if you limited the number of
friends that you added, it could be argued in my opinion that you did NOT choose to
reveal your information to an indeterminate number of persons. You have, in fact,
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revealed your personal information to a limited number of people. If one of your
Facebook Friends then further discloses personal information that was provided by you
in these circumstances, I would argue that you should have a delictual claim for
infringement of privacy.
It should also be remembered that the wrongfulness of an infringement of privacy is
negated by the presence of a ground of justification. Neethling identifies the following
traditional grounds of justification as relevant to the right to privacy: necessity, private
defence, consent to injury, and performance in a statutory or official capacity. Another
ground of justification which is relevant to privacy is the protection of legitimate
interests, including the public interest. 102
In the context of SNSs, consent is a particularly relevant ground of justification.
Whenever the user discloses personal information on his webpage, he or she consents
to the publication of that private information. However, in order to be valid the consent
must meet certain criteria.
The person consenting (the SNS user) must have a full knowledge and appreciation of
the nature and extent of the possible harm. An SNS user can therefore not validly
consent to the disclosure of his or personal information if he or she is not told what the
personal information will be used for and who will have access to it. The consent must
also be permitted by the legal order, in other words it should not be contra bonos
mores, and the impairment must fall within the limits of the consent. 103
Where I have revealed my personal information to a limited number of persons, I have
only consented to the publication of my information to these persons, not to everyone
on the Internet. It should therefore not be lawful for third parties to gain access to my
profile. Where a person makes an extensive search on the Internet and especially on
SNSs in order to compile a profile on another person, such conduct can in my view be
considered analogous to the “shadowing” of a person in real life and should therefore
be wrongful.
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Reportedly some employers, especially in the USA, search the Internet these days for
information on prospective employees. It is possible that an employer might gain
access to, say, a compromising picture posted by a Facebook user as a student, never
thinking that the picture might be seen by prospective employer a few years down the
line. In my opinion, this would amount to an infringement of the privacy of the
Facebook user. The information the user posted, was meant for a specific audience, at
a specific time in his or her life. It was never the user’s intention that this information
should be seen by another audience at a later stage of the Facebook user’s life.
Significantly, in August this year, the German Federal Cabinet approved a draft law
that prohibits employers from looking at a prospective employee’s Facebook profile. 104
In terms of this proposed Act, employers in Germany will be allowed to enter job
applicants' names into search engines and professional networking sites, but must not
examine their profiles on Facebook. 105 According to the draft law, employers may
collect data in the public domain as a means of researching a job candidate, except
where the legitimate interests of the employee in that data outweigh the legitimate
interests of the employer. It specifies that social networks that are used for electronic
communication may not be used for research, except for social networks that exist to
represent the professional qualifications of their members. 106
A subscriber to an SNS provides personal information for the purpose of forming social
connections with other users. The use of that personal information in another context,
such as by a prospective employer to screen job applicants, amounts to an
infringement of the data protection principle that personal information should only be
used for the purpose for which the information was originally supplied, or for a similar
purpose. When the Protection of Personal Information Act is adopted in South Africa,
this principle will form part of our law and could in my view be used to protect
subscriber to SNSs against the use of their information for unrelated purposes.
In my view a person who uploads pictures on his or her website should not identify or
“tag” other parties in the picture without their consent. At present Facebook requires
that the e-mail address of a person who is being tagged should be provided. That
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person then receives an e-mail notification that tagging has taken place so that the
person has the opportunity to untag himself or herself. In other words, the user is given
the opportunity to “opt-out” of the tagging function. To my mind a situation where one is
asked to “opt-in” would be more reasonable. Not everybody in our society is
necessarily technically confident enough to be able to remove a tag. Why should the
burden of de-indentifying his or her image be on the person who did not upload the
picture?
CONCLUSION: PROPOSALS

HOW SHOULD THE LAW DEVELOP?
I have begun this lecture by describing how the law has continuously adapted to
accommodate new technological inventions in order to recognise and protect the
individual’s right to privacy. My proposal is that the law should also develop to
recognise that people who use SNSs such as Facebook do not give up all expectations
of privacy. 107 The mere fact that they reveal personal information on what may be
considered a public forum does not mean that they intend to make that information
available to all and sundry. Information revealed to “friends only” should be treated as
information that has been published to a limited number of persons and any distribution
of that information by third parties to a wider audience should be considered an
invasion of the right to privacy.
Similarly, searches on the SNSs by third parties for purposes unrelated to the purpose
for which the personal information was initially supplied should be considered as
wrongful.
WHAT SHOULD FACEBOOK DO (OR NOT DO)?
Facebook itself also has to respect users’ right to privacy. It should not change privacy
settings overnight as it has done in the past. Since the terms of agreement between
Faceboook and a user set the limits of a person’s consent to the display of his or her
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personal information, a unilateral change to these terms and conditions on the part of
Facebook results in my view in a negation of the consent by the user.
WHAT CAN WE DO?
Teenagers are the most devoted users of SNSs and are also the most likely to
underestimate the privacy risks inherent in such usage. Educating teenagers on this
topic should therefore be a priority. When and where such education takes place, is
also important. Teenagers are more likely to listen to their peers and to pay attention to
information provided in their milieu – Facebook itself could probably do more to inform
young adults about the privacy risks. Merely referring users to their privacy policy is not
sufficient, as studies have shown that most users do not read privacy policies.
However, since we cannot influence Facebook, we must try to do our part.
When talking to young adults, we should emphasise that they should be conscious of
the fact that their conversations on Facebook may not be as private as they would like
to think. Adding too many contacts as friends, or making your profile available to
everyone, carries privacy risks that young people should be made aware of. They
should be informed of the long-term negative effects that may result from the
information they are supplying now.
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