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ABSTRACT

The South African Police Service's fingerprints system cannot identify latent prints of
innocent people or first-time offenders, it can only identify persons who had
previously been charged. Therefore, the purpose of this study was to explore the use
of fingerprint systems to identify latent prints of first-time offenders. A literature
review was conducted to provide a background to the topic and to highlight
international standards when identifying offenders by means of fingerprints uplifted
from the crime scene. The research approach used in this study is a qualitative
approach with a case study research design to investigate the study topic through
the experiences of officials who are working with the fingerprint system.

Nineteen interviews were conducted in this study. The sample used was small
because of the shortage of fingerprint experts. The findings of this study revealed
that the Local Criminal Record Centre (LCRC) cannot identify latent prints of first-
time offenders and that many case dockets are still closed with positive fingerprints
because of the lack of identification information. The implemented Person Identity
Verification Application (PIVA) system which integrates the fingerprint systems from
a few government departments cannot identify latent prints. The PIVA system is
placed in police stations not in the LCRC as its aim is to assist the criminal justice
system (mainly the courts) with case management and the movement of the

offender.

The study therefore recommended the implementation of a system that will allow
LCRC experts to identify first-time offenders who are not on LCRC database. It also
recommended that the SAPS should have a database of fingerprints information
from the citizens who are applying for security checks. This database can store
information separately from that of the criminal records and will be accessed to
search fingerprints information not found on the Automated Fingerprints Identification
System (AFIS). To avoid poorly obtained fingerprints as it has been a concern of all
participants, police stations should be issued with digital fingerprints scanners.

Key concepts: Crime scene, data integration, evidence, fingerprints, latent prints,

offender.



NSOTHO

NYAKISISO YA TSHOMISO YA DISESTEMO TSA TLHAOLO YA DIKGATISO TSA
MENWANA GO DIKGATISO TSEO DI UTILWEGO TSA BASENYI BA LEKGA LA
MATHOMO KA AFRIKA BORWA

KAKARETSO

Sestemo ya dikgatiSo tS8a menwana ya Tirelo ya Maphodisa ya Afrika Borwa ga e
kgone go hlaola dikgatiSo tSe di utilwego tSa batho bao ba se nago molato goba
basenyi ba mathomo, e ka hlaola fela batho bao ba kilego ba latofatSwa peleng. Ka
fao, morero wa nyakiSiS8o ye e be e le go nyakiSisa tShomiSo ya disestemo tSa
dikgatiSo tSa menwana go Supa dikgatiSo tSe di utilwego tSa basenyi ba lekga la
mathomo. Go dirilwe tshekatsheko ya dingwalo go fa setlogo sa hlogotaba le go
gatelela maemo a boditShabatShaba ge go hlaolwa basenyi ka dikgatiSo tSa
menwana tSeo di tSeerwego lefelong la bosenyi. Mokgwa wa nyakisiSo wo o
SomisitSwego mo nyakiSiSong ye ke mokgwa wa khwalithethifi wo o nago le tthamo
ya kheisisetati ya nyakiSiSo go nyakiSisa hlogotaba ya nyakiSiSo ka maitemogelo a
bahlankedi bao ba Somago ka sestemo ya dikgatiSo tSa menwana.

Dipoledisano tSe lesomesenyane di dirilwe mo nyakiSiSong ye. Sampole yeo e
SomisitSwego e be e le e nnyane ka baka la tlhaelelo ya ditsebi tSa dikgatiSo tSa
menwana. Dikutollo tSa nyakiSiSo ye di utollotS8e gore Senthara ya Direkoto tSa
Bosenyi ya Selegae (LCRC) ga e kgone go hlaola dikgatiSo tSe di utilwego tSa
basenyi ba lekga la mathomo le gore ditokete tSe ntSi tSa melato di sa tswalelwa ka
dikgatiSo tS8a menwana tSe phosethifi ka lebaka la go hloka tshedimoso ya tlhaolo.
Sestemo ye e phethagaditSwego ya Kgopelo ya NetefatSo ya BoitsebiSo bja Motho
(PIVA) yeo e kopanyago disestemo tSa dikgatiSso tS8a menwana go tSwa dikgorong
tSe mmalwa t8a mmuso ga e kgone go hlaola dikgatiSo tSe di utilwego. Sestemo ya
PIVA e bewa ka diteiSeneng t8a maphodisa e sego ka LCRC ka ge maikemiSet3o a
yona e le go thusa tshepediSo ya toka ya bosenyi (kudukudu dikgorotsheko) ka taolo
ya melato le tshepetSo ya mosenyi.

Bjalo nyakiSiSo e SiSinya phethagatSo ya sestemo yeo e tlago dumelela ditsebi tSa
LCRC go Supa basenyi ba lekga la mathomo bao ba sego tatapeising ya tshedimoso
ya LCRC. E SiSinya gape gore SAPS e swanetSe go ba le tatapeisi ya tshedimoSo ya
dikgatiSo tSa menwana go tSwa go badudi bao ba dirago dikgopelo tSa ditlhahlobo
tSa tShireletSo. Tatapeisi ye e ka boloka tshedimoSo ka thoko go ya direkoto tSa
bosenyi gomme e tla SomiSwa go nyaka tshedimosSo ya dikgatiSo tSa menwana tSeo
di sa hwetSwego go Sestemo ya BoitsebiSo ya DikgatiSo tS5a Menwana ya go ltiriSa
(AFIS). Go efoga dikgatiSo tSa menwana tSeo di sa hwetSwego gabotse ka ge e bile
taba yeo e tshwenyago bakgathatema ka moka, diteiSene tSa maphodisa di
swanetSe go fiwa disekena t8a dikgatiSo tSa menwana t3a titSithale.



Dikgopolo tSe bohlokwa: Lefelo la bosenyi, kopantSho ya datha, bohlatse, dikgatiSo

tSa menwana, dikgatiSo tSe di utilwego, mosenyi.
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ISIZULU

UKUHLOLWA KOKUSETSHENZISWA KWEZINHLELO ZOKUZAZISA
ZEZIGXIVIZO ZEMINWE OKUCASHILE KWABEPHULA UMTHETHO
OKOKUQALA NGQA ENINGIZIMU AFRIKA

ISIFINGQO

Uhlelo lwezigxivizo zeminwe loMbutho Wamaphoyisa aseNingizimu Afrika (eyaziwa
ngokuthi yi-SAPS) alukwazi ukukhomba imibhalo-ecashile yabantu abangenacala
noma abaphula umthetho okokugala ngga, lungakwazi kuphela ukukhomba abantu
ababebekwe amacala ngaphambilini. Ngakho-ke, inhloso yalolu cwaningo
bekuwukuhlola ukusetshenziswa kwezinhlelo zokugxivizwa kweminwe ukuze
kutholakale imibhalo-ecashile yalabo abagala ngga ukuphula umthetho.
Ukubuyekezwa kwemibhalo kwenziwa ukuze kuhlinzekwe isizinda esihlokweni
kanye nokuggamisa izindinganiso zamazwe ngamazwe lapho kuhlonzwa izephula-
mthetho ngokusebenzisa izigxivizo zeminwe ephakanyiswe endaweni yesigameko.
Indlela yocwaningo esetshenziswe kulolu cwaningo iyindlela esezingeni eliphezulu
enomklamo wocwaningo Iwesihloko ukuze kuphenywe isihloko socwaningo

ngokusebenzisa ulwazi lwezikhulu ezisebenza ngohlelo lweminwe.

Kulolu cwaningo kwenziwa izinhlolokhono eziyishumi nesishiyagalolunye. Isampula
esetshenzisiwe ibincane ngenxa yokushoda kochwepheshe bezigxivizo zeminwe.
Okutholwe kulolu cwaningo kuveze ukuthi i-Local Criminal Record Centre (LCRC)
ayikwazi ukuhlonza imibhalo-ecashile yalabo abagala ukuphula umthetho nokuthi
amadokodo amaningi asavaliwe aneminwe emihle ngenxa Yyokushoda
kwemininingwane yawo. Uhlelo olusetshenziswayo lwe-Person Identity Verification
Application (PIVA) oluhlanganisa izinhlelo zezigxivizo zeminwe ezivela
eminyangweni embalwa kahulumeni azikwazi ukuhlonza amaphrinti acashile. Uhlelo
Ilwe-PIVA lubekwe eziteshini zamaphoyisa ezingekho kwi-LCRC njengoba inhloso
yalo iwukusiza uhlelo Iwezobulungiswa bobugebengu (ikakhulukazi izinkantolo)

ngokuphathwa kwamacala kanye nokuhanjiswa kwabephuli mthetho.

Ngakho-ke lolu cwaningo luncome ukugaliswa kohlelo oluzovumela ochwepheshe
be-LCRC ukuthi bahlonze abaphula umthetho okokugala ngga abangekho
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kusizindalwazi se-LCRC. Iphinde yancoma ukuthi i-SAPS kufanele ibe
nesizindalwazi solwazi Iwezigxivizo zeminwe ezakhamuzini ezifaka izicelo
zokuhlolwa ezokuphepha. Lesi sizindalwazi singagcina imininingwane ngokuhlukene
naleyo yamarekhodi obugebengu futhi izofinyelelwa ukuze kuseshwe ulwazi
lwezigxivizo zeminwe olungatholakali Ohlelweni Lokuhlonza Izigxivizo Zeminwe
Ezizenzakalelayo (eyaziwa nge-AFIS). Ukuze kugwenywe izigxivizo zeminwe
ezingatholakalanga kahle njengoba kube ukukhathazeka kwabo bonke
ababambighaza, iziteshi zamaphoyisa kufanele zinikezwe izithwebuli zeminwe

zedijithali.

Amagama abalulekile: Indawo yobugebengu, ukuhlanganiswa kweminingwane,

ubufakazi, izigxivizo zeminwe, imibhalo-ecashile, isephula umthetho.
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ACRONYMS AND DESCRIPTIONS

ABIS
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USA

Automated Biometric Identification System
Automated Fingerprints Identification System
Advisory Policy Board

Basic Access Control System

Criminal Justice Information Services
Criminal Justice System

Criminal Procedure Act

Criminal Record Centre

Department of Correctional Service
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Electronic Privacy Information Center
Federal Bureau of Investigation

Home Affairs National Identification System
Integrated Automated Fingerprints Identification System
Integrated Justice System Board

Integrated Justice System

Integrated Inmate Management System
Local Criminal Record Centre

National Crime Prevention Strategy

National Crime Information Centre

Next generation ldentification

Protection of Personal Information Act
Person Identity Verification Application
Parliamentary Monitoring Group

Regulation of Interception of Communications Act
South African Police Service

United State of America
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CHAPTER ONE: GENERAL ORIENTATION
1.1. Introduction

Newburn, Williamson and Wright (2007: 320) are of the opinion that the transfer
principle means that every time a person makes physical contact with anything it
results in an exchange of physical materials such as fingerprints. It is therefore
obvious that the access to and use of effective and efficient fingerprint identification

systems by the police service is of vital importance.

The South African Police Service (SAPS) has a forensic unit which consists of
qualified fingerprints experts responsible for the identification, comparison and
verification of fingerprints. This forensic unit is called the Local Criminal Record
Centre (LCRC). This centre verifies fingerprints obtained from suspects for a criminal
record check which is necessary for court proceedings. These experts also compare
and identify latent prints uplifted from the crime scene as evidence to detect the
offender. Latent prints are found at residential places and business places during
burglaries, and they are also found on recovered stolen properties including vehicles.
The LCRC cannot identify latent prints of a first-time offender, as their database only

keeps information of people who were arrested and charged before.

Section 15D (4) (b) of Criminal Law (Forensic Procedure) Act No. 6 of 2010 stated
that the National Commissioner and the Director General of the Department of
Transport (DOT), Department of Home Affairs (DHA) and the Department of
Correctional Services (DCS), must under the chairpersonship of the National Police
Commissioner develop standard operational procedures regarding access to the
databases and implementation of safety measures to protect the integrity of

information.

This implies that the SAPS and other government departments must develop a
standard operating procedure that will assist the police in identifying latent prints of
first-time offenders, that in turn will assist other departments in resolving their issues
where sharing of information is concerned. The White Paper on Remand Detention
Management in South Africa (2014: 14) pointed out the challenges faced by the



Department of Correctional Services because departments are using separate
systems. Challenges mentioned include the use of multiple identities by remand
detainees; redundant information; the slow process of verification of identity with the
DHA; the lack of access to systems of other departments and an inadequate system
for the identification of accused within the Criminal Justice System. In the light of the
above discussion, the study intended to explore the use of fingerprints systems for

the investigation of latent prints of first-time offenders.

1.2. Problem Description

Porte (2010:12) suggested that the problem statement is the section which helps the
reader to situate himself or herself in the area in which the problem is found. Porte
(2010:12) further mentioned that this section might aim to rationalise the problem
and explain why that problem is in fact a problem. Gygi, DeCarlo and Williams (2005:
76) explained that the problem statement clarifies the situation by identifying what
needs to be improved, the level of the problem and where it is occurring. The
identified problem in this study is that the SAPS specifically the Local Criminal
Record Centre (LCRC) does not have access to other departments fingerprint
systems, which are useful for a forensic investigative search. This is a problem
because some cases where latent prints are involved remain unresolved because

suspects are unknown, as they are not on the LCRC database.

As mentioned above that Section 15D (4) (b) of Criminal Law (Forensic Procedure)
Act No 6 of 2010 suggested the sharing of databases between the Department of
Transport (DOT), the Department of Home Affairs (DHA) and the Department of
Correctional Services (DCS). Similarly, the White Paper on Remand Detention
Management in South Africa (2014: 2) recommended the integration of systems
between critical partners, namely the South African Police Service (SAPS), the
Department of Social Development (DSD), the National Prosecuting Authority (NPA),
the Department of Justice and Constitutional Development (DOJ & CD) and the
Legal Aid South Africa. However, for the purpose of this study the researcher
intended to consider the DHA and DCS because they work closely with SAPS.

Currently, a docket, with positive latent prints but with no information of the suspect

is closed with a brought forward date for the docket to be reopened after five years.



In the fifth year, the case docket is reopened; and an attempt to find the suspect is
made and if he/she cannot be traced the case docket is closed again. Such
fingerprints are archived at the Local Criminal Record Centre (SAPS National
Instruction 325, 2012). The SAPS National Instruction 325 (2012: 6) explained that if
the same fingerprints or a suspect is involved in different cases, but the identity is
still unknown the docket must be kept for ten years before it can be destroyed.
Therefore, to fight the scourge of unresolved cases, the Criminal Law (Forensic

Procedure) Amendment Act No. 6 of 2010 was enacted.

The Criminal Law (Forensic Procedure) Amendment Act No. 6 of 2010 was enacted
to give the SAPS access to the fingerprint systems of other departments such as the
DOT, DHA and DCS that will assist in identifying unidentified suspects. In support of
this section of the legislation, the SAPS management, during the Strategic
Management in 2010 (SAPS Strategic Plan, 2010/2014: 15) proposed to improve the
collection of evidence at crime scenes. The SAPS Strategic Management added that
the sharing of databases e.g., with the Department of Home Affairs, will strengthen

the capacity of the SAPS in identifying individuals involved in crime.

Subsequent to this Act, the Integrated Justice System (1JS) implemented the PIVA
system (Person ldentification Verification Application) which integrates information
from government departments. The Chairperson of 1JSB explained to the police
committee that PIVA solution entails instant verification of SA ID's via the DHA
HANIS/ABIS system using biometric devices (Leseba, 2015). However, this system
also cannot identify latent prints of first-time offenders. The case dockets with
fingerprints of first-time offenders are still closed with no lead to suspects because
the suspects’ information is not available on the LCRC database known as the
Automated Fingerprints Identification System (AFIS).



1.3. Background of the Study

The former Justice Minister Hadebe, (as cited in News24, 2010) indicated that DHA
fingerprint system previously known as the Home Affairs National ldentification
System (HANIS) now known as ABIS, contained fingerprints of over 41 million South
African citizens and over 2.5 million foreigners. The SAPS Annual Report
(2015/2016: 149) confirmed that the Department of Home Affairs assists the SAPS
to identify fingerprints of circulated persons (including missing and wanted persons)
and vehicles. The Department of Home Affairs system is indeed assisting the police
with identification of circulated persons in cases where a warrant of arrest is issued,

the person is missing, or an unknown person is found dead.

Regardless of the ABIS system in place, suspects who commit crime for the first time
(first-time offenders) and who leave their fingerprints on crime scenes are still not
identified through the DHA’s ABIS system. This is because DHA assists with
circulated persons (people who are recorded on SAPS system as wanted) who are
wanted because a warrant of arrest had been issued by court or in the case of a
missing person where the family provided information on such a missing person.
SAPS Annual Report (2020/2021: 202) explained that SAPS circulates a wanted
person where a warrant of arrest has been issued by the court on an offence that
he/she is sought for and hiding from law enforcement. The Report further explained
that a wanted person can also be a suspect who is sought, but not arrested and

whose his/her particulars were known and used to circulate him/her as a wanted.

The police also send fingerprints of the unknown deceased to the National Criminal
Record Centre for identification because the Local Criminal Record Centre does not
have such information on their database (Evert, 2011: 58). They cannot identify an
unknown deceased if he/she has never been arrested and charged as they do not
have that function. Evert (2011: 58) confirmed that if a body has not been identified
within seven days, the fingerprints taken are submitted to the Criminal Record
Centre (CRC) and then to the DHA for identification.

o The DHA has upgraded the HANIS system to ABIS to enable multimodal

biometrics and advance search capabilities for identification and verification.
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The ABIS will run on the new technology platform and enable fingerprint
verification and identification for both citizens and known foreign nationals in
the country (DHA Annual Report 2017/2018: 67). Its powerful search
capabilities will increase the response rate and the ability to do latency
searches/ partial fingerprints (DHA Annual Report 2017/2018: 67).

o This implies that the DHA is assisting SAPS with latent fingerprints search of
any crime reported, however, some cases are still closed with positive
fingerprints due to lack of suspects™ information. Access to the DHA fingerprint
information is still limited to all unidentified deceased and other priority or
serious crimes. The LCRC does not have access to Home Affairs, nor do they
have access to the PIVA system where information of all South African citizens
is kept. It has been mentioned earlier that there is a system available with
integrated fingerprint information namely the PIVA system as indicated by
Leseba (2015), but it cannot identify latent prints, as it is not available in the
LCRC.

According to Mofokeng and de Vries (2012: 28) many cases go undetected because

of the poor criminal investigation capabilities of the police, especially in respect of

forensic investigation. The community believes that when fingerprints are found on a

crime scene; police will find the offender, but the community does not know that

SAPS can only find criminals who are recorded on their database. They are not

aware that SAPS does not have access to the DHA fingerprint system to identify

someone who has committed a crime for the first time.

The former Justice Minister, Jeff Hadebe (as cited in News24, 2010), mentioned that
the Criminal Law (Forensic Procedure) Amendment Act No. 6 of 2010 was intended
to deal with two pivotal aspects of forensic crime fighting, namely the fingerprint and
Deoxyribonucleic Acid evidence. Though the Minister pointed out two pivotal
aspects, the Criminal Law (Forensic Procedure) Amendment Act No. 6 of 2010 was
only about fingerprints investigation and the DNA Amendment Act was enacted later
in year 2013, being the Criminal Law (Forensic Procedure) Amendment Act No. 37
of 2013. Both Acts elaborate on the procedures to be followed in each investigation

of both pivotal aspects.



In his speech (as cited in News24, 2010), the Minister pointed out that SAPS had
access only to the fingerprints stored in the SAPS AFIS system and they do not have
direct access to the Home Affairs system where the fingerprints of 41 million citizens
and 2.5 million foreigners are kept. The Minister further quoted statistics by
mentioning that, the criminal justice system review office had found that 52% of
perpetrators remained undetected in 2006/07 and 46% of perpetrators also remained
undetected in 2007/08; suggesting that the new Act will reduce the number of
undetected perpetrators. However, to this date these cases are still not detectable as
there have been no changes in the LCRC database. Examples of crimes that rely on
fingerprints for identification and apprehension of suspects are burglary to residential
premises, burglary to business premises, theft of motor vehicles and theft from motor

vehicles.

In the SAPS Annual Report 2020/2021 (2021: 201) several cases where suspect
identification required fingerprint information were not taken to court. Only a few of
the reported cases could be detected and taken to court. The following crime
categories extracted from the SAPS Annual Report 2020/2021 (2021: 201) indicated
the total number of complaints reported during 2020/2021 nationally and the total

number of complaints which went to court during 2020/2021.



Figure 1. Number of Complaints reported, and cases taken to Court during
2020/2021

Crime Categories Total Number | Detection Total
of Complaints | Rate Complaints in
Reported Court
Burglary (Residential
Premises) 159 907 39 257 24 749
Burglary (Business
Premises) 65 564 13 758 9 608

Theft of Motor Vehicle and

Motorcycle 35078 4 604 5452
Theft from Motor Vehicle 83 291 12 448 6 048
Total 343 840 70 067 45 857

Therefore, the possibility of police having access to the fingerprint information of first-
time offenders can enhance the quality of the investigations process by the police
service in the country. Out of 343 840 reported cases only 70 067 suspects were

detected.

1.4. Demarcation of the Study

This study was conducted in two provinces in South Africa, Gauteng and KwaZulu
Natal. KwaZulu Natal, Durban Central SAPS had more than two thousand cases
which required fingerprints investigation, which were reported during the 2018/2019
financial year (SAPS Crime Statistics 2018/2019, 2019: 139). This made Durban
Central one of the areas in the country with a high number of cases that require
fingerprint comparison and identification. It is evident that there is still a challenge
with the property related crime since the statistics for 2022 first quarter shows that
the problem still exists. According to SAPS Crime Statistics 2021/2022 (2022: 61)
Durban Central SAPS still the highest number of property related crimes reported.
Durban is also close to the researcher’ place of residence and as such it allowed the

researcher easy access to other participants. However there was a need to obtain
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more specialised data from other departments in the country and more information

was obtained from the Gauteng province.
1.5. Research Aim and Objectives

According to De Vos, Strydom, Fouche and Delport (2002:107-119) the aim of the
study is like a dream that one imagines, and the objective is the step one has to take

one by one within a certain timespan in order to attain the dream.
The aim of this study was:

o To explore how the fingerprints identification systems can be used to enhance

the investigation of latent prints of first-time offenders.

The objectives set for this study were:

o To describe the process followed by the LCRC in identifying unknown
suspects when latent prints are found at the crime scene.

o To explore the challenges faced by the SAPS LCRC in identifying first-time
offender on fingerprints found at the crime scene.

o To investigate the role that can be played by departments such as the DHA
and the DCS to assist the SAPS in identifying latent prints of first-time
offenders.

o To highlight some of the international best practices on the identification of
first —time offenders by means of fingerprints systems.

o To formulate recommendations based on the findings.
1.6. Research Questions

Porte (2010:43) suggested that the reader should be able to use the research
guestions to focus on the study, as they give direction and make it easier to follow.
De Vos et al. (2002:107 & 119) mentioned that one aim of the qualitative method is

to discover important questions, processes, and relationships.



The main research question of this study is:

o How can the sharing of fingerprints systems in South Africa be used to

enhance the investigations of latent prints of first-time offenders?

The following sub-questions will assist the researcher to answer the main question:

o Which process is followed by the LCRC in identifying unknown suspects when

latent prints are found at the crime scene?

o What challenges are faced by the SAPS/LCRC in identifying first-time

offender whose fingerprints were found at a crime scene?

o Which role can be played by other departments within the CJS to assist the
SAPS in identifying first-time offenders’ latent prints?

o What are the international best practices on the identification of offenders by

using fingerprints?
1.7. Study Significance

Terre Blanche, Durreihm and Painter (2011: 540) mentioned that the research
guestion derives from different reasons including a personal speculation and

experience.

1.7.1. South African Police Service
In this study the researcher was motivated by her personal experience as a former
police investigator within the SAPS who experienced that many cases remained
unresolved because suspect particulars were unknown. In addition to that, this study
may contribute not only to academic body of knowledge but may also enhance the
investigation of criminal cases in the country. Consequently, that will restore public

confidence in the police investigations within the country.



1.7.2. Department of Correctional Services

This study will contribute to the coordination of resources and improved cooperation
between the SAPS and the Department of Correctional Services. For example,
sometimes the police encounter cases where they are looking for a suspect and that
suspect has already been arrested and is serving a sentence in one of the South
African correctional centres under a different name. Thus, the lack of access to
databases containing offenders is a challenge for the police as they do not know who
has already been arrested. The Department of Correctional Services will also benefit
in terms of information sharing between them and the police. As mentioned in the
White Paper on Remand Detention Management in South Africa (2014: 14), the

departments face challenges because they use separate systems.

1.8. Definition of Key Concepts

De Vos et al. (2002: 30) mentioned that a concept expresses an abstraction formed
by generalisation from particulars that are usually similarities. The researcher
provides understanding and meaning to key words for the description of the
phenomenon in this study. The following key concepts are used in the study as key
words, and therefore they are clearly defined to describe the scope and nature of the
study. The key concepts are defined as follows:

1.8.1. Crime Scene

Shaler (2012: 13) defined a crime scene as the place where the participants of the
crime meet in time and space. According to this definition, the participants of the
crime scene can also be suspects, the witnesses and or the victims. The crime
scene can be in more than one place; for instance, where the crime started and
where it ended. In a murder case, the crime scene can be where the victim was
abducted e.g., the house where the victim was killed or where the body was buried
or dumped. The crime scene (as in robbery case) can also be more than one
location, starting from where the robbery took place and to where the money or the

property was recovered.
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1.8.2. Criminal

Henry and Lanier (2001: 20) defined the criminal as a person who has behaved in
some way prohibited by criminal law and remains a criminal whether he/she has
been convicted of the crime or not and whether this crime is known only to
himself/herself or to anyone else. In this case, the word “criminal” is commonly used
for any person who committed a crime whether identified or not, and whether
convicted or released from a correctional centre. The word criminal is informally used
by the community to call out or rank a person involved in criminal activity even if

such person was never charged with any crime.

1.8.3. Data Integration

Data integration is defined as the set of processes used to extract or capture,
restructure, move, and load or publish data in either operational or analytic data
stores, in either real time or in batch mode (Giordano, 2011). In this study data
integration is the sharing of information or people’s particulars of innocent people
including criminal record information. Data integration will assist government
departments in obtaining authentic information on individuals under scrutiny and it
will prevent people from giving different identities in different government
departments. For instance, a person applying for a grant support may claim that he
is unemployed, but his employment status will be revealed via the Department of

Employment and Labour.

1.8.4. Evidence

Siegel, Knupfer, and Saukko (2000: 28) and Shaler (2012: 25) regarded evidence as
information, whether personal testimony, documents, or material objects, that is
given in a legal investigation, to make a fact or proposition. Shaler (2012:25) pointed
out that evidence can be defined in two ways, one when it is perceived as evidence
during the scene investigation and the other when it is admitted in the legal
proceedings. This implies that it can be evidence but not all evidence involved in a
case is admissible in legal proceedings. Harber and Harber (2009: 5) suggested that
all judges who make a ruling to admit fingerprint evidence treat identification based

on fingerprint comparison as 100 percent certain.
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1.8.5. Fingerprints

Shaler (2012: 212) explained that fingerprints at a crime scene result from someone
touching a surface and leaving a residue. Shaler (2012: 212) further explained that
the chemical of that residue is a mixture of secretions from sweat glands present in
the skin as well as from exogenous contaminations, blood oils, cosmetics and so on.
Identifying the fingerprint does not mean that the suspect has been found but it
means that there may be a lead to the suspect. Fingerprints found at the crime
scene may be of the people frequenting such place like workers, residents and
maybe passers-by. Such fingerprints can be used as elimination prints to isolate the

suspect’s prints which were not supposed to be found at the crime scene.

Evidence of fingerprints can be found in more than one crime scene for instance in a
murder case, fingerprints can be found where the victim was abducted, where the
victim was killed, and where the victim was buried or dumped. As indicated by Shaler
(2012: 212) above, different forms of fingerprints can be found on any surface like
metal, papers found on crime scene and any other surfaced items. If fingerprints
have been found, but the suspect cannot be identified the docket is then closed as
undetected. The National Instruction 325 as cited in the Consolidation Notice (2012:
3), instructed that whenever the investigation of a case has failed to disclose the
perpetrator and it is further clear that an offence was actually committed, the case

docket must invariably be closed as “Undetected”.
The Criminal Law (Forensic Procedure) Act 6 of 2010 states that its purpose is:
e To amend the SAPS Act 1995 to regulate the storing and the use of fingerprints.

e To provide for the keeping of databases and to allow for comparative searches
against other databases.

e To make provision for the development of standard operating procedures

regarding access to the databases of other state departments.

e To further regulate the powers in respect of fingerprints and body-prints for

investigation purposes.

12



The Purpose of Criminal Law (Forensic Procedure) Act No. 6 of 2010 has a number
of regulations that add to the above-mentioned to regulate the investigation of
fingerprints which will assist in enhancing the investigation of fingerprints including

latent prints.

1.8.6. Latent prints

Kriel (2011) mentioned the latent print as one of the forms of prints indicating that
they are an impression which is produced by the ridged skin, known as friction
ridges, on human fingers, palms, and soles of the feet. These fingerprints are
analysed and compared to known fingerprints of individuals to make identifications or
exclusions (Kriel, 2011).

1.8.7. Offender

Holtzhausen (2012: 6) described the offender as a person who has a tendency for
criminality; that is the state, quality, and fact of being criminal. This implies that
offender is the term used for a person who is frequently committing crime and whose
identity is not known, the same as term criminal discussed above. Where fingerprint
evidence is concerned, the first-time offender cannot be identified by the LCRC
fingerprint system but an offender who was arrested before and charged can be
identified by their fingerprint system. This study is concerned about first-time

offenders who cannot be identified by the police system.

1.8.8. Suspect

According to Van Rooyen (2008: 14), a suspect is a person who law enforcement
officers have reason to believe may have committed a crime. To identify a suspect in
this study calls for a thorough investigation since not all fingerprints found on the
crime scene are of the person who committed the crime. In addition, being a suspect
does not mean that the person has indeed committed a crime; a person can also be
eliminated as a potential suspect by the investigation or individualisation where more
than one suspect have been involved in the case. Harber and Harber (2009: 54)
stated that a skilled crime scene investigator predicts the location, the characteristics
of the prints, and the specific fingers in the prints that he will find, given the
perpetrator's intentions at that location.
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1.9. Systems Theory as Framework of the Study

Anfara and Mertz (2006: xxvi) defined a theoretical framework as any empirical or
guasi-empirical theory of social and psychosocial processes at a variety of levels that
can be applied to the understanding of phenomena. This study is underpinned by the
systems theory because it discusses how the barriers within the organisation can

impact negatively on the productivity of the employees.

Mele, Pels and Polese (2010: 126) described systems theory as an interdisciplinary
theory about every system in nature, in society and in many scientific domains as
well as a framework with which we can investigate phenomena from a general
approach. The LCRC is a department which relies on a number of systems in order
to work effectively. Before a case gets to the LCRC, it passes a number of
departments, from the charge office to the first responder, the fingerprints officers
uplifting the fingerprints and then the experts who compare fingerprints. A number of
systems which are guarded by rules and regulations on their operation and same
rules and regulations sometimes hinder smooth operations, for example, the
Protection of Personal Information Act No. 4 of 2013 sometimes obstruct the

effectiveness of investigations.

Many organisations have systems which may cause loss or low to zero productivity.
Employees struggle to keep up with a system until they abandon any attempts of
keeping up if management does not improve. Having the community complaining
about services, while employees know they have tried their best, but the situation is
beyond their control, is really demotivating and can result in future neglect.
Investigations based on fingerprint detection, but lacking fingerprint information is the
outcome of scarce resources; a lack which demoralises other employees.

Jali (2015: 24) pointed out that there are a number of factors which contribute to the
non-performance of employees. Remuneration is a factor which has an impact on
employees’ productivity, supervisors® behaviour towards employees as well as
absenteeism as contributing factors towards non-performance. Similarly, Assiri
(2016:118) identified a list of factors that may lead to loss of productivity namely, the
lack of skills to use technology, poor work and employees’ management skills,

inadequate resources (such as vehicles, offices or computers) and workplace stress
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(due to work overload). Other contributing factors which are caused by the
organisation itself include: shortage of staff, causing backlog; rules and policies
which affect employees’™ productivity and skills development programmes, Training
and motivation can also impact negatively on the productivity of employees. These
are systems designed to guide organisations, but sometimes work against
organisations. This theoretical framework guided the researcher in identifying those
systems or organisational factors that could enhance or hamper the success of

police investigations.
1.10. Chapters Layout

Chapter 1: General Orientation. This chapter will discuss the study problem, the
research aim and the rationale for this study.

Chapter 2: Research methodology. The focus of this chapter is on the research
methods the researcher will adopt to achieve the aim of this study.

Chapter 3: In this chapter the discussion focuses on South African legislations
governing the use and sharing of fingerprints. It will be explained how, when, why

and by whom people’s fingerprints can be used, as well as to discuss the purpose.

Chapter 4: The sharing of fingerprint systems between government departments for
the investigation of latent prints of first-time offender. The discussion in this chapter
is on the use of fingerprints within the Criminal Justice systems in and outside South

Africa.

Chapter 5: Presentation of research findings, this chapter focuses on presenting the
findings of the research. These are the answers to the research questions posed to

research participants.

Chapter 6: Interpretation of research findings. This chapter discusses the themes
and sub-themes to indicate the relevance of this study with the research objectives.
The meaning and understanding of the researcher on the research findings is

discussed in this chapter.

Chapter 7: Recommendations and conclusion. This chapter will summarise the entire

research study, make recommendations and present conclusion to this study.
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1.11. Study Limitations

There are three main limitations encountered in this study, namely:

1.11.1.

1.11.2.

1.11.3.

Access to information: The Department of Home Affairs did not
participate in the study, they indicated that this study investigates
sensitive issues and therefore they could not participate. Therefore, the
study relied on literature, published speeches, journals, news, and

participants” views.

Collection of data: The outbreak of Covid-19 pandemic affected
collection of information by means of face-to-face discussions and
observations, and as a result, many participants responded to
guestions emailed to them, especially those who were outside the

researcher’s province.

Availability of fingerprint experts in the country: The SAPS/ LCRC
fingerprint experts tasked to work with the Department of Home Affairs
to identify unidentified bodies are based at the National LCRC and they
are fewer than five. Subsequently, the researcher was given two

participants to participate in the study.

1.12. Summary

This chapter discussed the research problem that triggered the study. The problem

discussed is that the Local Criminal Record Centre's fingerprint system operating in

the South African Police Service cannot identify latent prints of first -time offenders

as the system can only identify previously charged persons. The researcher

discussed the aim and the objectives of this study and also the method used to

answer the research questions. Key concepts used were explained and discussed.

This chapter discussed the purpose of this study and the theoretical framework to

enhance the understanding of the research problem. The research methodology

which was used in this study will be discussed in the next chapter.
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CHAPTER TWO: RESEARCH DESIGN AND METHODOLOGY

2.1. Introduction

This chapter discussed the research methodology, the research approach and the
design used in this study. The aim and the objectives discussed from the previous
chapter, paved a way for the research methodology conducted for this study. The
researcher adopted to achieve the aim of this study. A case study design was
adopted because it allowed the researcher to understand how the Automated
Fingerprint Identification System (AFIA), HANIS (Home Affairs National Identification
System), ABIS (Automated Biometrics Identification System), IIMS (Integrated
Inmate Management System) and PIVA (Person ldentity Verification Application)
function as well as their limitations. The researcher conducted this study using the
qualitative research approach. Data were collected from participants by means of
semi-structured interviews. The data analysis was conducted using a thematic

analysis and a deductive approach.

2.2. Research Design

A research design is defined as a plan of conducting a study (Creswell, 2013: 49).
Research design is a type of inquiry within qualitative, quantitative, or mixed method
approaches that provide specific direction for procedures in a research study
(Creswell, 2013: 12). De Vos, Strydom, Fouché and Delport (2011: 312) and
Creswell (2013: 13) mentioned the types of research designs for qualitative research
design as narrative ethnography, phenomenology, grounded theory and case study.
In this study the researcher used a case study research design as De Vos et al.
(2011: 320) explained that since qualitative researchers are primarily interested in
the meaning subjects give to their life experiences, those researchers have to use
some form of case study to immerse themselves in the activities of people to

familiarise themselves with their social worlds.

Therefore, a case study design was adopted in this study because it allowed the
researcher to understand how the AFIS, HANIS, ABIS, IIMS and PIVA fingerprint

systems function and also to their limitations. Babbie and Mouton (2012: 281)
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indicated that case studies take perspective into account and attempt to understand
the influences of multilevel social systems on subjects’ perspectives and behaviours.
The fingerprint systems from two departments amongst the criminal justice system
departments were scrutinised. The case study explained the process that was
conducted during this research in the investigation of the SAPS and DCS operations
in their different fingerprint systems. De Vos et al. (2011: 320) identified three types
of case study a researcher may implement to conduct a study; namely descriptive,
explanatory and collective case studies. The researcher therefore used a descriptive
case study as De Vos et al. (2011: 321) indicated that a descriptive case study, also
called an intrinsic case study, strives to describe, analyse, and interpret a
phenomenon. The researcher intended to describe and analyse the sharing of
fingerprints information between the South African government departments to

enhance the investigation of latent prints of first-time offenders.

2.3. Research Approach

The researcher conducted this study using the qualitative research approach as De
Vos et al. (2011: 91) mentioned that a qualitative approach aims to answer research
guestions that provide a more comprehensive understanding of a social problem
from an intensive study of few people. Babbie and Mouton (2012: 270) pointed out
that the primary goal of studies using qualitative approach is to describe and
understand rather than explain human behaviour. Similarly, De Vos et al. (2011: 91)
explicated that the qualitative researcher is concerned with understanding through
naturalisation observation rather than controlled measurement. According to De Vos,
Strydom, Fouché and Delport (2002: 78) qualitative research, in the broadest sense,
refers to research that elicits accounts of meaning, experience, or perceptions. This
approach was chosen for this study to enable the researcher to understand the study
topic through the experiences of officials who are using AFIS (the SAPS fingerprints
system), IIMS (Correctional Services fingerprint system) as well as PIVA (the system
implemented by the Integrated Justice System).
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2.4. Target Population and Sampling

This study focus was the Durban Central SAPS in KwaZulu Natal because of the rife
in property related crimes of which most of them were not resolved. According to
SAPS First Quarter Crime Statistics 2021/2022 (2022: 61) Durban Central is one of
the police stations with the highest number of property related crimes reported. This
study was conducted in two provinces in South Africa, Gauteng and KwaZulu Natal.
Three criminal justice departments were targeted namely the South African Police
Service, the Department of Correctional Services and the Department of Justice and
Constitutional Development. Hagan (2014: 110) defined sampling as a procedure
used in research which sub-units of a population is studied to analyse the entire
population; while a population refers to all aspects that are being studied such as
people, objects or animals. Hagan (2014: 110) explained that a small representative
sample would yield a better estimate of the population than a much larger sample.

De Vos et al. (2002: 201) explained that probability sampling is based on
randomisation, whilst non- probability sampling does not implement randomisation.
In this study the researcher used non-probability sampling as it does not implement
randomisation. De Vos et al. (2011: 232) explained that in non-probability sampling
the researcher does not know the population size or the members of the population.

Additionally, the researcher further used purposive sampling which is one of the
approaches used to conduct non-probability sampling. Bless, Higson-Smith and
Sithole (2013: 177) clarified that purposive sampling is a qualitative approach where
the researcher purposefully chooses participants on the basis of some specific
criteria that are judged to be the essential targeted population. In this study the
researcher purposefully selected participants who were directly involved in the

identification, verification, and comparison of fingerprints.

e The fingerprint experts from the SAPS Local Criminal Record Centre (LCRC)
are also known as AFIS experts. There is only one SAPS LCRC office in
Durban, which is convenient to the researcher, and it consists of very few
experts who are responsible for the comparison and identifying of
fingerprints. The researcher therefore interviewed seven fingerprint experts:

four from the Durban branch and three from the Pietermaritzburg branch.
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The researcher also interviewed two fingerprint experts from the Head Office
LCRC, who are working closely with the Department of Home Affairs,
responsible for the identification of fingerprints of unknown deceased people.
There are two officers responsible for this identification nationally and the

researcher interviewed both of them.

From the DCS KwaZulu Natal three officials were interviewed; however the
facility does not have a fingerprint system anymore. The researcher extended
the research to Kgosi Mampuru Correctional Centre in Pretoria, Gauteng

where a fingerprint system was found.

The researcher interviewed four officials working with the fingerprint system in
Kgosi Mampuru Correctional Centre: admitting and releasing offenders in and

out of the correctional centre.

The researcher further interviewed three Department of Justice officials who
are working with the integrated justice system in the Integrated Justice
System (1JS) Unit. They work closely with officials from other government

departments, who are in charge of the newly implemented PIVA system.

The sample used for this study was small, since there are very few fingerprint

experts working with fingerprint systems as well as experts who work closely with the

Department of Home Affairs. Some fingerprints experts work with the fingerprints

system, doing comparison and identification, but they do not work with the

Department of Home Affairs. They work at the Local Criminal Record Centres, and

they are the focus of this study.

Hagan (2014: 110) mentioned that the choice of sample size depends on the degree

of accuracy required. The researcher is of the opinion that information obtained from

the targeted sample group is accurate enough to conclude this study. De Vos et al.

(2011: 232) and Hagan (2014: 117) agreed that purposive (judgmental) sampling
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represents the selection of an appropriate sample based on the researcher’s skill,
judgement and needs.

The researcher chose purposive sampling because the participants that were
targeted for this research were chosen on the basis of their expertise. For this study,
nineteen research participants from the criminal justice system departments, namely
the DCS, SAPS and the Department of Justice 1JS were requested to form part of
the sample group. As mentioned above the choice of sample was based on the
opinion that information obtained from the targeted sample group was accurate

enough to reach a conclusion in this study, as suggested by (Hagan, 2014: 110).
2.5. Data Collection Methods

De Vos et al. (2011: 342) stated that interviewing is the predominant mode of data
collection in qualitative research. De Vos et al. (2002: 302) are of the opinion that
researchers use semi-structured interviews to gain a detailed picture of a
participant’s beliefs about, or perceptions of a particular topic. The researcher used
semi structured interviews, which were suitable for this study. The researcher
compiled a set of predetermined questions as the interview schedule to guide the

interview.

The interviews were conducted face-to-face with the participants prior to the COVID
19 pandemic, while some interviews were conducted online by means of virtual
platforms and other technical means amid the Covid-19 pandemic. Participant 18
was interviewed via Microsoft Teams, while other participants were interviewed by

emailing them the interview schedules.

The communication with their respective supervisors was conducted, interview
guestions were emailed and returned through e-mails. Some questions were emailed
and collected physically, whereas others were dropped off to the supervisor and
were collected by hand. Information was acquired from library searches, the internet,
and media for referencing to determine if there were any new developments in this
study field. Information was collected from published books, government annual
reports, law enforcement magazines, published journals and published speeches.

Leedy and Ormrod (2015: 277) indicated that qualitative researchers must identify
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one or more appropriate sources from which to acquire data, as they are apt to rely

heavily on observations and or interviews as sources of data.

2.5.1. Interviewing process

Lapan, Quartaroli and Riemer (2012: 152) mentioned that oral interviews do create a
new primary source, or at least elicit information that otherwise would not be part of
the public records. The researcher conducted face-to-face interviews with each
participant separately, prior to the Covid-19 pandemic and via an online meeting
during the Covid-19 pandemic. The questions came from the research aim and
research questions. The researcher formulated questions using concepts that were
familiar to the participants, and if questions were not clear, clarity was given with
simpler concepts. Interviews were not audio recorded but were jotted down whilst
attentively listening to the participant. The face-to-face interviews were conducted by
means of semi-structured interviews. De Vos et al. (2002: 302) opined that a semi-
structured interview gives the researcher and participants much more flexibility.
Lapan et al. (2012: 152) also pointed out that it is up to the researcher not to
overgeneralise an individual's experience to those of all people. The researcher
therefore ensured that information obtained from interviews like peoples
experiences was not overgeneralised to all people, but only to the respective

individuals.

The researcher conducted interviews using the guidelines set out by Leedy and
Ormrod (2015: 282) to ensure productive interviewing sessions with the participants.
Some interviews were conducted via emails but, telephonic conversations were
made before sending emails introducing the interview schedules. The following
guidelines were used telephonically and face-to-face using semi-structured

interviewing process.

e The researcher identified general interview questions according to the
research aim and participants experiences.
e The researcher considered participants® background that might have

influenced their responses.

22



e The researcher made sure that the sample included participants with
information needed for the study. As the province intended for this study did
not have enough information, the study was extended to another province.

e The researcher obtained written permission from the respective departments
to conduct interviews with their employees, and also extended the University
clearance to accommodate the selected provinces.

e The researcher found a suitable location in the participants’ offices which
were secured no for interruptions during the interviews, further ensuring that
they were comfortable in their own spaces.

e The researcher established rapport by introducing herself, mentioning her
own experiences and casually discussing hobbies whilst being cautious and
respectful to ease any tensions formed during the interviews.

e The researcher mainly focused on the actual facts by asking questions about
systems and methods used in the identification of suspects, rather than
focusing on abstract ideas.

e The researcher always remembered that answers to questions may not be
factual.

e The researcher listened attentively and was careful not to put words in the
mouths of the interviewees.

e The researcher recorded responses verbatim in writing, as no voice recording
was used. Responses were then read back to participants to ensure that the
responses were correctly recorded. For the responses that were received via
emails, the follow up was made telephonically for clarity and further
information.

e The researcher did not show any emotion during the interviews so that she

would not influence reactions and answers.

2.5.2. Observation Schedule

Leedy and Ormrod (2015: 281) suggested the following where the researcher

decides to conduct observations as part of the qualitative study:
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e Before the researcher begins the study, he/she must experiment with various
forms of data recording e.g., field notes, identifying the particular method that
work best for the study.

e There must be someone introducing the researcher to the people being
observed.

e The researcher must remain quiet and inconspicuous, yet friendly to people
he/she approaches.

At the Durban Westville Correctional Centre, the researcher was escorted to the
fingerprints™ section where the officials were seen obtaining fingerprints from
offenders who were there for admission. A thumbprints appearing on a documents
called a J7 which was the court warrant was also seen. The official obtained
fingerprints from the offender, and those prints were compared with the thumbprint
appearing on the J7. The researcher was also shown an office where the hub for the

piloted fingerprints system was installed and that it was no longer working.

At the SAPS Durban branch, an officer pointed a computer which he uses to access

the AFIS system which is available in his office.

With regards to the Integrated Justice System Unit, One participant used pictures as
slides during the virtual meeting which was done via Microsoft Teams. During

observation, the researcher recorded field notes for later referral.

2.5.3. Document Analysis
Documents that may be used in research include official documents, mass media
and archival material (De Vos et al., 2011: 379).

o Official documents
Official documents include minutes, and agendas of meetings, however the
researcher had to keep in mind that the accessibility of official documents is often a
problem due to legislation on the confidentiality of information (De Vos et al., 2011:
379). In this study, the researcher used published documents, Standard Operating
Procedures, Standing Orders/ National Instructions, Annual reports, statistics, and

Annual Performances.
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o Mass media
There are several mass media forms that disseminate information namely, radio,
television, and websites. Websites represent commercial, governmental,
educational, and other organisational interests. Other audio-visual mass media
include newspapers, magazines, journals, and newsletters (De Vos et al., 2011:
379).

o Archival material
According to De Vos et al. (2011: 379), archival material comprises documents and
data preserved in archives for research purposes. In this study the researcher relied
mostly on mass media documentation for the departments which did not participate
in this study. The published statements and departments’ reports like annual reports,
yearbooks, magazines, and journals from other researchers played a vital role in this

research to understand how other departments work with fingerprints databases.

2.5.4. Personal Experience

The researcher has been a criminal investigator for nine years working with different
case dockets, including cases in which latent prints were involved. The researcher
had been involved in cases where latent fingerprints were found on the crime scene,
but the LCRC could not identify any suspects, because the individuals who left
fingerprints at the crime scene were not on the LCRC fingerprints system. Those
case dockets were therefore closed. As mentioned in Paragraph 2 (i) of National
Instruction/Standing Order 325 issued by Consolidated Notice (2012: 5): a case
docket with identifiable finger/palm prints, but no particulars of a suspect, should be

closed as undetected with an endorsement of “positive fingerprints - Do not destroy”.

This aspect triggered the need for this research. Bracketing refers to a researcher's
identification of a vested interest, personal experience, cultural factors, or
assumptions that could influence how he or she views the study's data (Luts & Knox,
2014: 22). The researcher ensured that the study was not influenced by the
researcher’s personal experience. The researcher remained impartial ensuring that
individual knowledge was not used to interfere with data collected. With the

assistance and guidance from the research supervisors, the study was not partial to
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any of the departments involved, information collected was used fairly and according
to the university standard.

2.6. Data Analysis

Welman, Kruger and Mitchell (2012: 211-212) explained that during qualitative data
analysis the researcher must identify themes like word repetitions, keywords,
metaphors, etc. The researcher identified themes and interpreted them where it was
necessary while keeping the original information as obtained from the participants.

The researcher interpreted data according to facts and personal experience as the
research problem was also about the researcher's personal experience. Guest,
MacQueen and Namey (2012: 11) elucidated that in thematic analysis data codes
are typically developed to represent the identified themes and then applied or linked
to raw data. The researcher therefore analysed data by means of thematic analysis,
which required more involvement and interpretation from the researcher, and
focused on identifying and describing both implicit and explicit ideas within the data.
Caulfield (2019) listed the following six phases of thematic analysis that are used to
analyse data, namely: familiarising, coding, generating themes, reviewing themes,

defining themes and reporting.

2.6.1. Familiarising

In the first step, the researcher reads and familiarises him/herself with the data
collected from the participants and taking notes (Caulfield, 2019). In this study the
researcher went through all the participants™ written responses. Responses that were
emailed, were printed for easy reading and easy reading to be scrutinised with the

rest of the data collected.

2.6.2. Coding

The next stage involves coding. The researcher highlights similarities from interviews
by colour-coding them according to their categories (Caulfield, 2019). As the scripts
were printed and gathered with those obtained from face-to-face interviews, they
were marked with different highlighters to identify similarities.
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2.6.3. Generating themes

When the coding has been completed, the researcher identifies patterns and devise
themes by combining codes into a single theme (Caulfield, 2019). In this study, the
researcher then combined the coded information and matched them according to

research objectives as themes and sub-questions as sub-themes.

2.6.4. Reviewing themes

The researcher goes through the themes and compares them with the collected data
to ascertain if the themes are presented in the data (Caulfield, 2019). The researcher
went through the objectives of this study and sub-questions from the interview
schedule to align the generated themes with the objectives.

2.6.5. Defining and naming themes

Defining themes involves formulating a brief and easily understandable name for
each theme (Caulfield, 2019). The researcher defined the themes as per the data

collected from the sources and participants.
2.6.6. Reporting

The findings section addresses each theme, and the themes are discussed with
examples as evidence (Caulfield, 2019). In this study, the researcher described the

themes using examples, literature and information from participants.

2.7. Trustworthiness of the Study

Babbie and Mouton (2012: 277) pointed out that a qualitative study cannot be called
transferable unless it is credible, and it cannot be deemed credible unless it is
dependable. Therefore, in this study the meaning of these terms is discussed to
assure the trustworthiness of this study. Credibility, transferability, dependability, and

conformability will be discussed below.
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2.7.1. Credibility/ Authenticity

De Vos et al. (2011: 419) viewed credibility as the alternative to internal validity in
which the goal is to demonstrate that the inquiry was conducted in such a manner to
ensure that the subject has been accurately identified and described. To safeguard
the credibility of this study, the researcher collected data from participants who are
involved in the investigation of fingerprints, or who have first-hand experience of
being involved in the fingerprint identification processes within the departments
which participated in this study.

2.7.2. Transferability

De Vos et al. (2011: 420) explained that in transferability the researcher asks
whether the findings of the research can be transferred from the specific situation to
other similar situations. Babbie and Mouton (2011: 277) are of the opinion that
transferability refers to the extent to which the findings can be applied to other
contexts or with other respondents. Bless, Higson-Smith and Sithole (2013: 157)
mentioned that in qualitative research, external validity is referred to as
transferability. According to them, external validity examines the extent to which the
results of the study can be generalised. The researcher ensured that this study is
transferable by outlining the process followed in the study, the challenges

encountered as well as the profile of the research participants.

2.7.3. Dependability

De Vos et al. (2011: 420) cited that with regards to dependability, the researcher
asks whether the research process is logical, well documented and audited. Babbie
and Mouton (2012: 277) suggested that the study is dependable if its findings would
be similar if it were to be repeated with the same respondents and in the same
context. The researcher ensured that the process of this research was logical by
gathering information according to the guidance provided by her supervisor and the
language editor. Bless et al. (2013: 157) claimed that dependability as a concept is
similar to, but not the same as, reliability, and that dependability demands that the
researcher thoroughly describes and precisely follows a clear and thoughtful

research strategy.
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2.7.4. Conformability

De Vos et al. (2011: 421) stated that conformability captures the traditional concept
of objectivity and that, regarding conformability, the question is whether the
researcher provided the evidence that corroborates the findings and interpretations
by means of auditing. Babbie and Mouton (2012: 277) are of the view that
conformability refers to the degree to which the findings are the product of the focus
of the study and not of the biases of the researcher. The researcher avoided
biasness and followed all research procedures as per UNISA Policy on Research
Ethics (Unisa, 2016:32). The researcher ensured that the study was not prejudice to
any of the departments involved, personal experience was used proficiently to add

value to this study.

2.8. Ethical Considerations

2.8.1. Permission to Conduct a Study

Creswell (2013: 57) emphasised that prior to conducting a study, it is necessary to
obtain college or university approval from the institutional review board for the data
collection involved in the study; as well as local permission to gather data from
individuals and sites at an early stage in the research. In this study, the researcher
applied for and obtained ethical clearance from the University of South Africa -
Research Ethics committee, as stipulated in Paragraph 6.2.1 of the UNISA Policy on
Research Ethics (Unisa, 2016: 05).

The researcher also obtained permission to conduct a study from the SAPS, the
DCS and the Department of Justice (DOJ) as stipulated in Paragraph 8.1 of the
UNISA Policy on Research Ethics (Unisa, 2016: 31). When the geographical area of
the study required extension, the UNISA Ethics Committee was informed, and
permission was granted. New submissions were made to relevant departments and

permission was also granted.

2.8.2. Privacy
De Vos Strydom, Fouché and Delport (2003: 67) remarked that violation of privacy,
the right of self-determination and confidentiality can be viewed as being

synonymous. Therefore, when participants requested to remain anonymous, their
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requests were respected and granted. Terre Blanche et al. (2011: 61) mentioned that
the essential purpose of research ethics is to protect the welfare of research
participants. Melville and Goddard (2007: 49) stated that “in order to avoid doing
harm to people one must guard against both physical damage and psychological
damage, people have a right to privacy and the researcher must keep data collected
confidential.” The researcher then allocated codes to participants such as

“Participant 1” to remember which participant provided the information.

In this study the researcher ensured that no names of participants were mentioned,
and the data collected from participants were treated as confidential. Furthermore,
the researcher provided the research participants with her personal cellular phone
number and e-mail address in case they needed to ask her further information
concerning the study. For confidentiality reasons, the researcher ensured that the

research data are kept safe in a USB that is locked with a password.

2.8.3. Consent

De Vos et al. (2002: 74) mentioned that it should be ascertained that the consent of
participants is voluntary and informed, without any implied deprivation or penalty for
refusal to participate. Before commencing with the research study, the researcher
explained to the research participants the purpose of this research study and the
process that was to be followed throughout the research. The participants were
treated with dignity and consent was requested from each research participant. All
research participants were allowed to withdraw their participation at any time felt
uncomfortable during the research study, only one participant from the DCS

withdrew because of his busy schedule and unavailability, he was then replaced.

2.8.4. Plagiarism

Terre Blanche et al. (2011: 61) asserted that research ethics involves more than a
focus on the welfare of research participants and extends into areas such as
scientific misconduct and plagiarism. The researcher quoted sources and references
as trained and as required. The researcher is aware of the consequences faced by
unethical research; therefore, the researcher collected data and obtained information
as required and of ethical standard. The researcher is also aware of UNISA's
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student policies and rules on copyright infringement and plagiarism and is aware of
the consequences faced by the student if such policies are violated. The researcher
ensured that all citations are marked, and authors are acknowledged accordingly.
The produced study is strictly the researcher” s own work. The research report was
also put through the Turnitin software to detect plagiarised work and the certificate to
prove that no information was plagiarised is attached to this document.

2.9. Summary

This chapter discussed research methodology, research approach, research design,
and data collection. The focus was on the research methods which the researcher
adopted in achieving the aim of this study. The researcher also discussed
trustworthiness and personal experience which led to this study. Ethical
consideration and consent procedures for the participants, the permission to conduct
the study, as well as plagiarism in terms of UNISA students’ rules were discussed.
This study is based on fingerprints identification which involves people’s privacy and
personal information, therefore the next chapter discussed the legislation that

governs the use and sharing of fingerprints information.
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CHAPTER THREE: LEGISLATION GOVERNING THE USE AND SHARING OF
FINGERPRINTS SYSTEMS BETWEEN GOVERNMENT DEPARTMENTS

3.1. Introduction

In this chapter the discussion will be on South African legislations that governs the
how, when, and why people’s fingerprints are used, by whom as well as for what
purpose. As indicated in the previous chapter that this study is based on fingerprints
information which involves people’s privacy it is critically important to know the
legislation that governs use and sharing of fingerprints information. Therefore, the
following legislation will be discussed: Criminal Procedure Act 51 of 1977, the
Constitution of the Republic of South Africa Act 108 of 1996, the Criminal Law
(Forensic Procedures) Amendment Act No. 6 of 2010 and the Protection of Personal
Information Act No. 4 of 2013 (POPI Act). Privacy and confidentiality in data

matching as well as criminal justice system departments will be deliberated.

3.2. Section 36 of the Constitution of the Republic of South Africa No. 108 of
1996

Section 36 (1) of the Constitution of the Republic of South Africa (the Constitution)
states that, the rights in the Bill of Rights may be limited only in terms of the law on
condition that the limitation is reasonable and justifiable. Limitation should not violate
a person's dignity, equality, and freedom. The following should be taken into
consideration:

a. The nature of the right.

b. The importance of the purpose of the limitation.

c. The nature and extent of the limitation.

d. The relation between the limitation and its purpose; and

e

. Less restrictive means to achieve the purpose.
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Section 36 (2) of the Constitution continues to state that no law may limit any right
entrenched in the Bill of Rights, except as provided in subsection (1) or in any other
provision of the Constitution. The Constitution emphasises the importance of
humans rights whilst leaving a gap for law enforcement and others to justify their
acts. Infringing people’s rights is an offence, unless the official infringing the rights
has justifications as mentioned above. Section 36C (1) of Criminal Law (Forensic
Procedures) Act No. 6 of 2010 allows the police to take prints found on property and
examine them if they believe that such prints will be valuable to the investigation of
the crime. Limitation of rights allows officials working with prints to go through private
and personal information contained in fingerprints systems without the consent of the
owner of the information. Limitation of rights limits the POPI Act, the Bill of Rights
which is the right to privacy. However, this clause applies to the use of information
for investigation purposes. Accessing such information for personal use or sharing of
such information illegally does not apply to the limitation of rights. Such person will
be charged for unauthorised sharing of information in terms of POPI Act or in terms
of the Bill of Rights.

There are investigators who access information for investigation purposes but
without following the correct procedures of obtaining such information; and if a
transgression has been established, such information is inadmissible in the court of
law. For example, the police use cell-phone records as evidence in cases to prove
communication, to prove location of the suspect at the time of an offence, or to prove
ownership of the cell-phone number involved. Such information is obtained from the
service provider. The investigator requiring such information can easily obtain such
information from a friend if the friend has access to cell-phone records at the service
provider, the information is indeed for investigation purposes but has been illegally

obtained and will be inadmissible in court.

The correct procedure is to apply in court for a subpoena to be issued to the service
provider for the information required. This is done in terms of the Section 205 of the
Criminal Procedure Act No. 57 of 1977 which authorises the person who is likely to
give material or relevant information to an alleged offence, whether it is known by the
person who committed the offence or not. This implies that the owner of the cell-
phone does not have to know that his information will be requested from the service
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provider, as he/she does not have to give consent to the service provider to provide
such information. Therefore Section 205 of the Criminal Procedure Act limits the right
to privacy, protection of Personal Information Act.

Section 15D of the Criminal Law (Forensic Procedure) Act No. 6 of 2010 gives
directives to the departments to work together while ensuring protection of people’s
privacy. The police in this case can use Section 36 of Bill of Rights if there is need,
however other violations and limitation of rights require authorisation from the DPP

or courts to avoid unnecessary litigations.

3.3. Protection of Personal Information Act No. 4 of 2013

The Protection of Personal Information Act No. 4 of 2013 (POPI Act) is aimed at
ensuring that people do not share other people’s information without permission.
Whether it is shared by the police or the court, illegal sharing of information is still an
offence for these agencies. Sharing of information between the departments requires
departments to be cautious of the protection of people's information. This study
discusses the sharing of information with the LCRC therefore, it is vital that the
protection of such information is also discussed. The LCRC verification and
identification of fingerprints depend on fingerprint information received from other
departments. Section 9 of Protection of Personal Information Act No. 4 of 2013

states that personal information must be processed:

a) Lawfully and

b) In areasonable manner that does not infringe the privacy of the data subject.
This requires the departments in the criminal justice system to protect personal
information at their disposal whilst utilising the database that contains citizens
personal information. As mentioned earlier, Section 15D (4) of Criminal Law
(Forensic Procedure) Act 6 of 2010 states that the departments must develop a
standard operating procedure which will be used when sharing databases without

violating people’s privacy.

Proper confidentiality amongst members delegated with such duties is required to
ensure that people’s information is safe, they are not exposed to fraud and identity
fraud, and to protect them against risks that come with the exposure of their

information. Christen (2012: 15) pointed out that identity crimes are on the rise in
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many countries, resulting in losses of billions of monies to financial organisations and
sometimes with grave social implications for the individuals concerned. Christen
(2012: 15) further defined identity crime as a crime that occur when a fraudster gains

access to services and benefits by using a false identity.

Section 10 of the Constitution states that every person has inherent dignity and the
right to have their dignity respected and Section 14 of the Constitution states that
every person has the right to privacy. Section 35 (5) of the Constitution states that
evidence obtained in a manner that violates any right in the Bill of Rights must be
excluded if the admission of that evidence would render the trial unfair. The use of
fingerprints as an authentication measure in accessing the fingerprint system is
another form of protecting the confidentiality and privacy of people, while serving as
a measure to prevent fraud by officials accessing the system. When the system is

unlocked, it is known who had access to the system at a particular time.

Passwords can be stolen and misused by fraudsters. Exchange of information has
been a concern when it comes to privacy and confidentiality of information. Not only
because people do not want to be known or traced, but because of rifeness of the
identity fraud. People have been victims of fraud and other crimes unknowingly,
because sensitive information is shared among different organizations or hacked and
shared for fraudulent purposes. In March 2022 Credit bureau TransUnion was
hacked for ransom, News24 (2022) reported that Credit bureau TransUnion was
hacked for ransom and hundreds of companies were under threat. News24 (2022)
further reported that the hackers described as a criminal third party gained access to

the credit bureau server by misusing an authorised client's credentials.

News24 also mentioned a number of data breaches including that of Experian credit
bureau which suffered a data exposure in 2020 where information of twenty four
million South Africans was exposed. Also according to the Timeslive (2023) in
September 2021 the Department of Justice and Constitutional Development
contravened the POPI Act where more than one thousand two hundred files were
lost. Timeslive (2023) added the Information Regulator issued the Department of
Justice with an enforcement notice. The breaching took place when the department
failed to renew its security license which was monitoring the unusual activity and to

back up log files.
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Krimsky and Simoncelli (2012: 157) agreed that a population-wide database of
fingerprints can be misused in violation of one’s privacy and spatial anonymity. In
this study, the information that is to be shared involves identity numbers and
addresses. With an identity number a lot of sensitive information can be retrieved by

fraudsters which puts the lives of citizens at risk.

Wells, Bradford, Gilbert, Kramer, Ratley and Robertson (2012: 1.780) mentioned the
logical access control, describing it as the process by which users are identified and
granted certain privileges to information, systems, and resources. Wells et al. (2012:
1.780) further explain that access controls are designed to protect the confidentiality,
integrity, and availability of information resources by verifying the identity of persons
trying to enter system.

To reduce misconduct in the workplace, government departments have offices which
were implemented to investigate internal misconduct. The Department of Home
Affairs (DHA) developed the Counter Corruption and Security Services. The DHA
Annual Report (2017/2018: 113) explained that the mandate of the DHA Counter
Corruption and Security Services is to prevent and combat corruption to protect and
promote the integrity of the department. Their purpose is also to ensure that DHA
operations are conducted in a safe and corruption-free environment and that all DHA
employees, clients and assets are safeguarded. In addition, the directorate is also
tasked with undertaking awareness initiatives on ethics, fraud prevention and
counter-corruption within the department. The DHA took these initiatives to maintain
an ethical workforce. Therefore, the DHA is concerned about the safety of people’s
information and tries to fight any contravention of their policies. If, for instance, the
LCRC violates any of the DHA policies on information security, the DHA can also
charge the LCRC officer because the information was only supplied to the DHA and

the DHA has the responsibility to protect that information.

Section 11 (4) of the POPI Act stated that if a data subject has objected to the
processing of personal information in terms of subsection (3), the responsible party

may no longer process the personal information.

To protect people’s personal information, Gibbons (1991: 15) stated mentioned that
in the United State of America (USA), the NCIC (National Crime Information Centre)
developed procedures to protect the NCIC network from unauthorised use,
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sabotage, and other physical technical, and personnel security breaches. As a
matter of concern, the staff that are directly involved in the sharing and identification
process, should be trusted with handling other people’s privacy. Training and
sensitization should be provided about the consequences to be faced by wrong

doers.

The detection of suspects in these cases would rely more on fingerprints uplifted
from the crime scene than relying on witnesses and other investigation techniques.
Section 14 of the Constitution states that every person has a right to privacy. Section
6 of POPI Act as discussed above, states that protection of personal information
does not apply to the processing of information by a public body (Department or
organ of State) if it is for the purpose of prevention, detection, including assistance in

the identification of money laundering activities, investigation, proof of offences, etc.

Section 19 of POPI Act provides that a responsible party must ensure the integrity
and confidentiality of the personal information in its possession by putting
appropriate and reasonable technical and organisational measures in place to
prevent the loss of, damage to, unauthorised destruction of, unlawful access to, or
unlawful processing of personal information. The POPI Act is emphasising the
implementation of username and password protection to control access to personal
information. In other systems which are password protected, some officials take
advantage of their colleagues by requesting to use their passwords if their own
passwords are blocked.

The Office of the Premier (2017: 6) stated that the Province of KwaZulu Natal has
adopted the Biometric Access Control System (BACS) as an additional security
layer; a PERSAL user must now use a fingerprint identification to log into the
mainframe and thereafter uses User ID and password to log into the system as in
BACS system. This reduces using other peoples’ log in credentials in their absence.
Colleagues often trust one another so much that they share login credentials, even
where they are aware of the consequences of such conduct; therefore, the

implementation of fingerprint login reduces such conduct.

In the USA, the FBI launched a system called Next Generation Identification (NGI), a

database that contains the biometric data of millions of Americans to enhance
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background the search of criminals and non-criminal searches. The FBI further
released a final rule claiming several Privacy Act Exemption, meaning they wanted
to be exempted from certain laws in order to have access to all information available.
This implied that FBI is exempted from other privacy laws for the purpose of
enhancing investigations and other identification purposes. However, the Electronic
Privacy Information Center (EPIC) opposes the program, saying the program raises

privacy issues that implicate the rights of Americans across the country.

The AFIS has been replaced by an Automated Biometric Identification System
(ABIS) that allows the identification and verification by fingerprint, facial, iris
recognition and other means (DHA Annual Report, 2017/2018: 10). The Annual
Report further indicated that the ABIS has been implemented to integrate all systems
and use biometrics as a unified/unique person identifier. The use of this system has
been a success in commercial banks, but the LCRC still has no access to the
system. During interviews the participants emphasised that there is absolutely no
liaison with the DHA. Christen (2012: 187) suggests that if data matching is
conducted within a single organization and between databases owned by the same
organization, privacy and confidentiality are generally not of concern. Christen (2012:
187) further indicates that in most cases it is assumed that people who conduct data
matching projects within organizations are aware of all relevant policies and
regulations with regard to handling the private and confidential data that are being
matched. They would not have malicious intent to disclose identifying or other
sensitive information, or the matched data, outside of their organizations for personal
gain (Christen, 2012: 187). Individuals conducting fingerprint identification in
departments like the DHA, DCS and DHA should be made aware of other
legislations that prohibit illegal sharing of people’s information, beside the POPI Act.
There are strict measures in place dealing with the unlawful handling of personal

information; Section 19 of POPI Act provides that:

(1) A responsible party must secure the integrity and confidentiality of personal
information in its possession or under its control by taking appropriate, reasonable

technical and organisational measures to prevent:

a) Loss of, damage to or unauthorised destruction of personal information; and

b) Unlawful access to or processing of personal information.
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3.4. Privacy and confidentiality in data matching

Christen (2012: 187) reiterated that if matched data are used for purposes internal to
an organization only, such as for internal fraud detection, generating customer
mailing lists, or internal research studies; no privacy or confidential matters will
occur; however, the necessary steps should be taken to prevent unauthorized
access to the matched data and no detailed results of a matching exercise should be
made public. Exchange of information has been a concern when it comes to privacy
and confidentiality of information. Not only because people do not want to be known
or traced, but because of the fact identity fraud has become rife. People have been
victims of fraud and other crimes unknowingly because sensitive information is
shared amongst different organizations or hacked from organizations for fraudulent
purposes.

Krimsky and Simoncelli (2012: 157) agreed that a population wide database of
fingerprints can be misused in violation of the victims’ privacy and spatial anonymity.
People give consent to one organization to use their information for marketing
purposes without realising to what extent the information is shared for marketing
purposes. In this study, the purpose of data sharing is to compare or match the
unknown fingerprint with the fingerprints contained in the DHA or the DCS and
hopefully the DOT databases and when a match is found, the details (hame,
surname, and address) of that fingerprint will be used as the identity of the unknown
fingerprint. Christen (2012:6) confirmed that data matching relies on personal
information such as names, addresses and dates of birth of individuals. Christen
(2012: 6) also emphasises that privacy and confidentiality in data matching need to

be carefully considered where databases are matched between organizations.

In this study the information that is to be shared involves identity numbers and
addresses. With an identity number a lot of sensitive information can be retrieved by
fraudsters. Gibbons (1991: 15) pointed out that in the United States of America
(USA), fingerprint identification files and criminal history records maintained by Ident
were more sensitive than the hot files maintained by National Crime Information
Centre (NCIC). The NCIC subsequently developed procedures to protect the NCIC

network from unauthorized use, sabotage, and other physical technical, and
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personnel security breaches. As a matter of concern, the staff members that will be
directly involved in the integration and identification process, should be trusted with
handling other people’s privacy. Training and sensitization should be provided and
possible consequences of fraudulent use/misappropriation of information should be

communicated.

A person caught violating people’s privacy can be charged departmentally and
criminally for fraud and contravention of acts which protect people’s privacy. Fraud is
an unlawful and intentional making of a misrepresentation which causes actual or
potential prejudice to another (Van Rooyen, 2013: 19). Therefore, the unauthorized
retrieval of another person’s information for the purpose of self-gain may amount to
fraud. To prevent fraud, fraud examiners believe that detection, investigation, and
deterrence can prevent or minimize the risks of fraud. Deterrence, as discussed
above involves punishment of members caught committing fraud should be made
known to other members to instill fear of punishment imposed for similar offences.
Deterrence is designed to detect law violations, determine who is responsible, and

penalize the offender to deter future violations (Wells, 2012: 4.415).

Wells et al. (2012: 4.503) refer to Cressy" s fraud triangle which has three pillars
namely the perceived opportunity, the pressure and rationalisation which are
described as reason coerce/compel fraudsters to commit fraud. Members working
with people’s information can feel threatened if information is illegally demanded
from them or pressure to possess such information for personal gain; whilst
perceived opportunity can be the reason why the member may contemplate playing
system and obtaining the information for fun or for personal gain. Rationalisation is
when the person tries to explain reasons why he possesses such information and
trying to make it legal. These kinds of conduct can be prevented by clearly

communicating the consequences of such conduct to all concerned.

Innocent citizens fear identity fraud and integrating people’s information with other
government departments will get people divided, as some will understand and be
enthusiastic about the idea whereas others will have concerns about the protection
of their own information. The people who are concerned about the integration of the

fingerprint systems are those in offices that look at violation of people’s rights, as
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experienced by the FBI. As mentioned above the FBI launched the NGI system, a
database with the information of millions of Americans to have access to certain
kinds of information, but they are opposed by the EPIC, saying that the program

raises privacy concern.

Christen (2012: 187) pointed out that individuals who conduct data matching projects
within an organization should not have malicious intention to identifying or other
sensitive information outside the organizations for personal gain. The training and
sensitising of employees regarding the confidentiality of information they work with is
important and it is therefore extremely important to communicate consequences
which may be faced by violators. In 2002, South Africa introduced a new system in
which customers have to produce identity documents and addresses to purchase
SIM-cards or cellular telephones.

Section 62C (1) of the Regulation of Interception of Communications and provision of
communication-related information Act (RICA) Act No. 70 of 2002 states that: before
handing over a SIM card to another person, record the particulars as required in
section 40(2) and the date on and period for which the SIM card is provided and
verify the full name, surname, identity number of the person to whom the SIM card is
provided and the address contemplated in section 40(3) (iii) by means of
documentation contemplated in Section 40 (3) (b). This system frustrated people as
it was no longer easy to purchase SIM cards. To supply Identity documents and
addresses made many people uncomfortable, fearing that they may be followed or
scammed, as eve