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Abstract. Creating a good information security culture among employees with-
in organizations is the cornerstone for a safe and robust cyberspace. Further-
more, a strong information security culture within organizations will assist in
reducing the effects of human habits that lead to data breaches. This article
seeks to conduct a scoping review of the scholarly literature on Cyber Resili-
ence for Development (Cyber4Dev) security culture within the context of Afri-
can countries. With limited scholarly articles available for Cyber4Dev, the re-
view will focus on information security culture to adapt it to a Cyber4Dev secu-
rity culture that organizations in Africa can replicate. Using the Preferred Re-
porting Items for Systematic Reviews and Meta-Analyses (PRISMA) for the
scoping review, this paper analysed 40 scholarly articles on information securi-
ty culture to propose a Cyber4Dev security culture model for organizations ap-
plicable within an African context. Economic, social-culture and trust were
identified as some of the factors to consider in an African context to promote an
information security culture. Organisations can consider these factors as part of
their information security programs. The model serves as reference for further
research to explore the influence of the identified factors in an African context.

Keywords: information security culture; Cyber4Dev; cyber security, cyber re-
silience, developing

1 Introduction

With the rapid expansion of the internet and its dependent technologies like cloud
computing, cyber security threats have also grown exponentially [1]. Developing
countries, especially those in Africa, are highly susceptible to these threats due to a
myriad of challenges, including inadequate technological infrastructure, low literacy
rates, and poverty, which harm cyber security awareness. As a result, Africa is a soft
target for cybercriminals [2]. With these pitfalls in mind, Cyber Resilience for Devel-
opment (CyberdDev), a European Union project, seeks to ensure that developing
countries enjoy a digital environment that is open, irrepressible, and secure [3]. Un-
fortunately, under the African Union (AU) banner, African countries have not fully
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complied with their own African Union Convention on Cyber Security and Personal
Data Protection due to innumerable challenges faced on the continent [4].

This paper seeks to conduct a scoping literature review of the scholarly literature
on Cyber Resilience for Development (Cyber4Dev) security culture within the con-
text of African countries. The Cyber4Dev project is a relatively new concept and thus
still has limited available literature. Therefore, the authors reviewed the literature on
the broad concept of information security culture with a bias towards African coun-
tries due to their unique governance, poverty, infrastructure, and literacy challenges,
which hamper efficient and effective cyber security culture development [5]. The
authors reviewed and consolidated information from 40 articles on information secu-
rity culture and proposed a Cyber4Dev Security Culture Model for use by organiza-
tions in Africa.

2 Research problem and research questions

Cyber4Dev security culture is a new concept with very little scholarly literature avail-
able for review or study. Consequently, research material on this European Union
project is scarce with its website positing its objective for international cooperation to
bring about adequate capacity in cyber security [6]. However, many scholarly articles
on information security culture need contextualizing into an African perspective. With
their litany of difficulties curbing cybercrimes, including inadequate legal frame-
works, technological inadequacies, lack of requisite human resource skills and securi-
ty, African countries have unique information security challenges [7]. Many African
internet users are not technically skilled, with a large percentage of them having re-
stricted access to computers and the internet [8]. In Mozambique, for example, there
is a scarcity of cyber security awareness programs, skills development, and cyber
security training and education [8]. In Gambia by September 2020, there were no
national cybersecurity awareness programs initiated by the government to raise
awareness on the pitfalls of insecure cyberspace practices [9]. Even though South
Africa is one of the few African countries having a national cybersecurity policy
framework addressing the cybersecurity environment, little is known about this policy
and information on safeguarding cyberspace [9]. Literature on information security
culture is abounding, but there is limited focus to adapt and implement it in an Afri-
can context.

This paper aims to define Cyber4Dev security culture from an African perspective
and contribute to this area’s limited body of knowledge. In line with achieving this
objective, the author formulated the following research questions:

e Which are the models or frameworks developed for the Cyber4Dev security cul-
ture?

e What factors should be considered when creating a CyberdDev security culture
model?



3 Background

3.1  Defining Information Security Culture and Cyber4Dev Security Culture

The assumptions, ethics, and attitudes that employees share about the safety of institu-
tional data are defined as the information security culture. This culture is a sub-culture
of the organizational culture that encompasses the employees' everyday responsibili-
ties, guidelines, activities, and practices that should assist them in protecting the firm's
information assets [9]. The rapid development of new technologies in the information
and communication technology (ICT) industry has also led to exponential growth in
information security risks [10]. Information security culture helps to secure security
risks within organizations by promoting safe cyber practices by individuals [11][12].
However, more researchers have posited that solving information security risks and
threats cannot purely be from a technological perspective [13]. Human capital plays a
crucial role in securing organizations from these cyber threats; humans being viewed
as the weakest link in information security terms [13][14]. Any institutional interven-
tions to curb cyber threats or risks which fail to consider the human element dismally
fall short of the requisite expectations [15]. Employees, for example, need to act and
manipulate institutional information in a consistent manner compliant with the organ-
ization’s information security policy [16]. Social and national cultures like obedience
to authority, can impact an individual's attitudes and assumptions, and thus shape an
information security culture [17]. Furthermore, information security culture is dynam-
ic and ever-changing, and thus, a balance between stability and constant evolution is
needed to ensure that organizations adequately protect their information systems.

Cybersecurity culture is a subset of information security culture that describes
how users protect data in cyberspace. On the other hand, the entire lifecycle of infor-
mation (in its various formats) within organizations, as well as the safeguards that
users employ to protect it, is the focus of an information security culture [18]. A
Cyber4Dev security culture likewise can be defined as people-driven, cyber-safe ac-
tions and behaviors that protect organizations’ information assets in developing coun-
tries. This culture takes cognizance of the shared assumptions, ethics, and attitudes, of
employees in African organizations towards the protection information assets. Adopt-
ing a Cyber4Dev security culture will ensure that employee interactions with infor-
mation resources will not harm the institutions via the information superhighway [19].
Employees, when adequately trained, can become an organization’s most vital link
when it comes to the security of information resources [20]. A Cyber4Dev security
culture will ensure that individuals within African organizations make accountable
decisions and take responsible actions that safeguard organizations’ information as-
sets.

3.2 Cyber Security Challenges in Africa

The term "cyber security" refers to the protection of computer systems from theft,
damage, or manipulation of their hardware, software, or data. In Africa, technology
adoption is increasing at an exponential rate, with mobile smart device ownership,
social media usage, and the Internet of Things (IoT) becoming a reality. Even the



most pessimistic data suggest that Africa is on course to make considerable progress
and contribute to global growth. However, with increased affluence come new dan-
gers and vulnerabilities that may jeopardize development [21]. Africa is exposed to
cyber threats and possible harms due to limitless cyberspace, which does not recog-
nize borders, inadequate information security funding, and weak legislation [22].
Therefore, information security is a critical economic and national security concern
that requires careful definition and context. According to the United Nations Econom-
ic Commission for Africa [23], and various surveys, Africa is vulnerable to cyber-
threats because of its many domains and poor network and information security. Ac-
cording to estimates, cybercrime costs the African economy $895 million each year
[24]]25].

Many developing countries lack the resources and capabilities of industrialized
countries, making cyber security a major concern for businesses in sub-Saharan Afri-
ca. [22]. In many African countries, cyber security is still seen as a luxury rather than
a need with firms' cyber security budgets being less than 1%, and many organizations
have no cyber security budget at all according to the World Bank's 2016/17 Global
Cybersecurity Report [8]. There is a low rate of Information Communication Tech-
nology (ICT) literacy [26]. As a result, ICT users in Africa are inexperienced and
technologically illiterate. Most are also illiterate in English, which is critical because
most security product information is only in English [8]. In addition, basic require-
ments such as housing, food, health, and education frequently take precedence over
the adoption of ICT [27].

3.3 Cyber Awareness in Africa

Cyber awareness is described as employees’ understanding toward the security of the
organization’s information assets. Being security-conscious entails being aware of the
risks associated with an organization’s information assets and how to protect them
[28]. Unfortunately, the lack of understanding within Africa about the risks of access-
ing cyberspace contributes to a permissive climate for cybercrime. African countries’
digital infrastructure development level harms their security position, with cybercrim-
inals taking advantage of poor security habits [29]. The significance of information
security awareness in reducing the risks associated with data security breaches cannot
be overstated [30]. Policymakers need to develop strong legislation and awareness
programs to stem the rising flood of cyber risks in Africa [31]. Several organizations,
like the African Information Society Initiative (UNECA/AISI), have previously em-
phasized the importance of continental collaboration and increased cyber security
awareness [26].

3.4  Why Promote a Cyber4Dev Security Culture?

According to the Ernest and Young Global Information Security Survey (GISS) [32],
the number of damaging attacks against organizations increased dramatically during
2019, with 59 percent of them reporting severe security breaches. In addition, the
number of employee error-related breaches increased six-fold [33]. Africa could bene-
fit immensely from guidelines to promote a security culture that is adaptable to the



African context. A Cyber4Dev security culture would encourage governments, em-
ployees, and individuals to take the lead in combating cyber-security threats through
awareness-raising, legislation, and performing cyber-safe practices. This paper will
focus on Cyber4Dev security culture in Africa, a continent with a population with
insufficient cyber skills, limited security awareness, inadequate infrastructure, and
few training institutions that focus on cyber awareness[34].

4 Research Method

Scoping reviews give a broad overview of a specific topic without much regard for
the quality of the study [35]. This paper utilizes the Preferred Reporting Items for
Systematic Reviews and Meta-Analyses (PRISMA) method [35]. This methodology
has two components, namely a systematic review and a meta-analysis. Its main objec-
tive is to ensure that literature reviews are conducted transparently and produce re-
peatable results [21].

4.1 Information Sources

The author selected four electronic databases. Each database had unique filtering tools
to screen the large number of papers obtained from the initial search. Table 1 lists the
databases and search strings (keywords) used in each for the initial broad searches
conducted by the author.

Table 1. Search strings that were used in each database.

Database

Search String (Keywords)

Association  of
Computing
Machinery
(ACM)

[[[Abstract: security] AND [Abstract: information] AND [Abstract: security] AND
[Abstract: culture]]] AND [[[Publication Title: security] AND [Publication Title: cul-
ture]]] AND [[[Full Text: security] AND [Full Text: culture]] OR [[Full text: infor-
mation] AND [Full Text: security] AND [Full text: security] AND [Full Text: culture]]
OR [[Ful Text: information] AND [Full text: security] AND [ Full Text: culture]]] AND
[Publication Date: (01/01/2015 TO 08/31/2021)]

Electrical and
Electronic

Engineers (IEEE)

("Document Title”: security AND "Document Title”: Culture OR "Document Title”:
Information AND "Document Title”: Security AND "Document Title”: Culture) OR
("Abstract”: security AND "Abstract”: Culture OR "Abstract”: Information AND
"Abstract”: Security AND "Abstract”: Culture) OR ("Index Terms”: Security AND
"Index Terms”: Culture OR "Index Terms”: Information AND "Index Terms”: Security
AND "Index Terms”: Culture)

Scopus

TITLE-ABS-KEY (security AND culture OR information AND security AND culture)
AND (LIMIT-TO (PUBYEAR, 2021) OR LIMIT-TO (PUBYEAR, 2020) OR LIMIT-TO (OR
LIMIT-TO (PUBYEAR, 2016) OR LIMIT-TO (PUBYEAR, 2015)) AND (LIMIT-TO
(SUBAREA, "COMP")) AND (LIMIT-TO (LANGUAGE, "English"))

Web of Science

((((TS= (Security AND Culture OR Information AND Security AND Culture)) AND AB=
(Security AND Culture OR Information AND Security And Culture)) AND Tl= (Security
AND Culture OR Information AND Security And Culture)) AND PY= (2015 OR 2016
OR 2017 OR 2018 OR 2019 OR 2020 or 2021)) AND AK= (Security AND Culture OR
Information AND Security And Culture)




42  Eligibility Criteria

The articles had to meet specific criteria. Firstly, all papers should be from published
journals and conference papers. Secondly, the papers should be written in English
between 2015 and 2021. Thirdly, the subject areas were limited to Computer Science
and Engineering, and finally, the country/regions were restricted to countries in Afri-
ca.

4.3  Data Collection

After searching within the databases, the article title, article abstract, author name(s),
the journal name, keywords, and the publication year of the identified articles then
exported as a CSV file into a Microsoft Excel spreadsheet; the authors then screened
the selected papers by going through the article abstracts and keywords. From the 925
articles retrieved from the databases, 797 were discarded based on abstract review and
duplicate removal. After a full text review of the articles a further 88 articles were
discarded leaving 40 articles used in this study.

5 Results

5.1  Synthesis of the Results

Of the chosen articles, twenty-one (21) were journal articles and nineteen (19) were
from conference papers. Many of these articles were published in 2015 (14) with the
least number published in 2018 (3) and 2020 (3). The summary of the publication
types and the year in which the papers were published is represented in table 2.

Table 2. Summary of publication types and years they were published.

2015 2016 2017 2018 2019 2020 2021

Journals 5 2 2 2 4 2 4

Conference Papers 9 2 3 1 3 1 0

The bulk of the analyzed articles (29) had a clear definition of information security
culture or security culture. The rest of the papers (11) did not give a definitive defini-
tion for either security culture or information security culture although the terms were
used copiously within the articles. In summary, a Cyber4Dev security culture was
defined as people-driven, cyber-safe activities and behaviors that protect developing-
country organizations' information assets. The definition highlighted the important
role of people in the success of an information security culture within African organi-
zations.

Most publications (28) examined created conceptual models or based their studies on
a specific framework or model. The Information Security Culture Framework (ISCF)
(7) [36], [371, [38], [39], [40], [41], [42], was the most often used or altered frame-
work/model in the publications reviewed. Other identified models included the Or-
ganizational Security Culture Model [43], Information Security Shared Tacit Es-



poused Values (MISSTEV) model [44] [45], STOPE (Strategy; Technology; Organi-
zation; People; and Environment) Framework [10], and the TOE (Technology, Organ-
ization, and Environment) model [46]. The bulk of publications (32) included infor-
mation security cultural factors. Table 3 summarizes the factors considered vital in
developing an information security culture from these articles. Only factors with more
than 10 citations were included.

Table 3. Important information security culture factors.

Factors Total Papers
Information security training 10 [47], [36], [48],[49], [12], [38], [44], [50], [15], [16]
Compliance and trust 11 [47],[36].[48],[51],[12],[52],[37].[46],[39],[43],[41]
Information security poli- 16 [47], [36], [48], [51], [49], [52], [37], [46], [38],
cy/regulations [21], [10], [53], [41], [45], [15], [11]
Top management/leadership 18 [47], [36], [48], [51], [49], [52], [37]. [46]. [38].
support [21], [54], [39], [10], [43], [55], [15], [11], [56]
Information security aware- 20 [47], [36],P4, [49], [52], [37], [46], [38], [21], [54],
ness and sharing [39], [44], [53], [55], [41], [45], [11], [15], [16], [56]

Employees gain information security knowledge and skills they need to navigate cy-
berspace through information security training. Information security policies guide
the security culture within organizations and direct employee behavior for compliance
with information security policies. Compliance and by-in to these policies promote a
positive information security culture [37]. Top management defines the strategies that
ensure a cyber-secure work environment. These factors are also relevant to African
countries as they form the pillars in successfully implementation of cyber-safe prac-
tices within organizations and thus are utilized in the proposed Cyber4Dev Security
Culture Model.

5.2  The African Perspective

In total, thirteen papers [11], [16], [20], [38], [44], [50], [51], [37], [46], [41], [45],
[57], [58] were retrieved with an African perspective. Information security training
(8) was the most significant component influencing a healthy information security
culture in African organizations, which is in line with the work of the African Infor-
mation Society and other related organisation’s who emphasized the importance of
information security training [26]. African organizations can utilize information secu-
rity training to avoid and mitigate user risk by helping users and employees under-
stand their role in preventing and mitigating information security breaches [15],
whilst also ensuring that it is presented in African languages. Information security
policy/regulations (7) are a set of rules and standards that govern the usage, manage-
ment, and protection of information technology assets and resources [49]. African
countries fall short in cyber-safe policy formulation and implementation thus expos-
ing organizations to innumerable cyber threats. Economic (3), technological (3), and
social-cultural/environmental (3) factors were prominently highlighted by African
authors. Economic factors refer to financial/monetary conditions within these African
countries that affect the organizations’ ability to implement effective information
security practices. The technology factors in the context of Africa encompass the




numerous infrastructural and technical requirements for the effective protection of
organizational information assets. The social-cultural and environmental factors are
the forces inside societies that shape people's views, beliefs, and behaviors. These
influences have a bearing on how individuals perceive the importance of cyber-safe
practices and organizational information assets. Table 4, summarizes the main factors
affecting African organizations in instilling good information security cultures.

Table 4. Important information security culture factors from an African perspective.

Factors Total Papers

Information security training 8 [11], [38], [44], [50],[51], [37], [41], [45]

Information security policy/regulations [14], [16], [38], [51].[371, [41], [45],

Economic factors [44], [51], [37]

Technological factors [51], [37], [46]

wWlwlw|N

Social-cultural / environmental factors [44], [51], [46]

6 Cyber4Dev Security Culture Model

From the analysis of the thirteen (13) papers written by African authors or with an
African perspective on information security culture, five factors were identified as the
most influential to instilling a good information security culture within organizations
in Africa, derived from table 4. Compliance and trust, top management support and
information security awareness and sharing factors from table 3 were also incorpo-
rated to define the proposed model. Figure 1 depicts the proposed Cyber4Dev Securi-
ty Culture Model, with the eight factors. According to the model, the information
security culture influencing factors on the left and right have a beneficial impact on
instituting an information security culture within organizations in Africa. Information
security training, information security awareness and sharing, information security
policy and regulations, and top management support (factors on the right) were most
influential according to authors, in promoting an ideal information security culture in
organizations. The interplay of these eight components can contribute to foster an
information security culture that could be of benefit to African countries.

Information Security
Training

information Security
Awareness & Sharing

Economic Factors

g ki
Technological Factors 5 Information Security
Security
Compli d
< F:;Ez::ncean Trust D’o Culture

Top Management
Support
Socio-cultural Factors

Fig. 1. The Cyber4Dev Security Culture Model




The first request question aimed to identify existing models of frameworks for
Cyber4Dev security culture, which was found to be lacking based on the literature
review. Figure 1 answers the second research question by proposing a Cyber4Dev
security culture model, being a novel model in the cyber for development context.
Organisations can consider these factors as part of their information security programs
and governments can incorporate it in their cyber resilience programs. The model
serves as reference for further research to explore the influence of the identified fac-
tors in an African context.

7 Conclusion and future work

The Cyber4Dev Security Culture Model proposed in this paper provides a foundation
for African countries and organizations to build a successful information security
culture to secure information assets. The model's application to any African business
would enhance its employees' awareness of and interactions with information assets,
resulting in a positive impact and protection against numerous information security
dangers posed by insiders. A Cyber4Dev security culture would encourage govern-
ments, employees, and individuals to take the lead in combating information security
threats through awareness-raising, legislation, and performing cyber-safe practices. A
limitation of the study is that the model is conceptual. Future work will aim to vali-
date the model with cyber security experts from Africa using a qualitative method and
to further expand the model for implementation as part of a case study to test it. Fur-
thermore in future work the literature review could cover more than the five year
period covered in this paper and include other domains in information security cul-
ture.
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