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ABSTRACT

Information security research shows that employees are a source of some of the security
incidents in the organisation. This often results from failure to comply with the Information
Security Policies (ISPs). The question is, therefore, how to improve information security
behaviour of employees so that it complies with the ISPs. This study aims to contribute to the
understanding of information security behaviour, especially how it can be improved, from an

intrinsic motivation perspective.

A review of the literature suggested that research in information security behaviour is still
predominantly based on the extrinsic perspective, while the intrinsic perspective has not
received as much attention. This resulted in the study being carried out from the perspective
of the self-determination theory (SDT) since this theory has also not received as much attention
in the study of information security behaviour. The study then proposed an information security
compliant behaviour conceptual model based on the self-determination theory, (ISCBMSPD,
Based on this model, a questionnaire, the ISCBMSPT questionnaire, was developed using the
Human Aspects of Information Security Questionnaire and SDT. Using this questionnaire, a
survey (n = 263) was carried out at a South African university and responses were received
from the academic, administrative and operational staff. The following statistical analysis of the
data was carried out: exploratory factor analysis, reliability analysis, analysis of variance
(ANOVA), independent samples test (t-tests) and Pearson correlation analysis. The responses
to the survey questions suggest that autonomy questions received positive perception followed
by competence questions and relatedness questions. The correlation analysis results show
the existence of a statistically significant relationship between competence and autonomy
factors. Also, a partial significant relationship between autonomy and relatedness factors as

well as between competence and relatedness factors was observed.

The exploratory factor analysis that was performed on the questionnaire produced 11 factors.
Cronbach alpha was then computed for the eleven factors and all were found to be above 0.7,
thus suggesting that the questionnaire is valid and reliable. The results of the research study
also suggest that competence and autonomy could be more important than relatedness in

directing information security behaviour among employees.

KEY TERMS

Information security policies (ISP), information security compliance behaviour, information

security policy compliance, self-determination theory, intrinsic motivation
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1 INTRODUCTION TO THE STUDY

1.1 Introduction

This study investigates information security compliant behaviour amongst employees in
organisations. Through the conceptualisation of a model, factors will be identified for the
assessment of information security compliant behaviour. The model will be
conceptualised using the self-determination theory (SDT) as the theoretical lens or
perspective. Not only will the outcome(s) (i.e. the model) of this study provide an
understanding of the intrinsic motivators of information security compliant behaviour, but
the model will also assist the practitioner to develop methods for promoting information

security compliant behaviour.

This chapter discusses the background to this study as well as the motivation, problem
statement, research questions and the objectives for this research study. The paradigm
that guides this study and the overview of the research methodology are also discussed.
Lastly the chapter outlines the structure of the dissertation, and also highlights the

summary of each chapter.

1.2 Background and motivation
The context of this study is information systems focussing on the human aspects of
information security. The study specifically focuses on investigating, based on the SDT,

the intrinsic motivation factors for information security compliant behaviour.

Information plays a significant role in the running of organisations. However, it is
vulnerable to both internal and external threats and attacks (Alfawaz, Nelson &
Mohannak, 2010; Doherty & Tajuddin, 2018). Figure 1-1 illustrates the sources of threats
to an organisation’s information systems. The diagram shows that the perpetrators of
threats can be human or non-human, and could also be internal or external to the
organisation (Willison & Merrill, 2013). Despite organisations taking various measures to
protect information assets, information security breaches still occur (Ifinedo, 2018;
Kolkowska, Karlsson & Hedstréom, 2017; Snyman & Kruger, 2020a). Security incidents
result in loss of revenue and sensitive data, breach of personal data, damage to

equipment, denial-of-service attacks, network outages (Karyda, 2017), disruption of
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business processes (Kadir, Norman, Rahman & Ahmad, 2016), interruption of services,
and loss of market value and reputation (Correia, Goncgalves & Teodoro, 2017). Security
incidents also result in attackers stealing sensitive information such as customer and
employee records (Bhaharin, Sulaiman, Mokhtar & Yusof, 2019). In some studies, as
much as 35% of customer records and 30% of employee records were compromised,

attesting to the impact of security incidents (PriceWaterhouseCoopers, 2018).

Sources Perpetrators Intent (of IS violations)

Human Passive, non-volitional noncompliance
lemployess, other

insiders)

‘olitional {non-malicious) non-compliance

[nternal

!

Intentional, malicious (harmful) computer abuse

Continuum

Mon-Human
thardware failure,

dust, leaks)
Threatto IS

Human
(hackers, spionage)

Ext“ | Mon-hurnan
EAEMEL ™———__ , (natural disasters,

malware, power failures )

Figure 1-1: Sources of information security threats (Willison & Merrill, 2013)

Employees can exhibit risky behaviour which often threatens the security of information
and information systems (Bélanger, Collignon, Enget & Negangard, 2017; Ifinedo, 2018;
Mayer, Kunz & Volkamer, 2017). Employee behaviour has been cited as the cause of
most of the security breaches experienced by organisations (Alshare, Lane & Lane, 2018;
Ofori et al., 2020) and this poses major security risks (Agyekum Addae, Simpson &
Oppong Appiagyei Ampong, 2019; Cram, Proudfoot & D’Arcy, 2017). Many of the security
breaches result from employees’ careless actions, attempts to circumvent rules (Alfawaz

et al., 2010), ignoring the information security policy (ISP) or failure to understand the ISP
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(Bauer, Bernroider & Chudzikowski, 2017). Industry surveys have also confirmed the
threat posed by the human element to information in the organisations.
PriceWaterhouseCoopers (2018) reports that insiders such as employees, third parties
such as suppliers, consultants and contractors caused 30% of the reported security
incidents. Since 2018, the number of security breach incidents by insiders and third
parties is on the increase (Ponemon Institute, 2020). Hence, in addition to the technical
solutions, organisations must develop policies to safeguard their information and

information systems from a human perspective.

To safeguard information and information systems, organisations implement security
technologies to mitigate threats to the security of their information (Connolly, Lang,
Gathegi & Tygar, 2016; Faizi & Rahman, 2020; Hwang & Cha, 2018). These technologies
include the use of hardware and software technologies such as anti-virus software,
firewalls (Herath & Rao, 2009a; Rhee, Kim & Ryu, 2009), network monitoring
technologies, document security technologies and security management technologies
(Hwang & Cha, 2018). However, these security technologies are subject to human failure,
and do not guarantee the safety of information and information technology resources
when the proper information security behaviour of employees is not taken into account
(Bhaharin et al., 2019; Rhee et al., 2009). There is consensus among researchers that
the security of information will not be achieved solely through the use of technological
tools, but by combining people, processes and technological tools (Herath & Rao, 2009a;
Ifinedo, 2018; Kolkowska et al., 2017; Da Veiga, 2016). Therefore, information security
must also take into account employee behaviour (Ifinedo, 2013; Karyda, 2017), which is

also important for the security of information (Bhaharin et al., 2019; Safa et al., 2015).

Employees are referred to as the insider threats (Faizi & Rahman, 2020; Ifinedo, 2012;
Siponen, Adam Mahmood & Pahnila, 2014), the weakest link (Son, 2011; Tsohou, Karyda
& Kokolakis, 2015) and a major threat to the organisational information systems
(Bulgurcu, Cavusoglu & Benbasat, 2010; Cheng, Li, Li, Holm & Zhai, 2013). Outsiders
can gain access to an organisation’s information system through the organisation’s
employees (Son, 2011). For example, an outsider trying to access an organisation’s
information systems may get information such as passwords from an employee through
social engineering. Another example is an employee using their access card to open the

door for an unauthorised person or sharing their password with a co-worker. Such actions
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place the organisation’s information and information systems in danger since people who
are not authorised to access the information end up accessing it.

Many threats to information and information systems assets in organisations are
attributed to ISP violations by employees (Ifinedo, 2012; Kolkowska et al., 2017; Siponen
et al., 2014; Son, 2011). As a result, organisations put in place ISPs to regulate the
information security behaviour of employees (Alaskar et al. 2015; Ifinedo et al. 2018). It
is anticipated that when employees follow the requirements of the ISPs the threats to the
organisation’s information are reduced (Faizi & Rahman, 2020; Sommestad, Karlzén &
Hallberg, 2017). However, organisational compliance with ISPs has proven difficult to
achieve (Ifinedo, 2018; Niemimaa, Laaksonen & Harnesk, 2013; Torres & Crossler, 2019)
since employees do not always act as set out in the ISPs (Moody, Siponen & Pahnila,
2018). Some of the reasons employees fail to comply with the ISPs include ignorance
(Willison & Merrill, 2013), complacency, negligence, apathy, mischief, and resistance
(Ifinedo, 2018). To inform employees about information security, organisations often use
awareness programs (Bauer et al., 2017). These awareness and training programs are
designed to reduce security breaches resulting from lack of information security
awareness by employees (Woo, Sanders & Cerveny, 2018). Awareness programs also
aid employees to become aware of security issues and how to behave in a secure manner
(Curry, Marshall, Crossler & Correia, 2018; Han, Jung & Kim, 2017; Pfleeger, Sasse &
Furnham, 2014; Tsohou et al., 2015). Therefore, awareness training programs, aim to
influence positive information security behaviour among employees (Snyman & Kruger,
2020b).

Furnell & Rajendran (2012) assert that information security behaviour ranges from an
established and recognized security culture on the one hand to total disobedience on the
other hand, as shown in Figure 1-2. Therefore, the compliance levels of end users can
progress from, for example, ignorance, which can lead to disobedience on the one hand,
to awareness that can aid in establishing obedience and commitment thus leading to an
establishment of a culture of compliance behaviour. Information security behaviours have
also been categorised as: security-assurance behaviour,
security-compliant behaviour, security risk-taking behaviour and security-damaging
behaviour (Guo, 2013). According to Guo (2013), security-compliant behaviour complies
with the ISP and avoids prohibited behaviour. According to Furnell & Rajendran (2012),

employees are not always in the same category of compliance or non-compliance.
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Commitment to compliance with ISPs depends on the motivation of employees (Connolly
et al., 2016). Therefore, employees have to be motivated so that they are fully committed
to compliance, which is in line with the expected information security behaviour in the

organisation.

Culture

Degree of
compliance Commitment

Obedience

Awareness

N
>

Ignorance

Apathy

\ Resistance / Degree _Of Non-
compliance

Disob.

Figure 1-2: Security compliance levels in an organisation (Furnell & Rajendran, 2012)

Motivation influences compliance with ISPs, since it provides the impetus for one to
behave in a particular manner (Vallerand, 2012). Researchers agree that both intrinsic
and extrinsic factors affect the motivation of an individual (Padayachee, 2012; Son, 2011,
Vallerand, 2012). Padayachee (2012) describes intrinsic factors as the inherent
behaviour of an individual and extrinsic factors as the influence of the external
environment. While motivation might be based on two extremes, that is, intrinsic and
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extrinsic, Ryan & Deci (2000) states that it can be of varying levels and orientations for
any particular individual. An individual could be influenced by both intrinsic and extrinsic
factors to comply with ISPs (Aurigemma & Mattson, 2017; Padayachee, 2012).
Organisations are, therefore, faced with the challenge of motivating employees to comply
with ISPs (Hina & Dominic, 2018; Torres & Crossler, 2019).

ISP compliance by employees in organisations has been studied by many researchers
(Crossler et al., 2013) as they seek to understand employees’ motivation to follow or
violate ISPs (Son, 2011). To this end, researchers have offered different approaches to
studying and achieving compliance. Some researchers have postulated that the extrinsic
model (which is based on deterrence) is effective in discouraging employees from
misusing the information assets of their organisations. However, some have questioned
the effectiveness of this approach because inconsistent results have been reported on
the effects of the deterrence model (Son, 2011). Kranz & Haeussinger (2014) have also
found the deterrence model to be important but not adequate enough to motivate
compliance with ISPs. Literature on the role of intrinsic motivation is scant (Alzahrani,
Johnson & Altamimi, 2018; Sikolia & Biros, 2016). Therefore, there is a need for an
approach that focuses on intrinsic factors to be investigated (Herath & Rao, 2009a;
Padayachee, 2012; Son, 2011). For this reason, this study will attempt to define the
intrinsic motivational factors that influence information security behaviour that are based
on the SDT.

1.2.1 Self-determination theory (SDT)
SDT is a motivation theory, which states that humans are motivated by the need to satisfy
three basic psychological needs, namely:

e The need for competence: The desire to feel capable to bring about desired
outcomes (Ryan & Deci, 2000). The satisfaction of this need assists individuals to
develop their skills and adapt to changing environments (Broeck, Vansteenkiste &
Witte, 2008).

e The need for relatedness: This is the desire to be associated with others as a
member of a group (Ryan & Deci 2000).

e The need for autonomy: This is the desire to act out of an individual’s choice and
will, resulting in entirely self-determined behaviour (Ryan & Deci 2000).
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According to the SDT, the fulfilment of these three basic psychological needs yields
intrinsic motivation (Ryan & Deci 2000; Deci & Ryan 2015). Intrinsic motivation is
assumed to be the most autonomous type of motivation since it is supposed to stimulate
the realisation of one’s inborn potential (Broeck et al., 2008), leading to self-determined
behaviour (Ryan & Deci 2000). Self-determination increases intrinsic motivation,
resourcefulness, perseverance, and psychological well-being eventually leading to
positive effects on behaviour (Ryan & Deci 2000). This study will, therefore, be based on
the SDT.

1.3 Problem statement

It is the desire of management in organisations that employees should follow laid-down
rules at all times (Myyry, Siponen, Pahnila, Vartiainen & Vance, 2009; Siponen &
Puhakainen, 2010). The time and resources invested in establishing plans to ensure
information is secure could be in vain if employees do not to comply with the ISPs
(Humaidi & Balakrishnan, 2017). Since most information security incidents result from the
failure by employees to comply with ISPs (Hwang, Wakefield, Kim & Kim, 2019),
organisations need to ensure that employees follow policies and regulations to mitigate
information security risks (Bulgurcu, Cavusoglu & Benbasat, 2011). Therefore, it is
important to study and understand what motivates the information security behaviour of
employees because this could lead to:

e Clarity on how information security behaviour of employees could be improved
from being an information security threat to being ISP compliant (Crossler et al.,
2013) and

e Understanding factors that motivate employees to follow ISPs (Crossler et al.,
2013).

In the past, several studies have mostly focused on the extrinsic factors as drivers of
compliance or non-compliance with ISPs (Bulgurcu et al., 2010; Yazdanmehr & Wang,
2015). The extrinsic-based model assumes that sanctions will discourage non-
compliance (Vance & Siponen, 2010) and is, therefore, based on the deterrence theory
(Siponen et al., 2014; Son, 2011). Extrinsic factors include rewards, punishments
(Hayenga & Corpus, 2010; Yazdanmehr & Wang, 2015) or sanctions (Bulgurcu et al.,
2010). However, some studies have pointed out the importance of the intrinsic model in

fostering adherence to ISPs (Herath & Rao, 2009a; Son, 2011). Intrinsic motivation refers
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to the drive from within an individual to perform a given task (Wang, 2015) thus resulting
in the task being performed for the challenge and interest associated with performing the
task (Zohar, Huang, Lee & Robertson, 2015). Further research is apparently necessary
on how intrinsic motivation promotes ISP compliance (Herath & Rao, 2009a;
Padayachee, 2012; Son, 2011).

Understanding what motivates the security behaviour of employees assists policymakers
and managers to manage the behavioural issues regarding ISP compliance. Hence, this
study aims to contribute to the knowledge of the intrinsic motivation factors that foster ISP
compliance. A review of the current literature on information security compliance indicated

the following research problems (Herath & Rao, 2009a; Son, 2011):

e Research problem one: Employees are still considered as one of the main sources
of information security incidents,

e Research problem two: Employees do not always comply with the ISP and

e Research problem three: Research on how intrinsic motivation promotes ISP

compliance is limited.

1.4 Research questions

The main aim of this study is to assess information security compliant behaviour from the
perspective of the competence, relatedness and autonomy. This will be done by
developing a validated information security compliant behaviour model derived from the

self-determination theory (ISCBMSPT) questionnaire.

Based on the research problem statements listed in the preceding section, the above-
mentioned aim of the research study and the purpose of this study, the following research

questions will apply:

Research question 1. What would a model and assessment instrument for information
security compliant behaviour comprise of?
Research question 2: What significant relationship exists amongst competence,

relatedness and autonomy?

1.5 Objectives of the research

The following objectives were formulated:
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. To investigate what factors influence information security compliant behaviour of
employees.
. To explore the existing research with a view to establish theories that have been used

for studying information security behaviour.

3. To provide a working definition of information security compliant behaviour.

. To develop an information security compliant behaviour conceptual model that is
based on the SDT.

. To develop an information security compliant behaviour questionnaire that is based
on the conceptual model, for assessing information security compliant behaviour from
a competence, relatedness and autonomy perspective.

. To conduct a survey in an organisation with a view to collect data to statistically
validate the questionnaire.

. To determine the validity and reliability of the questionnaire.

. To determine the existence of a significant relationship amongst competence,
relatedness and autonomy.

Table 1-1 links and aligns the research questions and objectives to their respective

deliverables in this study. The table also shows the respective chapters in which the

research questions and objectives are addressed.

Table 1-1: Summary table showing the research questions, objectives, chapter and their

deliverables
Research Question Objectives Chapter Deliverable
1. What would a To investigate what 3 List of factors that influence

model and
assessment
instrument for
information security
compliant behaviour
comprise of?

factors influence
information security
compliant behaviour of
employees.

information security
compliant behaviour.

To explore the existing 3 Overview of existing

research with a view to research.

establish theories that

have been used for Research gap.

studying information

security behaviour. Theories used in previous
studies.

To provide a working 2 Information security

definition of

compliant behaviour defined.
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Research Question

Objectives

Chapter

Deliverable

information security
compliant behaviour.

To develop an
information security
compliant behaviour
conceptual model that
is based on the SDT.

The conceptual model for
information security
compliant behaviour based
on the SDT, SCBMSPT,

To develop an
information security
compliant behaviour
guestionnaire that is
based on the
conceptual model, for
assessing information
security compliant
behaviour from a
competence,
relatedness and
autonomy perspective.

Draft questionnaire.

To conduct a survey in
an organisation with a
view to collect data to
statistically validate the
guestionnaire.

Survey data.

To determine the
validity and reliability of
the questionnaire.

Statistical analysis of results.
Valid and reliable
guestionnaire (ISCBMSPT
guestionnaire).

2. What significant
relationship exists
amongst
competence,
relatedness and
autonomy?

To determine the
existence of a
significant relationship
between competence,
relatedness and
autonomy.

Correlation between
competence, relatedness
and autonomy.

1.6 Significance of the study

This study seeks to apply the SDT in information security research, particularly

information security behaviour. It is envisaged that this study will contribute to the

expansion of an existing body of knowledge by developing a conceptual model based on
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the SDT and corresponding questionnaire. By developing a conceptual model based on
the SDT and the corresponding questionnaire, this research is intended to make a
contribution to the expansion of an existing body of information. By producing a model
based on intrinsic motivation factors, this study will also improve our understanding of
information security behaviour of employees. Lastly, the questionnaire produced by this

study will be valuable for assessing the information security behaviour of employees.

1.7 Research methodology

The research methodology is based on the research onion model of Saunders et al.
(2016), and will take the structure shown in Table 1-2. This section briefly describes the
individual stages depicted in Table 1-2 that were applied in this study.

Table 1-2: Methodology summary

Research onion layer Selection for this study
Philosophy Positivist

Approach Deductive

Strategy Survey

Methodological Choice Mono method — Quantitative

Time horizon Cross-sectional

Data Collection Questionnaire

Data Analysis Descriptive and inferential statistics

1.7.1 Research paradigm/philosophy

The research philosophy refers to shared assumptions or ways of thinking about how
knowledge is developed (Jonker & Pennink, 2010; Oates, 2006; Saunders et al., 2016).
For this study the paradigm is based on the positivist research philosophy. Adopting a
positivist philosophy implies measuring the characteristics of the social world using

guantifiable data that can be analysed statistically (Creswell, 2014; Kothari, 2004).

1.7.2 Research design

A research design is a outline of methods and procedures that will be used for data
collection and analysis in ways that maximise the internal and external validity of the
results (Kothari, 2004; Oates, 2006). The research design is discussed below in terms of
research strategy, reliability, validity, variables, research unit, correlation analysis and

sampling.
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1.7.2.1 Research strategy

The study will employ a cross-sectional survey strategy. The survey strategy allows the
researcher to gather data from a large sample in a standardised manner (Oates, 2006).
The study will use a questionnaire as the data collection instrument. The web-based
guestionnaire consisting of closed questions will be administered over the internet
(Bhattacherjee, 2012).

1.7.2.2 Validity
Validity is the capability of a research design to yield valid conclusions (Marczyk, Fertinger
& DeMatteo, 2005). The following were used to determine questionnaire validity: face

validity, content validity and construct validity.

Face validity is used to determine if the questionnaire constructs make sense (Saunders
et al., 2016). A panel of experts will be convened and a pilot test conducted to determine

the face validity of the questionnaire.

Content validity is used to determine whether the questions address the aims and
objectives of the research (Saunders et al., 2016). For this study, the questionnaire items
covered the Human Aspects of Information Security Questionnaire (HAIS-Q) (Parsons et
al., 2017) from the perspective of the SDT discussed in the literature review chapter.

Construct validity is used to determine whether the questionnaire assesses the constructs
that it was designed to assess (Creswell & Creswell, 2018). Construct validity can be
determined using the exploratory factor analysis (EFA) (Gerber & Hall, 2017). The validity

of the questionnaire will also be determined statistically by conducting the EFA.

1.7.2.3 Reliability
Reliability refers to whether the repeated use of the research instrument produces
consistent results (Kothari, 2004; Marczyk et al., 2005). The questionnaire reliability will

be determined statistically by computing Cronbach alpha coefficients.

1.7.2.4 Unit of analysis
This is the target of the investigation and is important for shaping the kind of data that

should be gathered for the study and from whom it should be collected (Bhattacherjee,
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2012). The targeted minimum responses are 125 since data will be produced per SDT
category, that is, competence, relatedness and autonomy. Each of the SDT categories
will have 25 questions. The minimum number of responses should be 5 times the total
number of questions in the data collection instrument or per construct for statistical
validation of the questionnaire (O’Rourke & Hatcher, 2013). The participants will be drawn
from academic, administrative and operational staff from a university in South Africa. Both
academic and administrative staff use information systems to support the students. This,
therefore, requires staff members to familiarise themselves with the institution’s ISPs to

reduce security incidents.

1.7.2.5 Data analysis

The study will employ descriptive and inferential statistics for analysing the data.
Descriptive statistics will be used to summarise, group and sort data collected from the
sample, which can then be presented graphically. Inferential statistics will be used to
estimate population parameters from the sample, that is, make generalisations about a
population. SPSS software will be used to carry out statistical data analysis. The following
will be carried out on the data: ANOVA, t-test, Pearson correlation analysis, exploratory
factor analysis and reliability analysis. The next section outlines some of the statistical
analysis that will be carried out on the collected data.

1.7.2.5.1 Factor analysis

Exploratory factor analysis will be conducted on the questionnaire. Factor analysis is
conducted by examining the correlation among variables to establish common themes
within the data (Leedy & Ormrod, 2015).

1.7.2.5.2 Reliability analysis

Creswell (2014) states that reliability analysis assesses the internal consistency of a set
of scales or test items using Cronbach alpha. A Cronbach alpha value that is reliable
indicates that items that make up a construct measure the same construct in the same
way (Roberts & Priest, 2006).
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1.7.2.5.3 Correlation analysis

This is used to determine and describe associations among variables and provide
information on the direction (whether positive or negative) and strength of the relationship.
Variables that have a positive correlation move in the same direction and those that have
a negative correlation move in opposite directions (Marczyk et al., 2005). This study seeks

to determine the correlation among competence, relatedness and autonomy.

1.7.2.6 Sampling

Sampling is a statistical procedure for choosing a subset of a population for purposes of
studying and making statistical inferences about that population (Bhattacherjee, 2012;
Oates, 2006). Sampling can either be probabilistic or non-probabilistic (Kothari, 2004;
Oates, 2006). Probability sampling is used so that the sample typically represents the
population being studied, and non-probability sampling is used when the sample does
not need to be representative. This research will use the non-probability convenience
sampling method. This entails the researcher selecting participants because they are
available (Oates, 2006).

1.7.3 Research ethics

The ethical considerations in this study include: informed consent of the participants,
anonymity and confidentiality of participants and protection of participants (Creswell,
2014; Oates, 2006). The study complied with the directives of UNISA Policy on Research
Ethics. Appendices A and B include the respective research permission and ethics

certificates issued for this study.
1.7.4 Flow diagram of the stages of this research study

Figure 1-3 shows the two stages involved in conducting this research study: phase 1 -

literature review and phase 2 - empirical study.
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Figure 1-3: Flow diagram depicting the stages of this research study

29



1.8 Dissertation structure
As mentioned in the preceding section, this dissertation is divided into two phases: phase
1 - literature review and phase 2 - the empirical study. Details of the two phases are

outlined below.

Literature review
Chapters 1 to 3 comprise the literature review phase and are summarised as follows:
e Chapter 1: Introduction to the Study
The chapter provides the introduction, background and motivation of the study,
research questions, objectives, and the significance of the study.
e Chapter 2: Information Security Compliant Behaviour

This chapter proposes a definition of information security compliant behaviour,

which will assist in setting the context for the research study and a common

understanding of the term as used in the study.
e Chapter 3: Motivating Information Security Compliant Behaviour

This chapter covers the following material.

o An overview of information security compliance studies, that is, focussed on
what was done in the past regarding information security compliance. Such an
overview will assist in identifying the gap(s) that this study will aim to address.

o An outline of the intrinsic factors influencing information security compliant
behaviour, which motivates employees to comply with the ISP. Similar to the
overview mentioned above, this outline will also contribute to establishing an
existing gap.

o A conceptual model is proposed depicting intrinsic motivational factors that
affect ISP compliance, based on the self-determination theory. This model
establishes the base upon which the development of the questionnaire is done.

o Questionnaire themes are identified based on the “Human Aspects of
Information Security Questionnaire (HAIS-Q)” (Parsons et al., 2017; Parsons,

McCormac, Butavicius, Pattinson & Jerram, 2014)

Empirical study

Similar to the literature review phase discussed above, the empirical study phase is made
up of 3 three chapters, that is, chapters 4 to 6. A short description of these chapters is

outlined below.
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e Chapter 4: Research Methodology
The chapter discusses how the empirical study was carried out. The sampling
method used - non-probability convenience sampling method was used for the
survey. The development of the questionnaire for this research study will include:
literature review, convening an expert panel of reviewers for the questionnaire,
pilot testing the revised instrument, finally, revisions made from the expert panel
of reviewers and pilot test are included in the instrument and the main study is
carried out. Data will be collected using a questionnaire which will be administered
electronically via the internet. The data will be collected at a university in South
Africa.

e Chapter 5: Research Findings
Data analysis - descriptive and inferential statistics will be used to present the data.
Descriptive statistics will be used to summarise, group and sort the collected data.
Data will be presented graphically as well as a description of the most significant
sample characteristics. Statistical analysis will be used to validate the
guestionnaire and to identify correlations.

e Chapter 6: Conclusion
The chapter covers the following:
o Evaluation of the research findings based on the study’s goals and objectives.
o Answer the research questions using survey results to determine whether the

objectives of this study have been fulfilled.
o The chapter will also report on the limitations of this study, recommendations
for further study and making conclusions from the results of the empirical

study.

1.9 Definition of terms

This section provides some definitions as they are used in this research study.

1.9.1 Information security

It is the safeguarding of the confidentiality, integrity and availability of information
(ISO/IEC 27001, 2005).

1.9.2 Information security policy

An ISP defines roles and obligations of employees in an organisation concerning

information systems and information security (Bulgurcu et al., 2011; Son, 2011,
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Yazdanmehr & Wang, 2016). It specifies what users can do and cannot do, as well as the

consequences for failure to comply (Guo, Yuan, Archer & Connelly, 2011).

1.9.3 Compliance
Conformity with the ISP (Padayachee, 2012) and this behaviour minimise the risks to

information and technology resources (Guo, 2013).

1.10 Conclusion

In this chapter, the study was contextualised with specific reference to the dependency
of information security success on appropriate employee information security behaviour.
The rationale of the study, the research problem and research questions were discussed.
An overview of the research methodology was presented as well as the structure of the

dissertation. The next chapter will discuss information security compliant behaviour.
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2 INFORMATION SECURITY COMPLIANT
BEHAVIOUR

2.1 Introduction

Chapter 2 proposes a working definition of information security compliant behaviour for
the study. This definition will provide the context in which information security compliant
behaviour occurs. In so doing, the chapter will answer the third research objective, which
is: To propose a working definition of information security compliant behaviour.

Also, the chapter aims to achieve these objectives:
¢ Discuss the meaning of behaviour drawn from other fields of study, and thereafter
deduce the characteristics and factors that promote information security
behaviour.
e Discuss how other studies define information security behaviour or other
equivalent terms.
e Propose a definition of information security complaint behaviour for this research

study.

The chapter is organised as follows: Section 2.2 - Definitions of behaviour, Section 2.3 -
Information security behaviour in literature and Section 2.4 - Information security

complaint behaviour as defined in this study.

2.2 Definitions of behaviour

The current study focuses on behaviour that is compliant with information security
requirements as stipulated in the organisation’s ISPs and related regulations. Figure 2-1
shows the linkages between compliance, behaviour and information security; in
summary, behaviour must conform to ISP requirements. The behaviour of employees
determines the success of any information security program (Humaidi & Balakrishnan,
2017; Hwang et al., 2019). Therefore, understanding information security behaviour of
users is necessary for assessing and improving information security behaviour (Alaskar
et al., 2015). To further our understanding of information security compliant behaviour,
this section will start by explaining behaviour, then a discussion of secure behaviour in
the context of information security follows. The section will conclude by proposing a

definition of information security compliant behaviour.
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Figure 2-1: Linkage between information security, behaviour and compliance in this study

Figure 2-1 shows some terms that are important to this chapter and that act as context
and assumptions for this chapter. Behaviour generally refers to how organisms act in a
given environment (Davis, Campbell, Hildon, Hobbs & Michie, 2015; Kwasnicka,
Dombrowski, White & Sniehotta, 2016; Matsumoto, 2012; Tileubayeva, Massalimova,
Kaufman & Fernandez, 2017). Compliance refers to the act of following rules
(Padayachee, 2012). Information security is concerned with safeguarding the, integrity
availability and confidentiality of information (Pfleeger & Pfleeger, 2015). Behavioural
compliance refers to behaviour that complies with rules regardless of the environment. It
is assumed that such people will comply with rules regardless of whether they understand
the rules or not (Ahmad, Norhashim, Song & Hui, 2016; Alfawaz et al., 2010). Information
security compliance refers to behaviour that complies with information security rules
because the employee has knowledge of the rules and is willing to comply. Knowledge
results from information security training (Guo, 2013). Information security behaviour is
the behaviour of employees as they perform their work duties and it can be either in

compliance or violation of the ISPs (Connolly et al., 2016).

35



Behaviour is ubiquitous, and this is shown by the proliferation of terms to describe it, such
as consumer behaviour, human behaviour, animal behaviour and organisational
behaviour (Cao, 2014). As a result, many writers on the subject of behaviour tend to
assume that their readers understand its meaning and do not therefore define it (Levitis,
Lidicker & Freund, 2009). A need exists for an operational definition to avoid ambiguities.
The definition must specify what is to be included or excluded in the definition since no
one-size-fits-all definition of behaviour exists (Levitis et al., 2009). A definition is also
important for the measurement process of behaviour because, without a clear definition,
a reliable and valid measurement to assess the behaviour may be difficult to produce
(Conner & Norman, 2017). To provide context to formulate a definition for this study, the
next section discusses some definitions of behaviour derived from other fields, the

characteristics of behaviour and factors influencing behaviour in general.

2.2.1 Some definitions of behaviour
This section briefly looks at some definitions of behaviour which are drawn from other

fields of study. The various definitions are listed below:

Table 2-1: Various definitions of behaviour

Definition Reference

The way organisms respond to internal and or external stimuli and | (Levitis et al., 2009)
this excludes the organism’s changes due to growth.

An attempt by an individual to change its state of being, this is | (Bergner, 2011,
presented as a formula as follows: p.148)

“Behaviour = Identity of the person, Want (motivational parameter),
Know (cognitive parameter), Know-How (skill or competency),
Performance (procedural aspects such as bodily postures,
movements), Achievement (outcome), Personal Characteristics
(individual difference), Significance”.

Actions of living organisms. (Matsumoto, 2012)

The action or reaction by an organism. Reactions could be a result | (Lazzeri, 2014)
of past interactions with the environment. Actions could involve
change or movement of the organism.

People’s responses to internal or external events. The type of action | (Davis et al., 2015)
determines whether it can be assessed directly or indirectly.

A person’s actions in response to events (internal or external) and | (Kwasnicka et al.,

can be assessed. 2016)
Action or response by a person that can be assessed, for example, | (Tileubayeva et al.,
the blinking of the eye or rise of the heart rate. 2017)

From the definitions listed in Table 2-1, behaviour could be the actions that a person
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performs or the responses or reactions to the environment. Thus, to behave appropriately,
Schein (1971) states that an individual constructs a self-image to deal with their
surroundings that makes it possible for the individual to fulfil various role expectations in

their environment.

2.2.2 Behaviour and its attributes

The various attributes of behaviour are list in Table 2-2, these are taken from other fields
of study.

Table 2-2: Some attributes of behaviour

Attribute

Reference

It can be motivated from within the organism or by its
surroundings.

(Kwasnicka et al., 2016)

It involves the performance of the particular behaviour.

(Gozli, 2017)

It can be a group or a single entity performing a behaviour.

(Gozli, 2017; Lazzeri,
2014; Levitis et al., 2009)

It could result in changes in the environment.

(Bergner, 2011).

It occurs within an environmental and social context and can
have meaning within a particular social context.

(Kwasnicka et al., 2016;
Gozli, 2017)

It could be a result of past interactions with the environment.

(Kwasnicka et al., 2016;
Lazzeri, 2014)

It could be volitional and have a motive.

(Baum, 2013; Gozli, 2017)

It takes time to enact.

(Baum, 2013).

It can be observed and measured, directly or indirectly.

(Davis et al., 2015);
Kwasnicka et al., 2016;
Tileubayeva et al. 2017)

It can be repeated and thus can become habitual.

(Kwasnicka et al., 2016)

It can be learned.

(Carden & Wood, 2018)

2.2.3 Factors influencing behaviour

Behaviour is influenced by motivation. Some motivational factors include the joy resulting
from one’s actions, results of the actions and behaviour that aligns with one’s beliefs or

values (Kwasnicka et al., 2016).

Behaviour is re-enforced by repeated performance (Kwasnicka et al., 2016) and repeated
learning (Carden & Wood, 2018). Habit, therefore, plays an essential role in generating
behaviour (Gardner, 2015). An individual learns through socialisation, that is, the various
norms, rules of conduct, values and attitudes, and desirable behaviours through which
one fulfils their expected roles (Schein, 1971). As behaviour becomes habitual, the

chances that it will be maintained increase (Kwasnicka et al., 2016).
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A habit can be changed by changing beliefs, opinions as well as the environmental
context (Carden & Wood, 2018). The environment and social context can either facilitate
or hinder behavioural change. Whereas stable environments make behaviour and habits
easier to sustain (Kwasnicka et al., 2016), a change in the environment could disrupt a
habit (Carden & Wood, 2018). The culture in which the individual finds themselves in and
the roles they are expected to fulfil could also determine how an individual behaves
(Schein, 1971).

Human behaviour is also affected by experiences, the longer some behaviour continues,
the less likely one would want to change. For example, if a person stays in a job, owns a
house, or belongs to a certain political group, for a long time they may not see the need
to change (Stage & Fedotov, 2018). Immediate behaviour changes often result from
extrinsic motivation factors. However, intrinsic factors are understood to have stronger
and lasting effects on behaviour compared to extrinsic motivation (Kwasnicka et al.,
2016).

From the above discussion, behaviour is motivated by either external or internal factors
or both, and can be learned. Individuals exhibit certain behaviour as they react or adapt
to the various influences, and as they do so, they affect their immediate surroundings.
When continuously performed, behaviour becomes habitual. In information security, it is
notable that employees can and must learn proper information security behaviours. This
might mean breaking old habits that employees were used to and teaching them the
correct information security behaviours. The employees must be made aware of
information security compliant behaviour to be able to comply with the ISPs. The next
section discusses information security behaviour derived from information security

studies.

2.3 Information security behaviour in the research literature

ISP compliance leads to secure behaviour among employees (Sommestad, Hallberg,
Lundholm & Bengtsson, 2014). In this study, secure behaviour concerning information
systems refers to actions by employees to protect data or information and information
technology resources of the organisation. For example, secure behaviour with regards to
passwords could include the following: the user selecting strong passwords (Blythe,
Coventry & Little, 2015; Rhee et al., 2009; Siponen, Pahnila & Adam Mahmood, 2010),

38



the user not using the default security password (Blythe et al., 2015; Hwang et al., 2019)
and the user not sharing passwords with other system users (Blythe et al., 2015; Cheng
et al., 2013; Herath & Rao, 2009a). Researchers have used various terms to refer to

secure behaviour by employees, some of which are:

e Security-related behaviour (Guo, 2013),

e Security compliant behaviour (Guo, 2013),

e Security assurance behaviour (Guo, 2013),

e Security behaviour (Blythe et al., 2015),

e Conscious care behaviour (Safa et al., 2015),

¢ Information security behaviour modes (Alfawaz et al., 2010),

e A typology of employees’ information security behaviour (Ahmad et al., 2016)

e Protection-motivated behaviour (Posey, Roberts, Lowry, Bennett & Lowry, 2013)

e Information security behaviour (Pattinson, Butavicius, Parsons, Mccormac &
Jerram, 2015),

e Compliant behaviour (Connolly et al., 2016) and

e Information security policy compliance (Bulgurcu et al., 2011; Guo, 2013; Li,
Stafford, Fuller & Ellis, 2017; Padayachee, 2012).

The next section discusses these terms.

2.3.1 Security-related behaviour

Guo (2013) uses the term “security-related behaviour” to define employee behaviour as
employees use information systems, which either protect or reduce risks to organisational
information systems. Security-related behaviour can be appropriate or inappropriate,
where appropriate behaviour is ISP compliant and the inappropriate behaviour is not. The
two types of security-related behaviour can further be differentiated based on whether
action is required or not and also whether there is a motive for the behaviour. The
undesirable behaviours might require a motive to initiate it, whereas some of the desirable
behaviours may not need strong motives. Regarding action or inaction on the part of the
employee, one might comply without actively doing anything or vice-versa (Guo, 2013).

2.3.2 Security-compliant behaviour
These are the intentional or unintentional behaviours that are compliant with

organisational ISPs. Employees may intentionally try to comply with security policy or they
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may not be doing anything, but still, be in line with the organisation’s policy. One of the
key characteristics of security-compliant behaviour is that it may not involve any action
(Guo, 2013).

2.3.3 Security-assurance behaviour

These are intentional behaviours of employees carried out to safeguard the organisation’s
information systems. Security assurance behaviour include taking measures to safeguard
information and to report information security breaches. It requires deliberate action and

some expertise on the part of the employee (Guo, 2013).

2.3.4 Security behaviour
Blythe et al. (2015) use the term security behaviour to refer to an employee’s ability to
carry out proper and effective security activities. Security behaviour has three aspects;
these are:
e Security hygiene — this refers to the efficacy of the security activities by employees.
e Prevention strategies — these are behaviours that protect information systems
resources and prevent security breaches. Employees with high security hygiene
take right actions and are less prone to security risks. Employees with low security
hygiene, lack security awareness and engage in bad security behaviours. Some
examples of low security hygiene behaviours include failure to change the default
password and depending on the computer to auto-lock when they leaving their
work-station.
e Security citizenship — this refers to actions that aid in business continuity and
recovery. For example, employees in the high security hygiene category will back

up their data and notify co-workers of security issues (Blythe et al., 2015).

2.3.5 Conscious-care behaviour

Conscious-care behaviour means that employees actively think about the effects of their
actions with regards to information security as they use information systems. Information
security knowledge, awareness and experience are important in fostering

conscious-care behaviour (Safa et al., 2015).
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2.3.6 Information security behaviour modes
Alfawaz et al. (2010) put forward security-behaviour modes as “knowing-doing mode,
knowing-not doing mode, not knowing-doing mode and not knowing-not doing mode”.

These are summarized below.

2.3.6.1 Not knowing-not doing

This refers to employees or system users who violate information security rules but do
not have any knowledge of the organisation's ISP requirements (Alfawaz et al., 2010).
Therefore, their failure to comply with ISPs could be attributed to their ignorance of the
ISPs.

2.3.6.2 Not knowing-doing

This mode refers to employees who do not have any knowledge of the ISP requirements
and security knowledge but exhibit the right information security behaviour. While such
users are not aware of the organisation’s ISPs, they will ask superiors or colleagues

before carrying out certain activities (Alfawaz et al., 2010).

2.3.6.3 Knowing-not doing
This refers to employees who have the required ISP knowledge and information security

skills, but still violate the rules (Alfawaz et al., 2010).

2.3.6.4 Knowing-doing
This refers to employees who have knowledge of the ISPs and the information security

knowledge/skills and thus comply with the ISPs (Alfawaz et al., 2010).

2.3.7 Atypology of information security behaviour of employees

Ahmad et al. (2016) group employees into four categories, based on whether they are
knowledgeable about security guidelines and whether or not they conform with the
information security guidelines as shown in Figure 2-2. Discerning individuals will conform
to the information security rules since they have information security knowledge. Obedient
employees will follow information security rules, not because they have the knowledge,
but merely follow rules for the sake of it. Rebel employees do not conform to information

security guidelines despite having information security knowledge. Oblivious employees
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do not follow information security rules because they do not have the necessary

information security knowledge (Ahmad et al., 2016).

High knowledge

The Rebel The Discerning

The Oblivious The Obedient

UBUUOJUOD YT}

L.ow conformance

Low knowledge

Figure 2-2: A typology of’ information security behaviour of employees (Ahmad et al.,

2016).

2.3.8 Protection-motivated behaviour

Protection-motivated behaviour refers to, “volitional behaviours enacted by organisational
insiders to protect (1) organisationally relevant information and (2) the computer-based
information systems in which the information is stored, collected, disseminated, and/or
manipulated from information-security threat” (Posey, Roberts, Lowry, Bennett & Lowry,
2013, p.6). This suggests deliberate information security behaviour that protects an

organisation’s information and information systems.

2.3.9 Information security behaviour

Pattinson et al. (2015) use the term information security behaviour to refer to all the
behaviours of computers users as part of doing their job and these behaviours can be

deliberate risky or not.

2.3.10 Compliant behaviour

Connolly et al. (2016) refer to compliant behaviour as following the policies, procedures,

and norms regarding information security within the organisation.

2.3.11 Information security policy compliance
Compliance is expressed as the adherence by employees to the ISPs (Bulgurcu et al.,
2010; Guo, 2013; Padayachee, 2012). Li et al. (2017) define ISP compliance as employee
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compliance with information security guidelines as employees perform their jobs.
Employees are expected to align their actions to the expected behaviours as written in

organisational ISPs.

2.3.12 Review of the various definitions

From the various terms described above, some aspects of the behaviours are common.
The most common theme being that secure behaviour concerning information security
protects information system resources or results in the avoidances of security breaches
and compliance with ISPs (Blythe et al., 2015; Guo, 2013; Safa et al., 2015). With regards
to security assurance behaviour, the employee takes precautions (Guo, 2013); this aligns
with Safa et al. (2015)’s definition of conscious care behaviour where the employee has
to always think about the effect of their behaviour. Secure behaviour also results in
business continuity and recovery (Blythe et al., 2015). It is the employee’s intention to
comply with the ISP (Guo, 2013; Safa et al., 2015), although Guo (2013) also states that
the employee may unintentionally comply with the ISP. Alfawaz et al. (2010) also mention
that in the not doing mode, the employee has knowledge of the rules and has the
information security skills but chooses not to comply. Soomro, Shah & Ahmed (2016)
propose a typology of information security behaviour of employees that has similarities
with the behaviour modes of Alfawaz et al. (2010). Both studies state that an employee
can comply with ISPs even when they are not knowledgeable about information security
rules. The employees do not know about the existence of the ISPs but still act in secure
ways with regards to information security. In summary, all the definitions have in common

compliance with ISPs.

Table 2-3 summarises the attributes of behaviour and those of the information security
behaviour sections. It should be noted that the respective summaries are listed side-by-
side in the table but not for comparative purposes. These summaries from sections 2.2
and 2.3 are then built into the definition of information security compliant behaviour. The
definition for information security compliant behaviour proposed in this study is, therefore,
a result of the general behaviour definition from the various fields of study as shown
section 2.2 as well as the definitions of secure behaviour from the behavioural information

security literature.
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Table 2-3: Summary of behaviour and attributes of information security behaviour

Behaviour Information security behaviour

Behaviour is influenced by both intrinsic and | Involves protecting information and

extrinsic factors. information system resources.

Behaviour has impact and meaning in a Aims to prevent security breaches.

given environment.

Behaviour can be learned. Aids in business recovery and continuity.
Behaviour is observable and measurable. To behave appropriately, employees must be

knowledgeable about the ISPs.

Behaviour can be a reaction to environmental | Compliance is adherence to ISPs.
factors

The next section describes information security compliant behaviour - the definition

proposed in this study.

2.4 Information security compliant behaviour

Below is the proposed definition of information security complaint behaviour:

Users perform actions to protect the information and technology resources of their
organisation from malicious others to maintain the confidentiality, availability, integrity and
privacy of data/information. These actions could be reactions to attacks on the data or
information and information systems resources, for example, restoring a database after
a system crash. The actions could also be learned procedures performed regularly to
protect data or information and information systems resources, for example, making a

backup or changing a password.

These actions may not necessarily be part of the job specification of the user, and the
user may have to learn and perform these actions. These actions must conform to the
ISPs of the organisation. These actions result in:

e prevention of security breaches,

e business continuity, recovery and availability,

e protection of confidentiality of information (non-disclosure),

e protection of hardware, software, integrity and quality of information and

e maintenance of trust and reputation of both the employee and the organisation.

In the current study, information security compliant behaviour refers to the action of the
employee in the context of a formal organisation and excludes the home user.
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2.5 Conclusion

This chapter discussed behaviour in general and the meaning of secure behaviour
concerning information security before proposing a definition of information security
compliant behaviour. The objective of the chapter was to propose a definition of

information security compliant behaviour for this study and this was achieved.

Chapter 3 comprises a literature review of information security compliant behaviour. The
theoretical perspective of this study is also described. The results of the chapter include
identification of the research gap for this study as well as identification of the conceptual

model and questionnaire themes.
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3 MOTIVATING INFORMATION SECURITY
COMPLIANT BEHAVIOUR

3.1 Introduction

This chapter reviews the current body of literature regarding information security
compliant behaviour. The outcome of this chapter is an information security compliant
behaviour (ISCB) conceptual model from the perspective of the SDT. It is envisaged that
the model will contribute to an improvement in our understanding of the significance of

intrinsic motivation concerning information security behaviour.

This chapter will address objectives 1, 2 and 4 of the research, which are:

e To investigate what factors influence information security compliant behaviour of
employees.

e To explore the existing research with a view to establish theories that have been used
for studying information security behaviour.

e To develop an information security compliant behaviour conceptual model that is
based on the SDT.

The chapter discusses intrinsic factors influencing information security compliant
behaviour in section 3.3. A scoping review to explore the theories applied in studying
information security complaint behaviour is outlined in section 3.4, information security
controls in section 3.5, the theoretical perspective of this study and the conceptual model
which is derived from the self-determination theory (SDT) in section 3.6. Before
concluding the chapter in section 3.8, the chapter summarises the questionnaire focus
areas in section 3.7. The next section is meant to provide a brief background on the
human element, an important subject of this study. Thereafter, the discussion focuses on
some of the intrinsic factors influencing the behaviour of the employees to comply with
ISPs in the organisation.

3.2 The human element

It is said that technological solutions do not provide sufficient protection against
information security threats (Bhaharin et al., 2019; Faizi & Rahman, 2020; Mani, Mubarak,

Heravi & Choo, 2015; Safa et al., 2015) because they guard against technical attacks
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(Flores & Ekstedt, 2012). The information security behaviour of employees is also
important in reducing information security threats (Alohali, Clarke, Furnell & Albakri, 2017,
Faizi & Rahman, 2020). The importance of both technology and the human element
cannot, therefore, be overemphasised since both are important in ensuring that
information security threats are reduced and information assets are protected (Bhaharin
et al., 2019).

While employees can aid in reducing information security threats, it should be noted that
they may also cause security breaches. The information security behaviour of employees
has continued to impact both information security research and practice (Pahnila,
Karjalainen & Mikko, 2013). Hence, it is important to find ways of reducing security
breaches that result from employee behaviour. To that end, organisations usually put in
place ISPs to reduce information security risks (Sommestad et al., 2017). It has been
argued that compliance with ISPs, by employees, minimises security incidents (Humaidi
& Balakrishnan, 2017; Nasir, Rashid & Hamid, 2017). Therefore, a need exists to
understand what motivates compliance with ISPs (Bhaharin et al., 2019; Curry et al.,
2018; Huang, Parolia & Cheng, 2016) since the human element is also responsible for

security breaches (Ofori et al., 2020).

It is the argument of this study that the behaviour of employees is important in protecting
information and should thus be managed to prevent information security threats.
Therefore, the next section discusses the effect of intrinsic motivation on compliance with
ISPs in organisations. The section will attempt to demonstrate the need for intrinsic
motivation on ISP compliance among employees as well as the significance of intrinsic

motivation in studying employee compliance with ISPs.

3.3 Effect of intrinsic motivation on compliance

Motivation is often described as either intrinsic or extrinsic. Behaviour resulting from
intrinsic motivation is performed for the gratification of performing the task (Vallerand,
2012; Wang, 2015) as well as challenge and interest associated with the task (Zohar et
al., 2015). On the other hand, extrinsic motivation is associated with behaviour that is
influenced by the desire to get a reward or the fear of punishment (Hayenga & Corpus,
2010; Vallerand, 2012; Wang, 2015). According to Padayachee (2012), ISP compliance

is a function of both intrinsic and extrinsic factors. In the information security context, it
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has been argued that deterrence mechanisms (a form of extrinsic motivation) are not
enough to motivate the lasting commitment of employees to ISP compliance (Kranz &
Haeussinger, 2014). A need, therefore, exists for an approach that focuses on the role of
intrinsic motivational factors (Padayachee, 2012; Son, 2011), since few studies have
been undertaken on this subject (Alzahrani et al., 2018; Sikolia & Biros, 2016).

This section discusses perceived effectiveness; legitimacy and perceived value
congruency; and perceived fairness. It is aimed at demonstrating that intrinsic motivation

is important in motivating compliance with ISPs.

3.3.1 Perceived effectiveness

Herath & Rao (2009) examined how extrinsic and intrinsic motivation promotes ISP
compliance. On one hand, the study findings show that perceived effectiveness (an
intrinsic motivation factor) positively affected ISP compliance of employees. On the other
hand, extrinsic motivational factors (severity of the penalty, the certainty of detection, peer
behaviour, and normative beliefs) were found to partially affect compliance intentions.
The findings by Herath & Rao (2009) suggest that both intrinsic and extrinsic factors have
an effect on the information security behaviour of employees. However, it can be argued
that the intrinsic factors were found to be much more impactful since the extrinsic

motivational factors only had a partial effect on compliance intention.

It is therefore concluded that, when employees perceive that their information security
actions could successfully help deter security breaches, they will comply with the ISPs
(Herath & Rao, 2009a).

3.3.2 Perceived legitimacy and perceived value congruence

Son (2011) studied the effect of perceived certainty and severity of sanctions as extrinsic
factors as well as perceived legitimacy and perceived value congruence of information
security policy compliance as intrinsic factors. The study showed that intrinsic motivation
factors (perceived legitimacy and perceived value congruence of the ISP) promoted ISP
compliance whereas the extrinsic factors did not. The results by Son (2011) suggest that
the role of the intrinsic factors surpassed the role of the extrinsic motivation factors. Thus,
Son (2011) suggested that intrinsic factors could improve our understanding and provide
alternative solutions for ISP compliance; in addition to those provided by the extrinsic
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motivation factors. Perceived legitimacy of the ISP is defined as the extent employees
regard the ISP as applicable, necessary and impartial. It is also argued that if the
significance of the ISP is effectively communicated, employees will accept it as legitimate
(Alzahrani et al., 2018; Son, 2011).

Perceived value congruence is the perception of employees regarding how much they
share the same values with their organisations. People generally tend to interact with
those with whom they share similar beliefs as this tends to verify and reinforce their own
beliefs (Son, 2011). The employee will likely follow the ISP if the organisation’s values

align with their beliefs or personal norms.

The study by Son (2011) shows that the effect of the intrinsic factors was more significant
than that of the extrinsic factors with regards to influencing ISP compliance intentions of

employees.

3.3.3 Perceived fairness

Bulgurcu et al. (2011) assert that employees are intrinsically motivated towards ISP
compliance if they perceive that the ISP is fair. ISP fairness refers to an employee’s
perception that the requirements contained in the ISPs are reasonable. In the study by
Bulgurcu et al. (2011), ISP fairness was studied as a moderator to Perceived
Organisational Cost of Non-Compliance (CNC) and Perceived Organisational Cost of
Compliance (CC) and was found to impact perceived organisational cost of
non-compliance. The research by Bulgurcu et al. (2011) also suggested that intrinsic
motivation is important. Therefore, if employees perceive the ISP to be fair they will

comply with its requirements.

The preceding discussion highlights that employees are affected by intrinsic and extrinsic
factors to comply with ISPs and that intrinsic motivation impacts the ISP compliance
intention of employees. Padayachee (2012) states that intrinsic motivation leads to
stronger internalisation of behaviour that is compliant with ISPs than extrinsic motivation.
However, given the importance of intrinsic motivation factors, there are few studies that
have investigated information security behaviour of employees from the perspective of

intrinsic motivation (Sikolia & Biros, 2016). This section has identified intrinsic motivation
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as being important; therefore, this study will proceed from the intrinsic motivation

perspective.

The next section will discuss what has been done in the field and this was accomplished

through a scoping review.

3.4 Scoping review

The previous section presented the significance of intrinsic motivation in the study of
factors that motivate compliance with ISPs. This section, therefore, seeks to identify a
theoretical perspective that can be used to study employee ISP compliance from an

intrinsic perspective.

A scoping review was carried out and was guided by the Arksey and O'Malley
methodology (Arksey & O’Malley, 2005; K, Heather & Danielle, 2010). A scoping review
is an initial assessment of the literature to determine the main ideas and concepts
available in a research area. It can be used to point out research gaps in a specific
research area (Arksey & O’Malley, 2005). In this study, the scoping review was applied
to identify the research gap and to provide a summary of theories used in information
security compliance studies.

The scoping review of this research study aims to address the following:
e To gain a broad overview of studies on information security compliant behaviour
for the period 2009 to 2020 as well as theories used and

e To establish the research gap for the current study.

The review process follows the Preferred Reporting Items for Systematic reviews and
Meta-Analyses (PRISMA) method and the information is presented using the PRISMA
flow diagram (Moher, Liberati, Tetzlaff & Altman, 2009). PRISMA comprises items used
in presenting results of systematic reviews and meta-analyses and it can also be used for
reporting scoping reviews (PRISMA, 2015). In this research study, PRISMA is used to

illustrate the steps that were followed in carrying out the scoping review.
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3.4.1 Search strategy

With academic databases containing hundreds of millions of entries that are available for
search, a literature search often unearths a large number of studies with only a few
studies being actually relevant to the research question and the majority is irrelevant.
Devising a search strategy is therefore important because it avoids wasting valuable
resources and time and it eliminates biases. To this end, careful selection of terms,
inclusion and exclusion criteria and bibliographic databases is important to ensure that

accurate, high quality and relevant data is collected for a comprehensive literature review.

3.4.1.1 Keywords

Conducting a literature review involves the use of web-based search engines or using
various electronic research databases to search for data and identify materials that best
describe the research topic of interest. A good set of keywords is important and will ensure
that the search is as comprehensive as possible and assist the researcher to retrieve
relevant information and minimises the number of irrelevant returns. For this reason, the
following key words were used to search for relevant publications relating to this research:
information security behaviour; information security policy compliance; and information

security compliance behaviour.

3.4.1.2 Inclusion and exclusion criteria

The criteria for inclusion and exclusion are the conditions that were used to determine the

papers to include or exclude from the scoping review. These conditions were set before

the scoping review was conducted to ensure that all articles were treated without bias.

Publications were selected for inclusion to this research study on the basis that they:

e Were published between 2009 and 2020,

e Deal primarily with the topics of compliant information security behaviour or
compliance to ISPs and

¢ In instances where several papers have referenced the same study, only the most

recent paper was considered for this research study.

Publications were excluded on the basis that they:
e Were not written in English,
e The full text was unavailable,

e Were non-academic white papers,

52



o Were letters, editorials and position papers,
e Were papers related to health and safety in an engineering context,
e Were of health-related contexts such as hospitals governed by other legislation and

e Were papers related to health and compliance with medication.

3.4.1.3 Databases

The following databases were searched with the intention to retrieve the relevant articles
that meet the search criteria: Web of Science, Scopus, Scholar Google, ACM Digital
Library, IEEE as well as the conference papers of the International Symposium on Human
Aspects of Information Security & Assurance (HAISA) which focuses specifically on

information security aspects related to people.

3.4.1.4 Data collection and analysis

The initial literature search yielded 330 potentially relevant publications (171 from the
academic databases and 159 from Scholar Google and HAISA). After removing
duplicates, the number of publications was reduced to 192. After going through the
abstracts, the number of publications was reduced to 48; this number was reduced further
to 22 following a full-text scan. The information is shown in Figure 3-1 as a PRISMA flow
diagram showing the statistics of the literature search, screening and selection up to the

analysis of the selected studies.
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Figure 3-1: PRISMA flow diagram
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Table 3-1 summarises the final 22 papers. The table is organized as follows:

¢ YEAR in which the paper was published,

e AUTHOR(S) of the publication,

e FACTORS - variables or construct that the study evaluates,

e THEORIES that informed the study,

e CONTRIBUTIONS that the study makes or results of the study,

e OUTPUT/ARTIFACT - the additional product of the study and

e GAPS - areas that the respective studies have not addressed or have suggested

for future research.

Creswell (2012) refers to a research gap as an area or topic that has not yet been
researched or discussed in the current literature. In this study, this research gap
emanates from various calls by researchers to: (i) conduct further research by expanding
the scope of currently existing research; and/or (ii) conduct new research in areas that
have not been covered by currently existing research. To this end, it is on the basis of the
information presented in Table 3-1 that the research gaps that need to be addressed by

this study were identified.

55



Table 3-1: Publications included in the scoping review

theory

communication practices, the
content of awareness efforts,
management influences, peer
influences, deterrence efforts,
rewards, employee
participation, user's
knowledge, self-efficacy,
attitudes, beliefs,
psychological ownership,
organisational commitment,

information security behaviour

out 18 themes applicable to both
security practitioners and
researchers when implementing
information security programs.

No. | Year Author Theories Factors Contributions Output/Artefact Gaps/Future research
1 2009 Herath & Rao PAP “Severity of penalty, certainty The study reports that: intrinsic and Developed a model which is built | Research to evaluate positive extrinsic
GDT of detection, normative beliefs | extrinsic factors influence using constructs from the factors such as rewards and negative
and peer behaviour”. information security behaviour; deterrence theory and the intrinsic factors such as perception of loss.

How an employee perceives their principal-agent theory to assess

co-workers’ compliance with the factors that influence information

ISPs influences the employee’s ISPs | security behaviours.

intentions.

The certainty of detection was also

reported to influence compliance

intention.

2 2009 Rhee et al. SCT “Self-efficacy, The study found that users with high | Model using the social cognitive . Explore other variables that influence
self-efficacy in information SEIS positively influence information | theory to understand users’ SEIS for example “vicarious learning”
security (SEIS)”. security behaviour. SEIS. and “social persuasion”

. Investigate how computer self-efficacy
(CSE) i.e. self-efficacy regarding the
general use of computers could lead to
SEIS i.e. self-efficacy relating to
information security skills.

e Investigation of whether there is a
correlation between CSE and SEIS.

3 2010 Bulgurcu et al. TPB “Intrinsic benefit, safety, The study found that attitude, A model integrating the TPB and | e Identification of factors that foster

RCT rewards, work impediment, normative beliefs, and self-efficacy the RCT to study the information security awareness (ISA)
intrinsic cost, vulnerability, and | influence ISP compliance intentions antecedents of ISP compliance. e Investigation of the types of ISA that
sanctions”. of employees. exist at different levels of the

The study also reports that organisation as it is assumed that
information security awareness different aspects of ISA may be
affects employees’ information required at different levels of the
security behaviour. organisation.

e Identify other intrinsic factors
influencing compliance, besides
intrinsic cost and intrinsic benefit
identified in this study.

4 2011 Abraham No particular | “Security policies, Summary of factors affecting A literature review which brings e A need exists for research that will

analyse specific behaviours to
particular ISPs.

. A need exists for research that
examines the changing aspects of
security behaviour within groups in
organisations since most studies focus
on individual user security behaviour.
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employee cognitive beliefs”.

the information security functions of
the organisation influences the
attitudes of employees towards ISP
compliance and the employees’
perceived behavioural control over
ISP compliance.

The study also found that
organisational culture influences
employee attitudes towards ISP
compliance.

culture, and TPB to study how
management, organisational
culture, and employee cognitive
beliefs affect ISP compliance.

No. | Year Author Theories Factors Contributions Output/Artefact Gaps/Future research
trust, procedural justice, ease
of use and effectiveness of
security technology”.

5 2011 Son GDT “Perceived deterrent certainty, | The study states that intrinsic A model that integrated the A need exists to investigate more intrinsic
perceived deterrent severity, motivation variables made a general deterrence theory and motivation variables and how they influence
perceived legitimacy, and significant contribution by explaining | the variables rooted in intrinsic compliance behaviour.
perceived value congruence”. better employees’ compliance than motivation to explain employees’

the extrinsic motivation variables. compliance behaviour.
6 2011 Bulgurcu, TPB “ISP fairness, organisational The study found that beliefs about A model built using the TPB and | Investigation of the environments in which
Cavusoglu & SBT commitment and organisation- | the effects of compliance or violation | the SCT to study the effects of employees consider the ISPs to be fair.
Benbasat based beliefs about the of ISP influence attitude towards ISP | beliefs by employees on the
consequences of compliance compliance. results of ISP compliance or
and non-compliance”. violation.
7 2011 Aurigemma TPB “Habit, self-efficacy, perceived | A model that brings together A theoretical framework to help e  Aneed exists to investigate the gap
GDT controllability, sanction common core constructs from in understanding behavioural between behavioural intention and the
PMT severity, probability of several studies, building on the compliance with ISPs. actual behaviour.
sanction, perceived strengths of these studies. e Investigation of the cost-benefit
vulnerability, threat severity, analysis of the attitude to ISP
response efficacy, compliance.
consequence assessment,
belief outcomes, perceived
benefit and perceived cost of
compliance”.

8 2012 Padayachee SDT “Apathy, resistance, The paper produced a “Taxonomy of | The “Classification of Security e A need exists to examine factors that
disobedience, low self-control, | compliant information security Compliant Behaviour based on promote intrinsic motivation, compared
opportunistic, incompetence, behaviour”, which was designed to the Self-Determination Theory” to those that weaken it.
past deviant behaviour, help in understanding how model e Application of the model from this study
external regulation, motivation (intrinsic and extrinsic) , into a tool that can be used for the
introjection, identification, influences information security detection of insider threats by
integration, competence, behaviour from the perspective of assessing employee motivations.
etiquette, commitment, SDT. e Investigate more intrinsic motivation
obedience, ethical and self- factors that influence security compliant
disapproval”. behaviour.

9 2012 Hu TPB “Top management, The study found that the A model that integrates top . An investigation of how the different

oT organisational culture, and participation of top management in management, organisational methods and modes of communication

that top management use to shape the
beliefs of employees and the culture of
the organisation, can influence
compliance towards ISPs.
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No. | Year Author Theories Factors Contributions Output/Artefact Gaps/Future research
10 2012 Ifinedo PMT “Perceived vulnerability, The study reports that “self-efficacy, A model integrating the TPB and | Investigate compliance to ISP by
TPB perceived severity, response response efficacy, attitude, the PMT to understand contractors.
efficacy, response cost, self- perceived vulnerability and employee ISP compliance.
efficacy, attitude toward subjective norms” influence
compliance with ISPs, and compliance with ISPs.
subjective norms”.
11 2013 Ifinedo TPB Attachment, commitment, The study found that socio- A model that utilises the TPB, Investigation of the effects of organisational
SBT involvement, and personal organisational factors influenced SBT and SCT to explain ISP citizenship behaviours on ISP compliance.
SCT norm. employees’ attitudes towards compliance.
compliance with ISPs.
Social influence and employees’
competence perceptions
concerning information security
positively influence compliance with
ISPs.
12 2013 Wall, Palvia, SDT “Self-efficacy, response The study reports that self- Conceptual model developed by | e Investigate intrinsic motivation factors,
Lowry & Psychologic | efficacy, self-determination determination fosters how integrating SDT and since they could have greater effect on
Benjamin al reactance | and reactance to compliance”. | employees perceive self-efficacy psychological reactance theory information security behaviour than
theory and response efficacy and that which was tested in an online extrinsic factors.
psychological reactance decreases survey. . Development of an ISP compliance
how employees perceive their measurement instrument from the
response efficacy. perspective self-determination theory.
It was also reported that response
efficacy predicts security behaviour.
13 2014 Kranz & TPB Internal perceived locus of The study results show that A model integrating TPB and . Investigate the role of employees’
Haeussinger SDT-OIT control (PLOC), external alignment of employees’ personal OIT, a sub-theory of SDT which endogenous motivations and beliefs on
PLOC, self-efficacy, attitude values with the organisation’s was used to test employees’ information systems security behaviour
and normative beliefs. information security goals influences | motivations to comply with e  Employ longitudinal research designs
the employees’ intention to comply organisational ISPs to investigate the same constructs as in
ISPs. this study, in order to consider the
The study also found that deterrence changing user perceptions over time.
methods did not have any influence
on ISP compliance intention.
14 2015 Humaidi & Leadership “Management support, Results of the study show that Research model that integrated Investigate factors that mediate the
Balakrishnan style theory information security support from management has leadership style theory and HBM | relationship between leadership styles and
and & HBM awareness, security barrier, influence on security awareness, to study employee compliance user’s information security compliance
information system skills and competence (self-efficacy) and ISP with ISPs. behaviour.
trust, and self-efficacy”. compliance. However, perceived
susceptibility and perceived security
barrier did not influence ISP
compliance for low experience user
groups.
15 2015 Safa, Sookhak, PMT “Information security The study found that “information Model integrating PMT and TPB | Investigate how knowledge sharing and
Von Solms, TPB awareness, information security awareness, information to study how to foster training techniques in information security
Furnell, Ghani & security organisation policy, security organisation policy, “information security-conscious can influence compliance with ISPs.
Herawan information security experience and involvement, attitude | care behaviour” in employees.

experience, Involvement,

towards information security,
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No. | Year Author Theories Factors Contributions Output/Artefact Gaps/Future research
threat appraisal, and subjective norms, threat appraisal,
information security self- and information security self-
efficacy”. efficacy” have a positive effect on
users' information security
behaviour.
However, the study found that the
perception of behavioural control
has no influence on information
security behaviour.
16 2016 Huang, Parolia Psychologic | Self-efficacy, psychological The study confirmed that self- Model-based on psychological Investigate the influence of organisation-

& Cheng al ownership | ownership, control right, self- efficacy positively influences ISP ownership to verify the impact of | based and information-based psychological
investment, knowledge, compliance and also found that psychological ownership & self- ownership on information security behaviour.
training, background, and psychological ownership does not efficacy of individuals
experience. influence ISP compliance concerning information security

compliance behaviour.
17 2017 Humaidi & TPB Self-efficacy, perceived trust Management support was found to A model integrating the TPB and | Investigation of factors that mediate the

Balakrishnan Trust factor and management support. influence health professionals’ trust in | the trust factor to study the relationship between leadership styles and

ISP. influence of management employee’s information security behaviour.
Perceived trust was also found to support on employee
influence health professionals’ compliance with ISPs among
attitudes towards ISPs. health professionals.
18 2018 Gubhr, Lebek & Full-range “Employees' security The study found that transactional Model that can be used to study | ¢  Impact of adding moral reasoning to the
Breitner leadership compliance intention, leadership does not influence the effect of full-range leadership current model for this study.
theory employees' security employees' compliance intention on employees' information . Investigate how leadership
participation intention, with ISPs. security behaviour. (management) impacts various
transactional leadership, The study also found that information security behaviours.
transformational leadership passive/avoidant leadership does
and passive/avoidant not influence compliance with ISPs.
leadership”.
19 2018 Alzahrani, SDT “Perceived competence, The study outlines the role of A model integrating SDT with e  Test the same research model using

Johnson & perceived relatedness, intrinsic motivation concerning the constructs “perceived legitimacy qualitative approaches.

Altamimi perceived autonomy, behaviour of employees towards ISP | and perceived value . Investigate the perception of legitimacy
perceived legitimacy and compliance. congruency” to study the role of and value congruence using qualitative
perceived value congruency”. intrinsic motivation. methods.

20 2019 Inho Hwanga, SLT “Security education, The study reports that security Model based on the SLT that Identification of more factors, if any that

Robin security policy, physical education, security policy, security explains variables that influence influence information security awareness.

Wakefield, security system, security visibility, management participation security awareness. Where

Sanghyun Kimc, visibility, management influences security awareness. information security awareness

and Taeha Kimd participation, information However, physical security systems influences intention to comply.
security awareness”. do not influence security awareness

in the study.
The study identifies the antecedents
of information security awareness
21 2020 Faizi & Rahman UMISPC Response efficacy, threat, The study assessed the influence of | The study evaluated a model e  The study used a single scenario. The

fear, intention to comply with
ISP

fear on intention and found no
significant relationship between fear

built using the UMISPC to study

same study model could be used with
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No. | Year Author Theories Factors Contributions Output/Artefact Gaps/Future research
and intention to comply. However, the effect of fear on intention to more scenarios to investigate the
the study found that there was a comply influence of fear on intention.
significant relationship between
threat and fear as well as between
response efficacy and threat
22 2020 Snyman & TPB Physical milieu, The study investigated the role of Model showing how the external The study investigated two factors only,
Kruger Social milieu “external contextual factors of contextual factors interact with more could be considered.

information security behaviour”.
These were conceptualised into the
TPB.

The study model shows that
extrinsic factors have an effect on
intrinsic factors.

the TPB.

The study applied behavioural context
analysis on external factors.

Behavioural context analysis could be
applied on the intrinsic factors as well.
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From Table 3-1, the theories that appear most frequently in the studies considered are:
e Theory of Planned Behaviour (TPB) - 10 times,
e Self-determination Theory (SDT) - 4 times,
e Protection Motivational Theory (PMT) - 3 times,
e General Deterrence Theory — 3 times,
e Social Bond Theory(SBT) - 2 times and
e Social control theory (SCT) - 2 times.

Each of the remaining theories appears only once in the studies considered for the
scoping review. A study by Lebek, J6rg, Neumann, Hohler & Breitner (2014) for identifying
theories that were used most frequently in information security behaviour studies
identified 54 theories, with the most frequently studied theories being: Protection
Motivation Theory (PMT), Theory of Planned Behaviour (TPB), General Deterrence
Theory (GDT) and Technology Acceptance Model (TAM). The results of Lebek et al.
(2014) were corroborated by Angraini, Alias & Okfalisa (2019) who found that TPB, GDT
& PMT are some of the most frequently studied theories in information systems security
behaviour for the period 2014 to 2018. A systematic review by Kuppusamy, Narayana &
Maarop (2020) established that the SDT was one of the less used theories in information
security behaviour studies and the Theory of Reasoned Action (TRA)/TPB and PMT was
dominant; the study covered the period 2014 to 2019.

Table 3.1 shows that the models used in most of the studies were dominated by the
extrinsic model where the motivation of employee to comply with ISP was largely affected
by external factors. However, only 3 studies referred to the deterrence theory directly
(Aurigemma & Panko, 2012; Herath & Rao, 2009a; Ofori et al., 2020; Son, 2011). The
rest of the studies referred mostly to the effect of external factors that motivate
employees. Examples of external motivation that were covered include: the effect of the
external perceived locus of causality of employees on ISP compliance (Kranz &
Haeussinger, 2014), organisation-based beliefs of employees on the consequences of
compliance or violation of the ISPs (Bulgurcu et al., 2011) and the influence of
management on compliance of employees to ISPs (Abraham, 2011; Hu, Dinev, Hart &
Cooke, 2012; Humaidi & Balakrishnan, 2017).
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The studies that addressed intrinsic motivational factors did so in addition to extrinsic
motivational factors. However, the study by Alzahrani et al.(2018) used a model based
solely on intrinsic motivation and the study by Rhee et al. (2009) only considered self-
efficacy. The rest of the studies covered the intrinsic motivation factors and extrinsic
factors (Herath & Rao, 2009; Son, 2011; Padayachee, 2012).

Therefore, this study takes the intrinsic motivational perspective and is based on the SDT,
which postulates that the fulfilment of the three basic psychological needs (i.e.
competence, relatedness, and autonomy) increases intrinsic motivation in individuals
(Ryan & Deci, 2000). The SDT has not received as much attention as the other theories.
While Padayachee (2012) used the SDT, the study did not test the theory empirically.
Wall et al. (2013) integrated the SDT with Psychological Reactance theory and their study
only considered competence and autonomy but excluded relatedness. Kranz &
Haeussinger (2014) integrated the Theory of Planned Behaviour and the Organismic
Integration Theory (a sub-theory of SDT), the authors did not consider the SDT the same
way it is viewed in this current study. Alzahrani et al. (2018) integrated the SDT with the
intrinsic motivation constructs of perceived value congruence and perceived legitimacy.
The SDT has been used, in other studies, in conjunction with other theories. Therefore,
this study seeks to study the SDT without integrating it with other theories or constructs

from other theories.

The theories listed in Table 3-1 were applied in the studies considered for this review.
Some studies considered a single theory and others a combination of and extensions of
the theories. The theories formed the basis of the models that were developed in these

studies.

The factors that were considered in Table 3-1 are the constructs or variables that were
drawn from the theories. These factors were studied in relation to attitude to compliance,
information security behaviour or compliance intention for the respective studies. Of all
the factors considered, self-efficacy was the most investigated because it appears in 9
studies. All 9 studies investigated self-efficacy from different theories. Self-efficacy is

similar to competence, which is being considered in this study.
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The contributions listed in Table 3-1 refer to the findings reported in the respective
studies. The studies reported the factors influencing the intention to conform with ISPs
(Alzahrani et al., 2018; Faizi & Rahman, 2020; Guhr, Lebek & Breitner, 2019; Huang et
al., 2016; Humaidi & Balakrishnan, 2015; Ifinedo, 2012; Kranz & Haeussinger, 2014) or
information security behaviour (Bulgurcu et al., 2010; Herath & Rao, 2009a; Safa et al.,
2015; Wall et al., 2013) or attitude concerning compliance (Bulgurcu et al., 2011; Hu et
al., 2012; Humaidi & Balakrishnan, 2017; Ifinedo, 2013).

Table 3-1 shows outputs or artefacts in the form of models that were developed in the
respective studies. The models, which were developed using the various theories, were
adapted to demonstrate the relationship between factors and information security
behaviour, intention to comply or attitude towards compliance. The factors were assessed
on the basis of the developed models by, for example, testing the relationships depicted

in the models.

The research gaps or future research in Table 3-1 relates to areas that authors of the
studies consider were not covered by their studies or suggestions for extending their
studies. This also includes research areas that were identified by the researcher as
possible research areas that could be extended.

When considered as a whole, the information presented in Table 3-1 (i.e., theories,
factors, contributions, output/artefact and gaps/future research) provide a summary and
understanding of the research in information security behaviour or compliance with ISPs.
Such an overview is important for this study because it allows the existing research gap
to be identified and addressed. Table 3-1 shows that a need exists to study how the
behaviour of employees could be motivated to conform to ISPs. This study contributes to
addressing this need by assessing information security compliant behaviour from the

perspective of the SDT.

In the following section the SDT, from which the conceptual model for this study will be
derived, is discussed. A brief description of the theory is provided.
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3.4.2 The self-determination theory (SDT)

The SDT explains the role of the basic psychological needs (the need for competence,
relatedness and autonomy) in the development of self-determined behaviour
(Legault, 2017). The SDT has been applied in other information security studies
(Alzahrani et al., 2018; Kranz & Haeussinger, 2014; Padayachee, 2012; Wall et al., 2013)
and states that the fulfilment of the basic psychological needs results in intrinsic
motivation (Ryan & Deci, 2000). SDT assumes that the realization of the basic
psychological needs is a requirement for the optimal psychological functioning of a human
being (Broeck et al., 2008). From the SDT perspective, intrinsic motivation is associated
with an increased sense of competence and self-determination. According to Ryan & Deci
(2000), a perception of competence and autonomy enhances intrinsic motivation. Intrinsic
motivation is claimed to be closely associated with self-determined behaviour (Deci &
Ryan, 2015). The theory also states that people’s relationships and their social
environments should support the need for competence, relatedness and autonomy
(Legault, 2017). Deci et al. (2017) state that the environment affects either positively or
negatively the employees’ need for competence, relatedness, and autonomy. According
to Broeck et al. (2008) employees are best motivated when their innate potential is

supported rather than when the work environment is over-controlling.

3.4.3 The need for competence

Competence, which is the belief that one is capable and can effectively carry out a task
(Legault, 2017; Ryan & Deci, 2000), is linked to the self-efficacy concept of Bandura
(1994). Self-efficacy is a person’s belief in successfully carrying out task (Bandura, 1994).
Bandura(1977) proposed that self-efficacy can determine how long one can persist when
given a difficult task. The self-efficacy theory suggests that a person with low self-efficacy
regarding a skill, will avoid such a task when that particular skill is required for the task
(Bandura, 1977). In the domain of information security,
self-efficacy refers to the perception that one has the information security skills to
safeguard information and information systems from threats (Rhee et al., 2009; Safa et
al., 2015), and by extension the ability to comply with ISPs (lfinedo, 2012; Pahnila,
Siponen & Mahmood, 2007; Safa et al., 2015). It is, therefore, assumed that individuals
with high competence in information security will comply with the ISPs (Herath & Rao,
2009b; Ifinedo, 2013; Son, 2011). Self-efficacy was found to positively impact employee
compliance with ISPs (Huang et al., 2016; Humaidi & Balakrishnan, 2017).
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3.4.4 The need for relatedness

The need for relatedness refers to the desire to be meaningfully attached to others in a
group (Legault, 2017). The need to belong and be connected with others is important for
internalisation (Ryan & Deci, 2000). Satisfying the need for relatedness leads to the
internalisation of the values and rules of the environment in which one is part of (Gagne
& Deci, 2005; Ryan & Deci, 2000). When work is organized so that it allows employees
to interdepend with colleagues, feel connected and respected by colleagues, they are
likely to internalise the rules and develop intrinsic motivation (Gagne & Deci, 2005). If
employees identify with the organisation they will feel attached to it and hence they will
comply with rules (Li, Zhang & Sarathy, 2010). Therefore fulfilling the need for relatedness
leads to attachment with the organisation and this has a positive impact on compliance
with ISPs (Cheng et al., 2013; Ifinedo, 2012).

3.4.5 The need for autonomy

Autonomy is the perception that a person’s behaviour is out of their own will, resulting in
self-determined behaviour (Legault, 2017; Ryan & Deci, 2000). Autonomy is also
described as the experience of internally perceived locus of causality, where an individual
perceives that they determine their behaviour (Reeve, 2006). Therefore, when an
employee is given a task, they act out of their own desire if the need for autonomy is
satisfied (Broeck et al., 2008). It is stated that fulfilling the need for autonomy also
increases the employees’ effectiveness and their connection to the organisation (Deci et
al.,, 2017). Employees whose behaviour is self-determined have a higher probability of

complying with ISPs (Kranz & Haeussinger, 2014).

The next section discusses the information security controls that are put in place to protect
information and information systems resources. This study assumes that when
employees are intrinsically motivated, they will comply with ISPs. The information security

controls will be used together with the SDT theory to develop the conceptual model.

3.5 Information security controls

Various standards define information security controls that must be put in place to protect
information and information system resources in an organisation. This section will discuss

the Centre for Internet Security Critical Security Controls Version 7 (CIS CSC) (Security
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Centre for Internet, 2017), the NIST: Security and Privacy Controls for Information
Systems and Organizations (SP800-53r5) (NIST, 2017) and the HAIS-Q questionnaire
(Butavicius et al., 2020; Parsons et al., 2017), which were used to identify the key
information security controls that end-users should be aware of. The two standards were
selected because CIS CSC is meant for private organisations and the NIST standards
are for the public sector, which suggests that the outcome should represent both the
public and private sectors thus ensuring that the information security controls identified
for this study map to key standards. HAIS-Q was selected because it is focused on areas
of an ISP that are most prone to non-compliance (Parsons et al., 2014) and it has been

validated on different samples of users (Butavicius et al., 2020; Parsons et al., 2017).

End-users must demonstrate compliance with the ISPs including information security
controls that must be implemented to safeguard information and information system
assets. Security controls focus on the necessary actions to safeguard information and the
privacy of individuals (NIST, 2017). These are activities, processes or technologies that
are implemented to decrease the risk of security breaches, that is, to prevent, mitigate
and detect attacks (Pfleeger & Pfleeger, 2015). NIST defines families of controls with
each family comprising a set of controls that address some security goals. These security
and privacy controls must effectively and adequately decrease information security risks
while complying with applicable laws and regulations (NIST, 2011). Therefore, users must
demonstrate behaviour that is compliant with ISPs - behaviour that safeguards
information and information systems. By so doing, users comply with the ISPs. A short
description of CIS CSC, the NIST 800-53 R5 standard, a mapping of the two standards

and HAIS-Q guestionnaire is provided below.

e NIST: Security and Privacy Controls for Information Systems and
Organizations (SP 800-53 R5)

NIST: Security and Privacy Controls for Information Systems and Organizations (SP 800-
53 R5) defines a set of controls for federal information systems and organisations and is
intended to help organisations fulfil the security and privacy requirements of FISMA, the
United States Privacy Act of 1974. The controls can be applied in organisations or
information systems involved in processing, storage, or disseminating of information
(NIST, 2017).
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e Centre for Internet Security Critical Security Controls Version 7 (CIS CSC)

Centre for Internet Security Critical Controls for effective cyber defence consists of 20 key
actions, which are referred to as the Critical Security Controls (CSC). They are actionable
recommendations that organisations implement to block or mitigate known attacks

(Security Centre for Internet, 2017).
e Mapping of NIST 800-53 R5to CISCSC 7

Table 3-2 shows the mapping of the CIS controls to the NIST SP800-53 R5 controls. The
table shows the control name in the first column with ticks in the second and the third
columns to indicate the framework from which the control is derived. Ticks in both
columns indicate a control exists in both standards. A single tick indicates that the control
is found in one of the two frameworks. While Table 3-2 gives a list of the information
security controls that organisations should implement, it is important to note that some
controls apply to IT staff and others to end-users. Since the focus of this study is the
information security behaviour of the end-user, therefore controls focussing on the end-

user only will be included in the scope.

Table 3-2: Controls mapping of the CIS CSC 7 to the NIST SP800-53 R5 compiled from
(NIST, 2017; Security Centre for Internet, 2017)

CISCSC 7 | NIST 800-53
Control R5

Access Control

Awareness And Training

Audit And Accountability

Assessment, Authorization, And Monitoring
Configuration Management

Contingency Planning

Identification And Authentication

Individual Participation

Incident Response

Maintenance

Media Protection

Privacy Authorization

Physical And Environmental Protection
Planning

Program Management

Personnel Security

Risk Assessment \
System And Services Acquisition
System And Communications Protection \
System And Information Integrity \

2|2 | <] 2|l |2 |2 ] 2| <]

Pl P P = = = Pl Pl Pl Pl =l =l =l =l =l P P Pl =l =
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CIS CSC 7 | NIST 800-53
Control R5

Inventory and Control of Hardware Assets

Inventory and Control of Software Assets

Email and Web Browser Protections

Limitation and Control of Network Ports, Protocols, and
Services

Penetration Tests and Red Team Exercises

2| Pl P P

e Human Aspect of Information Security Questionnaire (HAIS-Q)

HAIS-Q is a questionnaire that was developed to study the relationships among the user’s
knowledge of ISP, attitude towards ISP and behaviour when using computers at work
(Butavicius et al., 2020; Parsons et al., 2017). The instrument consists of 7 information
security areas that are also referred to as focus areas. The focus areas are password
management, email use, internet use, social media use, mobile devices, information
handling and incident reporting (Parsons et al., 2017). Each of the focus areas is split into
sub-areas, with each sub-area having a separate item for each of knowledge, attitude,
and behaviour (KAB), which result in a total of 63 specific statements that make up the
HAIS-Q. HAIS-Q uses a five-point Likert scale, which is rated from Strongly Agree to
Strongly Disagree, for all the items in the questionnaire. The instrument uses the
knowledge, attitude and behaviour model since it is assumed that the improvement in
users’ knowledge of the ISP and their attitude towards the ISP, positively impacts their

information security behaviour (Parsons et al., 2017)

e Selected information security controls for this study

Table 3-3 shows the selected end-user information security controls for inclusion in this
study. The controls have been selected based on the HAIS-Q focus areas, with an
additional focus area of privacy. These controls are mapped to the CIS CSC and NIST
800-53 R5 standards to illustrate that they are correlated to the standards. The HAIS-Q
questionnaire focus areas are listed in the second column, and references supporting the
controls are also added. The controls are carried out by the end-users to protect the
organisation’s information as they carry out their work. These controls must be carried

out by non-IS/IT staff, that is, they do not require IT expertise to perform.

Table 3-3 is organised as follows: the first column shows the focus area; the second

column has the sub-areas as well as additional literature references for each sub-area.
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The last three columns show the HAIS-Q, CIS CSC and NIST 800-53R5 alignment of the

focus areas.

Table 3-3: Information security controls adapted from HAIS-Q and mapped to CIS CSC
and NIST 800-53R5 (NIST, 2017; Pattinson et al., 2015; Security Centre for Internet,
2017)

Control/ Focus | HAIS-Q concepts with additional literature references
area for the controls

HAIS-Q | CIS CSC | Security &

Privacy

Controls

Password
management

Using the same password (Blythe et al., 2015; Curry
et al., 2018; Shropshire, Warkentin & Sharma, 2015),
Sharing passwords (Bélanger et al., 2017; Blythe et
al., 2015; Cheng et al., 2013; Herath & Rao, 2009a),
Using a strong password (Alohali et al., 2017)

(800-53R5)
\/

Email use

Clicking on links within emails sent by known
senders (Blythe et al., 2015)

Clicking on links within emails sent by unknown
senders (Alohali et al., 2017; Blythe et al., 2015)
Opening attachments in emails sent by unknown
senders (Alohali et al., 2017; Blythe et al., 2015)

Internet use

Downloading files (Bélanger et al., 2017; Blythe et al.,
2015; Pattinson et al., 2015; Safa et al., 2015;
Shropshire et al., 2015).

Accessing dubious websites (Bauer et al., 2017;
Bélanger et al., 2017; Klein & Luciano, 2016;
Pattinson et al., 2015)

Entering information online (Alohali et al., 2017;
Oliitcii, Testik & Chouseinoglou, 2016)

Social media
use

Social media privacy settings (Bauer et al., 2017),
Considering consequences (Bauer et al., 2017)
Posting about work (Bauer et al., 2017)

Mobile devices

Physically securing mobile devices (Bauer et al.,
2017; Curry et al., 2018; Rhee et al., 2009)

Securing sensitive information via Wi-Fi (Bauer et al.,
2017)

Shoulder surfing (Bauer et al., 2017)

Information
handling

Disposing of sensitive print-outs (Workman, Bommer
& Straub, 2008),

Inserting removable media (Aurigemma & Mattson,
2017; Blythe et al., 2015),

Leaving sensitive material (Bauer et al., 2017)

Incident
reporting

Reporting suspicious behaviour (Pattinson et al.,
2015),

Reporting all incidents (Pattinson et al., 2015),
Ignoring poor security behaviour by colleagues
(Pattinson et al., 2015)

Privacy

Non-disclosure of sensitive information (Blythe et al.,
2015; Safa et al., 2015).

Processing client information in a lawful manner
(Swartz, Da Veiga & Matrtins, 2019).

Process client information only for the purpose it was
collected (NIST, 2017; Swartz et al., 2019).
Compliance with the organisation’s privacy policy
(Dennedy, Fox & Finneran, 2014).
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This section discussed the information security controls as defined in the framework CIS
CSC and NIST 800-53R5, and these were mapped to the focus areas from the HAIS-Q.
The resulting table is a list of controls that users should implement to exhibit information
security compliant behaviour. These information security controls will be used as some
of the building blocks for the conceptual Information Security Compliant Behaviour Model,
which will serve as the basis for the development of the questionnaire. The theoretical
model of this study is discussed in the next section.

3.6 Information Security Compliant Behaviour Model derived from the Self-
determination theory (ISCBMSPT)

The preceding section considered some of the information security controls that
employees should execute to protect the information in the organisation. These controls
map to standards and will also have to be specified in the ISPs. In short, the employee is
expected to comply with ISPs to protect the information and information resources in the

organisation.

This section outlines the development of the conceptual model for this study. The model
is built from the three concepts of the SDT, that is, the need for competence, the need for
relatedness and the need for autonomy. When these needs are satisfied the employee
should be intrinsically motivated to execute the information security controls. This study
will assess a person’s perceived competence, perceived relatedness and perceived

autonomy with respect to these information security controls.

A theoretical model in information security studies assists in the identification of factors
that promote compliance with ISPs or the reasons employees engage in specific
information security behaviours (Blythe et al., 2015). The conceptual Information Security

Compliant Behaviour Model has been developed based on the following:

e The SDT’s concept of intrinsic motivation that was used in previous studies; for
example, Classification of Security Compliant Behaviour by Padayachee (2012) that
was not tested empirically, Wall et al. (2013) focused solely on autonomy, Kranz et al.
(2014) used the meta-theory of the self-determination OIT in combination with GDT
and Alzahrani et al.(2018) combined the SDT with the constructs perceived value
congruence and perceived legitimacy.

e The SDT, which includes competence, relatedness and autonomy. This study will
apply the three concepts of the SDT and will not combine them with other theories.
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¢ Information security controls that must be implemented by end users as defined in the

HAIS-Q and mapped to standards and other literature.

Figure 3-2 shows the Information Security Compliant Behaviour Model that is based on
the self-determination theory (ISCBMSPT). The security aspects (controls) that end users
must implement are placed at the centre of the model. Perceived competence,
relatedness, and autonomy could be important in understanding the intrinsic motivation
of end users to implement the information security controls and are thus depicted on the
sides with arrows pointing towards the security aspects. The model illustrates that intrinsic
motivation of employees could, as suggested by the SDT theory, lead to information
security compliant behaviour (ISCB). This is indicated by cumulative contribution of the
three needs (i.e., perceived competence, perceived relatedness and perceived
autonomy) and the security aspects (i.e., controls), which are indicated by arrows that are
ultimately pointing towards and by extension influence the ISCB circle.

Perceived
relatedness

Perceived
autonomy

Perceived
competence

Security aspects
Employee intrinsically motovated
to implement
security controls & procedures
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Figure 3-2: Information Security Compliant Behaviour Model derived from the Self-
determination theory (ISCBMSPT)

The constructs that make up the ISCBMSPT are discussed in the next section.

3.6.1 Perceived competence

The employee perceives that they have the relevant skills to carry out the information
security actions, and they can adhere to the ISPs. The employees, also, perceive that
they are capable of learning and mastering new skills of protecting information and
information system assets. Therefore, the employees perceive that they can confidently
comply with the ISPs and in cases where they encounter new or unfamiliar security
aspects they are confident that they can learn and master them. Therefore, this study
posits that when the need for competence is fulfilled the employees will comply with the
ISPs.

3.6.2 Perceived relatedness

The employees feel they are part of the organisation and that they are valued. The
employees believe that they can share their knowledge and in return be assisted by co-
workers and superiors within the workplace. The employees believe that the support from
colleagues motivates them to comply with the ISPs because they can also learn from
fellow employees. The employees also perceive that they can successfully help other
employees comply with ISPs. Therefore, this study posits that when the need for
relatedness is fulfilled the employees will comply with ISPs.

3.6.3 Perceived autonomy

The employees believe it is their choice to follow the rules and the decision is based on
their willingness to do so. The employees believe that they can comply with the ISPs
because it is their choice to do so. They are motivated to do so, and for this study, it is
assumed their perceived autonomy leads to intrinsic motivation. Therefore, this study
postulates that when the need for autonomy is satisfied, the employees will comply with
the ISPs.

3.6.4 Information security controls
From this study’s perspective, information security controls refer to the security
requirements that employees must adhere to, as stipulated in the ISPs. The security
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aspects discussed in this study were derived from literature, the HAIS-Q focus areas and

the respective industry standards or frameworks.

The ISCBMSPT proposes that the fulfilment of perceived competence, perceived
relatedness, and perceived autonomy will lead to employees who are intrinsically

motivated and result in:

¢ Increased internalisation of the ISPs,
e Compliance because their internal values align with the ISPs,

e Employee information security behaviour that is self-determined, as well as intentional
compliance with ISPs and

e Employees who comply with the ISPs because of the innate satisfaction and

enjoyment of doing so.

Therefore, when the need for competence, relatedness, and autonomy are fulfilled the
employee conforms with the ISPs because the employee will be intrinsically motivated,

thus contributing to information security compliant behaviour.

3.7 Summary of questionnaire themes

The questionnaire is based on the focus areas of the HAIS-Q (Butavicius et al., 2020;
Parsons et al., 2017) and an additional focus area, privacy. The privacy dimension has
been included since Parsons et al. (2017) suggest that there is a need to explore the
relationship between privacy and information security awareness. Privacy was also
included based on the mapping in Table 3-3; NIST includes privacy and it was, therefore,
considered important to include it in the questionnaire. In this study, information privacy
refers to how the organisation administers the collection, storage, processing and

dissemination of personal information (Kokolakis, 2017).

The focus areas were adapted to the three concepts of the SDT, resulting in each section
of the questionnaire focusing on each of competence relatedness and autonomy. By
combining the HAIS-Q and the SDT, this study fills a research gap, which, as pointed out
by Wall et al.(2013), suggests the existence of a possible need to develop an instrument
to study information security that is based on the SDT. The questionnaire focus areas are

discussed below.
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3.7.1 Passwords management

Passwords enable users to access information systems. Only a person with a username
and password for a given system will have access to that system. Passwords enable only
authorised users to access a resource. Users are expected to keep their password(s)

secure. The following sub-areas are considered under password management.

e Users must change the password and not use the default password (Blythe et al.,
2015; Shropshire et al., 2015).

e The user must choose strong passwords (Bélanger et al., 2017; Blythe et al., 2015;
Calic, Pattinson, Parsons, Butavicius & McCormac, 2016; Cheng et al., 2013; Herath
& Rao, 2009a).

e Users must not share passwords with co-workers (Blythe et al., 2015; Cheng et al.,
2013; Herath & Rao, 2009a).

3.7.2 Email use

Employees must understand their information security roles and responsibilities, even

when they browse the internet and open their emails. Users should not open or download

suspicious email attachments. The focus area includes the following sub-areas:

e Users must not download unsafe attachments (Bélanger et al., 2017; Blythe et al.,
2015; Pattinson et al., 2015; Safa et al., 2015; Shropshire et al., 2015).

e Users must avoid clicking on links in emails whose sender they do not know (Alohali
et al., 2017, Blythe et al., 2015).

e User must able to recognize when it is risky to open attachments in emails from
unknown senders (Alohali et al., 2017; Bélanger et al., 2017; Blythe et al., 2015).

3.7.3 Internet use

Employees must understand their information security roles and responsibilities, even

when they browse the internet. This focus area includes the following sub-areas:

e Users must be able to identify when it is risky to download files (Bélanger et al., 2017;
Blythe et al., 2015; Pattinson et al., 2015; Safa et al., 2015; Shropshire et al., 2015).

e Users must avoid accessing dubious websites (Bauer et al., 2017; Bélanger et al.,
2017; Klein & Luciano, 2016; Pattinson et al., 2015).
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e Users should be able to determine the safety of the website before entering
information online (Alohali et al., 2017; OMitcl et al., 2016).

3.7.4 Social media use

This pertains to the responsible conduct of employees when on social media. The

following sub-areas are considered:

e Employees should be able to review and adjust their social media privacy settings to
protect their privacy (Bauer et al., 2017)

e Considering the consequences (Bauer et al., 2017). Employees have to understand
the consequences of posting information online before doing so.

¢ Employees should act responsibly with regard to posting about work on social media
(Bauer et al., 2017).

3.7.5 Mobile devices use
This involves the responsible use of mobile devices which store work information, when
working in public areas. Employees should ensure the safety of these devices and the
information stored on these devices as well as the safety of the information transmitted
using these devices. Areas covered are:
e Employees must not leave their mobile devices unsecured or unattended when in
public places (Bauer et al., 2017; Curry et al., 2018; Rhee et al., 2009).
e Employees must determine when it is safe to send confidential work information
on public Wi-Fi (Bauer et al., 2017).
e Users should be able to shield their mobile devices from strangers when entering
sensitive information on the device to guard against shoulder surfing (Bauer et al.,
2017).

3.7.6 Information handling

This refers to how the employees handle confidential information on print or removable

media; for example, printouts and USB drives. The following sub-areas are considered

under this focus area:

e Users should be able to securely dispose of sensitive print-outs (Workman et al.,
2008).

e Users should be able to avoid inserting removable media (Aurigemma & Mattson,
2017; Blythe et al., 2015).
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e Users should be able to identify when it is risky to leave sensitive material when

leaving their desk (Bauer et al., 2017).

3.7.7 Incident reporting

This focus area refers to how employees react when security incidents happen in the
workplace. This includes the following themes:

e Users should report suspicious behaviour (Pattinson et al., 2015),

e Users should report all incidents (Pattinson et al., 2015),

e Users should not ignore poor security behaviour by colleagues (Pattinson et al., 2015).

3.7.8 Privacy

In this context, this applies to information that is restricted, for example, contract-sensitive

information, proprietary information, classified information, privileged medical information

and personally identifiable information. How personal data is gathered, stored, processed

and disseminated are very important privacy issues (Kokolakis, 2017; S. Lee, Park & Suk,

2019). Users should be able to keep the confidentiality of such information, and this

includes the following themes:

e Processing limitation - this involves processing client information within the
boundaries of the law (Swartz et al., 2019).

e Purpose specification - process client information only for the purpose it was collected
(NIST, 2017; Swartz et al., 2019).

e Policy specification - this involves adherence to the organisation’s privacy policy
(Dennedy et al., 2014).

Table 3-4 outlines the proposed statements that will form the basis for the construction of
the questionnaire on information security compliant behaviour. The table also includes
the questions from HAIS-Q all the questions under the headings knowledge, attitude and
behaviour are the original HAIS-Q items and those for this study are under the headings

competence, relatedness, and autonomy.
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Table 3-4: Proposed questionnaire items adapted from (Pattinson et al., 2015; Parsons et al., 2017)

Original HAIS-Q ITEMS

Proposed questionnaire item for this study

Focus area

Knowledge

Attitude

Behaviour

Competence

Relatedness

Autonomy

Password management

Using the same password (Blythe et
al., 2015; Curry et al., 2018;
Shropshire et al., 2015)

“It's acceptable to use
my social media
passwords on my
work accounts”.

“It's safe to use the
same password for
social media and
work accounts”.

“I use a different
password for my
social media and
work accounts”.

| am capable of using
different passwords for
social media and work
accounts.

| am influenced by my work
colleagues to use different
passwords for social media
and work accounts because
| get along with them.

| choose to use different
passwords for social
media and work accounts
because the actions are
congruent with who | am.

Sharing passwords (Bélanger et al.,
2017; Blythe et al., 2015; Cheng et
al., 2013; Herath & Rao, 2009a)

“I am allowed to share
my work passwords
with colleagues”.

“It's a bad idea to
share my work
passwords, even if a

colleague asks for it”.

“I share my
passwords with
colleagues”.

| feel able to meet the
challenge of never sharing
my work passwords with
colleagues.

| am influenced by my work
colleagues to never sharing
my work passwords with
colleagues.

| never share my work
passwords with my

colleagues because | have

to follow instructions

Using a strong password (Alohali et
al., 2017)

“A mixture of letters,
numbers, and
symbols is necessary
for work passwords”.

“It's safe to have a
working password
with just letters”.

“l use a combination
of letters, numbers,
and symbols in my
work passwords”.

| am confident in my ability
to mix letters number and
symbols in work
passwords.

| am encouraged by work
colleagues to use a mixture
of letters number and
symbols in work passwords.

| choose to mix letters
number and symbols in
work passwords.

Email use

Clicking on links in emails from
known senders (Blythe et al., 2015)

“l am allowed to click
on links in emails
from people | know”.

“It's always safe to
click on links in emails
from people | know”.

“I don’t always click
on links in emails just
because they come
from someone |
know”.

| am confident in my ability
to only click on links in
emails from people | know.

| am influenced by work
colleagues to only click on
links in emails from people |
know.

| choose to only click on

links in email from people |

know.

Users must avoid clicking on links in
emails whose sender they do not
know (Alohali et al., 2017; Blythe et
al., 2015)

“l am not permitted to
click on alink in an
email from an
unknown sender”.

“Nothing bad can
happen if | click on a
link in an email from
an unknown sender”.

“If an email from an
unknown sender
looks interesting, |
click on a link within
it”.

| am confident in my ability
to avoid clicking on links in
emails from people | do not
know.

I am influenced by work
colleagues to avoid clicking
on links in emails from
people | do not know.

| do not feel pressured to
avoid clicking on links in
emails from people | do
not know.

User must able to recognize when it
is risky to open attachments in
emails from unknown senders
(Alohali et al., 2017; Bélanger et al.,
2017; Blythe et al., 2015)

“l am allowed to open
email attachments
from unknown
senders”.

“It's risky to open an
email attachment
from an unknown
sender”.

“I don’t open email
attachments if the
sender is unknown to
me”.

| am confident in my ability
to avoid opening
attachments in emails from
people | do not know.

I am influenced by work
colleagues to avoid opening
attachments in emails from
people | do not know.

| do not feel pressured to
avoid opening
attachments in emails

from people | do not know.

Internet use

Downloading files (Bélanger et al.,
2017; Blythe et al., 2015; Pattinson
et al., 2015; Safa et al., 2015;
Shropshire et al., 2015)

“I am allowed to
download any files
onto my work
computer if they help
me to do my job”.

“It can be risky to
download files on my
work computer”.

“I download ay file
onto my work
computer that will
help me get the job
done”.

| am able to identify when it
is risky to download files
onto my computer.

I am influenced by work
colleagues to understand
that it can be risky to
download files on a work
computer.

| choose not to download
risky files onto my
computer.

Accessing dubious websites(Bauer
et al., 2017; Bélanger et al., 2017;
Klein & Luciano, 2016; Pattinson et
al., 2015)

“While | am at work, |
shouldn’t access a
certain website”.

“Just because | can
access a website at
work, doesn’t mean
that it's safe”.

“When accessing the
Internet at work, | visit
any website that |
want to”.

| am confident in my ability
to avoid accessing dubious
websites.

| am influenced by work
colleagues to avoid
accessing dubious
websites.

| freely avoid accessing
dubious websites.

77




Original HAIS-Q ITEMS

Proposed questionnaire item for this study

Focus area

Knowledge

Attitude

Behaviour

Competence

Relatedness

Autonomy

Users should be able to determine
the safety of the website before
entering information online (Alohali
et al., 2017; Olitci et al., 2016)

“I am allowed to enter
any information on
any website if it helps
me do my job”.

“If it helps me to do
my job, it doesn’t
matter what
information | put on a
website”.

“| assess the safety of
websites before
entering information”.

| am confident of my ability
to assess the safety of a
website before entering
information online.

I am influenced by my work
colleagues to assess the
safety of a website before
entering information online.

It is my choice to assess
the safety of a website
before entering
information

Social media use

Social media privacy settings (Bauer
etal., 2017)

“I must periodically
review the privacy
settings on my social
media accounts”.

“It's a good idea to
regularly review my
social media privacy
settings”.

“I don’t’ regularly
review my social
media privacy
settings”.

| am confident in my ability
to review the privacy
settings of my social media
accounts.

| am influenced by my work
colleagues to review the
privacy settings of my social
media accounts.

| choose to review the
privacy settings of my
social media accounts.

Considering consequences (Bauer
etal., 2017)

“l can’t be fired for
something | post on
social media”.

“It doesn’t matter if |
post things on social
media that | wouldn’t
normally say in
public”.

“I don’t post anything
on social media
before considering
any negative
consequences”.

| am capable of
considering the negative
consequences before
posting anything on social
media.

| am influenced by my work
colleagues to consider the
negative consequences
before posting anything on
social media.

| consider the negative
consequences before
posting anything on social
media because it is
congruent with who | am.

Posting about work (Bauer et al.,
2017)

“I can post what |
want about work on
social media”.

“It's risky to post
certain information
about my work on
social media”.

“| post whatever |
want about my work
on social media”.

| am confident in my ability
to avoid posting risky
information about work on
social media.

| am influenced by my work
colleagues to avoid posting
risky information about work
on social media.

It is my choice to avoid
posting risky information
about work on social
media.

Mobile devices

Employees must not leave their
mobile devices unsecured or
unattended when in public places
(Bauer et al., 2017; Curry et al.,
2018; Rhee et al., 2009)

“When working in a
public place, | have to
keep my laptop with
me at all times”.

“When working in a
café, it's safe to leave
my laptop unattended
for a minute”.

“When working in a
public place, | leave
my laptop
unattended”.

| feel confident in my ability
to keep my laptop with me
all the time when working
in a public place.

| am influenced by my work
colleagues to keep my
laptop with me all the time
when working in a public
place

| choose to keep my
laptop with me all the time
when working in a public
place.

Securing sensitive information via
Wi-Fi (Bauer et al., 2017)

“l am allowed to send
sensitive work file via

“It's risky to send
sensitive work files

“I send sensitive work
files using a public

| am confident of how not
to send sensitive work files

| am influenced by my work
colleagues to avoid sending

It is my choice not to send
sensitive work files using a

a public WI-FI using a public Wi-Fi WIFI network”. over a public Wi-Fi sensitive work files over a public Wi-Fi network.
network” network”. network. public Wi-Fi network.
Users should be able to shield their “When working on a “It's a risk to access “I check that | am capable of shielding, I am influenced by my work | | choose to shield, from

mobile devices from strangers to
avoid shoulder surfing (Bauer et al.,
2017)

sensitive document, |
must ensure that
strangers can’t see
my laptop screen”.

sensitive work files on
a laptop if strangers
can see my screen”.

strangers can’t see
my laptop screen if
I’'m working on a
sensitive document”.

from strangers, my
computer screen when
working on a sensitive
document.

colleagues to shield my
computer screen from
strangers when working on
a sensitive document.

strangers, my computer
screen when working on a
sensitive document.

Information handling

Users should be able to securely
dispose of sensitive print-outs
(Workman et al., 2008)

“Sensitive print-outs
can be disposed of in
the same as non-
sensitive ones”.

“Disposing of
sensitive print-outs by
putting them in the
rubbish bin is safe”.

“When sensitive print-
outs need to be
disposed of, | ensure
that they are
shredded or
destroyed”.

| am confident in my ability
to dispose of sensitive
printout by shredding or
destroying them.

| am influenced by my work
colleagues to dispose of
sensitive printout by
shredding or destroying
them.

| choose to dispose of
sensitive printout by
shredding or destroying
them.

Inserting removable media
(Aurigemma & Mattson, 2017; Blythe
et al.,, 2015)

“If | find a USB stick in
a public place, |
shouldn’t plug it into
my work computer”.

“If | find a USB stick in
a public place,
nothing bad can

“I wouldn’t plug a
USB stick found in
public places into my
work computer”.

| am confident in my ability
to avoid inserting a USB
stick | found in a public

| am influenced by my work
colleagues to avoid
inserting a USB stick |

| choose not to insert a
USB stick | found in a
public place into a work
computer.
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Original HAIS-Q ITEMS

Proposed questionnaire item for this study

Focus area Knowledge Attitude Behaviour Competence Relatedness Autonomy
happen if | plug it into place into my work found in a public place into
my work computer”. computer. a work computer.

Users should be able to identify

when it is risky to leave sensitive
material when leaving their desk
(Bauer et al., 2017)

“I am allowed to leave
print-outs containing
sensitive information
on my desk”.

“It's risky to leave
print-outs that contain
sensitive information
on my desk
overnight”.

“I leave print-outs that
contain sensitive
information on my
desk when I'm not
there”.

| am confident in my ability

to remove printouts with

sensitive information on my

desk when leaving.

| am influenced by my work
colleagues to remove
printouts with sensitive
information on my desk
when leaving.

| choose not to leave
printouts with sensitive
information on my desk
overnight.

Incident reporting

Reporting suspicious behaviour
(Pattinson et al., 2015)

“If | see someone
acting suspiciously in
my workplace, |
should report it”.

“If | ignore someone
acting suspiciously in
my workplace nothing
bad can happen”.

“If | saw someone
acting suspiciously in
my workplace, | would
do something about
it”.

| am confident in my ability

to report any suspicious
behaviour if noticed it.

| am influenced by my work
colleagues to report any
suspicious behaviour if
noticed it.

I choose to report any
suspicious behaviour if
noticed it.

Ignoring poor security behaviour by
colleagues (Pattinson et al., 2015)

“I must not ignore
poor security
behaviour from my
colleagues”.

Nothing bad can
happen if | ignore
poor security
behaviour by a
colleague.

“If I noticed my
colleagues ignoring
security rules, |
wouldn’t take any
action”.

| am confident about my
ability to notice poor
security behaviour by
colleagues.

| am influenced by my work
colleagues to notice poor
security behaviour by
colleagues.

| choose to notice poor
security behaviour by
colleagues.

Reporting all incidents (Pattinson et
al., 2015)

“It's optional to report
security incidents”.

“It's risky to ignore
security incidents,
even if | think they’re
not significant”.

“If | noticed a security
incident, | would
report it”.

| am confident in my ability

to report any security
incidents if noticed it.

| am influenced by my work
colleagues to report any
security incidents if noticed
it.

| choose to report any
security incidents if
noticed it.

Privacy

Processing limitation (Swartz et al.,
2019)

| am confident in my ability

to process client
information legally.

I am influenced by my work
colleagues to process client
information legally.

| choose to process client
information in a lawful
manner.

Purpose specification (NIST, 2017;
Swartz et al., 2019)

| am confident in my ability

to only process client

information for the intended
purpose it was collected.

| am influenced by my work
colleagues to only process
client information for the
intended purpose it was
collected.

| choose to only process
client information for the
intended purpose it was
collected.

Policy specification (Dennedy et al.,
2014)

| am confident in my ability
to adhere to the privacy
policy of my organisation.

| am influenced by my work
colleagues to adhere to the
privacy policy of my
organisation.

| choose to adhere to the
privacy policy of my
organisation.
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3.8 Conclusion

This chapter discussed the intrinsic factors that impact the information security behaviour
of employees and found that intrinsic motivational factors are as important as extrinsic
motivational factors in information security. The chapter also, through a scoping review,
explored existing literature to identify the theories used in the study of information
security. As a result, the SDT was selected for developing the conceptual model for this
study. It was demonstrated that intrinsic motivation is important. The relevant information
security controls for this study were established by mapping the HAIS-Q to the CIS CSC
and NIST 800-53R5 frameworks. Lastly, questionnaire focus areas were also established
from the mapping of the HAIS-Q to the CIS CSC and NIST 800-53R5, and items for each

focus area were phrased from a competence, relatedness and autonomy perspective.
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4 RESEARCH METHODOLOGY

4.1 Introduction

Previous chapters introduced the research study and the supporting literature review.
This research is divided into two stages namely phase 1 (literature review) and phase 2
(an empirical study). Phase 1 presented the theoretical background of this research,
which resulted in the research model and a questionnaire. The proposed research model,
the ISCBMSPT, was designed to provide a basis for the assessment of compliance with
ISPs from a competence, relatedness and autonomy perspective. This chapter outlines
the methodology for this study. The research onion, as defined by Saunders et al. (2016),

was used as a logical framework for outlining the research methodology.

The chapter discusses the following: research philosophy, research approach, research
methodological choice, time horizons, techniques and procedures, research ethics and

conclusion.

4.1.1 Research onion

Saunders et al. (2016) outline the phases of the research process as layers, which consist
of research philosophy, research approach, research strategy, choices, research time
horizon, and data collection methods. The chapter discusses the selected philosophy,
strategy and research method for this study. The research onion is shown in Figure 4-1,
where each layer of the research onion describes in detail the respective stage of the
research process. These are presented in the sections that follow.
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choice
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horizon

e Techniques and
procedures

Figure 4-1: Research Onion (Saunders et al., 2016)

4.2 Research philosophy

Research philosophy refers to the way researchers view knowledge development. It
defines the nature of knowledge. The research philosophy justifies and directs how a
research project is carried out (Jonker & Pennink, 2010; Oates, 2006; Saunders et al.,
2016). Four main research philosophies that are discussed in the works of many authors
are known, namely: positivism, realism, interpretivism and pragmatism. Saunders et al.
(2016) has identified three major philosophical assumptions and these apply to all the
philosophical paradigms. Table 4-1 describes these philosophical assumptions and how
they will be achieved in this study. The positivist philosophical paradigm was chosen for

this study.
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Table 4-1: Philosophical assumptions as applied in this study

Philosophical

Assumption

Description

How it will be achieved in this study

values held by the researcher

when carrying out the research.

Ontology This is the researcher’s This study will focus on the
understanding of reality. For information security behaviour of
example, positivists consider individual members of staff, of the
organisations to be academic institution. Views
independent of the individuals expressed by respondents during the
functioning under them. survey are their own and will not be

interpreted as that of the institution.

Epistemology This refers to the researcher's | The researcher will concentrate on
perspective of what knowledge | what is observable and measurable,
is acceptable. The researcher | which is aimed at producing reliable
must be independent of what is | data and results from the study. The
being researched. researcher will not influence the views

of the study participants.

Axiology This refers to the role of the The researcher will carry out the

study in a way that will ensure that
the study is independent of the
researcher’s personal values in order
to preserve objectivity. The
guestionnaire items will be based
purely on the HAIS-Q and SDT and
therefore the researcher’s beliefs

values should not affect the study.

4.2.1 Positivism

When studying problems using the positivist philosophy, the researcher identifies and

evaluates factors that influence outcomes. In this philosophical paradigm, the researcher

initially identifies a theory to work with, then gathers data to test the theory (Creswell,

2014). Positivism is the philosophical paradigm widely adopted by natural scientists

(Oates, 2006). With regard to ontology, positivists consider social entities to be

independent of the social actors within those entities. The epistemological position of a

positivist is that only observable and measurable phenomena provide reliable data.

Concerning axiology, positivists assume that for research to be objective, it must be
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undertaken in a way that ensures that the researcher’s personal values do not influence
research outcomes (Saunders et al., 2016). Positivists predominantly adopt a quantitative
approach and are more likely to use theories as the foundation of their research studies
(Creswell, 2014; Saunders et al., 2016).

4.2.2 Realism

Realism assumes that reality is free from human thoughts, values or knowledge
(Saunders et al.,, 2016). The ontological position of realism is that objects exist
independent of the social actors. The epistemological position of realism is that
observable and measurable phenomena provide reliable data. Contrary to the positivist
view, in terms of axiology, realists are not objective they believe that the values and
beliefs of the researcher influence the research. The research approach can be either

guantitative or qualitative (Saunders et al., 2016).

4.2.3 Interpretivism

Interpretivists believe that people’s perceptions constitute reality. They recognise that
people’s various backgrounds and experiences contribute to the creation of reality
through social interaction (Wahyuni, 2012). Therefore, there can be many perspectives
and interpretation of reality (Nicholas, 2010). From an ontology point of view, the
interpretivists believe that reality results from how social actors interpret it. Therefore,
there can be multiple realities that may change from time to time. Epistemologically, an
interpretivist focuses on the personal meanings of the reality from the perspective of the
various social actors. In terms of axiology, the researcher is subjective and is not
independent of the research (Saunders et al., 2016). Interpretivists prefer to interact with
the subjects of their study. They prefer qualitative data which provides them with rich
explanations of the social concepts (Wahyuni, 2012) and prefer small samples (Saunders
et al., 2016).

4.2.4 Pragmatism

In the pragmatism paradigm, the type of research problem determines the research
approach and a mixed method research approach is preferred (Wahyuni, 2012). From an
ontological perspective, pragmatism adopts the assumptions that are most suitable for a
particular stage of the research process. Epistemologically, pragmatists maintain that

either what is observed or the subjective meanings or both can result in credible research
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outcomes (Saunders et al., 2016). The axiological position is that the researcher adopts
both subjective and objective points of views. It uses mixed or multiple research
approaches as well as methods from both the quantitative and qualitative paradigms
(Saunders et al., 2016; Wahyuni, 2012).

4.2.5 Chosen research paradigm
This study adopted the positivist research paradigm. The study adopted the self-
determination theory to develop ISCBMSPT, as stated in chapter 3. This study started with

a theory which was used as the basis for the research.

4.3 Research approach

Since positivism has been adopted for this study, the deductive approach will also be
applied in the study. Since this study used a survey questionnaire to collect data of a
guantitative type. The inductive approach is more suitable to qualitative studies where the
researcher interprets the views of the participants in a study to build general themes or
theories from the ideas shared by the participants (Creswell, 2014). Instead, the deductive
approach, which is discussed in more detail in the section that follows, was adopted for

this research study.

4.3.1 Deductive approach

Using the deductive approach the researcher develops a hypothesis from a theory and
develops a research approach to assess it (Creswell, 2014). The researcher reviews the
relevant literature and uses this information as a basis for testing the hypotheses (Kothari,
2004). In the deductive approach, the researcher starts with a question and sets out to
answer it (Creswell, 2014); for this reason, the deductive research is referred to as theory-
testing research (Bhattacherjee, 2012). Figure 4-2 shows the deductive approach and it
illustrates that the researcher starts with a theory, then formulates hypotheses or research
questions and derives variables from the theory before assessing them using an

appropriate research instrument.

86



Researcher tests or verifies theory

Researcher tests hypotheses or
research questions from the theory

Researcher defines and
operationalises variables defined
from the theory

Researcher measures or observes
variables using an instrument to
obtain scores

Figure 4-2: The deductive approach (Creswell, 2014)

The reason why the deductive approach was adopted for this research study was that
this approach aligns well with the positivist philosophical paradigm chosen for this study.
Also, this study builds on a theory (i.e. the SDT) and is also set to answer research

guestions; this means it aligns with the deductive approach as illustrated in Figure 4-2.
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The rest of the chapter discusses the remaining layers of the research onion focusing
predominantly on the choices that apply to the chosen positivist philosophy and the

deductive approach.

4.4 Research methodological choice

The research onion includes these research approaches: mono-method, multi-method
and mixed methods. In the case of mono-method, which is applied in this research study,
a research study uses a single method for data collection and a corresponding data
analysis technique, that is, either qualitative or quantitative (Saunders et al., 2016). For
this study, the qualitative approach is not suitable because it involves the identification of

themes and patterns in the collected data without using statistical procedures.

4.4.1 The quantitative approach

In the quantitative approach, the relationships between variables derived from the theory
are examined. The measured variables produce data that can be analysed using
statistical techniques (Creswell, 2014; Kothari, 2004), and the findings can be generalised
across the respective population (Creswell, 2014). However, in contrast to the quantitative
approach, the qualitative approach predominantly uses non-numeric data. This study

uses the quantitative approach as it seeks to gather data and analyse it statistically.

4.5 Research strategies

The research strategy refers to how the researcher sets to execute the research study
using any of the following approaches: action research, experimental research, case
study, surveys, interviews, or systematic literature review (Oates, 2006; Saunders et al.,

2016). This study will use the survey strategy as is discussed below.

45.1 Survey

The survey strategy enables the researcher to obtain data from a very large sample in a
standardised, systematic and economic way (Oates, 2006). Using the survey strategy,
when data is collected it is analysed by means of descriptive and inferential statistics
(Saunders et al., 2016). For this study, the survey strategy was chosen because it is easy
to collect large amounts of data from a large population at a single point in time (Creswell,
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2014; Oates, 2006). Also, results from a survey sample can be generailised to the

population (Creswell, 2014).

This study used the questionnaire as an instrument for data collection. The questionnaire
is web-based and was administered over the internet. A questionnaire is made up of a
list of questions (Kothari, 2004; Oates, 2006), and is suitable for collecting data from
large samples (Saunders et al., 2016). A questionnaire can be made up of closed or open
items or both, and these items/questions are formulated guided by the research questions
or hypotheses of the study (Oates, 2006). The questionnaire was chosen for this study
because it facilitates data collection in a standardised way, and the data can be processed
using quantitative techniques. The questionnaire for this study consisted of closed

guestions.

To maximise the response rate, validity and reliability of the collected data, the
guestionnaire layout and purpose must be clear to the respondents (Saunders et al.,
2016). The design and administration of the questionnaire for this study are discussed in

section 4.7.3.

Advantages of using surveys are as follows:
1. Itis inexpensive even when the population is large (Kothari, 2004; Oates, 2006).
2. There is no interviewer bias since the respondents fill out the survey in the absence
of the researcher (Kothari, 2004).
3. Respondents have sufficient time to complete the questionnaire (Kothari, 2004).
4. Due to large samples that are normally used, the results are reliable (Kothari,
2004).

Disadvantages of using surveys are as follows:

1. Ithas alow rate of return of completed questionnaires (Kothari, 2004). In this study,
this was addressed by sending reminders.

2. It can have ambiguous questions or omission of replies (Oates, 2006). In this
study, this was addressed by carrying out a pilot study first then addressing any
issues that arose from the pilot study.

3. Respondents who are willing to participate might not be the best representation of
the population (Kothari, 2004). In this study, the questionnaire invitation and

reminder emails were only sent to employees of the institution using a mailbox that
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the institution set up for internal communication. Such an approach aided in

ensuring that external parties or students did not receive the survey invitation.

4. People could be biased where they answer strongly agree for all questionnaire
items so that they are not implicated or look bad. The researcher aimed to address
this by reviewing the data to remove questions where respondents only selected
one option for all the questions and by communicating to respondents that the

survey is anonymous.

4.6 Time horizons

Time horizon refers to the period during which the study takes place, that is, the time
between the start and completion of the research. The research onion presents two time
horizons, the longitudinal and cross-sectional time horizons (Saunders et al., 2016). This
study adopted a cross-sectional time horizon to study information security behaviour at a
particular point in time. This time horizon (cross-sectional) was chosen because of the

time constraints of this study.

4.6.1 Cross-sectional studies

Cross-sectional studies gather data from a population at a single point in time. This differs

from longitudinal studies, which gather data over a period of time (Creswell, 2014).

4.7 Techniques and procedures
This section presents: sampling, data gathering and data analysis methods that are

going to be used in the study.

4.7.1 Sampling technique

Sampling refers to the selection of study participants from the population. It is meant to
guarantee that every member of the population is afforded an equal opportunity of being
chosen (Bhattacherjee, 2012; Krauss & Putra, 2005; Signh, 2006). Sampling is useful
when it is not practical and economical to gather data from the whole population
(Saunders et al., 2016). The two general sampling categories are: probability (random)
and non-probability sampling (Kothari, 2004; Saunders et al., 2016). Random sampling
is used to ensure that each prospective respondent has an equal opportunity of being

included in the sample (Bhattacherjee, 2012; Creswell, 2014). In qualitative research,
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purposeful sampling (a form of non-probability sampling) is used so that respondents’

experience determines whether they are selected or not (Creswell, 2014).

4.7.1.1 Sampling method

This study employed the non-probability sampling using the following methods for each

phase of the research:

- The institution: this was selected using the convenience method by selecting one of
the universities in South Africa.

- The expert panel: the convenience sampling method was used to select the panel as
follows: all of them had done work in information security research and some of them
had developed the HAIS-Q, which was adapted to the SDT in this study.

- The pilot group: the convenience sampling was used to select the pilot sample in one
of the academic departments of the institution because of their availability to
participate in the study.

- The survey: the convenience sampling method was used for the survey. The survey
was sent to all of the administrative, academic and operational staff members, and
voluntary responses were received from those who chose to participate at their

convenience.

4.7.2 Sample

The process of collecting quantitative data starts with the identification of the people and
places to be studied (Creswell, 2012). This section discusses the sample, population and

location of the study.

4.7.2.1 Unit of analysis

This refers to those participants who will provide the information that will be used to
answer the research questions or hypotheses (Creswell, 2012). For this study, the unit of
analysis is the individual employee since the study seeks to assess information security
compliant behaviour of the employees from the perspective of competence, relatedness

and autonomy.
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4.7.2.2 Target population

This is the population from which the sample will be drawn (Saunders et al., 2016) and
will ideally have shared features that the researcher wants to study (Creswell, 2012).
Saunders et al. (2016) state that a sampling frame implies the population about which the
study results can be generalised (Saunders et al.,, 2016). The study participants
comprised the academic, administrative and operational staff from an academic institution

in South Africa. Table 4-2 summarises the sampling requirements for the study.

Table 4-2: Sampling requirements for the study

Minimum | Years of Expertise and Level of Country
number experience | criteria education
required (minimum) (minimum)
Institution 1 - - - South
Africa
Expert 5 3 Information  security | Bachelors Any
Panel research experience Country
Pilot 10 3 Information  security | Bachelors South
research experience Africa
Survey 125 1 Ability to use a N/A South
computer. An Africa
employee of the
university

4.7.2.3 Sample size

A sample is a smaller group drawn from the target population that the researcher selects
for the study. The researcher must determine the size of the sample from the population
(Creswell, 2012). To enable statistical testing of both reliability and validity, the minimum
number of responses has to be 5 times the total number of questions in the data collection
instrument (O’Rourke & Hatcher, 2013). For this study statistical testing for validity and
reliability was carried out for each dimension since it was the same questions that were
repeated for each component of competence, relatedness and autonomy. Each
dimension consisted of 25 questions. As a result, the study attempted to vyield
approximately 125 responses based on the statistical recommendation for testing

reliability and validity.
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4.7.3 Data collection technique
4.7.3.1 The questionnaire

Developing a questionnaire involves a thorough search of the published literature and the
questionnaire items must address research questions and/or hypotheses that are to be
tested by the information obtained from the study (Grimmer & Bialocerkowski, 2005; Lietz,
2008). Redundant or irrelevant questions should be avoided (Grimmer & Bialocerkowski,
2005). Items in a questionnaire must reliably address the important concepts of the
research questions of the study (Rattray & Jones, 2007).

A questionnaire must meet reliability and validity requirements (Rattray & Jones, 2007).
To be valid, a questionnaire must measure what it is meant to measure and a reliable
guestionnaire must produce consistent results from repeated studies over time (Boynton
& Greenhalgh, 2004). Therefore a questionnaire should provide valid and reliable data,
which the researcher can use to answer the research question(s) of the study (Grimmer
& Bialocerkowski, 2005).

The questionnaire items for this study were derived from the focus areas of the human
aspect of information security questionnaire (HAIS-Q) and were then adapted to the
self-determination theory. An additional focus area on privacy was included in the
guestionnaire. The questionnaire was made up of two sections, namely section 1
(biographical information) and section 2, which comprised the information security
guestions. The questions were organised according to focus areas, and each question
was framed from the perspective of each of competence, relatedness and autonomy. This

resulted in the 75 questions for the questionnaire.

Google Forms was used to prepare the questionnaire. The development of the
questionnaire for this research study included:
e Conducting a literature review and developing the initial questions for the
guestionnaire,
¢ Convening an expert panel of reviewers to review the initial questionnaire,
e Pilot testing the revised instrument after including the comments from the expert
panel of reviewers,
e Amending the questionnaire by including comments from the pilot test and

conducting the final survey,
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e Sending the survey sample data file to the statistician for importing into the
statistical software (SPSS) to make sure all data values captured in the file were
valid, and

e The final instrument was administered.

4.7.3.1.1 Questionnaire design

Below is a discussion of the guidelines used in designing the questionnaire.

Question type

Questionnaire items must be simple, specific and must reflect the aims of the study (Lietz,
2010). Questions must be worded clearly since clarity increases the likelihood of accurate
responses (Grimmer & Bialocerkowski, 2005). A questionnaire can be made up of the
following: open, closed, single, multiple response questions (Rattray & Jones, 2007). The
guestionnaire for this study included only closed questions with multiple responses, thus

enabling the respondents to choose from a possible number of responses.

Double-barrelled questions

These refer to a single question asking for two different concepts, and this reflects poor
guestion design (Lietz, 2010). Such questions are best handled by splitting them into two
questions (Grimmer & Bialocerkowski, 2005). Questions that addressed more than one
concept were split into two different questions for each concept or the concept that did

not address the objectives of the study was not included in the questionnaire.

Open-ended questions

Open guestions do not have response categories for respondents and would elicit a whole
range of replies (Grimmer & Bialocerkowski, 2005). The questions allow the respondent
to express their views in their own words but are harder to code and analyse (Oates,

2006). These types of questions were not included in the questionnaire.

Closed (multiple-choice) questions

These questions provide response categories where the respondents can select an
answer (Oates, 2006). Such questions provide all possible answers and if a question may

not apply to some respondents “Not Applicable” is included as one of the answers
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(Kothari, 2004). The questionnaire for this study uses the 5-point Likert scale comprising

of the following responses: strongly disagree, disagree, neutral, agree and strongly agree.

4.7.3.1.2 Administering the questionnaire
Survey patrticipants were notified by an email invitation which was sent by the
Information and Communication (ICT) Department. The reminders were also sent on

email.

4.7.3.2 Expert review panel

Expert review is a method for evaluating questionnaires before they can be administered.
A panel consisting of experts in the respective research area evaluate the data collection
instrument. This expert review panel should result in an improved questionnaire (Oates,

2006; Saunders et al., 2016). The criteria for selecting the expert panel were as follows:

- Experience in information security research,
- Atleast 3 years’ work experience and

- Experience in working in the higher education sector.

A panel of 6 experts reviewed the questionnaire. Four came from the field of psychology
and had done research on the human aspects of information security for 11 years. The
other reviewers were an Information Technology (IT) security consultant specialising in
incident response and a professor in Information Systems (IS) security. The experts were

drawn from two countries, that is, 2 from South Africa and 4 from Australia.

Their work experience ranged from 10 to 20 years. In terms of qualifications, 2 panel
reviewers have a Master of Psychology degree in Organisational and Human Factors, 1
is currently completing the Master of Psychology degree, the other has a PhD degree in
Psychology and the remaining 2 have each a PhD degree in Computer Science. All
reviewers possessed experience in research, information security or information security

policy compliance as well as designing questionnaires.
The expert panel questionnaire (shown in Appendix C) consisted of section 1 — Expert
panel information sheet — which required them to fill the following: experience (in years),

highest qualification, current job title and experience working with information security.
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The expert panel questionnaire was also accompanied by the participant consent form
(Appendix D), a form asking for the participant’s permission to participate in the review.
Each reviewer had to sign the form to show his or her consent to participate as a panel

review expert.

The questionnaire that was sent to the reviewers had a section requiring the reviewers to
evaluate whether a question is essential and clear. In summary, the feedback from the

members of the expert review panel was as follows:

e Item is essential: All questions were found to be essential by all experts.
e |tem is unclear: Table 4-3 shows the questions that were found to be unclear by 5 of
the 6 experts and the sixth reviewer indicated that all questions were clear.

Questions that were found to be unclear are shown in Table 4-3. However, no item was
removed because it was indicated as unclear. Each of these questions was revised as

per the comment raised by the experts to make the question(s) clearer.

Table 4-3: Questions found to be unclear by the panel of experts

Question No. Expert 1 Expert 2 | Expert 3 | Expert 4 | Expert5 | Expert 6
2 \ \ \ V \ -
3 - \ v V V -
4 - \ \ V V -
5 - \ v V V -
6 - \ v V V -
8 \ \ \ V V -
12 \ - - - - -
14 - \ \ \ \ -
16 - \ \ \ \ -
17 \ \ \ \ \ -
18 - \ \ V V -
32 \ - - - - -
49 \ \ \ V V -
50 - \ \ \ \ -
51 - v v v v -
52 - \ \ \ \ -
53 \ \ \ \ \ -
54 v v v v v -
56 \ - - - - -
57 - \ \ \ \ -
58 - \ \ V \ -
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Question No. Expert 1 Expert 2 | Expert 3 | Expert 4 | Expert 5 | Expert 6

59 v

60 -

62 -

67 -

68 -

2 |2 |2 |2 |2 |2
2 |2 |2 |2 |2 <2
2 ||| |2 <
2L ||| |2 <2

69 -

Total 10 24 24 24 24 0

In the biographical section for gender, the questionnaire included male and female
options only. The reviewers suggested that either adding the option for gender neutral
or including a ‘prefer not to respond’ or ‘other’ option for gender. As a result, the ‘prefer
not to respond’ option was adopted for the questionnaire.

In the biographical section, the reviewers described the term “length of service” as
prone to misinterpretation. They said it was not clear whether it referred to service at
a single organisation or the length of service at the latest occupation. Thus, the
questionnaire was revised to ‘Length of service at current employer’.

Two questions (i.e. questions 53 & 54) were found to be a double negative and were
corrected in the updated questionnaire.

Some questions were found to use ambiguous words and the reviewers suggested
deleting the ambiguous words or to use different words that made the meaning of
statements clearer. Changes were, therefore, made to the suggested items (i.e.,
guestions 2,8,12 and 49).

Suggestions were made about some of the questions addressing two different
aspects. Where there was a problem with these becoming double-barrelled, such
guestions were updated to address only one aspect, which aligned with the objectives
of this study. These questions are questions 4, 5 and 64.

Some questions (i.e., questions 17 & 18) were found to be reverse scored. It was
suggested that such items had the potential of confusing the respondents. These

items were reworded positively.

4.7.3.3 Pilot testing

Pilot testing is employed to identify potential problems in the research instrument and

thus ensure the reliability and validity of the constructs. The pilot testing group is usually

a small group selected from the target population (Bhattacherjee, 2012). The pilot testing
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process helps to determine and improve content validity of the items, question format and
scales on the questionnaire (Creswell, 2014). According to Oates (2006), pilot testing
seeks to identify the following about the questionnaire:

e Areas where respondents have difficulties in answering the questions.

¢ Questions that are ambiguous or vague.

e Instructions that are not clear.

e Whether predefined responses cover all possibilities.

e The time it takes to answer the questions.

The pilot test questionnaire is shown in Appendix E. The pilot testing of the questionnaire
was conducted among 12 members of staff of an information systems department of the
selected university. Each of the staff members received a participant information sheet
(Appendix F) and had to sign a consent form (Appendix D). The following criteria were

used to select the pilot testing group:

- Information security research experience,
- Higher education experience and
- Availability.

A summary of the feedback received from the questionnaire pilot test is as follows:

e Some questions were not phrased in a way that the participants would interpret
correctly and it was recommended that they be specific. For example, where the
question referred to the organisation it was recommended that it be changed to the
university since the survey was conducted in a university.

e A recommendation was made to add the job level to the biographical section of the
questionnaire — which was done.

e Question 12 was found to be negatively phrased; the recommendation was that all
questions must be positively phrased.

e The questions were reworded as follows to make the statements clearer:

o Questions starting with “I am capable” were reworded to “I have the necessary
skills”;
o Questions starting with “I am influenced by my work colleagues”, were

reworded to “My colleagues support me”
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Once the pilot test was concluded, the questionnaire was revised and updated. The
updated questionnaire was then used to collect data from the target population for this
study.

4.7.3.4 Administering the questionnaire to the target population

The revised and updated questionnaire was administered as follows:

¢ An email containing information about this research study and links for completing the
questionnaires were drafted and sent to the target sample (Appendix G).

e Since the targeted number of responses was 125, the 263 responses that were
received were deemed enough for a meaningful statistical validation of the
questionnaire to be conducted. The final questionnaire is shown in Appendix H and
the anonymous front page (see Appendix I) was also included as part of the

guestionnaire.

4.7.4 Data analysis
Quantitative data analysis uses and produces numerical data. Quantitative data can be
either categorical or quantifiable (Saunders et al., 2016). The quantitative data analysis,
which was carried out using the SPSS software, included the following:

e Validating questionnaire with factor and item analysis,

¢ Reliability analysis of the questionnaire,

e Calculation of the means for competence, relatedness and autonomy.

e Conducting a correlation analysis,

e Conducting ANOVA tests between the biographical groups for comparative

purposes, and

e T-test for gender groups.

4.7.4.1 Descriptive statistics

Descriptive statistics enable the data to be numerically described and to compare
variables (Saunders et al., 2016), and this can be done by statistically describing,
aggregating, and presenting the associations between constructs (Bhattacherjee, 2012).
Frequency distribution is one way of representing data, and it is a complete list of all

possible values or scores for a particular variable and the frequency of each value in the
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data set (Marczyk et al., 2005). Thus, data can be presented as a frequency table and

histogram. In this study, descriptive statistics will present a summary of the data.

Descriptive statistics can also be used to describe the relationships between variables:
correlation - whether the relationship is positive or negative and whether the relationship
is strong or weak (Marczyk et al., 2005; Saunders et al., 2016). This study also seeks to

determine if there is a correlation amongst competence, relatedness and autonomy.

4.7.4.2 Inferential statistics

Inferential statistics enable the examination of causal relationships. It also allows for the
generalisation of research results, that is, allowing the researcher to make inferences
about the population that was sampled (Marczyk et al., 2005). Hypotheses can be tested
with inferential statistics as well (Nicholas, 2010). In this study, no generalisations were
made about the population since the sample was not selected using a probability

sampling method.

4.7.5 Data and design quality

4.7.5.1 Validity

Validity is a determination of whether a research instrument assesses what it was
designed to assess and must, therefore, lead to results that are accurate and meaningful
(Marczyk et al., 2005).

Content validity is the extent to which the questionnaire items address the objectives of
the study (Saunders et al., 2016). The items in the questionnaire, for this study, were
supposed to cover the research questions from the perspective of the self-determination
theory. Content validity was achieved by having a panel of expert reviewers assess the
guestionnaire by going through each question and indicating whether it was essential or

not and whether it was clear or not.

Face validity is an assessment of a questionnaire to determine whether it logically
reflects what it is supposed to assess (Saunders et al., 2016). Face validity was
determined through an expert panel of reviewers and a pilot test group who reviewed the
questionnaire. The expert panel reviewed the questionnaire items to determine whether

they were clear and relevant. The pilot group also completed and reviewed the
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guestionnaire before the final questionnaire was administered. The expert panel and the

pilot test provided valuable feedback and this ensured face validity.

Internal validity is the capacity of the research instrument to assess what it is supposed
to assess (Kothari, 2004).

External validity, is concerned with the generalisation of the research study results, that
IS, the application of the results of the study to other environments. This implies that it
should be possible to predict results for other similar situations (Bhattacherjee, 2012;
Marczyk et al., 2005; Oates, 2006).

Construct validity: It refers to the extent to which a questionnaire measures the
constructs it was designed to assess (Creswell & Creswell, 2018). Factor analysis is the
procedure that uses statistical analysis to assess the validity of a questionnaire (Creswell,
2014). The result of the analysis assists the researcher to improve the questionnaire for
future use and provide statistically valid results. Statistical analysis of the validity of the
guestionnaire in this study was determined using the exploratory factor analysis (EFA)
(Henson & Roberts, 2006). EFA was performed to determine if the individual items load
onto the constructs of the questionnaire, that is, items are strongly related to the factors.
EFA is also used to determine what the factors are and the number of factors (Child,
2006; Osbhorne & Costello, 2009).

In this study, the validity of the questionnaire was established by face validity, content
validity and by performing exploratory factor analysis. Therefore, the primary use of factor
analysis in the development of the questionnaire in this study was done to ensure that
the designed questions were related to the constructs or factors that this study intended

to assess.

4.7.5.2 Reliability

Reliability refers to the internal consistency of the research instrument such as a
guestionnaire (Marczyk et al., 2005). Item analysis is performed on the item(s) of a
construct to determine the Cronbach alpha coefficient values, which indicate whether the

reliability is good, acceptable or unacceptable (Roberts & Priest, 2006).
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Cronbach alpha: Creswell (2014) states that reliability checks for the internal consistency
of the scales, that is, the correlation of a group of items is conducted using the Cronbach
alpha. A reliable Cronbach alpha value confirms that the items that make up a construct
measure the same concept in the same way. The criteria for reliability coefficient vary for
the different tests or instruments and are considered as follows: greater than 0.8 - good;
between 0.6 and 0.8 - acceptable, and less than 0.6 - unacceptable (Roberts & Priest,
2006). However, Nunnally (1978) suggests an acceptable lowest value of the Cronbach
alpha coefficient to be 0.7. For this study, the reliability of the questionnaire will be

conducted statistically by computing the Cronbach Alpha coefficients.

4.8 Research ethics

During data collection, researchers must respect the rights of the participants and the
research sites (Creswell, 2014). In research, ethics refer to the appropriateness of the
behaviour of the researcher in relation to the rights of research participants, or those that
are affected by the study (Saunders et al., 2016). The researcher will have to uphold the
rights of the participants (Oates, 2006), and should not manipulate the research process
(Bhattacherjee, 2012). This research study will be guided by the Unisa policy on research
ethics (Unisa, 2016). It will also abide by any relevant laws, codes of conduct of
professional bodies, institutional guidelines and scientific standards applicable to the
specific field of this research study (Unisa, 2016). As such, the following were observed:

4.8.1 Voluntary participation and harmlessness

Participants were made aware that they were voluntarily participating in the survey, and
they could at any time pull out of the study without being penalised. Participants were
also made aware they were not going to be harmed by participation in the project
(Bhattacherjee, 2012; Oates, 2006).

4.8.2 Informed consent

The participants were made aware of the purpose and research objectives of the study,
which were in writing. An informed consent letter accompanied the questionnaire for the
expert review panel and pilot group, and informed consent was also included as a tick
box on the electronic survey questionnaire (Creswell, 2014; Oates, 2006). The informed

consent form is included in Appendix D.
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4.8.3 Anonymity and confidentiality

The researcher will protect the identity of the study participants including after the study
has been completed. Anyone reading the final study report will not be able to link a
response to a respondent. No personal identifiable information were collected in the
survey and details of study participants will not be included in the final report — they will
be kept confidential (Bhattacherjee, 2012; Oates, 2006).

4.8.4 Justice, fairness and objectivity

The selection of participants was considered to be fair and scientific (Unisa, 2016). The
study used the convenience sampling method, where the questionnaire invitation was

sent to all staff members ensuring that they all had an equal opportunity of participating.

4.8.5 Approval to conduct the study

The academic institution at which the study was conducted gave the approval to conduct
the research study. Ethical clearance was also given by the School of Computing (SoC),
which falls under the College of Science Engineering and Technology (CSET). Further
permission was given by the Research Permission Sub-committee (RPSC) of the Senate
Research, Innovation, Postgraduate Degree and Commercialisation Committee
(SRIPCC) to conduct the research on the institution’s employees. The ethical clearance

certificates are included in Appendices A and B.

4.9 Conclusion

The research methodology for this study was presented in this chapter. The research
methodology was described using the layers of the research onion, and the chapter
explored the stages that apply to this study. The chapter revealed that the study is
grounded on a positivist philosophical paradigm and a predominantly inductive approach.
For data collection, it employed a mono-method quantitative approach, the survey
strategy and a questionnaire. The chapter discussed the development of the
guestionnaire, the statistical methods used and the ethical issues considered to protect

study participants. The next chapter presents the findings and results of the online survey.
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5 RESEARCH FINDINGS

5.1 Introduction

This study developed a model and questionnaire for information security compliant
behaviour in chapter 3, and chapter 4 presented the research methodology that was
followed in this study. Chapter 5 will address research question 2 as set out in section
1.4; as well as the empirical study objectives 5, 6, 7 and 8, which are outlined in section
1.5.

The results of the survey that are discussed in this chapter are as follows:
e Demographic information of the survey sample,
¢ Responses to the information security questions,
e Validation of the research instrument (exploratory factor analysis),
¢ Reliability analysis of the factors (Cronbach alpha),
e Descriptive statistics per factor,
e ANOVA results,
e T-tests results and

e Pearson correlation results between the factors.

5.2 Demographic information

This section presents the demographical information of the sample. The study involved
two hundred and sixty-three (263) employees of a South African university. According to
its records, the university had 44.08% and 55.92% employees being male and female,
respectively (December 2018). The study was targeted at all employees of the institution,
and employees were informed about the survey using email. The first five questions of
the questionnaire consisted of biographical questions, that is, gender, age, the highest

level of education, length of service at the current employer and job level.
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5.2.1 Gender distribution

Figure 5-1 shows a bar graph for the gender information of the survey respondents.
Based on the disclosure of the respondents, the sample consisted of 54.8% females, and
44.1% males; 1.1% of the respondents did not disclose their gender. The results show
that most participants were female, this could be because the university has more female
employees, according to university records.

Gender

60

Percent

Female Male Prefer not to say

Gender

Figure 5-1: Gender information
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5.2.2 Age information

The age distribution bar graph depicted in Figure 5-2 shows that respondents born before
1996 make the bulk of the participants (99.24%). However, the biggest group of
respondents (38.40%) consists of the 1977 — 1995 age group consists. Respondents born
after 1995 consisted of the least number of respondents (0.76%).

Age

Percent

1946 -1964 1965 -1976 1977 -1995 1996 - Date

Age

Figure 5-2: Age information of the respondents
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5.2.3 Education level information

Figure 5-3, which depicts the categories of qualifications held by the respondent, shows

that 69.08% of the respondents have a postgraduate qualification. This is to be expected
in an environment such as a university.

Highest Level of Education

Percent

Certificate Degree

Diploma High School Fostgraduate
Highest Level of Education

Figure 5-3: Educational qualifications information
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5.2.4 Length of service at current employer information

According to Figure 5-4, most of the respondents have been working for 1 to 10 years.
The category of workers who had worked for less than a year was the least.

Tenure
30

Percent

<1 year 1-5 years

6-10 years 11-15 years 16-20 years =20 vyears

Tenure

Figure 5-4: Length of service at current employer
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5.2.5 Job level information

Figure 5-5 shows a bar graph for the job level for the survey respondents. The graph
shows that most of the respondents for the survey were administrative staff, representing
51.53% of the research sample.

Job Level

G0

Percent

Academic staff Administrative Operational

Job Level

Figure 5-5: Job level information

5.2.6 Summary of the demographical profile sample

The survey sample shows that the majority of respondents were as follows: female
respondents (54.75%); older than 25 years (99.24%), with the majority belonging to the
1977 — 1995 age group (38.40%); had worked for more than 1 year (95.06%), with most
respondents having worked for the institution for 6 to 10 years (27.38%); administrative
staff (51.53%); have at least a high school certificate, with the majority possessing a
postgraduate qualification (69.08%).

The next section discusses the results of the responses from the information security
behaviour questions.

5.3 Results from the information security behaviour questions

This section presents results of the information security behaviour questions, which were
posed in section 2 of the questionnaire. This part of the questionnaire was comprised of
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75 questions, which used the Likert scale to measure statements of agreement (strongly
disagree, disagree, neutral, agree, strongly agree). The scales were encoded with values
which ranged from 1 to 5, with the strongly disagree to have a value of 1 and the strongly
agree to have a value of 5. The questions were subdivided into three categories namely,
competence, relatedness and autonomy, and with each having 25 questions. The
uppermost questions by mean value described in Tables 5-1, 5-2 & 5-3 were selected for
discussion because they were the 10 questions with the highest mean values. The
lowermost statements by mean value (see Table 5-1, 5-2 & 5-3) were selected because

they were the 10 questions with the lowest mean values.

For purposes of interpreting the means, a cut-off mean value of 4.0 was set for the
guestions (Da Veiga & Martins, 2015). A mean value of 4.0 and above indicates a positive
perception, and a mean value that is below 4.0 indicates a neutral or potentially negative
perception. All the questions with a mean value that is below 4.0 represent areas for
improvement, which can be set as focus areas for which action plans can be identified.

The next three subsections discuss the questions that yielded the highest mean values
and those with the lowest mean values, starting with competence, followed by relatedness
and lastly, autonomy.

5.3.1 Results of competence questions

Table 5-1 lists the ten uppermost statements and the ten lowermost statements for the
competence questions. The uppermost statements had mean values ranging from 4.36
to 4.77, and the lowermost questions ranged from 3.86 to 4.19. Table 5-1 shows that all
ten of the uppermost questions had mean values greater than 4.0. This suggests that
participants responded positively to these questions and they perceived themselves to be
competent in the areas of password security, protecting the privacy of students’
information, protecting their mobile devices, securely using social media and handling
sensitive information. For the lowermost 10 questions, 5 had mean values greater than
4.0, and the other 5 questions had mean values less than 4.0, thus indicating that these

areas require further improvement.
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Table 5-1: Uppermost and lowermost competence statements by mean value

Uppermost competence statements

Statement Mean

C1 I have the necessary skills to use different passwords for social media and work accounts. | 4.52

C3 | have the necessary skills to use a combination of letters, numbers, and symbols in work | 4.77

passwords

C24 | have the necessary skills to adhere to the privacy policy of the university 4.60

C13 1 have the necessary skills to keep my device (e.g. laptop, smartphone) with me at all times | 4.59

when working in a public place

C12 I have the necessary skills to avoid posting sensitive information about work on social media | 4.56

C2 | have the necessary skills to never share my work passwords with colleagues 455

C25 | have the necessary skills to adhere to the information security policy of the university 4.49

C11 | have the necessary skills to consider the negative consequences before posting anything | 4.46

on social media

C23 | have the necessary skills to process student information only for the purpose for which it | 4.44

was collected

C18 | have the necessary skills to identify when it is risky to leave the information on my desk 4.36
Lowermost statements

Statement Mean

C6 | have the necessary skills to identify when it is risky to open attachments in emails from | 4.19

people | do not know

C15 | have the necessary skills to shield my computer screen from strangers when working on | 4.17

a sensitive document

C8 | have the necessary skills to avoid accessing websites that could be dubious (malicious). 412

C7 I have the necessary skills to identify when it is risky to download files onto my work computer | 4.12

C16 | have the necessary skills to securely dispose of sensitive information 4.04

C21 | have the necessary skills to report any information security incidents if | notice them 3.97

C17 | have the necessary skills to identify when it is risky to insert an external device (e.g. a | 3.95

USB stick or phone) into a computer

C20 | have the necessary skills to notice poor information security behaviour by colleagues 3.93

C10 | have the necessary skills to review the privacy settings of my social media accounts 3.91

C9 | have the necessary skills to assess the safety of a website before entering information | 3.86

online
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5.3.2 Results of relatedness questions

The uppermost ten statements and the lowermost ten statements are shown in Table 5-
2 for the relatedness questions. The uppermost statements had mean values ranging
from 3.05 to 3.51 and the lowermost statement ranged from 2.68 to 3.01. Uppermost
questions and lowermost questions had mean values below 4.0. This suggests that
participants had neutral and potentially negative views towards the relatedness
questions, indicating that these areas require further improvement.

Table 5-2: Uppermost and lowermost relatedness statements by mean value

Uppermost relatedness statements

Statement Mean

R23 My colleagues support me to process student information only for the purpose for which it | 3.52
was collected

R2 My colleagues support me never to share my work passwords with colleagues 3.51
R24 My colleagues support me to adhere to the privacy policy of the university 3.49
R25 My colleagues support me to adhere to the information security policy of the university 3.46
R22 My colleagues support me to process student information in a lawful manner 3.35
R5 My colleagues support me to avoid clicking on links in emails from people | do not know 3.15

R7 My colleagues support me to identify when it is risky to download files onto my work computer. | 3.10

R13 My colleagues support me to keep my device (e.g. laptop, smartphone) with me at all times | 3.08
when working in a public place

R12 My colleagues support me to avoid posting sensitive information about work on social media | 3.06

R19 My colleagues support me to report any suspicious behaviour if | notice it 3.05
Lowermost relatedness statements

Statement Mean

R18 My colleagues support me to remove information on my desk, which could be risky 3.01

R21 My colleagues support me to report any information security incidents if | notice them 2.98

R9 My colleagues support me to assess the safety of a website before entering information online | 2.98

R14 My colleagues support me to avoid sending sensitive work files over a public Wi-Fi network | 2.97

R20 My colleagues support me to notice poor information security behaviour by colleagues 291

R17 My colleagues support me to identify when it is risky to insert an external device (e.g. aUSB | 2.88
stick or phone) into a work computer

R16 My colleagues support me to securely dispose of sensitive information 2.87

R15 My colleagues support me to shield my computer screen from strangers when working on a | 2.82
sensitive document

R10 My colleagues support me to review the privacy settings of my social media accounts 2.69

R1 My colleagues support me to use different passwords for social media and work accounts. 2.68
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5.3.3 Results of autonomy questions

Table 5-3 presents the ten uppermost statements and the ten lowermost statements for
the autonomy questions of the survey. The uppermost statements had mean values
ranging from 4.41 to 4.68 and the lowermost statements ranged from 3.91 to 4.27. All the
mean values of the uppermost questions are above 4.0, suggesting that respondents
perceived these questions positively. These results suggest that the respondents
perceived their information security behaviour to be out of their own choice in the areas
of password security, protecting the privacy of students’ information, protecting their
mobile devices, securely using social media, compliance with the ISP and handling of
sensitive information. Eight of the lowermost 10 questions had mean values that are
greater than 4.0, and 2 questions had mean values that are lower than 4.0. The two
guestions with a mean value that is less than 4.0 fall in the dimensions of social media

use and incident reporting; these are areas which require further improvement.

Table 5-3: Uppermost and lowermost autonomy statements by mean value

Uppermost autonomy statements

Statement Mean
A3 | choose to use a combination of letters, numbers, and symbols in work passwords 4.68
A12 | choose to avoid posting sensitive information about work on social media 4.67
A24 | choose to adhere to the privacy policy of the university 4.65

A13 | choose to keep my device (e.g. laptop, smartphone) with me at all times when working | 4.61
in a public place
A25 | choose to adhere to the information security policy of the university 4.60
A2 | choose never to share my work passwords with my colleagues 4.54
All | choose to consider the negative consequences before posting anything on social media | 4.53
A23 | choose to process student information only for the purpose for which it was collected 4.48

A18 | choose not to leave the information on my desk, which could be risky 4.48

A22 | choose to process student information in a lawful manner 4.41
Lowermost autonomy statements

Statement Mean

A8 | choose to avoid accessing websites that could be dubious (malicious). 4.27

Al17 | choose not to insert external devices (e.g. a USB stick or phone) into a work computer | 4.21
if it could pose a risk

A16 | choose to securely dispose of sensitive information 4.18
A19 | choose to report any suspicious behaviour 4.18
A4 | choose to click only on links in emails from people | know 4.18
Al | choose to use different passwords for social media and work accounts 4.17
A9 | choose to assess the safety of a website before entering information online 4.08
A21 | choose to report any information security incidents if | notice them 4.00
A10 | choose to review the privacy settings of my social media accounts 3.91
A20 | choose to notice poor information security behaviour by colleagues 3.73
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5.4 Validation of the instrument

This section presents the steps followed in determining the validity and the reliability of
the questionnaire. Validity is discussed in section 5.4.1 and reliability is discussed in

section 5.4.2

5.4.1 Validity

Determining the validity of the survey questions and the underlying factors of the
guestionnaire was done using the Exploratory factor analysis (EFA). O’'Rourke & Hatcher
(2013) suggests that the minimum number of respondents must be five times the number
of items in the research instrument for the sample to be statistically viable for use in
questionnaire validation. The questionnaire consisted of 75 questions, excluding the
biographical questions. The questions where subdivided into three categories of
competence, relatedness and autonomy. Each category had 25 questions adapted for
the respective categories, and responses were considered for each category. As a result,
the required minimum number of responses was 125. The EFA was carried out per
category thus new factors were determined for each category. The 263 responses
received from the online survey were considered adequate for the statistical validation of
the research instrument. A professional statistician facilitated the statistical processing of
the collected survey data using SPSS Version 25. The confidentiality agreement with the

statistician is shown in Appendix J. A discussion of the EFA results follows.

EFA was employed for the questionnaire validation and to summarise the collected data
so that the underlying relationships between the variables could be revealed (Yong &
Pearce, 2013). EFA is also used to determine the construct validity of data collection

instruments which are self-reporting (Williams, Onsman & Brown, 2010).

The Kaiser-Meyer-Olkin (KMO) and the Bartlett sphericity tests were done to determine
if the collected data met the conditions for performing the EFA. The tests were conducted
per category, that is, competence, relatedness and autonomy. To produce distinct factors
that are reliable, Field (2009) recommends a KMO value that is close to 1. The probability
should be less or equal to 0.05 for the Bartlett sphericity test — a result suggesting a high

correlation among variables (Williams et al., 2010).
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Table 5-4 shows that a KMO value of 0.915 was obtained for the competence questions;
this suggests excellent sampling adequacy to proceed with the EFA. The results of the
Bartlett sphericity test for the competence questions are also shown in Table 5-4 and is
statistically significant (p = 0.000).

Table 5-4: KMO and Bartlett's test for the competence category

Kaiser-Meyer-Olkin Measure of Sampling Adequacy. 0.915
Bartlett's Test of Sphericity Approx. Chi-Square 3451.121
df 300
Sig. 0.000

A KMO value of 0.965 was obtained for the relatedness questions (see Table 5-5), this
suggests excellent sampling adequacy to proceed with the EFA. The results of the Bartlett
sphericity test for the relatedness questions shows a value that is statistically significant
(p = 0.000).

Table 5-5: KMO and Bartlett's test for relatedness category

Kaiser-Meyer-Olkin Measure of Sampling Adequacy. 0.965
Bartlett's Test of Sphericity Approx. Chi-Square 6125.315
df 300
Sig. 0.000

The KMO value of 0.885, which was obtained for the autonomy questions (see Table 5-
6), suggests a good sampling adequacy to proceed with the EFA. The results of the
Bartlett sphericity test for the autonomy questions indicates statistically significant (p =
0.000) results.

Table 5-6: KMO and Bartlett's test for autonomy category

Kaiser-Meyer-Olkin Measure of Sampling Adequacy. 0.885
Bartlett's Test of Sphericity Approx. Chi-Square 2719.525
df 300
Sig. 0.000

As shown in Tables 5-4, 5-5, and 5-6, results of the KMO and Bartlett’s tests for the three

categories are adequate to proceed with the exploratory factor analysis.

116



5.4.1.1 Determining the number of factors

The Eigenvalues, scree plots and cumulative percentages were used to identify the

number of underlying factors (Gerber & Hall, 2017). The Eigenvalues and the scree plots

were generated for each of the categories of competence, relatedness and autonomy.

The factors were determined as follows:

Statements must have loading values greater than 0.4,

The cumulative percentage must be above 60%,

Eigenvalues must be greater than 1,

A minimum of 3 statements per factor was required,

Where the cumulative percentage is less than 60, the combination of statements
for a factor that makes theoretical sense were considered and

Cross-loading items with cross-loading differences less than 0.2 were dropped.

The resulting factors are as follows:

Competence: The solution with 4 factors was chosen and had a cumulative
percentage exceeding 60%. However, the factors were reduced to 3 because the
last dimension had 1 statement. The third factor initially had 4 statements, which
were reduced to 3 after item C25 was removed on the basis that it was cross
loading on another factor and the cross-loading difference was less than 0.2. This
combination was adopted because it had a higher cumulative percentage and
made theoretical sense. Table 5-7 shows the selected competence category

factors that had Eigenvalues greater than 1 and cumulative Eigenvalue of 62.38%.

Table 5-7: Eigenvalues for the competence factors

Total Variance Explained
Initial Eigenvalues Extraction Sums of Squared Loadings
% of | Cumulative % of

Factor Total Variance % Total Variance Cumulative %
1 11.002 | 44.010 44.010 11.002 44.010 44.010

2 2.121 | 8.484 52.494 2.121 8.484 52.494

3 1.294 | 5.177 57.671 1.294 5.177 57.671

4 1.178 | 4.710 62.381 1.178 4710 62.381

Relatedness: The 2-factors combination was adopted for this research study
because it had a cumulative percentage that is higher than 60% and made
theoretical sense. Table 5-8 shows the selected factors for the relatedness
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category that had Eigenvalues that exceed 1 and cumulative Eigenvalue of
70.735%.

Table 5-8: Eigenvalues for factors the relatedness factors

Total Variance Explained

Initial Eigenvalues Extraction Sums of Squared Loadings
Factor Total % of Variance | Cumulative % | Total % of Variance | Cumulative %
1 16.034 | 64.134 64.134 16.034 | 64.134 64.134
2 1.650 | 6.601 70.735 1.650 | 6.601 70.735

e Autonomy: The 6-factors combination was selected on the basis that it had a
cumulative percentage of over 60% and it made theoretical sense. Table 5-9
shows the selected factors for the autonomy category that had Eigenvalues that

are greater than 1 and a cumulative Eigenvalue of 63.681%.

Table 5-9: Eigenvalues for factors the autonomy factors

Total Variance Explained
Initial Eigenvalues Extraction Sums of Squared Loadings
Factor Total % of Variance | Cumulative % | Total % of Variance Cumulative %
1 8.646 34.585 34.585 8.646 34.585 34.585
2 2.101 8.405 42.991 2.101 8.405 42.991
3 1.548 6.192 49.183 1.548 6.192 49.183
4 1.360 5.442 54.625 1.360 5.442 54.625
5 1.182 4.726 59.351 1.182 4.726 59.351
6 1.083 4.330 63.681 1.083 4.330 63.681
Scree plots

The scree plot is a graph showing each factor against its associated Eigenvalues on the
y-axis and is used for determining the factors that should be to retained. The factors to
be retained are indicated by the data points that are above the turning point at which the
graph levels out (Gerber & Hall, 2017; Yong & Pearce, 2013). The scree plots for each of
the categories are shown in Figures 5-6 to 5-8.

Figure 5-6 shows scree plot for the competence questions. Four factors were retained for
this category.
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Figure 5-6: Competence Scree plot, compiled from survey data

Figure 5-7 shows the scree plot for the relatedness questions. Two factors were retained

for this category.
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Figure 5-7: Relatedness scree plot, compiled from survey data
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Figure 5-8 shows the scree plot for the autonomy questions. Six factors were retained for

this category.
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Figure 5-8: Autonomy scree plot, compiled from survey data

Communalities

Items with communalities greater than 0.4 were selected, and those with communalities
less than 0.4 were left out. According to Costello & Osborne (2005), items with
communalities less than 0.4 may not have an association with other items. The
communalities shown in Appendix K indicate that the communalities were greater than
0.4 for the relatedness items, and none of these items was therefore discarded. The
communalities for the autonomy category indicate that 5 statements were below 0.4 and
these also were left out. The communalities for competence show that only a single
statement had communality below 0.4 and was as a result also discarded.

The evidence obtained through the Eigenvalues, the scree plots and the cumulative
percentages, shows that the survey data were suitable for the EFA (Costello & Osborne,
2005; Williams et al., 2010; Yong & Pearce, 2013). The principal axis factoring (PAF)
extraction method was applied using the Direct Oblimin with Kaiser Normalization rotation

method and the rotation converged in 12 iterations. Stevens (2002) recommend retaining
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items with loading values greater than 0.4, and it is on this basis that the item loading cut
off was set at 0.4. The results of the PAF are shown in Tables 5-10 to 5-12.

Table 5-10: Rotated pattern matrix - competence, compiled from survey data

Factor

Question 1 2 3 4

12 0.757

21 0.707

20 0.680

11 0.673

16 0.654

15 0.629

19 0.582

1 0.561

14 0.525

18 0.494

10 0.443

13

7 -0.862

6 -0.852

8 -0.815

4 -0.685

9 -0.653

5 -0.617

17 -0.498

2

23 -0.878

22 -0.753

24 -0.595

25 0.409 -0.440

3 0.417
Extraction Method: Principal Axis Factoring.
Rotation Method: Oblimin with Kaiser Normalization.

In the final analysis factor 3 item, C25 was removed because it had a cross loading
difference less than 0.2. Factor 4 was dropped since it had a single item, C3. Therefore,

the final number of competence category factors was reduced to 3.

121



Table 5-11: Rotated pattern matrix - relatedness statements

Factor
Question 1 2

4 0.960

5 0.930

8 0.864

9 0.857

3 0.850

6 0.820

10 0.808

7 0.775

13 0.766

11 0.743

15 0.723

16 0.714

12 0.702

1 0.688

14 0.675

18 0.510 0.412

17 0.480 0.402

2 0.449

22 0.901

23 0.883

25 0.871

24 0.764

20 0.598

21 0.581

19 0.483
Extraction Method: Principal Axis Factoring.
Rotation Method: Oblimin with Kaiser
Normalization.

For relatedness factors, items Q17 and Q18 were discarded because they each had a
cross-loading difference that is lower than 0.2.
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Table 5-12: Rotated pattern matrix - autonomy statements

Factor

Question 1 2 3 4 5 6
9 0.621
10 0.562
8 0.429

1

5 -0.757
6 -0.745
4 -0.663
7

3

-0.466

23 0.916
22 0.878
21 -0.921
19 -0.666
20 -0.578
25 0.609
24 0.525

13 -0.765
11 -0.620
12 -0.535
15 -0.485
16 -0.432
14
Extraction Method: Principal Axis Factoring.
Rotation Method: Oblimin with Kaiser Normalization.

For the autonomy category, 6 items (Al, A2, A3, Al4, Al7and A18) were dropped

because they had loading values of less than 0.4.
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Based on the rotated pattern matrices presented in Tables 5-10, 5-11 and 5-12, the
resultant factors are as follows: 3 factors for competence, 3 factors for relatedness and 6
for autonomy. The factor names are shown in table 5-13.

Table 5-13: Factor names

Category Factor name ltems
Competence Employee skills for data safety awareness 11
Employee skills for email and website safety 7
Employee skills for privacy awareness 4
Relatedness Organisational support for employee device and 16
information protection awareness
Organisational support for employee information privacy 16
protection awareness
Organisational support for employee information privacy 7
protection awareness
Autonomy Employee choice on privacy awareness 3
Employee choice to avoid malicious emails and 4
downloads
Employee choice to keep the privacy of student personal 2
information
Employee choice to report bad security behaviour 3
Employee choice to adhere to information security and 2
privacy policies
Employee choice to keep devices and information secure 5

The factors employee choice to keep the privacy of student personal information and
employee choice to adhere to information security and privacy policies, which had two
statements each, were retained because both factors had very good reliability as shown
by the Cronbach alpha coefficient results in Table 5-14.

5.4.2 Reliability — Cronbach alpha

Cronbach Alpha coefficients were calculated for the 11 factors resulting from the EFA.
Reliability refers to whether the measuring instrument is dependable or not, and if the
measuring instrument produces consistent results in similar environments (Marczyk et
al., 2005). According to Gerber & Hall (2017), Cronbach Alpha coefficient can be
interpreted as follows: values greater than 0.8 - good; values from 0.6 to 0.8 - acceptable
; and values less than 0.6 - unacceptable for. Table 5-14 shows the results of the
Cronbach Alpha for the 11 factors (the detailed statistics are shown in Appendix L). All
the Cronbach Alphas are described as being good because they were found to be above
0.7.
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Table 5-14: Reliability results for the factors

No. ,
Category | Factor Iltems of o|:71eirtrt]:d Cr%gﬁgh S Reliability
items
12, 21,
20, 11,
o Employee skills for data | 16, 15, 11 0.906 Good
3 safety awareness 19, 1,
o 14, 18,
19 10
§ Employee_ skills for email ;1 g g 7 0.905 Good
and website safety 17
Employee skills for 22, 23, 4 0.799 Good
privacy awareness 24
4,5, 8,
9, 3, 6,
Organisational support 7, 10,
@ for employee device and | 11, 13, 16 2 0.967 Good
L information awareness 15, 16,
32 12, 1,
% 14,2
x Organisational 22, 23,
supporting for employee | 24, 25, 7 0.945 Good
information privacy 20, 21, '
protection awareness 19
Employee choice on
privacy awareness 8,9, 10 3 0.775 Acceptable
Employee choice to 45 6
avoid malicious emails 7’ T 4 0.836 Good
and downloads
Employee choice to keep
the privacy of student 22,23 2 0.904 Good
E‘ personal information
o Employee choice to 19 20
8 report bad security e 3 0.791 Acceptable
5 . 21
< behaviour
Employee choice to
adher_e to mforr_nanon 24. 25 2 0.868 Good
security and privacy
policies
Employee choice to keep | 11, 13,
devices and information | 15, 16, 5 0.793 Acceptable
secure 12
Overall 9.489 Goad

The Cronbach Alpha for the 11 factors was found to be between 0.775 and 0.970. The
overall Cronbach alpha coefficient for all the factors was 9.489, which indicates good

internal consistency.
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5.5 Descriptive statistics for the factors

This section discusses the mean values for the factors of per category (i.e., competence,
relatedness and autonomy).

5.5.1 Overall mean values for the factors

Figure 5-9 shows that the mean values for the three categories as follows: autonomy (M
= 4.32) > competence (M = 4.28) > relatedness (M = 3.08). This suggests that while on
the one hand the autonomy questions, which was followed closely by the competence
questions, received a more positive perception, relatedness questions on the other hand
received neutral or potentially negative perceptions. The mean value of less than 4 for

relatedness indicates an area that requires further improvement.

5.00

Mean

Relatedness Competence Autonomy

Figure 5-9: Overall group mean values
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5.5.2 Competence category factors

Figure 5-10 shows the means for the three factors for the competence category. The
highest mean value achieved for the employee skills for privacy awareness item (M =
4.41) suggests a positive perception by participants towards this factor. Perceptions of
the other two competence factors (i.e., employee skills for data safety awareness (M =
4.22) and employee skills for email and website safety (M = 4.13)) were less favourable.

500

4.00

3.00

Mean

200

1.00

0.00

Competence Factor 1 Competence Factor 2 Competence Factor 3

Figure 5-10: Competence category factors means

127




5.5.3 Relatedness category factors

According to Figure 5-11, a higher mean value (M = 3.25) was obtained for the
relatedness category factor organisational support for employee device and information
protection awareness compared to the factor organisational support for employee
information privacy protection awareness factor (M = 3.01). The mean values of the two
factors suggest that participants have a neutral or potentially negative perception of the
relatedness questions. A mean value of less than 4.0 obtained for both factors suggests
that both factors require further improvement.

4.00

Mean

200

1.00

0.00

Relatedness Factor 1 Relatedness Factor 2

Figure 5-11: Relatedness category factors means
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5.5.4 Autonomy category factors

Figure 5-12 shows the means for the six factors for the autonomy category. The order of
the mean values for the autonomy factor is as follow (highest to lowest): employee choice
to adhere to information security and privacy policies (M = 4.62); employee choice to keep
devices and information secure (M = 4.46); employee choice to keep the privacy of
student personal information (M = 4.44); employee choice to avoid malicious emails and
downloads (M = 4.30); employee choice on privacy awareness (M = 4.09); and employee
choice to report bad security behaviour (M=3.96). The values suggest that respondents

have a positive opinion of all the autonomy factors.
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Altonomy Autonomy Autonomy Autonamy Autonamy Autonamy
Factor 1 Factor 2 Factor 3 Factor 4 Factor & Factor 6

Figure 5-12: Mean values for the autonomy category factors

5.6 Comparison of demographic groups

One-way ANOVA was conducted for each of the factors and the biographical variables to
determine whether the mean values differed among the biographical variables groups.
Scheffe’s method was used for the post hoc test to identify where the significant
differences lied among the groups. The information is shown in Appendix M. For the
ANOVA and the Scheffe test, the significance level was set at .05. The post-hoc results

are presented for the significant ANOVAs only. ANOVA was carried out for each of the
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following groups: age, tenure, job level and the highest level of education. T-tests were
conducted for the gender groups.

5.6.1 Test of normality

A test of normality was carried out before proceeding with ANOVA, t-tests and correlation
analysis to assess whether the data had a normal distribution. If the result of the normality
test is non-significant (p >.05) a normal distribution of the data is assumed. However, if
the normality test produces a significant result (p <.05), the data does not have a normal
distribution (Field, 2009). Table 5-15 presents the Kolmogorov-Smirnov test and the
Shapiro-Wilk test results. The results of both tests show that the data deviate from
normality. However, “parametric methods examining differences between means, for
sample sizes greater than 5, do not require the assumption of normality and will yield
nearly correct answers even for manifestly non-normal and asymmetric distributions”
(Norman 2010, p4). While the survey data was not normally distributed, the sample size
was large (N=263), therefore the study still proceeded with parametric methods, that is,
the Pearson, the t-tests and the ANOVAs. The assumption of a normal distribution is,
therefore, not necessary for the t-test when the sample is large (Lumley, Diehr, Emerson
& Chen, 2002). Blanca, Alarcén, Arnau, Bono & Bendayan, (2017) state that the ANOVA
is still robust in situations where the data does not have a normal distribution and the
sample is large. Norman (2010) is of the view that parametric tests can still be carried out
on small sample data, which has unequal variances or data that does not have a normal

distribution.

Table 5-15: Normality test result for the factors

Kolmogorov-Smirnov? Shapiro-Wilk
Statistic df Sig. Statistic | df | Sig.
Organisational support for employee device and | 0.071 259 0.003 | 0.954 259 | 0.000

information protection awareness

Organisational support for employee information privacy | 0.091 259 0.000 | 0.940 259 | 0.000

p rotection awareness

Employee skills for data safety awareness 0.145 259 0.000 | 0.887 259 | 0.000
Employee skills for email and website safety 0.158 259 0.000 | 0.875 259 | 0.000
Employee skills for privacy awareness 0.223 259 0.000 | 0.804 259 | 0.000
Employee choice on privacy awareness 0.155 259 0.000 | 0.874 259 | 0.000

Employee choice to avoid malicious emails and | 0.215 259 0.000 | 0.802 259 | 0.000
downloads
Employee choice to keep the privacy of student personal | 0.319 259 0.000 | 0.691 259 | 0.000
information

Employee choice to report bad security behaviour 0.148 259 0.000 | 0.903 259 | 0.000
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Kolmogorov-Smirnov?

Shapiro-Wilk

secure

Statistic df Sig. Statistic | df | Sig.
Employee choice to adhere to information security and | 0.366 259 0.000 | 0.669 259 | 0.000
privacy policies
Employee choice to keep devices and information | 0.215 259 0.000 | 0.786 259 | 0.000

a. Lilliefors Significance Correction

5.6.2 ANOVA - age groups

Table 5-16 shows the ANOVA results for purposes of undertaking a comparative analysis
of the age groups for the eleven factors. The data shows that only 2 factors had significant
differences for age groups. The organisational support for employee information privacy
protection awareness factor shows a significant mean difference between age groups
F(2, 259) = 3.369 (p = 0.036) (indicated with “*”). The employee choice to avoid malicious

emails and downloads factor also shows a significant mean difference between age

groups F(2, 259) = 3.672 (p = 0.027) (indicated with a “*”). The remaining 9 factors did

not show any significant mean differences. The ANOVA was followed by the post hoc

assessments to explore the source of the significant mean difference.
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Table 5-16: ANOVA results from Age groups

ANOVA Descriptive
Sum of Mean Age Std. Std.

Squares df | Square F Sig. groups N Mean Deviation Error

Organisational support for employee device and | Between Groups | 6.679 2 3.339 2.381 | 0.095 1946 -1964 | 77 3.0433 | 1.20495 0.13732
information protection awareness Within Groups | 363.296 | 259 | 1.403 1965 -1976 | 83 27952 | 1.13025 | 0.12406
Total 369.975 261 1977 -date | 102 3.1749 | 1.21133 0.11994

Organisational support for employee information | Between Groups | 9.898 2 4.949 3.369 | 0.036* 1946 -1964 | 76 3.2437 | 1.19344 0.13690
privacy protection awareness Within Groups | 376.040 256 | 1.469 1965 -1976 | 82 2.9988 | 1.28610 0.14203
Total 385.938 258 1977 -date | 101 3.4663 | 1.16293 0.11572

Employee skills for data safety awareness Between Groups | 2.180 2 1.090 2.011 | 0.136 1946 -1964 | 77 4.2270 | 0.69195 0.07885
Within Groups 140.937 260 | 0.542 1965 -1976 | 83 4.1042 | 0.78719 0.08641

Total 143.117 262 1977 -date | 103 4.3220 | 0.72583 0.07152

Employee skills for email and website safety Between Groups | 3.319 2 1.659 2.218 | 0.111 1946 -1964 | 77 4.2319 | 0.69215 0.07888
Within Groups 193.727 259 | 0.748 1965 -1976 | 83 3.9633 | 0.95990 0.10536

Total 197.045 261 1977 -date | 102 4.1762 | 0.89973 0.08909

Employee skills for privacy awareness Between Groups | 0.648 2 0.324 0.574 | 0.564 1946 -1964 | 77 4.3636 | 0.79689 0.09081
Within Groups 146.225 259 | 0.565 1965 -1976 | 83 4.3855 | 0.77823 0.08542

Total 146.873 261 1977 -date | 102 4.4755 | 0.69153 0.06847

Employee choice on privacy awareness Between Groups | 3.352 2 1.676 2.055 | 0.130 1946 -1964 | 77 4.0996 | 0.80034 0.09121
Within Groups 211.237 259 | 0.816 1965 -1976 | 83 3.9357 | 0.96196 0.10559

Total 214.589 261 1977 -date | 102 4.2059 | 0.92638 0.09173

Employee choice to avoid malicious emails and Between Groups | 5.424 2 2.712 3.672 | 0.027* 1946 -1964 | 77 45011 | 0.66523 0.07581
downloads Within Groups | 191.294 | 259 | 0.739 1965 -1976 | 83 41335 | 0.94397 | 0.10361
Total 196.718 261 1977 -date | 102 4.2892 | 0.91518 0.09062

Employee choice to keep the privacy of student Between Groups | 0.614 2 0.307 0.418 | 0.659 1946 -1964 | 77 4.4091 | 0.89490 0.10198
personal information Within Groups | 189.331 | 258 | 0.734 1965 -1976 | 82 44024 | 0.95076 | 0.10499
Total 189.944 260 1977 -date | 102 45049 | 0.73960 0.07323

Employee choice to report bad security Between Groups | 0.585 2 0.293 0.333 | 0.717 1946 -1964 | 77 4.0173 | 0.80911 0.09221
behaviour Within Groups | 227.344 | 259 | 0.878 1965 -1976 | 83 3.8996 | 1.04989 | 0.11524
Total 227.929 261 1977 -date | 102 3.9788 | 0.92920 0.09200
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ANOVA Descriptive

Sum of Mean Age Std. Std.

Squares df | Square F Sig. groups N Mean Deviation Error
Employee choice to adhere to information Between Groups | 0.062 2 0.031 0.083 | 0.921 1946 -1964 | 77 4.6234 | 0.61855 0.07049
security and privacy policies Within Groups | 96.657 259 | 0.373 1965 -1976 | 83 4.6446 | 0.55508 0.06093
Total 96.719 261 1977 -date | 102 4.6078 | 0.64726 0.06409
Employee choice to keep devices and Between Groups | 0.739 2 0.370 0.798 | 0.451 1946 -1964 | 77 45221 | 0.55834 0.06363
information secure Within Groups | 119.953 259 | 0.463 1965 -1976 | 83 43912 | 0.80444 0.08830
Total 120.692 261 1977 -date | 102 4.4838 | 0.65397 0.06475
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The post-hoc test results, using the Scheffe procedure, are shown in Table 5-17. The
organisational support for employee information privacy protection awareness results
factor shows that the mean difference is significant between the 1965 — 1976 and 1977
to date age groups. Participants from the 1977 — date age group had significantly higher
scores on the organisational support for employee information privacy protection
awareness items (M=3.47) than participants from the 1965 — 1976 age group (M=2.999).
The results suggest that both groups had a potentially neutral and negative perception of

organisational support for employee information privacy protection awareness.

The employee choice to avoid malicious emails and downloads factor had a significant
difference between the 1946 — 1964 and 1965 — 1976 age groups. Participants from the
1946 — 1964 age group had significantly higher scores on the employee choice to avoid
malicious emails and downloads items (M= 4.5) than participants from the 1965 — 1976
age group (M = 4.13). This implies that participants from the 1946 — 1964 age group had
a more positive perception of the employee choice to avoid malicious emails and

downloads questions compared to 1965 — 1976 age group.

Table 5-17: Post hoc analysis - Age group

Multiple Comparisons
Scheffe ‘ ‘
95% Confidence
Interval
Mean Difference Std. Lower Upper
Dependent Variable (1-J) Error Sig. Bound | Bound
Organisational support for | 1946 - | 1965 -1976 0.24490 | 0.19298 0.448 | -0.2302 | 0.7200
employee information 1964 71977 date ~0.22256 | 0.18404 | 0.482 | -0.6757 | 0.2306
privacy protection
AWAreNness 1965 - | 1946 -1964 -0.24490 | 0.19298 | 0.448 | -0.7200 | 0.2302
1976 71977 -date 46745 | 0.18016 | 0.036 | -0.9110 | -0.0239
1977 - | 1946 -1964 0.22256 | 0.18404 | 0.482 | -0.2306 | 0.6757
date 1965 -1976 46745 | 0.18016 | 0.036 | 0.0239 | 0.9110
Employee choice to avoid 1946 - | 1965 -1976 .36755" | 0.13598 0.027 | 0.0328 | 0.7023
g“ofj\‘,'\;ﬁ'lg‘;z gma"s and 1964 1977 -date 021187 | 0.12974 | 0.265 | -0.1076 | 0.5313
1965 - | 1946 -1964 -36755" | 0.13598 | 0.027 | -0.7023 | -0.0328
1976 71977 date ~0.15568 | 0.12704 | 0.473 | -0.4685 | 0.1571
1977 - | 1946 -1964 -0.21187 | 0.12974 | 0.265 | -0.5313 | 0.1076
date  1965-.1976 0.15568 | 0.12704 | 0.473 | -0.1571 | 0.4685
*. The mean difference is significant at the 0.05 level.
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5.6.3 ANOVA results for the job level

The ANOVA results for comparing the job level groups for the eleven factors are
presented in Table 5-18. The data shows that the mean differences are significant
(p<0.05) between six factors for the job level groups. The employee skills for data safety
awareness factor shows a significant mean difference between job level groups F(2, 259)
=4.976 (p =0.008) (indicated with a “*”). The employee skills for email and website safety
factor shows a significant mean difference between job level groups F(2, 258) = 10.482
(p = 0.000) (indicated with a “*”). The employee skills for privacy awareness factor shows
a significant mean difference between job level groups F(2, 258) = 8.653 (p = 0.000)
(indicated with “*”). The employee choice to avoid malicious emails and downloads factor
shows a significant mean difference between job level groups F(2, 258) = 6.458 (p =
0.002) (indicated with a “*”). The employee choice to keep the privacy of student personal
information factor shows a significant mean difference between job level groups F(2, 257)
= 8.251 (p = 0.000) (indicated with a “*”). The employee choice to keep devices and
information secure factor shows a significant mean difference between job level groups
F(2, 258) = 4.256 (p = 0.015) (indicated with a “*”). The remaining five factors do not show
any significant differences relating to job level. The ANOVA was followed by post hoc test
to explore the source of the significant mean differences. The post hoc test results are
shown in Table 5-19.

The employee skills for data safety awareness factor results show that the mean
difference between job level groups academic staff group and operational staff group is
significant. Participants’ responses from the academic staff group had a significantly
higher mean (M = 4.38) on the employee skills for data safety awareness questions than
participants’ responses from the operational staff group (M = 3.94). This suggests that
participants from the academic staff group had a more positive perception towards the

employee skills for data safety awareness questions.

Employee skills for email and website safety factor indicated that all 3 comparisons had
significant differences. The differences between these groups academic staff and
administrative staff, the academic staff and operational staff, as well as the administrative
staff and operational staff, were all significant. Results show that participants’ responses
from the academic staff group had significantly higher scores (M = 4.34), followed by
participants’ responses from the administrative group (M = 4.07), and the operational staff
group (M = 3.94) had the lowest scores. The results suggest that the academic staff group
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had a positive perception towards the employee skills for email and website safety

guestions, followed by the administrative staff group and lastly the operational staff group.

The employee skills for privacy awareness factor results show that there are two
significant differences between academic and the administrative staff groups as well as
the academic and operational staff groups. For the first comparison, results show that
mean scores for the participants from the academic staff group were significantly higher
(M = 4.68) than the administrative group participants (M = 4.34). For the second
comparison, results show that the academic staff group scored significantly higher than
the operational staff group (M = 3.98). This implies that the academic staff group had a
more positive perception towards the employee skills for privacy awareness questions,

followed by administrative staff and lastly the operational staff.

The results for the employee choice to avoid malicious emails and downloads factor show
that the mean differences between academic staff group and operational staff group as
well as the administrative staff group and operational staff group were significant. For the
first comparison, the results show that mean scores for the participants from the academic
staff group were significantly higher (M = 4.38) than for participants from the operational
staff group (M = 3.72). For the second comparison, results show that administrative staff
group scored significantly higher (M = 4.35) compared to the operational staff group. This
implies that the academic staff group had a more positive perception towards the
employee choice to avoid malicious emails and downloads questions, followed by

administrative staff group and lastly the operational staff group.

The employee choice to keep the privacy of student personal information factor, results
indicate two statistically significant mean differences between academic staff group and
administrative staff group as well as the academic staff group and operational staff group.
For the first comparison, results show that mean scores for the participants from the
academic staff group were significantly higher (M = 4.67) than for participants from the
administrative group (M = 4.36). For the second comparison, results show that the
academic staff group had significantly higher scores compared to the operational staff
group (M = 3.98). This implies that the academic staff group had a more positive

perception towards the employee chooses to keep the privacy of student personal
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information questions, followed by administrative staff group and then lastly the

operational staff group.

The employee choice to keep devices and information secure factor results show that

there is a significant difference between academic and administrative staff groups. The

results show that the mean score for the participants from the academic staff group was

significantly higher (M = 4.61) than for the participants from the administrative group (M

=4.39). This implies that the academic staff group had a more positive perception towards

the employee choice to keep devices and information secure questions, than

administrative staff group.

Table 5-18: ANOVA results from Job Levels

Sum of Mean Std. Std.
Squares df Square F Sig. Mean | Deviation Error
Organisational Between | 6.548 2 3.274 2.350 0.097 | Academic 3.1102 | 1.16574 0.11543
support for Groups staff
employee device | Within 359.475 | 258 1.393 Administrative | 3.0181 | 1.17209 0.10125
and information Groups
protection Total 366.024 | 260 Operational 2.5403 | 1.28300 0.25660
awareness
Organisational Between | 7.224 2 3.612 2.452 0.088 | Academic 3.3343 | 1.21546 0.12035
support for Groups staff
employee Within 375.650 | 255 1.473 Administrative | 3.2737 | 1.19795 0.10467
information Groups
privacy Total 382.874 | 257 Operational 2.7429 | 1.28902 0.25780
protection
awareness
Employee skills Between | 5.274 2 2.637 4.976 0.008* | Academic 4.3839 | 0.59559 0.05897
for data safety Groups staff
awareness Within 137.241 | 259 0.530 Administrative | 4.1522 | 0.79969 0.06883
Groups
Total 142515 | 261 Operational 3.9433 | 0.80930 0.16186
Employee skills Between | 14.751 2 7.375 10.482 | 0.000* | Academic 4.3429 | 0.64235 0.06360
for email and Groups staff
website safety Within 181.526 | 258 0.704 Administrative | 4.0677 | 0.89920 0.07768
Groups
Total 196.277 | 260 Operational 3.5095 | 1.16033 0.23207
Employee skills Between | 9.210 2 4.605 8.653 0.000* | Academic 4.6078 | 0.59409 0.05882
for privacy Groups staff
awareness Within 137.318 | 258 0.532 Administrative | 4.3433 | 0.81027 0.07000
Groups
Total 146.529 | 260 Operational 3.9800 | 0.77328 0.15466
Employee choice | Between | 3.998 2 1.999 2.459 0.088 | Academic 4.2255 | 0.81402 0.08060
on privacy Groups staff
awareness Within 209.757 | 258 0.813 Administrative | 4.0249 | 0.97043 0.08383
Groups
Total 213.756 | 260 Operational 3.8400 | 0.85592 0.17118
Employee choice | Between | 9.355 2 4.678 6.458 0.002* | Academic 4.3807 | 0.79599 0.07881
to avoid Groups staff
malicious emails | Within 186.874 | 258 0.724 Administrative | 4.3458 | 0.81095 0.07006
and downloads Groups
Total 196.229 | 260 Operational 3.7200 | 1.21475 0.24295
Employee choice | Between | 11.442 2 5.721 8.251 0.000* | Academic 4.6667 | 0.64229 0.06360
to keep the Groups staff
privacy of Within 178.192 | 257 0.693 Administrative | 4.3571 | 0.92231 0.07997
student personal | Groups
information Total 189.635 | 259 Operational 3.9800 | 1.00499 0.20100
Employee choice | Between | 1.253 2 0.626 0.716 0.489 | Academic 4.0098 | 0.96410 0.09546
to report bad Groups staff
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Sum of Mean Std. Std.
Squares df Square F Sig. Mean | Deviation Error
security Within 225.601 | 258 0.874 Administrative | 3.9614 | 0.93768 0.08100
behaviour Groups
Total 226.854 | 260 Operational 3.7600 | 0.78481 0.15696
Employee choice | Between | 0.554 2 0.277 0.745 0.476 | Academic 4.6765 | 0.56572 0.05601
to adhere to Groups staff
information Within 96.022 258 0.372 Administrative | 4.5970 | 0.63565 0.05491
security and Groups
privacy policies Total 96.577 260 Operational 4.5400 | 0.64420 0.12884
Employee choice | Between | 3.845 2 1.923 4.256 0.015* | Academic 4.6095 | 0.51401 0.05090
to keep devices Groups staff
and information Within 116.560 | 258 0.452 Administrative | 4.3884 | 0.78541 0.06785
secure Groups
Total 120.406 260 Operational 4.2720 | 0.57120 0.11424
Table 5-19: Post hoc analysis: Job level
Multiple Comparisons
Scheffe
95% Confidence
Mean Interval
Difference Std. Lower Upper
Dependent Variable (1-3) Error Sig. Bound Bound
Employee skills | Academic Administrative 0.23170 0.09550 0.054 -0.0034 0.4668
for data safety | staff Operational 24064 016245 | 0027 | 00407 | 08406
awareness
Administrative | Academic staff | -0.23170 0.09550 0.054 -0.4668 0.0034
Operational 0.20894 0.15849 0.421 -0.1813 0.5991
Operational Academic staff | -.44064" 0.16245 0.027 -0.8406 -0.0407
Administrative -0.20894 0.15849 0.421 -0.5991 0.1813
Employee skills | Academic Administrative .27521" 0.11022 0.046 0.0038 0.5466
for email and staff - T
website safety Operational .83338 0.18719 0.000 0.3725 1.2943
Administrative | Academic staff -.27521" 0.11022 0.046 -0.5466 -0.0038
Operational .55817" 0.18274 0.010 0.1083 1.0081
Operational Academic staff | -.83338" 0.18719 0.000 -1.2943 -0.3725
Administrative -.55817" 0.18274 0.010 -1.0081 -0.1083
Employee skills | Academic Administrative .26456" 0.09586 0.023 0.0285 0.5006
for privacy staff - z
awareness Operational .62784 0.16281 0.001 0.2270 1.0287
Administrative | Academic staff -.26456" 0.09586 0.023 -0.5006 -0.0285
Operational 0.36328 0.15894 0.075 -0.0280 0.7546
Operational Academic staff | -.62784" 0.16281 0.001 -1.0287 -0.2270
Administrative -0.36328 0.15894 0.075 -0.7546 0.0280
Employee Academic Administrative 0.03495 0.11183 0.952 -0.2404 0.3103
choice to avoid | staff Operational 66072" 0.18993 | 0.003 0.1931 1.1283
malicious emails
and downloads Administrative | Academic staff -0.03495 0.11183 0.952 -0.3103 0.2404
Operational .62577" 0.18541 0.004 0.1693 1.0823
Operational Academic staff | -.66072" 0.18993 0.003 -1.1283 -0.1931
Administrative -.62577" 0.18541 0.004 -1.0823 -0.1693
Employee Academic Administrative .30952" 0.10959 0.020 0.0397 0.5794
choice to keep | staff Operational 68667 0.18583 | 0.001 0.2291 1.1442
the privacy of
student personal | Administrative | Academic staff -.30952" 0.10959 0.020 -0.5794 -0.0397
information Operational 0.37714 018151 | 0.118 20.0698 | 0.8240
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Multiple Comparisons

Scheffe |
95% Confidence
Mean Interval
Difference Std. Lower Upper
Dependent Variable (1-3) Error Sig. Bound Bound
Operational Academic staff | -.68667" 0.18583 0.001 -1.1442 -0.2291
Administrative -0.37714 0.18151 0.118 -0.8240 0.0698
Employee Academic Administrative .22104" 0.08832 0.045 0.0036 0.4385
choice to keep | staff Operational 0.33748 0.15000 | 0.082 -0.0318 | 0.7068
devices and
information Administrative | Academic staff | -.22104" 0.08832 0.045 -0.4385 -0.0036
secure Operational 0.11643 0.14643 | 0.729 0.2441 | 0.4770
Operational Academic staff | -0.33748 0.15000 0.082 -0.7068 0.0318
Administrative -0.11643 0.14643 0.729 -0.4770 0.2441

*. The mean difference is significant at the 0.05 level.

5.6.4 ANOVA results for the level of education

Table 5-20, which shows the ANOVA results for the level of education groups, suggests
that for the organisational support for employee device and information protection
awareness factor, there is a significant mean difference between level of education
groups F(3, 257) = 3.109 (p = .027) (indicated with an asterisk), and the organisational
support for employee information privacy protection awareness factor, also shows a
significant mean difference between level of education groups F(3, 254) = 3.116 (p =
.027) (indicated with an asterisk). However, the post-hoc tests show that the two factors
do not have a significant difference. The factors show significant differences, but the post
hoc test indicate that no significant mean differences exist among the educational levels

as shown by the post hoc tests in Table 5-21.

Table 5-20: ANOVA results from Level of education

Sum of Mean Std. Std.
Squares df | Square E Sig. Mean | Deviation Error
Organisational Between | 12.818 3 4.273 3.109 | 0.027* | High School 3.3708 | 1.14026 0.22805
support for Groups Certificate
employee device | Within 353.205 257 | 1.374 Diploma 3.5996 | 1.12988 0.25921
and information Groups
protection Total 366.024 | 260 Degree 3.0665 | 1.32320 0.22053
awareness
Postgraduate | 2.8846 | 1.14926 0.08542
Organisational Between | 13.593 3 4.531 3.116 | 0.027* | High School | 3.8457 | 1.14131 0.22826
support for Groups Certificate
employee Within 369.281 254 | 1.454 Diploma 3.6015 | 1.28358 0.29447
information Groups
privacy Total 382.874 | 257 Degree 3.1389 | 1.36191 0.22698
protection
awareness
Postgraduate | 3.1458 | 1.17277 0.08790
Between | 0.404 3 0.135 0.244 | 0.865 | High School | 4.1184 | 0.75515 0.15103
Groups Certificate
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Sum of Mean Std. Std.
Squares | df | Square F Sig. Mean | Deviation Error
Employee skills Within 142.111 | 258 | 0.551 Diploma 4.2967 | 0.81312 0.18654
for data safety Groups
awareness Total 142.515 | 261 Degree 4.2501 | 0.68874 0.11323
Postgraduate | 4.2234 | 0.74329 0.05525
Employee skills Between | 4.690 3 1.563 2.097 | 0.101 High School | 3.8181 | 1.03526 0.20705
for email and Groups Certificate
website safety Within 191.587 257 | 0.745 Diploma 4.3158 | 0.81173 0.18622
Groups
Total 196.277 | 260 Degree 3.9505 | 1.02002 0.16769
Postgraduate | 4.1787 | 0.80691 0.06014
Employee skills Between | 2.834 3 0.945 1.690 | 0.170 High School | 4.3600 | 0.76328 0.15266
for privacy Groups Certificate
awareness Within 143.694 | 257 | 0.559 Diploma 4.4737 | 0.73127 0.16777
Groups
Total 146.529 | 260 Degree 4.1667 | 0.84620 0.13911
Postgraduate | 4.4630 | 0.72585 0.05410
Employee Between | 6.390 3 2.130 2.640 | 0.050 High School | 3.7467 | 1.18743 0.23749
choice on Groups Certificate
privacy Within 207.365 257 | 0.807 Diploma 4.4561 | 0.69576 0.15962
awareness Groups
Total 213.756 | 260 Degree 4.2342 | 0.81599 0.13415
Postgraduate | 4.0630 | 0.88703 0.06612
Employee Between | 2.911 3 0.970 1.290 | 0.278 | High School | 4.0100 | 0.79543 0.15909
choice to avoid Groups Certificate
malicious emails | Within 193.318 | 257 | 0.752 Diploma 4.4474 | 0.70009 0.16061
and downloads Groups
Total 196.229 | 260 Degree 4.2365 | 0.88378 0.14529
Postgraduate | 4.3370 | 0.88813 0.06620
Employee Between | 3.103 3 1.034 1.420 | 0.237 | High School | 4.3400 | 0.96523 0.19305
choice to keep Groups Certificate
the privacy of Within 186.532 | 256 | 0.729 Diploma 4.4474 | 0.91127 0.20906
student personal | Groups
information Total 189.635 | 259 Degree 4.2027 | 0.92391 0.15189
Postgraduate | 4.5056 | 0.81590 0.06098
Employee Between | 2.438 3 0.813 0.931 | 0.426 | High School | 4.1267 | 0.90175 0.18035
choice to report Groups Certificate
bad security Within 224.416 257 | 0.873 Diploma 41754 | 0.72323 0.16592
behaviour Groups
Total 226.854 | 260 Degree 4.0360 | 0.94210 0.15488
Postgraduate | 3.9000 | 0.95582 0.07124
Employee Between | 0.211 3 0.070 0.188 | 0.905 | High School | 4.6400 | 0.53072 0.10614
choice to adhere | Groups Certificate
to information Within 96.365 257 | 0.375 Diploma 45526 | 0.66447 0.15244
security and Groups
privacy policies Total 96.577 260 Degree 4.6757 | 0.57995 0.09534
Postgraduate | 4.6167 | 0.62334 0.04646
Employee Between | 2.484 3 0.828 1.805 | 0.147 | High School | 4.2320 | 0.79515 0.15903
choice to keep Groups Certificate
devices and Within 117.922 | 257 | 0.459 Diploma 4.6211 | 0.47560 0.10911
information Groups
secure Total 120.406 | 260 Degree 4.5959 | 0.49894 0.08203
Postgraduate | 4.4520 | 0.70795 0.05277
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Table 5-21: Post-hoc analysis: Level of education

Multiple Comparisons

Scheffe

95% Confidence

Mean Interval
Difference Std. Lower Upper
Dependent Variable (I-3) Error Sig. Bound Bound
Organisational support | High School | Diploma -0.22878 | 0.35680 0.938 -1.2329 0.7753
for employee device | Certificate  "pgoroq 0.30429 | 0.30520 0803 | -05546 | 1.1632
and information
protection awareness Postgraduate 0.48618 | 0.25013 0.289 -0.2177 1.1901
Diploma High School 0.22878 0.35680 0.938 -0.7753 1.2329
Certificate
Degree 0.53306 | 0.33243 0.464 -0.4024 1.4686
Postgraduate 0.71495 | 0.28271 0.097 -0.0806 1.5105
Degree High School -0.30429 | 0.30520 0.803 -1.1632 0.5546
Certificate
Diploma -0.53306 | 0.33243 0.464 -1.4686 0.4024
Postgraduate 0.18189 | 0.21394 0.868 -0.4202 0.7839
Postgraduate | High School -0.48618 | 0.25013 0.289 -1.1901 0.2177
Certificate
Diploma -0.71495 | 0.28271 0.097 -1.5105 0.0806
Degree -0.18189 | 0.21394 0.868 -0.7839 0.4202
Organisational support | High School | Diploma 0.24421 | 0.36698 0.931 -0.7886 1.2770
for employee Certificate I "pearee 0.70683 | 0.31391 0170 | -0.1766 | 1.5903
information privacy
protection awareness Postgraduate 0.69991 0.25753 0.063 -0.0249 1.4247
Diploma High School -0.24421 0.36698 0.931 -1.2770 0.7886
Certificate
Degree 0.46261 0.34191 0.609 -0.4996 1.4249
Postgraduate 0.45570 | 0.29101 0.485 -0.3633 1.2747
Degree High School -0.70683 | 0.31391 0.170 -1.5903 0.1766
Certificate
Diploma -0.46261 0.34191 0.609 -1.4249 0.4996
Postgraduate -0.00691 | 0.22035 1.000 -0.6270 0.6132
Postgraduate | High School -0.69991 | 0.25753 0.063 -1.4247 0.0249
Certificate
Diploma -0.45570 0.29101 0.485 -1.2747 0.3633
Degree 0.00691 0.22035 1.000 -0.6132 0.6270

5.6.5 Independent samples test between gender groups

T-test results are shown in Table 5-22 for the gender groups (also shown in Appendix N

with the group statistics). A t-test (independent samples) was done to determine if the

differences between mean scores of the two groups (male and females) were significant.

The t-test results are discussed below.

The female group (N=144) was associated with the organisational support for employee

device and information protection awareness mean (M = 3.09, SD = 1.23) and the male

group (N=115) was associated with organisational support for employee device and

information protection awareness mean (M = 2.91, SD = 1.14). A t-test was performed to
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test whether the female and male groups were associated with the statistically significant
different mean. The homogeneity of variances assumption was verified with the Levene’s
test F(257) = .835, p=.362. The independent t-test result for the organisational support
for employee device and information protection awareness shows a difference that is not
statistically significant t(257) =1.182, p=.238.

The female group (N=142) was associated with the organisational support for employee
information privacy protection awareness mean (M = 3.27, SD = 1.26) and the male group
(N=114) was associated with the organisational support for employee information privacy
protection awareness mean (M= 3.24, SD=1.19). A t-test was performed to test if the
female and male groups were associated with the statistically significant different mean.
The homogeneity of variances assumption was verified with the Levene’s test F(254) =
576, p=.449. The independent t-test result for the organisational support for employee
information privacy protection awareness factor shows that there was no statistically
significant difference t(254) =.181, p=.857.

The female group (N=144) was associated with the employee skills for data safety
awareness mean (M = 4.23, SD = .73) and the male group (N=116) was associated with
the employee skills for data safety awareness mean (M= 4.23, SD=.76). A t-test was
performed to test if the female and male groups were associated with the statistically
significant mean difference. The homogeneity of variances assumption was tested with
the Levene’s test F(258) = .599, p=.440. The independent t-test result for the employee
skills for data safety awareness shows that there was no statistically significant mean
difference t(258) =.095, p=.925.

The female group (N=143) was associated with the employee skills for email and website
safety mean (M = 4.16, SD = .81) and the male group (N=116) was associated with the
employee skills for email and website safety mean (M= 4.10, SD=.97). A t-test was
performed to test if the female and male groups were associated with the statistically
significant mean difference. The homogeneity of variances assumption was tested using
the Levene’s test F(257) = 1.981, p=.160. The independent t-test result for the employee
skills for email and website safety shows that there was no statistically significant
difference t(257) =.055, p=.583.
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The female group (N=143) was associated with the employee skills for privacy awareness
safety mean (M = 4.16, SD = .81) and the male group (N=116) was associated with the
employee skills for privacy awareness mean (M= 4.10, SD=.97). A t-test was performed
to test whether the female and male groups were associated with the statistically
significant different mean. The homogeneity of variances assumption was tested with the
Levene’s test F(257) = 1.981, p=.160. The independent t-test result for the employee
skills for privacy awareness shows that there was no statistically significant difference
t(257) =.055, p=.583.

The female group (N=143) was associated with the employee choice on privacy
awareness safety mean (M =4.17, SD =.87) and the male group (N=116) was associated
with the employee choice on privacy awareness mean (M= 3.9971, SD=.94). A t-test was
performed to test whether the female and male groups were associated with the
statistically significant different mean. The homogeneity of variances assumption was
tested using the Levene’s test F(257) = .507, p=.477. The independent t-test result for
the employee choice on privacy awareness shows that there was no statistically
significant difference t(257) = 1.531, p=.127.

The female group (N=143) was associated with the employee choice to avoid malicious
emails and downloads safety mean (M = 4.40, SD = .77) and the male group (N=116)
was associated with the employee choice to avoid malicious emails and downloads mean
(M= 4.19, SD=.96). A t-test was performed to test whether the female and male groups
were associated with the statistically significant different mean. The homogeneity of
variances assumption was tested using Levene’s test F(218) = 6.99, p=.009. The
independent t-test result for the employee choice to avoid malicious emails and
downloads shows that there was no statistically significant difference t(218) = 1.965, p
=.051.

The female group (N =142) was associated with the employee choice to keep the privacy
of student personal information mean (M = 4.43, SD = .92) and the male group (N =116)
was associated with the employee choice to keep the privacy of student personal
information mean (M = 4.66, SD =.78). A t-test was performed to test whether the female
and male groups were associated with the statistically significant mean difference. The

homogeneity of variances assumption was tested using Levene’s test F(258) = 1.826, p
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=.178. The independent t-test result for the employee choice to keep the privacy of
student personal information shows that there was no statistically significant difference
t(258) = -367, p =.714.

The female group (N=143) was associated with the employee choice to report bad
security behaviour mean (M = 3.98, SD = .98) and the male group (N=116) was
associated with the employee choice to report bad security behaviour mean (M= 3.96,
SD=.88). A t-test was performed to test whether the female and male groups were
associated with the statistically significant different mean. The homogeneity of variances
assumption of was tested using Levene’s test F(257) = 3.034, p =.083. The independent
t-test result for the employee choice to report bad security behaviour shows that there

was no statistically significant difference t(257) = -0.218, p =.827.

The female group (N=143) was associated with the employee choice to adhere to
information security and privacy policies mean (M = 4.64, SD = .63) and the male group
(N=116) was associated with the employee choice to adhere to information security and
privacy policies mean (M = 4.62, SD =.58). A t-test was performed to test whether the
female and male groups were associated with the statistically significant different mean.
The homogeneity of variances assumption was tested using Levene’s test F(257) =
0.023, p=.879. The independent t-test result for the employee choice to adhere to
information security and privacy policies shows that there was no statistically significant
difference t(257) = .206, p=.837.

The female group (N=143) was associated with employee’s choice to keep devices and
information secure mean (M = 4.49, SD = .63) and the male group (N=116) was
associated with the employee choice to keep devices and information secure mean (M=
4.44, SD=.73). A t-test was performed to determine if the female and male groups were
associated with the statistically significant different mean. The homogeneity of variances
assumption was tested using Levene’s test F(257) = 1.077, p =.300. The independent t-
test result for the employee choice to keep devices and information secure shows that

there was no statistically significant difference t(257) = .685, p=.494.

Thus, the study found that the mean differences for the gender groups for all the factors

were not statistically significant.
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Table 5-22: Independent samples tests

.Independent sample test

Group statistics

Levene's Test
for Equality of

Variances t-test for Equality of Means
Sig. (2- Std. Std. Error
F Sig. t Df tailed) Gender N Mean Deviation Mean

Organisational support for Equal variances assumed 0.835 0.362 1.182 257 0.238 | Female | 144 | 3.0897 1.23406 0.10284
employee device and information Equal variances not assumed 1.192 | 251.365 0.234 | Male 115 | 2.9131 1.14318 0.10660
protection awareness
Organisational support for Equal variances assumed 0.576 0.449 0.181 254 0.857 | Female | 142 | 3.2651 1.26179 0.10589
employee information privacy Equal variances not assumed 0.182 | 247.252 0.856 | Male 114 | 3.2371 1.19330 0.11176
protection awareness
Employee skills for data safety Equal variances assumed 0.599 0.440 0.095 258 0.925 | Female | 144 | 4.2347 0.72848 0.06071
awareness Equal variances not assumed 0.094 | 242.222 0.925 | Male 116 | 4.2260 0.75677 0.07026
Employee skills for email and Equal variances assumed 1.981 0.160 0.550 257 0.583 | Female | 143 | 4.1555 0.80970 0.06771
website safety Equal variances not assumed 0.541 | 228.708 0.589 | Male 116 | 4.0959 0.93619 0.08692
Employee skills for privacy Equal variances assumed 1.065 0.303 -0.196 257 0.845 | Female | 143 | 4.4068 0.81280 0.06797
awareness Equal variances not assumed -0.200 | 256.798 0.842 | Male 116 | 4.4253 0.67757 0.06291
Employee choice on privacy Equal variances assumed 0.507 0.477 1.531 257 0.127 | Female | 143 | 4.1702 0.87467 0.07314
awareness Equal variances not assumed 1.519 | 238.104 0.130 | Male 116 | 3.9971 0.94024 0.08730
Employee choice to avoid malicious | Equal variances assumed 6.991 0.009 2.011 257 0.045 | Female | 143 | 4.4027 0.77020 0.06441
emails and downloads Equal variances not assumed 1.965 | 217.696 0.051 | Male 116 | 4.1861 0.96380 0.08949
Employee choice to keep the Equal variances assumed 1.826 0.178 -0.367 256 0.714 | Female | 142 | 4.4261 0.92243 0.07741
prfivacy tC_>f student personal Equal variances not assumed -0.373 | 255.756 0.709 | Male 116 | 4.4655 0.77663 0.07211
information
Employee choice to report bad Equal variances assumed 3.034 0.083 0.218 257 0.827 | Female | 143 | 3.9825 0.98098 0.08203
security behaviour Equal variances not assumed 0.221 | 254.127 0.825 | Male 116 | 3.9569 0.88414 0.08209
Employee choice to adhere to Equal variances assumed 0.023 0.879 0.206 257 0.837 | Female | 143 | 4.6364 0.62850 0.05256
in;ﬁ(r:?;ztion security and privacy Equal variances not assumed 0.208 | 252.618 0.835 | Male 116 | 4.6207 0.58093 0.05394
FI;mployee choice to keep devices Equal variances assumed 1.077 0.300 0.685 257 0.494 | Female | 143 | 4.4942 0.63956 0.05348
and information secure Equal variances not assumed 0.676 | 230.178 0.500 | Male 116 | 4.4358 0.73143 0.06791
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5.7 Correlation among the factors
Pearson correlations were computed among the 11 factors, and these are shown in Table
5-23. The correlation analyses were done to assess the strength and direction of the
relationships amongst the factors. The results suggest that there were more statistically
significant correlations greater or equal to (r= 0.184, n=263, p < .05) and two-tailed.
However, the following correlations were not statistically significant:
¢ Organisational support for employee device and information protection awareness
with employee skills for privacy awareness (r = .117, n =263, p = .06);
¢ Organisational support for employee device and information protection awareness
with employee choice to report bad security behaviour (r=.059, n=263, p = .344);
¢ Organisational support for employee device and information protection awareness
with employee choice to adhere to information security and privacy policies (r =
.068, n=263, p = .273);
¢ Organisational support for employee device and information protection awareness
with employee choice to keep devices and information secure (r = .106, n=263, p
=.096); and
e Organisational support for employee information privacy protection awareness
with employee choice to keep devices and information secure (r = .103, n=263, p
=.099).

The effect sizes when using Pearson’s correlation coefficient were also considered; these
effect sizes are used to measure the practical significance of a correlation. The suggested
effect sizes are as follows (Field 2009, p57):

r = .10 - small effect: one variable explains 1% of the variance in the other variable;
r=.30 - medium effect: one variable explains 9% of the variance in the other variable; and

r = .50 - large effect: one variable explains 25% of the variance in the other variable.

The following sub-sections discuss the Pearson correlation for the statistically significant
results. The focus will be on the correlation among the different factors and the effect

sizes.
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Table 5-23: Correlation of the factors

Relatedness | Relatedness | Competence | Competence | Competence | Autonomy | Autonomy | Autonomy | Autonomy | Autonomy | Autonomy
Factor 1 Factor 2 Factor 1 Factor 2 Factor 3 Factor 1 Factor 2 Factor 3 Factor 4 Factor 5 Factor 6

Relatedness | Pearson 1 .827" 224" 229" 0.117 .230" .184" 0.059 222" 0.068 0.103
Factor 1 Correlation

Sig. (2-tailed) 0.000 0.000 0.000 0.060 0.000 0.003 0.344 0.000 0.273 0.096
Relatedness | Pearson 827" 1 .246™ .209™ .309™ .180™ 134 .258™ 307" 1727 0.103
Factor 2 Correlation

Sig. (2-tailed) | 0.000 0.000 0.001 0.000 0.004 0.031 0.000 0.000 0.006 0.099
Competence | Pearson 224" .246™ 1 703" .609™ 719" .490™ .450™ 657" .585™ .826™
Factor 1 Correlation

Sig. (2-tailed) | 0.000 0.000 0.000 0.000 0.000 0.000 0.000 0.000 0.000 0.000
Competence | Pearson 229" .209" 703" 1 .459™ .708" 743" 3177 4417 3717 .583"
Factor 2 Correlation

Sig. (2-tailed) | 0.000 0.001 0.000 0.000 0.000 0.000 0.000 0.000 0.000 0.000
Competence | Pearson 0.117 .309" .609™ .459™ 1 .328™ 287" .832" .409™ .706™ 4677
Factor 3 Correlation

Sig. (2-tailed) | 0.060 0.000 0.000 0.000 0.000 0.000 0.000 0.000 0.000 0.000
Autonomy Pearson .230" .180" .719” .708™ .328" 1 566" .265" 515" .336" .619”
Factor 1 Correlation

Sig. (2-tailed) | 0.000 0.004 0.000 0.000 0.000 0.000 0.000 0.000 0.000 0.000
Autonomy Pearson .184" 134 .490™ 743" 287" .566™ 1 .193" .404™ .246™ .466™
Factor 2 Correlation

Sig. (2-tailed) | 0.003 0.031 0.000 0.000 0.000 0.000 0.002 0.000 0.000 0.000
Autonomy Pearson 0.059 .258™ .450™ 3177 .8327 .265™ .193" 1 .309” 480" .330"
Factor 3 Correlation

Sig. (2-tailed) | 0.344 0.000 0.000 0.000 0.000 0.000 0.002 0.000 0.000 0.000
Autonomy Pearson 222" .307" .657" 441" .409™ 515" .404™ .309™ 1 488" 489"
Factor 4 Correlation

Sig. (2-tailed) | 0.000 0.000 0.000 0.000 0.000 0.000 0.000 0.000 0.000 0.000
Autonomy Pearson 0.068 1727 .585™ 3717 .706™ .336" .246" .480™ 488" 1 513"
Factor 5 Correlation

Sig. (2-tailed) | 0.273 0.006 0.000 0.000 0.000 0.000 0.000 0.000 0.000 0.000
Autonomy Pearson 0.103 0.103 .826™ .583" 467" .619" .466™ .330" 489" 513" 1
Factor6 Correlation

Sig. (2-tailed) | 0.096 0.099 0.000 0.000 0.000 0.000 0.000 0.000 0.000 0.000
**_Correlation is significant at the 0.01 level (2-tailed).
*. Correlation is significant at the 0.05 level (2-tailed).
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5.7.1 Correlation between competence factors and autonomy factors

This section presents correlations amongst the factors in the competence category and

the factors in the autonomy category.

Employee skills for data safety awareness with employee choice on privacy
awareness, (r =.719, n =263, p = .000, large effect size),

Employee skills for data safety awareness with employee choice to avoid
malicious emails and downloads (r = .490, n =263, p = .000, medium effect size),
Employee skills for data safety awareness with employee choice to keep the
privacy of student personal information (r = .450, n =263, p = .000, medium effect
size),

Employee skills for data safety awareness with employee choice to report bad
security behaviour (r = .657, n =263, p = .000, large effect size),

Employee skills for data safety awareness with employee choice to adhere to
information security and privacy policies (r = .585, n =263, p = .000, large effect
size),

Employee skills for data safety awareness with employee choice to keep devices
and information secure (r = .826, n =263, p = .000, large effect),

Employee skills for email and website safety with employee choice on privacy
awareness (r =.708, n =263, p = .000, large effect size),

Employee skills for email and website safety with employee choice to avoid
malicious emails and downloads (r =.743, n =263, p = .000, large effect size), and
this shows,

Employee skills for email and website safety with employee choice to keep the
privacy of student personal information (r = .317, n =263, p = .000, medium effect
size),

Employee skills for email and website safety with employee choice to report bad
security behaviour (r = .441, n =263, p = .000, medium effect size),

Employee skills for email and website safety with employee choice to adhere to
information security and privacy policies (r =.371, n =263, p =.000, medium effect
size),

Employee skills for email and website safety with employee choice to keep
devices and information secure (r = .583, n =263, p = .000, large effect size),
Employee skills for privacy awareness with employee choice on privacy
awareness (r =.328, n =263, p = .000, medium effect size),



Employee skills for privacy awareness with employee choice to avoid malicious
emails and downloads (r = .287, n =263, p = .000, small effect size),

Employee skills for privacy awareness with employee choice to keep the privacy
of student personal information (r = .832, n =263, p = .000, large effect size),
Employee skills for privacy awareness with employee choice to report bad security
behaviour (r =.409, n =263, p = .000, medium effect size),

Employee skills for privacy awareness with employee choice to adhere to
information security and privacy policies (r = .706, n =263, p = .000, large effect
size) and

Employee skills for privacy awareness with employee choice to keep devices and
information secure (r = .460, n =263, p = .000, medium effect size).

The results suggest a statistically significant positive relationship among competence and

autonomy factors. This could suggest that respondents who achieved high scores in

competence questions also achieved high scores in autonomy questions. Thus, the

relationship between autonomy and competence factors is a statistically significant.

5.7.2 Correlation between competence factors and relatedness factors

This section presents correlation amongst the competence factors in category and

relatedness the factors.

Employee skills for data safety awareness with organisational support for
employee device and information awareness (r = .224, n =263, p = .000, small
effect size),

Employee skills for data safety awareness with organisational support for
employee information privacy protection awareness, (r = .246, n =263, p = .000,
small effect size),

Employee skills for data safety awareness with organisational support for
employee device and information awareness, (r = .229, n =263, p = .000, small
effect size),

Employee skills for data safety awareness with organisational support for
employee information privacy protection awareness, (r = .460, n =263, p = .000,
medium effect size) and

Employee skills for privacy awareness with organisational support for employee
information privacy protection awareness, (r = .309, n =263, p = .000, medium

effect size).
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The relationship among competence and relatedness factors indicates that some factors

had a statistically significant positive relationship and some did not have a statistically

significant relationship. This suggests a partial positive statistically significant relationship

between competence and relatedness.

5.7.3 Correlation between relatedness factors and autonomy factors

This section presents the correlations among the factors in the competence and

autonomy categories.

Organisational support for employee device and information awareness with
employee choice in privacy awareness (r = .230, n =263, p = .000, small effect
size),

Organisational support for employee device and information awareness with
Employee choice to avoid malicious emails and downloads (r = .184, n =263, p =
.003, small effect size),

Organisational support for employee device and information awareness with
Employee choice to report bad security behaviour (r = .222, n =263, p = .000,
small effect size),

Organisational support for employee information privacy protection awareness
with employee choice in privacy awareness (r =.180, n =263, p = .004, small effect
size),

Organisational support for employee information privacy protection awareness
with Employee choice to avoid malicious emails and downloads (r = .134, n =263,
p =.031, small effect),

Organisational support for employee information privacy protection awareness
with employee choice to keep the privacy of student personal information (r = .258,
n =263, p = .000, small effect size),

Organisational support for employee information privacy protection awareness
with employee choice to report bad security behaviour (r = .307, n =263, p =.000,
medium effect size) and

Organisational support for employee information privacy protection awareness
with employee choice to adhere to information security and privacy policies (r =
172, n =263, p = .006, small effect size).

The relationship between autonomy and relatedness factors also indicates that some

factors had a statistically positive relationship and some did not have a statistically

150



significant relationship. This suggests a partial positive statistically significant relationship

between autonomy and relatedness.

5.8 Conclusion

This study set out to develop a questionnaire for collecting data at an institution of higher

learning. This was guided by the research questions and objectives as set out in Chapter

1. This chapter presented the following results, which emanated from the empirical study:

The demographic distribution of the sample that was illustrated using graphs.
Summary of the survey responses. This was conducted by analysing the
statements with the highest and lowest mean values for each category, mean
values for the factors of each category and mean values of the overall categories.
Validation of the instrument using EFA, which produced 11 factors that were also
found to possess good internal consistency using the Cronbach Alpha.
Conducted the ANOVA on the biological variables, namely age, level of education,
length of service and job level at the current employer.

T-tests that were carried out on the gender groups.

Pearson correlation that was conducted on the 11 factors to determine the
existence of a relationship among the factors.

The results suggest that respondents were more positive regarding competence and

autonomy guestions with respect to information security behaviour than they were about

the relatedness questions. The next chapter wraps up the dissertation by presenting the

conclusion and recommendations about the findings of this study.
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6 CONCLUSION, LIMITATIONS AND
RECOMMENDATIONS

6.1 Introduction

This quantitative research study set out to evaluate information security behaviour among
employees. The theoretical reasoning was derived from the self-determination theory
(SDT). This study involved the development of a conceptual model the ISCBMSPT and the
development and validation of the ISCBMSPT questionnaire. Data was collected was from

a South African university using this questionnaire.

The chapter discusses how the research questions and the research objectives were
addressed. This is followed by an evaluation of the contributions of this study. The chapter
concludes by discussing the limitations of the current research study and provides

suggestions for future research.

6.2 Revisiting the problem statement

The main aim of this study was to assess information security compliant behaviour by
developing a validated information security compliance behaviour model based on the
self-determination theory (ISCBMSPT) questionnaire, from the perspective of competence,

relatedness and autonomy.

This aim was addressed by answering the following research questions.

6.2.1 Research questions
To answer the research questions, each research question was associated with one or
more research objectives. To this end, each research question is discussed with the

research objective(s) it is associated with.

Research Question 1: What would a model and assessment instrument for

information security compliant behaviour comprise of?

Chapter 3 addressed this research question by reviewing the current body of knowledge
and before proposing an information security compliant behaviour conceptual model that
is based on the self-determination theory (ISCBMSPT). Chapter 2 discussed information
security compliant behaviour to provide a context for the current study. To answer
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Research Question 1, ISCB was defined and intrinsic factors used in other studies to
assess information security behaviour were identified. A scoping review was conducted
and the SDT was identified as the theory upon which this study is based. A conceptual
model comprising variables from the SDT was thereafter developed. A discussion of the
research objectives associated with the Research Question 1 and how the research

guestion was addressed follows below.

Research Objective 1. To investigate what factors influence information security
compliant behaviour of employees.

For a full description of the model for information security compliant behaviour, a literature
review was carried out and a list of factors that provide an understanding of information
security compliant behaviour was identified in Chapter 3. The following intrinsic motivation
factors were identified: perceived effectiveness; legitimacy and perceived value
congruency; and perceived fairness. Herath & Rao (2009) found that perceived
effectiveness promotes ISP compliance positively. Son (2011) found that perceived
legitimacy and perceived value congruence also motivates compliance with ISPs.
Bulgurcu et al. (2011) state that the perception that the ISP is fair could intrinsically
motivate employees to adhere to the ISPs. These studies by Son (2011), Herath & Rao
(2009) and Bulgurcu et al. (2011) suggest that intrinsic factors are important in relation to
ISP compliance intentions of employees. This study also discussed factors from the SDT
perspective, the need for competence, relatedness and autonomy. When these needs

are fulfilled, the employee is intrinsically motivated (Ryan & Deci, 2000).

In addition to discussing the factors, it was determined from the reviewed literature that

intrinsic factors play an important role in influencing ISP compliance.

Research Objective 2: To explore the existing research with a view to establish theories

that have been used for studying information security behaviour.

In Chapter 3, a summary of current research was conducted through a scoping review.
The was done to establish the existence of the research gap and as well as summarise
theories that have been studied in previous information security research. The review
revealed that the following theories were used more than once in the studies considered:
TPB, SDT, PMT, GDT, SBT, and SCT. The TPB was the most investigated of the theories.
Other studies have found TPB, GDT and PMT to be the most investigated theories
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(Angraini et al., 2019; Lebek et al., 2014). The scoping review also revealed that few
studies were based on intrinsic factors, for example Alzahrani et al. (2018) and Rhee et
al. (2009). Some researchers have investigated both intrinsic and extrinsic factors (e.g.,
Herath & Rao, 2009; Son, 2011, Padayachee, 2012). The majority of the studies were
inclined towards the extrinsic factors (e.g. Abraham, 2011; Hu et al., 2012; Humaidi &
Balakrishnan, 2015; Bulgurcu et al., 2011). The review suggests that the intrinsic
motivational factors have not received much attention; this view is also supported by
researchers such as Son (2011) and Padayachee (2012). This research was, therefore,
based on the SDT; this is because in other studies the SDT has been used in conjunction
with other theories and was not tested empirically without integrating it with other theories.
Therefore, this study was solely based on the SDT and it was not combined with other

theories or constructs from other theories.

Research Objective 3: To provide a working definition of information security compliant

behaviour.

Information security compliant behaviour was defined in Chapter 2. The chapter
discussed behaviour by considering the definition of other fields outside of information
security. Such an approach was useful in providing a different perspective for defining the
term behaviour. The definitions from other fields were applied information security to
define a general concept of information security behaviour. The concept was then
integrated with other definitions of information security behaviour and information security
compliance to formulate a definition of information security compliant behaviour for this
study. Chapter 2 concluded by defining information security compliant behaviour and this
definition provides the context for this study. It was defined as follows: Actions users
perform to safeguard information and technology resources of their organisation from
malicious others to maintain the confidentiality, availability, integrity and privacy of
data/information. These actions could be reactions to attacks on the data/information and
information systems resources, for example, restoring a database after a system crash.
The actions could also be learned procedures performed regularly to protect
data/information and information systems resources, for example, taking a backup of their

data or changing a password.

Research objective 4: To develop an information security compliant behaviour conceptual
model that is based on the SDT.
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Chapter 3 presented the information security compliant behaviour conceptual model
derived from the SDT (ISCBMSPT). The conceptual model is comprised of
three factors, namely competence, relatedness and autonomy derived from the SDT. The
SDT states that the fulfilment of these three basic psychological needs enhances intrinsic
motivation. The model also includes the security aspects that the employee must comply
with. These aspects are derived from industry standards and best practices such as NIST.
HAIS-Q focus areas were used for the security aspects of the model and were also
mapped to the best practices. The final conceptual model comprises the three concepts
from the SDT and the security aspects. The conceptual model shows that the employee
will be intrinsically motivated to carry out these security aspects when the three variables
of the SDT are fulfilled. The model is the basis upon which the questionnaire was

developed.

Research objective 5: To develop an information security compliant behaviour
guestionnaire that is based on the conceptual model, to assess information security

compliant behaviour from a competence, relatedness and autonomy perspective.

A questionnaire was designed based on the ISCBMSPT. The questionnaire combines the
ISCBMSPT and HAIS-Q focus areas to ensure content validity. The privacy focus area was
added to the questionnaire since privacy is an important aspect when processing, storing
and disseminating student information in an institution of higher learning. The HAIS-Q
focus areas were mapped to each of the concepts from SDT to devise unique questions
for each of the concepts. The HAIS-Q focus areas represent the security aspects
discussed under the model. Each focus area from HAIS-Q was framed from the
perspective of each of the SDT components of competence, relatedness and autonomy,

thus resulting in three unique questions being formulated for each focus area.

To further address the content validity of the questionnaire, a panel of experts reviewed
it and a pilot test was carried out. The resulting questionnaire, after considering the
suggestions from the expert review and pilot study, was used in the online survey for the
study. Also, the questionnaire was statistically validated using the exploratory factor
analysis.

Research objective 6: To conduct a survey in an organisation with a to obtain data to

statistically validate the questionnaire
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The survey administration was discussed in Chapter 4. Research ethical clearance to
carry out the survey was given by the relevant university committees. The questionnaire
was administered over the internet using Google Forms, and invitations were sent by the
ICT department of the university to participants via an email. The email had information
on the background of the research study and the link to the online questionnaire.
Participants were required to read and understand the information sheet and the consent
form. Participants would complete the online questionnaire upon consenting to take part
in the research study. From the online survey, two hundred and sixty-three responses
were collected and this data was used to validate the questionnaire and to perform

statistical analyses such as ANOVA, t-test and Pearson correlation analysis.

Research objective 7: To determine the validity and reliability of the questionnaire

Chapter 5 discussed the statistical analysis that was done to determine the questionnaire
validity and reliability. The EFA was conducted separately for each category of the SDT
since the questionnaire was categorised into competence, relatedness and autonomy
statements. The results yielded a total of 11 factors for all the categories, and these were
divided as follows: 3 factors for competence, 2 factors for relatedness and 6 factors for
autonomy. The Cronbach Alpha was computed for the 11 factors and all were above 0.7
signifying that the questionnaire statements had high internal consistency. Results of the
validity and reliability analysis indicate a questionnaire that possesses good internal

consistency.

Research Question 2: What significant relationship exists amongst competence,

relatedness and autonomy?

Research objective 8: To determine if there is a significant relationship amongst

competence, relatedness and autonomy.

As demonstrated in chapter 5, results of the Pearson correlation show a positive
correlation among autonomy and competence factors, and a partial correlation among
relatedness and other factors. Such results suggest a direct relationship between
competence and autonomy as far as information security behaviour is concerned. This
could be interpreted that the respondents who have positive competence perceptions
could also have positive autonomy perceptions. Similar results have been reported. For

example, Wall et al. (2013) have reported that perceptions of self-determination
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(autonomy) foster perception of self-efficacy (competence). Kranz and Haeussinger
(2014) found that the effect of internal perceived locus of control (a form of autonomous
motivation) on self-efficacy (competence) is positive. This could also mean that people
with positive autonomy perceptions are likely to feel confident about their competence as
well. Autonomy refers to the perception of being the initiator of one’s behaviour and goals
(Ryan & Deci 2000). Competence is the desire to feel capable, gain mastery of tasks and
learn new skills (Ryan & Deci 2000). The need for relatedness is the desire to interact
and experience attachment with others (Ryan & Deci 2000). In this study, perceptions of
competence were related positively to perceptions of autonomy. Employers should foster
the belief that employees are capable of carrying out information security tasks, assisting
with the acquisition of relevant skills and problem solving. This could also foster a sense
of controller over their work and thus encourage self-initiation. In terms of relatedness,
the employee must be made to understand the value of their work and how it relates to

their co-workers. The employer should show interest and support toward the employee.

6.3 Contributions of this research

A review was conducted on the various theories used in the study of behavioural
information security studies. The summary of these studies helps the reader to identify
the theories that were frequently used during the period under consideration. It also
highlighted the fact that intrinsic motivation factors were not given as much attention as
the extrinsic factors in the behavioural information security studies. The review of the
theories also showed that the SDT had been not given much attention in the behavioural
information security studies. Therefore, a need exists for further research to be conducted

on intrinsic factors.

The study developed an ISCBMSPT, a model that is based on the constructs of the SDT
and information security focus areas (security aspects), which were mapped to the HAIS-
Q focus areas. The conceptual model is based on intrinsic motivational factors and also
shows the significance of intrinsic motivation in information security behaviour. The model
also formed a basis upon which a valid instrument was designed to assess information

security behaviour.

This study developed a questionnaire, specifically the ISCBMSPT questionnaire, for
assessing information security behaviour. The questionnaire was based on the SDT and

the HAIS-Q and could contribute to the evaluation and understanding of the information
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security behaviour of employees. This questionnaire can be administered by university
personnel to identify areas needing further development in terms of employee information
security behaviour. The questionnaire can also be administered before carrying out
information security awareness training and thereafter, to assess whether the training
was effective. Therefore, results of the assessment using this questionnaire can be used
as part of corrective actions or measures for achieving the desired information security

behaviour among employees.

This research, through the ISCBMSPT, helps to understand the role intrinsic motivation in
studying information security behaviour. The research shows that, by creating a positive
perception of competence, relatedness and autonomy, the information security behaviour
of employees could be improved in the organisation. Therefore, this study suggests that
management should develop the competence of employees in terms of information

security requirements that they must implement and conform with.

Results emanating from the online survey for the information security behaviour questions
show that respondents had a more positive perception towards competence and
autonomy than they were about relatedness. This was also confirmed by the overall
results of the mean values reported for each of the categories, which show that the mean
scores for autonomy were the highest (M = 4.32), followed by competence (M = 4.28) and
relatedness (M = 3.08). These mean values suggest that competence, autonomy and
relatedness affect employees’ information security behaviour. The results of the overall
means reported for each of the categories indicate that autonomy questions received a
more positive perception, and this was closely followed by the competence and
relatedness questions. These results suggest that autonomy and competence could have
significant impact in fostering information security behaviour whereas the role of

relatedness was less pronounced.

6.4 Limitations of this study

The study has limitations that affect the generalisability of the results of this study and

should therefore be considered when the results are interpreted.

e The study employed the quantitative research method whereby the information was
gathered through a questionnaire. For an in-depth understanding of information
security behaviour, a qualitative approach should also be employed for the collection

of data through interviews.
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The convenience sampling method which was employed in this study poses some
limitations to the conclusions drawn from this study.

The survey was conducted in a specific South African organisation of higher learning
and results emanating from this study cannot be generalised to other academic
institutions and/or organisations in other sectors.

The study followed the cross-sectional design. This design can limit the
generalisability of the findings in the following ways: user perceptions concerning
information security may change over time and the cross-sectional method does not
produce causal relationships.

All the necessary due diligence should be exercised when interpreting survey
responses in this study since the use of a self-reporting measurement instrument can

result in participants responding in ways that please the researcher.

6.5 Suggestions for future research

This quantitative study has generated questions for future research, which are outside

the scope of this study.

Results from this research could be extended by a further qualitative examination of
the concepts of this study.

Random sampling could be adopted for future research to enable generalisability of
the results.

The results could be expanded by carrying out the study in an organisation that is in
the non-educational sector.

Future research could carry out further assessments in the same organisation in which
this survey was conducted. A comparison with the results of the initial survey could
help understand or determine whether information security behaviour is improving
following the implementation of the recommendations from the first assessment.
Future work could extend this study to other organisations in the country to obtain data
from other organisations and get an understanding of the information security

behaviour of employees in other organisations.

6.6 Lessons learnt

From this study, it is apparent that most of the respondents are confident about their skills

(competence) and independence (autonomy) in their work. However, the same cannot be

said about relatedness. This suggests that the university will need to encourage
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employees to appreciate the relationship between their work and that of their colleagues.
To this end, employees should display an awareness of the benefits that accrue from

collaborations.

Another important lesson is that the result of the current study would more appropriately
reflect the university in which it was carried out. The study would have produced results
that are reflective of the university environment in South Africa had it been done in more

universities.

The results of the survey also show that the respondents had low confidence in their
social media privacy settings. This is true from competence, relatedness and autonomy
perspectives. The university could set up awareness training to educate its employee
about the importance of securing and continuously reviewing their privacy settings.
Potential interventions could include training employees on how to locate the privacy
settings on major social media platforms and changing them from the default setting to

more secure privacy settings.

The results of this survey also show that respondents were not confident about their skills
to assess the safety of a website. Similarly, the university could also provide training to
employees to equip them with skills on how to determine if a website requesting

information is safe and if it sends the information in encrypted form.

Respondents were also not confident about their decisions to notice poor decision
information security behaviour by their work colleagues. Employees could be made aware

that they have to be alert to bad information behaviour by colleagues in the workplace.

The issues raised in this section will require the university to set up awareness training
programs, which will address the employees’ shortcomings in these areas. In particular,
the university will need to pay special attention to relatedness issues since the employees
were not confident about issues relating to relatedness. The university should thus

encourage collaboration among employees.

6.7 Summary

In this study, an assessment of information security compliant behaviour was carried out

at a South African institution of higher learning. The SDT was used as the theoretical lens
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for the study and a conceptual model was developed. The results suggest that
competence and autonomy are more important than relatedness for motivating
information security behaviour among employees. The findings of this study have,
therefore, underscored the significance of the SDT, especially competence and autonomy

in the assessment of information security compliant behaviour.
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Appendix C: Expert panel questionnaire

Please make sure that you have read the participant information sheet and signed the consent
form prior to completing the questionnaire.

Information and definition section

It is fully acknowledged that you receive many requests to participate in surveys as a professional in your
field. Therefore, your participation in this very important survey is sincerely appreciated.

The questionnaires consist of two sections, namely section one where information about the expert panel
is requested and section two with the competence, relatedness and autonomy questions. We require the
expert panel to indicate for each question whether they believe the item is essential to include or not and
whether it is clear or not.

Below some definitions.

Definition 1: Competence - Seek to control the outcome and experience mastery. Gain mastery of tasks,
learn new skills

Definition 2: Relatedness - Is the universal want to interact, be connected to, and experience caring for
others, belonging and attachment to other people

Definition 3: Autonomy - Is the universal urge to be causal agents of one's own life and act in harmony
with one's integrated self. Feel in control of behaviour and goals.

The questionnaire comprises of 73 components from three dimensions as follows:

A - 21- Competence

B - 21 - Relatedness

C - 21 - Autonomy

On the next page please find the questionnaire. Completion is expected to take no more than 20 minutes.

Section 1: Expert panel information

We require some background information about the experts involved in reviewing the questionnaire and
would appreciate if you can please complete the questions below.

i. What is your field of expertise (e.g. IT technician, legal, academic, privacy consultant)?

ii. What is your current job title?

iii. What experience do you have in information security research?

iv. How many years’ experience do you have in information security research?

V. What experience do you have in research methods?

Vi. How many years’ experience do you have in services/work relating to research methods?
Vii. What is your highest qualification?

The survey is conducted to determine the perceptions of employees (competence, relatedness and
autonomy) for information security aspects.
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Instructions

Please provide your review responses, starting on the next page.

Section 2: A comment box is provided in section 2 for general comments about the biographical section
which the expert panel would like the researchers to consider or amend in order to improve the
questionnaire.

Section 3: Section 3 comprises of competence statements. Indicate with a tick (v ) as to whether you
believe the statement is essential to include or not and whether it is clear or not.

Section 4: Section 3 comprises of relatedness statements. Indicate with a tick (v ) as to whether you
believe the statement is essential to include or not and whether it is clear or not.

Section 5 Section 3 comprises of autonomy statements. Indicate with a tick (v ) as to whether you believe
the statement is essential to include or not and whether it is clear or not.

A comment box is provided at the end of each of sections 3, 4 & 5 for general comments about the
statements which the expert panel would like the researchers to consider or amend in order to improve the
questionnaire.

Section 2: Biographical information (to the employee — check for relevancy)

We require some background information and would appreciate if you can please complete the questions
below.

Instructions

Please provide one response to each item in the questionnaire.

Indicate with a tick (v ) for your selection

Section 2: Biographical Information

1 | Gender Male Female
2 | Age 18 -25 26 — 35 36 —45 | 46 - 55 | Above 55
Highest Level of | High
3 | Education School Certificate | Diploma | Degree | Postgraduate
Less than 20 and
4 | Length of service | 1 1-5 6-10 11-15 |16-20 above

Expert panel feedback for biographical section:
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Section 3 Competence questions

Section 3: Perceived Competence

Expert panel select answer here

Strongly
Disagree

Disagree

Neutral

Agree

Strongly
Agree

Not
essential

Essential

ltem
is
clear

Item is
unclear

| am capable of using different passwords for social

5 | media and work accounts.
| feel able to meet the challenge of never sharing my
6 | work passwords with colleagues.
| am confident in my ability to mix letters number and
7 | symbols in work passwords.
| am confident in my ability to only click on links in
7 | emails from people | know.
| am confident in my ability to avoid clicking on links in
8 | emails from people | do not know.
I am confident in my ability to avoid opening
10 | attachments in emails from people | do not know.
| am able to identify when it is risky to download files
11 | onto my computer if they help with my job
I am confident in my ability to avoid accessing dubious
12 | websites.
I am confident of my ability to assess the safety of a
13 | website before entering information online.
I am confident in my ability to review the privacy
14 | settings of my social media accounts.
| am capable of considering the negative
consequences before posting anything on social
15 | media.
| am confident in my ability to avoid posting risk
16 | information about work on social media.
| feel confident in my ability to keep my laptop with me
17 | all the time when working in a public place.
| am confident of how not to send sensitive work files
18 | over a public Wi-Fi network.
| am capable of shielding, from strangers, my
computer screen when working on a sensitive
19 | document.
| am confident in my ability to dispose of sensitive
20 | printout by shredding or destroying them




21

I am confident in my ability to avoid inserting a USB
stick | found in a public place into work.

22

| am confident in my ability to remove printouts with
sensitive information on my desk when leaving

23

| am confident in my ability to report any suspicious
behaviour if | noticed it.

24

| am confident about my abilities to notice poor
security behaviour by colleagues.

| am confident in my ability to report any security

25 | incidents if noticed it.
Section 4: Perceived Relatedness Expert panel select answer here
Strongly | Disagree | Neutral | Agree | Strongly | Not Essential | Item is | Item is
Disagree Agree essential clear unclear
26 | I am influenced by my work colleagues to use different

passwords for social media and work accounts because
| get along with them.

27

I am influenced by my work colleagues to never sharing
my work passwords with colleagues.

28 | 1 am encouraged by work colleagues to use a mixture of
letters number and symbols in work passwords.

29 | I am influenced by work colleagues to only click on links
in emails from people | know.

30 | I am influenced by work colleagues to avoid clicking on
links in emails from people | do not know.

31 | I am influenced by work colleagues to avoid opening

attachments in emails from people | do not know.

32

I am influenced by work colleagues to understand that it
can be risky to download files on a work computer.

33

I am influenced by work colleagues to avoid accessing
dubious websites.

34

I am influenced by my work colleagues to assess the
safety of a website before entering information online.

35

I am influenced by my work colleagues to review the
privacy settings of my social media accounts.

36

I am influenced by my work colleagues to consider the
negative consequences before posting anything on
social media.
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37 | I am influenced by my work colleagues to avoid posting
risk information about work on social media.

38 | I am influenced by my work colleagues to keep my
laptop with me all the time when working in a public
place.

39 | I am influenced by my work colleagues to avoid sending
sensitive work files over a public Wi-Fi network.

40 | | am influenced by my work colleagues to shield my
computer screen from strangers when working on a
sensitive document.

41 | | am influenced by my work colleagues to dispose of
sensitive printout by shredding or destroying them

42 | | am influenced by my work colleagues to avoid inserting
a USB stick | found in a public place into work computer.

43 | | am influenced by my work colleagues to remove
printouts with sensitive information on my desk when
leaving

44 | | am influenced by my work colleagues to report any
suspicious behaviour if noticed it.

45 | | am influenced by my work colleagues to notice poor
security behaviour by colleagues.

46 | | am influenced by my work colleagues to report any

security incidents if noticed it.
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Section 4: Perceived Autonomy

Expert panel select answer here

Strongly | Disagree | Neutral | Agree | Strongly | Not Essential | ltemis | Item is
Disagree Agree essential clear unclear

47 | | choose to use different passwords for social
media and work accounts because the
actions are congruent with who | am.

48 | | never share my work passwords with my
colleagues because | have to follow
instructions

49 | | choose to mix letters number and symbols
in work passwords.

50 | I choose to only click on links in email from
people | know.

51 | 1 do not feel pressured to avoid clicking on
links in emails from people | do not know.

52 | 1 do not feel pressured to avoid opening
attachments in emails from people | do not
know.

53 | I choose not to download risky files onto my
computer.

54 | | freely avoid accessing dubious websites.

55 | Itis my choice to assess the safety of a
website before entering information.

56 | | choose to review the privacy settings of my
social media accounts.

57 | | consider the negative consequences before
posting anything on social media because it
is congruent with who | am

58 | It is my choice to avoid posting risky
information about work on social media.

59 | I choose to keep my laptop with me all the
time when working in a public place.

60 | It is my choice to send sensitive work files
using a public Wi-Fi network.

61 | I choose to shield, from strangers, my
computer screen when working on a
sensitive document.

62 | | choose to dispose of sensitive printout by

shredding or destroying them.
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63

I choose not to insert a USB stick | found in a
public place into a work computer.

64 | | choose not to leave printouts with sensitive
information on my desk overnight.
65 | | choose to report any suspicious behaviour if

noticed it.

66

I choose to notice poor security behaviour by
colleagues.

67

| choose to report any security incidents if
noticed it.

Expert panel feedback for questionnaire statements (e.g. aspects to revise, add, amend,

Thank you for completing the questionnaire
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Appendix D: Informed Consent form
CONSENT TO PARTICIPATE IN THIS STUDY

EXPERT PANEL

l (participant name), confirm that the person asking my consent to

take part in this research has told me about the nature, procedure, potential benefits and

anticipated inconvenience of participation.

| have read (or had explained to me) and understood the study as explained in the
information sheet.

| have had sufficient opportunity to ask questions and am prepared to participate in the study.

| understand that my participation is voluntary and that | am free to withdraw at any time

without penalty (if applicable).
| am aware that the findings of this study will be processed into a research report, journal
publications and/or conference proceedings, but that my participation will be kept confidential

unless otherwise specified.

| agree to the processing of my feedback for the review of the questionnaire as part of the

expert panel.
| have received a signed copy of the informed consent agreement.

Participant Name & Sumame. ... (please prnt)
Participant Signature. . ... Date.....................

Researcher's Name & Surname: Yotamu Gangire

Researcher's signature. ... Mo Date: 07 June 2019
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CONSENT TO PARTICIPATE IN THIS STUDY

PILOT GROUP

l, (participant name), confirm that the person asking my consent to

take part in this research has told me about the nature, procedure, potential benefits and

anticipated inconvenience of participation.

| have read (or had explained to me) and understood the study as explained in the
information sheet.

| have had sufficient opportunity to ask questions and am prepared to participate in the study.

| understand that my participation is voluntary and that | am free to withdraw at any time

without penalty (if applicable).

| am aware that the findings of this study wil be processed into a research report, journal
publications and/or conference proceedings, but that my participation will be kept confidential
unless otherwise specified.

| agree to the processing of my answers in completing the questionnaire for the pilot group.

| have received a signed copy of the informed consent agreement.

Participant Name& Surmame ... ... (please print)

Participant Signature. ... . Date ...

Researcher's Name & Surmame: Yotamu Gangire

T

Researcher’s signature............ O . Date: 07 June 2019
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Appendix E: Pilot group questionnaire

Please make sure that you have read the participant information sheet and signed the consent

form prior to completing the questionnaire.

Information and definition section

Itis fully acknowledged that you might have received many requests to participate in surveys as a university
student in your field. Therefore, your participation in this very important survey is sincerely appreciated.
The questionnaire consists of two sections, namely section one where biographical information is requested
and section 2 - 5 with perceptions of employees (competence, relatedness and autonomy) for information
security aspects questions.

Below some definitions.
Definition 1: Competence - Seek to control the outcome and experience mastery. Gain mastery of tasks,
learn new skills

Definition 2: Relatedness - Is the universal want to interact, be connected to, and experience caring for
others, belonging and attachment to other people

Definition 3: Autonomy - Is the universal urge to be causal agents of one's own life and act in harmony
with one's integrated self. Feel in control of behaviour and goals.

On the next page please find the questionnaire. Completion is expected to take no more than 20 minutes.

Section 1: Biographical information

We require some background information and would appreciate if you can please
complete the questions below.

Instructions
Please provide one response to each item in the questionnaire.
Indicate with a tick (v ) for your selection

Section 1: Biographical Information

1 | Gender Male Female
2 | Age 18 -25 26 —35 36—45 | 46-55 | Above 55
Highest Level of High
3 | Education School Certificate | Diploma | Degree | Postgraduate
20 and
4 | Length of service Lessthanl | 1-5 6-10 11-15 [16-20 above
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Section 2: Perceived Competence

Strongly | Disagree | Neutral | Agree | Strongly
Disagree Agree
5 | I am capable of using different passwords for social media and work accounts.
6 | | feel able to meet the challenge of never sharing my work passwords with colleagues.
7 | I am confident in my ability to mix letters number and symbols in work passwords.
7 | 1 am confident in my ability to only click on links in emails from people | know.
8 | I am confident in my ability to avoid clicking on links in emails from people | do not know.
10 | I am confident in my ability to avoid opening attachments in emails from people | do not
know.
11 | I am able to identify when it is risky to download files onto my computer if they help with my
job
12 | I am confident in my ability to avoid accessing dubious websites.
13 | I am confident of my ability to assess the safety of a website before entering information
online.
14 | I am confident in my ability to review the privacy settings of my social media accounts.
15 | I am capable of considering the negative consequences before posting anything on social
media.
16 | I am confident in my ability to avoid posting risk information about work on social media.
17 | | feel confident in my ability to keep my laptop with me all the time when working in a public
place.
18 | I am confident of how not to send sensitive work files over a public Wi-Fi network.
19 | I am capable of shielding, from strangers, my computer screen when working on a sensitive
document.
20 | I am confident in my ability to dispose of sensitive printout by shredding or destroying them
21 | 1 am confident in my ability to avoid inserting a USB stick | found in a public place into work.
22 | I am confident in my ability to remove printouts with sensitive information on my desk when
leaving
23 | I am confident in my ability to report any suspicious behaviour if | noticed it.
24 | | am confident about my abilities to notice poor security behaviour by colleagues.
25 | I am confident in my ability to report any security incidents if noticed it.

Section 3: Perceived Relatedness
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Strongly
Disagree

Disagree

Neutral

Agree

Strongly
Agree

26

I am influenced by my work colleagues to use different passwords for social media and work
accounts because | get along with them.

27

I am influenced by my work colleagues to never sharing my work passwords with colleagues.

28

| am encouraged by work colleagues to use a mixture of letters number and symbols in work
passwords.

29 | I am influenced by work colleagues to only click on links in emails from people | know.
30 | I am influenced by work colleagues to avoid clicking on links in emails from people | do not know.
31 | I am influenced by work colleagues to avoid opening attachments in emails from people | do not

know.

32

I am influenced by work colleagues to understand that it can be risky to download files on work
computer.

33

I am influenced by work colleagues to avoid accessing dubious websites.

34

I am influenced by my work colleagues to assess the safety of a website before entering information
online.

35

I am influenced by my work colleagues to review the privacy settings of my social media accounts.

36

I am influenced by my work colleagues to consider the negative consequences before posting
anything on social media.

37

| am influenced by my work colleagues to avoid posting risk information about work on social media.

38

I am influenced by my work colleagues to keep my laptop with me all the time when working in a
public place.

39

I am influenced by my work colleagues to avoid sending sensitive work files over a public Wi-Fi
network.

40

I am influenced by my work colleagues to shield my computer screen from strangers when working
on a sensitive document.

41

I am influenced by my work colleagues to dispose of sensitive printout by shredding or destroying
them

42

| am influenced by my work colleagues to avoid inserting a USB stick | found in a public place into a
work computer.

43

| am influenced by my work colleagues to remove printouts with sensitive information on my desk
when leaving

44 | 1 am influenced by my work colleagues to report any suspicious behaviour if noticed it.
45 | | am influenced by my work colleagues to notice poor security behaviour by colleagues.
46 | | am influenced by my work colleagues to report any security incidents if noticed it.
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Section 4: Perceived Autonomy
Strongly | Disagree | Neutral | Agree | Strongly
Disagree Agree
47 | | choose to use different passwords for social media and work accounts because the actions
are congruent with who | am.
48 | | never share my work passwords with my colleagues because | have to follow instructions
49 | | choose to mix letters number and symbols in work passwords.
50 | I choose to only click on links in email from people | know.
51 | 1 do not feel pressured to avoid clicking on links in emails from people | do not know.
52 | I do not feel pressured to avoid opening attachments in emails from people | do not know.
53 | I choose not to download risky files onto my computer.
54 | | freely avoid accessing dubious websites.
55 | It is my choice to assess the safety of a website before entering information.
56 | I choose to review the privacy settings of my social media accounts.
57 | I consider the negative consequences before posting anything on social media because it is
congruent with who | am
58 | Itis my choice to avoid posting risky information about work on social media.
59 | I choose to keep my laptop with me all the time when working in a public place.
60 | It is my choice to send sensitive work files using a public Wi-Fi network.
61 | | choose to shield, from strangers, my computer screen when working on a sensitive document.
62 | | choose to dispose of sensitive printout by shredding or destroying them.
63 | | choose not to insert a USB stick | found in a public place into work computer.
64 | | choose not to leave printouts with sensitive information on my desk overnight.
65 | | choose to report any suspicious behaviour if noticed it.
66 | | choose to notice poor security behaviour by colleagues.
67 | | choose to report any security incidents if noticed it.
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Thank you for completing the survey!
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Appendix F: Participant information sheet

PARTICIPANT INFORMATION SHEET - EXPERT PANEL
Ethics clearance reference number: 033/YG/2019/CSET_SOC

7 June 2019

Title: Intnnsic factors that influence information security compliant behaviour using the self-
determination theory

Dear Prospective Participant

My name is Yotamu Gangire and | am doing research with Prof. A. Da Veiga and Prof M.
Herselman in the School of Computing, towards MTech in Information Technology at the
University of South Africa. We are inviting you to participate in a study entitied “Intrinsic
factors that influence information security compliant behaviour using the self-determination
theory”,

WHAT IS THE PURPOSE OF THE STUDY?

The research is to investigate the if the need for competence, relatedness and autonomy
influence information security compliant behaviour.

WHY AM | BEING INVITED TO PARTICIPATE?

You are invited to participate in the evaluation of the questionnaire as an expert panel
member. For this expert panel group, we envisage 5-6 people to participate. | have invited
the expert panel members to participate in this study because of their expertise in the field
of information security and research methods — questionnaire design. The expert panel
review will assist in undertaking a review of the questionnaire questions and are requested
to make recommendations where required. They are made up of people from various
disciplines like academics, industry or former students.

WHAT IS THE NATURE OF MY PARTICIPATION IN THIS STUDY?

The study involves a survey whereby the participants, which will be individual employees,
will complete a questionnaire. Biographical, general awareness and privacy perception
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type of questions are included in the questionnaire. The expert panel is invited to review the
questionnaire questions prior to the phase whereby the pilot group survey and the final
survey are sent out to students.

The expected review time for the expert panel is 1-2 weeks. During this time the expert panel
will be given an opportunity to review the questionnaire and to give input.

Participation to review the questionnaire questions will not take up any more than 20 minutes
of the expert panel member’s time.

CAN | WITHDRAW FROM THIS STUDY EVEN AFTER HAVING AGREED TO
PARTICIPATE?

Participating in this study is voluntary and you are under no obligation to consent to
participation. If you do decide to take part, you will be given this information sheet to keep
and be asked to sign a written consent form_ You are free to withdraw at any time and without
giving a reason. The survey will use a pseudonym for the expert panel members in order to
protect their confidentiality and to preserve their privacy.

WHAT ARE THE POTENTIAL BENEFITS OF TAKING PART IN THIS STUDY?

You will not benefit from your participation as an individual, however, it is envisioned that the
findings of this study wil improve the pnvacy of student personal information in the
participating university from a research perspective. It is anticipated that the information we
gain from this survey will help us to develop a comprehensive Information Securty Compliant
Behaviour Model based on the Self-determination theory questionnaire.

ARE THEIR ANY NEGATIVE CONSEQUENCES FOR ME IF | PARTICIPATE IN THE
RESEARCH PROJECT?

We do not foresee that you will expernience any negative consequences by completing the

survey. The survey is anonymous no personal identifiable information will be collected.
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WILL THE INFORMATION THAT | CONVEY TO THE RESEARCHER AND MY IDENTITY
BE KEPT CONFIDENTIAL?

A pseudonym will be recorded and used for the expert panel members. Your feedback will
be given a pseudonym and you will be referred to in this way in the data, any publications,
or other research reporting methods such as conference proceedings. No individual
participants will be identifiable in any publications.

HOW WILL THE RESEARCHER(S) PROTECT THE SECURITY OF DATA?

Hard copies of your answers will be stored by the researcher for a minimum period of five
years in a locked cupboard/filing cabinet at the student’s premises and/or Unisa for future
research or academic purposes,; electronic information will be stored on a password
protected computer. Future use of the stored data will be subject to further Research Ethics
Review and approval if applicable. Hard copies will be shredded and data wil be permanently
deleted from the survey application database files and hard dnve of the computer through
the use of a relevant software application once the purpose has been achieved.

WILL | RECEIVE PAYMENT OR ANY INCENTIVES FOR PARTICIPATING IN THIS
STUDY?

You will not benefit from your participation as an individual, however, it is envisioned that the
findings of this study will improve the protection of student personal information in
Zimbabwean universities from a research perspective. You will not be reimbursed or receive
any incentives for your participation in the survey.

HAS THE STUDY RECEIVED ETHICS APPROVAL?
This study has received written approval from the Research Ethics Review Committee of the

School of Computing, Unisa. A copy of the approval letter can be obtained from the

researcher if you so wish.
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HOW WILL | BE INFORMED OF THE FINDINGS/RESULTS OF THE RESEARCH?

If you would like to be informed ofthe final research findings, please contact Yotamu Gangire
on +263774198916 oremail: 50801627@mylife.unisa.ac.za. The findings are accessible for
a perniod of at least 5 years. Should you require any further information or want to contact the
researcher about any aspect of this study, please contact Yotamu Gangire on
+263774198916 or email: 50801627@mylife unisa.ac.za.

Should you have concerns about the way in which the research has been conducted, you
may contact Dr A. Da Veiga on 0116709175 or dveiga@unisa.ac za. Should you have any
questions regarding the ethical aspects of the study, you can contact the chaiperson of the
School of Computing Research Ethics Committee, Dr Bester Chimbo, on (011) 670 9105 or
chimbb@unisa.ac.za.

Thank you for taking time to read this information sheet and for participating in this study.
Thank you.

-~

Mr Yotamu Gangire
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PARTICIPANT INFORMATION SHEET - PILOT GROUP

Ethics clearance reference number: 033/YG/2019/CSET_SOC

07 June 2019.

Title: Intnnsic factors that influence information secunty compliant behaviour using the self-

determination theory

Dear Prospective Participant

My name is Yotamu Gangire and | am doing research with Dr. A. Da Veiga and Prof M.
Herselman in the School of Computing, towards a MTech in Information Technology at the
University of South Africa. We are inviting you to participate in a study entitled “Intnnsic
factors that influence information security compliant behaviour using the self-determination
theory”.

WHAT IS THE PURPOSE OF THE STUDY?

The research investigates the key components that constitute the need for competence and
the need for relatedness and the need for autonomy to investigate if they influence

information security compliant behaviour.

WHY AM | BEING INVITED TO PARTICIPATE?

You are invited to participate in a pilot survey. Employees in the participating institution will
take part in the pilot study and are invited based on their interaction and use of systems in
the university. A group of about 15-20 employees will participate in the pilot study. Only
employees who are proficient in English and who are older than 18 years will be included

and are allowed to participate in the pilot survey.
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WHAT IS THE NATURE OF MY PARTICIPATION IN THIS STUDY?

The study involves a survey whereby the participant must complete a questionnaire.
Biographical, general awareness and pnvacy perception type of questions are included in
the questionnaire. No personal identifiable information of the pilot group will be collected.

A facilitated session will be scheduled for students fo anonymously complete a hard copy of
the questionnaire. Participation in this survey will not take up more than 20 minutes of the
pilot group participant’s time.

CAN | WITHDRAW FROM THIS STUDY EVEN AFTER HAVING AGREED TO
PARTICIPATE?

Participating in this study is voluntary and you are under no obligation to consent to
participation. If you do decide to take part. you will be given this information sheet to keep
and be asked to sign a written consent form. You are free to withdraw at any time and without
giving a reason. The survey is developed to be anonymous, meaning that we will have no
way of connecting the information that you provide to you personally.

WHAT ARE THE POTENTIAL BENEFITS OF TAKING PART IN THIS STUDY?

You will not benefit from your participation as an individual, however, it is envisioned that the
findings of this study will improve the information security behaviour of employees
participating university from a research perspective. It is anticipated that the information we
gain from this survey will help us to develop the Information Secunty Compliant Behaviour
Model based on the Self-determination theory questionnaire. The proposed framework &
diagnostic instrument will assist to refine and improve the Information Secunty Compliant
Behaviour Model based on the Self-determination theory questionnaire.
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ARE THEIR ANY NEGATIVE CONSEQUENCES FOR ME IF | PARTICIPATE IN THE
RESEARCH PROJECT?

We do not foresee that you will expenence any negative consequences by completing the

survey. The survey is anonymous no personal identifiable information will be collected.

WILL THE INFORMATION THAT | CONVEY TO THE RESEARCHER AND MY IDENTITY
BE KEPT CONFIDENTIAL?

Your name will not be recorded anywhere and no one will be able to connect you to the
answers /input you give. Your answers/input will be given a code number and your completed
questionnaire will be referred to in this way in the data, any publications, or other research
reporting methods such as conference proceedings.

By completing this survey, the anonymous information you provide may be used for research
purposes, including dissemination through peer-reviewed publications and conference
proceedings. Articles of the study may be submitted for publication, but individual pariicipants
will not be identifiable.

HOW WILL THE RESEARCHER(S) PROTECT THE SECURITY OF DATA?

Hard copies of your answers will be stored by the researcher for a minimum period of five
years in a locked cupboard/filing cabinet at the student’s premises and/or Unisa for future
research or academic purposes, electronic information will be stored on a password
protected computer. Future use of the stored data will be subject to further Research Ethics
Review and approval if applicable. Hard copies will be shredded and data will be permanently
deleted from the survey application database files and hard dnve of the computer through
the use of a relevant software application once the purpose has been achieved.
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WILL | RECEIVE PAYMENT OR ANY INCENTIVES FOR PARTICIPATING IN THIS
STUDY?

You will not benefit from your participation as an individual, however, it is envisioned that the
findings of this study will improve the information security behaviour in South African
universities from a research perspective. You will not be reimbursed or receive any
incentives for your participation in the survey.

HAS THE STUDY RECEIVED ETHICS APPROVAL?

This study has received written approval from the Research Ethics Review Committee ofthe
School of Computing, Unisa. A copy of the approval letter can be obtained from the
researcher if you so wish.

HOW WILL | BE INFORMED OF THE FINDINGS/RESULTS OF THE RESEARCH?

If you would like to be informed ofthe final research findings, please contact Yotamu Gangire
on +263774198916 oremail: 50801627@mylife.unisa.ac.za. The findings are accessible for
a period of at least 5 years. Should you require any further information or want to contact the
researcher about any aspect of this study, please contact Yotamu Gangire on
+263774198916 or email: 50801627@mylife unisa.ac.za.

Should you have concerns about the way in which the research has been conducted, you
may contact Dr A. Da Veiga on (011) 670-9175 or dveiga@unisa.ac.za. Should you have
any questions regarding the ethical aspects of the study, you can contact the chairperson of
the School of Computing Research Ethics Committee, Dr Bester Chimbo, on (011) 670-9105

or chimbb@unisa.ac za.
Thank you for taking time to read this information sheet and for participating in this study

Thank you.

A
3
R~
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Appendix G: Email invitation
Dear Participant

My name is Yotamu Gangire, and | am conducting a research study under supervision of
Prof. Adele Da Veiga and Prof. Marien Herselman towards a Master's degree, through the
School of Computing at Unisa. | am inviting you to participate in a survey for my research
study titled, "Intnnsic factors that influence information secunty compliant behaviour using
the self-detemmination theory”.

The online survey aims to investigate the influence of competence, relatedness and
autonomyon information security compliant behaviour. You can access the
online su rvey though the followmg

h X TM fviewform? link

Please take note that:

« The survey will take approximately 15-20 minutes to complete.

« Completing the questionnaire is voluntary.

« The survey is anonymous.

« You have a right to withdraw from the survey at any time.

« You will not be compensated for completing the survey.

« Your information will be kept confidential.

» The research was reviewed and approved bythe School of Computing Research

Ethics

Committee (Ref#: 033/YG/2019/CSET_SOC) and Research Pemission Sub-Committee
(RPSC) Of The Senate Research, Innovation, Postgraduate Degrees and
Commercialisation Committee (SRIPCC) (Ref#:2019_RPSC_038).

If you have any questions about this study you are welcome to contact me via
email: 50801627 @mylife unisa.ac.za. or my supervisor Prof. Adele Da

Veiga: dveiga@unisa.ac.za.

Thank you for your time.

Regards

Yotamu Gangire
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Appendix H: Final questionnaire

o~
Incrinsic facrors thar influence informartion
security compliant behaviour using the self

determination theory
Dear Prospective participant,

You are invited to participate in a survey conducted by Yotamu Gangire under the
supervision of Prof A. Da Veiga and Prof M. Herselman from the School of Computing,
towards an MTech in Information Technology degree at the University of South Africa. We
are Inviting you to participate in a study entitled "Intrinsic factors that influence Information
security compliant behaviour using the self-determination theory”.

The purpose of the survey Is to Investigate the influence of intrinsic motivation on
information security compliant behaviour of the employee. It is designed to investigate if the
need for autonomy, competence and relatedness Influences information security compliant
behaviour.

You were selected to participate in this survey because you are an employee of Unisa. By
completing this survey, you agree that the information you provide may be used for research
purposes, including dissemination through peer-reviewed publications and conference
proceedings.

It is anticipated that the information we gain from this survey will help us to provide more
Information regarding the influence of intrinsic motivation on information security complaint
behaviour and will potentially assist organisations when implementing information security
programs and policies. You are, however, under no obligation to complete the survey and
you can withdraw from the study prior to submitting the survey, The survey Is developed to
be anonymous, meaning that we will have no way of connecting the information that you
provide to you personally. Consequently, you will not be able to withdraw from the study
once you have clicked the send button based on the anonymous nature of the survey. if you
choose to participate in this survey it will take up no more than 15-20 minutes of your time.
You will not benefit from your participation as an Individual, however, it is envisioned that
the findings of this study will contribute towards knowledge in the information systems
domain to improve information security policy compliance. We do not foresee that you will
experience any negative consequences by completing the survey. The researcher(s)
undertake to keep any Information provided herein confidential, not to let it out of our
possession and to report on the findings from the perspective of the participating group and
not from the perspective of an individual.

The records will be kept for five years for audit purposes where after it will be permanently
destroyed. You will not be reimbursed or receive any incentives for your participation in the
survey.

The research was reviewed and approved by the School of Computing Research Ethics
Committee (Ref#. 033/YG/2019/CSET_SOC, htips./wwy.dropbox.com/l/scl

(AACZAXFRBIWRCWUNLOINDHIRABKIGDK3WI ) and Research Permission Sub-Committee
(RPSC) Of The Senate Research, Innovation, Postgraduate Degrees and Commercialisation

Committee (SRIPCC) (Ref#: 2019_RPSC_038, hitps./www.dropbox.com/i/sal
(AABIhUyetowWIYnlabuziOnZVYWECTw4,) _eXw ) . The primary researcher, Yotamu Gangire,
can be contacted during office hours at +263774198916. The study leader, Prof. A. Da
Veiga, can be contacted during office hours at 011 670-9175. Should you have any
questions regarding the ethical aspects of the study, you can contact the chairperson of the
School of Computing Research Ethics Committee at SocEthics@unisa.ac.za. Alternatively,
you can report any serious unethical behaviour at the University’s Toll Free Hotline 0800 86
96 93.

If you consent to the above and would like to proceed with the survey please click on "Next™

Next CIEEEEEE—————  Page 1 of §
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Informarcion

This section is concerned with perceptions of employees about information security aspects. For each
information security aspect, the question is repeated three times, each time from a different focus, namely
from a competence ("I have the necessary skilis_~), from a reiatedness ("My colleagues support_~), and
from an autonomy ("I choose 10.") perspective

There are 75 questions in this section. Declde whether you agree or disagree with each statement and
click in the white circle below the scale (0.9 strongly disagree (1), disagree (2), uncertain (3), agree (4),
ang strongly agree (5))
Make sure that a black bullet appears In the circle that you select
Please avold selecting the 'unsure (3) option (neither positive nor negative) too often, as this tends to
skew the results.

I have the necessary skills to use different passwords for social media and work accounts,

1 2 3 4 S

Strongly disagree O O O O O Strongly agree

My colleagues suppore me to use different passwords for social media and work sccounts,
1 2 3 4 5

Strongly disagree O O O O O Strongly agree

1 choose to use different passwords tor social media and work accounts
1 2 3 a 5

Strongly disagree O O O O O Strongly agree

I have the necessary skills to never share my work passwords with colleagues
1 2 3 4 S

Strongly disagree O O O O O Strongly agree

My colleagues support me never to share my work passwords with colleagues
1 2 3 a4 S

Strongly disagree @) O O @) O Strongly agree

I choose never ro share my work passwords with my colleagues
1 2 3 4 5

Strongly disagree O O O O O Strongly agree
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I have the necessary skills o use a combination of lerrers, numbers, and symbols in work

passwords

1 2 3 4 5

Strongly disagree O O O O O Strongly agree

My colleagues support me to use i combinution of letters. numbers. and symbols in work
passwords

1 2 3 4 S

Strongly disagree O O O O O Strongly agree

I choose to use a combination of letters. numbers. and symbaols in work passwords

1 2 3 “ S

Strongly disagree O O O O O Strongly agree

I have che necessary skills 1o click only on links in emails from people | know

1 2 3 4 5

stongiydisagee O O O O O  suonglyagree

My colleagues support mie to click only on links in emails from people I know
1 2 3 4 5

swongydisagree © O O O O  swonglyagree

I choase o click only on links in emails from people | know

1 2 3 4 5

stonglydisagee O O O O O swonglyagree

Back Noxt SEETEE—  Page 4 of 9
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I have che necessary skills to avoid clicking on Hinks in emails from people | do not know
1 2 3 4 S

O O O O O Strongly agree

Strongly disagree

My colleagues support me to aveid clicking on finks in emails from people | do not know
1 2 3 4 S

Strongly disagree O O O O O Strongly agree

I choose to avoid clicking on links in emails from people I do not know
1 2 3 4 S

O O O O O Strongly agree

Strong disagree

I have the necessary skills to identifs when it s risky to open artachments in emails from

people | do not know

1 2 3 4 S

Strongly disagree O O O O O Strongly agree

My colleagues suppore me to idensify when it is risky o open attachments in emails from

people | do not know

O O O O O Strongly agree

Strongly disagree
| choose o avoid opening attuchments in emails from people | do not know

O O O O O stongyagee

Strongly disagree
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I have the necessary skills ro identify when it is risky to downlozd files onco my work
compurer

1 2 3 4 5

Strongly disagree O O O O O Strongly agree

My colleagues support me to idencify when it is risky to download files onto my work

compurer,
1 2 3 B 5

Strongly disagree O O O O O Strong agree

I choose not to download risky files onto my work computer
1 2 3 a 5

Strongly disagree O O O O O Strong agree

I have the necessary skills o avoid accessing websites thar could be dubious (malicious).
1 2 3 4 5

Strongly disagree O O O O O Strongly agree

My colleagues support me to avoid accessing websites that could be dubious (malicious),

1 2 3 4 5

Strongly disagree O O O O O Strongly agree

I choose o avoid accessing websites that could be dubious (malicious).

1 2 3 “ 5

Strongly disagree O O O O O Strongly agree

Back Next CEEEE————  Page 5 of 9
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Informanion security aspects

I have the necessary skills to assess the safery of a website before encering informarion online
1 2 3 4 5

Strongly disagree O O O O O Strongly agree

My colleagues support me to assess the safery of a website betore entering informarion online
1 2 3 4 5

Strongly disagree O O O O O Strongly agree

I choose to assess the safery of a website before entering informarion online
1 2 3 4 5

Strongly disagree O O O O O Strongly agree

I have the necessary skills to review the privacy sertings of my social media accounts
1 2 3 A 5

Strongly disagree O O O O O Strongly agree

My colleagues suppore me to review the privacy serrings of my social media accounts
1 2 3 4 )

Strongly disagree O O O O O Strongly agree

I choose to review the privacy serrings of my social media accounts
1 2 3 4 S5

Strongly disagree O O O O O Strongly agree
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I have the necessary skills to consider the negarive consequences before posting anything on
social media

1 2 3 4 5

Strongly disagree O O O O O Strong agree

My colleagues support me to consider the negative consequences before posting anvthing on

social media

1 2 3 4 S

Strongly disagree O O O O O Strongly agree

I choose o consider the negative consequences before posting anvehing on social media
1 2 3 4 5

Strongly disagree O O O O O Strongly agree

1 have the necessary skills to avoid posting sensitive information abour work on social media

1 2 3 4 5

Strongly disagree O O O O O Strongly agree

My colleagues support me to avoid posting sensitive information about work on social media
1 2 3 4 5

Strongly disagree O O O O O Strongly agree

| choose to avoid posting sensitive informarion abour work on social medii
1 7 A 3 4 5

Strongly disagree O O O O O Strongly agree

Back Next CEEEEEE————  Page 6 0f 9
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Information security aspects

I have che necessary skills to keep my device (e laprop. smarephone) with me ar all times

when working in a public place
1 2 3 4 5

Strongly disagree O O O O O Strong agree

My colleagues suppore me to keep my device (e.g. laprop. smartphone) with me ar all aimes

when working in a public place
1 2 3 4 5

Strongly disagree O O O O O Strongly agree

I choose to keep my device (e.g. laptop, smartphone) with me at all times when working in a

public place
1 2 3 4 5

Strongly disagree O O O O O Strongly agree

! have the necessary skills to avoid sending sensitive work files over a public Wi-Fi network
1 2 3 4 5

Strongly disagree O O O O O Strongly agree

My colleagues support me to avoid sending sensitive work files over a public Wi-Fi nerwork
1 2 3 4 5

Strongly disagree O O O O O Strongly agree

1 choose to avoid sending sensitive work files using a public Wi-Fi network
1 2 3 4 5

Strongly disagree O O O O O Strongly agree
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I have the necessary skills to shield my computer sereen from scrangers when working on a
sensitive document

1 2 3 4 5

Strongly disagree O O O O O Strongly agree

My colleagues support me to shield my computer screen from strangers when working on a
sensitive document

1 2 3 R 5

Strongly disagree O O O O @) Strongly agree

I choose to shield my compurer screen from scrangers when working on a sensirive document
1 2 3 a 5

Strongly disagree O O O O O Strongly agree

I have the necessary <kills to securely dispose of sensitive information
1 2 3 Bl 5

Strongly disagree O O O O O Strongly agree

My colleagues support me to securely dispose of sensicive information
1 2 3 4 5

Strongly disagree O O O O O Strongly agree

1 choose to securely dispase of sensitive information
1 2 3 4 5

Strongly disagree O O O O O Strongly agree

Back Next CE———  Page 7 of 9
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I have che necessary skills co idencity when it is risky to insere an excernal device (eg, USH

srick or phone) into a compurer
1 2 3 a4 5

Strongly disagree O O O O O Strongly agree

My colleagucs suppore me co idencify when it is risky 1o insere an external device (e.g a USR

stick or phone) into a work compurter
1 2 3 B 5

Strongly disagree O O O O O Strongly agree

I choose not to insert external devices (e o USR srick or phone) into a work computer if it

could pose a risk
1 2 3 a 5

Strongly disagree O O O O O Strongly agree

I have the necessary skills to identity when it is risky ro leave informarion on my desk
1 2 3 a 5

Strongly disagree O O O O O Strongly agree

My colleagues support me ro remove information on my desk, which could be risky

1 2 3 a 5

Strongly disagree O O O O O Strongly agree

1 choose not ro leave informarion on my desk. which could be risky

1 2 3 “a 3

Strongly disagree O O O O O Strongly agree

I have the necessary skills to repore any suspicious behaviour if I notice it

1 2 3 R S

Strongly disagree O O O O O Strongly agree

My colleagues support me to report any suspicious behaviour if | notice it
1 2 3 a 5

Strongly disagree O O O O O Strongly agree
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I choose o report any suspicious behaviour
1 2 3 4 5

Strongly disagree O O O O O Strongly agree

I have the necessary skills to notice poor informartion security behaviour by collesgues
1 2 3 a 5

Strongly disagree O O O O O Strongly agree

My colleagues support me ro notice poor informartion security behaviour by colleagues
1 2 3 4 5

Strongly disagree O O O O O Strongly agree

I choose to notice poor information security behaviour by colleagues
1 2 3 4 5

Strongly disagree O O O O O Strongly agree

1 have the necessary skills o repore any informacion securicy incidents if | norice them
1 2 3 4 5

Strongly disagree ®)] O O @] O Strongly agree

My colleagues support me to report any information security incidents if | notice them
1 2 3 a S5

Strongly disagree O O O O O Strongly agree

I choose to report any information securicy incidents if | notice them
1 2 3 4 5

Strongly disagree O O O O O Strongly agree

Back Next CEEEEEEE————  Page 8 of 9
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Informarion security aspects

| have che necessary skills to process student information in a lawful manner
1 2 3 4 5

Strongly disagree O O O O O Strongly agree

My colleagues support me o process student informarion in a lawful manner
1 2 3 4 5

Strongly disagree O O O O O Strongly agree

| choose to process student informartion in a lawful manner
1 2 3 4 5

Strongly disagree O O O O O Strongly agree

| have the necessary skills to process scudent informarion only for the purpose for which it

was collected
1 2 3 4 5

Strongly disagree O O O O O Strongly agree

My colleagues suppore me to process student information only for the purpose for which it

was collecred
1 2 3 4 5

Strongly disagree O O O O O Strongly agree

| choose to process student information only for the purpose for which it was collected
1 2 3 4 5

Strongly disagree O O O O O Strongly agree

218



I have the necessary skills co adhere to the privacy policy of the universicy
1 2 3 4 5

Strongly disagree O O O O O Strongly agree

My colleagues support me to adhere to the privacy policy of the universicy
1 2 3 4 5

Strongly disagree O O O O O Strongly agree

1 choose ro adhere ro che privacy policy of the universicy
1 2 3 4 5

Strongly disagree O O O O O Strongly agree

ave the necessary skills to adhere to the information security policy of the universicy
I have the necessary skills to adhere to the information security policy of the universicy
1 2 3 4 S

Strongly disagree O O O O O Strongly agree

My colleagues support me to adhere to the information security policy of the university
1 2 3 4 S

Strongly disagree O O O O O Strongly agree

I choose to adhere to the information security policy of the universicy
1 2 3 4 5

Strongly disagree O O O O O Strongly agree

Thank you for completing this survey

Back CEEEEE————  Page 9 of 9
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Intrinsic factors that influence information
security compliant behaviour using the self
determination theory

Thank you for participating in this survey.

This content is neither created nor endorsed by Google. Report Abuse - Terms of Service - Privacy Policy

Google Forms
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Appendix I: Anonymous front page

Ethical clearance #: 033/YG/2019/CSET_S0C
Research permission #: 2019 _RPSC_038

COVER LETTER TO AN ONLINE ANONOMOUS WEB-BASED SURVEY

Information Security Compliant Behaviour Questionnaire

Dear Prospective pariicipant,

You are invited to participate in a survey conducted by Yotamu Gangire under the supervision of Prof A_ Da
Veiga and Prof M. Herselman from the School of Computing, towards an MTech in Inform ation Technology
degree at the University of South Africa. We are inviting you to participate in a study entitled “Intrinsic factors
that influence information security compliant behaviour using the self-determination theory”.

The purpose of the survey is to investigate the influence of intrinsic motivation on inform ation security compliant
behaviour of the employee. It is designed to investigate if the need for competence, relatedness and autonomy
influences information security compliant behaviour. You were selected to participate in this survey because
you are an employee of Unisa. By completing this survey, you agree that the information you provide may be
used for research purposes, including dissemination through peer-reviewed publications and conference
proceedings.

Itis anticipated that the information we gain from this survey will help us to provide more information regarding
the influence of intinsic motivation on information security complaint behaviour and will potentially assist
organisations when implementing information security programs and policies. You are, however, under no
obligation to complete the survey and you can withdraw from the study prior to submitting the survey. The
survey is developed to be anonymous, meaning that we will have no way of connecting the information that
you provide to you personally. Consequently, you will not be able to withdraw from the study once you have
clic ked the send button based on the anonymous nature of the survey. If you choose to parficipate in this survey
it will take up no more than 15-20 minutes of your time. You will not benefit from your participation as an
individual, however, it is envisioned that the findings of this study will confribute towards knowledge in the
information systems domain to improve information security policy compliance. We do not foresee that you will
experience any negative consequences by completing the survey. The researcher(s) undertake to keep any
information provided herein confidential, not to let it out of our possession and to report on the findings from
the perspective of the participating group and not from the perspective of an individual.

The records will be kept for five years for audit purposes where after it will be permanently destroyed. You will
not be reimbursed or receive any incentives for your participation in the survey.

The research was reviewed and approved by the School of Computing Research Ethics Commitiee (Ref#
033/ G/2019/CSET_SOC, nhttps/fwww dropbox com/l/scl/AACZgX9FpBfwRcwunLQINbH3RASKIGbE3WI )
and Research Pemission Sub-Committee (RPSC) Of The Senate Research, Innovation, Postgraduate
Degrees and Commercialisation Commitiee (SRIPCC) (Ref#: 2019 RPSC_038,
hitps/www dropbox.com//scl/AABIDUyetpW Y nigbuzjOnZVWECTw4d) eXw ) . The primary researcher,
Yotamu Gangire, can be contacted during office hours at +263774198916. The study leader, Prof. A. Da \Veiga,
can be contacted during office hours at 011 670-9175. Should you have any questions regarding the ethical
aspects of the study, you can contact the chairperson of the School of Computing Research Ethics Committeg
at SocEthics@unisa.ac.za Alternatively, you can report any sernous unethical behaviour at the University's Toll
Free Hotline 0800 86 96 83.
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Appendix J: Confidentiality agreement with statistician

UNISA =

CONFIDENTIALITY AGREEMENT WITH RESEARCH THIRD PARTIES

Hereby. | Liezel Korf (6802240144082), in my personal capacity as a statistician
collaborating with Mr. Yotamu Gangire, Prof. Da Veiga and Prof. Herselman on the
student's MsC study with the draft title as “Intrinsic factors that influence information
secunty compliant behaviour using the self-determination theory”. acknowiedge that |
am aware of and familiar with the stipulations and contents of the conditions of ethical
clearance specific to this study. | shall conform to and abide by these conditions.
Furthermore, | am aware of the sensitivity of the information collected and the need for
strict controls to ensure confidentiality obligations associated with the study.

| agree to the privacy and confidentiality of the information that | am granted access to in
my duties as a statistician, | will not disciose nor sell the information that | have been
granted permission to gain access to in good faith, to anyone.

| also confirm that | have been briefed by the research team on the protocols and
expectations of my behaviour and involvement in the research as a statistician.
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Appendix K: Communalities

Communalities — Autonomy

Initial | Extraction
A2 | choose never to share my work passwords with my colleagues 0.262 0.165
A7 | choose not to download risky files onto my work computer 0.579 0.623
A17 | choose not to insert external devices (e.g. a USB stick or phone) into a work computer 0.489 0.467
if it could pose a risk
A18 | choose not to leave information on my desk, which could be risky 0.437 0.430
A25 | choose to adhere to the information security policy of the university 0.646 0.674
A24 | choose to adhere to the privacy policy of the university 0.596 0.566
A9 | choose to assess the safety of a website before entering information online 0.610 0.641
A8 | choose to avoid accessing websites that could be dubious (malicious). 0.591 0.595
A5 | choose to avoid clicking on links in emails from people | do not know 0.641 0.702
A6 | choose to avoid opening attachments in emails from people | do not know 0.606 0.651
A12 | choose to avoid posting sensitive information about work on social media 0.394 0.376
A14 | choose to avoid sending sensitive work files using a public Wi-Fi network 0.484 0.470
A4 | choose to click only on links in emails from people | know 0.524 0.507
A11 | choose to consider the negative consequences before posting anything on social 0.470 0.525
media
A13 | choose to keep my device (e.g. laptop, smartphone) with me at all times when 0.536 0.633
working in a public place
A20 | choose to notice poor information security behaviour by colleagues 0.375 0.388
A22 | choose to process student information in a lawful manner 0.646 0.750
A23 | choose to process student information only for the purpose for which it was collected 0.656 0.818
A21 | choose to report any information security incidents if | notice them 0.585 0.786
A19 | choose to report any suspicious behaviour 0.552 0.571
A10 | choose to review the privacy settings of my social media accounts 0.467 0.445
A16 | choose to securely dispose of sensitive information 0.591 0.562
A15 | choose to shield my computer screen from strangers when working on a sensitive 0.589 0.620
document
A3 | choose to use a combination of letters, numbers, and symbols in work passwords 0.315 0.191
Al | choose to use different passwords for social media and work accounts 0.261 0.199

Extraction Method: Principal Axis Factoring.

223




Communalities - Competence

Initial | Extraction
C25 | have the necessary skills to adhere to the information security policy of the 0.692 0.573
university
C24 | have the necessary skills to adhere to the privacy policy of the university 0.724 0.604
C9 I have the necessary skills to assess the safety of a website before entering 0.692 0.661
information online
C8 | have the necessary skills to avoid accessing websites that could be dubious 0.682 0.678
(malicious).
C5 | have the necessary skills to avoid clicking on links in emails from people | do not | 0.605 0.602
know
C12 | have the necessary skills to avoid posting sensitive information about work on | 0.585 0.536
social media
C14 | have the necessary skills to avoid sending sensitive work files over a public Wi- | 0.619 0.571
Fi network
C4 | have the necessary skills to click only on links in emails from people | know 0.561 0.571
C11 | have the necessary skills to consider the negative consequences before 0.603 0.458
posting anything on social media
C7 | have the necessary skills to identify when it is risky to download files onto my 0.763 0.756
work computer
C17 I have the necessary skills to identify when it is risky to insert an external device | 0.599 0.571
(e.g. USB stick or phone) into a computer
C18 I have the necessary skills to identify when it is risky to leave information on my | 0.599 0.556
desk
C6 | have the necessary skills to identify when it is risky to open attachments in 0.787 0.785
emails from people | do not know
C13 I have the necessary skills to keep my device (e.qg. laptop, smartphone) with me | 0.425 0.327
at all times when working in a public place
C2 | have the necessary skills to never share my work passwords with colleagues 0.379 0.218
C20 I have the necessary skills to notice poor information security behaviour by 0.547 0.532
colleagues
C22 | have the necessary skills to process student information in a lawful manner 0.659 0.602
C23 | have the necessary skills to process student information only for the purpose 0.704 0.721
for which it was collected
C21 | have the necessary skills to report any information security incidents if | notice | 0.562 0.535
them
C19 | have the necessary skills to report any suspicious behaviour if | notice it 0.605 0.543
C10 | have the necessary skills to review the privacy settings of my social media 0.531 0.442
accounts
C16 | have the necessary skills to securely dispose of sensitive information 0.631 0.547
C15 | have the necessary skills to shield my computer screen from strangers when 0.678 0.552
working on a sensitive document
C3 | have the necessary skills to use a combination of letters, numbers, and symbols | 0.454 0.447
in work passwords
C1 I have the necessary skills to use different passwords for social media and work 0.511 0.482

accounts.

Extraction Method: Principal Axis Factoring.
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Communalities - Relatedness

Initial | Extraction
R2 My colleagues support me never to share my work passwords with colleagues 0.424 0.281
R3 My colleagues support me to use a combination of letters, numbers, and symbols | 0.682 0.598
in work passwords
R1 My colleagues support me to use different passwords for social media and work 0.569 0.462
accounts.
R25 My colleagues support me to adhere to the information security policy of the 0.819 0.803
university
R24 My colleagues support me to adhere to the privacy policy of the university 0.809 0.745
R9 My colleagues support me to assess the safety of a website before entering 0.771 0.728
information online
R8 My colleagues support me to avoid accessing websites that could be dubious 0.762 0.716
(malicious).
R5 My colleagues support me to avoid clicking on links in emails from people | do not | 0.818 0.729
know
R12 My colleagues support me to avoid posting sensitive information about work on 0.789 0.709
social media
R14 My colleagues support me to avoid sending sensitive work files over a public Wi- | 0.776 0.733
Fi network
R4 My colleagues support me to click only on links in emails from people | know 0.772 0.703
R11 My colleagues support me to consider the negative consequences before 0.770 0.677
posting anything on social media
R7 My colleagues support me to identify when it is risky to download files onto my 0.798 0.730
work computer.
R17 My colleagues support me to identify when it is risky to insert an external device | 0.728 0.671
(e.g. a USB stick or phone) into a work computer
R6 My colleagues support me to identify when it is risky to open attachments in 0.770 0.696
emails from people | do not know
R13 My colleagues support me to keep my device (e.g. laptop, smartphone) with me | 0.787 0.743
at all times when working in a public place
R20 My colleagues support me to notice poor information security behaviour by 0.748 0.690
colleagues
R22 My colleagues support me to process student information in a lawful manner 0.797 0.755
R23 My colleagues support me to process student information only for the purpose 0.786 0.707
for which it was collected
R18 My colleagues support me to remove information on my desk, which could be 0.809 0.734
risky
R21 My colleagues support me to report any information security incidents if | notice 0.763 0.714
them
R19 My colleagues support me to report any suspicious behaviour if | notice it 0.724 0.666
R10 My colleagues support me to review the privacy settings of my social media 0.708 0.637
accounts
R16 My colleagues support me to securely dispose of sensitive information 0.766 0.704
R15 My colleagues support me to shield my computer screen from strangers when 0.813 0.766

working on a sensitive document

Extraction Method: Principal Axis Factoring.
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Appendix L: Reliability statistics

Relatedness F1 (Organisational support for employee device and information protection

awareness)
Case processing summary
N %
Cases Valid 238 90.5
Excluded? 25 9.5
Total 263 100.0
a. Listwise deletion based on all variables in the procedure.
Reliability Statistics
Cronbach's Alpha Based on Standardized
Cronbach's Alpha ltems N of ltems
0.967 0.967 16
Summary Item Statistics
Maximum
Mean Minimum Maximum Range / Minimum | Variance | N of Items
Inter-ltem 0.648 0.360 0.833 0.474 2.316 0.011 16
Correlations
Item-Total Statistics
Scale
Mean if Scale Corrected Squared Cronbach'
ltem Varianc | Item-Total Multiple s Alpha if
Delete | eifltem | Correlatio | Correlatio Item
d Deleted n n Deleted
R4 My colleagues support me to click only on links 44.64 | 310.534 0.819 0.763 0.964
in emails from people | know
R5 My colleagues support me to avoid clicking on 4455 | 310.273 0.835 0.805 0.964
links in emails from people | do not know
R8 My colleagues support me to avoid accessing 44.66 | 311.839 0.831 0.756 0.964
websites that could be dubious (malicious).
R9 My colleagues support me to assess the safety 44.74 | 313.381 0.829 0.753 0.964
of a website before entering information online
R3 My colleagues support me to use a combination 44.70 | 311.155 0.770 0.666 0.965
of letters, numbers, and symbols in work passwords
R6 My colleagues support me to identify when it is 44.67 | 312.618 0.818 0.747 0.964
risky to open attachments in emails from people | do
not know
R7 My colleagues support me to identify when it is 44,61 | 311.868 0.834 0.778 0.964
risky to download files onto my work computer.
R10 My colleagues support me to review the privacy 4498 | 315.257 0.779 0.693 0.965
settings of my social media accounts
R11 My colleagues support me to consider the 44.68 | 312.632 0.808 0.759 0.964
negative consequences before posting anything on
social media
R13 My colleagues support me to keep my device 44.62 | 308.970 0.845 0.778 0.964
(e.g. laptop, smartphone) with me at all times when
working in a public place
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R15 My colleagues support me to shield my 44.88 | 309.978 0.846 0.787 0.964
computer screen from strangers when working on a

sensitive document

R16 My colleagues support me to securely dispose 44.84 | 311.662 0.814 0.744 0.964
of sensitive information

R12 My colleagues support me to avoid posting 44.63 | 310.109 0.821 0.778 0.964
sensitive information about work on social media

R1 My colleagues support me to use different 45.04 | 318.779 0.670 0.549 0.967
passwords for social media and work accounts.

R14 My colleagues support me to avoid sending 4472 | 311.292 0.823 0.744 0.964
sensitive work files over a public Wi-Fi network

R2 My colleagues support me never to share my 44.18 | 325.547 0.513 0.336 0.969
work passwords with colleagues

Relatedness F2 (Organisational supporting for employee information privacy protection

awareness)

Case processing summary

N %
Cases Valid 247 93.9
Excluded? 16 6.1
Total 263 100.0
a. Listwise deletion based on all variables in the procedure.
Reliability Statistics
Cronbach's Alpha Based on Standardized
Cronbach's Alpha Items N of Items
0.945 0.945 7
Summary Item Statistics
Maximum /
Mean Minimum Maximum Range Minimum Variance | N of Items
Inter-ltem Correlations 0.710 0.591 0.860 0.269 1.455 0.005 7
Item-Total Statistics
Scale Scale Cronbach's
Mean if | Variance | Corrected Squared Alpha if
Item if Item Item-Total Multiple Item
Deleted | Deleted | Correlation | Correlation Deleted
R22 My colleagues support me to process student 19.35 53.481 0.826 0.759 0.935
information in a lawful manner
R23 My colleagues support me to process student 19.18 54.426 0.798 0.748 0.938
information only for the purpose for which it was
collected
R24 My colleagues support me to adhere to the privacy 19.20 53.723 0.855 0.785 0.933
policy of the university
R25 My colleagues support me to adhere to the 19.23 53.373 0.871 0.800 0.931
information security policy of the university
R20 My colleagues support me to notice poor 19.81 54.382 0.798 0.720 0.938
information security behaviour by colleagues
R21 My colleagues support me to report any information 19.75 54.715 0.795 0.705 0.938
security incidents if | notice them
R19 My colleagues support me to report any suspicious 19.65 54.749 0.765 0.618 0.940
behaviour if | notice it
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Competence F1(Employee skills for data safety awareness)

Case processing summary

N %
Cases Valid 238 90.5
Excluded? 25 9.5
Total 263 100.0
a. Listwise deletion based on all variables in the procedure.
Reliability Statistics
Cronbach's Alpha Based on
Cronbach's Alpha Standardized ltems N of ltems
0.906 0.908 11
Summary Item Statistics
Maximum /
Mean Minimum Maximum Range Minimum Variance | N of ltems
Inter-ltem 0.472 0.349 0.734 0.385 2.101 0.007 11
Correlations
Item-Total Statistics
Scale
Mean if Scale Corrected Squared Cronbach’
Item Varianc | Item-Total Multiple s Alpha if
Delete | eif ltem | Correlatio | Correlatio Item
d Deleted n n Deleted
C12 | have the necessary skills to avoid posting 41.87 57.079 0.629 0.495 0.899
sensitive information about work on social media
C21 | have the necessary skills to report any 42.47 54.149 0.676 0.555 0.896
information security incidents if | notice them
C20 | have the necessary skills to notice poor 42.54 54.005 0.622 0.501 0.899
information security behaviour by colleagues
C11 | have the necessary skills to consider the 41.95 56.492 0.613 0.535 0.900
negative consequences before posting anything on
social media
C16 | have the necessary skills to securely dispose 42.41 51.872 0.724 0.618 0.893
of sensitive information
C15 | have the necessary skills to shield my 42.31 52.755 0.729 0.662 0.893
computer screen from strangers when working on
a sensitive document
C19 | have the necessary skills to report any 42.25 55.419 0.655 0.524 0.897
suspicious behaviour if | notice it
C1 I have the necessary skills to use different 41.90 58.370 0.584 0.415 0.902
passwords for social media and work accounts.
C14 | have the necessary skills to avoid sending 42.13 54.229 0.701 0.577 0.895
sensitive work files over a public Wi-Fi network
C18 | have the necessary skills to identify when it 42.08 55.221 0.643 0.466 0.898
is risky to leave information on my desk
C10 | have the necessary skills to review the 42.55 54.063 0.597 0.378 0.901
privacy settings of my social media accounts

228



Competence F2 (Employee skills for email and website safety)

Case processing summary

N %
Cases Valid 246 93.5
Excluded? 17 6.5
Total 263 100.0
a. Listwise deletion based on all variables in the procedure.
Reliability Statistics
Cronbach's Alpha Based on
Cronbach's Alpha Standardized Items N of Items
0.905 0.905 7
Summary Item Statistics
Maximum N of
Mean Minimum | Maximum Range / Minimum | Variance ltems
Inter-ltem 0.578 0.418 0.801 0.383 1.915 0.010 7
Correlations
Item-Total Statistics
Scale Scale Cronbach's
Mean if | Variance | Corrected Squared Alpha if
Item if Item Item-Total Multiple Item
Deleted Deleted | Correlation | Correlation Deleted
C4 | have the necessary skills to click only on 24.62 29.576 0.629 0.473 0.900
links in emails from people | know
C5 | have the necessary skills to avoid 24.61 29.356 0.635 0.514 0.900
clicking on links in emails from people | do
not know
C6 | have the necessary skills to identify 24.78 26.978 0.809 0.711 0.881
when it is risky to open attachments in emails
from people | do not know
C7 | have the necessary skills to identify 24.85 27.111 0.813 0.714 0.880
when it is risky to download files onto my
work computer
C8 | have the necessary skills to avoid 24.86 28.062 0.752 0.611 0.888
accessing websites that could be dubious
(malicious).
C9 | have the necessary skills to assess the 25.11 27.883 0.711 0.563 0.892
safety of a website before entering
information online
C17 | have the necessary skills to identify 25.02 27.583 0.682 0.493 0.896
when it is risky to insert an external device
(e.g. USB stick or phone) into a computer
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Competence F3 (Employee skills for privacy awareness)

Case processing summary

N %
Cases Valid 251 95.4
Excluded? 12 4.6
Total 263 100.0
a. Listwise deletion based on all variables in the procedure.
Reliability Statistics
Cronbach's Alpha Based on Standardized
Cronbach's Alpha ltems N of ltems
0.824 0.842 4
Summary Item Statistics
Maximum
Mean Minimum Maximum Range / Minimum | Variance | N of Items
Inter-ltem 0.570 0.435 0.738 0.302 1.694 0.017 4
Correlations
Item-Total Statistics
Scale Scale Cronbach's
Mean if | Variance | Corrected Squared Alpha if
Iltem if ltem Item-Total Multiple Item
Deleted | Deleted | Correlation | Correlation Deleted
C22 | have the necessary skills to process student 13.52 3.651 0.678 0.569 0.788
information in a lawful manner
C23 | have the necessary skills to process student 13.27 4.328 0.721 0.611 0.744
information only for the purpose for which it was
collected
C24 | have the necessary skills to adhere to the 13.13 5.296 0.684 0.626 0.781
privacy policy of the university
C25 | have the necessary skills to adhere to the 13.23 5.122 0.607 0.573 0.799
information security policy of the university
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Autonomy F1 (Employee choice on privacy awareness)

Case processing summary

%
Cases Valid 257 97.7
Excluded? 6 2.3
Total 263 100.0
a. Listwise deletion based on all variables in the procedure.
Reliability Statistics
Cronbach's Alpha Based on
Cronbach's Alpha Standardized Items N of Items
0.775 0.780 3
Summary ltem Statistics
Maximum / N of
Mean | Minimum | Maximum | Range Minimum Variance ltems
Inter-ltem 0.542 0.440 0.659 0.219 1.498 0.010 3
Correlations
Item-Total Statistics
Scale Scale
Mean if Variance if Corrected Squared Cronbach's
ltem ltem Iltem-Total Multiple Alpha if Item
Deleted Deleted Correlation | Correlation Deleted
A8 | choose to avoid accessing 8.00 3.887 0.620 0.446 0.687
websites that could be dubious
(malicious).
A9 | choose to assess the safety 8.19 3.645 0.693 0.504 0.607
of a website before entering
information online
A10 | choose to review the 8.35 3.659 0.531 0.293 0.795
privacy settings of my social
media accounts

Autonomy F2 (Employee choice to avoid malicious emails and downloads)

Case Processing Summary

N |
Cases Valid 255 97.0
Excluded?® 8 3.0
Total 263 100.0

a. Listwise deletion based on all variables in the procedure.

Reliability Statistics
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Cronbach's Alpha
Based on Standardized
Cronbach's Alpha Items N of Items
0.836 0.836 4
Summary Item Statistics
Maximum / N of
Mean Minimum | Maximum | Range Minimum Variance | ltems
Inter-ltem Correlations 0.560 0.391 0.697 0.305 1.780 0.011 4
Item-Total Statistics
Scale Scale Cronbach's
Mean if Variance if Corrected Squared Alphaif
Iltem Iltem Iltem-Total Multiple Item
Deleted Deleted Correlation | Correlation Deleted
A4 | choose to click only on 13.05 6.753 0.639 0.455 0.808
links in emails from people
| kKnow
A5 | choose to avoid 12.92 6.493 0.762 0.600 0.747
clicking on links in emails
from people | do not know
A6 | choose to avoid 12.93 6.956 0.732 0.555 0.763
opening attachments in
emails from people | do not
know
A7 | choose not to 12.84 8.198 0.549 0.334 0.839
download risky files onto
my work computer

Autonomy F3 (Employee choice to keep the privacy of student personal information)

Case Processing Summary

N %
Cases Valid 260 98.9
Excluded? 3 1.1
Total 263 100.0
a. Listwise deletion based on all variables in the procedure.
Reliability Statistics
Cronbach's Alpha Based on
Cronbach's Alpha Standardized Items N of Items
0.904 0.906 2
Summary Iltem Statistics
Maximum /
Mean Minimum Maximum Range Minimum Variance | N of ltems
Inter-ltem 0.829 0.829 0.829 0.000 1.000 0.000 2
Correlations

ltem-Total Statistics
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Scale Scale Cronbach's
Mean if Variance if Corrected Squared Alpha if
Item Item Item-Total Multiple Iltem
Deleted Deleted Correlation | Correlation Deleted
A22 | choose to process student 4.48 0.729 0.829 0.686
information in a lawful manner
A23 | choose to process student 441 0.876 0.829 0.686
information only for the purpose for
which it was collected
Autonomy F4 (Employee choice to report bad security behaviour)
Case Processing Summary
N %
Cases Valid 256 97.3
Excluded? 7 2.7
Total 263 100.0
a. Listwise deletion based on all variables in the procedure.
Reliability Statistics
Cronbach's Alpha Based on
Cronbach's Alpha Standardized Items N of ltems
0.791 0.795 3
Summary Iltem Statistics
Maximum N of
Mean Minimum | Maximum Range / Minimum | Variance | Items
Inter-ltem 0.563 0.454 0.694 0.239 1.526 0.012 3
Correlations
Item-Total Statistics
Scale
Mean if Scale Corrected Squared Cronbach's
ltem Variance if Item-Total Multiple Alpha if Item
Deleted Item Deleted Correlation Correlation Deleted
A19 | choose to report any 7.73 3.961 0.650 0.490 0.702
suspicious behaviour
A20 | choose to notice poor 8.20 3.833 0.543 0.305 0.818
information security behaviour
by colleagues
A21 | choose to report any 7.93 3.477 0.718 0.546 0.621
information security incidents if
| notice them

Autonomy F5 (Employee choice to adhere to information security and privacy policies)

Case Processing Summary
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N %
Cases Valid 256 97.3
Excluded? 7 2.7
Total 263 100.0
a. Listwise deletion based on all variables in the procedure.
Reliability Statistics
Cronbach's Alpha Cronbach's Alpha Based on Standardized ltems N of Items
0.868 0.870 2
Summary Item Statistics
Mean | Minimum | Maximum | Range | Maximum / Minimum | Variance | N of Items
Inter-ltem Correlations | 0.770 0.770 0.770 | 0.000 1.000 0.000 2
Item-Total Statistics
Scale Mean Scale Corrected Squared Cronbach's
if Item Variance if Item-Total Multiple Alpha if Item
Deleted Item Deleted Correlation Correlation Deleted
A24 | choose to adhere to the 4.60 0.468 0.770 0.593
privacy policy of the university
A25 | choose to adhere to the 4.64 0.379 0.770 0.593
information security policy of the
university
Autonomy F6 (Employee choice to keep devices and information secure)
Case Processing Summary
N %
Cases Valid 251 95.4
Excluded? 12 4.6
Total 263 100.0
a. Listwise deletion based on all variables in the procedure.
Reliability Statistics
Cronbach's Alpha Cronbach's Alpha Based on Standardized Items N of Items
0.793 0.797 5
Summary ltem Statistics
Mean | Minimum | Maximum | Range | Maximum / Minimum | Variance | N of ltems
Inter-ltem Correlations | 0.439 0.340 0.644 | 0.304 1.894 0.007 5

ltem-Total Statistics
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Scale Scale Squared
Mean if Variance if Corrected Multiple Cronbach's
Item Item Item-Total Correlatio | Alpha if ltem
Deleted Deleted Correlation n Deleted
Al1 | choose to consider the negative 17.84 7.703 0.511 0.300 0.773
consequences before posting anything on
social media
A13 | choose to keep my device (e.g. 17.76 7.781 0.604 0.374 0.749
laptop, smartphone) with me at all times
when working in a public place
A15 | choose to shield my computer 18.04 6.502 0.656 0.483 0.725
screen from strangers when working on a
sensitive document
A16 | choose to securely dispose of 18.20 6.390 0.625 0.463 0.739
sensitive information
A12 | choose to avoid posting sensitive 17.69 8.231 0.504 0.268 0.776

information about work on social media
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Appendix M: One-way ANOVA statistics

One-way ANOVA — Age group

Sum of Mean
Squares df Square F Sig.

Relatedness Factor 1 Between Groups 6.973 2 3.486 2.496 0.084
Within Groups 361.722 259 1.397
Total 368.694 261

Relatedness Factor 2 Between Groups 9.898 2 4,949 3.369 0.036
Within Groups 376.040 256 1.469
Total 385.938 258

Competence Factor 1 Between Groups 2.180 2 1.090 2.011 0.136
Within Groups 140.937 260 0.542
Total 143.117 262

Competence Factor 2 Between Groups 3.319 2 1.659 2.218 0.111
Within Groups 193.727 259 0.748
Total 197.045 261

Competence Factor 3 Between Groups 0.416 2 0.208 0.431 0.650
Within Groups 124.869 259 0.482
Total 125.285 261

Autonomy Factor 1 Between Groups 3.352 2 1.676 2.055 0.130
Within Groups 211.237 259 0.816
Total 214.589 261

Autonomy Factor 2 Between Groups 5.424 2 2.712 3.672 0.027
Within Groups 191.294 259 0.739
Total 196.718 261

Autonomy Factor 3 Between Groups 0.614 2 0.307 0.418 0.659
Within Groups 189.331 258 0.734
Total 189.944 260

Autonomy Factor 4 Between Groups 0.585 2 0.293 0.333 0.717
Within Groups 227.344 259 0.878
Total 227.929 261

Autonomy Factor 5 Between Groups 0.062 2 0.031 0.083 0.921
Within Groups 96.657 259 0.373
Total 96.719 261

Autonomy_Factor_6 Between Groups 0.739 2 0.370 0.798 0.451
Within Groups 119.953 259 0.463
Total 120.692 261
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One-way ANOVA — Job level

Sum of Mean
Squares df Square F Sig.

Relatedness Factor 1 Between Groups 7.068 2 3.534 | 2.549 | 0.080
Within Groups 357.654 258 1.386
Total 364.722 260

Relatedness Factor 2 Between Groups 7.224 2 3.612 | 2.452 | 0.088
Within Groups 375.650 255 1.473
Total 382.874 257

Competence Factor 1 Between Groups 5.274 2 2.637 4.976 | 0.008
Within Groups 137.241 259 0.530
Total 142.515 261

Competence Factor 2 Between Groups 14.751 2 7.375 | 10.482 | 0.000
Within Groups 181.526 258 0.704
Total 196.277 260

Competence Factor 3 Between Groups 5.697 2 2849 | 6.162 | 0.002
Within Groups 119.265 258 0.462
Total 124.962 260

Autonomy Factor 1 Between Groups 3.998 2 1.999 | 2459 | 0.088
Within Groups 209.757 258 0.813
Total 213.756 260

Autonomy Factor 2 Between Groups 9.355 2 4.678 6.458 | 0.002
Within Groups 186.874 258 0.724
Total 196.229 260

Autonomy Factor 3 Between Groups 11.442 2 5.721 8.251 | 0.000
Within Groups 178.192 257 0.693
Total 189.635 259

Autonomy Factor 4 Between Groups 1.253 2 0.626 0.716 | 0.489
Within Groups 225.601 258 0.874
Total 226.854 260

Autonomy Factor 5 Between Groups 0.554 2 0.277 0.745 | 0.476
Within Groups 96.022 258 0.372
Total 96.577 260

Autonomy_Factor_6 Between Groups 3.845 2 1.923 4.256 | 0.015
Within Groups 116.560 258 0.452
Total 120.406 260
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One-way ANOVA - Tenure

Sum of Mean
Squares df Square F Sig.

Relatedness Factor 1 Between Groups 3.036 4 0.759 | 0.532 | 0.713
Within Groups 366.940 257 1.428
Total 369.975 261

Relatedness Factor 2 Between Groups 2.612 4 0.653 | 0.433 | 0.785
Within Groups 383.326 254 1.509
Total 385.938 258

Competence Factor 1 Between Groups 3.267 4 0.817 | 1.507 | 0.201
Within Groups 139.850 258 0.542
Total 143.117 262

Competence Factor 2 Between Groups 1.414 4 0.353 | 0.464 | 0.762
Within Groups 195.632 257 0.761
Total 197.045 261

Competence Factor 3 Between Groups 1.681 4 0.420 | 0.744 | 0.563
Within Groups 145.192 257 0.565
Total 146.873 261

Autonomy Factor 1 Between Groups 3.724 4 0.931 | 1.135 | 0.341
Within Groups 210.865 257 0.820
Total 214.589 261

Autonomy Factor 2 Between Groups 1.873 4 0.468 | 0.618 | 0.650
Within Groups 194.844 257 0.758
Total 196.718 261

Autonomy Factor 3 Between Groups 4.422 4 1.105 | 1.525 | 0.195
Within Groups 185.523 256 0.725
Total 189.944 260

Autonomy Factor 4 Between Groups 1.920 4 0.480 | 0.546 | 0.702
Within Groups 226.009 257 0.879
Total 227.929 261

Autonomy Factor 5 Between Groups 1.651 4 0.413 | 1.116 | 0.349
Within Groups 95.067 257 0.370
Total 96.719 261

Autonomy Factor 6 Between Groups 2.030 4 0.508 | 1.099 | 0.357
Within Groups 118.662 257 0.462
Total 120.692 261
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One-way ANOVA — Highest Level of Education

Sum of Mean
Squares Df Square F Sig.

Relatedness Factor 1 Between Groups 12.818 3 4273 | 3.109 | 0.027
Within Groups 353.205 257 1.374
Total 366.024 260

Relatedness Factor 2 Between Groups 13.593 3 4531 | 3.116 | 0.027
Within Groups 369.281 254 1.454
Total 382.874 257

Competence Factor 1 Between Groups 0.404 3 0.135 | 0.244 | 0.865
Within Groups 142,111 258 0.551
Total 142.515 261

Competence Factor 2 Between Groups 4.690 3 1.563 | 2.097 | 0.101
Within Groups 191.587 257 0.745
Total 196.277 260

Competence Factor 3 Between Groups 2.834 3 0.945 | 1.690 | 0.170
Within Groups 143.694 257 0.559
Total 146.529 260

Autonomy Factor 1 Between Groups 6.390 3 2.130 | 2.640 | 0.050
Within Groups 207.365 257 0.807
Total 213.756 260

Autonomy Factor 2 Between Groups 2911 3 0.970 | 1.290 | 0.278
Within Groups 193.318 257 0.752
Total 196.229 260

Autonomy Factor 3 Between Groups 3.103 3 1.034 | 1.420 | 0.237
Within Groups 186.532 256 0.729
Total 189.635 259

Autonomy Factor 4 Between Groups 2.438 3 0.813 | 0.931 | 0.426
Within Groups 224.416 257 0.873
Total 226.854 260

Autonomy Factor 5 Between Groups 0.211 3 0.070 | 0.188 | 0.905
Within Groups 96.365 257 0.375
Total 96.577 260

Autonomy Factor 6 Between Groups 2.484 3 0.828 | 1.805 | 0.147
Within Groups 117.922 257 0.459
Total 120.406 260
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Post hoc test - age group

Multiple Comparisons

Scheffe
95% Confidence
Interval
Mean
Difference (I- Std. Lower Upper
Dependent Variable J) Error Sig. Bound Bound
Relatedness Factor 1 1946 1965 -1976 0.24991 | 0.18699 0.411 | -0.2104 | 0.7103
-1964 1977 -date -0.13848 | 0.17841 0.740 | -0.5777 | 0.3008
1965 1946 -1964 -0.24991 | 0.18699 0.411 | -0.7103 | 0.2104
_1976 1977 -date -0.38839 | 0.17470 0.086 | -0.8185 | 0.0417
1977 1946 -1964 0.13848 | 0.17841 0.740 | -0.3008 | 0.5777
;Jlate 1965 -1976 0.38839 | 0.17470 0.086 | -0.0417 | 0.8185
Relatedness Factor 2 1946 1965 -1976 0.24490 | 0.19298 0.448 | -0.2302 | 0.7200
_1964 1977 -date -0.22256 | 0.18404 0.482 | -0.6757 | 0.2306
1965 1946 -1964 -0.24490 | 0.19298 0.448 | -0.7200 | 0.2302
-1976 1977 -date -.46745" | 0.18016 0.036 | -0.9110 | -0.0239
1977 1946 -1964 0.22256 | 0.18404 0.482 | -0.2306 | 0.6757
;iate 1965 -1976 46745" | 0.18016 0.036 | 0.0239 | 0.9110
Competence Factor 1 1946 1965 -1976 0.12274 | 0.11649 0.575 | -0.1641 | 0.4095
-1964 1977 -date -0.09502 | 0.11092 0.693 | -0.3681 | 0.1780
1965 1946 -1964 -0.12274 | 0.11649 0.575 | -0.4095 | 0.1641
-1976 1977 -date -0.21776 | 0.10860 0.136 | -0.4851 | 0.0496
1977 1946 -1964 0.09502 | 0.11092 0.693 | -0.1780 | 0.3681
;jate 1965 -1976 0.21776 | 0.10860 0.136 | -0.0496 | 0.4851
Competence Factor 2 1946 1965 -1976 0.26863 | 0.13684 0.148 | -0.0683 | 0.6055
-1964 1977 -date 0.05567 | 0.13056 0.913 | -0.2658 | 0.3771
1965 1946 -1964 -0.26863 | 0.13684 0.148 | -0.6055 | 0.0683
_1976 1977 -date -0.21296 | 0.12785 0.252 | -0.5277 | 0.1018
1977 1946 -1964 -0.05567 | 0.13056 0.913 | -0.3771 | 0.2658
;1ate 1965 -1976 0.21296 | 0.12785 0.252 | -0.1018 | 0.5277
Competence Factor 3 1946 1965 -1976 -0.03131 | 0.10986 0.960 | -0.3018 | 0.2392
_1964 1977 -date -0.09403 | 0.10482 0.669 | -0.3521 | 0.1640
1965 1946 -1964 0.03131 | 0.10986 0.960 | -0.2392 | 0.3018
_1976 1977 -date -0.06272 | 0.10264 0.830 | -0.3154 | 0.1900
1977 1946 -1964 0.09403 | 0.10482 0.669 | -0.1640 | 0.3521
;Jlate 1965 -1976 0.06272 | 0.10264 0.830 | -0.1900 | 0.3154
Autonomy Factor 1 1946 1965 -1976 0.16382 | 0.14289 0.519 | -0.1880 | 0.5156
_1964 1977 -date -0.10632 | 0.13634 0.738 | -0.4420 | 0.2293
1965 1946 -1964 -0.16382 | 0.14289 0.519 | -0.5156 | 0.1880
-1976 1977 -date -0.27014 | 0.13350 0.131 | -0.5988 | 0.0585
1977 1946 -1964 0.10632 | 0.13634 0.738 | -0.2293 | 0.4420
aate 1965 -1976 0.27014 | 0.13350 0.131 | -0.0585 | 0.5988
Autonomy Factor 2 1965 -1976 .36755" | 0.13598 0.027 | 0.0328 | 0.7023
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Autonomy Factor 3

Autonomy Factor 4

Autonomy Factor 5

Autonomy_Factor_6

1946

1964
1965

1976
1977

date
1946

1964
1965

1976
1977

date
1946

1964
1965

1976
1977
date

1946

1964
1965

1976
1977

date
1946

1964
1965

1976
1977

date

1977 -date

1946 -1964
1977 -date
1946 -1964
1965 -1976
1965 -1976
1977 -date
1946 -1964
1977 -date
1946 -1964
1965 -1976
1965 -1976
1977 -date
1946 -1964
1977 -date
1946 -1964
1965 -1976
1965 -1976
1977 -date
1946 -1964
1977 -date
1946 -1964
1965 -1976
1965 -1976
1977 -date
1946 -1964
1977 -date
1946 -1964
1965 -1976

0.21187

-.36755"
-0.15568
-0.21187

0.15568

0.00665
-0.09581
-0.00665
-0.10246

0.09581

0.10246

0.11772

0.03856
-0.11772
-0.07916
-0.03856

0.07916
-0.02120

0.01553

0.02120

0.03674
-0.01553
-0.03674

0.13091

0.03825
-0.13091
-0.09266
-0.03825

0.09266

0.12974

0.13598
0.12704
0.12974
0.12704
0.13594
0.12932
0.13594
0.12706
0.12932
0.12706
0.14824
0.14144
0.14824
0.13850
0.14144
0.13850
0.09666
0.09222
0.09666
0.09031
0.09222
0.09031
0.10768
0.10274
0.10768
0.10060
0.10274
0.10060

0.265

0.027
0.473
0.265
0.473
0.999
0.760
0.999
0.723
0.760
0.723
0.730
0.964
0.730
0.849
0.964
0.849
0.976
0.986
0.976
0.921
0.986
0.921
0.479
0.933
0.479
0.655
0.933
0.655

-0.1076

-0.7023
-0.4685
-0.5313
-0.1571
-0.3280
-0.4142
-0.3413
-0.4153
-0.2226
-0.2104
-0.2472
-0.3097
-0.4827
-0.4201
-0.3868
-0.2618
-0.2592
-0.2115
-0.2168
-0.1856
-0.2426
-0.2591
-0.1342
-0.2147
-0.3960
-0.3403
-0.2912
-0.1550

0.5313

-0.0328
0.1571
0.1076
0.4685
0.3413
0.2226
0.3280
0.2104
0.4142
0.4153
0.4827
0.3868
0.2472
0.2618
0.3097
0.4201
0.2168
0.2426
0.2592
0.2591
0.2115
0.1856
0.3960
0.2912
0.1342
0.1550
0.2147
0.3403

*. The mean difference is significant at the 0.05 level.
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Post hoc test — Job level

Multiple Comparisons

Scheffe

95% Confidence
Interval

Mean
Differenc Lower Upper
Dependent Variable e (I-3) Std. Error | Sig. | Bound Bound
Relatedness Academic staff ~ Administrative 0.09491 0.15471 | 0.829 | -0.2860 | 0.4758
Factor 1 Operational 0.59204 | 0.26276 | 0.081 | -0.0549 | 1.2390
Administrative Academic staff | -0.09491 0.15471 | 0.829 | -0.4758 | 0.2860
Operational 0.49714 0.25651 | 0.155 | -0.1344 | 1.1287
Operational Academic staff | -0.59204 0.26276 | 0.081 | -1.2390 | 0.0549
Administrative -0.49714 0.25651 | 0.155 | -1.1287 | 0.1344
Relatedness Academic staff ~ Administrative 0.06055 0.16027 | 0.931 | -0.3341 | 0.4552
Factor 2 Operational 0.59141 | 0.27087 | 0.094 | -0.0755 | 1.2583
Administrative Academic staff | -0.06055 0.16027 | 0.931 | -0.4552 | 0.3341
Operational 0.53086 0.26490 | 0.136 | -0.1214 | 1.1831
Operational Academic staff | -0.59141 0.27087 | 0.094 | -1.2583 | 0.0755
Administrative -0.53086 0.26490 | 0.136 | -1.1831 | 0.1214
Competence Academic staff ~ Administrative 0.23170 0.09550 | 0.054 | -0.0034 | 0.4668
Factor 1 Operational 44064 | 0.16245 | 0.027 | 0.0407 | 0.8406
Administrative Academic staff | -0.23170 0.09550 | 0.054 | -0.4668 | 0.0034
Operational 0.20894 0.15849 | 0.421 | -0.1813 | 0.5991
Operational Academic staff -.44064" 0.16245 | 0.027 | -0.8406 -
0.0407
Administrative -0.20894 0.15849 | 0.421 | -0.5991 | 0.1813
Competence Academic staff ~ Administrative .27521" 0.11022 | 0.046 | 0.0038 | 0.5466
Factor 2 Operational 83338 | 0.18719 | 0.000 | 0.3725 | 1.2943
Administrative Academic staff -.27521" 0.11022 | 0.046 | -0.5466 -
0.0038
Operational .55817" 0.18274 | 0.010 | 0.1083 | 1.0081
Operational Academic staff -.83338" 0.18719 | 0.000 | -1.2943 -
0.3725
Administrative -.55817" 0.18274 | 0.010 | -1.0081 -
0.1083
Competence Academic staff ~ Administrative 0.20460 0.08934 | 0.075 | -0.0154 | 0.4246
Factor 3 Operational 49667° | 0.15173 | 0.005 | 0.1231 | 0.8702
Administrative Academic staff | -0.20460 0.08934 | 0.075 | -0.4246 | 0.0154
Operational 0.29206 0.14812 | 0.145 | -0.0726 | 0.6567
Operational Academic staff -.49667" 0.15173 | 0.005 | -0.8702 -
0.1231
Administrative -0.29206 0.14812 | 0.145 | -0.6567 | 0.0726
Autonomy Factor 1 | Academic staff ~ Administrative 0.20061 0.11848 | 0.240 | -0.0911 | 0.4923
Operational 0.38549 0.20122 | 0.162 | -0.1099 | 0.8809
Administrative Academic staff | -0.20061 0.11848 | 0.240 | -0.4923 | 0.0911
Operational 0.18488 0.19644 | 0.643 | -0.2988 | 0.6685
Operational Academic staff | -0.38549 0.20122 | 0.162 | -0.8809 | 0.1099
Administrative -0.18488 0.19644 | 0.643 | -0.6685 | 0.2988
Autonomy Factor 2 | Academic staff ~ Administrative 0.03495 0.11183 | 0.952 | -0.2404 | 0.3103
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Autonomy Factor 3

Autonomy Factor 4

Autonomy Factor 5

Autonomy Factor 6

Administrative

Operational

Academic staff

Administrative

Operational

Academic staff

Administrative

Operational

Academic staff

Administrative

Operational

Academic staff

Administrative

Operational

Operational
Academic staff
Operational
Academic staff

Administrative

Administrative
Operational
Academic staff

Operational
Academic staff

Administrative
Administrative
Operational
Academic staff
Operational
Academic staff
Administrative
Administrative
Operational
Academic staff
Operational
Academic staff
Administrative
Administrative
Operational
Academic staff

Operational
Academic staff
Administrative

.66072"
-0.03495
.62577"
-.66072"

-.62577

.30952"
.68667"
-.30952"

0.37714
-.68667"

-0.37714
0.04836
0.24980
0.04836
0.20144
-0.24980
0.20144
0.07946
0.13647
0.07946
0.05701
0.13647
-0.05701
22104
0.33748
-.22104

0.11643
-0.33748
-0.11643

0.18993
0.11183
0.18541
0.18993

0.18541

0.10959
0.18583
0.10959

0.18151
0.18583

0.18151
0.12288
0.20869
0.12288
0.20372
0.20869
0.20372
0.08016
0.13615
0.08016
0.13291
0.13615
0.13291
0.08832
0.15000
0.08832

0.14643
0.15000
0.14643

0.003
0.952
0.004
0.003

0.004

0.020
0.001
0.020

0.118
0.001

0.118
0.925
0.489
0.925
0.614
0.489
0.614
0.612
0.606
0.612
0.912
0.606
0.912
0.045
0.082
0.045

0.729
0.082
0.729

0.1931
-0.3103
0.1693
-1.1283

-1.0823

0.0397
0.2291
-0.5794

-0.0698
-1.1442

-0.8240
-0.2542
-0.2640
-0.3509
-0.3001
-0.7636
-0.7030
-0.1179
-0.1987
-0.2768
-0.2702
-0.4717
-0.3842

0.0036
-0.0318
-0.4385

-0.2441
-0.7068
-0.4770

1.1283
0.2404
1.0823

0.1931

0.1693
0.5794

1.1442

0.0397
0.8240

0.2291
0.0698

0.3509
0.7636
0.2542
0.7030
0.2640
0.3001
0.2768
0.4717
0.1179
0.3842
0.1987
0.2702
0.4385
0.7068

0.0036
0.4770

0.0318
0.2441

*. The mean difference is significant at the 0.05 level.
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Post hoc test — Tenure

Multiple Comparisons
Scheffe
95% Confidence
Mean Interval
Difference Std. Lower Upper
Dependent Variable (1-J) Error Sig. Bound Bound
Relatedness Factor 1 <5years 6-10 years 0.13159 | 0.19426 | 0.977 | -0.4712 | 0.7343
11-15 years 0.21742 | 0.23710 | 0.933 | -0.5182 | 0.9531
16-20 years -0.10966 | 0.28232 | 0.997 | -0.9856 | 0.7663
> 20 years -0.07249 | 0.21490 | 0.998 | -0.7393 | 0.5943
6-10 < 5years -0.13159 | 0.19426 | 0.977 | -0.7343 | 0.4712
years 11-15 years 0.08583 | 0.24228 | 0.998 | -0.6659 | 0.8376
16-20 years -0.24125 | 0.28668 | 0.950 | -1.1308 | 0.6483
> 20 years -0.20408 | 0.22060 | 0.931 | -0.8886 | 0.4804
11-15 < 5years -0.21742 | 0.23710 | 0.933 | -0.9531 | 0.5182
years 6-10 years -0.08583 | 0.24228 | 0.998 | -0.8376 | 0.6659
16-20 years -0.32708 | 0.31728 | 0.900 | -1.3115 | 0.6574
> 20 years -0.28991 | 0.25912 | 0.869 | -1.0939 | 0.5141
16-20 <5years 0.10966 | 0.28232 | 0.997 | -0.7663 | 0.9856
years 6-10 years 0.24125 | 0.28668 | 0.950 | -0.6483 | 1.1308
11-15 years 0.32708 | 0.31728 | 0.900 | -0.6574 | 1.3115
> 20 years 0.03717 | 0.30105 | 1.000 | -0.8969 | 0.9713
>20 < 5years 0.07249 | 0.21490 | 0.998 | -0.5943 | 0.7393
years 6-10 years 0.20408 | 0.22060 | 0.931 | -0.4804 | 0.8886
11-15 years 0.28991 | 0.25912 | 0.869 | -0.5141 | 1.0939
16-20 years -0.03717 | 0.30105 | 1.000 | -0.9713 | 0.8969
Relatedness Factor 2 <5years 6-10 years 0.20727 | 0.20125 | 0.900 | -0.4172 | 0.8318
11-15 years 0.22101 | 0.24376 | 0.935 | -0.5354 | 0.9774
16-20 years 0.22487 | 0.29025 | 0.963 | -0.6758 | 1.1255
> 20 years 0.04217 | 0.22233 | 1.000 | -0.6477 | 0.7321
6-10 < 5years -0.20727 | 0.20125 | 0.900 | -0.8318 | 0.4172
years 11-15 years 0.01374 | 0.25032 | 1.000 | -0.7630 | 0.7905
16-20 years 0.01760 | 0.29578 | 1.000 | -0.9002 | 0.9354
> 20 years -0.16510 | 0.22950 | 0.972 | -0.8773 | 0.5470
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Competence Factor 1

Competence Factor 2

11-15
years

16-20
years

>20
years

< 5years

6-10
years

11-15
years

16-20
years

> 20
years

< 5years

< 5years

6-10 years
16-20 years

> 20 years
<5 years
6-10 years

11-15 years

> 20 years
< 5years
6-10 years

11-15 years
16-20 years
6-10 years

11-15 years
16-20 years

> 20 years
< 5years

11-15 years
16-20 years

> 20 years
< 5years
6-10 years

16-20 years

> 20 years
< 5years
6-10 years

11-15 years

> 20 years
< 5years

6-10 years
11-15 years
16-20 years

6-10 years

-0.22101
-0.01374

0.00386

-0.17884
-0.22487
-0.01760

-0.00386

-0.18270
-0.04217
0.16510

0.17884

0.18270

0.06096

0.33201

-0.04615

0.09295
-0.06096
0.27106

-0.10710

0.03200
-0.33201
-0.27106

-0.37816

-0.23906
0.04615
0.10710

0.37816

0.13910
-0.09295
-0.03200

0.23906

-0.13910

0.01293

0.24376
0.25032

0.32620

0.26756
0.29025
0.29578

0.32620

0.31051
0.22233
0.22950

0.26756

0.31051

0.11925

0.14609

0.17395

0.13241
0.11925
0.14893

0.17634

0.13553
0.14609
0.14893

0.19549

0.15966
0.17395
0.17634

0.19549

0.18550
0.13241
0.13553

0.15966

0.18550

0.14184

0.935
1.000

1.000

0.978
0.963
1.000

1.000

0.987
1.000
0.972

0.978

0.987

0.992

0.274

0.999

0.974
0.992
0.508

0.985

1.000
0.274
0.508

0.444

0.692
0.999
0.985

0.444

0.967
0.974
1.000

0.692

0.967

1.000

-0.9774
-0.7905

-1.0083

-1.0091
-1.1255
-0.9354

-1.0161

-1.1462
-0.7321
-0.5470

-0.6514

-0.7808

-0.3090

-0.1213

-0.5859

-0.3179
-0.4309
-0.1910

-0.6542

-0.3885
-0.7853
-0.7331

-0.9847

-0.7344
-0.4936
-0.4400

-0.2284

-0.4364
-0.5038
-0.4525

-0.2563

-0.7146

-0.4272

0.5354
0.7630

1.0161

0.6514
0.6758
0.9002

1.0083

0.7808
0.6477
0.8773

1.0091

1.1462

0.4309

0.7853

0.4936

0.5038
0.3090
0.7331

0.4400

0.4525
0.1213
0.1910

0.2284

0.2563
0.5859
0.6542

0.9847

0.7146
0.3179
0.3885

0.7344

0.4364

0.4530

245



Competence Factor 3

6-10
years

11-15
years

16-20
years

>20
years

< 5years

6-10
years

11-15
years

16-20
years

11-15 years
16-20 years

> 20 years
< 5years

11-15 years
16-20 years

> 20 years
< 5years

6-10 years
16-20 years

> 20 years
< 5years
6-10 years

11-15 years

> 20 years
< 5years
6-10 years

11-15 years
16-20 years
6-10 years

11-15 years
16-20 years

> 20 years
< 5years

11-15 years
16-20 years

> 20 years
< 5years
6-10 years

16-20 years

> 20 years
< 5years
6-10 years

0.16480

-0.10404

-0.05659
-0.01293
0.15187

-0.11698

-0.06952
-0.16480
-0.15187

-0.26884

-0.22139
0.10404
0.11698

0.26884

0.04745
0.05659
0.06952

0.22139

-0.04745

0.00640

0.18291

0.22482

0.05119
-0.00640
0.17650

0.21841

0.04479
-0.18291
-0.17650

0.04191

-0.13171
-0.22482
-0.21841

0.17312

0.20614

0.15691
0.14184
0.17690

0.20933

0.16108
0.17312
0.17690

0.23167

0.18920
0.20614
0.20933

0.23167

0.21982
0.15691
0.16108

0.18920

0.21982

0.12220

0.14914

0.17759

0.13518
0.12220
0.15240

0.18033

0.13877
0.14914
0.15240

0.19958

0.16300
0.17759
0.18033

0.923

0.992

0.998
1.000
0.946

0.989

0.996
0.923
0.946

0.853

0.849
0.992
0.989

0.853

1.000
0.998
0.996

0.849

1.000

1.000

0.826

0.808

0.998
1.000
0.854

0.832

0.999
0.826
0.854

1.000

0.957
0.808
0.832

-0.3724

-0.7436

-0.5435
-0.4530
-0.3970

-0.7665

-0.5693
-0.7020
-0.7008

-0.9876

-0.8084
-0.5356
-0.5325

-0.4500

-0.6346
-0.4303
-0.4303

-0.3657

-0.7295

-0.3727

-0.2798

-0.3262

-0.3682
-0.3855
-0.2964

-0.3411

-0.3858
-0.6457
-0.6494

-0.5773

-0.6375
-0.7758
-0.7779

0.7020

0.5356

0.4303
0.4272
0.7008

0.5325

0.4303
0.3724
0.3970

0.4500

0.3657
0.7436
0.7665

0.9876

0.7295
0.5435
0.5693

0.8084

0.6346

0.3855

0.6457

0.7758

0.4706
0.3727
0.6494

0.7779

0.4753
0.2798
0.2964

0.6612

0.3740
0.3262
0.3411
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Autonomy Factor 1

Autonomy Factor 2

> 20
years

<5 years

6-10
years

11-15
years

16-20
years

> 20
years

< 5years

6-10
years

11-15 years

> 20 years
< 5years

6-10 years
11-15 years
16-20 years
6-10 years
11-15 years
16-20 years

> 20 years
< 5years
11-15 years

16-20 years

> 20 years
< 5years
6-10 years

16-20 years

> 20 years
< 5years
6-10 years

11-15 years

> 20 years
< 5years

6-10 years
11-15 years
16-20 years
6-10 years
11-15 years
16-20 years

> 20 years
< 5years
11-15 years

-0.04191

-0.17362
-0.05119
-0.04479

0.13171

0.17362

-0.01443

0.33400

-0.05260

0.04247
0.01443
0.34843

-0.03817

0.05690
-0.33400
-0.34843

-0.38660

-0.29153
0.05260
0.03817

0.38660

0.09507
-0.04247
-0.05690

0.29153

-0.09507

-0.16062

-0.18502

-0.11138

-0.21290
0.16062
-0.02439

0.19958

0.18937
0.13518
0.13877

0.16300

0.18937

0.14726

0.17974

0.21402

0.16291
0.14726
0.18366

0.21732

0.16723
0.17974
0.18366

0.24052

0.19643
0.21402
0.21732

0.24052

0.22822
0.16291
0.16723

0.19643

0.22822

0.14156

0.17277

0.20573

0.15660
0.14156
0.17655

1.000

0.933
0.998
0.999

0.957

0.933

1.000

0.487

1.000

0.999
1.000
0.465

1.000

0.998
0.487
0.465

0.630

0.699
1.000
1.000

0.630

0.996
0.999
0.998

0.699

0.996

0.863

0.886

0.990

0.764
0.863
1.000

-0.6612

-0.7612
-0.4706
-0.4753

-0.3740

-0.4140

-0.4713

-0.2237

-0.7166

-0.4630
-0.4425
-0.2214

-0.7125

-0.4620
-0.8917
-0.9183

-1.1329

-0.9010
-0.6114
-0.6361

-0.3597

-0.6130
-0.5479
-0.5758

-0.3179

-0.8032

-0.5998

-0.7211

-0.7497

-0.6988
-0.2786
-0.5722

0.5773

0.4140
0.3682
0.3858

0.6375

0.7612

0.4425

0.8917

0.6114

0.5479
0.4713
0.9183

0.6361

0.5758
0.2237
0.2214

0.3597

0.3179
0.7166
0.7125

1.1329

0.8032
0.4630
0.4620

0.9010

0.6130

0.2786

0.3511

0.5269

0.2730
0.5998
0.5234
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Autonomy Factor 3

11-15
years

16-20
years

>20
years

< 5years

6-10
years

11-15
years

16-20
years

> 20
years

16-20 years

> 20 years
< 5years

6-10 years
16-20 years

> 20 years
< 5years

6-10 years
11-15 years

> 20 years
< 5years
6-10 years

11-15 years
16-20 years
6-10 years

11-15 years
16-20 years

> 20 years
< 5years
11-15 years

16-20 years

> 20 years
< 5years

6-10 years
16-20 years

> 20 years
<5 years
6-10 years

11-15 years

> 20 years
< 5years
6-10 years

11-15 years

0.04924

-0.05228
0.18502
0.02439

0.07364

-0.02788
0.11138
-0.04924

-0.07364

-0.10152
0.21290
0.05228

0.02788

0.10152

0.00326

0.20037

0.43773

0.06469
-0.00326
0.19710

0.43447

0.06143
-0.20037
-0.19710

0.23737

-0.13568
-0.43773
-0.43447

-0.23737

-0.37304
-0.06469
-0.06143

0.13568

0.20890

0.16075
0.17277
0.17655

0.23120

0.18882
0.20573
0.20890

0.23120

0.21938
0.15660
0.16075

0.18882

0.21938

0.13892

0.16892

0.20114

0.15310
0.13892
0.17303

0.20460

0.15763
0.16892
0.17303

0.22604

0.18461
0.20114
0.20460

0.22604

0.21448
0.15310
0.15763

0.18461

1.000

0.999
0.886
1.000

0.999

1.000
0.990
1.000

0.999

0.995
0.764
0.999

1.000

0.995

1.000

0.843

0.318

0.996
1.000
0.861

0.344

0.997
0.843
0.861

0.894

0.969
0.318
0.344

0.894

0.555
0.996
0.997

0.969

-0.5989

-0.5511
-0.3511
-0.5234

-0.6437

-0.6137
-0.5269
-0.6974

-0.7910

-0.7822
-0.2730
-0.4465

-0.5580

-0.5791

-0.4278

-0.3238

-0.1864

-0.4104
-0.4343
-0.3398

-0.2004

-0.4277
-0.7245
-0.7340

-0.4640

-0.7085
-1.0618
-1.0693

-0.9387

-1.0385
-0.5397
-0.5505

-0.4371

0.6974

0.4465
0.7211
0.5722

0.7910

0.5580
0.7497
0.5989

0.6437

0.5791
0.6988
0.5511

0.6137

0.7822

0.4343

0.7245

1.0618

0.5397
0.4278
0.7340

1.0693

0.5505
0.3238
0.3398

0.9387

0.4371
0.1864
0.2004

0.4640

0.2925
0.4104
0.4277

0.7085
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Autonomy Factor 4

Autonomy Factor 5

< 5years

6-10
years

11-15
years

16-20
years

>20
years

< 5years

6-10
years

11-15
years

16-20 years
6-10 years

11-15 years
16-20 years

> 20 years
< 5years

11-15 years
16-20 years

> 20 years
< 5years
6-10 years

16-20 years

> 20 years
< 5years
6-10 years

11-15 years

> 20 years
< 5years
6-10 years

11-15 years
16-20 years
6-10 years

11-15 years
16-20 years

> 20 years
< 5years

11-15 years
16-20 years

> 20 years
< 5years
6-10 years

16-20 years

> 20 years

0.37304

0.14881

0.18891

-0.01673

-0.01992
-0.14881
0.04010

-0.16554

-0.16873
-0.18891
-0.04010

-0.20564

-0.20883
0.01673
0.16554

0.20564

-0.00319
0.01992
0.16873

0.20883

0.00319

0.00548

0.11111

-0.21498

-0.05889
-0.00548
0.10563

-0.22045

-0.06437
-0.11111
-0.10563

-0.32609

-0.17000

0.21448

0.15246

0.18608

0.22157

0.16866
0.15246
0.19014

0.22499

0.17313
0.18608
0.19014

0.24900

0.20336
0.22157
0.22499

0.24900

0.23627
0.16866
0.17313

0.20336

0.23627

0.09888

0.12068

0.14370

0.10938
0.09888
0.12332

0.14592

0.11229
0.12068
0.12332

0.16150

0.13189

0.555

0.917

0.905

1.000

1.000
0.917
1.000

0.969

0.917
0.905
1.000

0.953

0.901
1.000
0.969

0.953

1.000
1.000
0.917

0.901

1.000

1.000

0.932

0.692

0.990
1.000
0.947

0.684

0.988
0.932
0.947

0.398

0.798

-0.2925

-0.3242

-0.3884

-0.7042

-0.5432
-0.6218
-0.5499

-0.8636

-0.7059
-0.7663
-0.6301

-0.9782

-0.8398
-0.6707
-0.5326

-0.5670

-0.7363
-0.5034
-0.3684

-0.4222

-0.7299

-0.3013

-0.2633

-0.6608

-0.3983
-0.3123
-0.2770

-0.6732

-0.4128
-0.4856
-0.4883

-0.8272

-0.5792

1.0385

0.6218

0.7663

0.6707

0.5034
0.3242
0.6301

0.5326

0.3684
0.3884
0.5499

0.5670

0.4222
0.7042
0.8636

0.9782

0.7299
0.5432
0.7059

0.8398

0.7363

0.3123

0.4856

0.2309

0.2805
0.3013
0.4883

0.2323

0.2840
0.2633
0.2770

0.1750

0.2392
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Autonomy Factor 6

16-20
years

> 20
years

< 5years

6-10
years

11-15
years

16-20
years

>20
years

< 5years

6-10 years
11-15 years

> 20 years
<5 years
6-10 years

11-15 years
16-20 years
6-10 years

11-15 years
16-20 years

> 20 years
< 5years
11-15 years

16-20 years

> 20 years
< 5years

6-10 years
16-20 years

> 20 years
< 5years
6-10 years

11-15 years

> 20 years
< 5years
6-10 years

11-15 years

16-20 years

0.21498
0.22045

0.32609

0.15609
0.05889
0.06437

0.17000

-0.15609

0.07008

0.20831

-0.14477

0.03141
-0.07008
0.13822

-0.21485

-0.03868
-0.20831
-0.13822

-0.35307

-0.17690
0.14477
0.21485

0.35307

0.17617
-0.03141
0.03868

0.17690

-0.17617

0.14370
0.14592

0.16150

0.15324
0.10938
0.11229

0.13189

0.15324

0.11047

0.13483

0.16055

0.12221
0.11047
0.13778

0.16303

0.12545
0.13483
0.13778

0.18043

0.14735
0.16055
0.16303

0.18043

0.17120
0.12221
0.12545

0.14735

0.17120

0.692
0.684

0.398

0.904
0.990
0.988

0.798

0.904

0.982

0.665

0.936

0.999
0.982
0.909

0.784

0.999
0.665
0.909

0.431

0.837
0.936
0.784

0.431

0.900
0.999
0.999

0.837

0.900

-0.2309
-0.2323

-0.1750

-0.3194
-0.2805
-0.2840

-0.2392

-0.6315

-0.2727

-0.2100

-0.6429

-0.3478
-0.4128
-0.2893

-0.7207

-0.4279
-0.6267
-0.5657

-0.9129

-0.6341
-0.3534
-0.2910

-0.2067

-0.3550
-0.4106
-0.3506

-0.2803

-0.7074

0.6608
0.6732

0.8272

0.6315
0.3983
0.4128

0.5792

0.3194

0.4128

0.6267

0.3534

0.4106
0.2727
0.5657

0.2910

0.3506
0.2100
0.2893

0.2067

0.2803
0.6429
0.7207

0.9129

0.7074
0.3478
0.4279

0.6341

0.3550
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Post hoc tests — Highest Level of Education

Scheffe
95% Confidence
Mean Interval

Difference Std. Lower Upper
Dependent Variable (1-3) Error Sig. Bound Bound
Relatedness | High School Diploma -0.22878 | 0.35680 | 0.938 | -1.2329 | 0.7753
Factor 1 Certficate  5ooree 030429 | 0.30520 | 0.803 | -0.5546 | 1.1632
Postgraduate 0.48618 | 0.25013 0.289 | -0.2177 | 1.1901
Diploma High School 0.22878 | 0.35680 | 0.938 | -0.7753 | 1.2329

Certificate
Degree 0.53306 | 0.33243 | 0.464 | -0.4024 | 1.4686
Postgraduate 0.71495 | 0.28271 | 0.097 | -0.0806 | 1.5105
Degree High School -0.30429 | 0.30520 | 0.803 | -1.1632 | 0.5546

Certificate
Diploma -0.53306 | 0.33243 | 0.464 | -1.4686 | 0.4024
Postgraduate 0.18189 | 0.21394 | 0.868 | -0.4202 | 0.7839
Postgraduate High School -0.48618 | 0.25013 0.289 | -1.1901 | 0.2177

Certificate
Diploma -0.71495 | 0.28271 | 0.097 | -1.5105 | 0.0806
Degree -0.18189 0.21394 0.868 -0.7839 | 0.4202
Relatedness | High School Diploma 0.24421 | 0.36698 0.931 | -0.7886 | 1.2770
Factor 2 Certificate o5 ree 0.70683 | 031391 | 0.170 | -0.1766 | 1.5903
Postgraduate 0.69991 0.25753 0.063 -0.0249 | 1.4247
Diploma High School -0.24421 0.36698 0.931 -1.2770 | 0.7886

Certificate
Degree 0.46261 0.34191 0.609 -0.4996 | 1.4249
Postgraduate 0.45570 | 0.29101 0.485 | -0.3633 | 1.2747
Degree High School -0.70683 0.31391 0.170 -1.5903 | 0.1766

Certificate
Diploma -0.46261 0.34191 0.609 -1.4249 | 0.4996
Postgraduate | -0.00691 | 0.22035 | 1.000 | -0.6270 | 0.6132
Postgraduate High School -0.69991 | 0.25753 0.063 | -1.4247 | 0.0249

Certificate
Diploma -0.45570 0.29101 0.485 -1.2747 | 0.3633
Degree 0.00691 0.22035 1.000 -0.6132 | 0.6270
Competence | High School Diploma -0.17823 | 0.22588 0.891 | -0.8139 | 0.4574
Factor 1 Certificate o5 ee -0.13170 | 019214 | 0925 | -0.6724 | 0.4090
Postgraduate -0.10499 0.15835 0.932 -0.5506 | 0.3406
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Competence
Factor 2

Competence
Factor 3

Diploma

Degree

Postgraduate

High School
Certificate

Diploma

Degree

Postgraduate

High School
Certificate

Diploma

Degree

High School
Certificate

Degree

Postgraduate

High School
Certificate

Diploma

Postgraduate

High School
Certificate

Diploma
Degree
Diploma
Degree
Postgraduate

High School
Certificate

Degree
Postgraduate

High School
Certificate

Diploma

Postgraduate

High School
Certificate

Diploma
Degree
Diploma
Degree

Postgraduate

High School
Certificate

Degree
Postgraduate

High School
Certificate

Diploma

0.17823

0.04653
0.07324

0.13170

-0.04653
0.02671

0.10499

-0.07324
-0.02671
-0.49769
-0.13236
-0.36061

0.49769

0.36534
0.13709

0.13236

-0.36534
-0.22825

0.36061

-0.13709
0.22825
-0.11368
0.19333
-0.10296

0.11368

0.30702
0.01072

-0.19333

-0.30702

0.22588

0.20947
0.17898

0.19214

0.20947
0.13390

0.15835

0.17898
0.13390
0.26278
0.22353
0.18428

0.26278

0.24369
0.20827

0.22353

0.24369
0.15585

0.18428

0.20827
0.15585
0.22758
0.19359
0.15960

0.22758

0.21104
0.18037

0.19359

0.21104

0.891

0.997
0.983

0.925

0.997
0.998

0.932

0.983
0.998
0.312
0.950
0.283

0.312

0.524
0.933

0.950

0.524
0.544

0.283

0.933
0.544
0.969
0.802
0.937

0.969

0.550
1.000

0.802

0.550

-0.4574

-0.5429
-0.4304

-0.4090

-0.6360
-0.3501

-0.3406

-0.5769
-0.4035
-1.2372
-0.7614
-0.8792

-0.2418

-0.3204
-0.4490

-0.4967

-1.0511
-0.6668

-0.1580

-0.7232
-0.2103
-0.7541
-0.3514
-0.5521

-0.5267

-0.2869
-0.4969

-0.7381

-0.9009

0.8139

0.6360
0.5769

0.6724

0.5429
0.4035

0.5506

0.4304
0.3501
0.2418
0.4967
0.1580

1.2372

1.0511
0.7232

0.7614

0.3204
0.2103

0.8792

0.4490
0.6668
0.5267
0.7381
0.3462

0.7541

0.9009
0.5183

0.3514

0.2869
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Autonomy
Factor 1

Autonomy
Factor 2

Autonomy
Factor 3

Postgraduate

High School
Certificate

Diploma

Degree

Postgraduate

High School
Certificate

Diploma

Degree

Postgraduate

High School
Certificate

Postgraduate

High School
Certificate

Diploma
Degree
Diploma
Degree

Postgraduate

High School
Certificate

Degree
Postgraduate

High School
Certificate

Diploma
Postgraduate

High School
Certificate

Diploma
Degree
Diploma
Degree

Postgraduate

High School
Certificate

Degree

Postgraduate

High School
Certificate

Diploma

Postgraduate

High School
Certificate

Diploma
Degree
Diploma

Degree

-0.29630

0.10296

-0.01072

0.29630
-0.70947
-0.48757
-0.31630

0.70947

0.22191
0.39318

0.48757

-0.22191
0.17127

0.31630

-0.39318
-0.17127
-0.43737
-0.22649
-0.32704

0.43737

0.21088
0.11033

0.22649

-0.21088
-0.10055

0.32704

-0.11033
0.10055
-0.10737
0.13730

0.13497

0.15960

0.18037
0.13497
0.27339
0.23256
0.19172

0.27339

0.25352
0.21668

0.23256

0.25352
0.16214

0.19172

0.21668
0.16214
0.26397
0.22454
0.18511

0.26397

0.24479
0.20921

0.22454

0.24479
0.15655

0.18511

0.20921
0.15655
0.25980
0.22099

0.188

0.937

1.000
0.188
0.084
0.224
0.438

0.084

0.857
0.351

0.224

0.857
0.773

0.438

0.351
0.773
0.434
0.797
0.375

0.434

0.863
0.964

0.797

0.863
0.938

0.375

0.964
0.938
0.982
0.943

-0.6761

-0.3462

-0.5183
-0.0835
-1.4788
-1.1420
-0.8558

-0.0599

-0.4915
-0.2166

-0.1669

-0.9353
-0.2850

-0.2232

-1.0029
-0.6276
-1.1802
-0.8584
-0.8480

-0.3055

-0.4780
-0.4784

-0.4054

-0.8997
-0.5411

-0.1939

-0.6991
-0.3400
-0.8385
-0.4846

0.0835

0.5521

0.4969
0.6761
0.0599
0.1669
0.2232

1.4788

0.9353
1.0029

1.1420

0.4915
0.6276

0.8558

0.2166
0.2850
0.3055
0.4054
0.1939

1.1802

0.8997
0.6991

0.8584

0.4780
0.3400

0.8480

0.4784
0.5411
0.6237
0.7592
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Autonomy
Factor 4

Autonomy
Factor 5

Diploma

Degree

Postgraduate

High School
Certificate

Diploma

Degree

Postgraduate

High School
Certificate

Diploma

Degree

Postgraduate

High School
Certificate

Degree

Postgraduate

High School
Certificate

Diploma

Postgraduate

High School
Certificate

Diploma
Degree
Diploma
Degree
Postgraduate

High School
Certificate

Degree

Postgraduate

High School
Certificate

Diploma

Postgraduate

High School
Certificate

Diploma
Degree
Diploma
Degree

Postgraduate

High School
Certificate

Degree

Postgraduate

High School
Certificate

-0.16559

0.10737

0.24467
-0.05822

-0.13730

-0.24467
-0.30288

0.16559

0.05822
0.30288
-0.04877
0.09063
0.22667

0.04877

0.13940
0.27544

-0.09063

-0.13940
0.13604

-0.22667

-0.27544
-0.13604
0.08737
-0.03568
0.02333

-0.08737

-0.12304
-0.06404

0.03568

0.18225

0.25980

0.24092
0.20596

0.22099

0.24092
0.15415

0.18225

0.20596
0.15415
0.28441
0.24193
0.19945

0.28441

0.26374
0.22541

0.24193

0.26374
0.16868

0.19945

0.22541
0.16868
0.18637
0.15853
0.13070

0.18637

0.17283
0.14771

0.15853

0.843

0.982

0.794
0.994

0.943

0.794
0.279

0.843

0.994
0.279
0.999
0.987
0.731

0.999

0.964
0.684

0.987

0.964
0.885

0.731

0.684
0.885
0.974
0.997
0.998

0.974

0.917
0.979

0.997

-0.6785

-0.6237

-0.4333
-0.6378

-0.7592

-0.9227
-0.7367

-0.3473

-0.5214
-0.1309
-0.8491
-0.5902
-0.3346

-0.7516

-0.6028
-0.3589

-0.7714

-0.8816
-0.3386

-0.7879

-0.9098
-0.6107
-0.4371
-0.4818
-0.3445

-0.6118

-0.6094
-0.4797

-0.4105

0.3473

0.8385

0.9227
0.5214

0.4846

0.4333
0.1309

0.6785

0.6378
0.7367
0.7516
0.7714
0.7879

0.8491

0.8816
0.9098

0.5902

0.6028
0.6107

0.3346

0.3589
0.3386
0.6118
0.4105
0.3911

0.4371

0.3633
0.3516

0.4818
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Autonomy
Factor 6

Postgraduate

High School
Certificate

Diploma

Degree

Postgraduate

Diploma

Postgraduate

High School
Certificate

Diploma
Degree
Diploma
Degree

Postgraduate

High School
Certificate

Degree
Postgraduate

High School
Certificate

Diploma
Postgraduate

High School
Certificate

Diploma

Degree

0.12304
0.05901

-0.02333

0.06404
-0.05901
-0.38905
-0.36395
-0.22004

0.38905

0.02511
0.16902

0.36395

-0.02511
0.14391

0.22004

-0.16902
-0.14391

0.17283
0.11053

0.13070

0.14771
0.11053
0.20616
0.17537
0.14458

0.20616

0.19118
0.16340

0.17537

0.19118
0.12227

0.14458

0.16340
0.12227

0.917
0.963

0.998

0.979
0.963
0.315
0.233
0.511

0.315

0.999
0.784

0.233

0.999
0.709

0.511

0.784
0.709

-0.3633
-0.2520

-0.3911

-0.3516
-0.3701
-0.9692
-0.8575
-0.6269

-0.1911

-0.5129
-0.2908

-0.1296

-0.5631
-0.2002

-0.1868

-0.6288
-0.4880

0.6094
0.3701

0.3445

0.4797
0.2520
0.1911
0.1296
0.1868

0.9692

0.5631
0.6288

0.8575

0.5129
0.4880

0.6269

0.2908
0.2002
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Appendix N: Independent samples test (t-test)

T-tests statistics - Gender groups

Levene's Test for

Equality of
Variances t-test for Equality of Means
95% Confidence
Interval of the
Sig. (2- Mean Std. Error Difference
F Sig. t df tailed) Difference | Difference Lower Upper
Relatedness Factor 1 Equal variances assumed 0.835 | 0.362 1.182 257 0.238 0.17660 0.14940 -0.11760 | 0.47080
Equal variances not assumed 1.192 251.365 0.234 0.17660 0.14812 -0.11511 | 0.46832
Relatedness Factor 2 Equal variances assumed 0.576 | 0.449 0.181 254 0.857 0.02804 0.15490 -0.27702 | 0.33310
Equal variances not assumed 0.182 247.252 0.856 0.02804 0.15396 -0.27520 | 0.33128
Competence Factor 1 Equal variances assumed 0.599 | 0.440 0.095 258 0.925 0.00874 0.09248 -0.17336 | 0.19084
Equal variances not assumed 0.094 242.222 0.925 0.00874 0.09286 -0.17417 | 0.19165
Competence Factor 2 Equal variances assumed 1.981 | 0.160 0.550 257 0.583 0.05966 0.10853 -0.15407 | 0.27339
Equal variances not assumed 0.541 228.708 0.589 0.05966 0.11018 -0.15745 | 0.27676
Competence Factor 3 Equal variances assumed 1.065 | 0.303 | -0.196 257 0.845 -0.01853 0.09438 -0.20438 | 0.16732
Equal variances not assumed -0.200 256.798 0.842 -0.01853 0.09262 -0.20091 | 0.16386
Autonomy Factor 1 Equal variances assumed 0.507 | 0.477 1.531 257 0.127 0.17304 0.11303 -0.04955 | 0.39563
Equal variances not assumed 1.519 238.104 0.130 0.17304 0.11389 -0.05133 | 0.39740
Autonomy Factor 2 Equal variances assumed 6.991 | 0.009 2.011 257 0.045 0.21662 0.10774 0.00445 | 0.42878
Equal variances not assumed 1.965 217.696 0.051 0.21662 0.11025 -0.00069 | 0.43392
Autonomy Factor 3 Equal variances assumed 1.826 | 0.178 | -0.367 256 0.714 -0.03946 0.10763 -0.25141 | 0.17249
Equal variances not assumed -0.373 255.756 0.709 -0.03946 0.10579 -0.24779 | 0.16887
Autonomy Factor 4 Equal variances assumed 3.034 | 0.083 0.218 257 0.827 0.02562 0.11732 -0.20541 | 0.25665
Equal variances not assumed 0.221 254.127 0.825 0.02562 0.11605 -0.20293 | 0.25417
Autonomy Factor 5 Equal variances assumed 0.023 | 0.879 0.206 257 0.837 0.01567 0.07593 -0.13385 | 0.16520
Equal variances not assumed 0.208 252.618 0.835 0.01567 0.07531 -0.13264 | 0.16399
Autonomy Factor 6 Equal variances assumed 1.077 | 0.300 0.685 257 0.494 0.05840 0.08524 -0.10947 | 0.22626
Equal variances not assumed 0.676 230.178 0.500 0.05840 0.08644 -0.11192 | 0.22872

Group statistics
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Gender Mean Std. Deviation Std. Error Mean
Relatedness Factor 1 Female 144 3.0897 1.23406 0.10284
Male 115 2.9131 1.14318 0.10660
Relatedness Factor 2 Female 142 3.2651 1.26179 0.10589
Male 114 3.2371 1.19330 0.11176
Competence Factor 1 Female 144 4.2347 0.72848 0.06071
Male 116 4.2260 0.75677 0.07026
Competence Factor 2 Female 143 4.1555 0.80970 0.06771
Male 116 4.0959 0.93619 0.08692
Competence Factor 3 Female 143 4.4068 0.81280 0.06797
Male 116 4.4253 0.67757 0.06291
Autonomy Factor 1 Female 143 4.1702 0.87467 0.07314
Male 116 3.9971 0.94024 0.08730
Autonomy Factor 2 Female 143 4.4027 0.77020 0.06441
Male 116 4.1861 0.96380 0.08949
Autonomy Factor 3 Female 142 4.4261 0.92243 0.07741
Male 116 4.4655 0.77663 0.07211
Autonomy Factor 4 Female 143 3.9825 0.98098 0.08203
Male 116 3.9569 0.88414 0.08209
Autonomy Factor 5 Female 143 4.6364 0.62850 0.05256
Male 116 4.6207 0.58093 0.05394
Autonomy Factor 6 Female 143 4.4942 0.63956 0.05348
Male 116 4.4358 0.73143 0.06791
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Appendix O: Conference papers published

2019 Conference on Information Communications Technology and Society

2019 Conference on [nformation Comumunications Technology and Society (ICTAS)

A conceptual model of information security compliant behaviour
based on the self-determination theory

Yotam Gangare Adéle Da Veryga Mathen Hervelman
School of Computing. School of Computing. Meraka Intirute
Usiveruty of South Afiwca. Uraversty of South Afica. CSIR and UNISA
50801627 @euylde unsa ac 23 dvergailumaa ac 23 wherselman #cur co 2a
30% of the 2017 [14]) Mot of these

employees 1o adbere to information wourity policies. Rewearch
into the information security behaviowr of employees is will
predominantly based o the extrinic model, while the intrinvc
model has not received a5 much attention. Therefore, this paper
sl to comtribute 1o the understanding of the intrinvc
motivations that lead to imformation security compliant
bebaviour. To this end, 2 review of literature on this topic was
conducted to understand what other researchers have found in
this area. The results show that intrimic motivational factors
could provide altermative explanations for information wourity

I INTRODUCTION

The widespread use of the internet has led to an increase
m miormation secunty threats [1] because mnformation s now
exposed 1o a wide vanety of threats and vulnerabilities [2)
Orgamsations often use technological solutions 1o protect
thewr mformaton and mformation resources [3.4.5) which
ensure that attacks that are purely techmacal 1 nature will not
successfully compromuse thetr computer systems [6] It s,
however. argued that these technological measures alone do
not adequately protect an organssation against these secunty
threats [3]. [7) Consequently, the attention has shified to the
information secunty behaviour of employees (8]

Employees ofien engage m mky behaviour that threatens
the secunty of wmformation and mformation systems
[9.10,11), and thus accounts for the majonty of secunty
breaches expenenced by organssations [12) Industry surveys
have also confirmed that the human element poses a threat to
an organsation’s wformation A report by the Ponemon
Institute states that hackers and crumnal mssders continne to
cause most data  breaches{13] In  addion
PrcewaterhouseCoopers reports that incidents attnbuted to
wnsiders such as thard parties, ncluding supphers, consultants
and contractors, as well as employees have contnbuted to

ISEN 978-1.5386- 7345219851 00 €019 EEE

secunty breaches result from employees' careless actions or
attempts to cucumvent rules [15), fulure to understand the
contents of the mformation secunty polcy (ISP)[16),
ignorance, lack of awareness, muscluef or ressstance [7]. Users
may alvo sumply choose not to act i a secure manner when
encountering usabulity problems wath secunty coutrols or
they sumply do not comsider themselves as targets [1]
Secunty mcidents result 1 Joss of revenue, loss of senutive
data, breach of personal data, damage 1o equipment, demal-
of-service attacks, network outages [17] mterruption of
services (18, 19] and Joss of market value and reputation [19]
It 18 therefore cntical for orgamssations to develop strategies
10 protect thewr information and information systems aganst
the human element i secunty breaches

The aun of thas research 1 10 create a conceptual model
for advancing nformation secunty comphant behaviour
(ISCB) based on the self-deternunation theory (SDT) It s
mtended 1o provide an understandmg of the mtnnsc factors
that wfluence mformation securty behaviour from the
perspective of the SDT. Such a model can md orgamsations
to understand what motivates employees to comply with the
mformation secunty policies (ISPs) w order to wnfluence thewr
bebaviour poutively, thereby aftempting to reduce or
ehinunate ncidents caused by employees

The rest of the paper will discuss miormation secunty
complant behaviour, wtnnuc factons mformation
secunty comphant behaviour and the theoretical perspective
of this study These are the key bulding blocks for the
wmunwnmmmm-
discussed as well as contnbutions and posuble

apphcations of the model

ILINFORMATION SECURITY COMPLIANT
BEHAVIOUR

A. Informanon security policy

An ISP outhnes the employees’ responsbilities for
protecting an orgamsation’s mformation system resources
[11, 20] It also specifies the consequences of ISP violations,
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responabilities for information secunty and the traming that
employees should recerve [20] ISPs are implemented to
reduce mformation secunty nsks to organssations [11, 21, 22].
However, douudnyshhwnpuah‘by
the I1SPs [23] due fo ignorance [24],

neghgence, apathy. muscheef. or resystance [11])

8. Compliance

Comphance 15 referred 1o as the adherence by employees
to the mformation secunty policzes as they are perfornung
thewr jobs [4, 8, 25, 26) Therefore, employees must always
consider the effects and comsequences of thexr mformation
wecunty bebaviour as they work with the vanous mformation
systems(7]

For the puwposes of this study, mnformaton secunty
complant behaviour refers to actions that employees perform
as part of ther job, to protect the information and technology
resources of thew organisation from malicsous others in otder
to mamtan the confidentiality, avmlabihty, integnty and
prvacy of data‘mformation

Compliance with the wformation secunty policies 15 the
first step m bulding the proposed model Behaviour that
conforms 1o the requurements of the respective mformation
secunity policies must have some motivating wfluence. The
next section will discuss motivation as it influences ISCB

Il THE INFLUENCE OF INTRINSXC MOTIVATION ON
INFORMATION SECURITY COMPLIANT BEHAVIOUR

A study by [36] exanuned the mfluence of both extrinsic
and mitriae  motivational factors om ISP complisnce
mtegtions. They reported that percesved effectiveness, and the
winose  motivational  factor,  posstively  wfluenced
mformation secunty comphance mtenhons. On the other
hand, extnmuc motvational factons such as seventy of
penalty, certmnty of detection, peer behaviour, and normatsve
belsefs were only partially supported The findiags by [36]
suggest that both wtnowe and extnnuc motivators can
wiluence the wiormation systems secunty behaviouwr of
If employees percerve that their wformation
secunty behaviour can have a sigmficant effect on the

|

organssatson s information secunty goal, they are more hkely

to comply with the ISPs [16].

A stody by [33] exaouned the wmfluetce of extnmsic
motivational factors, namely percerved certamnty and seventy
of sanchions, and minasic motivational factors, percerved
w amd percesved value congruence of ISP

or not, that 15, the extent to which employees view the policy
as appropnate, dessrable and yust [33] When the spmificance
of the ISPs s properly and successfully commumcated,
Wmmumnuwpusl
Perceived value congruence refers 1o " avveswment
of the extent to whach they share the same values with the
organusation. People wall validate and resnforce theyr beliefs
by choosiag to mteract with others whose belsefs and values
abgn with thews [33] The study showed that mtnmsic
motvatsonal factors sigmificantly inflvenced mformation
secunty policy comphance However, costrary fto
expectations, the wfluence of extnowc factors was not
sgnaficant

According 10 [37] employees will develop minnsc
wotivation towards ISP complance if the ISPs are conadered
fair They define ISP fauness as an employee ‘s belsef that the
requurements of the ISPs are faxr In thewr study, ISP faimess
was exanuned as & moderator of the percerved organtsational
cost of noncompliance (CNC) and the percerved

behaviour(TPB) with SDT organisauc integration &nty
(OIT), [32) found that employees who percerve thewr
behaviowr as self deternuned and intemalive wformation
secunty policies will comply with these mformation secunty
policies. In coatrast, they found that deterrence mechamsms
had no effect on the intention to comply. Internalisation of

will hikely occur when they align with one's
values [8] and when one has the competence 10 achieve the
actions{38] Therefore, management must priontise shufhng
employees’ percesved locus of camsality from extermal to
nternal

The discussion above suggests that intninsic motivation 15
a3 maportant as extrinsic motivation (if ot mere
uu-mmmwmuwd
comphance 1 mformation secunty. The above section has

model The next section will discuss the theory underpunning
the proposed model, whach 1 the second budding block for
the proposed model
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IV. THEORETICAL PERSPECTIVE

There 15 00 consensus among researchers, however, on the
best theoretical framework for secunty policy comphant
behaviour [22]. as different studies use different theones A
oumber of theones and models have been used such as the
theory of reasoned action (TRA), theory of planned behavious
(TPB), general deterrence theory (GDT), protechon
motivation theory (PMT), technology ascceptance model
(TAM), and many more A iterature review by [39] identified
the theones frequently studied m information systems
mmmmum-aumu
1o be the most frequently studied the protection motivation
theory (PMT), theory of planned bebaviour (TPB), general
deterrence theory (GDT), and technology acceptance model
(TAM) In the followmng section, the researcher will discuss
the SDT that was apphed m this study. The SDT was chosen
because 1t has not recesved much attenion 1 informaton
secunity research (8, 40] and also becomse it explamns
individuals’ source of wnasic motivation.

A The self-determination theory

The self-deternunation theory states that the fulfilment of
the three basic psychological needs of sutonomy, competence
and relatedness acts as a source of intnnssc mottvation [41)-
[43]. Accordmng to [41), posstive competence beliefs, together
with a semse of swtonomy, tend to enhance mtrumae
motivation. [ntrmsic motivation 15 associated with behaviour
M»wllmu!] The theory also posits that

[44). mm-mmamw bavc

psychological needs for competence, relatedness. and
amonomy [45] The theory has been used before m other
mformation secunty studies [8], [32], [35]. [46]

B. The need for autonomy

Autonomy relates to the mberent desure 1o act with a sense
of chosce and volition, with one having the confidence that
the bebaviour or action 1s purely self-deternuned [40, 43)
When the need for autonomy 14 satisfied, employees will feel
more connected 10 the orgamsation and feel more effective
[45). Employees who perceive thea behaviow 1o be self-
determuned are more hiely to comply with ISPs{32] These
employees can therefore be trusted to work wath munimam
supervision, as thewr behaviour will decrease the costs of
secunty [47)

C. The neod for relatedness

Relatedoess refers to the desare to feel connected to others
as 2 member of a group [40, 43] Satisfaction of the need to
be comnected to others supports people’s tendency to
umternalise the values and reguiations of the group{48] Thus,
when work is structured (o encourage witerdependence among
employees. wdentification with work groups.,
concern among ot mfluences miernalisaton and
autonomous motivation. [48] Satisfaction of the need to
belong results in attachment 1o the orgamsation. whach wall
have a posstive mfluence on employee comphance with ISPy
(31]. [#9]

D.The need for competence

The need for competenice relates to people’s desire to feel
capable and to feel effective wn thewr mteractions with the
surroundmgs (40, 43] and #t 15 hkened to the self.efficacy
concept] 50]. Self-efficacy refers to one's belsef that one will
succeed m carrying owt 4 given task [50]. In the doman of
mformation secunty, it 1s the belef that one has the necessary
skills required to protect mformation and mformation systems
from secunty threats (7], [51] It mmphes that employees

to affect employee wformation secunty policy comphiance
ntention posstively{S3}-{55].
V. SECURITY ASPECTS

These aspects refer 10 the wiormation secunty complunt
behaviours that users are expected to demonstrate in order o

protect mformation and mformation system resouwrces
Secunty controls focus on the measures that are requared to
protect mformation and the privacy of mdividuals{56] They
are put i place to prevent nutigate and detect attacks [57]
NIST Special Pubiicanon $00-12 R1 defines fammbes of
control. where each famuly has a bist of controls that deals with
a specific secunty goal [58] These secunty and pnvacy
controls must be effective and adequate to reduce mformation
secunty nsk while complying with secunty and prnivacy
requirements as required by laws, regulations and policies
[56] Therefore, users must demonstrate certamn mformation
secunty commphant behaviours i order to protect information
and mformation system resources

The vanous secunty controls and procedures that users
need to lustrate mformation secunty comphant behaviour
towards wall mclude for example. selecting strong passwords,
avoud usmg the default sacunty password, avosd sharmng
passwords with other systetn users [59], to back up umportant
data regularly and store the backups 1n a secure location [49).
and not disclose sensitive information|7)

V1 CONCEPTUAL MODEL

This section mtroduces the conceptual model which »
based on the SDT The model 15 predicated on intrinsic

motivation, whach & aptly explamed by the SDT. The theory
tmhmhlnwbmm

The conceptual model is based on employees’ perception
of the three basic needs of the self detertunation theory and
the secunty aspects with which the employees are expected to
comply. as stipulated m the ISPs. The three basic needs of the
SDT result m mirmsic mohvation, which 15 expected to
ufluence a posttive attstude towards the mformation secunty
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requirements of ISPs The next section will discuss the
conceptual model

Figure 1: Conceptual model of informarion security
complaint behaviour
A Parceived competence

The employee has the perception that they are competent
to carry out the mformation secunity action, that s, they are
sble to adbere 10 and secunty controls. The
employee will also have the belief that they can leam new
ways of carrying out the information secunty actions
B. Porceived relotedness

The employee has the perception that they are part of the
orgamssation and that they are valued by the orgamsation.
They are of the belsef that they can share mformation securty
knowledge and can get help from colleagues and supenors
the workplace

C. Perceived autonomy

The employee percerves that they are acting out of their
own volihon when they carry owt mformation secunty
actions.

D.Security aspects

These are the requirements that must be adhered 10 by

employees, as stipulated mn the ISPs. For thes study, these
should be denved from literature and the respective mdustry
standards

The conceptual framework proposes that the fulfilment of
these three wall lead 10 mtnnsic motivation and result in the
followng

¢ Increased interualisation of the ISPs

o Owmng to thes wtemalisation, employees wall comply
because the ISPs are congruent with thewr iternal values

¢  Theu behaviour therefore becomes self-determuned and
they comply because they choose to do so

¢ They will comply because of the inherent satnfaction and

enjoyment resulting from the activity, m other words,
they are mtnasacally motivated

wformation security compluant bebaviour. Thas paper makes
contributions by drawing attention to the factors that motivate
an mdivadual ‘s bebaviows and applving them 1o mformation

secunty In the workplace, wwﬂ-phu

pressure but of wdividual chosce. However, the model 1
conceptual, and future research wall azm 10 use the model to
develop a questionnarre that can be validated statistically to
assess the mformation secunty comphant behaviow mn an
organssation Based on the results gamned. recommendations
could then be made to orgamssations to mfluence mformation

secunity comphant behaviowr posstively.

VI CONCLUSION

Information secunty comphant behaviour mfluences the
protection of miornmation resources This paper has shown
from pnor research that mtnouc motivation plays an
unportant role i motivating wnformation secunty complant
bebaviour. A conceptual model was presented, whach is based
on the wif-deternunation theory This model can be wied 10

study wiformation secunty compliance i organtsahons
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Abstract. Employee information security behaviour is important in securing an
organisation’s information technology resources. Employees can act in a risky or
wcure manner. Improving employee Information secunity behaviour is Impor-
tant for organisations and should follow an assessment of their behaviour. A
robust messuring instrument is a3 necessity for effectively assessing information
security behaviour. In this study, a questiconaire was developed based on the
Human Aspects of Information Security Questionnaire and self-determination
theory and validated statistically. Data obtained through a quantitative survey
(N = 263) at a South African university was used 1o validate the questionnaine.
The result is a questionnaire that has internally consistent iems, & shown by
the resuits of the reliability analysis. Universities can use the questionnaire to
identify developmental arcas to improve information secarity from a behaviour
perspective. &
Keywords: Information security - Information security behaviour - Information
security policy (ISP) - Compliance - Self-determination theory (SDT)

1 Introduction

Emplovee information secunity behaviour is important in ensuring that information and
other information techaology (IT) resources are secure in the organisation [1, 2]. How-
ever, employees contribute significantly to the information security threats and breaches
in the organisation |3, 4]. PricewaterhouseCoopers reports that insiders such as employ-
ees, suppliers, consultants and contractors, could be responsible for 30% of the reported
incidents [S). Security breaches can have unpleasant consequences, some of which are:
loss of productivity, theft of information assets, system downatime, destruction of IT
infrastructure, damage to the organisation’s reputation, and the organisation may face
lawsuits, fines and regulatory actions [6].

There is a need to understand what influences compliance with information security
policies (ISPs) (7, 8]. Understanding employees” information security behaviour, is an
© IFIP International Federation foe Informatioa Processing 2020
Published by Springer Nature Switzerfand AG 2020
N, Clarke and S. Furncil (Eds. »: HAISA 2020, IFIP AICT 593, pp. 1-14, 2020,
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important step in the assessment and consequently the improvement of information secu-
rity behaviour [9]. Hence there is a need to assess and evaluate employees” information

security awareness [10].

Some studies on employee information security behaviour are based on theories for
example, the study by Safa, et al. [1] was based on the protection motivation theory
and the theory of planned behaviour (TPB): the study by Ifinedo [11] used the TPB,
social bond theory and the social control theory and the study by Kranz and Hacussinger
[12] used the TPB and the self-determination theory (SDT). These studies aimed to
validate a particular theory, hence they only assessed the variables in the theory under
investigation while other variables were not considered. However, employee informa-
tion security behaviour is influenced by many factors besides variables from theories
[13]. This study develops an instrument based on themes from the Human Aspects of
Information Security Questionnaire (HAIS-Q) [13] and the information security com-
pliant behaviour model based on the SDT (ISCBMSPT) [14]. This not only contributes
10 the theory validation of the SDT variables, but combines these with the themes of the
HAIS-Q. thereby including more variables in the assessment instrument.

The aim of this study is to develop and validate an information security behaviour
questionnaire to assess the influence of perceived competence, perceived relatedness
and perceived autonomy on information security behaviour. The study postulates that
perceptions of competence, relatedness and autonomy influence efficacy and hence the
intention to comply with ISPs. It is therefore, intended that a positive perception of
competence, relatedness and autonomy will help mitigate the risk of ISP non-compliance
and that developing a questionnaire can aid in measuring and determining this. It is
also aimed at outlining the development of this instrument, including the validity and
reliability testing of the questionnaire. The instrument could be used o assess employee
information security behaviour from the perspective of the SDT. To achieve these aims,
a survey wis carried out at a South African university using the information security
behaviour questionnaire. This paper is structured as follows: Sect. 2 gives an overview
of the information security behaviour and Sect. 3 describes the research methodology.
The results of the survey and statistical validation of the questionnaire are discussed
in Sect. 4. This is followed by the limitations and future directions in Sect. 5§ and the
conclusion in Sect, 6.

2 Information Security Behaviour

Pattinson et al. [ 15] refer to information security behaviour as the behaviour performed
by computer users, which can be either inteationally risky behaviour or intentionally
secure behaviour. According 10 Guo [ 16] employee security behaviour can be desirable
or undesirable. Desirable behaviour is ISP compliant whereas undesirable behaviour is
not. Exampies of secure behaviour include taking precautions and reporting security inci-
dents [16]. Employees can also exhibit behaviour aimed at preventing security breaches
by taking fewer risks. Other employees engage in inappropriale security behaviour,
including using the default security password and relying on the computer 1o auto-lock
when they leave their desk. Employees can also engage in behaviour that aid business
continuity and recovery: these employees back up their data and inform colleagues of
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security issues [17]. Itis argued that when employees comply with the ISPs, information
security threats are reduced [18].

Alfawaz, Nelson and Mohannak [19] propose security behaviour modes as the
knowing-doing mode. knowing-not doing mode, not knowing-doing mode and not
knowing-not doing mode. In the not knowing-not doing mode. employees violate infor-
mation security rules, because they do not know the organisation’s information security
rules and do not have any security knowledge [19]. In the not knowing-doing mode,
employees do not know the information security rules and do not have security knowl-
edge but still exhibit the right security behaviour. These are employees who will ask their
co-workers before taking certain actions. In the knowing-not doing mode, employees
know the rules and have the necessary security knowledge and skills, but still violate the
rules [19]. In the knowing-doing mode. employees know the rules, have the necessary
security skills and comply with the rules [19].

Ahmad, Norhashim, Song, & Hui [20] group employees into four types on the basis
of whether or not they know the security rules and whether or not they comply with the
information security rules. They classify them as discerning, obedient, rebel and oblivi-
ous employees. Discerning individuals conform to the information security rules because
they have the necessary knowledge: some employees conform to the information security
rules not because they have the knowledge but because they follow organisational rules
just because they are there: some employees choose not to conform to information secu-
rity rules despite having the knowledge; and other employees compromise information
security because they do not have the security knowledge [20].

Alfawaz et al. [19] and Ahmad et al. [20] propose classification of employees’ infor-
mation security behaviour that also explain why employees fail to comply with organ-
isational ISPs. They postulate that employees fail to comply because they are ignorant
of the regulations, they choose not to or they are not competent due to lack of security
knowledge. Their classifications suggest that in order for employees to comply with the
ISPs, they have to be equipped with the relevant security knowledge and skills. Employ-
ees will also have to actively think about the security implications of their actions when
they do their work. Therefore, security awareness, knowledge and experience are impor-
tant [1]. Users must also understand their responsibilities regarding information security
because an employee who lacks information security awareness is more vulnerable to
information security attacks [21].

2.1 Information Security Compliant Behaviour Model

The Information Security Compliance Behavior Model (ISCBMSPT) is based on the
three concepts of the SDT. which are the need for competence, the need for relatedness
and the need for autonomy. The three basic psychological needs are regarded as some
of the sources contributing to intrinsic motivation [22, 23]. The need for autonomy is
the perception that one is acting out of one’s own volition and that one’s behaviour
is self-determined. The need for relatedness refers to the desire be attached to others.
Competence is the belief of being capable and effective [22]. The ISCBM®PT postulates
that when perceived competence, perceived relatedness and perceived autonomy are
fulfilled. the employees will comply with the ISP because it is their choice to do so
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[14]. The questionnaire developed for this study is based on the ISCBMSPT and the
questionnaire themes/focus areas are discussed next.

2.2 Information Security Behaviour Themes

The focus areas from the HAIS-Q were mapped to the three concepts of the SDT result-
ing, in each focus area focusing on competence, relatedness and autonomy. The themes
are as follows.

Password Management

This involves understanding how to protect information system resources by using strong
and secure passwords. This includes regularly changing passwords, choosing strong
passwords and not sharing passwords [17, 24, 25].

Email Usage

Employees have to understand safe email use. This includes not downloading unsafe
attachments, clicking on links in email from known or unknown senders and opening
attachments in emails from unknown senders [1, 15, 17, 21, 24, 26].

Internet Usage
Employees should know how to use the internet safely. This includes downloading files,
accessing dubious websites and entering information online [15, 18, 26, 27].

Social Media Usage

Employees should understand safe usage of social media. This includes social media
privacy settings, considering the consequences of posting information and acting
responsibly regarding posting about work on social media [27].

Mobile Devices Usage

Employees should understand how to secure their mobile devices, which carry work
information when working in a public area. This includes physically securing mobile
devices, sending sensitive information via public Wi-Fi and guarding against shoulder
surfing [27, 28].

Information Handling

Employees have to understand how to handle sensitive information. This includes dis-
posing of sensitive print-outs, inserting removable media in work computers and leaving
sensitive material on work areas [17, 27, 29].

Privacy

Employees should understand how to handle personally identifiable information. This
includes non-disclosure of sensitive information [1, 17], processing client information
in a lawful manner [30], processing client information for the purpose for which it
was collected [30, 31], and adhering to the organisation’s privacy policy [32]. When
employees adhere to the privacy policy they can uphold the privacy of student data they
handle. Parsons et al. [33] propose that the link between information security awareness
and privacy should be investigated. Table 1 shows an extract of items in the competence,
relatedness and autonomy category.
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Table 1. Questionnaire ftems extract

Focus area Competence Relatedness Autonomy
Password 1. T have the necessary | My colleagoes support | | choose to use
management skills to use different | me 10 use different different passwords for
passwords for social | passwords for soctal social media and work
media and work media and work accounts
 accounts accounts
2. I have the necessary | My colleagues support | | choose never to share
skills to never share | me never (o share my my work pusswords
my work passwords | work passwords with with my colleagues
with collcagues colleagues
3. Ihave the necessary | My colleagues support | 1 choose 1o use a
skills to use a me 1o use & combination | combination of lettess,
combination of of letters, numbers, and | sumbers, and symbols
Ietters, numbers, and | symbols in work in work passwords
symbols in work passwonds
passwords
Email usage | 4. I have the necessary | My colleagues support | 1 choose 1o click only
skills to click only o0 | me 1o click only on links | on links in emails from
links in emails from | in emails from people | | people | know
people 1 know know
5. Ihave the necessary | My colleagues support | 1 choose 1o avoid
skills to avoid me to avoid clicking on | clicking on links in
clicking on links in | links in emails from emails from people |
emadls from people | | people 1 do not know do not know
s S
6. | have the necessary | My colleagues support | | choose 1o avoid
skills to identify me to identify when it is | opening sttachments in
when it is risky o risky to open emails from people |
open attachments in | attachments in emails | do not know
emails from people I | from people | do not
do not know know I
Internet usage | 7. Thave the necessary | My colleagues support | | choose not to
skills to identify me 1o identify when it is | download risky files
when it is risky 1o risky to download files | onto my work
download files oato | onto my work computer | computer
my work computer
S Ihave the necessary | My colleagues support | 1 choose 1o avoid
skills to avoid me 1o avold accessing | accessing websites that
accessing websies websites that could be | could be dublous
that could be dubious | dubious (malicious) (malicious)
(malicious)

(continued)
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Table 1. (continued)

skills o assess the | mee 10 assess the safety of | safety of a website

|

1 9. 1 have the necessary }YMyeouqununwon | 1 choose 10 assess the

safety of awebsite | a websile before entering | before entering
before entering information online | Information online
information online ‘

3 Methodology

This study adopted the positivist research paradigm with a quantitative approach, In the
positivist research paradigm researchers prefer 1o work with observable and measurable
reality. Positivists use quantitative methods in their research and the research is based
on the testing of theories [34, 35). The survey strategy was chosen and the questionnaire
was used for data collection at a university in South Africa. A non-probability purposive
sampling method was used. With purposive sampling the researcher deliberately selects
the sample for example because they are easy to reach or are available [34]. The selection
of the expert panel was done using the purposive sampling method based on the following
criteria; they had all done research work in information security and had experience
in information security awareness, The pilot sample was selected using convenience
sampling in one of the university’s departments, The survey participants were selected

using purposive sampling. The survey questionnaire was sent electronically 1o the entire
population of administrative and academic stalf. Ethical clearance was obtained from

the university, adhering to the research ethics policy that focuses on aspects such as
anonymity, voluntary participation, confidentiality and consent for participation.

The following statistical tests were performed: ANOVA, 1-test and Pearson correla-
tion analysis. ANOVA was carmied out to determine if there were significant differences
among the demographical groups for age, job level. level of education and length of
service groups. The (-test were performed 1o determine if the mean scores among the
gender groups had any sigaificant differences. The correlation analysis was carried out to
determine if there was any correlation among the resulting factors from the exploratory
factor analysis.

L1 Questionnalre

A Likert scale (strongly agree, agree, unsure, disagree and strongly disagree) was used
to answer the statements. The questionnaire had two sections: Sect. | which was for bio-
graphical information and Sect. 2 which comprised the information security behaviour
questions. The final questionnaire had 75 questions: 25 questions for each of the SDT
categories.

12 Expert Pancl Reviews

A panel of experts in the research area evaluated the questionnaire. This helped to refine
and improve the questionnaire [35]. The questionnaire was reviewed by a panel of six
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experts, four of whom were from the field of psychology (human factors scientists) who
had researched the human aspects of cyber security for 11 years and had developed the
HAIS-Q. The other two were an academic in information security and an IT security
consultant specialising in incident response and awareness. The reviewers had 10 to 20
years of working experience. They pointed out that some of questions were not clear and
others addressed two different aspects in one question. The questionnaire was updated
and sent for pilot testing.

3.3 Pilot Testing

The pilot test was conducted among 12 staff members in one of the departments in the
university. The questionnaire pilot test showed that some guestions were not worded
clearly and it was recommended that job level be added to the biographical section.

3.4 Main Study

The updated questionnaire was prepared and administered using Google Forms over the
internet and participants were notified by an email invitation sent by the ICT department
of the university. The email contained information on the research and the links for
completing the online questionnaire. The participants were required to read the infor-
mation sheet and the consent form. If they consented to participate in the study, then
they proceeded to complete the online questionnaire

4 Results

Two hundred and sixty-three (263) responses were received from the online survey. The
sample consisted of 54.8% females, 44.1% males and 1.1% did not disclose their gender.
Those born between 1977 and 1995 were the largest group of respondents (38.40%). The
highest number of survey respondents (69.08% ) was from the group with postgraduate

qualifications. There were more respondents from the groups with higher qualifications
(i.e. the higher the qualification the higher the number of respondents). This is consistent

with a university environment. Those who had worked for six to ten years were the largest
group (27.38%) and most of the respondents were administrative staff (51.53%). The
results of the survey are reported next,

A cut-ofl of 4.0 for the means was set for the information security behaviour questions
[36]. A mean score of 4.0 and above indicated a positive perception, while a mean score
below 4.0 indicated a neutral or potentially negative perception.

For the compeltence questions, the top 10 questions all had means above 4.0. This
suggests that the respondents had a positive perception of the competence questions.
Of the bottom 10 questions, five had means above 4.0 and five had means below 4.0,
indicating areas for which further improvement is required.

For the relatedness questions, the mean values for the top statements ranged from 3.05
10 3.51 and the mean values for the bottom statements ranged from 2.68 to 3.01. These
mean values for both top questions and bottom questions show that all had means below
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4.0. This suggests that the participants had neutral and potentially negative perceptions
of the relatedness questions, indicating areas requiring further improvement.

For the autonomy questions, the mean values for the top statements ranged from 4.41
10 4.68 and the mean values for the bottom statements ranged from 3.91 to 4.27. The
top questions all had means above 4.0, suggesting that the respondents had a positive

perception of the autonomy questions. For the bottom 10 questions, eight questions had
means above 4.0 and two had means below 4.0. The two questions with means below

4.0 indicate areas were further improvement is reguired.

The results of the Pearson correlation showed that the competence and autonomy
factors had a statically significant positive correlation (r >= 287, n = 263, p < .05),
two (ailed. The correlation for the competence and relatedness factors show that some
factors had a positive correlation (r >= 224, n = 263, p < .05), two tailed and other
factors did not. The correlation results for the autonomy and retatedness factors showed
that some factors had a positive correlation (r >= .134, n = 263, p < .05), two tailed
and others did not.

The results of the information security behaviour questions suggest that the respon-
deats had a more positive perception of the competence and autonomy questions than
of the relatedness questions. The Pearson correlation results show a positive correla-
tion between competence and autonomy, suggesting that the respondents who perceive
themselves to be competent also felt confident about their autonomy perception.

4.1 Valldation of the Instrument

Factor Analysis

Exploratory factor analysis (EFA) was carried out to determine the underlying relation-
ships between the vardables [37], as well as the construct validity of the questionnaire
[38]. O'Rourke and Hatcher [39] suggests that (o achieve a sample size that is statistically
adequate to carry out questionnaire validation, the responses or the collected data must
be at least five times the number of questions in the questionnaire. The EFA was done
for each category and pew factors were determined per category. Since each category
had 25 questions, a minimum of 125 responses were required per category. The recom-
mendation of O'Rourke and Hatcher [39] and the received responses were sufficient to
carry out the statistical validation of the questionnaire and the data was processed using
SPSS Version 25.

Determining the Number of Factors

The Kaiser-Meyer-Olkin (KMO) test and the Bartlett sphericity tests were conducted
for each of the three categories compelence. relatedness and autonomy. Field [40] rec-
ommends a KMO value closer 1o 1 in order 1o produce distinct and reliable factors, For
the Bartlett sphericity test, the probability should be less or equal to 0.05; this shows
highly correlated variables [38]. The KMO for the competence statements was 0,915
and the Bartlett sphericity test result was statistically significant (p = 0.000). The KMO
for the relatedness statements was 0.965 and the Bartlett sphericity test result was sta-
tistically significant (p = 0,000). The KMO for the autonomy statements was 0,885 and
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the Bartlett sphericity result was statistically significant (p = 0.000). As a result, all
categories met the criteria for performing the EFA.

The factors were determined using the Eigenvalues, scree plots and cumulative per-
centages [41]. The item loading cut off was 0.4, as Stevens [42] suggests that item loading
values should be greater than 0.4. The cumulative percentage had to be above 60% and
the Eigenvalues had to be greater than 1. Competence statements resulted in four factors
and these had Eigenvalues greater than 1 and a cumulative Eigenvalue of 62.38%. Relat-
edness statements resulted in two factors and these had Eigenvalues greater than 1 and a
cumulative Eigenvalue of 70.74%. The autonomy statements resulted in six factors and
these had Eigenvalues greater than 1 and a cumulative Eigenvalue of 63.68%.

Table 2 shows the resulting factors. For the competence statements, Factor 3 State-
ment 25 was removed as it had a factor cross-loading with a cross-loading difference
of less than 0.2. Factor 4 was dropped as it had only one item, Statement 3 and factors
for the competence category were reduced to 3. For the relatedness category, Questions
17 and 18 were dropped as they had cross-loading differences less than 0.2. For the
autonomy category Statements 1, 2, 3, 14, 17 and 18 were dropped because they had
loadings below 0.4.

Table 2. Resulting factors

Category Factor Statements
Competence Factor | 1,10, 11, 12, 14, 15, 16, 18, 19, 20, 21
Factor 2 4,5.6,7.8,9,17
Factor 3 22,23,24
Relatedness Factor 1 1.2.3,4,5.6,7.8,9,10, 11, 12, 13, 14, 15, 16
Factor 2 19, 20, 21, 22, 23, 24, 25
Autonomy Factor 1 8.9.10
Factor 2 4,5.6,7
Factor 3 22,23
Factor 4 19, 20, 21
Factor 5 24,25
Factor 6 11,12, 13, 15, 16

Naming the Factors
The factors shown in Table 2 were named to reflect the common themes of the statements
grouped under that factor.

Competence

Factors in this category reflect the employee’s competence/skills to carry out the
information security actions. The employees are confident that they can protect the IT
resources because they have necessary skills to do so. For the competence statements,
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Factor 1 (11 items) was named emplovee skills for data safety awareness, Factor 2 (seven
items) was named emplovee skills for email and website safety and Factor 3 (four items)
was named emplovee skills for privacy awareness.

Relatedness

Factors in this calegory reflect the employee’s need for support from colleagues 10
carry out information security actions, The employees perceive that they can protect
the IT resources if co-workers and superiors support them. For the relatedness state-
ments, Factor | (16 items) was labelled organisational support for emplovee device and
information protection awareness and Factor 2 (seven items) was named organisational
support for emplovee information and privacy prolection awareness.

Autonomy

Factors in this category reflect the employees” need 1o be in control of their informa-
tion security behaviour. The emplovees perceive that when they are in control of their
information security behaviour they can protect the IT resources of their organisation.
For the autonomy statements, Factor 1 (three items) was named employee choice on pri-
vacy awareness, Factor 2 (four items) was named emplovee choice to avoid malicious
emails and downloads, Factor 3 (two items) was named emplovee choice 1o keep pri-
vacy of student personal information, Factor 4 (three items) was named emplovee choice
to report bad security behaviour, Factor 5 (two ilems) was named emplovee choice to
adhere to information security and privacy policies and Factor 6 (five items) was named
emplovee choice to keep devices and information secure.

Two astonomy factors, emplovee choice 1o keep privacy of student personal infor-
mation and employee choice 1o adhere 1o information security and privacy policies, had
two statements each. They were retained because both factors had very good reliability
as shown in Table 3.

4.2 Reliability Analysis

The Cronbach alpha coefficient was calculated for each of the 11 factors. Reliability
refers 1o how consistent or dependable the measuring instrument is, and whether under
similar conditions the measuring instrument produces consistent results [43], According
to Gerber and Hall [41], the Cronbach alpha coefficient can be interpreted as follows:
good for values greater than 0.8, acceptable for values between 0.6 and 0.8, unacceptable
for values less than 0.6, Table 3 shows the results of the Cronbach alpha values for the
11 factors. All the Cronbach alpha results were above 0.7, suggesting high reliability.

The final questionnaire had 11 revised dimeasions and the individual statements were
not changed. The new dimensions were aresult of the factor and reliability analysis heace
the pew questionnaire can be considered 1o have good internal consistency.

5 Limitations and Future Directions

The following are some of the study’s limitations:
The purposive sampling method used in this study, an accepted method of collecting
data, may not produce a sample that is representative of the population. Therefore, future
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Table 3. Cronbach aipha coefficient results for factors

Category Factor No. of items | Cronbach alpha | Comment

Competence | Employee skills for data safety 11 0.906 Good
awareness

Employee skills for email and 7 0.905 Good
website safety

Employee skills for privacy Rl 0,799 Good
awareness

Relatedness | Organisational support for 16 0.967 Good
employee device and information
awareness

Organisational support for 0.945 Good
employee information and privacy
protection awareness

Autonomy | Employee choice on privacy 3 0.775 Acceptable
awareness

Employee choice to avoid 4 0.836 Good
malicious emails and downloads
Employee choice to keep the 2 0.904 Good
privacy of student personal
information

Employee choice to report bad 3 0.791 Acceptable
security behaviour
Employee choice to adhere 10 2 0.868 Good
information seconity and privacy
policies

Employee choice to keep devices | S 0.793 Acceptable
and information secure

research should consider a representative sample of the population and inclusion of more
organisations. The survey questionnaire had 75 questions, which may take some time
to complete hence some respondents may not complete the survey, Future work will
consider reducing the number of questions.

6 Conclusion

The aim of this study was to develop and validate the information security behaviour
questionnaire based on the SDT. This questionnaire can be used to investigate how the
perception of compelence. relatedness and autonomy influence the intention to com-
ply with ISPs. The results of the assessment can be used to design programs (o assist
employees to comply with ISPs.
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The questions were developed by combining the variables from the SDT and the
themes from the HAIS-Q as well as privacy to come up with a new questionnaire. Through
a quantitative research, data were collected using the survey method. The collected data
were used to validate the questionnaire resulting in a revised questionnaire with items
with high internal consistency.

Generally, the results suggest that the survey participants were more confident about
their competence and autonomy regarding their information security behaviour than they
were about the relatedness questions.

The Pearson correlation results indicate a positive correlation between competence
and autonomy, with a partial positive correlation between competence and relatedness,
as well as a partial positive correlation between relatedness and autonomy. The results
suggest, for example, that improving the competence of employees could result in an
increased intention to comply with ISPs. In addition, how confident employees are about
their information security skills, will influence their perception of autonomy in their
information security behaviour. The participants had a neutral (M = 3.08) or potentially
negative perception of the relatedness questions, suggesting that area requires further
development.

The practical implication of this study and this questionnaire is that it can be used by
a university to assess individual employees’ strengths and weaknesses in terms of their
awareness of information security behaviour. The questionnaire could also be adminis-
tered before and after information security awareness training to assess the effectiveness
of the training.
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Assessing information security behaviour:
A self-determination theory perspective

Abstract

Purpose - Thus paper outlmes the development of a validated questionnaire for assessing
mformation secusity behaviour. The purpose is to present data from the questionnaire
vahdation process and the quantitative study results

Design Methodology/Approach - Data obtamned through 3 quantitative survey (N =263)
at a South Afncan umversity were used 10 validate the questionnare

Research limitations/implications ~ The study used 3 convemence sampling. a cross-
sectional design, and was camed out in 2 single orgamsation. This could pose imutatons
when generahising the study results. Future studies could use random samphing and
Findings - Exploratory factor analysis produced 11 factors. Cronbach's alpha for the 11
factors were all above 0.7, suggestng that the questionnawre 1s vahid and reliable The
responses show that autonomy questions received posative perception, followed by
competence questions and lastly relatedness questions. The correlation analysis results
show that there was a statistcally significant relationship between competence factors
and autonomy factors. There was a partial sigmficant relationship between autonomy and
relatedness factors, and between competence and relatedness factors. The study results
suggest that competence and autonomy could be more mmportant than relatedness m
Practical implications - Universities can use the questionnasre 10 identify developmental
areas to improve mformaton secunty from a behaviour perspective.
Originaliry/Value — This paper provides a research mstrument for assessing mformation
security behaviour from the perspective of the SDT

policy (ISP), compliance, self-determination theory (SDT)
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1. Introduction

Employees are often the source of secunty incidents in the orgamsation, thus employees’
wformation secunty behaviour can contnbute to the mformation security threats and
breaches within the orgamisation (Ofon e al., 2020, Maver er al.. 2017; Pahmla e al,
2013). PrcewaterhouseCoopers reports that insiders such as employees, suppliers,
comsultants and contractors could be responsible for 30% of the reported incidents
(PricewaterhouseCoopers. 2018) As a result. employees are still regarded as one of the
man sources of secunity wcidents within the orgamusation (Sen, 2011, Herath and Rao,
2009, Hwang of al., 2019).

Secunty breaches can result in loss of productivity, theft of information assets, system
downtime, destruction of mformation technology (IT) wmfrastructure and damage to the
action (Ponemon Institute, 2020)  Secunty mcxdents can also result in the theft of sensitive
nformation (Bhabarm ef al ., 2019), such as customer and employee records. In some
studies, as much as 35% of customer records and 30% of employee records were
compromused (PricewaterhouseCoopers. 2018). Therefore, there 1s a need to understand
how to mmprove employees’ information secunity behaviour from bemng an mformation
secunty threat to bemng mformaton secunty policy (ISP) compliant (Crossler eral , 2013)
so that secunty mcidents resulting from poor nformation secunty behawviour can be
reduced. There is also 2 need 10 assess and evaluate employees' nformation secunity
awareness (Outgt o o/ 2016) in order to sdentify areas that need improvement.

Many studies on employee nformation secunity behaviour are mformed by theones,
for example the study by Safa ef a/. (2015) was based on the protection motivation theory
and the theory of planned behaviour (TPB); the study by Ifinedo (2013) used the TPB,
social bond theory and the social control theory. and the study by Kranz and Hacussinger
(2014) used the TPB and the self-determination theory (SDT). Such studies typically
validate the theory on wiuch they are based. hence, these studies only assess the vanables
i the theory under mvestgation while other vanables are not considered However,
employee mformanon securnity behaviour could be mfluenced by many factors besides
vanables from theones (Parsons of ol 2014).

This study developed a questionnare based on the focus areas of the Human Aspects
of Information Secunty Questionnaire (HAIS-Q) (Parsons o al, 2014, Parsons ef al
2017) and the mformation secunty compliant behaviowr mode] based on the SDT
(ISCBM™®T) (Gangue of al . 2019) This not only contributes 1o the theory validation of
the SDT vanables but also combine these with the focus areas of the HAIS-Q, thereby
producing a questonanmre from the perspective of the SDT The HAIS-Q was selected
because it focuses on areas of an ISP that are most prone to non-comphance (Parsons eof
al., 2014) and because it has been validated on different samples of users (Parsons o al,
2017, Butavicius of al , 2020). The SDT was chosen because the review of the literature
showed that it was one of the least used theonies in the study of information secunty
behaviour. Thus 15 confirmed by Kuppusamy ef ol (2020) who, m a systematic review,
reported that the SDT 1s one of the less used theories m mformation security behaviour
studies

2. Aim of the study
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The 2am of this study was to develop a validated information secunty compliant behaviour
questionnaire based on the SDT (ISCBM™T ) model developed mn previous research
{Gangure o al . 2019) from the perspective of competence, relatedness and autonomy, as
well as 10 assess information secunty behaviour (Gaagire o /., 2020). The study proposes
that the perception of competence. relatedness and autonomy motivates the mtention 1o
comply with ISPs which 1s mvestigated using correlation analysss. It 1s therefore intended
that a positive perception of competence, relatedness and autonomsy will help lower the
nsk of ISP son-compliance and that developing a questionnawe can nd m assessing and
deternunmng thus (Gangwe of o/, 2020) It was also aumed at outhiming the development of
this questionnure, including the validity and rehability testing of the questioanaire The
questionnaire could be used to assess employee informaton secunty behaviour from the
perspectiveof the SDT. Toachseve these aims, a survey was conducted at a South Afncan
university using the ISCBM™®7 questionnaire and the results of the survey are also
presented

This paper 15 structured as follows. Section 3 provides a theoretical background to
information secunty behaviour, Section 4 describes the questionnare; Section 5 discusses
the research method, the results of the swvey and statistical vahdaton of the
questionnawre; Section 6 reposts the survey results; Section 7 1s the discussion; Section 8
covers the limitations and future research directions. and Section 9 is the conclusion.

3. Theoretical background

Behaviour refers to how organisms act m 2 given envionment (Matsumoto, 2012, Dawis
et ol , 2015; Tileubayeva er al., 2017, Kwasaicka of al, 2016). It i also descnibed as the
way m which organisms respond to internal and/or external stunuli (Levitis of ol 2009,
Lazzen. 2014, Dawvis er al. 2015) and 1t can be assessed (Tileubaveva or o/, 2017;
Kwasmcka of o/, 2016) Thus, when applied to employees in the workplace, this could
suggest that an individual constructs a self-umage to deal with thewr surroundings that
enables hum or her to fulfil vanous role expectations in the workplace (Schein, 1971)

Behaviour 1s mfluenced by motivational factors such as the joy of carrymg out one’s
actions, results of the actions. and behaviour that aligns with one's beliefs or values
(Kwasmcka of al . 2016). Behaviour 1s re-inforced by repeated performance (Kwasnicka
ot al., 2016) and repeated leamung (Carden and Wood, 2018). An individual learns through
one's expected roles (Schen. 1971) As behaviour becomes habitual, the chances of
mamtaming it increase (Kwasnicka of o/, 2016). The culture 1 which ndividuals find
themselves and the roles they are expected to fulfil could also determune behaviour
(Schemn. 1971). The envuwonment and social context can either facibitate or hunder
behaviour change Stable environments make behaviour and habits easier to sustan
(Kwasmcka ef al, 2016). whereas a change 1 the environment could dissupt 3 habut
(Carden and Wood, 2018) Extrinsic factors can result m quick changes 10 behaviour
However, intnnsic factors have a more lasting effect on behaviows than exminuc
motivation (Kwasnicka of ol , 2016).

Therefore, behaviour 1s 2 result of exther external or mternal factors, or both and can
be jearned People extubit certain behaviour as they react or adapt to vanous influences
and a5 they do so. they affect thew mmmediate surroundings When contnmously
performed. behaviour becomes habstual (Kwasmicka or o/, 2016) In the comtext of
wformation secunty, employees can be taught proper wformation secunty behaviour.
Organisahions can use awareness tramng programmes fo teach employees about
mformation secunity (Bauver ¢f al, 2017). Awareness tranng programumes are aumed at
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mfluencing posiive mformation secunty behaviowr among employees (Snyman and
Kruger, 2020, Curry er ol 2018, Han er al, 2017, Pfleeger o1 ol , 2014; Tsobou or al.,
2015). The employees must be made aware of information security compliant behaviour
10 be able to comply with the ISPs

Information security behaviour

Pattinson et al. (2015) refer to information secunty behaviour as the behaviour performed
by computer users that can be either intentionally nisky or intentionally secure. According
to Guo (2013), employee security behaviour can be desirable or undeswrable. Desarable
behaviour is ISP comphant, whereas undesirable behaviour 15 not. Examples of secure
behaviour include taking precautions and reporting security incidents (Guo, 2013)
Emplovees can also exhubat behaviour aumed at preveating secunty breaches by taking
fewer nsks. Other employees engage m mappropriate secunty behaviour, includmg using
the default secunty password and relying on the computer 10 auto-lock when they leave
their desk. Employees can also engage m behaviour that ad business contmuity and
recovery. these employees back up thewr data and wnform colleagues of secunty issves
(Blythe eral , 2015). It 1s argued that when employees comply with the ISPs, informaton
secunty threats are reduced (Klew and Luciano, 2016)

Alfawaz ot ol (2010) propose these security behaviour modes: knowing-doing mode,
knowing-not downg mode, not knowing-dowmng mode and not knowing-not dotag mode. In
the not knowing-not domng mode, employees violate mformation secunty rules because
they do not know the orgamsation’s mformation secunty rules and do not have any
secunty knowledge (Alfawaz e al, 2010). In the not knowing-domg mode. employees
do not know the wformation securnity rules and do not have secunty knowledge. but they
workers before taking certain actions. In the knowmg-not doing mode. employees know
the rules and have the necessary security knowledge and skills, but they still violate the
rules (Alfawaz er al., 2010). In the knowing-domg mode, empioyees know the rules, have
the necessary secusity skills and comply with the rules (Alfawaz er ol . 2010).

Ahmad ef al. (2016) group employees wmto four types based on whether or not they
know the security rules and whether or not they comply with the wnformation secunty
males They clasafy these rules as discerming. obedient, rebellious and oblivious
employees. Discerning individuals conform to the mformation secunty rules because they
have the necessary knowledge, some emplovees conform to the mnformation securnty rules
not because they have the knowledge but because they follow orgamisational rules just
because they are there; other employees choose not 1o conform to information secunty
rules despite having the knowledge; and others still violate information secunity because
they do not have the secunty knowledge (Ahmad or al,, 2016)

Alfawaz et al (2010) and Ahmad of a/. (2016) propose a classification of employees’
mformation security behavious that also explam why emplovees fail to comply with
orgasusational ISPs. They postulate that employees fail to comply because they are
ignorant of the regulations, they choose not 10 or they are not competent due 10 lack of
secunty knowledge. Thewr classifications suggest that m order for employees o comply
with the ISPs, they have to be equipped with the relevant secunty knowledge and skulls
(raught or leam mformation secunty behaviour). Employees will also have to actively
think about the secunty wnphcations of their actions when they do thewr work. Therefore,
security awareness, knowledge and expenence are mmportant (Safa er al, 2015)
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Emplovees must also understand their responsibilities regarding information security.
because an emplovee who lacks information security awareness is more vulnerable to
information security attacks (Alohali ef al., 2017).

Employees are expected to align their actions with the expected behaviours as written
in organisational ISPs. because ISP compliance leads to secure behaviour among
employees (Sommestad ef al.. 2014). In the information security literature. compliance is
expressed as employees’ adherence to the ISPs (Bulgurcu ef al.. 2010; Padayachee, 2012;
Guo. 2013; Connolly et al., 2016). L1 et al. (2017) define ISP compliance as employee
compliance with information security guidelines as they perform their jobs. It is argued
that employee compliance with ISPs minimises security incidents (Humaidi and
Balakrishnan. 2017: Nasir er al.. 2017). Therefore, there is a need to understand what
motivates compliance with ISPs (Huang ef al.. 2016: Curry ef al.. 2018; Bhaharin ef al.,
2019), as the human element is also responsible for security breaches (Ofori et al_, 2020).

Secure behaviour concerning information security results in the protection of
information system resources or the avoidances of security breaches and complies with
ISPs (Blythe et al.. 2015; Guo. 2013: Safa ef al., 2015). The employee takes precautions
(Guo. 2013) and always considers the effect of their behaviour (Safa er al, 2015) when
using information systems. Secure behaviour also results in business continuify and
recovery (Blythe er al.. 2015). Secure behaviour is a result of an employee who has a
clear infention to comply with the ISP (Guo, 2013; Safa et ai.. 2015). However, the
employee may unintentionally comply with the ISP (Guo, 2013); the employee could
comply with the ISP when they are not knowledgeable about information security rules
or the existence of the ISP (Alfawaz et al, 2010; Ahmad et al., 2016).

Therefore. human behaviour plays an important role in protecting information and
should be directed to prevent information security threats. To behave appropriately.
employees must be knowledgeable about the ISPs. Information security compliant
behaviour results in:

» the prevention of security breaches:

= business continuity. recovery and availability;

= protection of confidentiality of information (non-disclosure);

= protection of hardware. software. integrify and quality of information; and

= preservation of trust and reputation of both the employee and the organisation.

4. Information Security Compliant Behaviour Questionnaire

The Information Security Compliance Behaviour Model (ISCBM<Z7 ) is based on the
three concepts of the SDT. which are the need for competence, the need for relatedness
and the need for autonomy. These three basic psychological needs are regarded as some
of the sources contributing to intrinsic motivation (Ryan and Deci. 2000:; Legault. 2017).
The need for autonomy is the perception that one is acting out of one’s own volition and
that one’s behaviour is self-determined. The need for relatedness refers to the desire to be
attached to others. Competence is the belief of being capable and effective (Ryan and
Deci. 2000). The ISCBM®PT postulates that when perceived competence. perceived
relatedness and perceived autonomy are fulfilled, the employees will comply with the ISP
because it is their choice to do so (Gangire er al.. 2019). To assess information security
behaviour. the Information Security Compliant Behaviour Questionnaire (Gangire ef ai.,
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2020) that was developed for this study is based on the ISCBM*2T model (Gangire et al..
2019) and the HAIS-Q.

The HAIS-Q was developed to examine the relationships between the user's
knowledge of ISP, attitude towards ISP and behaviour when using computers at work
(Parsons et al, 2017; Butavicius ef al, 2020). The instrument consists of seven
information security areas (also referred to as focus areas). These areas are (1) password
management. (2) email use, (3) internet use. (4) social media use, (5) mobile devices. (6)
information handling and (7) incident reporting. The focus areas are each split into sub-
areas. with each sub-area having a separate item for each of knowledge. attitude and
behaviour (KAB). resulting in a total of 63 specific statements making up the HAIS-Q. It
uses a five-point Likert scale. rated from Strongly Agree to Strongly Disagree, for all the
items in the questionnaire. The instrument uses the KAB model, as it is assumed that the
improvement in users’ knowledge of the ISP and their attitude towards the ISP has a
positive impact on their information security behaviour (Parsons ef al., 2017).

Questionnaire focus areas

The questionnaire for this study is based on the focus areas of the HAIS-Q (Parsons ef
al., 2017; Butavicius ef al, 2020) and an additional focus area. privacy. The privacy
dimension was included since Parsons ef al. (2017) suggest that there is a need to explore
the relationship between information security awareness and privacy. Also. the privacy
focus area was included since privacy is an important aspect when processing. storing and
disseminating student information in an instifution of higher learning. In this study.
information privacy refers to how the organisation administers the collection. storage.
processing and dissemination of personal information (Kokolakis. 2017). The focus areas
have been adapted to the three concepts of the SDT. resulting in each section of the
questionnaire focusing on each of competence, relatedness and autonomy. By combining
the HAIS-Q and the SDT. this study fills a gap — as suggested by Wall er al. (2013) —
namely that there could be a need for the development of an instrument to study
information security based on the SDT. A discussion of the focus areas of the
questionnaire follows.

(1) Password management: This involves understanding how to protect information
system resources by using strong and secure passwords. This includes regularly
changing passwords, choosing strong passwords and not sharing passwords
(Shropshire ef al.. 2015; Calic ef al.. 2016; Blythe et al.. 2015).

(2) Email usage: Employees have to understand safe email use. This includes not
downloading unsafe attachments. clicking on links in email from known or
unknown senders, and opening attachments in emails from unknown senders
(Bélanger ef al.. 2017; Pattinson et al.. 2015; Shropshire et al.. 2015; Blythe et
al.. 2015; Safa et al.. 2015; Alohali et al.. 2017).

(3) Internet usage: Employees should know how to use the internet safely. This
includes downloading files. accessing dubious websites and entering information
online (Bauer ef al.. 2017: Pattinson ef al.. 2015; Klein and Luciano. 2016;
Bélanger et al., 2017).

(4) Social media usage: Employees should understand safe usage of social media.
This includes social media privacy settings. considering the consequences of
posting information and acting responsibly regarding posting about work on social
media (Bauer er al.. 2017).

(5) Mobile devices usage: Employees should understand how to secure their mobile
devices that carry work information when working in a public area. This includes
physically securing mobile devices. sending sensitive information via public Wi-
Fi and guarding against shoulder surfing (Curry ef al.. 2018; Bauer e ai.. 2017).
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(6) Information handling: Employees have to understand how to handle sensitive
information. This includes disposing of sensitive printouts. inserting removable
media in work computers and leaving sensitive material on work areas
(Aurigemma and Mattson. 2017; Blythe ef al.. 2015; Bauer ef al.. 2017).

(7) Incident reporting: This focus area refers to how employees react when security
mncidents happen in the workplace. This includes reporting suspicious behaviour,
reporting all incidents and ignoring poor securify behaviour by colleagues
(Pattinson ef al.. 2015).

(8) Privacy: Employees should understand how to handle personally identifiable
information. This includes non-disclosure of sensitive information (Blythe et al..
2015; Safa er al.. 2015), processing client information in a lawful manner (Swartz
et al.. 2019). processing client information for the purpose for which it was
collected (NIST. 2017; Swartz et al.. 2019) and adhering to the organisation’s
privacy policy (Dennedy ef ai., 2014). When employees adhere to the privacy
policy. they can uphold the privacy of student data they handle. Parsons ef al.
(2017) propose that the link between information security awareness and privacy
should be investigated.

The list of questions in the competence. relatedness and autonomy category for the focus
areas are reported in the appendix.

5. Research method

This study adopted the positivist research paradigm with a quantitative approach. In the
positivist research paradigm, researchers prefer to work with observable and measurable
reality. Positivists use quantitative methods in their research and the research is based on
testing theories (Oates, 2006: Saunders er al.. 2016). The survey strategy was chosen and
the questionnaire was used for data collection at a university in South Africa. A non-
probability purposive sampling method was used. With purposive sampling. the
researcher deliberately selects the sample. for example based on the accessibility of
participants (Oates, 2006). The selection of the expert panel was done using the purposive
sampling method based on the following criteria: they had all done research on
information security and had experience in information security awareness. The pilot
sample was selected using convenience sampling in one of the university’s departments.
The survey participants were selected using purposive sampling. The survey
questionnaire was sent electronically to the entire population of administrative. academic
and operational staff. Ethical clearance was obtained from the university. adhering to the
research ethics policy that focuses on aspects such as anonymity, voluntary participation,
confidentiality and consent for participation.

The following statistical analyses were performed: ANOVA, t-test and Pearson
correlation analysis. ANOVA was carried out to determine if there were significant
differences among the demographical groups for age. job level. level of education and
length of service groups. The t-tests were performed to determine if the mean scores
among the gender groups had any significant differences. The correlation analysis was
carried out to determine if there was any correlation among the resulting factors from the
exploratory factor analysis (EFA).

Questionnaire development
A Likert scale (strongly agree. agree, unsure, disagree and strongly disagree) was used to
answer the questions. The questionnaire had two sections: Section 1 was for demographic
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information and Section 2 comprised the information security behaviour questions. The
final questionnaire had 75 questions: 25 questions for each of the SDT categories.

To address face validity. an expert panel and pilot group were convened to review the
questionnaire. Face validity is an assessment of a questionnaire to determine whether it
logically reflects what it was intended to measure (Saunders ef al.. 2016). To ensure
confent validity, the questionnaire was based on the HAIS-Q focus areas and a panel of
expert reviewers assessed the questionnaire by going through each question and
indicating whether it was essential or not as well as whether it was clear or not. Content
validity refers to the extent to which the questionnaire items address the objectives of the
study (Saunders er al.. 2016).

Expert panel reviews

A panel of experts on the research area evaluated the questionnaire. This helped to refine
and improve the questionnaire (Saunders er al.. 2016). The questionnaire was reviewed
by a panel of six experts. four of whom were from the field of psychology (human factors
scientists) who had researched the human aspects of cyber security for 11 years and had
developed the HAIS-Q. The other two were an academic in information security and an
IT security consultant specialising in incident response and awareness. The reviewers had
10 to 20 years of work experience. They pointed out that some of the questions were not
clear and that other questions addressed two different aspects in one question. The unclear
questions were re-worded to make them clear and those addressing more than one concept
were either splif into separate questions or the concept that was irrelevant was dropped.

Pilot testing

The pilot test was conducted among 12 staff members in one of the departments of the
university. The questionnaire pilot test showed that some questions were not worded
clearly and it was recommended that job levels be added to the biographical section.

Main study

The updated questionnaire was prepared and administered using Google Forms over the
internet. and the participants were notified by an email invitation sent by the Information
and Communication Technology Department of the university. The email contained
information on the research and the links for completing the online questionnaire. The
participants were required to read the information sheet and the consent form. If they
consented to participate in the study. they proceeded to complete the online questionnaire.

6. Results

Demographics
Two hundred and sixty-three (263) responses were received from the online survey. The
sample consisted of 54.8% females and 44.1% males; 1.1% did not disclose their gender.
Those born between 1977 and 1995 were the largest group of respondents (38.40%). The
highest number of survey respondents (69.08%) was from the group with postgraduate
qualifications. There were more respondents from the groups with higher qualifications
(i.e. the higher the qualification. the higher the number of respondents). This is consistent
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with a university environment. Those who had worked for six to 10 years were the largest
group (27.38%) and most of the respondents were administrative staff (51.53%). Table 1
shows the demographic data of the respondents.

WSO bW =
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Table 1: Demographic data of respondents
Demographic Item Count Percentage (%)
Gender Male 116 44.11
Female 144 54.75
Prefer not to say 3 1.14
Age 1946-1964 77 2028
1965-1976 83 31.56
1077-1995 101 3840
1996-date 2 0.76
Education High school 10 3.82
Certificate 15 5.73
Diploma 19 7.25
Degree 37 14.12
Postgraduate 182 69.08
Length of service Less than 1 year 13 494
1-5 years 68 25.86
610 vears 72 27.38
11-15 years 37 14.07
16-20 years 23 8.75
More than 20 vears 50 19.00
Job level Academic 102 38.93
Administrative 136 51.53
Operational 25 9.54

Information security behaviour questions scores
This section reports on the results of the information security behaviour questions. A cut-

off of 4.0 for the means was set for the information security behaviour questions (Da
Veiga and Martins. 2015). A mean score of 4.0 and above indicated a positive perception.
while a mean score below 4.0 indicated a neutral or potentially negative perception.

For the competence questions. the top 10 questions all had means above 4.0. This
suggests that the respondents had a positive perception of the competence questions.
Of the bottom 10 questions. five had means above 4.0 and five had means below 4.0.
indicating areas for which further improvement is required.

For the relatedness questions. the mean values for the top statements ranged from 3.05
to 3.51 and the mean values for the bottom statements ranged from 2.68 to 3.01. These
mean values for both top questions and bottom questions show that all had means below
4.0. This suggests that the participants had neutral and potentially negative perceptions of
the relatedness questions, indicating areas requiring further improvement.

For the autonomy questions. the mean values for the top statements ranged from 4 .41
to 4.68 and the mean values for the bottom statements ranged from 3.91 to 4.27. The top
questions all had means above 4.0, suggesting that the respondents had a positive
perception of the autonomy questions. For the bottom 10 questions. eight questions had
means above 4.0 and two had means below 4.0. The two questions with means below 4.0
indicate areas where further improvement is required.

Figure 1 summarises the means of the information security questions per SDT
category. It shows that autonomy had the highest scores (M = 4.32). followed by
competence (M = 4.28) and lastly relatedness (M = 3.08). This suggests that autonomy
questions received a more positive perception. closely followed by competence questions:
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relatedness questions received neutral or potentially negative perceptions from the
participants.

|

$00|

Relztedness Competance Autonomy

Figure 1: Information security questions means per SDT category
Validation of the instrument

Factor analysis

EFA was carried out to determine the underlying relationships between the variables
(Yong and Pearce, 2013) as well as the construct validity of the questionnaire (Williams
et al, 2010). O'Rourke and Hatcher (2013) suggest that to achieve a sample size that is
statistically adequate to carry out questionnaire validation, the responses or the collected
data must be at least five times the number of questions in the questionnaire. EFA was
done for each category and the new factors were determined per category. Since each
category had 25 questions, a minimum of 125 responses were required per category. As
per the recommendation of O'Rourke and Hatcher (2013). the received responses were
sufficient to carry out the statistical validation of the questionnaire and the data were
processed using SPSS Version 25.

Determining the number of factors

The Kaiser-Meyer-Olkin (KMO) test and the Bartlett sphericity test were conducted for
each of the three categories (competence. relatedness and autonomy). Field (2009)
recommends a KMO value closer to 1 in order to produce distinct and reliable factors.
For the Bartlett sphericity test, the probability should be less or equal to 0.05; this shows
highly correlated variables (Williams ef al, 2010). The KMO for the competence
statements was 0.915 and the Bartlett sphericity test result was statistically significant (p
=0.000). The KMO for the relatedness statements was 0.965 and the Bartlett sphericity
test result was statistically significant (p = 0.000). The KMO for the autonomy statements
was 0.885 and the Bartlett sphericity result was statistically significant (p = 0.000). Asa
result, all the categories met the criteria for performing the EFA.
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The factors were determined using Eigenvalues, scree plots and cumulative
percentages (Gerber and Hall. 2017). The item loading cut off was set at 0.4. as Stevens
(2002) suggests that item loading values should be greater than 0.4. The cumulative
percentage had to be above 60% and the Eigenvalues had to be greater than 1.
Competence statements initially resulted in four factors and these had Eigenvalues greater
than 1 and a cumulative Eigenvalue of 62.38%. Relatedness statements resulted in two
factors and these had Eigenvalues greater than 1 and a cumulative Eigenvalue of 70.74%.
The autonomy statements resulted in six factors and these had Eigenvalues greater than 1
and a cumulative Eigenvalue of 63.68%.

Table 2 shows the resulting factors. For the competence statements. Factor 3
Statement 25 was removed because it had a factor cross-loading with a cross-loading
difference of less than 0.2. Factor 4 was dropped. as it had only one item; Statement 3
and factors for the competence category were reduced to 3. For the relatedness category.
Questions 17 and 18 were dropped because they had cross-loading differences of less than
0.2. For the autonomy category. Statements 1. 2. 3. 14, 17 and 18 were dropped because
they had loadings below 0.4.

Table 2: Resulting factors

Category Factor Statements
Competence | Factor 1 1.10.11.12, 14, 15, 16. 18. 19. 20, 21
Factor 2 4.5.6.7.8.9.17
Factor 3 22.23.24
Relatedness Factor 1 1.2.3.4.5.6.7.8.9.10,11.12.13,14.15. 16
Factor 2 19, 20, 21, 22, 23,24, 25
Autonomy Factor 1 8.9.10
Factor 2 4.5.6.7
Factor 3 22.23
Factor 4 19.20. 21
Factor 5 24.25
Factor 6 11.12.13.15.16

Naming the factors
The factors shown in Table 2 were named to reflect the common themes of the statements
grouped under a given factor.

Competence
Factors in this category reflect the employee’'s competence/skills to carry out the

information security actions. The emplovees are confident that they can protect the IT
resources because they have the necessary skills to do so. For the competence statements.
Factor 1 (11 items) was named “employee skills for data safety awareness™; Factor 2
(seven items) was named “employee skills for email and website safety™; and Factor 3
(four items) was named “employee skills for privacy awareness™.

Relatedness
Factors 1n this category reflect the emplovees™ need for support from colleagues to carry

out information security actions. The emplovees perceive that they can protect the IT
resources if co-workers and superiors support them. For the relatedness statements. Factor
1 (16 items) was labelled “organisational support for employee device and information
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protection awareness  and Factor 2 (seven ifems) was named “organisational support for
employee information and privacy protection awareness™.

Autonomy

Factors in this category reflect the employees™ need to be in control of their information
security behaviour. The employees perceive that when they are in control of their
information security behaviour. they can protect the IT resources of their organisation.
For the autonomy statements, Factor 1 (three items) was named “employee choice on
privacy awareness . Factor 2 (four items) was named “employee choice to avoid
malicious emails and downloads™: Factor 3 (two items) was named “employee choice to
keep the privacy of student personal information™; Factor 4 (three items) was named
“employee choice to report bad security behaviour™; Factor 5 (two items) was named
“employee choice to adhere to information security and privacy policies: and Factor 6
(five items) was named “employee choice to keep devices and information secure™.

Two autonomy factors (emplovee choice to keep privacy of student personal
information and employee choice to adhere to information security and privacy policies)
had two statements each. They were retained because both factors had very good
reliability. as shown in Table 3.

Reliability analysis

The Cronbach alpha coefficient was calculated for each of the 11 factors. Reliability refers
to how consistent or dependable the measuring instrument is. and whether under similar
conditions the measuring instrument produces consistent results (Marczyk ef al.. 2005).
According to Gerber and Hall (2017), the Cronbach alpha coefficient can be interpreted
as follows: good for values greater than 0.8. acceptable for values between 0.6 and 0.8.
and unacceptable for values less than 0.6. Table 3 shows the results of the Cronbach alpha
values for the 11 factors. All the Cronbach alpha results were above 0.7. suggesting high
reliability.

Table 3: Cronbach alpha coefficient results for factors

> ) No. of Cronbach z
Category Factor T Alpha Comment
§ Employee skills for data safety 1 0906 | Good
3 awareness
® e R z
1
& Empf:yee skills for email and 7 0905 | Good
8 website safety
Employee skills for privacy 4 0.799
awareness
2 Organisational  support  for
g employee device and 16 0.967 | Good
1 information awareness
2 Organisational  suppert  for
employee  information and 7 0945 | Good
privacy protection awareness
g Employee choice on privacy 3 0775 | Acceptable
E = awareness ]
= R N
= Employee choice to avoid
malicious emails and downloads 4 0% | Gond
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; . No. of Cronbach
Category Factor A Alpha Comment
Employee choice to keep the
privacy of student personal 2 0904 | Good
information
Employee choice to report bad
séirnsiby bebaom 3 0.791 Acceptable
Employee choice to adhere to
information security and privacy 2 0868 | Good
policies
Employee choice to keep devices -
T S 5 0.793 [ Acceptable

The final questionnaire had 11 revised dimensions and the individual statements were
not changed. The new dimensions were the result of the factor and reliability analyses.
hence the resulting questionnaire can be considered to have good internal consistency.

Correlation of the factors

The results of the Pearson correlation showed that the competence and autonomy factors
had a statically significant positive correlation (r == 287, n =263, p < .05), two tailed.
The correlation for the competence and relatedness factors showed that some factors had
a positive correlation (1 == 224, n= 263, p < 0.05). two tailed. and other factors did not.
The correlation results for the autonomy and relatedness factors showed that some factors
had a positive correlation (r = =134, n=263. p < .05). two tailed. and others did not.

Analysis of variance (ANOVA) results

One-way ANOVA was conducted for each factor and the demographic variables (age.
job level. highest level of education and length of service at current employer) to
determine whether the means differed among groups. Scheffe’s method was used for the
post-hoc tests to identify where the significant differences lay among the groups. The
post-hoc results are presented for the statistically significant (p < 0.05) ANOVAs only.

Age groups

The ANOVAs for the age groups indicated that there was a significant difference (p <
0.05) for two factors: the organisational support for employee information privacy
protection awareness F(2. 259) = 3.369 (p = 0.036) and the employee choice to avoid
malicious emails and downloads F(2, 259) = 3.672 (p = 0.027). The post-hoc results
indicated that participants from the 1977—date age group had significantly higher scores
on the organisational support for employee information privacy protection awareness
items (M = 3.47) than participants from the 1965-1976 age group (M =2.999) The
results suggested that both groups had a potentially neutral and negative perception of
organisational support for employee information privacy protection awareness. The post-
hoc results also indicated that participants from the 1946-1964 age group had
significantly higher scores on the employvee choice to avoid malicious emails and
downloads items (M = 4.5) than participants from the 1965-1976 age group (M =4.13).
This suggests that participants from the 1946-1964 age group had a more positive
perception of the employee choice to avoid malicious emails and downloads questions
compared to the 1965-1976 age group.
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Job level
The ANOVA results for job level groups for the 11 factors showed that there were
significant differences (p < 0.05) between six factors for the job level groups.

The employee skills for data safefy awareness factor showed a significant difference
between the job level groups F(2. 259) =4.976 (p = 0.008). The post-hoc results indicated
that participants’ responses from the academic staff group had significantly higher scores
(M = 438) on the emplovee skills for data safety awareness factor questions than
participants” responses from the operational staff group (M = 3.94). This suggests that
participants from the academic staff group had a more positive perception of the employee
skills for data safety awareness questions.

The emplovee skills for email and website safety factor showed a significant
difference befween the job level groups F(2. 258) = 10482 (p = 0.000). The post-hoc
results showed that participants’ responses from the academic staff group had
significantly higher scores (M = 4.34) on the employee skills for email and website safety
questions. followed by participants’ responses from the administrative group (M =4.07):
the operational staff group (M = 3.94) had the lowest scores. This suggests that the
academic staff group had a more positive perception of the employee skills for email and
website safety questions. followed by the administrative staff group and lastly the
operational staff group.

The emplovee skills for privacy awareness factor showed a significant difference
between the job level groups F(2, 258) = 8.653 (p = 0.000). The post-hoc results showed
that participants from the academic staff group had significantly higher scores (M =4.68)
on the employee skills for privacy awareness factor than participants from the
admunistrative group (M = 4.34). Also. the results showed that the academic staff group
scored significantly higher than the operational staff group (M = 3.98). This implies that
the academic staff group had a more positive perception of the employee skills for privacy
awareness questions. followed by the administrative staff and lastly the operational staff.

The employee choice to avoid malicious emails and downloads factor showed a
significant difference between the job level groups F(2. 258) = 6.458 (p = 0.002). The
post-hoc results showed that participants from the academic staff group had significantly
higher scores (M = 4.38) on the employee choice to avoid malicious emails and
downloads factor than participants from the operational staff group (M = 3.72). Also, the
results showed that the administrative staff group scored significantly higher (M =4.35)
than the operational staff group. This implies that the academic staff group had a more
positive perception of the employee choice to avoid malicious emails and downloads
questions, followed by the administrative staff group and lastly the operational staff
group.

The employee choice to keep the privacy of student personal information factor
showed a significant difference between the job level groups F(2. 257) = 8251 (p =
0.000). The post-hoc results showed that participants from the academic staff group had
significantly higher scores (M = 4.67) on the employee choices to keep the privacy of
student personal information factor than participants from the administrative group (M =
4.36). Also. the results showed that the academic staff group had significantly higher
scores than the operational staff group (M = 3.98). This implies that the academic staff
group had a more positive perception of the employee choices to keep the privacy of
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student personal information questions. followed by the administrative staff group and
lastly the operational staff group.

The employee choice to keep devices and information secure factor showed a
significant difference between the age groups F(2. 258) = 4.256 (p = 0.015). The post-
hoc results showed that participants from the academic staff group had significantly
higher scores (M = 4.61) on the employee choice to keep devices and information secure
factor than participants from the administrative group (M = 4.39). This implies that the
academic staff group had a more positive perception of the employee choice to keep
devices and information secure questions than the administrative staff group.

Level of education

The ANOVA results for the level of education groups at the post-hoc tests showed that
the two factors did not have a significant difference. On the factor level. there were
significant differences: however. the post-hoc test showed that there were no significant
differences between any of the educational levels.

Independent samples test (t-test)
The t-test results showed that the mean differences for the gender groups for all the factors
were not statistically significant.

7. Discussion

The study was aimed at developing and validating a questionnaire to assess information
security behaviour from the perspective of competence. relatedness and autonomy. The
questionnaire was designed based on the ISCBM*PT and HAIS-Q focus areas and an
additional focus area of privacy. The focus areas of the HAIS-Q were mapped to each of
the concepts of the SDT to come up with unique questions for each of the concepts. Each
focus area of the HAIS-Q was framed from the perspective of each of the SDT
components of competence, relatedness and autonomy. resulting in three unique
questions for each focus area. This study contributed towards building upon the HAIS-Q
to come up with a questionnaire based on the SDT.

The results of the information security behaviour questions suggest that the
respondents had a more positive perception of the competence and autonomy questions
than of the relatedness questions. This is confirmed by the overall results of the means
per category, which show that autonomy had the highest scores (M = 4.32). followed by
competence (M =4.28) and lastly relatedness (M = 3.08). This suggests that competence,
autonomy and relatedness could play an important role in employees’ information
security behaviour. The results of the overall means per category indicate that autonomy
questions received a more positive perception. closely followed by competence questions
and relatedness questions. This suggests that autonomy could play an important role in
fostering information security behaviour, followed by competence and lastly relatedness.
These results could imply that most of the respondents were confident about their skills
(competence) and their independence (autonomy) in their work. The study results indicate
that this may not be the case with the relatedness aspects. This suggests that the university
might need to encourage employees to appreciate how the work of colleagues relates to
theirs. Hence. an emplovee should have awareness of the benefits of collaboration in their
work. The university will need to pay special attention to relatedness issues. as the
employees were not confident about these. The universify should thus encourage
collaboration among employees.
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The Pearson correlation results show a positive correlation between competence and
autonomy, suggesting that the respondents who perceived they were competent also felt
confident about their autonomy perception. The Pearson correlation results also indicate
a positive correlation between autonomy and competence. whereas there is a partial
correlation between relatedness and other factors. This could suggest that as competence
increases. autonomy also increases as far as information security behaviour is concerned.
The Pearson correlation results suggest that respondents who perceived they were
competent could also have felt confident about their autonomy perception. Other studies
showed results that align with this result. Wall e al. (2013) found m their study that
perceptions of self-determination (autonomy) fostered perceptions of self-efficacy
(competence). In their study. Kranz and Haeussinger (2014) found that an internally
perceived locus of control (a form of autonomous motivation) had a positive effect on
self-efficacy (competence). This could also mean that those who have a positive
perception of autonomy are likely to feel confident about their competence as well.
Autonomy is the desire fo be a causal agent of one’s behaviour and goals (Ryan and Deci.
2000). Competence is the desire to feel capable, gain mastery of tasks and learn new skills
(Ryan and Deci. 2000). The need for relatedness is the desire to interact and experience
attachment with others (Ryan and Deci. 2000). In this study. perceptions of competence
were related positively to perceptions of autonomy. Employers should foster the belief
that employees are capable of carrying out information security tasks. assist with the
acquisition of relevant skills and problem solving. This could also foster a sense of control
over their work and encourage self-initiation. In terms of relatedness. the employee
should be made to understand the value of their work and how it relates to their co-
workers. The employer should show interest and support toward the employee.

The ANOVA results show that the age and the job level groups showed significant
differences between groups. For the job level. there were significant differences between
the 1977—date and 1965-1976 groups. Both groups’ mean scores were less than 4.0 for
the organisation support for employee information privacy protection awareness factor.
This suggests that both groups should be prioritised for privacy training. The job level
groups also had significant differences between groups. For all the factors that had
significant differences for the job level groups. the operational staff group scored lower
than the academic and administrative groups. The scores were less than the cut off of 4.0.
The results suggest that the operational staff group should be prioritised for fraining in
the following areas: email usage. website usage. privacy. social media usage and mobile
device usage.

The survey results also show that respondents had low confidence about their social
media privacy settings. This is true from the competence. relatedness and autonomy
perspectives. The university could set up awareness fraining to educate its employees
about the importance of securing their privacy settings and continuously reviewing them.
This could include training employees on how to locate the privacy seftings on major
social media platforms and to change them from the default setting to more secure privacy
settings.

8. Limitations of the study and future research directions

The convenience sampling method used in this study (an accepted method of collecting
data) may not produce a sample that is representative of the population. Therefore. future
research should consider a representative sample of the population and inclusion of more
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organisations. The survey questionnaire had 75 questions, which may take some time to
complete and hence some respondents may not complete the survey. Future work should
consider reducing the number of questions.

The study developed a questionnaire and assessed information security behaviour
from the competence. relatedness and autonomy perspectives. The study did not
determine the influence of competence. relatedness and autonomy on information security
compliant behaviour. Future work could consider determining the influence of
competence. relatedness and autonomy on positive information security behaviour.

9. Conclusion

The aim of this study was to develop and validate the information security behaviour
ISCBM*P7 questionnaire based on the SDT. This questionnaire can be used to investigate
how the perception of competence, relatedness and autonomy influence the intention to
comply with ISPs. The results of the assessment can be used to design programmes to
assist emplovees in complying with ISPs.

The questions were developed by combining the variables from the SDT and the
themes from the HAIS-Q as well as privacy to come up with a new questionnaire.
Through a quantitative research study. data were collected using the survey method. The
collected data were used to validate the questionnaire, resulting in a revised questionnaire
with items with high internal consistency.

Generally. the results suggest that the survey participants were more confident about
their competence and autonomy regarding their information security behaviour than they
were about the relatedness questions. There was also a correlation between the
competence factors and the autonomy factors.

The practical implication of this study and this questionnaire is that it can be used by
a university to assess individual employees™ strengths and weaknesses in terms of their
awareness of information security behaviour and to direct fraining and awareness
interventions. The questionnaire could also be administered before and after information
security awareness training to assess the effectiveness of the training.
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1
2
3 Appendix
4
5 Focus Competence Relatedness Autonomy
6 Area
7 1. Ihave the necessary My colleagues I choose to use
8 skills to use support me to use different
g different passwords different passwords passwords for
10 - for social media and for social media social media and
1 2 work accounts. and work accounts. work accounts.
12 9‘__9 2. Thave the necessary My colleagues I choose never to
13 = skills to never share support me never to share my work
14 = my work passwords share my work passwords with
15 'g with colleagues. passwords with my colleagues.
16 z colleagues.
17 E 3. TIhave the necessary My colleagues I choose to use a
18 skills to use a support me to use a combination of
19 combination of combination of letters. numbers
20 letters. numbers and letters. numbers and and symbols in
21 symbols in work symbols in work work passwords.
22 passwords. passwords.
23 4. Ihave the necessary My colleagues I choose to click
24 skills to click only support me to click only on links in
25 on links in emails only on links in emails from
26 from people I know. emails from people people I know.
27 I know.
28 5. Thave the necessary My colleagues I choose to avoid
29 5: skills  to  avoid support me to avoid clicking on links in
30 3 clicking on links in clicking on links in emails from
31 g emails from people emails from people people I do not
32 uEJ I do not know. I do not know. know.
33 6. Ihave the necessary My colleagues I choose to avoid
34 skills to identify support me to opening
35 when it is risky to identify when it is attachments in
36 open attachments in risky to open emails from
37 emails from people aftachments in people I do not
38 I do not know. emails from people know.
39 I do not know.
40 7. TIhave the necessary My colleagues I choose not to
4 skills to identify support me to download risky
42 when it is risky to identify when it is files onto my work
43 download files onto risky to download computer.
44 D my work computer. files onto my work
45 & computer.
46 ?, 8. Ihave the necessary My colleagues I choose to avoid
47 ;g_ skills to  avoid support me to avoid accessing websites
48 2 accessing websites accessing websites that could be
49 = that could be that could be dubious
50 dubious dubious (malicious).
51 (malicious). (malicious).
52
53
54
55
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Focus Competence Relatedness Autonomy
Area

9. Ihave the necessary My colleagues I choose to assess
skills to assess the support me to the safety of a
safety of a website assess the safety of website before
before entering a website before entering
information online. entering information

information online. online.

10. I have the necessary My colleagues I choose to review
skills to review the support me to the privacy
privacy settings of review the privacy settings of my
my social media settings of my social media
accounts. social media accounts.

accounts.
g, 11. Thave the necessary My colleagues I choose to
% skills to consider support me to consider the
E the negative consider the negative
B consequences negative consequences
= before posting consequences before posting
§ anything on social before posting anything on social
] media. anything on social media.
media.

12. Ihave the necessary My colleagues I choose to avoid
skills to avoid support me to avoid posting sensitive
posting sensifive posting sensitive information about
information about information about work on social
work on social work on social media.
media. media.

13. Thave the necessary My colleagues I choose to keep
skills to keep my support me to keep my device (e.g.
device (e.g. laptop my device (e.g. laptop and
and smartphone) laptop and smartphone) with
with me at all times smartphone) with me af all times
when working in a me at all times when working in a

© public place. when working in a public place.

g public place.

'§' 14. I have the necessary My colleagues I choose to avoid
2 skills to avoid support me to avoid sending sensitive
é sending sensitive sending sensitive work files over a
2 work files over a work files over a public Wi-Fi

= public Wi-Fi public Wi-Fi network.

= network. network

15. Thave the necessary My colleagues I choose to shield
skills to shield my support me to my computer screen
computer screen shield my computer | from strangers when
from strangers screen from working on a
when working on a strangers when sensitive document.
sensitive document. working on a

sensitive document.
16. Ihave the necessary My colleagues I choose to
= o= skills to securely support me to securely dispose of
cE =2 z = 2 5
= g ° dispose of sensitive securely dispose of sensitive

information.

information.
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27
1
2
3 Focus Competence Relatedness Autonomy
4 Area
5 sensitive
6 information.
; 17. Thave the necessary My colleagues I choose to
9 skills to identify support me to identify when it is
10 when it 1s risky to identify when it is risky fo insert an
1 insert an external risky to insert an external device
12 device (e.g. USB external device (e.g. (e.g. USB stick
13 stick and phone) USB stick and and phone) into a
14 into a computer. phone) into a computer.
15 computer.
16 18. Ihave the necessary | My colleagues I choose not to
17 skills to identify support me to leave information
18 when it is risky to remove information on my desk. which
19 =4 leave information from my desk. which | could be risky.
20 on my desk. could be risky.
21 19. T have the necessary My colleagues I choose to report
22 skills to report any support me to any suspicious
23 Suspicious report any behaviour if I
24 behaviour if I suspicious nofice it.
25 notice it. behaviour if I
26 =0 notice it.
27 E 20. Ihave the necessary My colleagues I choose to notice
28 § skills to notice poor support me to poor information
20 iz information notice poor security behaviour
20 _§ security behaviour information by colleagues.
31 S by colleagues. security behaviour
32 - by colleagues.
33 21. Thave the necessary My colleagues I choose to report
34 skills to report any support me to any information
35 information securnty report any security incidents
36 incidents if I notice information if I notice them.
37 them. security incidents if
38 I notice them.
39 22. Ihave the necessary My colleagues I choose to process
40 skills to process support me to student
41 student information process student information in a
42 in a lawful manner. information in a lawful manner.
43 lawful manner.
e 23. I have the necessary My colleagues I choose to process
45 e skills to process support me to student
46 2 student information process student information only
47 "_é only for the information only for the purpose for
48 purpose for which for the purpose for which it was
49 it was collected. which 1t was collected.
50 collected.
51 24. T have the necessary My colleagues I choose to adhere
52 skills to adhere to support me to to the privacy
53 the privacy policy adhere to the policy of the
54 of the university. privacy policy of university.
55 the university.
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Focus Competence Relatedness Autonomy
Area
25. T have the necessary My colleagues I choose to adhere

skills to adhere to support me to to the information

the information adhere to the security policy of

security policy of information the university.

the university. security policy of

the university.
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