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ABSTRACT

Orientation: The safety of any natural being with respect to the processing of their personal
information is an essential human right as specified in the Zimbabwe Data Protection Act
(ZDPA) bill. Once enacted, the ZDPA bill will affect universities as public entities. It will
directly impact how personal information is collected and processed. The bill will be
fundamental in understanding the privacy perceptions of students in relation to privacy
awareness, privacy expectations and confidence within university. These need to be
understood to give guidelines to universities on the implementation of the ZPDA.

Problem Statement: The current constitution and the ZDPA are not sufficient to give
organisations guidelines on ensuring personal information privacy. There is need for
guidelines to help organisations and institutions to implement and comply with the provisions
of the ZDPA in the context of Zimbabwe. The privacy regulations, regarded as the three
concepts (awareness, expectations and confidence), were used to determine the student
perceptions. These three concepts have not been researched before in the privacy context
and the relationship between the three concepts has not as yet been established.

Research purpose: The main aim of the study was to develop and validate an Information
Privacy Perception Survey (IPPS) diagnostic tool and a Student Personal Information
Privacy Perception (SPIPP) model to give guidelines to universities on how they can
implement the ZDPA and aid universities in comprehending student privacy perceptions to

safeguard personal information and assist in giving effect to their privacy constitutional right.

Research Methodology: A quantitative research method was used in a deductive research
approach where a survey research strategy was applied using the IPPS instrument for data
collection. The IPPS instrument was designed with 54 items that were developed from the
literature. The preliminary instrument was taken through both the expert review and pilot
study. Using the non-probability convenience sampling method, 287 students participated
in the final survey. SPSS version 25 was used for data analysis. Both descriptive and
inferential statistics were done. Exploratory factor analysis (EFA) was used to validate the
instrument while confirmatory factor analysis (CFA) and the structural equation modelling

(SEM) were used to validate the model.



Main findings: diagnostic instrument was validated and resulted in seven new factors,
namely university confidence (UC), privacy expectations (PE), individual awareness (1A),
external awareness (EA), privacy awareness (PA), practice confidence (PC) and
correctness expectations (CE). Students indicated that they had high expectations of the
university on privacy. The new factors showed a high level of awareness of privacy and had
low confidence in the university safeguarding their personal information privacy. A SPIPP
empirical model was also validated using structural equation modelling (SEM) and it
indicated an average overall good fit between the proposed SPIPP conceptual model and

the empirically derived SPIPP model

Contribution: A diagnostic instrument that measures the perceptions (privacy awareness,
expectations and confidence of students) was developed and validated. This study further
contributed a model for information privacy perceptions that illustrates the relationship
between the three concepts (awareness, expectations and confidence). Other universities
can use the model to ascertain the perceptions of students on privacy. This research also
contributes to improvement in the personal information protection of students processed by
universities. The results will aid university management and information regulators to
implement measures to create a culture of privacy and to protect student data in line with

regulatory requirements and best practice.

Keywords: confirmatory factor analysis; correctness expectations; diagnostic instrument;
exploratory factor analysis; external awareness; individual awareness; practice confidence;
perceptions; personal information; privacy; privacy education; privacy expectations;

instrument; structural equation modelling; university confidence
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CHAPTER ONE: SCIENTIFIC ORIENTATION OF THE RESEARCH
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Figure 1.1: Chapter Overview (Source: Researcher’s compilation)




1.1 INTRODUCTION

This research focused on developing a diagnostic instrument and model for
information privacy perceptions of students in Zimbabwean universities. In this study,
privacy perceptions refers to perceptions about student privacy awareness, privacy
expectations and the confidence levels of students regarding universities’ capability to
uphold privacy. Privacy is a major issue in information systems. Information systems
looks at the components used for the collection, storage, processing and
dissemination of data to provide information and eventually knowledge, in an
organisational setting, according to Boell and Cecez-Kecmanovic (2015). The privacy
of such data/ information is critical within an organisation and failure by the
organisation to prioritise privacy will result in privacy breaches and consequently,
litigations. With the need to protect personal data, an organisation must come up with
control measures on how they will use personal information as part of their

organisational goals in information systems (Chen & Ismail, 2013).

This chapter provides the background of the study, leading to the problem statement,
research questions and associated research objectives and related deliverables. It
also provides an outline of the relevance of the study, together with its contribution to
the body of knowledge. A summary of the research model that include the research
philosophy, approach, design, strategy, together with a summary of the data gathering
techniques used in this research and ethical considerations of the research are done
in this chapter. The chapter concludes by giving an overview of the thesis outline and

a chapter summary.

1.2 BACKGROUND

Perceptions on information privacy differ from one country to the other (Chua,
Herbland, Wong & Chang, 2017). In the Zimbabwean context, the protection that is
afforded to a natural person with respect to the their personal information processing
is perceived to be an essential human right (Zimbabwe Constitution, 2013). The right
to privacy is treasured in the Zimbabwean Constitution (Clause 57, part 2 of Chapter
4), which declares that, "Every person has the right to privacy, which includes the right
not to have a) their home, premises or property entered without permission; b) their

person, home, premises or property searched; c) their possession seized; d) the



privacy of their communication infringed; or e) their health condition disclosed
(Zimbabwe Constitution, 2013 p.30). Unfortunately, it does not state how the privacy
of personal information will be enforced. There are existing pieces of legislation in
Zimbabwe that have an influence on the right to privacy and the personal information

protection, but these are limited to specified data types, or specific activities.

Zimbabwe is in the progression of enacting the Zimbabwe Data Protection Act (ZDPA)
as a specific legal document to guide and protect privacy of personal information for
individuals, institutions, organisations and people. However, the law has not yet taken
effect. The ZDPA is particular on how public and private entities process personal
information while safeguarding against the unlawful collection and the subsequent use

of personal information (Chetty, 2013).

Universities are examples of public entities and therefore the ZDPA will apply to how
they process personal information. They will require guidance to implement the
conditions of the ZDPA, which guidance has not been issued as yet in Zimbabwe. A
stakeholder report review by the Digital Society of Zimbabwe, the Zimbabwe Human
Rights NGO Forum, the Privacy International and the International Human Rights
Clinic at the Harvard Law, bemoans the lack of data protection legislation in Zimbabwe
(Stakeholder Review, 2016). In fact, Ncube (2016) is of the opinion that the current
legislative pieces on privacy in Zimbabwe do not meet the regional and international
expectations on data protection principles. The absence of such legislation and of a
precise guideline on data protection mechanisms is deemed a threat to the right to
privacy (OpenNet Africa, 2016). To reduce such potential threats to information
privacy, a data privacy model can guide universities, an example being the privacy
model for e-learning implementation (lvanova, Grosseck & Holotescu, 2015).
Therefore, a privacy model could be helpful within the university context to foster

positive perceptions on privacy.

It is also imperative that organisations prioritise meeting customers’ privacy
expectations and that they do so in line with the minimum accepted privacy
requirements (Da Veiga & Ophoff, 2020). Either meeting or violating the privacy
expectations of customers by the organisation will greatly impact on trust (and hence
confidence) by the customers (Martin, 2018). In situations where consumers

(students) develop perceptions that their personal information has been compromised



negatively, they tend to also respond in a negative manner (Schwaig et al., 2013). The
negative perceptions of students about privacy of their personal information can be
addressed by increasing their awareness through education and sensitising them of
their personal data protection (Chen & Ismail, 2013). Failure to comprehend students’
perceptions on their personal data privacy can be one of the causes of mayhem in
personal data protection. Therefore, awareness and training are elementary to the
accomplishment of any information privacy initiative and in creating positive privacy
perceptions. Martin’s (2018) study indicated that meeting the privacy expectations
results in positive perceptions. Students will develop positive perceptions with a
university when it processes their personal information in line with their expectations,

which reduces privacy breaches.

If an organisation (or a university) complies with the requirements of the regulations
and protect the personal information of their customers (students), trust can be
developed (Da Veiga, 2017). A follow up research by Da Veiga (2018b) concluded
that South African consumers (students) have low confidence in the organisations
(institutions) complying with regulatory and privacy guidelines and that trust is key in
confidence build-up. In terms of expectations, not only does observing the privacy
expectations of consumers (students) increase their buying intentions and the
consumers' (students’) possibility of transacting with an organisation (Eastlick, Lotz &
Warrington, 2006; Fortes & Rita, 2016), but also trust in the organisation (McKnight,
Choudhury, & Kacmar, 2002; Martin, 2015).

In a society, there are certain mutually beneficial agreements that communities
naturally develop about how to use and share their personal information (Kruikemeier
et al., 2020; Martin, 2015). This phenomenon is termed the social contract theory.
Martin (2015) indicates that social contracts can be so powerful that they can never
be understood by an outsider. Evidently, people attach privacy expectations based on
these social contracts and the organisations will have to adequately manage such
privacy expectations from their stakeholders (Bandara, Fernando & Akter, 2020;
Casman, 2011; Martin, 2015). The reasonable expectations about privacy (social
contract) emerge when people socialise, make relationships or trade based on some
norms (Bandara et al., 2020). It is imperative to understand if organisations are
adequately managing the expectations on privacy of their stakeholders (Martin, 2015),

which are students in this study. People (in this case students) have high confidence



(positive perceptions) with the social contract theory in the safe handling and usage of
their personal information, but once they develop any privacy concern, they can

withdraw from sharing (Kruikemeier et al., 2020).

Since the social contract theory can be used to ascertain if organisations are meeting
the expectations perceptions of students, one can use the same to analyse their
awareness perceptions. Meeting customers’ privacy expectations can propagate trust,
which will ultimately lead to positive privacy confidence perceptions on the
organisation as posited by Martin (2015). Therefore, in acknowledging the social
contracts approach to privacy of information, people's (students’) perceptions will be
grounded on what they know pertaining to privacy (awareness), what they reasonably
expect from the organisations (institutions) pertaining to personal information privacy
(expectations) and these will stimulate trust (Huang & Bashir, 2016) and hence
confidence in the organisation. These are the three concepts that formulate the

privacy perceptions under study in this research.

The three concepts are analysed alongside the research aim in determining if these
have an impact on the information privacy perceptions. The impact of perceptions on
privacy is such that they can alter individuals’ behaviour and attitude (Schwaig et al.,
2013). Schwaig et al. (2013) submit that consumers' (students’) perceptions are likely
to be negative if they develop a feeling that the privacy of their personal information
has been invaded and infringed in any way. While the ZDPA is not in effect yet,
individuals have privacy perceptions about how their personal information should be
protected. A privacy model can aid and guide privacy perceptions and compliance
(Kyobe, 2010b).

1.3 PROBLEM STATEMENT

The increasing reliance on technology in storing and communicating personal
information in this digital age has subsequent led to an increase in privacy breaches
and the economic and social impact of these cannot be ignored (Aghasian, Garg &
Montgomery, 2020; Feri, Giannetti & Jentzsch, 2016; Kokolakis, 2017; Mamonov &
Benbunan-fich, 2018; Mikhed & Vogan, 2018; Okazaki, Eisend, Plangger, Ruyter &
Grewal, 2020; Patsakis, Charemis, Papageorgiou, Mermigas & Pirounias, 2018;

Wheatley, Hofmann & Sornette, 2019). Unfortunately, this might also affect



universities. As reported by Feri et al. (2016), there are many reports of disclosure
without consent of a person’s personal information, which is a direct violation of their

privacy rights and consequently a breach of privacy.

Using the Zimbabwean context, universities lack a diagnostic instrument and an
information privacy perception model to measure privacy perceptions on how personal
information has to be processed and stored. There are no privacy guidelines as yet to
help organisations and institutions in implementing and complying with the provisions
of the privacy regulation. The current constitution and the ZDPA are not sufficient to
give organisations guidelines on the implementation of personal information privacy.
As indicated earlier, universities are considered public entities and the ZDPA will be
applicable to them in students’ personal information processing, to help restrain the

increasing privacy breaches.

The privacy breaches can be ascribed to the use of many sophisticated tools,
techniques and equipment in the digital age (Mamonov & Benbunan-Fich, 2015).
Privacy breaches need better safeguarding ways and require the development of
incident response plans in order to protect privacy (OECD, 2013b). The privacy
breaches are also regarded as an obligation of those who must be safeguarding the
data (lachello & Hong, 2007; Okazaki et al., 2020). In this research, the university is
the safeguarding establishment and it responsible for implementing the ZDPA.
Universities fail to follow proper privacy procedures, resulting in data breaches, and
this happens when universities fail to put in place proper training and awareness for
their employees. Breaches are also a result of lack of adequate rules to govern
personal data access and over-collection of data among other causes (OECD, 2013b).
Some breaches are due to the organisation lacking internal controls on how personal

information should be used (Ackerman & Mainwaring, 2005; Martin et al., 2020).

Various researchers have conducted several empirical studies focusing on privacy
concepts, for example privacy in the online context (Miltgen, 2009; Mohamud, Saidin
& Zeki, 2017; Salleh, Hussein, Mohamed & Aditiawarman, 2013), privacy in the
student expectations context (lvanova et al., 2015; Kumaraguru & Cranor, 2005; Talib
et al., 2014), privacy in the student awareness context (Chen & Ismail, 2013; Lawler
& Molluzzo, 2011; Malandrino et al., 2013) or regulatory compliance with the laws on

privacy (Almadhoun, Dominic & Woon, 2011; Chua et al., 2017). From the literature,



there appears to be no research pointing to focus on the university-student context
assimilating the three concepts proposed in this study based on the social contract
theory on privacy perceptions. These are privacy expectations, privacy awareness and
confidence in the university to meet privacy expectations to aid in complying with
privacy regulatory requirements. Research indicates lack of models that consider all
the three concepts.

In summary, in reviewing current literature on student personal information privacy

perceptions in Zimbabwe, the following research problems are highlighted;

e The ZDPA does not give guidance on how to implement the conditions of the
privacy of personal information but focusses on privacy principles and
regulations (Chetty, 2013; Ncube, 2016; Zimbabwe Data Protection Act Bill,
2013). Indeed, it is not the role of legislation to give guidance on how it might
be implemented in an organisational setting but having a model that aid in
privacy practice would be more ideal for privacy compliance.

e Research has shown that consumers (students) do not always trust nor have
confidence in organisations processing their personal information in line with
privacy principles and guidelines (Chua et al., 2017; Da Veiga & Ophoff, 2020;
Fortes & Rita, 2016; Huang & Bashir, 2016; Kruikemeier et al., 2020). Similarly,
students might not trust or have confidence in universities protecting their
privacy, especially where there are no implementation guidelines.

e The presence and increase of privacy breaches in the digital environment
(Anjum et al., 2018; Bush, 2016; Chua et al., 2017; Kafali et al., 2017; Mamonov
& Benbunan-Fich, 2015; Martin et al., 2020; Ruyter & Grewal, 2020) is a cause
for concern and a threat to the privacy of students’ personal information. In fact,
privacy is considered a fundamental problem that has to be addressed,
especially in this growing digital world (Fatima et al., 2019; Kokolakis, 2017).

¢ Universities do not know what students expect from the institution on privacy
(Callanan, Jerman-Blazi¢ & Blazi¢, 2016; Degroot & Vik, 2017; Dwyer & March,
2016; Krzych & Ratajczyk, 2013; Schumacher & Ifenthaler, 2018). A privacy
model can give guidelines to universities on privacy implementation and can

aid universities to better understand student privacy perceptions.



1.4 RESEARCH QUESTIONS AND OBJECTIVES

The main research question, theoretical and empirical questions are highlighted

below.

1.4.1 Main research question

The main research question that guided this study is:

e What are the key components that constitute the personal information privacy

perceptions in the Zimbabwean university context?

To answer this question, some sub-questions needed to be explored and investigated.
These were divided into theoretical research questions and empirical research
guestions. The questions were centred on elucidating the three main conceptsi.e., the
student awareness, their expectations and their confidence on the university

upholding their personal information privacy.

1.4.2 Theoretical research questions

The following research questions were articulated based on the literature review:

i. Based on the literature, how can privacy awareness of students be
conceptualised?

il. Based on the literature, how can privacy expectations of students be
conceptualised?

iii. Based on the literature, how can student confidence in academic
institutions be conceptualised?

iv. Based on the literature review, can a theoretical model of privacy
awareness, expectations and confidence of students be developed?

1.4.3 Empirical research questions

The following research questions were formulated in terms of the empirical study:



How can an instrument that measures privacy awareness, expectations and
confidence of students be developed?

How can the privacy perception instrument be validated?

. What are the privacy expectations of students when the university processes

their personal information?

iv. What are the privacy awareness levels of students when the university
processes their personal information?

v. What are the privacy confidence levels of students in the university processing
their personal information?

vi. What is the empirical relationship between privacy awareness, expectations
and confidence of students?

vii. How is the information privacy perception model validated?

viii. Do different biographical variables influence privacy awareness, expectations
and confidence of students?

ix. What recommendations can be made to improve the information privacy
perceptions of Zimbabwean students in universities?

1.5 AIMS

Based on the research questions above, the following research aims were formulated

— main

research aim, literature review aims and empirical study aims:

1.5.1 Main research aim

The main aim of the study was to develop a diagnostic instrument and privacy model

for student personal information privacy perceptions (awareness, expectations and

confidence) in Zimbabwe

1.5.2 Literature review aims

This was considered as Phase 1: theoretical aims based on literature. The following

aims were articulated for the literature review:

To conceptualise privacy awareness of students from a theoretical

perspective.



To conceptualise privacy expectations of students from a theoretical
perspective.

To conceptualise student confidence in academic institutions from a
theoretical perspective.

To develop a conceptual model of privacy awareness, expectations and
confidence of students from a theoretical perspective.

1.5.3 Empirical study aims

In relation to the empirical study, the following research aims were formulated:

Vi.

Vii.

viii.

To develop a privacy perception instrument measuring privacy awareness,
expectations and confidence of students.

To validate the instrument using factor and item analysis.

To determine the expectations of students when the university processes their
personal information.

To determine the privacy awareness levels of students when the university
processes their personal information.

To determine the privacy confidence levels of students in the university
observing privacy of their personal information.

To determine the relationship between the three concepts (expectations,
awareness and confidence) using correlation analysis.

To validate the model using structural equation modelling (SEM).

To determine whether different biographical variables influence privacy
awareness, expectations and confidence of students.

To make recommendations to improve the information privacy perceptions on

the basis of the findings of this research.

1.6 RESEARCH METHODOLOGY

In this section, a research methodology overview is discussed. The discussion is on

the research paradigm, research method, research strategy, research instruments and

sampling used, reliability and validity assessments and data collection. The data

management, data analysis and also the ethical considerations in the research
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process are also discussed in this section. The research methodology will further be
expanded on in Chapter 4.

1.6.1 Research paradigm

The researcher used the positivism research paradigm. The main concern of this
research is knowledge gaining through statistical inquiry to arrive at conclusions,
based on the empirical results, i.e., uncovering of truth and presenting it by empirical
means. Data analysis conclusions are used to provide evidence to dispel or support
hypotheses (Greener, 2008; Riley-Tillman & Reinke, 2011). This is in line with the

description of positivism in Kumar (2011) and Saunders et al. (2016).

1.6.2 Research method

A quantitative research method, using the survey method was also used. This is
synonymous with a positivist method. Positivistic think-tanks adopt scientific
procedures and systematise the process of generating knowledge with the aid of
guantification to properly augment precision in the parameter description and all the
relationships amongst them (Greener, 2008; Riley-Tillman & Reinke, 2011). The
measurement and assessment of student privacy perceptions were done using
guantitative means and the results were analysed statistically, as advocated by
Creswell and Creswell (2018) and Gerber and Hall (2017).

1.6.3 Research strategy

Research strategy is considered a methodological connection between the philosophy
and the choice of methods used in collecting and analysis of data (Neuman, 2014;
Saunders et al., 2016) that gives the plan of action for achieving the objectives
(Greener, 2008). Used in this study was a survey, which is defined as a scientific
method for studying people’s behaviour that would be difficult to experiment or observe
directly (Davidson, 2004; Guerin & Dohr, 2005). A survey enabled the researcher to
gather data about opinions, circumstances or practices.

-11 -



1.6.4 Research instruments and sampling

Using questionnaires (instruments) as a data collection technique in the survey, at
least 270 university students from various departments of one institution were invited
to participate using a non-probability sampling technique of convenience sampling and
were chosen based on their convenience and availability as sources of data (Cohen,
Manion & Morrison, 2011; Salkind, 2017; Saunders et al., 2016; Tracy, 2013). The
researcher also adopted the purposive sampling method for the expert review panel
and the convenience sampling technique for piloting in the study. Instruments are ideal
because they are developed based on some theoretical knowledge, as suggested by
Muller (2014) and this was the circumstance in this study. After collecting data using
the instruments during piloting, a survey was deployed in the electronic format using

SurveyTracker software for a stipulated period.

1.6.5 Reliability and validity

Also ensured in this research were reliability and validity. As Tricco, Tetzlaff and Moher
(2011) suggest, the reliability of the data can be increased by expert panel and pilot
testing, and these were applied in this research. Cronbach alpha was applicable for
calculating the internal consistency reliability for the study. Using the Cronbach alpha
coefficients for an exploratory research like this, reliability is considered good for
values above 0.8, considered acceptable for values between 0.6 and 0.8 and, finally,

considered unacceptable for the values below 0.6 (Gerber and Hall, 2017).

Validity according to Kazi and Khalid (2012) and Gerber and Hall (2017), is the degree
to which an assessment measures what it has to measure in relation to the
investigation being made. In this research, face validity, content and construct validity
were used. In addition, considering the fact that a new instrument was developed,
content and construct validity were very important. In this research, pilot testing of the
instrument increased the internal validity, leading to less ambiguity in the instrument
(Oats, 2012). More so, face validity was achieved through expert reviews, which led
to some adjustments being made. The instrument’s validity was ensured by means of

factor analysis.
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1.6.6 Data management

According to Scantron (2018), the primary reason for using SurveyTracker is that it
has an online tracking system and therefore data can easily be uploaded into an excel
sheet or SPSS (and being imported into other formats like CSV, PDF, queXML). This
data was stored electronically after its collection and SurveyTracker summarised data

responses for every category, and this is used for data analysis.

1.6.7 Data analysis

After capturing the data using SurveyTracker, it was imported to SPSS for statistical
analysis. Statistical reporting methods in this study include the use of descriptive
statistical analysis of the mean, standard deviation, frequency and percentages
among other methods. (Taylor-Powell & Hermann, 2000). Both the ANOVA and t-test
analyse the spread of the data values (variance) between and within data by making
comparison of a certain descriptive statistical feature i.e. the means of populations
(Saunders et al., 2016). In addition, Saunders et al. (2016) suggested that a t-test can
be used to test whether two categories or groups are different and ANOVA can be

used to test the differences of the categories or groups if they are three or more.

To measure the strength of relationships that exist between the two variables, Pearson
product moment correlation coefficient was used in this study (Saunders et al., 2016).
It was used for the analysis of the variables’ inter-factor association and for testing if
the correlated variables are numeric and relatively symmetric (Rossiter, 2017;
Saunders et al., 2016). For testing the group mean differences for the year of study,
the Spearman correlation was used (Cohen et al., 2011). To do the validation of the
model, the structural equation modelling (SEM) was used (Kline, 2011; Weston, 2018)

and it is discussed in section 4.11.5 in Chapter Four.

1.6.8 Ethical considerations

Ethics are norms for conduct that differentiate acceptable and also unacceptable
behaviour (Israel & Hay, 2006). Israel and Hay (2006) also suggest that an acceptable
code of ethical conduct should be drawn before the commencement of any research

work. Ethics were ensured in this research through getting an ethical clearance from
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the University of South Africa (UNISA) before commencing the study, permitting the
researcher to carry out the survey. Permission was also obtained from the university
under study, granting the researcher permission to conduct the survey. The participant
information letter was availed to the expert panel and pilot group to add more clarity
on the nature of study, the participation requirements, anonymity, confidentiality and
use of information. In turn, the expert panel and pilot group agreed with the informed
consent for participation. Students were also given the option to consent to participate
in the survey, with an option of signing out from participation without being compelled

to give any reason.

1.7 SIGNIFICANCE AND CONTRIBUTION OF THE STUDY

The first contribution is the development of an Information Privacy Perception Survey
(IPPS) diagnostic tool and a Student Personal Information Privacy Perception (SPIPP)
model. The diagnostic instrument (IPPS) and the proposed model (SPIPP) can assist
universities as a guideline package on how the university can implement the ZDPA
and to understand student perceptions towards privacy and how they perceive the
university in meeting privacy requirements. Student expectations and concerns can
be addressed when the university uses the outcome to identify action plans in line with
the developmental constructs identified. Student awareness will improve if the
university conducts awareness programs that focus on the aspects identified in the
survey, which the students were not aware of initially. The IPSS diagnostic instrument
and SPIPP privacy model developed in the study can be re-validated and be used in
other contexts or countries. This research provides the first validation of the instrument

which would enable further research and use in other universities.

The second contribution is through suggestions and recommendations which are
useful within the university domain in improving the privacy of student personal
information. The information derived from the instrument can be used to understand
expectations and areas where the university can improve privacy and the protection
of student personal information. The instrument can be used to measure how aware
of privacy students are and what their expectations are on privacy. The outcome can
then be used by the university to develop action plans in line with the developmental
constructs identified. This will enable the university to make students aware of their

privacy rights and to align processing of their personal information with legal
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requirements, as well as with students’ privacy expectations. In addition, one of the
most useful and unique contributions of this research is a SPIPP privacy model for the
three constructs i.e., student privacy awareness, student privacy expectations
and student confidence in the university. The SPIPP model will give privacy

guidelines on the implementation of the ZDPA, based on the student perceptions.

The third significance of this research is its contribution towards student privacy
literature body of knowledge on awareness, expectations and confidence boosting.
Available literature shows research studies in either awareness, expectations or
confidence, and to the best knowledge of the researcher, none is shown for the three
concepts all in one study. This study is therefore the first of its kind, which incorporates
the OECD privacy design guidelines, integrating them with the ZDPA privacy
guidelines. This makes it easy to be adopted in Zimbabwe. The instrument can be
used in future to ascertain what the privacy expectations are and how aware students
are of the privacy requirements or conditions. There recommendations are meant to
improve student personal information privacy in universities, which benefits both the

university and students themselves.

Another crucial contribution of this study is the results from the correlations of the three
concepts in the model and how the university could make use of the benefit form them.
The university can use such feedback to focus on the weak relationships and use them
as areas of improvement. The positive relationships will also be in need of
consolidation, to maintain them so that positive perceptions are realised. More so, the
privacy model developed can be adopted and be used by other academic institutions
to understand student expectations and to meet them in practice. They will have to
validate it to suit their scope and context. Even organisations and industries are bound
to benefit from the provisions of the model. They could use the model as a guideline
when processing their employee personal information to assist them to comply with
the ZDPA.

18 SCOPE

This scope of the study is recognised as follows:
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e The study measures the students’ perceptions regarding how the university
upholds their privacy. In this study, perceptions refer to perceptions about the
concepts of awareness, expectations and confidence of the students in the
university on personal information processing.

e Only one university is included in the fieldwork in this research and the scope
was limited to students in one university. However, it is feasible deploy the
developed questionnaire in other universities in Zimbabwe, Africa or even the
world at large. This can be done by validating the instrument in other
universities.

e The study was grounded on the data protection regulations and principles that
were limited to the FIPPs, the 2013 OECD Protection of Privacy and
Transborder Flows of Personal Data privacy guidelines, the GDPR and the
ZDPA bill.

This study was carried out at one private university in Zimbabwe. It is a religious
institution although they do not discriminate based on one's religion, they accept all
diverse students, from diverse backgrounds and with diverse religions and beliefs. The
institution is multi-compassed, all campuses are in towns and cities. Of particular
importance is the fact that the students came from different backgrounds, some
originate from urban cities and towns while others from the rural areas. This
background information is vital as it gives an insight on what could influence the

students’ perceptions on the privacy of their personal information.

1.9 ORGANISATION OF THE THESIS

The overall structure of this thesis is as follows:

Chapter 1: Scientific orientation of the research - This includes the introduction of the
research topic, the problem statement, the research aim and objectives, the research
guestions and the research significance and its contribution. Several other aspects of

research are dealt with in this chapter.

Chapter 2: Privacy, privacy principles and privacy regulations - This chapter gives an

overview of scoping review in analysing privacy as a concept, personal information,
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privacy principles and guidelines and the ZDPA in the design of the information privacy
conceptual model.

Chapter 3: Information privacy perception conceptual model - this chapter emphases
the scoping review pertaining to the three concepts of this study (awareness,
expectations and confidence), the social contract theory and finally concludes with

student personal information privacy perception conceptual model.

Chapter 4: Research methodology — instrument design, research paradigm, research
instruments, how data is collected and ethical considerations.

Chapter 5: Research results — includes the analysis of data, statistical methods,
validation and reliability of the instrument. The results stemming from the research are

presented and also discussed.

Chapter 6: Conclusion, limitations and recommendations - Concludes the research,
cites the limitations and contributions of the study as well as giving some suggestions

on future research recommendations.

1.10 CHAPTER SUMMARY

This chapter gave an introduction of the research topic. It explained the background
of this research and highlighted the problem statement. This led to the different
research questions, which were aligned to the study objectives. A brief summary of
the research methodology was outlined, focusing on how the research was conducted,
the tools, instruments and design adopted to answer the research questions. The
chapter further discussed how to ensure reliability and validity in this study, together
with the relevant ethical considerations made. The research significance and its
contributions were outlined and the research scope was presented. The chapter
concludes by giving the overview of the structure of the thesis. Chapter 2 focusses on
privacy, privacy principles, global privacy legislation, the Fair Information Practice
Principles, the OECD privacy principles, the General Data Protection Regulation and
the ZDPA.
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CHAPTER TWO: PRIVACY, PRIVACY PRINCIPLES AND PRIVACY
REGULATIONS

2.1 INTRODUCTION

This chapter presents the scoping review, and discusses how it is adoptable in this
study. It focuses on the background of the research, starting with the definition of
privacy concepts and principles. It then discusses internationally adopted legislations
and privacy principles like the Fair Information Practice Principles (FIPPs), the
Organisation for Economic Cooperation and Development (OECD) Protection of
Privacy and Transborder Flows of Personal Data as well as the General Data
Protection Regulation (GDPR). It concludes by discussing the ZDPA, which is
integrated in the conceptual model development. The chapter serves as the

background to the study.

2.2 OVERVIEW OF CHAPTER TWO

The chapter is segmented into six main parts. These are:

e First Part (Section 2.3) - discusses the use and adoption of the scoping review
in this study. Also discussed is an overview of existing research.

e Second Part (Section 2.4) - focuses on the privacy concepts and the definition
of privacy, personal information, personal information processing, privacy
concerns, privacy breaches, privacy paradox and privacy compliance.

e Third Part (Section 2.5) - it discusses international privacy principles i.e., Fair
Information Practice Principles (FIPPs) and guidelines of the Organisation for
Economic Cooperation and Development (OECD) Protection of privacy and
Transborder flows of personal data. It also discusses the recently adopted
regulations on privacy, and of particular interest is the newly adopted General
Data Protection Regulation.

e Fourth Part (Section 2.6) — overview of the ZDPA.

e Fifth Part (Section 2.7) — Presents a comparison of the ZDPA with the FIPPs
as the baseline, the OECD privacy guidelines and the GDPR.

e Sixth Part (Section 2.8) - this last section summarises the chapter.
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A summarised snippet of the discussions in this chapter is shown in Figure 2.1.

p

Phase Two: Empirical study

/ Phase One: rature review\

\ 4

Figure 2.1: Chapter summary (Source: Developed for this research)
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2.3 SCOPING REVIEW

This research adopted the scoping review, which is termed ‘“literature mapping” by
some scholars (Davis, Drey & Gould, 2009; Dijkers, 2015; Pham, Rajic, Greg,
Sargeant, Papadopoulos & McEwen, 2014). There are many definitions for scoping
review, though they all seem to emphasise the aspect of a broader perspective to the
topic under research (Arksey & Malley, 2005; Davis et al., 2009; Dijkers, 2015;
Kokolakis, 2017b; Tricco et al., 2016). A scoping review involves synthesising and
analysing a wider range of both research and non-research material in a bid to provide
a greater conceptually clarified field of evidence or topic (Davis et al., 2009; Dauvis,
Drey & Gould, 2009). It is a synopsis of a huge field of research (Colquhoun et al.,
2014). From a different perspective, scoping review is "a form of knowledge synthesis
that addresses an exploratory research question aimed at mapping key concepts,
types of evidence, and gaps in research related to a defined area or field by
systematically searching, selecting, and synthesising existing knowledge” (Colquhoun
et al., 2014 p.1292-4). Mays, Roberts and Popay (2001 p.194) define scoping review
as a method "aim to map rapidly the key concepts underpinning a research area and
the main sources and types of evidence available, and can be undertaken as
standalone projects in their own right, especially where an area is complex or has not

been reviewed comprehensively before".

A scoping review permits a more generalised question and inquiry of similar literature
(Peterson, Pearce, Ferguson & Langford, 2017). More advantages provided by a
scoping review include having a much smaller depth but with a larger conceptual
range, making it flexible and able to cater for a variety but relevant literature that uses
assorted methodologies (Davis et al., 2009; Dijkers, 2015; Peterson et al., 2016). The
main objectives for conducting a scoping review are to summarise and disseminate
the research findings, identification of gaps in the research area, making some
recommendations, especially for research to be conducted in the future, as well as for
mapping the literature body with the relevance to location, time, origin and sources
(Arksey & O'Malley, 2005; Colquhoun et al., 2014).
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2.3.1 Stages in the scoping review

Using the Arksey and O'Malley (2005) model, the following are the stages of the

scoping review:

Identifying the research question — Researchers use the Population,
Concept and Context (PCC) mnemonic i.e., population (who), concept (what)
and context (with what quantifiers) (Colquhoun et al., 2014). This is where the
domain to be explored is specified (Dijkers, 2015).

It starts with wide descriptions for the sample population, the outcomes, to
guarantee breadth of search coverage, and then using the scope and volume

of references generated for setting parameters.

The scoping review in this study was done for the following reasons:

to define privacy terminology like privacy, personal information, personal
information processing, privacy concerns, privacy breaches, security policies
and privacy compliance.

to have an overview of existing work and show how privacy is applicable to

universities.

Find the appropriate studies — This is done through the databases
(electronic), reference lists, websites of organisations and conference
proceedings. (Dijkers, 2015). Identifying relevant studies as exhaustively as
possible, selecting primary studies (both published and unpublished) and as
well as reviews relevant for answering the main research question. researcher
adopted an approach that involved probing for research evidence through

different sources in order to achieve this.

Databases that were used include ACM, ScienceDirect, IEEE Xplore, Scopus, Google

Scholar, Sage Research and Web of Science. Some online websites were used to

enhance literature not found in books, journals, and conference proceedings. This was

done to make the selection comparable. All these information sources were added into

the Mendeley desktop application for easier navigation and administration of sources.

The years of publication included ranged from 2000 to 2020.
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iii. Select studies which are applicable to the question(s) - The criteria for
inclusion used in the scoping study is correlated with the type of study, the type
of intervention, the care recipient group, and career group. It is vital for decision
making though it is time consuming (Colguhoun et al., 2014). Unlike systematic
reviews, the inclusion and exclusion criteria are established post hoc, after
familiarization with literature has been acquired (Arksey and O'Malley, 2005).

In this study, the scoping review was conducted to assist in defining privacy related
terms. It also gave an overview of existing work and showed how privacy is applicable
to universities. The following key words were the main focus: “privacy”, “privacy
perceptions”, “privacy concerns”, “personal information”, “privacy breaches”, “privacy
compliance”, “privacy and awareness”, “privacy and expectations”, “privacy and
confidence”, “information privacy perception”, “privacy models”, “privacy and social
contract” among several other functional terms of the study. A process of searching
and reviewing was done. Relevant articles were downloaded from the online
databases and uploaded to the Mendeley desktop application for easier usage.
Articles matching the search criteria were read with the appropriate ones selected. For
the exclusion criteria, studies external the publication dates of preference, studies
external to the student privacy expectations, privacy awareness levels and privacy
confidence levels were excluded. In addition, all studies not describing the privacy of

personal information were excluded.

iv.  Charting the data — This is the material on and from other relevant research
studies (Dijkers, 2015). Key items as an output from the primary research
reports were reviewed. A summary of each study was done in an excel sheet.
Also summarised were the collecting standard information on each study on
aspects like the author(s), the year of publication, the study location, the
duration and the type of intervention, sample space (population), the purpose

of the study, the methodology used, output measures and the crucial results.

v. Collate, summarise and report the results - This is a stage involves the
collating, summarising as well as reporting of the output/results. The exposure
of the gap in this study is centered on the literature review, which depicted how
different scholars managed to do their own research as well as the weaknesses

in those studies. The significance must not be on the "weight of evidence",
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neither must it be on the evaluation of the evidence quality; rather, it should be
on the analytic model for the guidance of the account of narration from the
existing literature. After charting, an in-depth analysis of the features of each
study, the interventions, sample population, all the participants, the research
methods and instruments used, deliverables and gaps were done. A total of 1
189 publications from the academic databases were retrieved and 637
publications were recovered from the Google (the search engine). Duplicate
publications totaling 645 were removed from the search. After the exhaustive
exclusion criteria based on many aspects, including the screening done using
titles and abstracts for relevance, a total of 105 publications met the conditions
necessary to be included in this research. Figure 2.2 below illustrates the

stages according to the search that was conducted.

Google search engine sources
n =637

Search from electronic databases
[ACM, Google Scholar, IEEE,
Sage Research, ScienceDirect,
Scopus, Web of Science]
n=1189

Screening of records Exclusion based on
n=1117 abstracts = 529

\ 4

Eligible publications = ) Exclusion based on

588 eligibility and paper title

=483
105 studies met
conditions necessary
for inclusion in the

Figure 2.2: Search phases on student privacy awareness, expectations and

confidence
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vi. Consultation exercise - The last stage is optional, and it relates to a consultation
exercise with experts. This phase was excluded from the scope of this scoping review.

2.3.2 Overview of existing research

This section gives an overview of existing research on privacy. Related privacy models
are discussed and examples of universities that have compliance privacy models are
given. Also done in this section is a discussion about privacy instruments and privacy
models and the reasons for not adopting them. A brief discussion of student
perceptions (awareness, expectations and confidence) on privacy is also done.

2.3.2.1 Related privacy models

In privacy models, the focus is on how privacy works (Mai, 2016). Research has been
conducted extensively on privacy related matters. To make conclusions on such
privacy related studies, instruments and models have been developed. A few

examples can be cited.

A study (Malhotra, Kim & Agarwal, 2004) for analysing online consumer (student)
concerns on privacy and their reactions to different privacy threats on the internet
developed an instrument and a validated model. The main drawback of their
instrument and model is that it was only peculiar to the online context, making it difficult
to be customisable for an academic environment, covering the student perceptions.
Hence, it could not be adopted for this study. Kyobe (2010b) developed a framework
(similar to a model) which could be used in a university environment for compliance
with legislation on information security. Awareness was considered one of the
problems in compliance and the study recommended that existing controls be used in
alignment with the regulatory requirements. Unfortunately, his framework proffered

guidance in information security compliance.

Another privacy model for mobile users was developed for the measurement of privacy
concerns (Xu, Gupta, Rosson & Carroll, 2012). It included the perceptions of users but
it was limited to the mobile context. Samani, Ghenniwa and Wahaishi (2015) also
developed a privacy model for the analysis of privacy concepts and concerns but the

scope of the model was only limited to the Internet of Things (IoT) technology. Thus,
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it only focused on the personal information privacy when using 10T applications. An
attempt to analyse privacy models was also made by Victor, Lopez and Abawajy
(2016) although, again, their model was limited to big data privacy in this digital world.

A 29-item instrument developed by Martin, Gupta, Wingreen and Mills (2015) for the
privacy of personal information placed more emphasis on disclosure, storage,
awareness, use and collection related issues. They also developed a conceptual
model that can aid in achieving the personal information privacy. The objective of their
instrument and model was to reflect on the internet users' concerns pertaining to
information privacy. The instrument by Martin et al. (2015) could not be adopted for
this research because it does not examine student perceptions from the awareness,
expectations and confidence perspectives, as it was only meant for a small sample.
More so, the conceptual model does not give the specifics of how the student
perceptions are addressed and the implication of the aspects addressed in the

research to trust and confidence

One popular model amongst privacy concerns scholars, the Internet Users Information
Privacy Concerns (IUIPC), was used by Harborth and Pape (2019). Its main focus was
on the measurement and analysis of privacy concerns of online users and therefore,
the instrument and model are not be ideal for the measurement of student perceptions

on privacy.

In fact, many researchers focusing on privacy have developed privacy instruments
and to some extent, privacy models. Unfortunately, they only suited certain defined
scopes and contexts and this research could not adopt neither the already developed
instruments nor the models. More so, these models were not based on FIPPS or
privacy conditions of the law, which was a limitation towards their adoption in this
study. This research made use of both local (ZDPA) and international privacy
principles and regulations in its perceptions measurement (FIPPs, the OECD privacy
regulations and the GDPR), hence the need for developing new privacy instrument

and privacy model.
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2.3.2.2 Privacy models in academia

The 105 studies alluded to above were used to search for available literature on what
was being done by other universities on privacy models. It was found that some
universities had privacy models customised with the current privacy best practice
regulations. For example, the University of Plymouth has a privacy model that is
grounded on the customisable General Data Protection Regulation (GDPR) and
focuses on what type of information does the university have, who has authority over
the information, where to locate the information and how long is the information going
to be kept (University of Plymouth, 2019). The model, as indicated by the University
of Plymouth (2019), aims to achieve compliance with regulatory obligations, including

the GDPR, privacy protection of individuals and reducing security breaches.

Monash University from Australia customised their privacy model with the GDPR in
mind because they were cognisant of the impact of the GDPR on some of their
European partners, since the GDPR can be activated even by association and Monash
university has global reach, including with European Union universities (Monash
University, 2020). This implies that there is need for them to meet the compliant
clauses and requirements (Daly, 2018). The university had separate statements on
how privacy will be upheld based on the data protection and privacy collection based
on general student data, admission data, alumni information, employee information,
research information and even visitors and inquiry data. The objectives of the model
included the implementation of privacy measures that enable compliance where
applicable and getting a template of drafting a privacy model that complies with such

international standards consistent with the GDPR (Monash University, 2020).

The University of Canterbury also has a privacy model that complies with the New
Zealand Information Privacy Principles, which underpin how information will be used,
and these include purpose collection, source of personal information, manner of
collection, access, storage and security, correction of information, checking accuracy
of information before use, limits on use, limits on disclosure and unique identifiers
(University of Canterbury, 2019). In addition, the Flinders University used a model that
allowed them to uphold privacy principles through a privacy policy, personal
information protection procedures and provision of a quick guide for the management

of privacy as asserted by the Flinders University (2016). The privacy policy model
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serves the purpose of showing commitment by the university on how they value the
privacy and protection of students' personal information.

In comparison to this research’s context, these models do not integrate student
awareness of students on privacy awareness and the expectations of student on
privacy which, in the researcher’s view, are prerequisites for instilling confidence
based on the social contract theory. Their main focus was on awareness, which is one
concept from a total of three that are examined in this study. The privacy models
emphasised their national privacy policy frameworks and the GDPR. They do not take
cognisance of the FIPPs principles and OECD privacy guidelines. In addition, most of
the models and frameworks thrust their determination on privacy implementation by
the universities, indicating the various steps to be observed to without essentially
observing other components like the awareness, the expectations and the student

confidence in the university.

2.3.2.3 Privacy awareness influence in compliance

In a research for the model that favours compliance with policies and regulations in a
university setting, Kyobe (2010) highlights that awareness and training are some of
the privacy and security practices needed for compliance with regulatory
requirements. From his study, an awareness practice favours compliance as it
increases students’ knowledge on privacy related matters. According to Kyobe (2010),
laws and regulations can only be useful if there is knowledge and therefore awareness
from the students, resulting in compliance. Although this is very important, there is
also need to look at what the student will be expecting on privacy and analyse the
student’s confidence as it will yield privacy compliance (Taddei & Contena, 2013).
Chen and Ismail (2013) conclude in their study that although students are aware of
the importance of protecting their personal information, they do not clearly grasp the
consequences of the university illegally using the personal information. Being aware
of their privacy expectations would be crucial for the students, building confidence in
the university, resulting in privacy compliance. Therefore, privacy awareness can be
instrumental in aiding and guiding a university in privacy compliance as suggested by
Kyobe (2010a).
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2.3.2.4 Student privacy awareness, expectations and confidence

Student expectations and attitude were analysed (Kurkovsky & Syta, 2011) in relation
to using electronic communication and its effect on trust and privacy. Students showed
awareness of privacy policies and regulations, but had the expectation that the
electronic communication must always remain private. Similarly, in an effort to gather
student expectations in an e-learning environment, students were asked to submit
information they would trust and have confidence in (Dwyer & Marsh, 2016). The
results showed that the students had high levels of awareness, with varying
confidence and preference levels in engaging the e-learning systems. Furthermore, a
study by Dwyer and Marsh (2016) posits that for proper engagement between the
university and the students, students are supposed to be actively involved in how they
make decisions on their personal information privacy. These studies show awareness
and levels of confidence of students on privacy related issues but lack the aspect of
gathering more information on the student expectations. Therefore, there is need for
a follow up study on awareness, expectations and students’ confidence, especially
with new regulations like the ZDPA being regarded as the cornerstone in upholding

privacy principles within university environments in Zimbabwe.

Universities are expected to increase privacy awareness and permit students to
exercise their consent right when personal information is to be handled, and lack of
awareness is a threat to the students’ privacy (Isabwe & Reichert, 2013). According to
Botha et al. (2015), this awareness must not be a once off event, it must be done
continuously so that individuals and organisations are educated on what is expected
of them in privacy. It is also important to realise that expectations will continuously
change in the increasingly digital age (Arnold & Sclater, 2017) and as such, students

will keep changing goal posts in terms of their expectations.

Studies have been done to assess several concepts within the university environment
(Adelola et al., 2014; Chen & Ismail, 2013; Coleman & Purcell, 2015; Dwyer & Marsh,
2016; Kokolakis, 2017; Kurkovsky & Syta, 2011; Kyobe, 2010b; Stange, 2011; Taddei
& Contena, 2013), but none has been carried out on the students’ awareness,
students’ expectations and the attributes that constitute to an increase of student
confidence in the university. This raises the necessity of a diagnostic tool to aid

universities in being thoughtful of privacy concerns by the students and their
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expectations personal information protection, privacy and assist in giving effect to
adherence with the privacy constitutional right. The next section discusses privacy

background and privacy principles.

2.4 BACKGROUND OF PRIVACY AND PRIVACY PRINCIPLES

Privacy is believed to vary from one culture to the other (Djatmiko, 2014; Martin, 2015).
Although there exists many definitions of privacy (Choi, Lee & Sohn, 2017; Katell et
al., 2016; Kurkovsky & Syta, 2011a; Miltgen, 2009; Mohamud et al., 2016), it seems
grasping its limits and scope is elusive to many theorists (Pelteret & Ophoff, 2016).
There are various concepts that are discussed in this chapter pertaining to privacy,
but the inceptive point should be a clear understanding of defining the term “privacy”

and related concepits.

2.4.1 Privacy definitions

Privacy is "the ability of an individual to control the terms under which their personal
information is acquired and used" (Ackerman & Mainwaring, 2005 p.2). From a
different perceptive, Almatarneh (2011) defines privacy as a multi-dimensional
concept that gives the right to avoid personal information disclosure to others and that
very right to be left alone. Miltigen (2009) weighs in and views privacy as the confined
mentality within individuals that it is constantly limited to the capability of individuals to
limit access to one’s personal information, and the influence of self-disclosure
particularly on the internet. Although Miltigen’s definition is concentrated on internet
privacy, it resonates with Schofield and Joinson's (2008) definition in that they all give
the right to disclosure to an individual. Besides suggesting that privacy is the right to
be left alone, Smit, Lyons, McAllister and Slonim (2009) also reiterate that the
definition has since evolved because of advancements in technology, as it now
includes the conviction that individuals are supposed to have control over whom and
when they might decide to disclose their personal information. Smit et al. (2009) seem
to have integrated definitions by Ackerman and Mainwaring (2005), Almatarneh
(2011), Miltigen (2009) and Schofield and Joinson (2008).

Chen and Ismail (2013 p.434) define privacy as "the right to be free from secret

surveillance and to determine whether, when, how and to whom, one's personal or
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organisational information is to be revealed". Besides disclosure, Chen and Ismail
(2013) seem to be emphasizing the control aspect in defining privacy. Talib et al.
(2014) also defines privacy as the right of people to control their own personal
information and to decide whether to keep or disclose it. This definition also puts much
emphasis on the control to one’s personal information. Mohamud et al. (2016) define
privacy as being linked to the ability of a person to share information with others, all
the safeguards that are needed on the information and the freedom to decide whether
to keep information to oneself without being forced to share. So it can be further said
that personal information privacy is the ability of any person to have control of
information about oneself (Choi et al., 2017). These definitions are centred on the
control of personal information though some are adding the aspect of deciding whether
to keep or share the personal information. Some definitions add to their scope to cover
more aspects like keeping, sharing and all the necessary safeguards to protect

personal information.

Privacy seems to be the most challenged concept with many information intermediary
companies like Facebook, Microsoft and Google at the vanguard of defining their user
privacy conditions, especially on how the collection of data is done, how the
processing of the data is done and practises of information dissemination (Sargsyan,
2016). In a broader sense, privacy can be viewed from multipledimensions. An
argument from some school of thought posits that privacy is no longer regarded as a
social norm since most people are used to sharing their personal information and
experiences especially when online, as argued by the Facebook founder, Mark
Zuckerberg (Jordaan & Van Heerden, 2016). On the contrary, Jardaan and van
Heerden (2016) contend that some individuals are quitting Facebook citing concerns
about their privacy. This means that privacy issues are complex and will need to be

understood from a broader perspective.

A summary of definitions by different researchers on privacy is shown in Figure 2.3

below.
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The ability to control the

Ability of individuals

with others, with all the
safequards needed & whether
to keep the information to
oneself without being forced to
share (Mohamud et al., 2016)

one's personal
information and to
decide whether to
keep or disclose
(Talib et al., 2014)

terms personal to limit access to Right to be left
information acquisition one's personal data alone (Smit et al
and use (Ackerman & Miltigen, 2009 2009)
Mainwaring, 2005) ( )

Right to prevent Righ_t to determine
disclosure (Schofield - i dlsc,:psmgf?f P
2 Joi 2008) information (Chen
Jdouson, Ismail, 2013)
The ability to share information The right to control The ability of any

person to have
control of
information bout
oneself (Choi et al,
2017)

Figure 2.3: Different privacy definitions

From Figure 2.3 above, it can be noted that the most common aspects in
understanding and defining privacy are the ability to be left alone, having control over
personal information with respect to acquisition, disclosure and sharing of the personal

information and security safeguards on personal information.

Within the context of this study, the researcher integrated various aspects in defining
privacy since most of them focused only on one or the other domain. For example,
one definition could be limited to control, the other on disclosure, or being left alone.
The researcher defines privacy as the ability of an individual to be left alone and have
control of one's personal information ranging from how the personal information is
acquired and shared and/or disclosed, with the expectation that the entity that
processes information will apply the necessary security safeguards that are needed to
accomplish integrity, availability and confidentiality of such personal information.

Therefore, there is need to understand personal information.
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2.4.2 Personal information

The OECD (2013, p.13) defines personal data/ information as “any data or information
concerning an identifiable or identified individual”. Privacy concepts and concerns on
personal information have moved from simply focusing on the physical body, as the
advances in information technology have evolved towards its use and abuse by
individuals and companies (Chen & Ismail, 2013). According to El-sheikh (2013), the
aspect of personal information protection is a crucial human right aspect that demands
organisations and institutions not to be given authority of deciding policies in this

regard, as it is deemed a serious matter which must not be compromised in any way.

Santanen (2018) stresses that privacy is a prudent social issue that is affecting
everyone and lack of it limits people on how they disclose themselves especially during
social interactions. This formulates the concept of personal information under
discussion. Privacy of personal information is a fundamental expectation by anyone
who uses technology and it has to be respected, anything else will constitute a
psychological contract breach (Mamonov and Benbunan-Fich, 2015). Personal
information which can be gathered, processed, stored and used include information
such as names, age, sex, email, ID number, address, phone number, location details,

financial details and health details (Sargsyan, 2016).

According to the ZDPA (Zimbabwe Data Protection Act Bill, 2013 p.7), personal

information is;

...information relating to a data subject, and includes: (a) the person's
name, address or telephone number; (b) the person's race, national or
ethnic origin, colour, religious or political beliefs or associations; (c) the
person's age, sex, sexual orientation, marital status or family status; (d) an
identifying number, symbol or other particulars assigned to that person; (e)
fingerprints, blood type or inheritable characteristics; (f) information about a
person’s health care history, including a physical or mental disability; (g)
information about educational, financial, criminal or employment history; (h)
opinions expressed about an identifiable person; (i) the individual’s personal
views or opinions, except if they are about someone else; and (j) personal

correspondence pertaining to home and family life.
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This working definition by the ZDPA summarises personal information in terms of
characteristics of a person, his/her behaviour, opinion/views and the person's
attributes and his/her personal possession. Personal information is needed in
organisations and institutions so that it can be processed for various uses as

deliberated in the following section.

2.4.3 Personal information processing

Protection of information contributes towards its privacy (Miltgen (2009). It is also of
paramount importance that when information is gathered, it is processed and used
only for the purposes it has been collected for, otherwise it becomes a breach of
privacy (De Hert & Papakonstantinou, 2012). In their working definition, the Data
Protection Bill of Zimbabwe (Zimbabwe Data Protection Act Bill, 2013 p.7) defines

personal information processing as referring to;

...any operation or set of operations which is performed upon personal data,
whether or not by automatic means, such as obtaining, recording or holding
the data or carrying out any operation or set of operations on data, including
(a) organization, adaptation or alteration of the data; (b) retrieval,
consultation or use of the data; or (c) alignment, combination, blocking,

erasure or destruction of the data.

The above definition puts emphasis on all the actions and processes that are
undertaken on personal information. In addition, Kim, Park, Park and Ahn (2019) state
that personal information processing must also include operations to personal
information such as collection, organisation, storage, recording, alteration or
adaptation, consultation, usage, dissemination, transmission, disclosure or otherwise

availing it, restriction, its integration or destruction.

As pointed out by Lawler and Molluzzo (2011), some students in universities are not
privy to how their sensitive personal information is gathered, used and how it is shared.
This also creates an avenue for personal information misuse. Use of personal
information for individuals has many advantages but it is also equally prudent that the

information is protected adequately, which calls for legislations to be put in place to
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regulate its usage (El-sheikh, 2013). In the European Union, the GDPR has made it a

prerequisite that information can only be transferred from Europe to any country as

long as it does have adequate laws on data protection, in accordance to the European

Commission (Sargsyan, 2016). Personal information privacy and its processing are a

continuous information concern to multiple stakeholders like individuals, scholars,

business people, government regulators and more so, privacy activists (Ozdemir,
Benamati & Smith, 2016; Yang & Wang, 2014).

Personal information is being collected, stored and processed by universities. Every

time a student requires a service at a university, personal information about the

student is submitted (Yang & Wang, 2014). The table shown below depicts examples

of personal information of students that universities process.

Table 2.1: Examples of personal information that universities process

Study Personal Information Example
Rezgui & Marks | Student electronic records | Social security numbers and
(2008) and student identification biological material, alumni and

Scan IDs for registration

Kyobe (2010)

Student performance for
exam purposes

Student enrolment, student marks

Kurkovsky & Syta
(2011)

Private student information

Academic records, financial
records and health related records

Lawler, Molluzzo &
Doshi (2012)

Personal information in e-
leaning environments

Email addresses

collection during enrolment
and registration

Azemovi¢ (2012) Student performance in e- | Student courses, grades, exam
learning environment marks

Yang & Wang | Student registration Personal photos, mobile numbers,

(2014) physical address

Hossain & Zhang | Student age during | Student age

(2015) enrolment

OAIC (2015) Personal information | Admission, enrolment, academic

progress, studies, participation
and attendance, tuition fees and
penalties, academic agreements,
discipline, assessments etc.
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Bansal, Zahedi & | Sensitive privacy | Student's health records,

Gefen (2016) information disability, religious information etc.
Nwaeze, Zavarsky | Student personal | Student name, student ID, date of
& Ruhl (2017) information during | birth, phone number, email

registration and enrolment | address, social security number

Feri et al. (2016) Disclosure of personal | Name of subject and the result
information

From the above table, it can be seen that the university uses personal information for
student enrolment and registration and examples are names, age, gender, student
numbers, student IDs, physical addresses, social security numbers, email addresses,
phone numbers and photos. Once the student is enrolled, the university will also need
to capture the student’s health records, academic records, financial records,
attendance, academic agreements, disciplinary issues, assignments and
assessments in academic progress, examination marks, and alumni records. The
ZDPA bill will therefore apply to universities as these fields of student personal
information are collected by the universities. As highlighted in the ZDPA bill (Zimbabwe
Data Protection Act Bill, 2013), the bill will apply to both private and public entities —
universities included, as long as they collect, use, process, transmit and store
information of any identifiable persons (including students). The processing of

personal information brings about many privacy concerns.

2.4.4 Privacy concerns

Evidence points to the fact that people are increasingly making personal information
readily available publicly, leading to the upsurge of privacy related concerns (Choi et
al., 2017; Kruikemeier et al., 2020; Mamonov & Benbunan-fich, 2018; Nadasen,
Pilkington & Da Veiga, 2016). Privacy concerns are a continuous troublesome
dimension in information technology research and they are an international area of
concern (Kokolakis, 2017; Mamonov & Benbunan-Fich, 2018; Ozdemir, Benamati &
Smith, 2016; Sodiya & Adegbuyi, 2016). They can be viewed as beliefs about the
possibility of undesirable penalties of the gathering, collection and use of personal
information (Kruikemeier et al., 2020). The concerns by the customers on privacy are
largely based on their lack of control regarding their personal data as well as being
sceptical on how the data collector will handle their data during processing (Okazaki

et al., 2020). They are common as long as there is existence either in digital form or
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otherwise of personally identifiable information (Sodiya & Adegbuyi, 2016). Surveys
carried out indicate that privacy concerns in the digital age are skewing upwards due
to the complexity of controlling new technological trends (Kokolakis, 2017;
Kruikemeier et al., 2020; Okazaki et al., 2020). These privacy concerns have also
been increased by the fact that websites can now collect information unobtrusively,
which also affects trustissues (Bansal et al., 2016; Bellman, Johnson, Kobrin & Lohse,
2004; Haddad & Aimeur, 2018; Martin, 2018). As posited by Aghasian, Garg, Gao, Yu
and Montgomery (2017), ignorantly sharing personal information especially when

online poses privacy risks.

Privacy concerns become easy to handle when there is an appropriate strategy for
aggrieved persons to lobby a complaint about concerns as propounded by Adelola,
Dawson and Batmaz (2014). To help address most of the privacy concerns that are
originating from the increase in use of personal information and the risk it poses to the
generality of the whole globe, the OECD assists in combating them (OECD, 2013a).
There is also the GDPR, which aims to harmonise all data protection laws within the
EU member states and try to offer better compliance using regulatory models
(Preuveneers, Joosen & llie-Zudor, 2016). The Fair Information Practices Principles
also aims to lower and correct some of the growing privacy concerns in the use and

processing of personal information (Guffin, 2017).

Students need to have confidence in the university that they will observe and uphold
their personal information privacy (Akpojivi & Bevan-Dye, 2014). Students gain
confidence in the university if it processes their personal information observing the
privacy guidelines and privacy legislations, as stated in the privacy model by OAIC
(2015). Unfortunately, privacy concerns can hinder trust and confidence within an
institution (Hasbullah, Abdul, Wan & lIsa, 2013; Kokolakis, 2017; Miltgen, 2009);
Gajanayake et al., 2011; Heath, 2013). Globalisation, growth of internet and the
dominant upsurge in social media usage have also immensely contributed towards
the growth of privacy concerns (Martin, Gupta, Wingreen & Mills, 2015). One major
problem for raising privacy concerns is the profiling of personal information by
university administrators, as this is an intrusion into sensitive personal information that
might lead to the discovery of “non-obvious private information” (King & Forder, 2016).
As a mitigating technique, one way of coming up with solutions to privacy concerns is

to give students overall control of how they are to use their personal information
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(Sargsyan, 2016), which will ultimately increase trust and hence confidence (Huang &
Bashir, 2016).

As deduced from interviews by Stange (2011), students are most concerned about
their personal information confidentiality and there is need therefore for student
engagement in privacy related issues, including the quality of the information that the
university will be handling. Studies (Fink, 2012; Gajanayake et al., 2011; Yang &
Wang, 2014) have discovered that if students are having privacy concerns, they tend
to disengage participation and prevent sharing some vital information, which might be
detrimental to the university needs and demands for information use. Privacy concerns
are also determined by the level and degree of control over one's personal information,
which also ultimately has influence over trust and confidence (Taddei & Contena,
2013).

Privacy concerns are relevant to this study because they impact on and affect student
confidence levels (Akpojivi & Bevan-Dye, 2014; Huang & Bashir, 2016; Katell et al.,
2016; Kurkovsky & Syta, 2011; Stange, 2011), as students might disengage
participation in providing information that might be crucial for university use (Anjum et
al., 2018; Gajanayake et al., 2011; Stange, 2011). Privacy concerns are also a result

of privacy breaches as discussed in the next section.

2.4.5 Privacy breaches

One can define privacy breaches as unauthorised disclosure of personal information
(Islam, Watson, lannella & Geva, 2017). It has been deduced from empirical research
(Lawler & Molluzzo, 2011; Lumpur, 2010) that people tend to share personal
information without seeking permission or consent from friends, and this constitutes
privacy breaches. The GDPR obligates any organisation/ institution/ company to take
the necessary safeguards and to inform its data subjects instantly if there is a breach
to its data/ information (European Union, 2016a).

Because of the use of various techno-driven instances that have the capability of
collecting and leaking personal information, this has led to the upsurge of incidences
of privacy breaches (Kokolakis, 2017; Mamonov & Benbunan-fich, 2018; Okazaki et

al., 2020). Surveys indicate that privacy breaches in the digital age are skewing
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upwards (Kokolakis, 2017; OECD, 2013). This is mainly accredited to the use of many
sophisticated tools, techniques and equipment in the digital age (lachello & Hong,
2007). Privacy breaches need better safeguarding ways and the need to design
incident response strategies in order to protect privacy (OECD, 2013b). These privacy
breaches are also mainly regarded as a responsibility of the data safeguarding entities
(lachello & Hong, 2007). Data breaches are a result of unwanted behaviour that can
be analysed from many perspectives, including employees not following the right
procedures, thieves stealing devices especially portable ones or unprotected systems
being accessed by hackers (OECD, 2013b).

According to Rezgui and Marks (2008), the University of Texas had information
breaches of 200 000 student records which were accessed illegally and such records
included student social security numbers, biographical information and alumni
information. In addition, according to an online blog for the analysis of university data
breaches in the United Kingdom (Irwin, 2020), posits that data breaches in university
environments are becoming more frequent as supported by empirical evidence of 54%
of universities reporting data breaches. Within the Zimbabwean context, it has been
reported that the Harare Institute of Technology (HIT) has been attacked twice within
two years and sensitive personal information including names, passwords and
registration numbers was stolen (Mudzingwa, 2018). The National University of
Science and Technology (NUST) was also compromised, where hackers demanded
a ransom in the form of bitcoins so that the university system would be restored
(Pindula News, 2017). These are cases of privacy breaches on student personal

information.

Research on academic privacy breaches concluded that personal information
breaches constitute at least 21% of all breaches reported, representing the highest
number of any breaches in comparison to any other business domain (Ayyagari &
Tyks, 2012). The breaches include personal information disclosure through hacking,
unauthorised personal information disclosure, student social security numbers being
displayed, examination results being displayed, viewing admissions and enrolment
lists, universities not disclosing vulnerabilities and accounts records among other
breaches (Privacy Rights Clearinghouse, 2019). As research has shown, the breaches
could have been mitigated if there was more awareness to curb such incidences

(Krzych & Ratajczyk, 2013). There appears to be a relationship amongst the total
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number of students and the data breaches (Mello, 2018). In other words, the more
students the university has, the more likelihood there is of data breaches. Therefore,
raising awareness about student personal information privacy breaches is prudent in

a university setting (Ayyagari & Tyks, 2012).

The data controller has a duty to report any form of privacy breach to the regulating
body (Fink, 2012). A data controller refers to "any natural person and legal person
excluding a public body which alone or jointly with others determines the purpose and
means of processing of personal data" (Zimbabwe Data Protection Act Bill, 2013 p.6).
Any form of breach would cause panic and privacy concerns to the students and they
might not know the severity of the breach on their personal information (Ackerman &
Mainwaring, 2005; Kyobe, 2010b). Such an experience (privacy breaches or
violations) will have a negative impact on the confidence in the university of the
students in observing their personal information privacy (Bansal et al., 2016; Huang &
Bashir, 2016; Kruikemeier et al., 2020). Privacy compliance by employees within an
organisation can result in the reduction of privacy breaches (Coleman & Purcell, 2015;
Greene & Arcy, 2009).

Institutions must know that one key precursor for data breaches and violations is lack
of awareness (Botha et al., 2015) and having higher awareness levels will reduce or
lower the rate of privacy breaches reports (Tan, Wen Yong Chua & Chang, 2014).
Universities will be exposed to technological growth/trends in data collection, sharing
of information and data mining techniques and as such, there is need to also consider
the costs associated with data breaches (Bansal et al., 2016). Therefore, in case of a
breach, the data controller has to immediately report such a violation within the
shortest possible time (OECD, 2013b; Preuveneers et al., 2016a; Zimbabwe Data
Protection Act draft bill, 2013), with the GDPR stating that reporting has to be done
within 72 hours (Cornock, 2018). In cases of privacy breaches and violations, there is
need for warnings as early as possible. Therefore, the organisation should comply to
avoid the backlash of the consequences of privacy breaches, which some

organisations are not aware of (Botha et al., 2015).
Privacy breaches are relevant to this study because they reflect on the need for
notifications and awareness by institutions to help curb them. The organisations are

likely to have less privacy breaches if their employees are aware of privacy during the
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processing of customers’ personal information (Botha et al., 2015; Tan et al., 2014).
Privacy breaches are believed to give negative perceptions to students on privacy
(Anjum et al., 2018). There is need to curb the increase of privacy breaches as
witnessed in institutions of higher learning (Coleman & Purcell, 2015). According to
Waldman (2020), it is unfortunate that sometimes the users are cognisant of such
privacy concerns and breaches, but they behave in an contradictory manner.

2.4.6 Privacy paradox

Privacy paradox is the tendency of customers to behave in a manner that contradicts
the privacy concerns stated or that contradicts their privacy attitudes (Bandara et al.,
2020; Hallam & Zanella, 2017). It is a tension between the customer's preferences
and their actual behaviour (Barth & de Jong, 2017; Martin, 2020; Waldman, 2020).
Martin (2020) and Kokolakis (2017) further explain the privacy paradox as a scenario
when consumers (students) attach value to privacy during surveys but their actions
suggest that they still continue disclosing their personal information. The privacy
paradox concept is further constrained by the fact that although user privacy has
become a fundamental issue worth addressing, social networking sites are now part
of our daily lives and act as social actors (Fatima et al., 2019). This results in
completely divergent outcomes of the social world. The privacy paradox is complex
because on one hand there is the general pressure for service providers to protect
users’ personal information and on another hand the service providers need to fulfil
their business obligations, in some cases using personalised services (Kaaniche,
Laurent & Belguith, 2020).

In other terms, the privacy paradox is a scenario when the level of privacy behaviour
is in incongruity with the levels of privacy concern stated (Li, Luo, Zhang & Xu, 2017).
This phenomenon can be analysed from both the organisation (university) as well as
the user (student) perspective. The students are conflicted between expressing their
concerns on how their personal information protected and handled, against their
behaviour in voluntarily giving away such personal information especially when online
and their failure to protect their personal information (Gerber, Gerber & Volkamer,
2018). The university employees are aware that they need to collect student personal
information for processing. At the same time, there is need for limiting the collection

only for the specified purposes. Thus, a tension is created, which according to Martin
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(2020), is a paradox on privacy. Therefore, it is imperative that the privacy paradox is
reduced. One of the ways of mitigating and reducing the paradoxical behaviour is the
promotion of privacy protection and awareness (Barth, de Jong, Junger, Hartel &
Roppelt, 2019).

The privacy paradox is important in understanding the human behaviour, especially in
the university context in this study. There is a paradox in privacy as the university tries
to gather as much information from the students as possible for use, against the need
for having students’ privacy, a situation lamented by Cloarec (2020). As the university
will be trying to use students’ information for the common good, the temptation and
risks of information misuse will create privacy concerns (Cloarec, 2020). The university
must not be a victim of the paradoxical behaviour, as they claim to be cognisant of

student privacy concerns but go on to disclose their personal information nonetheless.

2.4.7 Privacy compliance

Regulations are put in place to instil compliance and the privacy concerns can only be
swiftly alleviated with the help of regulations, as alluded to by Burdon (2011). Actually,
regulations are a remedy to failure in compliance as they provide a roadmap on how
privacy issues must be handled (Gellman, 2017). That is why many countries,
including Zimbabwe, are trying to uphold the privacy of personal information by coming
up with regulations for information collection, handling and usage. The privacy
compliance task has been tasked to the data controller, the one who will be processing
the personal information of people (OECD, 2013a; Zimbabwe Data Protection Act Bill,
2013). According to the OECD privacy regulations (2013), every data controller must
provide for suitable safeguards founded on privacy risk evaluation that ensures

compliance to privacy principles.

There must be fair warning on those employees who fail to comply, with consequences
clearly stated (Kurkovsky & Syta, 2011). Accountability and auditing as FIPPs privacy
principles, increase privacy compliance as organisations must be accountable
(Federal Trade Commision, 2007; Gellman, 2017). The GDPR was also put in place
to proffer the rules for protecting and personal information processing, to safeguard
the fundamental human rights as well as freedoms of any natural person on their

personal information and ensuring the free movement of personal data within Europe
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(Cornock, 2018). Therefore, there is need for compliance with respect to these GDPR
requirements. The GDPR applies to Zimbabwe, as European students can be

engaged in research and studies within Zimbabwean universities.

Research (Kurkovsky & Syta, 2011) has concluded that when users are having their
electronic communication monitored, they are more likely to comply with privacy laws
and principles and it is even better if they are made aware of such monitoring policies.
As Gellman (2017) argues, compliance plays a very important role in instilling
confidence about an organisation, institution or entity in terms of how they will handle
personal information. Organisations and institutions are meant to comply with the
ZDPA and failure to comply will result in various penalties (Zimbabwe Data Protection
Act Bill, 2013). Privacy compliance tends to reduce personal information abuse,
leading to the observation of ethical consideration which is critical in this information
age (De Hert & Papakonstantinou, 2012; Ortiz, Chih & Tsai, 2018).

Rezgui and Marks (2008) assert that university staff must be aware of the
consequences and disciplinary action as a result of non-compliance with the
institution's privacy policy. Awareness campaigns can also be used as a tool for
compliance with privacy regulations (Rezgui & Marks, 2008). The presence of a
privacy policy in a university environment increases compliance with privacy
regulations as employees will be knowing (awareness) in advance (Stange, 2011). In
fact, institutions can also increase privacy compliance by having an officer to handle
and deal with privacy related issues (Kyobe, 2010b). It is also a technique of ensuring
privacy compliance and confidence building when privacy related matters are handled
by the office of the top management of the university, including that of the Vice
Chancellor (OAIC, 2015). Students need to have confidence that the university has
privacy policies in place and that the university employees comply with the policies.
(Kurkovsky & Syta, 2011).

Non-compliance to a regulation by employees must be met with some disciplinary
action, a penalty or some form of punishment (Kyobe, 2010a; Rezgui & Marks, 2008).
Organisations seek to uphold privacy principles through the designing of compliance-
monitoring programs and procedures (Burmeister, Drews & Schirmer, 2019; Tom,
2018) and these might include training for awareness. It is the duty of the data

controller to provide for suitable safeguards, founded on privacy risk evaluation, that
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ensure compliance to privacy principles (Danezis, Domingo-Ferrer, Hoepman &
Schiffner, 2014; Poullet, 2018). This assertion is also alluded to by Gellman (2017)
who argues that it is the duty of the organisation to come up with measures that ensure
compliance to privacy regulations. Every institution must understand the regulatory
requirements and come up with their own means of ensuring compliance (Miltgen &
Smith, 2015). There is need for approaches to eliminate privacy concerns in favour of
student participation and one of the remedies is privacy regulation compliance (Chang,
Wong, Libaque-Saenz & Lee, 2018; Chen, Yang, Wang & Niu, 2012; Kokolakis, 2017).
The best way of ensuring compliance by an institution is by offering them security and
privacy awareness, which will help in the modification of the employees’ behaviour
(Ortiz et al., 2018).

Privacy compliance is relevant to this study in that the student expects that university
employees will comply with privacy requirements (Callanan, Jerman-Blazi¢ & Blazi¢,
2016; Gellman, 2017). Privacy compliance is also believed to be a major boost for
confidence in the university (Callanan et al., 2016; Kafali, Jones, Petruso, Williams &
Singh, 2017). International privacy principles and best practices are discussed next,
followed by an overview of the ZDPA hill.

2.5 INTERNATIONAL PRIVACY REGULATIONS AND GUIDELINES

There are a number of privacy guidelines that have been accepted internationally to
govern how personal information is used and to uphold the spirit of privacy. Within the
context of this research, the Fair Information Practice Principles (FIPPs) and the
Protection of Privacy and Transborder Flows of Personal Data of the Organisation for
Economic Cooperation and Development (OECD) are discussed in this section.

2.5.1 The Fair Information Practice Principle (FIPPs)

The Fair Information Practice Principles (FIPPs) are internationally recognised privacy
principles that regulate both the private sector and all government entities (Federal
Trade Commision, 2007; Gellman, 2017). They are a set of international practices that
depict the recognised international practices for privacy in using personal information
(Sargsyan, 2016). The FIPPs are an anthology of incorporating agreed and accepted

principles into policies of organisations and institutions around the world and are
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applicable when trying to evaluate information processing that has an impact on
individual privacy (Guffin, 2017). The FIPPs were initially used to control how
governments would use individual personal information, but the rules have been
extended to the private sector (companies and institution) since technology has been
evolving on a daily basis and is impacting heavily on personal information handling
(Chang et al., 2018; Schwaig, Kane & Storey, 2006). As summarised by Guffin (2017),
the FIPPs are beneficial to both individuals and organisations as they assist in

ensuring how personal information should be used.

The FIPPs have gone through evolutions and iterations since its inception in the 1970s
(Gellman, 2017), but its sole purpose is to uphold the personal information privacy (US
Department of Homeland Security, 2008). The FIPPs comprise of eight principles,
namely notice/openness, choice/individual participation, purpose specification, use
limitation, access, security and safeguards, data quality/ integrity and
accountability/audit (Cate, 2006; Chang, Wong, Libague-Saenz & Lee, 2018; Guffin,
2017; OAIC, 2015; Teufel, 2008; US Department, 2008). These are depicted in Figure
2.4 below.

Collection
limitation

Use limitation

Purpose
specification

Notice/
Openness

Security/
Safeguards

Data quality/ Accountability

integrity

Individual
participation/
choice

Figure 2.4: Fundamental FIPPs
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A discussion of the FIPPs overview is done below.

Accountability - this principle holds organisations liable for implementing the
FIPPs and the conditions in a respective data privacy law. Reporting is also
part of being accountable (Chang et al., 2018). It also stretches to offering
training to employees on how they should use personal information and also
auditing how the personal information is used and stored (Cate, 2006).
Awareness campaigns by universities on personal information privacy related
issues, the presence of security and privacy policies, putting in place the
necessary security safeguards are some of the ways in which universities are

accountable to privacy related issues.

Notice/ Transparency - requires institutions and organisations to post notices,
showing the manner in which, they will use personal information - how it is
collected, protected, used, shared and disposed (Gellman, 2017; Sargsyan,
2016). Notice enforces disclosure of an organisation's information policies
before the collection of any personal information (Chang et al., 2018).
Developing a privacy statement/policy within an organisation is one way of
achieving transparency of how personal information is processed (Teufel,
2008). This is done to achieve transparency with customers and employees

and in the university context, with students.

Individual participation/ Choice - provision granted to customers/people of
selecting which personal information can be collected about them and how it
can be used (Chang et al., 2018). It simply gives individuals an ultimate choice
to participate on how their personal information will be used, normally called
consent (US Department of Homeland Security, 2008). In a university context
this could relate to sharing with third parties of their personal information, and
students need to have the choice of sharing their personal details like names,

cell phone numbers and email addresses.

Data quality/ Integrity - The information should be relevant, precise,
appropriate and, above all, complete in a bid to achieve the integrity of
information (Teufel, 2008). The reason for information integrity is to reduce
chances of using unfitting information and conclude a decision based on that
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information (Gellman, 2017). As suggested by Guffin (2017), there has to be a
way that individuals can also amend and correct their personal information so
that their information maintains accuracy and completeness as attributes of
secured information. Students might change their physical addresses, cell
phone numbers, email addresses and they must have access to such

information as and when they require to amend the information.

Security - this touches on the controls that are in place for keeping the personal
information secure and accurate to uphold information confidentiality, integrity
and availability (Chang et al., 2018). It requires organisations to guard and
defend the value and security of personal information (Guffin, 2017). This is
one reason for which universities put in place security policies (Chua et al.,
2017) to guide the implementation of security controls to protect student

personal information.

Use limitation - Use limitation entails using information for the specified
purpose, as stipulated in the notice (Homeland Security, 2008; Teufel, 2008).
When such information is to be shared by the university, there has to be
consent or it must be for any other purpose that is in harmony with the initial

purpose for collection (Guffin, 2017).

Purpose specification — It states that personal information must be used only
for the specified purposes in their policies (Cate, 2006). Personal data stored
should be pertinent to the motive for their use as alluded to by Cate (2006). The
university is compelled to provide a notice on the specific motive or purpose for
collecting personal information and prescribe how it will be used, stored,
processed, maintained, disclosed or disseminated (Guffin, 2017). Gellman

(2017) highlights that the purpose must be specified before data collection time.

Collection limitation - The principle states that information to be collected
must be necessary and relevant to the accomplishment of a specified purpose
and it means not to collect more personal information than what is required
(Teufel, 2008). The type and quantity of information collected must be limited
to that which is essential for the fulfilment of a specified task (Gellman, 2017).
The collected information should only be maintained for a period spanning the
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necessity of the information to accomplish a specified task (Guffin, 2017).
Information must be collected by lawful and fair means and this must be done

indiscriminately (Gellman, 2017).

The FIPPs are voluntary principles that encourage interoperability globally (Kokolakis,
2017). Though it is agreeable that FIPPs are not laws, they formulate the backbone of
privacy laws and bestow the guidance on how personal information will be collected,
used, stored, disclosed and protected (Teufel, 2008). They are relevant to this study
because the FIPPs guidelines can easily be aligned with the ZDPA. They are also
privacy fundamental practices that most countries ground their data protection
regulations on (Tikkinen-Piri, Rohunen & Markkula, 2018), including Zimbabwe. The
FIPPs are also relevant in this study because if the proposed Student Personal
Information Privacy Perception (SPIPP) conceptual model is to be mapped to FIPPs,
it becomes easier to adapt the model for other jurisdictions. It is also important to
ensure that the SPIPP model is in line with international privacy principles, which
means that its adoption will be in line with international standards. The FIPPs were
instrumental in the formulation of other international privacy guidelines like the privacy
principles that were used by the Organisation for Economic Cooperation and
Development — OECD (Schwaig et al., 2006) and of particular importance to this study
is their Protection of Privacy and Transborder Flows of Personal Data model of the

OECD, which are discussed in the next section.

2.5.2 The Organisation for Economic Cooperation and Development (OECD)

Protection of Privacy and Transborder Flows of Personal Data

The OECD Protection of Privacy and Transborder Flows of Personal Data document
evolved from the founding principles of the FIPPs (Schwaig et al., 2006). The OECD
is a distinctive forum where different governments address challenges facing the world
(e.g. economic, environmental, technological and social) by working together (OECD,
2013a). The OECD’s Protection of Privacy and Transborder Flows of Personal Data
document is based on the notion that personal data protection within and across the
borders is an important entity for gaining trust in e-government, e-business and any
other online activities where information collection will be involved (OECD, 2007).
According to the OECD Protection of Privacy and Transborder Flows of Personal Data

(OECD, 2013a), member nations must develop and adopt laws that protect privacy,
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certify that there are no forms of intolerance against data subjects and adopt some
complementary measures that are not limited to skills development, education and
awareness as well as come up with technical measures that will help in the protection

of privacy.

The OECD is on the lead in motivating efforts to assist institutions, organisations and
governments to respond to challenges in governance, information economy and
demographic population (OECD, 2013a). The OECD privacy document also states
that it is the data controller’s duty to account and maintain the integrity, confidentiality
and security of personal data/ information of individuals (OECD, 2013a). The OECD
member states met regularly to deliberate on issues affecting privacy within its
member states and mapped some guidelines for nations to assist each other on

privacy matters that might need brainstorming (OECD, 2013a).

The eight OECD privacy principles are collection limitation, purpose specification, data
guality, use limitation, individual participation, security safeguards, openness and
accountability (Cate, 2006; OECD, 2013b, 2013a). The following section gives an
extract of the eight principles according to the OECD Protection of Privacy and
Transborder Flows of Personal Data (OECD, 2013a p. 14) document:

e “The Collection limitation principle stipulates that there has to be some
personal data limitations on how it is collected. In addition, it should be done

with full consent of the data subject”.

e “The Purpose specification principle also alludes to the fact that the purpose
for collecting the personal data must be specified not later than the time of data

collection”.

e “The Data quality principle dwells around the how personal data is aligned to
the purpose, how it is supposed to be used for. Such data should be up-to-date,

should be complete and accurate”.
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e “The Use limitation principle states that personal information must not be
used, made available or disclosed other than that it was collected for as

specified when the information was collected”.

¢ ‘“Individual participation principle discusses the rights of an individual which
are not limited to challenging any data relating to him (this might yield data to
be erased, data amendment, data rectification among others), receive some
communication within a reasonable time frame on data concerning to him and

the form of data should be readily intelligible to him”.

e The “Security Safeguards principle states that personal information must be
protected against risks that include destruction, modification, use, disclosure,
unauthorised access or any loss, deploy security safeguards which are

reasonable”.

e “The Openness principle dictates that for the spirit of openness, there should
be means of establishing the nature and existence of personal data, its identity,

data controllers' residence as well as the main purpose of the data”.

e “Accountability principle indicates that the data controller should be

responsible for complying with all the measures”.

The OECD Protection of Privacy and Transborder Flows of Personal Data document
is crucial and relevant to the development of the SPIPP conceptual model. The
researcher believes that the implementation of the eight OECD principles in a model
abets in contributing to the quality of life for many individuals, institutions, governments
departments, corporates and even nations at large with regards to privacy. Amongst
all the international privacy regulations, the OECD Protection of Privacy and
Transborder Flows of Personal Data has the most commonly used privacy guidelines
(Tikkinen-Piri et al., 2018). The guidelines are reflected in existing as well as emerging
data and privacy protection laws and, above all, they serve as the foundation/base for
the creation of leading privacy programs practice and principles for many countries
(Johnston and Wilson, 2012).
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The conditions in the Zimbabwean Data Protection Act bill (discussed in Section 2.6)
are similar to the OECD Protection of Privacy and Transborder Flows of Personal Data
document principles and hence the relevance of this to the SPIPP in the development
of the Zimbabwe privacy model for universities. OECD privacy principles are relevant
in this study because if the SPIPP proposed is to be mapped with the OECD Protection
of Privacy and Transborder Flows of Personal Data, it becomes easier to adapt the
model for other jurisdictions. The OECD Protection of Privacy and Transborder Flows
of Personal Data is an internationally recognised guideline for privacy, which means
that its adoption is in line with international standards. The recently adopted GDPR is
also important in the adoption of a privacy model for this study and is discussed in the

next section.

2.5.3 The General Data Protection Regulation (GDPR)

The General Data Protection Act (GDPR) as a European regulation, was designed to
focus on the privacy of personal data (European Union, 2016a; Larrucea, Asaf &
Santamaria, 2020). The regulation compels companies to increase their transparency
when they are handling and using consumers’ (students’) personal information, as
noted by Bandara et al. (2020). The GDPR’s scope also extends beyond the EU
nations. According to the GDPR, all non-EU and international companies (and
institutions) must comply with the GDPR if EU citizens’ data are processed by them
(European Union, 2016a; Tikkinen-Piri et al., 2018). This means that the GDPR is not
bound by any territorial applicability/ territorial scope (Pelteret & Ophoff, 2016). Such
a clause prompts the relevance of the GDPR in this study because although the GDPR
is an EU regulation, its relevance is broad and it covers many countries and hence

many institutions if EU citizen data is processed by them.

2.6.1 Aims of the GDPR

The main goal of the effective GDPR is regulating the collection and processing of
personal data (Kaneen & Petrakis, 2020). This increases accountability and on how
personal data is used (Cornock, 2018). The GDPR directs how companies as well as
governments should collect and also process personal information for individuals, and
provides a legal model in terms of companies’ rights and obligations (Custers,

Dechesne, Sears, Tani & van der Hof, 2017). However, preparedness for the GDPR
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is not yet at the expected levels although companies are coming to terms with the
provisions of GDPR and are increasingly complying. In case of failure of compliance
(infringements), huge fines were put in place where a "total of 20million euros or an
equivalence of 4% with respect to the total annual worldwide turnover of the previous
financial year" is charged (Krempel and Beyerer, 2018). Cornock (2018) and Tankard
(2016) are of the opinion that one of the positive things from the current GDPR as
compared to predecessor privacy regulations is that it motivates organisations and
companies to avoid data breaches as much as possible by securing their systems.
Data breaches must be informed without unjustified delay and, if possible, within 72
hours after awareness of the breach, unless if there is reasonable justification (Allen
& Overy LLP., 2017).

2.6.2 Relevance of GDPR in this study

As discussed, the GDPR makes its applicability very distinct as it focuses on personal
data processing by processors and controllers within the EU member states, and EU
citizen data that is processed in other countries (Larrucea et al., 2020; Tikkinen-Piri et
al., 2018). If the SPIPP model is mapped with the GDPR, it can be applied in other
jurisdictions in future. More so, Zimbabwe is yet to publish any privacy related
guideline(s) and material, hence there is need to leverage on what other developed
nations like those in the EU have done and customise it to suit the Zimbabwe scenario.
This means that for the ZDPA bill to be effective, it also has to incorporate principles
from many international privacy regulations including the GDPR, for easier integration.
By aligning the GDPR to the regulations within the ZDPA, Zimbabwe will be in line with

international standards in terms of upholding privacy.

The world is now one global village with rules and regulations in need of alignment for
ease of integration by students who might intend to study in Zimbabwean universities.
This implies that there is need for synchronisation even of how personal information
is to be processed, aligning the GDPR for the EU nations and ZDPA bill in the
proposed model. As noted by Cornock (2018), the GDPR is a pinnacle of ensuring
industrial best practice which was intended to harmonise the data privacy laws in the
whole of Europe, to protect as well as empower all EU citizens' data privacy as well
as restructure the procedure companies and organisations across the data privacy

domain.
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The SPIPP model must conform to international privacy guidelines and best practice,
so that it can be adopted to other jurisdictions. The GDPR is included because it is the
most recent widely notable privacy development in Europe which has the potential to
affect any nation globally directly or indirectly. Its flexibility to be customised is another
factor, notwithstanding the fact that every nation that processes EU citizens’ personal
information will be obliged to abide by the demands of the GDPR to avoid privacy
breaches. Cornock (2018) and Tikkinen-Piri et al. (2018) also attest that the GDPR
aims to enhance how personal information is protected and integrated digitally
amongst all European nations, since the previous directive was failing to meet the

privacy requirements of the digitalised environment.

The next section discusses the ZDPA bill.

2.6 ZIMBABWE DATA PROTECTION ACT (ZDPA)

The government of Zimbabwe has designed many bills for various disciplines and such
bills include those aligned to ICT usage (Chetty, 2013; Gambanga, 2016). One good
example of an ICT bill within the last decade is the ZDPA bill (Zimbabwe Data
Protection Act Bill, 2013). A closer look into the ZDPA bill summary analysis by Chetty
(2013), indicates that there are privacy principles that match other international laws,
which is a positive within the Zimbabwean context. These include its focus on personal
information processing (which includes all personal data about any individual). In
addition, the bill explicitly states that "the processing of personal information/data is
prohibited unless the data subject has given consent in writing for such processing or
as required by the law and that the consent can be withdrawn by the data subject at
any time without any explanation and free of charge" (Zimbabwe Data Protection Act
Bill, 2013, p. 18). It is meant to be a legislation that administers how public and private
entities (including universities) processes personal information while safeguarding
against the unlawful personal data collection and use (Chetty, 2013). It is very
important to apprehend the fact that Zimbabwe is yet to promulgate the ZDPA and
derives its foundation from international set of principles as its guidelines (Chetty,
2013), although motions are being moved to get the presidential assent as soon as

possible (Gambanga, 2016) .
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2.6.1 The Data Protection Authority of Zimbabwe

As stipulated in the Zimbabwe Data Protection Act Bill (2013), the Data Protection

Authority of Zimbabwe will be a corporate independent establishment mandated to

sue as well as being sued in its corporate name as the data enforcer. Some of its

functions, according to the Zimbabwe Data Protection Act Bill (2013), in Section V, will

include:

Regulating the manner of processing personal information using various
established conditions,

Promoting and enforcing personal information processing environment which
is fair,

Submitting to the courts any breach that is not aligned to the fundamental
principles of privacy protection model in accordance to the act,

Receiving complaints from the aggrieved and instigate investigations, and

Advising the relevant minister accordingly on information privacy rights.

2.6.2 Principles of the Data Protection Act bill

According to the Zimbabwe Data Protection Act Bill (2013), the principles of data

protection can be divided into the quality of data and lawfulness of processing. These

are explained as follows:

Quality of Data - Personal information processing must be relevant, adequate
and not immoderate to the purpose. This personal information must always be
kept very accurate and always up-to-date. It has to be accessible, independent
of the technology used to access it, i.e., technology evolution must not impact
and considered an obstacle for the future processing or access of the personal

information

Lawfulness of Processing - The processing of the personal information must
be mandatory, done fairly and legally, with the processing properly specified
and explicit. Sensitive data might also be processed though it is very limited
within the bill and when such processing happens, consent with the data subject

iS a prerequisite.
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2.6.3 Roles of the data controller

The roles of the data controller are many as accorded by the Zimbabwe Data
Protection Act Bill (2013):

e As stipulated by the Zimbabwe Data Protection Act Bill (2013), the maintenance
of data integrity, its confidentiality and its privacy are all duties vested within the
powers of the data controller in accordance with Article 24 in Section V.

e As stipulated by Articles 31, 32 and 33 in Section VI of the Zimbabwe Data
Protection Act Bill (2013), processing of sensitive information is subject to
consent, and the data subject might withdraw such consent anytime without
any explanation.

e As stipulated by Article 23 Section V of the Zimbabwe Data Protection Act Bill
(2013), the controller has to ensure that personal data processing is done
necessarily, lawfully and fairly. This will take cognisance of the fact that it is
collected for the specified and legitimate purpose, with all the reasonable
regulatory and legal data protection provisions well in place.

e As stipulated by Articles 21 and 22 in Section V of the Zimbabwe Data
Protection Act Bill (2013), when the controller intends to gather data from the
data subject, they must specify the controller's name and address (or their
representatives), aim of processing, state of compliance with request is
compulsory or not, other information which is dependent on the specified
processing nature as stipulated by the authority.

e As stipulated by Articles 25, 26 and 27 in Section V of the Zimbabwe Data
Protection Act Bill (2013), the controller must take all the necessary steps to
protect and safeguard personal information, using the appropriate standards
for information security. If there is a breach, the data controller has to notify the

Data Protection Authority of Zimbabwe without any delay.

2.6.4 Rights of data subjects

According to the ZDPA bill as highlighted in the Zimbabwe Data Protection Act Bill
(2013), in Articles 31-38 of Section VI:
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e The data subject has the access right to any personal information anytime, of
the information pertaining to them being held by the controller.

e The data subjects also have the access right to personal information to modify,
reduce limitations or rectify. This is not only applicable to when the processing
is crucial in carrying out obligations and specified controller rights in the
employment law field, or maybe the processing is done within the social security
laws, or processing for data which the data subject has already made public,
scientific research processing or better still, processing for the formation of

defence of legal claims.

The next section provides for the mapping of the ZDPA bill with the FIPPs, the OECD

Protection of Privacy and Transborder Flows of Personal Data and the GDPR.

2.7 Comparison of the ZDPA bill with the FIPPs, OECD Protection of Privacy and
Transborder Flows of Personal Data and the GDPR

The bill (ZDPA) will impact on how public entities, like universities, will process and
use student personal information. There is need for privacy alignment to comply with
the law if these universities are to evade paying large sums of money as fines. To
better understand the bill and its relevance to other privacy regulations and principles,
there is need to align it to the FIPPs, OECD and GDPR privacy guidelines discussed
above. This will aid in assessing how the ZDPA compares with international standards
as stipulated by the FIPPs, OECD privacy principles and the GDPR. Table 2.2 gives
a summary for mapping the sections of the ZDPA to the FIPPS, the OECD and the
GDRP sections.
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Table 2.2: Summary of the ZDPA bill sections in alignment with FIPPs, OECD
Protection of Privacy and Transborder Flows of Personal Data and GDPR sections

ZDPA Bill Sections FIPPs | OECD | GDPR
Quality of data — section IlI N N N
Sensitive information — section IV \ \ \
Disclosure when collecting personal information — | \ \
section V

Authority to process — section V \ \ \
Security — section V \ \ \
Security breach notification, obligation of notification | v N N

and content of notification — section V

Internal controls and safeguards — section V X N N
Openness of the processing — section V N N N
Accountability — section V N N N
Rights of the data subject — section VI x N N
Penalties — section VII x N
Transborder flow - section X x N N
Whistleblowing - section XII x x N

From the table above, it can be seen that the ZDPA bill has covered many sections
that are also included in the provisions of the FIPPs, OECD privacy principles and the
GDPR. The comparison was done first on the headings of the privacy principles and
regulations and then on the content of the subsequent sections. In the ZDPA bill, the
main headings that are of importance to this study include quality of data, rules on the
personal data processing, duties of data controller and rights of data subjects. The
only difference is that the ZDPA allows for whistleblowing, which is a unique
component as compared to other jurisdictions and principles except the GDPR. FIPPs
and OECD do not include penalties and whistleblowing. The whistleblowing clause
was established to increase chances of gathering information from the general public
and, as such, there are procedures that are followed when whistleblowing, as explicitly
explained in Section XII: Whistleblowing Zimbabwe Data Protection Act Bill (2013).
FIPPs also does not address transborder flow, internal controls and safeguards and
data subjects’ rights and, in contrast, this is discussed by the OECD Protection of
Privacy and Transborder Flows of Personal Data, GDPR and ZDPA bill.
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2.7.1 FIPPs as the baseline for privacy model formulation

Using the FIPPs as the baseline in this study, the components from the OECD
Protection of Privacy and Transborder Flows of Personal Data, the GDPR and the
ZDPA bill were joined. The choice to use the FIPPs as the baseline was anchored on
the fact that they are assumed to offer the underlying and founding privacy guiding
principles in the self-regulation of personal information in this digital world (Cate, 2006;
Gellman, 2017; Merwe & Staden, 2015). The OECD Protection of Privacy and
Transborder Flows of Personal Data of 2013 was a review of the founding FIPPs,
sustaining the fact that most privacy principles are grounded on the FIPPs (Gellman,
2017).

In the alignment of the ZDPA bill with the FIPPs as the baseline, the OECD Protection
of Privacy and Transborder Flows of Personal Data and the GDPR, it can be noted
that the ZDPA bill has paragraph headings like Accountability, Openness of the
processing, Authorisation, Quality of data (data quality) and Security, which are similar
to those of the FIPPs and OECD. To have a complete alignment with the FIPPs, an
additional consideration was made on the content of the bill and paragraphs 21 and
22 discuss collection of information from the data subject (collection limitation),
paragraph 17(1) discusses purpose for collecting information (purpose specification)
and paragraph 32(1(a)) discusses limitations to the access and use of personal data
(use limitation) (Chetty, 2013; Zimbabwe Data Protection Act Bill, 2013). Table 2.2
below shows the eight FIPPs principles as the baseline and how it maps to the OECD
Protection of Privacy and Transborder Flows of Personal Data document, the GDPR
and the ZDPA.
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Table 2.3: Summary of privacy components grounded on FIPPs guidelines

FIPPS principles OECD | GDPR | ZDPA

Notice/ Openness on information sharing (Homeland

Security, 2008 on FIPPs; OECD Paragraph 15¢; GDPR | V V V
103, 122, 132 & Article 57(b) & (d); ZDPA paragraph

13(1)(b)).

Individual participation/ choice (Homeland Security,

2008 on FIPPs; OECD Paragraph 13; GDPR Paragraph | V V

18(1); ZDPA paragraph 30).

Use limitation (Homeland Security, 2008 on FIPPs;

OECD Paragraph 10, ZDPA paragraph 32(2(a))). \ V V
Purpose specification (Homeland Security, 2008 on
FIPPs; OECD Paragraph 9; GDPR Paragraphs 45, 156 | v V \

& 162; ZDPA paragraph 17, 21 & 22).

Collection limitation (Homeland Security, 2008 on
FIPPs; OECD Paragraph 7; GDPR Chapter Il Article | v \ \
15; ZDPA paragraph 32).

Information quality (Homeland Security, 2008 on FIPPs;

OECD Paragraph 8; Article 47 (2)(d); ZDPA paragraph | V V V
15).

Security controls and safeguards (Homeland Security,

2008 on FIPPs; OECD Paragraph 11 & 17; GDPR |V V v

Paragraphs 49, 83,94; ZDPA paragraph 24).

Accountability (Homeland Security, 2008 on FIPPs;
OECD Paragraph 14 & 15(a); GDPR Paragraph 85; | \ \
ZDPA paragraph 30).

From the table above, the OECD privacy principles, the GDPR and the ZDPA all have
the basic eight principles as set in the FIPPs privacy principles. This underlines the
fact that the ZDPA is aligned and in line with the fundamental international privacy

principles and guidelines.
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2.8 CHAPTER SUMMARY

In this chapter, the researcher carried out a scoping review to synthesise, analyse and
discuss key privacy concepts and components, define privacy related terms and affirm
the gaps in research. An overview of international privacy guidelines, namely, FIPPs,
OECD Protection of Privacy and Transborder Flows of Personal Data was done. Also
done was an overview of the GDPR. To finalise the chapter, the Zimbabwean Data
Protection Act bill (ZDPA) was discussed, concluding with a comparison between the
ZDPA bill, FIPPs, OECD Protection of Privacy and Transborder Flows of Personal
Data and the GDPR. The next chapter focuses on discussion of student privacy
awareness, expectation of privacy and students’ confidence on the university, as well
as the various privacy components, formulating the privacy perceptions that will lead

to the development of the SPIPP model.
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CHAPTER THREE: INFORMATION PRIVACY PERCEPTION
CONCEPTUAL MODEL

3.1 INTRODUCTION

This chapter addresses the concept of information privacy perceptions based on the
three main concepts, namely awareness of privacy rights, student expectations on the
privacy of their personal information and focusing on student confidence in the
university to meet privacy expectations and to comply with privacy regulatory
requirements. It also executed a theoretical analysis of the relevance of the various
policies, models and privacy principles like the FIPPs, OECD, GDPR and the ZDPA
bill which formulates components needed for the attainment of the three main
concepts, and this ultimately led to the privacy conceptual model development. This
chapter attempts to achieve the theoretical aims in section 1.5.2, namely i) to
conceptualise privacy awareness of students from a theoretical perception, ii) to
conceptualise privacy expectations of students from a theoretical perception, iii) to
conceptualise student confidence in academic institutions from a theoretical
perception, and iv) to develop a conceptual model of privacy awareness, expectations

and confidence of students from a theoretical perspective.

3.2 CHAPTER OVERVIEW

The chapter is segmented into five main parts. These are:

e First Part: Section 3.3 - The concept of information privacy perceptions is
discussed and then the researcher proposes a definition of privacy perceptions.
The social contract theory will also be discussed.

e Second Part: Section 3.4 — Privacy within the university-student context,
discussion of privacy concepts.

e Third Part: Section 3.5 — Discusses the six privacy components that constitute
the conceptual (SPIPP) model.

e Fourth Part: Section 3.6 — Consolidation of privacy components by adding
privacy policy, privacy education and consent, together with the other six

components.
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o Fifth Part: Section 3.7 - The development of the SPIPP model — defining a
conceptual model and discussion of the three main concepts and conceptual
model components adopted from the discussion.

e Sixth Part: Section 3.8 — Theory on information privacy perceptions instrument.

e Seventh Part: Section 3.9 — Summarising chapter three.

A summarised snippet of this chapter’s discussions is shown in Figure 3.1.

ﬂhase Two: Empirical st&

/ Phase One: Literature Review\

\ 4

Figure 3.1: Chapter summary flow chart (Source: Developed for this research)
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3.3 INFORMATION PRIVACY PERCEPTIONS

This section presents an overview of the information privacy perceptions and gives a

discussion on the social contract theory.

3.3.1 Overview of information privacy perceptions

The university must comprehend the privacy perceptions of students in order to better
protect the students’ personally identifiable information collected by the university. As
observed by the researcher, the university collects and uses students' personal
information for various uses in areas like the admissions department, registrar's office,
finance department, accommodation, health related information etc. More focus must
be invested in the perceptions of individuals (students) on the sharing and the
readiness to provide their sensitive personal information (Choi et al., 2017). These
perceptions on privacy are expected to change as students are exposed to life
experiences (Da Veiga, 2008) and their perceptions are dependent on awareness,

their expectations and their confidence levels within the context of this research.

Increasing awareness of the students can be done in many ways. The use of a privacy
policy is an imperative method of escalating the awareness perceptions of users in
privacy control and planting positive perceptions related to privacy risks (Hooda and
Yadav, 2017). In fact, the presence of a privacy policy was discovered to induce a
favourable individual perception on privacy (Capistrano and Chen, 2015). In other
words, privacy policies increase awareness of the privacy of customers’ sensitive
personal information. The use of such policies emphasises that focus must be invested
in the perceptions of individuals (students) on the sharing and the willingness to
provide their sensitive personal information (Choi et al., 2017). The mere presence of

a privacy policy can enhance their willingness to share.

Wu, Vitak and Zimmer (2019) argue that many scholars have tried to identify various
privacy behaviours and perceptions of individuals but there exists a gap on using the
findings for policy suggestions and formulations. Warren, Sulaiman and Jaafar (2014)
indicate that if trust is developed, there is reliance on the systems present and this will
result in positive perceptions and willingness to participate even in personal

information sharing. Individuals perceptions on privacy protection through regulatory
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means is deemed salient in ascertaining their trust in organisations/ institutions in
relation to information privacy ((McKnight et al., 2002; Miltgen & Smith, 2015).
Availability of control options within a privacy system can also increase users’ trust,
which will permit them to disclose their personal information and hence positive

perceptions (Ge, Peng & Chen, 2014).

Having low security levels can negatively impact on the perceptions of the students
on the privacy of their personal information and this can diminish the trust levels
because privacy has an effect on students' perceptions and trust (Arpaci, Kilicer &
Bardakci, 2015). Kyobe (2010) bemoans the lack of awareness in security (which is
believed to overlap with privacy) (US Department of Homeland Security & Homeland
Security, 2017) within universities might result in their privacy being compromised. In
a survey to find the awareness and perceptions of students on the protection of their
personal data (Chen & Ismail, 2013), students declared that it was the duty of the
institution to abide by the privacy rules, not theirs, and this was a main contributor to

challenges in personal data protection.

Privacy concerns have been a complex dimension in the digital age of information
technology research (Kruikemeier et al., 2020; Mamonov & Benbunan-fich, 2018;
Ozdemir et al., 2016; Sodiya & Adegbuyi, 2016). Personal information privacy is an
international area of concern (Hallam & Zanella, 2017; Miltgen & Smith, 2015) and as
such, students in Zimbabwe are also affected. This will eventually affect Zimbabwean
students’ expectations on privacy and it could impact negatively on student confidence
levels that the university will be able to securely process their personal information
since Zimbabwe does not exist in isolation from the global space. It becomes difficult
to guarantee data protection when there is no way of guaranteeing how students’

personal information will be processed.

As suggested by Stange (2011), there is need for a better comprehension of students’
perceptions on the privacy of their personal information so that recommendations can
be made on how to engage and improve privacy of their personal information.
Implementing the recommendations will increase the students’ confidence in the
university’s handling of their sensitive personal information. Da Veiga (2018b) points
out that the privacy confidence concept is represented by the perceptions of an

individual on whether the organisation is processing their personal information in
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alignment with the privacy regulatory requirements. The purpose was to ascertain the
level of privacy compliance, which has the potential of giving them trust in the
institution. Therefore, if the privacy expectations of the students are not being met, it
means that the university will have to alter the awareness criteria they use to impart

privacy knowledge to students.

In this research’s context, information privacy perceptions are suggested to cover the
three basic concepts, namely the privacy expectations, the privacy awareness and the
student’s confidence levels in the universities’ capability in upholding information
privacy. These privacy perceptions are crucial, especially in guiding how individuals
within an organisation are supposed to behave (Da Veiga & Martins, 2015). The most
important aspect in grasping these perceptions within an organisation is privacy
awareness, which gives people an apprehension and cognisance of the organisation’s
information privacy (Sung & Kang, 2017). It also helps in preventing privacy breaches,
as alluded to by Sung and Kang (2017). This position information privacy perceptions
of students as a very important factor in privacy compliance and hence the need to
appreciate them within universities. The three concepts are discussed in Section 3.4
below with the aim of discussing their relevance to the information privacy perceptions

under study.

3.3.2 The social contract theory on privacy

The social contract theory is defined as the mutually beneficial agreements that a
society can naturally develop and agree on the use and protection of personal
information (Kruikemeier et al., 2020; Martin, 2018). It is more of a tacit agreement
that is entered by members of a certain society, according to Casman (2011).
Kruikemeier, Boerman and Bol (2020) perceived it as an imaginary contract that a
group of people feel when they share their personal information. The social contract
theory posits that privacy is governed by shared norms and values within a particular
society (Bandara et al., 2020). These privacy norms can be adjudicated using the
social contract theory, resulting in the assumption that many users would not want
their personal information to be compromised (Martin, 2015). Using the social contract
theory to privacy, there is need to comprehend the privacy norms on why, what and
whom the information within a community is shared (Martin, 2018). Martin (2018)

argues that a community or a relationship can have stated and unstated informal
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privacy agreements (social contracts) that the groups or individuals can either respect
(adhere to) or violate.

Even with the presence of privacy concerns, users who view privacy as a social
contract can continue transacting based on procedural, moral norms, and hypothetical
contracts. Therefore, despite the privacy concerns, users can still have positive
perceptions based on the social contract theory according to Kruikemeier, Boerman
and Bol (2020). Although the user is concerned about information disclosure, they can
still proceed with the personal information sharing with the organisation based on the
social contract theory (Bandara, Fernando & Akter, 2020). Only when there is less
reliance on the social contract will the user adopt a particular behaviour, trying to

safeguard their personal information privacy (Kruikemeier et al., 2020).

Using the social contract theory, an analysis of student awareness perceptions can be
done and, whether institutions are meeting the privacy expectations of the students.
As pointed out by Martin (2015), meeting student expectations through the social
contract theory propagates trust and confidence, resulting in positive perceptions. In
actual fact, trust and lack of it can be viewed as a result of either the organisation
meeting or violating the user's contextual privacy expectations (Martin, 2018).
Interestingly, Martin (2018) indicates that users tend to feel safe in continuing
transacting even if there are perceived lower risks to the rules of contact based on the
social contract theory. The student's assumption is that the university will gather and
use the personal information in accordance with the procedural and moral norms. In
context, the university must note that once the students are given a reason to be
concerned about how the university is handling their personal information, they can

easily develop negative perceptions towards the social contract theory (Martin, 2015).

3.4 PRIVACY WITHIN UNIVERSITY - STUDENT CONTEXT (THE THREE
CONCEPTS)

The privacy of personal information is a notion that requires to be observed and
grasped in a university setting. Students have their peculiar privacy expectations as
well as privacy awareness levels, which lead to the accumulation of confidence in the
university by the student, especially when the university meets the expectations on

privacy (Alnatheer, Chan & Nelson, 2012). The three concepts, namely the privacy
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awareness, the privacy expectations and the confidence of students in the university,
are portrayed in Figure 3.2 below as the initial building blocks within the conceptual

model. The three concepts are deliberated from the perspective of student.

r—

< Privacy Awareness Privacy Expectations Confidence in
University

-

Figure 3.2: Conceptual model for privacy concepts

The awareness, expectations and confidence concepts on privacy with regards to the

university are discussed in the following sections.

3.4.1 Student privacy awareness

This section covers the awareness of students on their rights on privacy, awareness
of university privacy policies as well as students’ awareness of university awareness
programs. Privacy awareness is the first concept under this study that has influence
on students’ perceptions on their personal information privacy. Awareness is realised
when individuals seem informed about the organisation's privacy principles, especially
on how personal information is used (Fortes & Rita, 2016). Therefore, the university

has to do all it can to increase students’ awareness of privacy issues.

The awareness level of students will increase if students are informed periodically
about the risks to their privacy and if they are educated about how best they can
control their personal information (Malandrino et al., 2013). This is so because they
will be cognisant and appreciative of the value of privacy to their personal information.
Research by Hooda and Yadav (2017) indicates that the millennials are in need of
awareness campaigns on privacy. These millennials represent a large number of the
university students. The students will need to be aware of all the possible
vulnerabilities a priori when they are to use any online platform at university level
(Yang & Wang, 2014). From literature, Lawler and Molluzzo’s research resonate with
Isabwe and Reichert (2013), who recommend that universities must promote privacy

awareness, in the process allowing students to have control over giving consent or
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even not, especially when handling personal information. This will result in the
development of positive perceptions.

Results of different study (Yang & Wang, 2014) show that students from both China
and Japan are aware of their private protection legally but they have limited knowledge
on the privacy laws. Their study was broad in the fact that it covered two great Asian
nations (Japan and China) assessing student awareness in privacy; unfortunately, it
was only limited to privacy in eLearning. The awareness campaigns and other various
training programmes will aid in mitigating and reducing various privacy related issues
(Tikkinen-Piri et al., 2018). This will yield positive perceptions on privacy. To help the
students value their own privacy as well as reduce their depth of exposure when online
at universities, they expect these awareness campaigns more often (Chen & Ismail,
2013).

Awareness gives a discernment about a situation just as notice, which is amongst the
FIPPs’ fundamental principles for information privacy (Vail, Earp & Anton, 2008). One
way of increasing awareness is by using privacy notices by the university (Vail et al.,
2008). In view of this, it follows that users including students, also need to know the
importance of awareness of privacy rights and privacy policies by university,
particularly when they are using electronic means (Kyobe, 2010a). Privacy policy
compliance by the university, as posited by Botha et al. (2015) and Kyobe (2010a),
goes arm in arm with awareness since the lack of awareness signifies that a user will
not going to be privy to the finer specifics for compliance, resulting in student non-
compliance on privacy issues. Fink (2012) also states that privacy awareness can be
useful for the creation of an atmosphere in which all students are well-informed about
privacy associated issues, which can assist in their partaking in all university related
tasks. Privacy policies are valuable for increasing awareness (Chua et al., 2017).
Student awareness of privacy matters can be improved by encouraging students to

read the privacy policies.

When awareness is prioritised, students can exercise their rights and consent to the
handling of their personal and sensitive data as afforded to them within the privacy
policies (Isabwe & Reichert, 2013). This happens because the students will be
cognisant and aware of their privacy rights. The Zimbabwe privacy act implores that it

is the obligation of the organisation as the data controller to distribute knowledge and
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to increase awareness to the customers (Zimbabwe Data Protection Act Bill, 2013).
As an effective privacy practice, an organisation (university) must periodically carry
out information on privacy training sessions to ensure that its employees and all
relevant stakeholders are equipped with privacy related information (OAIC, 2015).
When awareness is a primary concern for an institution, privacy risks tend to be under
control (Nasir, Arshah & Ab Hamid, 2017; Pensa & Di Blasi, 2017). In some instances,
there is need to make sure that the awareness programs are tailored in such a way
that they also incorporate various demographic levels as well as different cultural
aspects (Mohammed & Tejay, 2017). This is done to try and reach out to all age groups

on awareness issues.

A research conducted by Lawler and Molluzzo (2011) evaluated the extent of student
awareness of all privacy dimensions like age differences and gender differences
among other dimensions and advocates the need to familiarise users with the privacy
policies within the social network sites. As deduced from the study, 56% of the
students did not read privacy policies and 67% of them were not sure if their personal
information could be used in any other way. Further research indicates that if people
(in this case students) were aware of all the information that they disclosed about
themselves ignorantly, they would come up with ways of preventing it and upholding
privacy of their personal information (Malandrino et al., 2013). This is complimented
by research results of Chen and Ismail (2013), which showed that students lacked in-
depth knowledge of privacy but were aware of personal information privacy, i.e.
awareness does not translate to understanding. They argue further that 50% of
students simply agree to the terms and conditions for the sake of continuity, without
reading the contents. Chen and Ismail’'s (2013) survey on student awareness and
perceptions of the personal information protection and privacy discovered that in as
much as the students might be aware of the protection of their personal data, they still
don’t know the consequences of using personal data illegally because of their limited
knowledge on awareness. Increasing awareness can open the gateway for

compliance by the university.

Awareness is considered a prerequisite for compliance (Fink, 2012; Isabwe &
Reichert, 2013; Kyobe, 2010a). Lack of awareness in one's privacy obligation will
eventually resultin privacy compliance failure by the student (Botha et al., 2015). Since

compliance is crucial, both the university and student must comply with the privacy
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act. Awareness of risks associated with information sharing a priori will also help in
reducing privacy concerns as the students will be able to put in place proper protection
mechanisms for their sensitive data (Aghasian et al., 2017; Isabwe & Reichert, 2013).
Nwaeze, Zavarsky and Ruhl (2017) research also suggests that compliance with
privacy of personal information as well as low privacy concerns result from proper
awareness initiatives within organisations. However, for compliance to be a fully
understood and appreciated concept, the data controller (the university) has to play a
pivotal role (OECD, 2013a). Training students on information privacy awareness can
improve student knowledge on privacy, which reduces chances of them becoming
victims, especially on privacy related issues (Manworren, Letwat & Daily, 2017).

Research results (Botha et al., 2015) indicate that sometimes users are not too
concerned about the effects of certain legislatures and policies because they lack
awareness. There is the general troubling questions as to why we still have data
privacy issues even when policies and guidelines have been on the increase to cater
for awareness (Sodiya & Adegbuyi, 2016). This is also corroborated by Govender
(2015) who posits the key question i.e. why do we still have many privacy concerns
and issues when organisations and institutions are compelled to align with various
data privacy policies? It should be noted that even with the increase in the growth of
privacy awareness and any other privacy laws and policies, sometimes it does not
have any reciprocal effect in reducing the amount of data collected and processed
about the user (Sargsyan, 2016). This is so because, according to Degroot and Vik
(2017), privacy issues are complicated and organisations now thrive on the availability

of information to survive.

Therefore, it is imperative that the organisation prioritises increasing privacy
awareness of its employees so as to convince the employees to alter their behavioural
tendencies towards compliance (Ortiz et al., 2018). Researchers (Isabwe & Reichert,
2013; Lawler & Molluzzo, 2011) made recommendations that universities must
promote this privacy awareness, which will consequently allow students to have
control over their personal information through consent. This will result in positive

privacy perceptions on awareness.
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3.4.2 Student privacy expectations

The second privacy concept under discussion in this study is privacy expectations.
This section covers the students’ expectations on their privacy rights and expectations
on how the university must handle their personal information. The perceptions of
customers can differ based on their expectations with the organisation when handling
and using their personal information (Martin, 2015). In addition, Da Veiga and Ophoff
(2020) indicate that the expectations that organisations will meet such privacy
expectations vary due to various factors like their demographic profiles or culture. In
the process of meeting the customer privacy expectations when processing their
personal information, the organisations also need to comply with the data protection
legislations (Da Veiga, 2018a). Student privacy expectations are likely to vary due to
factors like age, courses under study and backgrounds. Although the study by
Schumacher and Ifenthaler (2018) was limited to e-learning, it indicated that if user
expectations are met, users will have more control on their personal information,
leading to more disclosure. It is also imperative to recognise the fact that most of the
privacy expectations can be grounded on social contract, within a certain community
or society (Martin, 2015). There are certain expectations that are a result of societal
norms and values, and students will simply rely on the social contract approach in

such privacy instances.

When students go to a university, they have a certain level of expectations on privacy
when they share their information with the university (Mamonov & Benbunan-fich,
2018). Talib et al. (2014) argue that sometimes these expectations are misplaced.
Therefore, it is the duty of the university to meet the privacy expectations of the
students. Although Hossain and Zhang's (2015) was limited to online social networks,
it reported that if user expectations are met, users will have more control on their
personal information and more disclosure. This is also corroborated by Schumacher
and Ifenthaler (2018), whose study was, however limited to e-learning analytics. As a
result, there is need by the university to meet the student privacy expectations,

especially in controlling how they disclose their personal information.
FIPPs acknowledge that individuals can expect to have privacy of their personal
information (Cate, 2006). These individuals have different privacy expectations in real

life based on their experiences, their goals and the social contract theory (Martin,
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2015) and there is need to come up with ways of monitoring and controlling these
expectations (Ackerman & Mainwaring, 2005). The university must also thrive to
achieve students' expectation of fairness (Vail et al., 2008). Because of the stiff
competition that exists amongst the universities, universities now need to appreciate
the fact that the student expectations and perceptions matters in gaining a competitive
advantage as they seem to search for universities that align with their information

needs including privacy (Almadhoun, Dominic & Woon, 2011).

In addition, institutions need to intersect with privacy expectations of the students in a
bid to avoid various forms of lawsuits (Smit et al., 2009) in case of breaches. The law
must be seen to be enforcing individuals’ expectation of the right to privacy of personal
information (Capistrano & Chen, 2015). The student will be expecting the university to
uphold privacy, which will ultimately give them trust (Callanan, Jerman-Blazi¢ & Blazi¢,
2016; Gellman, 2017). Furthermore, the organisation (institution) also has a certain
level of expectations on how the personal information should be managed and used
according to the laid laws (Burdon, Lane & Von Nessen, 2012). For the students to
express their own personal expectations on how their personal information will be
used, awareness (discussed in section 3.4.1) must be the cornerstone to allow the
student to appreciate privacy of their personal information (Krzych & Ratajczyk, 2013).
This was also submitted in a study by Schumacher and Ifenthaler (2018) that showed
that meeting the expectations of students on privacy increases their promptness in
disclosing the required personal information details.

It is generally difficult to assist a subject (student) without a clear understanding of
their expectations, hence the need for a clear understanding of their expectations
within an organisation (institution) (Krzych & Ratajczyk, 2013). This implies that an
understanding of student expectations can greatly aid understanding why people
(students) violate privacy rules (Degroot & Vik, 2017). Negative perceptions of privacy
expectations may negatively impact on an individual’s sense of dignity, affecting the
sense of control of the individual and eventually lowering their emotional well-being
and self-esteem (Mamonov & Benbunan-Fich, 2015). This is valid especially if their
expectations on privacy are violated, resulting in privacy breeches; therefore, there is
need to protect their interests so that the way their personal information is handled will

be kept under control (Acquisti, Friedman & Telang, 2006; Feri et al., 2016).
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Good privacy policies must be cultivated and be used to translate the organisation’s
expectations into smart, specific and attainable objectives, which the student can
easily meet and adhere to (Capistrano & Chen, 2015). Clearly stated rules and policies
within universities are an expectation of students on how their confidential personal
information should be treated, and it negates accidental missteps in handling personal
information (Degroot & Vik, 2017). Even when the university is to process personal
information, expectations are placed on privacy that the collection will be minimal and
more so, relevant reasonable expectations on how personal information is obtained
from the individual (Braun, Fung, Igbal & Shah, 2018; Mo, 2014).

Martin (2015) argues that socially acceptable behaviour within a society can shape
privacy perceptions of users. It follows that people (students) have certain privacy
norms like authorisations, prohibitions and commitments that they expect within a
university (Kafali et al., 2017), and these are some of the benchmarks for privacy trust
in universities and a violation of such norms results in privacy violations. In as much
as the customer (student) has certain expectations in terms of how the processing of
their personal information is done, it is largely the data controller’s duty (university) to
comply with privacy legislation to increase student trust and hence confidence that the
university is meeting their privacy expectations and doing it within the legal model
(Chang, Wong, Libaque-Saenz & Lee, 2018; Da Veiga, 2018b; McKnight, Carter, &
Clay, 2009).

3.4.3 Student confidence in the university

This section covers the confidence of the student in the university observing the
student privacy rights and to some extent, how the university must handle their
personal information to instil confidence in the student. This is the third concept of

privacy perceptions in this study.

Confidence is a result of trust (Huang & Bashir, 2016). This trust is one of the crucial
factors in the development of a new relationship, and trying to foster information
sharing is trust (Hina & Oxley, 2014). Therefore, if universities could avail themselves
in a transparent manner, students would feel empowered and it would enable a sense
of trust and would consequently boost student confidence and be easy to collaborate

in giving out more information (Dwyer & Marsh, 2016). One of the ways of creating
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trust is the presence of privacy notices within organisations (discussed in section
3.4.1), which will ultimately result in the emergence of confidence (Chua et al., 2017,
Stange, 2011). An individual's comprehension of how their personal information is

used after being collected is crucial for building trust (Lancelot & Smith, 2019).

Chua et al. (2017) and Fortes and Rita (2016) submit that privacy concerns poses a
negative consequence on trust, which will result in negative perceptions of students’
confidence levels. Adding to the privacy concerns is the presence of privacy breaches
that are believed to impact negatively on trust and confidence, resulting in users being
reluctant to expose themselves (Anjum et al.,, 2018). This might affect students,
resulting in their reluctance to share their personal information which is processed by
the university. Because of the continual privacy concerns of how privacy breaches will
harm consumer (student) confidence levels in organisations when they handle their
personal information, stakeholders concerned must adopt new solutions (Bush, 2016).
The university ought to come up with ways of increasing the confidence of students

on their personal information privacy.

Users can develop positive confidence perceptions that the organisation will not
misuse their personal information (Huang & Bashir, 2016). This is a result of people
having trust in an organisation handling their personal information safely, resulting in
having more reliability of the social contract and increasing their likelihood of sharing
their personal data (Kruikemeier et al., 2020). In the same study (Kruikemeier et al.,
2020), it was concluded that consumers (students) have low confidence perceptions
in that organisations are protecting their personal information, which negatively
impacts on the social contract. In a bid to ascertain the confidence perceptions of
customers on whether the organisations are handling and processing their personal
information in check with regulatory requirements, Da Veiga (2018b) discovered that
consumers (students) had low confidence levels in organisations. This results in the
breach of the social contract and even trust (Da Veiga, 2018b), which is fundamental
for instilling confidence and willingness to engage (Dwyer & Marsh, 2016). Huang and
Bashir (2016) argues that trust is a dominant factor in privacy. Indications are that
consumers (students) are very concerned with how their personal information is being
used by organisations and this affects their trust in the organisations (Da Veiga &
Ophoff, 2020). It is important to analyse the confidence levels of consumers (students)

to ascertain their perceptions levels because it will cascade down and result in privacy
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compliance (Da Veiga, 2018a). Confident students were found to be prepared to part
with their personal information (Stange, 2011).

If a university pledges privacy, it affords a sense of faith and trust, thereby instilling
confidence, resulting in positive information privacy perception that can be witnessed
within the entire institution (Alnatheer, Chan & Nelson, 2012; Chua et al., 2017). The
commitment from the data controller to protect privacy of personal information using
the privacy policy reduces the emergence of negative perceptions as a result of
privacy related issues (Hasbullah et al., 2013; OECD, 2013a; Tan et al., 2014). A
confidence instilling and an effective data protection mechanism must have well
documented formalities of filing concerns or complains (Adelola et al., 2014), which

consequently yield confidence and trust (Sodiya & Adegbuyi, 2016).

Trust that is correlated to confidence (OECD, 2013Db) is defined by Vail et al. (2008,
p.443) as “the belief that the trustee will act cooperatively to fulfil the trustor’s
expectations without exploiting its vulnerabilities”. The OECD (2013b) defines trust as
an element of gaining confidence in someone or something and as a fundamental
attribute that binds relationships between stakeholders in an institution as its loss will
have serious negative consequences on the institution (OECD, 2013b). Through
inference, it can be said that confidence originates from trust (Shen, Bernier, Sequeira,
Strauss and Pannor, 2019). Most privacy concerns emanate from lack of trust between
two contesting parties; for instance, the university and the student (Hasbullah et al.,
2013). Lack of trust in stakeholders is attributed to failure in understanding (Hina &
Oxley, 2014).

There is also need for the organisation (university) to understand the behaviour of
people (students), as this will help in finding ways of addressing their interests in a bid
to increase confidence (Akpojivi & Bevan-Dye, 2014). The emergence of positive
perceptions on privacy by individuals creates a privacy culture within an organisation
that respects and upholds privacy and creates an environment that inspires trust and
confidence in the university by the students (OAIC, 2015). In some instances, trust
fails to align with the privacy environment (Hossain & Zhang, 2015). This is so because
users normally trust a privacy model that will assist them in notifying them of potential
privacy related issues and, as a result, they gain trust and confidence (Callanan et al.,

2016). Trust is a situation when students have absolute belief that the learning
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environment is credible and reliable, and this is an acute element in seeking
confidence (Dwyer & Marsh, 2016). To some extent, presence of restrictive measures
by universities when handling personal information increases trust and confidence of
students (Kafali et al., 2017).

Giving customers (students) extra control on their personal information can be a major
boost in terms of confidence (Dwyer & Marsh, 2016; Rao, Chen & Dhillon, 2014). One
way of giving users control over their personal information is through privacy training.
Cognisance of information privacy through training has the advantage of reducing
risks and, in the process, raising confidence (Personal Data Protection Competency
Model for School Students, 2016). In the Information Security Compliance Policy
model designed by Nasir et al. (2017), training was considered one dimension that
has the potential to yield security policy compliance and, consequently, privacy
confidence in an institution. This will result in positive privacy confidence perceptions.
There university must realise the need to make acquaint students of with privacy
policies , as this can increase students’ compliance to the privacy policies (Da Veiga,
2018b; Kurkovsky & Syta, 2011). Students need to feel optimism and having the
ultimate control over their personal information, which will cultivate confidence in the
institution (Chang et al., 2018; Rao et al., 2014).

Disclosure of personal information is premised on students’ confidence in the
university (Mamonov & Benbunan-Fich, 2015). As Da Veiga (2018b) suggested,
confidence is product of an organisation (institution) that observes and respects
privacy policies and rules when handling the personal information of a customer
(student). In as much as students might have a positive mind set on analytics being
done by universities using their personal data, they are also sceptical about privacy
issues. In fact, when there is too much monitoring, students tend to be demotivated
by such an act and lose confidence about the institution in the process (Schumacher
& Ifenthaler, 2018).

The university has to appreciate the students’ privacy expectations so that they can
well protect the personal information of the students that they collect, which can
ultimately increase the student confidence in the university when they are processing
their personal information (lachello & Hong, 2007). It is beneficial to the organisation

(institution) to come up with ways of achieving positive privacy perceptions of people
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(students) by making privacy policies easier and understandable and conducting
privacy training workshops to increase awareness (Chua et al., 2017). Failure to instil
positive perceptions on privacy will result in the emergence of problems in the privacy
of personal information (Afroz, Islam, Santell, Chapin & Greenstadt, 2013; Chen and
Ismail, 2013). In addressing the three concepts, there is also need to comprehend the
privacy components that help in formulating the SPIPP conceptual model.

3.5 PRIVACY COMPONENTS

A revisit to the components in Table 2.3 indicates that these were measured from
either the student or the university perspective. For the context of this section,
discussions are done from the student’'s perspective. This means that the
accountability and security controls and safeguards are not included in the final model
for regulating privacy within a university. The remaining 6 (six) components include
notice/openness to information usage, information quality, use limitation, purpose
specification, collection limitation and individual participation/ choice as discussed
below. These constitute the key components of the proposed SPIPP conceptual
model.

3.5.1 Notice/ Openness

Notice and openness are inscribed in the Homeland Security (2008) document on
FIPPs, the OECD Protection of Privacy and Transborder Flows of Personal Data
Paragraph 12 &15c, the GDPR 39, 58, 78, 103, 122, 132 & Atrticle 57(b) & (d) as well
as the ZDPA bill Paragraph 13(1)(b) & 29. Notice is amongst the most important
principles of privacy rights from the FIPPs, and it increases awareness of privacy.
While notices are assumed to increase awareness on privacy related issues, they also
affords the data subject (student) with trust and hence confidence, which is important
for the relationship amongst the parties concerned (Stange, 2011). There has to be a
provision to cover notice both to the data controller and to the aggrieved individual in
case of any data breach, and the requirement for the notification is that it should be
very flexible to allow for the inhibition and avoidance of further damage (OECD,
2013b). Notices force institutions to be transparent and open as possible on how they

will use personal information of data subjects (Gellman, 2017; Sargsyan, 2016).
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Appropriate notice is required before the collection of personal information, used,
processed, stored, disseminated or disclosed (Guffin, 2017). Therefore, students need
to be aware of the presence of privacy policies (Chen & Ismail, 2013; Guffin, 2017,
Sargsyan, 2016). When there is privacy breach, a notice has to be provided within the
earliest possible time; the GDPR states that it has to be within 72 hours (Chang et al.,
2018: Cornock, 2018). Short, flexible and non-ambigous is what students expect on
the notices (Preuveneers et al., 2016). In a bid to enable and promote awareness in

institutions, a privacy policy can be used.

A student requires accessibility to all their private, sensitive and personal information
(Azemovi¢, 2012). If the university is open on how it will use student personal
information, students will have confidence in the university because it is an indication
of the institution’s desire towards compliance with privacy (Isabwe & Reichert, 2013).
As alluded to by Dwyer and Marsh (2016), institutions must be open with students on
what they will use their personal information for so that they gain trust, which is needed
in instilling confidence that the university really observes and respects their privacy.
Openness also encourages student participation, in case there is need to gather more
information from the students (Katell et al.,, 2016). Everything about personal
information must be so transparent on all the practices and policies, even how the
personal information is going to be kept and used by the organisation, and this is done
through publishing of privacy policies (Guffin, 2017; Katurura & Cilliers, 2016; OECD,
2013a; Sargsyan, 2016; Zimbabwe Data Protection Bill, 2013). Confidence can also
be increased when students realise the presence of controls and safeguards within an

institution.

In summary, the importance of notices in this research relates to the following:

e Students know about privacy related issues through privacy notices (Guffin,
2017; Stange, 2011).

¢ Notices make organisations (institutions) as open and transparent as possible
on how they will use data subjects’ personal information and these are

supposed to be publicised by the institution (Gellman, 2017; Sargsyan, 2016).

-77 -



3.5.2 Information quality

FIPPs (Homeland Security, 2008), the OECD Protection of Privacy and Transborder
Flows of Personal Data document Paragraph 8 and Article 47 (2)(d) as well as the
ZDPA Bill Paragraph 15 clearly articulate information quality as crucial in upholding
personal information privacy. As outlined by the FIPPs, OECD Protection of Privacy
and Transborder Flows of Personal Data and the ZDPA bill, information quality is an
important attribute that has to be observed by the organisation (university) for
information integrity (Cate, 2006; Guffin, 2017; OECD, 2013b, 2013a). In addition,
Gellman (2017) and the US Department of Homeland Security (2008) indicate that
personal information must be complete, timely/up-to-date and accurate and must be

appropriate for the purpose for use.

Information quality is satisfied with the presence of information security and in his
research, Banerjee (2015) defines information security as embroiled in three main
dimensions formulating the CIA, namely confidentiality, integrity and availability. It is
the duty and entitlement of the agencies and universities to sustain information
security for information quality and for them to collect, create, process, store, use,
manipulate, disclose or disseminate personal information with its desired attributes
like relevance, accuracy, completeness and timeliness as reasonable as possible, in
ensuring fairness to individuals and students (Guffin (2017). This will increase student

confidence in the university, since they will trust that information will have integrity.

Most privacy policies, guidelines and bills discussed in this research view the

information quality component as an important entity to this study because:

¢ Information must be complete, up to date and accurate and appropriate for the
collection purpose (Homeland Security, 2008).
e It is the prerogative and duty of the university to make sure that they uphold

information security for information quality (Guffin, 2017).

3.5.3 Purpose specification

The principle of purpose specification in FIPPs within the Homeland Security (2008)

document, the OECD Protection of Privacy and Transborder Flows of Personal Data
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Paragraph 9, the GDPR Paragraphs 45, 156 & 162 and the ZDPA bill Paragraph 17,
21 & 22.The OECD, GDPR, FIPPs and ZDPA bill all highlight the importance of
specifying the purpose for collecting personal information (Chetty, 2013; Guffin, 2017,
Homeland Security, 2008; OECD, 2013b, 2013a). As highlighted by Chetty (2013) in
the ZDPA bill, personal information should be processed for an explicit, specified and
legitimate purpose which must be indicated on or before the collection time. Therefore,
use specification can be used hand in hand with the consent clause as it clearly states
what information will be needed and for what it will be used (Merwe & Staden, 2015).
The principle compels the data collector to specify the purpose of personal information
collection not later than the collection point (Bonner & Chiasson, 2005; Cavoukian,
2009; OECD, 2013b).

According to Katurura and Cilliers (2016), once it is collected, the information must not
be used or directed for any additional purpose which was not beforehand specified,
except for other unavoidable reasons like fraud, avoidance of harm or for legal
purposes. Students will expect the model to fully observe this clause. It also aids in
raising their confidence levels and a reduction in privacy breaches and various privacy
violations (OECD, 2013b).

In summary, the purpose specification component is crucial and:

e The university must specify the purpose and be explicit when collecting
personal information (Chetty, 2013; OECD, 2013a).

e The university should specify the purpose for student personal information
collection before or during the point of collection (Bonner & Chiasson, 2005;
Cavoukian, 2009; OECD, 2013b).

3.5.4 Use limitation

The FIPPs stipulates that there has to be restrictions on the internal usages of
information pertaining to an individual in a record keeping organisation (Gellman,
2017). According to the OECD (2013 p.14), "personal data should not be disclosed,
made available or otherwise used for purposes other than those specified in
accordance with [the Purpose Specification Principle] except: (a) with the consent of

the data subject; or (b) by the authority of law". Therefore, there is need for more focus
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on the two concepts, i.e., consent by the student as the data subject and the authority
of the law which can override everything. The student will expect a limit to the amount
of information collected by the university and acquire the right to use the information
through the student's consent (Cate, 2006; Teufel, 2008). This implies that the
university has to use the student’s personal information for the purpose specified in
the notice (Guffin, 2017). There will not be any collection or any use of personal
information without the mandatory consent (Cate, 2006). This means that the purpose
must be clearly spelt out and explicit (Chandramouli, Grance, Kuhn & Landau, 2006).
If there are other legal reasons for the student’s personal information to be used, the
student will comply (Preuveneers et al., 2016).

The importance of use limitation in this study as stipulated by the OECD (2013) rests
on the following:

Personal information must not be disclosed, made accessible or used for purposes

not specified in accordance with [the Use Limitation Principle] except:

e with consent from the data subject, or

e using the authority of the law.

3.5.5 Collection limitation

The Homeland Security (2008) document on FIPPs, OECD Protection of Privacy and
Transborder Flows of Personal Data Paragraph 7, the GDPR Chapter Il Article 15
and the ZDPA bill Paragraph 32 all state the principle of collection limitation as a
fundamental requirement for achieving information privacy. When personal
information is being collected, it must be fair, lawful and limited for the only specified
purposes (Cavoukian, 2009). There must be limits and restrictions on how personal
data is collected and such data must be obtainable through fair and lawful means and,
where suitable and necessary for the specific purposes, with the data subject’s
consent and knowledge of the data subject (Cavoukian, 2009; Chetty, 2013;
Gambanga, 2016; OECD, 2013a). The collection must be done by all lawful means
and with consent of the data subject (Guffin, 2017). Collection of a large amount of
personal information can be a cause of concern among students as it raises privacy

concerns (Rasmussen & Dara, 2014). Data collection minimisation entails limiting the
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amount of collected data as well as how this data will be retained by any company (Li,
2019). According to Li (2019), all data storage presents a conducive environment for
data "thieves" whether inside or outside the company/organisation and as a result,

they amplify the potential threats to the consumer (student).

In addition, Li (2019) highlights that large data retained by a company (institution)
might be used in ways that contradict the consumer (student) expectations. Students
expect the university to collect as little information as they can (lvanova & Grosseck,
2015). According to Preuveneers et al. (2016), one way of ensuring information privacy
is to limit as much as possible, the information collected by organisations and
institutions for use, in the process reducing the number of privacy concerns. Limiting
personal information collection gives an advantage of user participation in giving their
personal information (Kokolakis, 2017). There are limits regarding the type of collected
information by an organisation (university) about individuals (students) and it should
therefore be restricted to what is considered necessary for the specified collection
purpose (Cavoukian, 2009; Gellman, 2017). It must not extend to non-relevant issues

like religion, political affiliation and ethnic origin among other issues.

The collection minimisation is significant, and:

e The university must collect information fairly, lawfully and only for the stated
purposes (Cavoukian, 2009).
e The university must the limit collection of personal information that is not

essential for academic purposes (Cavoukian, 2009; Gellman, 2017).

3.5.6 Individual participation / choice

FIPPs (Homeland Security, 2008), the GDPR Articles 12 - 15; OECD Protection of
Privacy and Transborder Flows of Personal Data Paragraph 132 and Part VI
Paragraph 31 - 32 of the ZDPA bill highlight individual access and participation to
personal information. The right to access and individual participation must be active
unless if it violates the rights of other individuals (Bellman, Johnson, Kobrin & Lohse,
2004; Homeland Security, 2008). Individuals (students) are given the right of choice;
they can chose whether or not they want to participate in providing personal
information (Chandramouli, Grance, Kuhn & Landau, 2006). In the OECD Protection
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of Privacy and Transborder Flows of Personal Data principle, number 7 is the
Individual Participation principle (Hughes, 2015; lachello & Hong, 2007) and according
to the OECD (2013a p.15), “an individual should have the right: a) to obtain from a
data controller, or otherwise, confirmation of whether or not the data controller has
data relating to him; b) to have communicated to him, data relating to him within a
reasonable time; at a charge, if any, that is not excessive; in a reasonable manner;
and in a form that is readily intelligible to him; c) to be given reasons if a request made
under subparagraphs (a) and (b) is denied, and to be able to challenge such denial;
and d) to challenge data relating to him and, if the challenge is successful to have the

data erased, rectified, completed or amended”.

Every individual who has his personal information collected has the right to amend the
information collected anytime (Gellman, 2017). This means that institutions must
include students when they intend to use the students’ personal information by seeking
consent and they must also cater for techniques of redressing and correcting should
there be need. The data controller (university) must be able to provide responses to
requests by the data subject (student) even on the personal information collected as
confirmation (OECD, 2013a). Knowing who has access to one’s personal information
as well as how they store it is very important within a university environment (Katurura
& Cilliers, 2016).

A principle like individual participation was designed to smooth the path for instilling
knowledge and participation on the individual (Cate, 2006). When a student
challenges the university and wins the case on issues relating to his/her personal
information, the information must be deleted, amended or altered to the student’s
satisfaction (lachello & Hong, 2007). A data controller can provide information about
data subjects periodically to keep them informed (OECD, 2013a). Chetty (2013) posits
that student personal information must always be accessible despite the fact that
technology is dynamic and keeps changing, that is, technology must never be an
obstacle that denies access or even the personal information processing. The right to
participate granted to individuals (students) increases transparency and the language
used to communicate with the data subjects has to be very clear and plain to increase
understandability (Tikkinen-Piri et al., 2018).
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According to the FIPPs, OECD, GDPR and the Zimbabwean Data Protection Act bill,
the individual participation principle is relevant and important to this study. Therefore:

e Organisations (university) must provide a confirmation to the student as the
data subject on the collected personal information (OECD, 2013a).

e The data subject (student) must to follow the clearly set procedures when they
make a request for confirmation on the collected personal information, as

specified in the principle of Individual participation (OECD, 2013a).

The above 6 (six) components are part of the proposed SPIPP model (Section 3.7:
The Student Personal Information Privacy Perceptions model). There are other
proposed additional components that are fundamental in comprehending students’

perceptions. These are discussed below.

3.5.7 Additional components

As suggested by Cate (2006), the most fundamental FIPPs principle is the notice and
it is normally assumed by the use of the privacy policy. As an awareness document,
a privacy policy discloses how organisations must collect, manage, disclose or use
personal information related to an individual (Chua et al., 2017). Studies have revealed
that privacy concerns are addressed in the privavy policies (Chua et al., 2017). A
university will require a privacy policy if it to infuse awareness to the students. As
indicated earlier, the university under study does not have any. Students also requires
education related to privacy issues as a crucial component in having responsible

students (Mohamud et al., 2016; Zorica, Biskupic, lvanjko & Spiranec, 2011).

A study (Farooq, Kakakhel, Virtanen & Isoaho, 2016) also indicated that privacy
education is one key measure of reducing information security concerns within an
organisation/ institution. This means that any privacy model to be designed within a
university environment must have privacy education as one important component. It
can also be noted that with all the discussed components (notice/openness to
information usage, purpose specification, information quality, collection limitation, use

limitation and individual participation/choice), the student is involved through consent.
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Central to the OECD Protection of Privacy and Transborder Flows of Personal Data,
GDPR documents and the ZDPA bill is consent, as it makes sure that the indivuduals'
data are processed during collection only in a manner that is specified when the
consent is granted (De Hert & Papakonstantinou, 2012). This is the right that is
afforded to students to participate and be made aware of practices and disclosures in
the life cycle of their personal information (Akalu, 2018).

Therefore, in addition to the six components highlighted in Table 2.3 in Chapter 2, the
following are proposed to assess awareness, expectations and confidence of students
within a university as argued in the above paragraph. These are part of the
consolidated SPIPP model:

e privacy policy,
e privacy education and

e consent.

Below is a discussion of the additional components included in the SPIPP conceptual

model.

3.5.7.1 Privacy policy

The scope of the privacy policy discussion is both the student and university
perspective. Privacy concerns can be allayed by having a clear and concise privacy
policy (Vail et al., 2008). Privacy of personal information can only be ensured and be
realised if there are privacy policies in place to bind individuals, organisations,
institutions and government (Kurkovsky & Syta, 2011). A privacy policy addresses
many potential privacy breaches as it acts as a guideline for preserving personal
information (Chua, Herbland, Wong & Chang, 2017; Kafali, Jones et al., 2017) in a bid
to inform the people (students) about privacy related issues. Nasir, Arshah and Ab
Hamid (2017) also posit that to reduce information security problems and privacy
breaches and risks, a privacy policy has to be used within an organisation or institution.
A privacy policy can be thought of as a notice that discloses how an organisation
collects, manages, uses as well as discloses of a customers' personal information that
relates to customers who are identifiable from that information an organisation
possesses (Chua et al., 2017). Chua et al. (2017) also states that a privacy policy is a

document that outlines how organisations handle any client/employee/customer
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(student) data and information that they gather in their operations. Both definitions
suggest that a privacy policy dictates how an individual’s (student’s) personal

information should be processed.

The OECD advocates measures like having privacy policies as a solution to address
compliance by the controller on the individuals (OECD, 2013a). Nwaeze et al. (2017)
and the OCED (2013b) also suggest that changing of privacy polices more frequently
causes users (students) to be confused and will lead to students being wary of the
institution’s privacy practices unless if it is for a broader use of personal information.
When institutions display privacy notices, it helps in addressing students’ concerns of
privacy issues, in the process increasing student trust and willingness to give personal
information when the need arises (Callanan et al., 2016; Nwaeze et al., 2018; Ullah,
2017). Students prefer privacy policies which are short and to the point so that they
are not demotivated in reading them (Miltgen, 2009). This will at least motivate
students to read them through. For example, Lawler and Molluzzo (2011) empirically
deduced that 56% of people do not read their privacy policies, which will require the

need to shorten them.

Some security breaches are due to the organisation lacking internal controls (like
privacy policies) on how personal information is to be used (Ackerman & Mainwaring,
2005) and failure to put in place rules to govern personal information access (Gellman,
2017). Students only want information that they perceive to be very relevant and vital
in a privacy policy as opposed to going through the whole document (Rasmussen &
Dara, 2014).

A study by Govani and Pashley (2005) shows that 80% of students rarely read privacy
policies. The university has to come up with user-friendly mechanisms of ensuring that
students do read their privacy policies to increase their awareness of privacy related
issues. Furthermore, Strange (2011) argues that some students do not have
confidence in their institutions because the privacy policies lack vital clauses to ensure
confidentiality of their personal information. A privacy policy document therefore has
to be initiated by the university itself and make it part of the university policy, as
rightfully pointed out by Strange (2011). A privacy policy statement should be short,

precise, clear, to the point and easy to understand and navigate by the students and,
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above all, it is the duty of the university to show how information is being handled and
processed (Rao et al., 2014).

According to the FIPPs, OECD, GDPR and the Zimbabwean Data Protection Act bill:

e The university should have a privacy policy (Kurkovsky & Syta, 2011; Vail et
al., 2008).

e The privacy policy should be easily understandable (Govani and Pashley;
2005; Rao et al., 2014).

The privacy policy is therefore relevant and important in this study.

3.5.7.2 Privacy education

Privacy education is not detailed in FIPPs, OECD Protection of Privacy and
Transborder Flows of Personal Data, GDPR or the ZDPA bill as part of principles, but
it is included in the development of the SPIPP model because for awareness to be
realised, there is need for thorough privacy education (Isabwe & Reichert, 2013; Yang
& Wang, 2014). The OECD advocates measures like privacy education as a solution
to address compliance by the controller on the individuals (OECD, 2013a). Education
increases awareness according to Rezgui and Marks (2008). Therefore, privacy
education is effective in terms of making key and informed decisions and it should be
understandable to increase student awareness (Fink, 2012).

Privacy education is imperative as it enlightens the student why personal information
is collected, how it will be used, the personal information sensitivity and what the
student will get after sharing with the university their personal information (Young &
Quan-Haase, 2008). As suggested by Fink (2012), privacy education can remedy
students’ lack of knowledge on privacy issues. Massive student education is needed,
as students are sometimes ignorant (lack awareness) about understanding the motive
behind privacy of personal information (Chen & Ismail, 2013; Isabwe & Reichert,
2013). There is need for an increase in public privacy education (students in this case)
on how they should safeguard their personal information and how they should report
a security breach (European Union, 2016b) according to the regulation 2016/679 of

the European parliament and the Council of the European Union.
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According to Gellman (2017), for the OECD model to be operative, privacy education
is imperative in dropping privacy breaches. To increase privacy education, emphasis
should be on privacy issues during teaching orientations as well as using student
emails to distribute privacy related bulletins once or twice a semester (Fink, 2012).
Privacy education in the form of workshops allows a live presentation by experts to
the students and any issue that needs to be clarified will be attended to for students
to fully grasp the privacy issues (Gellman, 2017). Coleman and Purcell (2015)
advocate for the university to have a bigger role in educating the student on the
importance of privacy especially on the privacy of their financial details, protection of
their personal mobile devices, identity theft on social media platforms, and monitoring
of unauthorised access to their emails As suggested by Botha et al. (2015) and
Sargsyan (2016), these privacy education sessions must be done frequently
(continuously) as people (students) will need to be reminded continuously and be
informed well in time since the policies keep evolving as technology also evolves. For
the university students and staff to fully appreciate privacy, there is need for some
education and workshops to assist them in privacy awareness (Nwaeze, Zavarsky &
Ruhl, 2017).

Privacy education is an important component to this study. Therefore:

e The university should have existing privacy education for students on the safe
keeping of students’ financial details, the protection of their personal devices,
identity theft issues online, and monitoring of unauthorised access to their
emails among security measures (Coleman & Purcell, 2015; Fink, 2012).

e Students will have to be reminded continuously through privacy education, of
privacy related issues (Botha et al., 2015; Sargsyan, 2016).

3.5.7.3 Consent

Consent is discussed from both the student and university perspectives and it is not a
principle but is rather imbedded in the FIPPs, the OECD Protection of Privacy and
Transborder Flows of Personal Data, the GDPR and the ZDPA bill as a fundamental
right required before sharing information (Homeland Security, 2008; OECD, 2013a;
Tikkinen-Piri et al., 2018; Zimbabwe Data Protection Act draft bill, 2013). Consent is
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the right of an individual to be communicated with and to or not give authorization
when information relating to them is needed to be used (Federal Trade Commision,
2007; Swartz & Da Veiga, 2016). According to the OECD Privacy Model (2013) and
the Zimbabwe Data Protection Act Bill (2013), consent of the data subject is an
essential human right aspect in information sharing as the data subject is given the
right to choose participation in personal information usage. Consent also entails
granting users the right to have control of how personal information relating to them
will be used except where inappropriate (Sargsyan, 2016). As outlined in the GDPR,
the data subject must freely give consent, and should the data subject so wish to alter
or even withdraw his/her own personal information, they must do so without any form
of harassment or intimidation (European Union, 2016b; Personal Data Protection
Competency Model for School Students, 2016).

According to the DLA Piper (2017), there are two types of consent regimes, namely
the opt-in and the opt-out. Opt-in is when the data subject is giving the data collector
the right to collect and use of information, whereas opt-out is the revoking of such a
right to collect and use such information (Jordaan & Van Heerden, 2016). Individuals
are granted the choice and right of consent by opting-in for the personal information
sharing (Chua et al., 2017; Jordaan & Van Heerden, 2016). If one does not want to
continue sharing personal information or to receive certain communications, they have
the right of opting-out (Krishnan & Vorobyov, 2015; Swartz & Da Veiga, 2016).

Though policies and principles compel consent when student personal information is
collected, there are exceptions for cases like when the information is needed for the
prevention or detection of fraud/law enforcement, when the student is mentally
incapacitated or seriously ill, for charity related issues, for medical, legal or security
issues (Gellman, 2017). Taddei and Contena (2013) stress that students have to avail
their personal information willingly without any form of pressure. In addition, students
will be expecting the university to be clear when they want to collect data about them,
and do this with their approval as this could improve their confidence in the university
because they will feel involved (Taddei & Contena, 2013). As highlighted in research
(Hasbullah et al., 2013; Miltgen, 2009; OAIC, 2015; Sargsyan, 2016; Gajanayake et
al., 2011; Heath, 2013), consent is a basic need as students will be knowing what is

expected of them.
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In summary, the student consent component is important to this study, and:

e Students have the choice and right of consenting to opting-in for their personal

information sharing (Chua et al., 2017; Jordaan & Van Heerden, 2016).

e |If they no longer want to continue personal information sharing or receiving

certain communications, the student can opt-out (Krishnan & Vorobyov, 2015;

Swartz & Da Veiga, 2016).

3.6 CONSOLIDATED PRIVACY COMPONENTS FOR THE MODEL

The privacy components as derived from Table 2.3 are shown in Table 3.1 below and

discussed in this chapter, and these are notice/openness to information usage,

information quality, use limitation, purpose specification, collection limitation and also

individual participation. The three additional components, namely privacy policy,

privacy education and consent are also included.

The table headings show various components (principles) and where they can be
derived from, be it from the FIPPs, OECD, GDPR or the Zimbabwe Data Protection

bill. The headings also have the measurement perspective column, indicating whether

the component is being assumed from the student or the university perspectives.

Table 3.1: Consolidated privacy components

COMPONENTS FIPPs | OECD | GDPR | ZIM | MEASUREMENT

bill | PERSPECTIVE
Student | University

Notice/ Openness on information

sharing (Homeland Security, 2008 | V \ \ \ \

on FIPPs; OECD Paragraph 15c;

GDPR 103, 122, 132 & Article

57(b) & (d); ZDPA paragraph

13(1)(b)).

Information quality (Homeland

Security, 2008 on FIPPs; OECD |+ V \ \ V V
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Paragraph 8; Article 47 (2)(d);
ZDPA paragraph 15).

Purpose specification (Homeland
Security, 2008 on FIPPs; OECD
Paragraph 9; GDPR Paragraphs
45, 156 & 162; ZDPA paragraph
17,21 & 22).

Use limitation (Homeland
Security, 2008 on FIPPs; OECD
Paragraph 10, Z ZDPA paragraph
32(2(a))).

Collection limitation (Homeland
Security, 2008 on FIPPs; OECD
Paragraph 7; GDPR Chapter Il
Article 15; ZDPA paragraph 32).

Individual participation/ choice
(Homeland Security, 2008 on
FIPPs; OECD Paragraph 13;
GDPR Paragraph 18(1); ZDPA
paragraph 30).

Security controls and safeguards
(Homeland Security, 2008 on
FIPPs; OECD Paragraph 11 & 17;
GDPR Paragraphs 49, 83,94;
ZDPA paragraph 24).

Accountability (Homeland
Security, 2008 on FIPPs; OECD
Paragraph 14 & 15(a); GDPR
Paragraph 85; ZDPA paragraph
30).

Privacy policy (Homeland
Security, 2008 on FIPPs)

Privacy education ((Homeland
Security, 2008 on FIPPs; OECD
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Part 19(g); GDPR Paragraphs

132)
Consent ((Homeland Security,
2008 on FIPPs; OECD Paragraph | V N N \ N N

7 & 10; GDPR Articles 6, 7 & 8;
ZDPA paragraph 18, 19, 20,
31(b)).

3.6.1 Inclusion criterion into the SPIPP conceptual model

A criterion was defined to identify which of the components in Table 3.1 above to

include in the SPIPP conceptual model. As such, the following were considered:

e For adoption into the SPIPP conceptual model, a component must have 2 ticks
() 1 measurement perspective, from both the student perspective and the

university perspective.
e A component with one tick in the perspective column could not be included in

the proposed SPIPP conceptual model.

As highlighted in section 2.7.1, security and accountability components are executable
by the university. Students cannot do anything to put in place security systems or being
accountable for their information processing by their university and the compliance
with privacy regulations since these are a prerogative and a task of the university.
From the above criterion, it can be concluded that security control and safeguards as

well as accountability are excluded from the SPIPP model.

3.6.2 Measurement perspective

The measurement perspective column in Table 3.1 above indicates that the
measurement is specified either from the student’s perspective or the university
perspective. It is imperative to note that both the university and student can be
compelled by the above components. For instance, on one hand, the university must
give notice to the student and be open on the information they collect
(notice/openness); the university must ensure quality of the information they collect

(quality of information); the university must specify the purpose for collecting personal
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information (purpose specification); the university must limit information use only to
the specified use (use limitation); the university must not ask for more/irrelevant
information from the student (collection limitation); the university must give a student
a choice to participate and share information (individual participation); the university
must give guidelines on the privacy of information and its usage within the university
(privacy policy); the university must increase student awareness through educating
them (privacy education) and it must get consent through a tick box or signature from

the student (consent).

On the other hand, the student can also be guided by the same components. To clarify,
this column can guide how the students handle their personal information like
expecting to read and understand a notice/ openness to increase their awareness
before the collection of personal information (Cate, 2006; Chang et al., 2018;
European Union, 2016a; Guffin, 2017; OECD, 2013b; Stange, 2011). The students
prefer an open policy when they want to have access to their information and they will
have confidence in the university if the university is showing transparency (Azemovic,
2012; Dwyer & Marsh, 2016; Isabwe & Reichert, 2013; Katell et al., 2016; Katurura &
Cilliers, 2016; OECD, 2013a). Although it must be availed and guaranteed by the
university, information quality as perceived by the student is also a crucial component
as students value information which is up-to-date, current, relevant, accurate and
complete. In addition, students will expect some security measures for them to validate
it as integral information and they must provide the university with accurate and up-to-
date information (Banerjee, 2015a; Cate, 2006; European Union, 2016b; Guffin, 2017,
OECD, 2013b).

There is also purpose specification which allows for the student to clearly note the
purposes for collecting personal information and the student having confidence and
trust with the university that it will not use it for any other purpose without the consent
of the student (Chetty, 2013; Homeland Security, 2008; Katurura & Cilliers, 2016;
OECD, 2013b). Under use limitation, the university might be required by the student
to only use student personal information which is directly relevant for the
accomplishment of the university authorised objective (European Union, 2016b;
Guffin, 2017; OECD, 2013b). Information collection limitation is also another important
component, as it assists the student to take note if the university is collecting their

personal information lawfully, fairly and limited (and relevant) to the specified purposes
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(Cate, 2006; Cavoukian, 2009; lvanova et al., 2015; OECD, 2013a; Preuveneers et
al., 2016a; Rasmussen & Dara, 2014).

For individual participation/choice, students must be aware and expect to be given the
right to select whether to partake or not, whether they want to provide personal
information or not and whether they want to have access to the personal information
to amend, delete it or not (lachello & Hong, 2007; Katurura & Cilliers, 2016; OECD,
2013a).

In conclusion, although the university has many duties and responsibilities that include
preparing a notice for the students, being open on the information it collects from
students (openness), collecting quality information and ensuring that information is
validated, specifying the purpose for collecting personal information, making sure that
it is not asking more information from the student than is needed and the university
giving the student a choice like choice for sharing information or direct marketing, the
student must be aware, must expect and consequently have confidence in the
university for the same components (Alnatheer, Chan & Nelson, 2012). Therefore, the
components are measured from both the student and university perspectives as the
two entities are inseparable, that is, there is no university without the student and vice-

versa. The privacy components are discussed in the following section.

The above nine privacy components are represented in Figure 3.3 below.

notice/openness information quality purpose specification

individual participation
choice

use limitation collection minimisation

PRIVACY COMPONENTS
A

privacy policy privacy education

Figure 3.3: Privacy components of the SPIPP
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The nine components (notice/openness to information usage, information quality, use
limitation, purpose specification, collection limitation, individual participation/access,
privacy education, privacy policy and student consent), combined with the three
concepts (awareness, expectations and confidence), constitute the components of the
SPIPP conceptual model that is applicable to Zimbabwean universities. This is

discussed in the next section.

3.7 THE STUDENT PERSONAL INFORMATION PRIVACY PERCEPTION (SPIPP)
MODEL

A conceptual model is an overview of concepts that give a comprehensive
appreciation of a phenomenon (Jabareen, 2009). It can also be used in research to
outline all probable alternatives of actions or representation of preferences in the
approach to the school of thought or idea (Mehta, 2013). It consists of a set of theories
that provide a firm basis for ones’ thinking in regards to how one grasps and plans to
research, carry out a title, definitions and concepts from the theories that are
appropriate to the title (Grant & Osanloo, 2014). In summary, they act as maps in
giving guidelines and direction by identifying the world view of a research topic based

on concepts (Green, 2014).

The research focused on the important concepts and components that relate to the
conceptual model as well as the relationships that exist between these concepts and
components. The literature review provided the researcher with the basis for defining
the concepts and components in this research, as well as envisaging the kind of
relationships that exist amongst the concepts and components (Grant & Osanloo,
2014). To conceptualise all this, the researcher used the FIPPs privacy guidelines as
the baseline, the OECD Protection of Privacy and Transborder Flows of Personal Data
document, the recently promulgated GDPR privacy regulation as well as the ZDPA
bill. Figure 3.4 below shows the conceptual model for privacy perceptions (the
expectations, the awareness and the confidence) towards the university, with the

assumed components.
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Student Personal Information Privacy Perception (SPIPP) Conceptual model
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Figure 3.4: The SPIPP conceptual model for a university
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In the SPIPP conceptual model above, there are two distinctive sections which are the
section for privacy components and the section for privacy concepts. When combined,

the two sections are perceived by the researcher to articulate the information privacy




perceptions within the university environment and which the university has to uphold

for the privacy of student personal information to be a reality.

Privacy concepts: the university should thrive to meet and fulfil these privacy
concepts (awareness, expectations and confidence) so that the privacy of the
student’s personal information is properly articulated within a university
environment. The privacy concepts are used for measuring the perceptions
about the components. This implies that all the nine components must have a

test for the awareness, the expectations and for the confidence.

Privacy components: in the model, nine privacy components will be adopted
as highlighted in Figure 3.4 above. The scope of the model is grounded on the
personal information from both the university and student perspective on
privacy and these were derivatives from the FIPPs, the OECD Protection of
Privacy and Transborder Flows of Personal Data document, the GDPR and the
ZDPA bill. The components are notice/openness, purpose specification,
information quality, use limitation, collection minimisation, individual
participation, privacy education, privacy policy and consent. These are
considered fundamental in this study since the university plays a very important
role in adhering to them as they try to uphold the student’s personal information
privacy. Each of the nine components should be considered from the
perspective of awareness, expectations and confidence. When combined, the
components help in comprehending the information privacy perceptions in
terms of the awareness, the expectations and the confidence in the university.
Meeting student expectations through the social contract theory develops trust
and hence confidence, which will result in positive privacy perceptions (Martin,
2015).

3.8 THE INFORMATION PRIVACY PERCEPTION INSTRUMENT

The nine components (notice/ openness, purpose specification, information quality,

use limitation, collection limitation, individual participation, privacy education, privacy

policy and consent) were all measured based on the three underlying concepts,

namely the awareness, the expectations and the confidence. The statements
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(questions) were based on theory as discussed in section 3.5. This resulted in the

design of an information privacy perception instrument as indicated in Table 3.2 below.

Table 3.2: Summary of information privacy perceptions questions

CONCEPT

AWARENESS

EXPECTATIONS

CONFIDENCE

Notice/ openness

| am aware of the
university's privacy

| expect to be
made aware of

| have confidence
that the university

notices. privacy through will ensure privacy
notices. through privacy
notices
| am aware that | expect to | have confidence

institutions can
publish a notice for
privacy.

publication of a
notice for privacy
by the university.

that the university
will publish notices
for privacy

Information quality

| am aware that
the university
should ensure that
my personal
information is
accurate, up to
date, complete
and relevant for
the purpose of

| expect the
university to
ensure that my
personal
information is
accurate, up to
date, complete
and relevant for
the purpose of

| am confident that
the university will
ensure that my
personal
information is
accurate, up to
date, complete
and relevant for
the purpose of

purpose when
collecting my
personal
information at the
point of collection.

purpose when
collecting my
personal
information at the
point of collection.

collection collection. collection.

| am aware that | expect the | am confident that

the university university to the university will

should protect my | protect my protect my

personal personal personal

information information. information.
Purpose specification

| am aware that | expect the | am confident that

the university university to the university will

should specify the | specify the specify the

purpose when
collecting my
personal
information at the
point of collection.

| am aware that
the university
should inform me

| expect the
university to inform
me about the

| am confident that
the university will
inform me about

about the purpose | purpose of the purpose for
of collecting my collecting my collecting my
personal personal personal
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information at the
point of collection.

information at the
point of collection.

information at the
point of collection.

Use limitation

| am aware that
my personal
information should
not be disclosed,
made available or
used except if it is
by the authority of

| expect my
personal
information not to
be disclosed,
made available or
used without my
consent by the

| am confident that
my personal
information will not
be disclosed,
made available or
used without my
consent by the

the law. university. university.

| expect my | expect my | am confident that
personal personal my personal
information not to information not to information will not
be disclosed, be disclosed, be disclosed,

made available or
used without my
consent by the
university.

made available or
used except ifitis
by the authority of
the law.

made available or
used exceptifitis
by the authority of
the law.

Collection limitation

| am aware that
the university must
collect information
fairly, lawfully and
for the purposes
specified fairly.

| expect the
university to collect
information fairly,
lawfully and for the
purposes specified
fairly.

| am confident that
the university will
collect information
fairly, lawfully and
for the purposes
specified fairly.

| am aware that
the university
should limit
collection of
personal
information (like
religion, political
party affiliation,
tribe etc.) which is

| expect a limit to
the collection of
personal
information by the
university (like
religion, political
party affiliation,
tribe etc.) which is
not essential for

| am confident that
the university will
limit the collection
of personal
information (like
religion, political
party affiliation,
tribe etc.) which is
not necessary for

not essential for academic academic
academic purposes. purposes.
purposes.

Individual participation

| am aware that |
can request from
the university a
confirmation of
what personal data
the university has
collected about
myself.

| expect to be able
to request from the
university a
confirmation on
what personal data
the university has
collected about
myself.

| am confident |
can request from
the university a
confirmation on
what personal data
the university has
collected about
myself.

| am aware that
the university
should have a
process when
requesting

| expect the
university to have
a process when
requesting
personal

| am confident that
the university
follows a process
when requesting
personal
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personal
information about
myself.

information about
myself.

information about
myself.

Privacy policy

| am aware that
the university
should have a
privacy policy.

| expect the
university to have
a privacy policy.

| am confident that
the university has
a privacy policy.

| am aware that
the privacy policy
should be easily
understandable.

| expect the
privacy policy to
be easily
understandable.

| am confident that
the privacy policy
is easily
understandable.

Privacy education

| am aware that
the university
should have
existing privacy
education for
students (e.g. on
the safe keeping of
students’ financial
details, on the
protection of their
personal devices,
on impersonation
issues when on
social media
platforms, about
monitoring of
unauthorised
access to their
emails, on their
examination
results etc.).

| expect the
university to have
existing privacy
education for
students (for
example on the
safe keeping of
their laptops, on
the protection of
their personal
information, when
online using social
media platforms,
on their
examination
results etc.).

| am confident that
the university has
existing privacy
education for
students (for
example on the
safe keeping of
their laptops, on
the protection of
their personal
information, when
online using social
media platforms,
on their
examination
results etc.).

| am aware that
the university
should remind me
continuously on
privacy issues
through privacy
education (for
example by having
privacy
newsletters,
magazines,
notices etc.).

| expect the
university to
remind me
continuously on
privacy issues
through privacy
education (for
example by having
privacy
newsletters,
magazines,
notices etc.).

| am confident that
the university will
remind me
continuously on
privacy issues
through privacy
education (for
example by having
privacy
newsletters,
magazines,
notices etc.).

Consent

| am aware that |
have the right to
opt in on the use
of my personal
information for

| expect to have
the right to opt in
for the use of my
personal
information for

| am confident that
the university
gives me the right
to opt in for the
use of my personal
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other purposes
(like marketing,
newsletters, job or
product
advertisements
etc.).

other purposes
(like marketing,
newsletters, job or
product
advertisements
etc.).

information for
other purposes
(like marketing,
newsletters, job or
product
advertisements
etc.)

| am aware that |
have the right to
opt out on the use
of my personal
information for
other purposes if |
am no longer
interested

| expect to have
the right to opt out
on the use of my
personal
information for
other purposes if |
am no longer
interested

| am confident that
the university
gives me the right
to opt out for the
use of my personal
information for
other purposes if |
am no longer

interested

The information privacy perceptions instrument in Table 3.2 was used in the design of

the Information Privacy Perception Survey (IPPS), as shown in appendix E1.

3.9 CHAPTER SUMMARY

The chapter discussed the information perceptions on the three main concepts,
namely awareness of privacy, expectations on the privacy of their personal information
and confidence in the university to meet privacy expectations and comply with privacy
regulatory requirements. Privacy within a university was discussed based on the three
concepts, namely student privacy awareness, student privacy expectations and
student privacy confidence in the university. The social contract theory was discussed
in relation to privacy and its relevance to this study was highlighted. The privacy
components that constitute that constitute the SPIPP conceptual model were
discussed. A consolidated overview of the additional three components was done and
the inclusion criteria for their adoption in the conceptual model was well articulated in
summary at the end of each component. This led to the designing of the SPIPP
conceptual model and a brief description of the components and the concepts. A
summary of the information privacy perceptions instrument, based on theory, was also
done. This chapter attempted to fulfil the theoretical aims as articulated in section
1.5.2.

The next chapter, Research Methodology, discusses the research methodology

followed in this study. It also highlights the design of the instrument used.
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CHAPTER FOUR: RESEARCH METHODOLOGY

4.1 INTRODUCTION

This chapter addresses the empirical objective number 1, namely to develop a privacy
perception instrument measuring privacy awareness, expectations and confidence of
students. The chapter discusses the research methodology. The chapter starts off with
a dialogue of the research philosophy, and it moves onto the research approach,
research design, research strategy and the time horizon adopted in this research. The
population as well as the sampling techniques adopted are also presented in this
chapter. The instrument design procedures and instrument purification are also done
in this section. The data collection methods are specified and various data statistical
analytical methods that include the descriptive, inferential and structural equation
modelling are presented. The research hypotheses are also discussed in this section.
The conclusion of this chapter focuses on the ethical considerations made in the

execution of the research.

4.2 CHAPTER OVERVIEW

The chapter is segmented into ten main parts. These are:

e First Part: Section 4.3 — Defines the research methodology concept.

e Second Part: Section 4.4 — Discusses the research philosophy with its
rationale.

e Third Part: Section 4.5 — Discusses the approach adopted and the rationale of
the approach.

e Fourth Part Section 4.6 — Discusses the research design research design
rationale.

e Fifth Part Section 4.7 — Discusses the research strategy and research strategy
rationale.

e Sixth Part: Section 4.8 - Discusses the time horizon and rationale.

e Seventh Part: Section 4.9 — Discusses the population and sampling issues.

e Eighth part: Section 4.10 — Analysis of the data collection criteria, design of the

instrument, expert and pilot analysis, reliability and validity.
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Ninth part: Section 4.11 — Discusses the management of data, descriptive and
inferential statistics in exploratory and confirmatory factor analysis.

Tenth part: Section 4.12 — Formulation of the research hypothesis.

Eleventh part: Section 4.13 Analysis of the research ethical considerations.

Twelfth Part: Section 4.14 — Summary of chapter three.

A summarised view of the chapter, is shown in Figure 4. below.

/ Phase Two: Empirical studh

p

€

\

Phase One: Literature review

A 4

4

Figure 4.1: Chapter summary flowchart diagram (Source: Author’'s own compilation)
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4.3 DEFINITION OF RESEARCH METHODOLOGY

A research methodology is defined as a scientific way that is used to elucidate a
research problem in a systematic way and it involves the research methods as well as
the reasons for the chosen study methods (Kothari, 2012). According to Kothari
(2012), a research methodology involves the process of collecting data with the aim
of making decisions and it consists of a sequence of steps or actions that are essential
in carrying out research and the expected sequencing of these stages. Additionally,
Saunders, Lewis and Thornhill (2016) opined that a research methodology is a theory
of how one undertakes a research. In summary, the research methodology looks at all
the processes involved when one is executing research. Research must be
undertaken to give responses to questions and it must be undertaken within a model
of set philosophies and it uses certain procedures, methods and techniques that will
be evaluated for reliability and validity (Kumar, 2011).

The research onion was used to ground this research (Saunders et al., 2016) (See
Figure 4.2 below.) The research onion model is used in this research in discussing the
research execution in subsequent paragraphs, dealing with the research philosophy,
the research approach, the research design, the research strategy, the time horizon

and the processes of data collection and analysis.
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--------------------------------------------------------------------------------- Techniques and
procedures
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Figure 4.2: The research onion (Saunders et al., 2016)

As shown in the model above, the discussion is done based on various research

aspects. The following section discusses the research philosophy.

4.4 RESEARCH PHILOSOPHY

Research philosophy relays to the advancement of knowledge and the description of
the knowledge (Saunders et al., 2016). These are the presumptions reflecting on a
particular posture that researchers select when they decided to carry out the research
(Walliman, 2014). From Figure 4.2 above, it is indicated that the philosophy adopted
in this research is positivism. Positivism focuses on empirical data collection, cause
and effect-oriented analysis (Neuman, 2014). The social world can be explained in
relation to interrelated important philosophical conventions that the diverse paradigms
are underpinned on and these are the ontology (nature of reality or what we believe),
the epistemology (the art of knowing) and the methodology (the art of discovering the
knowledge) (Creswell, 2014; Davidson, 2004; Greener, 2008). Ontology correlates

with whether we believe there is one confirmable claim or whether many socially
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constructed realities are existence (Chilisa, 2012). Oats (2012) explains that
epistemology tries to inquire about the truth and the nature of knowledge. In addition,
the methodology looks at various ways and techniques that can be used to find out
about the existence of knowledge (Chilisa, 2012; Kivunja & Kuyini, 2017). Using these
assumptions, Saunders et al. (2016) assert that research philosophy can be
categorised as positivism, interpretivism, pragmatism, post-modernism and critical

realism among other philosophies as shown in Figure 4.2 above.

Positivism states that the phenomena which we know through our natural senses like
smell, hear, see, taste or touch produce knowledge (Greener, 2008; Riley-Tillman &
Reinke, 2011). According to Greener (2008), this helps in carrying out an experiment
to approve or even disapprove a hypothesis and the generation of new theory through
organising facts together to generate principles, describe them and conclude with the
one to be adopted and give the reasons why. Greener (2008) indicates that positivism
is typically linked to natural science studies and comprises of empirical testing. The
reason is that the ontology of positivism tend to use experimentation and testing to
produce knowledge and either approves or disapproves hypotheses (Greener, 2008;
Riley-Tillman & Reinke, 2011). Positivism is founded on the notion that science is the
solitary premise for true and real knowledge and it therefore assumes that the
methods, procedures and techniques that natural sciences uses offer the supreme
model for studying the social world (Neuman, 2014; Tracy, 2013). Saunders et al.
(2016) posit that in the positivism philosophy, the researcher collects data on
particularly any observable truth and then pursue for some regularities and any
unpremeditated relationships in the data to produce new principal generalisations. The
ontological position of the positivist is realist; its epistemology is said to be objective,
and its methodology is said to be empirical, which reveals the position that things like
social objects exist as meaningful reality that is external to the social actors that have

concern over their existence (Cohen et al., 2011; Kivunja & Kuyini, 2017; Tracy, 2013).

A survey-based approach, which is the research method assumed in this research, is
used for primary data collection and it relates to positivism. This means that it becomes
logical and easier to adopt this philosophy for this study (Cohen et al., 2011). As
argued by Riley-Tillman and Reinke (2011) and Kivunja and Kuyini (2017), many

scientific models are viewed by positivists as providing theories, and it will then be
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submitted to practical testing, implying that science uses a deductive approach in a
bid to extract specific arguments from general accounts of reality.

4.5 RESEARCH APPROACHES

A research can either be deductive, inductive or abductive in terms of its approach
(Saunders et al., 2016) as shown in Figure 4.2 above. A deductive approach normally
begins by observing the concept or theory, produce a hypothesis from that concept,
which must relate to the research focus, and then advance to test that concept
(Greener, 2008; Saunders et al., 2016). The focus is to test the theory. In contrast, an
inductive approach begins by looking at the research focus and aims to generate
theory from the research through exploration by various research methods (Greener,
2008; Saunders et al., 2016). Conversely, the focus is on the generation of the themes.
One uses a deductive approach if there is need to adopt a clear theoretical position
that will be tested normally through data collection, implying that the research would
be theory driven as shown in Figure 4.2 (Oats, 2012; Saunders et al., 2016). In
contrast, an inductive approach is a data motivated approach where there is the
exploration of the topic and the development of the theoretical explanation (Saunders
et al., 2016). The other approach is abduction and it is a technique used to move back
and forth between data and theory by combining both induction and deduction

approaches.

This study used the deductive approach as shown in Figure 4.2 above. The choice of

this approach was for the following reasons:

e A deductive approach seeks to extract explicit theories from general accounts
of reality (Riley-Tillman & Reinke, 2011). This is the case for this study.

e The deductive approach compliments the positivism paradigm adopted in this
research. A positivism paradigm depend on deductive logic, articulation of
hypotheses, hypotheses testing, offering mathematical equations and
functioning definitions, calculations, predictions and expressions, in a bid to
derive conclusions (Kivunja & Kuyini, 2017; Saunders et al., 2016).

e As previously alluded to by Creswell (2014), the deductive approach aims to
offer clarifications and to give forecasts grounded on quantifiable outcomes,

which is in line with this study.
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e According to Chilisa (2012), since the deductive approach is used in the
positivism paradigm, it will be objective in the collection of data and,
consequentially, it tends to alleviate potential errors and bias, especially on the

instruments.

4.6 RESEARCH DESIGN

Research design is regarded as monumental plan in approaching research on a
particular research topic (Greener, 2008). According to Creswell (2014), it is a
procedure and plan for research that stretches the decisions from broad theory to
detailed methods used for collecting and analysing data. The research design (also
termed the methodological choice) is the general schedule of how one will go about
replying the research questions (Saunders et al., 2016). This is why Cohen et al.
(2011) synonymises the research design with the architectural plan when one is
constructing a house. The research design will have very clear objectives that are
derived from the study questions, with the data collection sources clearly specified,
propose how the collection and analysis of data, discuss ethical matters and the

constraints most likely to be encountered (Neuman, 2014; Saunders et al., 2016).

Research design can either be qualitative, quantitative or mixed (Creswell & Creswell,
2018; Neuman, 2014). A qualitative research is associated with the inductive approach
in the generation of theory, and adopts an interpretivism model that allows for the
existence of many subjective perspectives and the creation of knowledge as opposed
to the objective model in search of “finding” it in its “reality” (Greener, 2008; Kumar,
2011; Walliman, 2014). According to Guerin and Dohr (2005), qualitative research is
mostly used in the exploration of an issue, trying to gain an improved understanding
of it, instead of testing or supporting a relationship. Kothari (2012) posits that
gualitative research is focused on qualitative phenomena that involve quality or kind
and uses research instruments such as interviews, observations and ethnography.
Qualitative research is most suitable for behavioural sciences where the purpose is to
realise the fundamental human behaviour motives (Greenfield & Greener, 2016;
Kothari, 2012). Most qualitative studies use open-ended enquiries to allow the
respondents to express their opinions subjectively (Creswell, 2014). Muller (2014)

insists that a qualitative design is most appropriate when the purpose of the research
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is to gather knowledge of an idea that is unfamiliar and is seeking an understanding

using inductive reasoning.

A quantitative research approach is linked to the deductive approach, especially to
test theory, often using numbers and consequently, a positivism paradigm and an
objectivist perspective of the objects studied (Greener, 2008; Kothari, 2012; Saunders
et al., 2016). Quantitative research is one that is founded in measuring the amount
(quantity) and is applicable to any phenomenon that can be easily expressed in terms
of quantity (Kothari, 2012; Walliman, 2014). It is a systematic empirical investigation
of numeric properties and phenomena as well as their relationships (Gerber & Hall,
2017; Greenfield & Greener, 2016). A quantitative approach seems suitable when the
study objective is to test the cause-effect and/ or predictive type of hypotheses and it
aligns with the deductive logic; the design is appropriate for a phenomenon that has
been properly established with regards to theory and concepts (Muller, 2014).
Therefore, in a quantitative approach, data must be collected and it uses numerical
data (Muller, 2014; Neuman, 2014). Quantitative data can be visually epitomised and

analysed using statistical tables and graphs (Curran, 2010).

In the most practical terms, researchers tend to fuse both methods i.e., qualitative and
guantitative, in the mixed method design (Greener, 2008; Kothari, 2012; Kumar, 2011,
Saunders et al., 2016). A mixed method design seems to strengthen research in that
it harnesses the advantages of both research designs and reduces their weaknesses,
with the ultimate result being that the two methods will complement each other (Riley-
Tillman & Reinke, 2011). According to Riley-Tillman and Reinke (2011), a mixed
method design has advantages such as provision of more inclusive evidence for
executing a study problem, as compared to either the qualitative or the quantitative.
They add that it is more practical in allowing the researcher to be flexible in terms of
using the relevant methods, skills and cognition in addressing research problems and
more so, a mixed method design permits the answering of questions which could have

been so difficult to answer otherwise.

This study adopted the quantitative research design as revealed in Figure 4.2 above.

The rationale in choosing the quantitative research design for this research was that:
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e The research used a survey research strategy and instruments were
distributed, resulting in numerical data. Numerical data can only be analysed
and validated quantitatively (Greener, 2008; Oats, 2012; Riley-Tillman &
Reinke, 2011; Saunders et al., 2016).

e The research aims to measure student awareness, student expectations and
student confidence in a university environment. These again, are quantitative
parameters hence the adoption of quantitative research design.

e The results are modelled statistically using descriptive statistics, inferential
statistics, factor analysis and item analysis, all which are quantitative units of

measurement.

4.7 RESEARCH STRATEGY

Greener (2008) suggests that a research strategy can also be regarded as a research
method, though it is a debatable subject. Saunders et al. (2016) is of the view that a
research strategy is a roadmap or plan of action to achieve an objective. It is a strategy
of how the research questions will be answered by the researcher (Cohen et al., 2011).
Simplifying, it is a procedural link of the research philosophy to the choice of methods
for collecting and analysing data (Neuman, 2014; Saunders et al., 2016). There are
numerous research strategies and these include case study, experiment, survey,
action research, ethnography, grounded theory and archival research as shown in
Figure 4.2 before. Because of its nature and link to the various segments of research
like the philosophy, approach and design used, this research adopted the survey

research strategy.

A survey is a scientific method for studying people’s behaviour that would be difficult
to experiment or observe directly (Davidson, 2004; Guerin and Dohr, 2005). The
objective of a survey is to provide mathematically gathered information to work as a
foundation for the researchers for their outcomes (Greener, 2008). It is also used to
provide numerical descriptions of attitude, trends or opinion of a population and it
normally uses the population sample to study the population (Creswell, 20014;
Walliman, 2014). A survey is used to answer the who, what, where, how much and
how many types of questions (Saunders et al., 2016). From the sample results, the
researcher analyses and makes some claims about pertaining to the population

(Creswell, 2014; Neuman, 2014). One good characteristic of the surveys is that it
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allows for the use of instruments from a large population and this is economical, easy
to explain and understand and comparisons can easily be done (Saunders et al.,
2016). Gerber and Hall (2017) also endorse the survey as a research method that
uses instruments to gather more information about people and what they think as well
as their behaviour. According to Mathers, Fox and Hunn (2009), Neuman (2014) and
Oats (2012), surveys have advantages such as having both internal and external
validity and they are efficient and flexible and the samples cover a geographically

spaced sample.

According to Mathers et al. (2009), some of the advantages of using a survey in data

collection are:

e They have both internal and external validity, especially those based on
random sampling that produces a sample resembling a certain population.

e They are efficient.

e They cover samples and participants who are geographically spread.

e On ethical considerations, surveys tend to give a slight advantage because
they don’t expose participants or influence responses in any way.

e Their flexibility makes them one of the best techniques of data collection

because they can be combined with any other technique.

Surveys also have limitations. One of these limitations is the need for large numbers
so that they give results with accurate meaning (Guerin & Dohr, 2005).This was
mitigated in this research by using a sample size with 270 students. One of the major
issues with an online survey is that there is a very low response rate (Jackson, 2009).
There were follow-up emails and reminders that were send on a weekly basis, after
the lapse of the initial two weeks, to increase the response rate. This research used
online surveys and according to Saunders et al. (2016), such surveys are effective
and efficient when all the respondents are IT literate and with internet access. This is
the case with the students in this study. Another issue is ascertaining whether one
participant will only send one response. In this survey, there was an instruction on the
last page to inform respondents to only submit one response. The researcher also
used cookies to prevent multiple submissions. Cookies can be handy because if a
participant tries to submit again, a message will display that the survey has already

been answered. The assumption was that participants would not temper with the
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settings to switch the cookies off in their browsers. Due to the massive national
electricity load shedding that has been affecting Zimbabwe for the past couple of
years, the researcher also used the paper-based survey method whereby the
instrument was printed, a presentation made highlighting the reasons for printing hard
copies as well as guaranteeing anonymity and confidentiality of their responses. He
had to seek consent before giving the hard copies to students. Most students
completed the hard copy instruments due to the electricity challenges experienced at

the time.

Reasonable actions were taken to clean the data according to student responses. If a
guestion is unclear to the respondent, respondents tend to leave it blank (Jackson,
2009) and this impacts on data analysis. Data cleaning was done on rows of data
where the same response was selected right through by the respondent, or where only
a few questions were answered and the rest left blank. In addition, in this study, data
was scrutinised for obvious duplicate rows. Such rows were deleted and this was

recorded in the data cleaning section.

As indicated in Figure 4.2, the survey method was considered suitable for this study.

This was because:

e The empirical survey aids the researcher to acquire data on the various
concepts like the awareness of students on the privacy of their personal
information, student expectations on privacy and student confidence levels in
the university being able to uphold the personal information privacy.

e Most quantitative research implements the survey design — this also
corroborates with Saunders et al. (2016) and Neuman (2014).

e A survey also tends to give a rapid turnaround in data collection (Creswell,
2014), which will boost the reliability of the study since many responses show
more information.

e The tool of measurement which is always required for the evaluation of a
phenomenon under investigation is the instrument (Chilisa, 2012; Davidson,
2004; Muller, 2014; Tracey et al., 2017).

e The information collected is reliable and objective especially if the instrument
is properly designed as one can validate the model statistically using the

collected empirical data (Davidson, 2004).
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4.8 TIME HORIZON

A survey can either be longitudinal or cross-sectional (Creswell, 2014; Saunders et
al., 2016). Longitudinal survey permits for the gathering of data and creates a moving
picture about people, events or even social relations over time to have two data sets
and then compare (Creswell, 2014; Neuman, 2014; Saunders et al., 2016). Cross-
sectional survey, in contrast, allows for the collection of data at one point in time and
creates a snapshot about social life (Creswell, 20014; Neuman, 2014). This research
followed a cross-sectional survey since the survey was sent out at a specific time
interval. To allow students sufficient time to respond, a 3 (three) week period was
allowed and was extended by 2 (two) more weeks due to the current prevailing
electricity and therefore internet challenges. This was considered enough time for

students to go through the instrument and give responses accordingly.

4.9 POPULATION AND SAMPLING

A study can use either primary or secondary data (Greener, 2008; Jain, Dubey & Jain,
2016; Kumar, 2011). Primary data is any data which is collected for the first time
whereas secondary data is data which exists and has already been collected and
analysed by someone (Salkind, 2017). In this research, a sample design was used to

collect primary data.

4.9.1 Sample design

Kothari (2012) defines sampling as the process of gathering information about the
entire population through analysis of only a segment of it. Greener (2008) describes
sampling as an experimental way of analysing a section (sample) that represents the
people with their thoughts, activities, relationships, abilities and attitudes among other
characteristics. It is a procedure for choosing the number of research units from a well-
defined study population (Jain et al.,, 2016; Walliman, 2014). Identifying how the
sample should be chosen is the ultimate objective (Kumar, 2011). Another objective
of sampling, as indicated by Gerber and Hall (2017), is to statistically infer information
from the population under study so as to gain more information about that population.
The designing of a sample requires some decisions to be made, such as identifying

the population and sample, the sample size and technique for selecting the sampling.
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4.9.2 The sample and population

A sample is a “subset of the people, objects, or events selected from that population”
(Lehman, O’Rourke, Hatcher & Stepanski, 2005 p.16). The big issue in research is
ascertaining who will be surveyed; therefore, the subset of the population is in most
cases selected to represent the whole population (Kumar, 2011). The sample gives a
snippet of a population, without necessarily having to study the whole population
(Molenberghs, 2010). The population is mostly very large such that it is difficult and
not ideal to measure the whole population but rather to focus on the variables of
interest from the selected sample (Lehman et al., 2005; Curran, 2010).

Students from the university under study were selected as participants to constitute
the sample from a population of all universities in Zimbabwe. Students were included
if they were registered at the university. It was not practical to do the research in all
universities in Zimbabwe in terms of time, economics and convenience. The research

was conducted in one university in Zimbabwe.

4.9.3 The sample size

The sample size focuses on ascertaining how many people will be surveyed (Gerber
& Hall, 2017; Kumar, 2011). It is imperative to realise that the larger the sample, the
better and reliable the results are (Gerber & Hall, 2017; Jackson, 2009). The required
sample size to meet the minimum responses required to validate the instrument
statistically can be derived from the number of questions in the instrument and making
use of the rule of the thumb highlighted by Gerber and Hall (2017). The researcher
multiplied the 5-point scale (discussed in Section 4.10) with the number of items in the
instrument and this gave the minimum responses anticipated from the respondents
(students). This allowed for the conduct of factor and item analysis and ensuring

reliability of the constructs in the instrument.

Using the formula 5(n) where n signifies the number of items in the instrument (Gerber
& Hall, 2017), it can be computed to 5 x 54 statements that are in the instrument to
get 270. This formula holds if all respondents are to complete all the questions in the
instrument. In other words, 270 is the minimum number of students expected for this

study, which is the sample size. The instrument (discussed in Section 4.10) was sent
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out to a larger sample of +/-350 in order to obtain the minimum number of responses
(at least 270 in this case). The researcher recruited the respondents by making a
presentation to the participants (students) that highlighted the objective for conducting
the research and looking for their participation. Partaking in the study was clearly
labelled voluntary and the researcher guaranteed anonymity and confidentiality of the
respondents. The recruitment of participants was done using a sampling technique

described below.

4.9.4 Sampling technique

The researcher must select the members to institute the sample and ascertain if
probability sampling or non-probability sampling will be used (Neuman, 2014; Riley-
Tillman & Reinke, 2011; Saunders et al., 2016; Visser, Krosnick & Lavrakas, 2013). In
probability sampling, affiliates of the entire population have equivalent prospects of
being selected to formulate the sample (Jackson, 2009; Saunders et al., 2016; Visser
et al., 2013). In contrast, a non-probability sampling is a technigque that has an
unknown probability for choosing the respondents (Gerber & Hall, 2017; Jackson,
2009; Saunders et al., 2016; Visser et al., 2013).

Neuman (2014) posits that probability sampling technique is mostly deployed for
guantitative research whilst a non-probability technique is mostly used in qualitative
research. The most commonly used probability sampling techniques in quantitative
research are simple random sampling, stratified sampling, systematic sampling and
cluster sampling (Gerber & Hall, 2017; Neuman, 2014; Saunders et al., 2016; Visser
et al., 2013). On the contrary, the non-random sampling techniqgues commonly used
in both quantitative and qualitative research methods are quota sampling, purposive
sampling, snowball sampling and convenience sampling (Gerber & Hall, 2017;
Greenfield & Greener, 2016; Neuman, 2014; Saunders et al., 2016; Visser et al.,
2013). A good sampling technique must maximise its degree of representation of the
actual population (Salkind, 2017).

For the conduct of the survey in this research, a non-probability sampling procedure
was selected, under which the convenience sampling method was considered the
most appropriate one (Cohen et al., 2011; Salkind, 2017; Saunders et al., 2016; Tracy,

2013). Convenience sampling, as propounded by Creswell and Creswell (2018) and
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Saunders et al. (2016), allows for the selection of cases in a haphazard manner
because of their ease of availability and convenience to acquire the sample. It is a way
of studying and choosing what is immediately available and continuing until the
expected sample size has been acquired (Cohen et al., 2011; Walliman, 2014).
According to Cohen et al. (2007), the convenience sampling method is mostly used
when students are often perceived to be respondents, which is a case in this research.
It is convenient, saves time and is less costly, saving effort of the researcher in trying
to find less amenable respondents (Salkind, 2017). Unfortunately, convenience
sampling suffers from being prone to bias and influences that are beyond the
researcher’s control and sometimes the research findings are given less credibility
because they might not represent the generality of the population (Cohen et al., 2011;
Salkind, 2017; Saunders et al., 2016).

The sample chosen in this research (a private university in Zimbabwe) represents the
typical scenario under study, namely Zimbabwean students’ perceptions on privacy in
terms of their expectations, their awareness levels and their confidence in the
university’s upholding of privacy when they process student personal information. This
increases its credibility. In sampling, bias is defined as the systematic error on the
procedures for sampling that result in the distortion of the study results (Elder, 2009;
Jackson, 2009). The fact that partaking in the study was voluntary, with no reward of
any sort and anonymity being advocated for, tend to reduce bias (Hallam & Zanella,
2017). The stages of data collection can be explained in stages, which are editing,

data coding and the creation of an electronic file (Gilliland, 2014).

Students were invited to participate based on their availability. The participants were
recruited by the researcher by making a presentation to all students, stressing the
purpose of conducting the study and looking for their participation. As indicated
earlier, partaking in the study was voluntary and the researcher gave guarantees on

anonymity and confidentiality of the respondents.

The researcher selected purposive sampling to choose the experts to partake in this
research. As a non-probability technique, purposive sampling is a method that bases
the selection of units on the researcher’s supreme personal judgment (Greener, 2008;
Kothari, 2012; Neuman, 2014). The researcher uses his subjective judgment to select

a sample that they believe represents the population, people that are knowledgeable
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(in-depth knowledge) by virtue of their profession and a sample that allows him to meet
his objectives (Cohen et al., 2011; Greenfield & Greener, 2016; Neuman, 2014;
Saunders et al., 2016). In the next section, a description of the survey development

process is done.

4.10 DATA COLLECTION: SURVEY DEVELOPMENT PROCESS

After ascertaining the sample, sample size, the next stage was to determine how the
data would be collected. Data can be collected in many ways and these include
observations, instruments, interviews (personal and telephone), emailing,
experiments, documents and schedules among several other ways (Chilisa &
Kawulich, 2012; Kothari, 2012; Visser et al., 2013). In this study, information was
collected using a quantitative survey called the Information Privacy Perception Survey
(IPPS) that the researcher developed. Primary data was collected. The instrument
used was discussed in Section 4.6 above. The following sections describe the

development of the IPPS instrument used in this research.

4.10.1 Data collection instrument

Any means of gathering data from a study is called a research instrument or research
tool (Kumar, 2011). In quantitative research, especially when surveys are used, the
guestionnaire can be an option used as the research instrument and it exists in both
closed ended and open ended formats (Greenfield & Greener, 2016; Guerin & Dohr,
2005; Kazi & Khalid, 2012; Kumar, 2011; Muller, 2014). A instrument is defined as a
series of questions written down on a specific topic where the researchers sought the
subjects’ opinion (Creswell & Creswell, 2018; Guerin & Dohr, 2005; Kumar, 2011). In
addition, Riley-Tillman and Reinke (2011) defines an instrument (questionnaire) as a
means of collecting data in survey study that encompasses some documented
guestions that people will respond to promptly on the instrument form itself.
Instruments help in gathering more information about people's opinions and
perceptions about a particular situation (Neuman, 2014). In this survey, instruments

were used for the data collection process.

The answers in an instrument are recorded by the respondents themselves (Creswell

& Creswell, 2018). It is very important to prioritise the form and wording of questions
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in an instrument as it will impact the quality and type of data derived from the
respondents (Creswell & Creswell, 2018). An instrument can be self-administered,
when students answer the instrument they have received, or can be an interviewer-
administered instrument, which occurs when students are asked questions by the
interviewer and students openly respond to the questions (Greenfield & Greener,
2016; Guerin & Dohr, 2005; Kazi & Khalid, 2012). This study used a self-administered

instrument, allowing students to respond at their own accord.

Self-administration of instruments is when the tool is distributed as hard copies and
through email. As advantages, Kazi and Khalid (2012) suggest that self-administered
guestions have the ability to reach a wider audience covering a huge sample size,
covering a wider geographical spectrum, be able to cover issues/topics which are
sensitive and reach out to some most difficult geographical areas. They also increases
anonymity (Neuman, 2014). The major drawback of self-administered instruments is
the issue of low response rates (Kumar, 2011) and lack of clarity on some issues in
the instrument. To improve the response rate in the study, the researcher adopted
Kazi and Khalid's (2012) techniques by sending follow-up emails and making sure that
the questions were brief. The researcher also printed copies and distributed them to
students. To increase clarity, the instrument was provided in the best simplified form,
which was taken through pilot and expert analysis. The design of the instrument for

this research is described below.

4.10.2 Instrument design and construction

When designing an instrument, questions are designed either as open-ended or
closed-ended questions (Jain et al., 2016; Kazi & Khalid, 2012; Kothari, 2012).
Possible responses to a scenario are not given in open-ended questions and if an
instrument is being used, the participant will have to put the responses in their own
words (Kumar, 2011). Open ended questions are used when it is difficult to grasp all
possible answers to the questions and its advantages include the fact that researchers
will not be able to suggest answers; it allows students to respond using their own
words though the responses can be broad (Guerin & Dohr, 2005; Kazi & Khalid, 2012,
Saunders et al., 2016). Analysis of open-ended questions is difficult and some
respondents might fail to express themselves, leading to loss of information (Kumar,
2011).
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The study used closed-ended questions, which are called forced questions because
they give the respondent alternatives to choose from, according to the instructions
(Greenfield & Greener, 2016; Guerin & Dohr, 2005; Kazi & Khalid, 2012; Muller, 2014).
The negative issues on closed-ended questions must be on their lack of depth,
investigator bias where the options given are of the investigator’s interest, as well as
the tendency of respondents ticking one category without even thinking through them
(Kumar, 2011; Saunders et al., 2016). Closed- ended questions help ensure that the
information is easily obtained and they are easy to analyse (Kumar, 2011). The way
instruments are phrased is of paramount importance to the way participants will

respond in the survey.

Kothari (2012) suggests that when instruments are designed, they must be clear and
easily understood, simple (convey one thought at a time only) and should conform to
the participant's line of thinking. Neuman (2014) also weighs in and highlights some
major principles to guide in the design of the instrument which include avoiding any
probable confusion on the respondent, designing valid and reliable questions, keeping
the perspective of the respondnent in mind, clear and meaningful questions. Neuman
(2014) concurs with Greener (2008) and Greenfield and Greener (2016) by
summarising some of the necessary writing skills to be avoided for an instrument,
namely circumventing slang, technical jargon and abbreviations; avoiding confusion,
vagueness and ambiguity; avoiding prestige bias and emotional language;
circumventing double-barreled questions; avoiding leading questions; avoiding of false
promises; avoiding questions about the distant future intentions; circumventing double
negatives in the questions and avoiding unbalanced or overlapping response
categories. In this research, the researcher avoided the use of abbreviations and
slang, and questions were designed without any bias, emotional or leading questions,
each question asked only one concept to avoid double-barreled questions, no false
promises or future promise intentions were made and all response categories were
balanced and consistent throughout. All these features of instrument development
were validated by experts and tested through piloting to make sure that they align with
the fundamental questionaire writing skills (Greener, 2008; Greenfield & Greener,
2016; Neuman, 2014).
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This study used closed-ended questions so that information gathered becomes
guantifiable (Kumar, 2011; Muller, 2014) and analysis can be conducted. Walliman
(2014) asserts that in closed-ended questions, the respondent chooses from the given
set of answers and they do so quickly. Banerjee (2015) submits that closed-ended
guestions are easy to understand, which leads to answers that are consistent.
Investigator bias was overcome by using all possible responses from a respondent

and the questions were brief so that the respondents would not loose focus.

Neuman (2014) argues that designing an instrument has a great impact on the results
to be obtained from the study. Therefore, there is need for a final instrument which the
respondent can answer honestly, without any bias and that truly represents reality
about the subject matter. In the instrument design, the researcher made note of the
following design fundamentals as supported by several studies (including Alnatheer et
al., 2012; Gerber & Hall, 2017; Greenfield & Greener, 2016; Jain et al., 2016; Kothari,
2012; Neuman, 2014; Riley-Tillman & Reinke, 2011):

e Instructions were clear and consistent for respondents to complete;

e Content that promotes bias, especially leading questions, was clearly
scrutinised;

e Having a clear, neat and good layout of the questions;

e For students not responding on email, the researcher sent non-response
reminders twice every week to increase chances of response;

e Avoidance of sensitive, repetitive and irrelevant questions;

e The order of the questions was made to flow and questions that are related
were grouped;

e The use of closed-ended questions as opposed to open-ended questions tends

to increase the response rate;

An instrument has the following advantages in a study (Kazi & Khalid, 2012; Kothari,
2012; Neuman, 2014; Saunders et al., 2016):

e |tis cheap as compared to many other data collection tools;
e ltis free from bias when compared with other techniques because there is no
association with the interviewer and respondents are free to answer using their

own words;
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e There is adequate time to come up with well thought responses;
e Instruments are often made up of large samples and this strengthens the
results, making them more reliable and even dependable.

To avoid low response rate, which affects the simplification of the results, some
guidelines were followed by the researcher (Greenfield & Greener, 2016; Guerin &
Dohr, 2005; Kazi & Khalid, 2012; Kumar, 2011; Riley-Tillman & Reinke, 2011):

e Keep the instrument short and to the point;

e |If questions are closed-ended, they are quicker to answer;

e Obtaining captive audience of students like in a classroom to explain the
purpose, significance and relevance of the study is quick;

e The use of hard copies, especially for those who had challenges in accessing

the internet.

The above techniques in instrument construction and design were adopted in the
drafting of the instrument for gathering information for the SPIPP empirical model. As
a research procedure, all new instruments are supposed to be subjected to expert
review and then to pilot testing in order to validate if they are reliably measuring what
they are supposed to measure (Kazi & Khalid, 2012). This was discussed in section
4.10.5.1 under Expert review and 4.10.5.2 under Pilot study section. This is done in
research to increase the reliability of the measuring instruments. The instrument

design procedures for the research instruments are discussed below.

4.10.3 Instrument refinement process

The process of designing a questionnaire (instrument) goes through various iterations
in research. As the process goes through many steps, it is imperative to realise that
the developed instrument must be correlated to the aims and research questions of
the research (Kumar, 2011). In fact, during instrument design, there is need for a
proper linkage between the concepts in aims being investigated and its context in
theory (Jain et al., 2016; Kumar, 2011). In the design of the instrument, the researcher
used literature theory to design the instrument items. The formulated items or

statements were meant to address and answer the research questions highlighted in
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section 1.4 and help attain the research aims set in section 1.5. The processes

involved in the instrument design are depicted in Figure 4.3 below.

4 )

- experience in privacy consultancy (legal, IT,

cyberspace), privacy advisory services, data

protection and privacy compliance specialists
-adjusted instrument for piloting

- J

-adjusted questions for clarity, understanding &
comprehensiveness
Pilot study -altered the completion time
-15 students selected | -updated instrument used for the survey
Appendix E2) specialists
\_ -adjusted the instrument for the survey )

4 )

-a sample size of at least 270 students
-designing the instrument in html
-administering of the survey
-reminding the students
-results used for data analysis

- J

Figure 4.3: Instrument design and sampling

The statements in section 3.8 were taken through the process of expert panel review
as conversed in section 4.10.5.1. Expert review is important because it increases the
instrument’s face validity. Face validity was used on the suitability of the statements
on the researcher and the students who responded to them. Face validity was
described in section 4.10.8 under Validity. The experts were requested to complete
the participation information sheet shown in Appendix C1 and consent to participate
in Appendix D1.

The output from the expert review was used as an input for the pilot study. The pilot
study involved a total of 15 students. A discussion of pilot review was done in section
4.10.5.2. The focus was on ascertaining that the statements were comprehensive,

clear and easily understood. The students were also made to complete the
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participation information sheet shown in Appendix C2 and consent to participate in
Appendix D2 for the pilot group.

The updated version of the pilot study was then converted into html format, ready for
the online survey and this is shown in Appendix E3. This is the version that was
disseminated to the participants (students). After conducting the online survey, the
results were analysed statistically. This is given attention in Chapter 5, which deals
with data analysis and discussion of research findings. Statistical analysis starts with
processes like data coding and data cleaning for import to the SPSS package, putting
variable labels and value labels among other labels. Also included are descriptive
statistics, inferential statistics, exploratory and confirmatory factor analysis, ANOVA,

t-tests and correlations analysis.

The next section narrates the various steps taken in the item generation and

development of the survey instrument.

4.10.4 Structure of the IPPS survey instrument

This section describes how the instrument for IPPS was designed. A preface as an
introduction and the definitions used in the research were encompassed in the front
unit. The study instrument was segmented into two sections to aid in realising the
objectives of the study stated. These are discussed below.

4.10.4.1 Section 1: Biographical information

A few questions on biographical information were developed in the study to obtain

information usable for descriptive purposes. These are:

e Age
This was requested from the participants because it was used to determine whether
the various concepts and components had similar interpretations to various
participants of age groups. This is done to understand various age group conceptions
on a particular field (Greenfield & Greener, 2016). To properly have an analysis on
how different generations perceive how collected information was used within

universities, their awareness levels, their expectations and their confidence in the
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university, the researcher clustered the age into seven ranges, namely the 18 - 25
years, 26 - 30 years, 31 - 35 years, 36 - 40 years, 41 - 45 years, 46 - 50 years and the
above 50 years category. These age generations cater for all students at the
university; there are students who enrol soon after completing their high school and
there are students who enrol for postgraduate studies after attaining the age of 50
years. A student chooses one age group which his/her age falls into.

e Gender
The gender is categorised into three main groups, namely male, female and other. It
is very important to know the type of gender and how they perceive privacy as there
can exist differences between genders (Chen, Ping & Chen, 2015; Ozdemir et al.,
2016). Also important is to avoid discrimination through the inclusion of "Other" to
accommodate everyone with their gender preferences. A student chose one option for

the gender.

e Nationality

Although the research was conducted in Zimbabwe, it is imperative to also note that
the university under study also allows enrolling of students from abroad. Therefore,
there was a possibility of having students from abroad learning at the university. This
was important, as it assisted in ascertaining what students (respondents) from
countries, other than Zimbabwe would perceive privacy of personal information. Six
options were given, namely, Zimbabwe, Africa, Europe, America, Australia and Asia.
By so doing, all continents were covered.

e Learning mode
When students enrol at the private institution, they are given the right to select the
mode of study. These are a) conventional - where students learn on daily basis from
Monday to Friday and starting lectures from 08:00 hours to 16:00 hours, b) parallel -
where students learn in the evening from 17:00 hours to 20:00 hours and during
weekends and c) block - where students learn for specified two-week period, twice a
semester. The researcher added "Other" to incorporate any other learning
arrangements within the institution. A student chose one learning mode from the

available options.
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e Year of study
The university caters for students from their first year until they get to fourth year for
undergraduate programmes, masters students for two years and doctorate students
for a minimum of three years. It also caters for short courses spanning 6 months. A

student indicated which year they were in at the stretch of the study.

e Programme

The programmes offered at the university were limited and included Business
Management and Information Technology (BBM&IT), Bachelors of Accounting (BAcc),
Bachelors of Management in Finance (BBM Finance), Bachelors of Management in
Marketing (BBM Marketing), Bachelors of Arts in Development Studies (BA Dev
Studies), Bachelors of Arts Dual Honours (BS) specialising in 2 subjects, Bachelors of
Theology (BA Theology), Masters of Business Administration in Entrepreneurship
(MBA), Doctor of Philosophy (DPhil) and 6 months Certificates in various disciplines.
A student indicated at least one programme that they are enrolled in.

4.10.4.2 Section 2: Personal information privacy perception statements

The second section in the IPPS instrument incorporated 54 statements that were used
to ascertain student perceptions on the privacy of their personal information from three
concepts, namely the awareness, expectations and confidence. The nine components
regarded the FIPPs as the reference point and were also fortified in the OECD
Protection of Privacy and Transborder Flows of Personal Data document of 2013, the
GDPR and the ZDPA bill. A discussion of these components was done in Section 3.5
of chapter 3 and it was concluded that the components for the IPPS instrument are
notice/ awareness, purpose specification, information quality, use limitation, collection
limitation, individual participation, privacy education, privacy policy and consent and
these were used for measuring the three privacy concepts of awareness, expectations
and confidence for privacy perceptions. Table 4.1 below depicts the 9 components
and the corresponding allocated number of items for each component, as shown in

Appendix E1.
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Table 4.1: Components and allocated items

IPPS component

Allocated item numbers in

the instrument

Total number of
items in the

instrument

Notice/ openness

Awareness: 1 & 2
Expectations: 3 & 4
Confidence: 5 & 6

6

Information quality

Awareness: 7 & 8
Expectations: 9 & 10
Confidence: 11 & 12

Purpose specification

Awareness: 13 & 14
Expectations: 15 & 16
Confidence: 17 & 18

Use limitation

Awareness: 19 & 20
Expectations: 21 & 22
Confidence: 23 & 24

Collection limitation

Awareness: 25 & 26
Expectations: 27 & 28
Confidence: 29 & 30

Individual participation

Awareness: 31 & 32
Expectations: 33 & 34
Confidence: 35 & 36

Privacy policy

Awareness: 37 & 38
Expectations: 39 & 40
Confidence: 41 & 42

Privacy education

Awareness: 43 & 44
Expectations: 45 & 46
Confidence: 47 & 48

Consent.

Awareness: 49 & 50
Expectations: 51 & 52
Confidence: 53 & 54

TOTAL NUMBER OF ITEMS IN THE INSTRUMENT

54

Source: Author’s own compilation
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Notwithstanding the fact that every component is measured in terms of the students’
privacy awareness levels, privacy expectations and their privacy confidence in the
university, there were two items for each component from each perspective. The
students (respondents) were expected to fill in all the sections of the instrument,
selecting from various options as depicted in the scales provided.

4.10.4.3 Description of the scale

The 5-point Likert scale was used because it is reliable, captures results based on
many options and it generally provides stable results (Mathers et al., 2009). A Likert
scale gives a range of options to a given statement or question (Cohen et al., 2011).
Respondents only need to either check or circle their opinion (Salkind, 2017). Using a
Likert scale, the respondent makes a choice to specify how they either strongly
disagree or agree with a statement (Saunders et al., 2016). Thus, a Likert type scale
is developed from a number of formulated statements that express an attitude that is
favourable or unfavourable to how the respondent will react (Kothari, 2012). The IPPS
instrument is a survey that permits self-evaluation and can be easily administered in
groups or individually. The rating scales prompted the respondents to choose one
alternative from a possible set of categories (Greenfield & Greener, 2016; Mathers et
al., 2010). The participants in this research were obliged to rate the 54 items by
selecting the most suitable alternative on the five-point Likert scale and the ratings

were arranged as follows:

e Strongly disagree — this indicates that the respondent is in strong agreement.

e Disagree — this indicates that the respondent disagrees to some extent.

e Do not agree or disagree — this indicates that the respondent is neutral or
uncertain.

e Agree - this indicates that the respondent agrees to some extent.

e Strongly agree - this indicates that the respondent is in strong disagreement.
The main advantage of using such a scale is that it becomes easy to understand the

guestions and consistency in the responses is needed (Banerjee, 2015). On the

contrary, the main disadvantage of the Likert scale according to Mathers et al. (2009),
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is that sometimes researchers succumb to the temptation of summing all the scales

into one single score, which might be misleading.

4.10.4.4 General information for survey completion

The average completion time for the instrument was 20 minutes. Some students took
lesser time than the prescribed 20 minutes and some took more. The personal
information privacy perception instrument was designed as an electronic/online based
survey and was administered using the Survey Tracker software. In the instrument,
there was a Yes and No button where the respondents either could click on “Yes” if

they consented and they would move to the next page or “No” and move to the last

page.

Before the survey was conducted, the following information was availed to the

respondents to conform to research ethics requirements:

e the research title;

e the researcher’s details;

e the research purpose;

e the benefits of participation;

e the assurance that the research was voluntary and the respondent had every
right to disengage any time when they felt like doing so, and without any
adverse consequence;

¢ the estimated time of completion of the instrument;

e assurance of confidentiality and anonymity of information provided;

e the assurance that the information supplied would be kept in a secured and
protected environment;

e the indication that the researcher appreciated the participants for their

willingness to assist in the research.

4.10.5 Instrument finalisation

To respond to the research questions in Section 1.4 and achieve the aims of the
research in Section 1.5, two statements were summarised at the end of each

component derived from the nine privacy components in Section 3.5. These were then
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converted into instrument questions for the survey as summarised in Table 3.2. The
instruments were aligned to the literature chapters (Chapters 2 and 3). These were

then taken for expert review analysis.

4.10.5.1 Expert review

The experts sample is chosen for a specific purpose, as the name suggests (Cohen
et al., 2011). This implies that the sampling technique relies more on the primary
consideration of choosing an experts sample that will furnish the right information to
accomplish set objectives of the study (Kumar, 2011). Itis very useful when the sample
is very small but informative, and a known indicative of the sample is to be intensively
analysed (Greener, 2008; Kothari, 2012; Saunders et al., 2016). This was the case in
the selection of four individuals into the experts’ panel of this study.

The instrument is reviewed by experts in the field in the industry or by academics
(Saunders et al., 2016). One way of improving questions in the instrument is to have
an independent panel of experienced researchers review and critique the instrument
(Neuman, 2014). They assist in undertaking a focused and a comprehensive directive
on the questions and are expected to give feedback or make recommendations
(Alnatheer et al., 2012; Kumar, 2011). An expert review in research is crucial as it
improves the questions’ content validity (Saunders et al., 2016). It is crucial to ask
experts in the field for some comments, feedback and recommendations on the
suitability, structure and representativeness of the designed items as seconded by
Saunders et al. (2016). The instrument in this research is new and hence there was
need to involve an expert panel. Lynn (1986) suggests that a comprehensive expert

review must have between three and ten expert reviewers.

Expertise in the field of information privacy and privacy compliance is the criteria that
was used to recruit the experts. The researcher had to contact them via email,
indicating the objectives of the research and asking them to participate in this
research. As a fundamental baseline, the experts, as participants in this research
exercise, had to provide information that added value to the study. Using any number

of experts, the level of error detection can be plotted as shown in Figure 4.4 below.

-128 -



100% -

75% -

50% -

23% 1

Errors found

0% - I |
0 3 G 9 12 15

Number of Experts

Figure 4.4: Error detection rates (Nielsen & Landauer, 1993)

As highlighted in Figure 4.3 above, the four experts used in this study can identify at
least 75% of the existing errors (Nielsen & Landauer, 1993) and this is good enough,
considering that if the number of experts increases (so does the effort and costs of
getting them), it will not have an impact in terms of their effect on the research because
it will have reached saturation. Therefore, the four chosen experts in this study were

considered ideal.

The first criteria for expert reviewer selection was experience in privacy
implementation with an IT focus and/or legal background. The expert review panel in
this study was made up of 4 experts (expert sample space) who had experience
beyond privacy consultancy (both legal and IT background), but also privacy
consultancy in cyberspace, privacy advisory services as well as data protection and
privacy compliance specialist. Another criterion was that the experts should have more
than three years privacy related experience and should have a post graduate
qualification. These were the key criterion for selecting the experts as they were
people of known expertise in the field of privacy (Kumar, 2011). It was also a
prerequisite to get their participation consent first. As such, each participant received
a participant information sheet (see Appendix C1l) and was requested to sign a

consent document (see Appendix D1).
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Table 4.2 below presents data on the expert panel participants relating to their field of

expertise, job titles, their experience as well as their qualifications.

Table 4.2: Expert panel participants

Field of expertise | Job title Experience | Highest qualification
(years)
Expert 1: Privacy | Privacy 3 years PhD
consultant - with | Cyber-
both legal and IT | physical
background Analyst
Expert 2: Cyber | Cyber 6 years Certifications:
insurance Insurance CAIB(SA) specialising in Finance,
Underwriter Certificate in Cyber Security,
currently studying at ISACA
Expert 3: Privacy | Senior 9 years PhD
consultant Manager:
Privacy
Advisory
Services
Expert 4: Data Group 7.5 years MSc:
protection and Privacy BCOM (Information Systems,
privacy, privacy Officer Law, Psychology), Post-
compliance, risk Graduate Diploma in General
management, Management, Masters in
cyber security, Business Administration
data protection (current), Fellow in Information
and cyber security Privacy, Certified Information
law Privacy Manager, Certified
Information Systems Auditor,
Certified Information Privacy
Professional: EU, Certified
Information Privacy Technologist,
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Certified Information Security

Manager.

For the recruitment of the expert reviewers, each expert panel was contacted directly
via phone and email. The expert reviewers were asked to provide their review
responses electronically and to email them back to the researcher. A comment box
was provided for general comments about the biographical section which the expert
panel would like the researcher to consider or amend in order to improve the
instrument. There was also a section that comprised of the 54 statements. The expert
reviewer was to use a tick (\/) to indicate whether they believed the statement was
essential to be included or not and whether it was clear or not. A comment box was
provided at the end of the 54 statements for general comments about the statements
which the expert panel would like the researchers to consider or amend in order to
improve the instrument. The initially designed (original) instrument is included in

Appendix E1.
a. Expert Review Comments Analysis

As prescribed by Saunders et al. (2016), there is need to engage and seek
suggestions and comments from a cluster of experts on the representativeness and
suitability of questions before doing the actual study. This enables content validity and
to make the necessary amendments before piloting (Kumar, 2011). Although some
experts pointed out that certain questions were not essential, the researcher did not
remove them since they were part of the theoretical model. Instead of removing them,
the researcher adjusted the questions so that they became clearer and more

understandable.

The summarised overall percentages, based on the opinion of the experts from the
perspective that the statements were essential or not and whether the statements
were considered clear or not was done by the researcher. Each component had 2
statements which were measured based on the construct’s awareness, expectations
and confidence. This gives a possibility of 6 responses on each component. With 4
experts, there were 24 possible scenarios for either "Essential” or "Not Essential". The
same rule was applied for whether the statements were "Clear" or "Not Clear". The

selections made for all the components for the same aspect were then summed up
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together to give a total, which was calculated as 24 x 9 = 216 for the essentiality and
clarity of the statements. Table 4.3 below gives a summarised review of the comments

of experts.

Table 4.3: Summary of expert review feedback

Essential | Not Total | Clear | Not Total
Component Essential Clear
A - Notice/Openness | 15 9 24 12 12 24
B - Information
Quality 18 6 24 12 12 24
C - Purpose
Specification 16 8 24 18 6 24
D - Use Limitation 15 9 24 13 11 24
E - Collection
Limitation 18 6 24 20 4 24
F - Individual
Participation 18 6 24 13 11 24
G - Privacy Policy 17 7 24 24 0 24
H - Privacy
Education 14 10 24 15 9 24
| — Consent 20 4 24 15 9 24
TOTALS 151 65 216 142 74 216
Percentage (%) 70 30 100 66 34 100

From the above table, it can be generalised for all reviewers that:

e 70% of the experts agreed that the items were essential, with 30% not being

considered essential. These were then adjusted to increase their essentiality.

e 66% of the experts expressed that the questions were clear, with 34% of their

views indicating that the questions were not clear. Based on the reviewers’

comments, these were then adjusted to increase clarity.

Below is a discussion of the feedback from the expert reviewers based on their

suggestions and comments on whether the questions were essential and clear or not.
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b. Essential and Not Essential

The four expert reviewers gave their comments on the instrument based on their

opinions for this category. Amongst the four reviewers, the average number of

guestions that were shown to be "Not Essential” was 30%. As highlighted above, these

guestions were not removed. Rather, the researcher adjusted the questions in

accordance with the said comments. The following are some of the notable

adjustments which were done to increase the relevance of the statements:

Statement 5 was considered "Not essential’ by one expert and suggested that
it can be altered from, "I am confident of privacy through privacy notices" to, "I
am confident of universities’ privacy practices through privacy notices”.
Statement 8 was considered too broad as it could be interpreted to refer to
security safeguards and not information quality. This prompted two expert
reviewers to consider it “Not essential”. The statement was adjusted to, "l am
aware that the university should protect my personal information for information
quality” from, "I am aware that the university should protect my personal
information”.

In Statement 35, a privacy expert considered it “Not essential” because it was
incomplete and the statement, "I am confident of requesting from the university,
a confirmation on what personal data the university has collected about myself"
was adjusted to "I am confident of receiving upon request from the university,
a confirmation on what personal data the university has collected or requesting
copies of the record of personal information about myself".

Statement 51 was altered from, “/ expect to have the right to opt in for the use
of my personal information for other purposes (like marketing, newsletters, job
or product advertisements among others.)”to, “/ expect the university to enable
me to exercise my right to opt in for the use of my personal information for other

purposes (like marketing, newsletters, job or product advertisements.)”.
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c. Clear and Not Clear

The four expert reviewers gave their comments on the instrument based on their
opinions for this category. Amongst the four reviewers, the average number of

guestions that were shown to be "Not Clear" was 34%.

After going through their suggestions and comments, there are certain questions that
were deemed “Not clear”. The questions regarded "Not clear” by the expert reviewers
were adjusted as per the reviewers' comments and suggestions. The following are
some of the notable adjustments that were done to make the statements clear:

e Statement 4 was adjusted to "l expect the university to publish a privacy notice"
from, "I expect the university to publish a notice for privacy".

e Statement 17 was adjusted from "I am confident that the university will specify
the purpose when collecting my personal information at the point of collection”
to "I am confident that the university will specify the purpose of collecting my
personal information at the time of collection".

e Statements 19-24 had to be adjusted on the part, "by the authority of” the law
to "in line with" the law.

e Statement 31 was adjusted from, “/ am aware that | can request from the
university, a confirmation on what personal data the university has collected
about myself” to, “I am aware that | should be able to request copies of the
records of my personal information from the university”.

e In Statement 52, an adjustment was done for clarity on the statement, "I expect
to have the right to opt out for the use of my personal information for other
purposes if I am no longer interested (like marketing, newsletters, job or
product advertisements among others.)" and it became, "l expect the university
to enable me to exercise my right to opt out on the use of my personal
information for other purposes if | am no longer interested (like marketing,

newsletters, job or product advertisements among others.)".

After receiving the feedback and adopting the recommendations and suggestions, the
instrument was subjected to pilot testing to ascertain it was measuring what it was
supposed to measure and in a reliable manner (Kazi & Khalid, 2012). Refer to

Appendix E2 for the updated instrument for the pilot study.
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4.10.5.2 Pilot study

After the expert reviews, the instrument can be piloted. This helps in improving the
instrument before the actual survey is conducted. By definition, a pilot study is an
informal study that acts as a preamble for the actual survey, and it is used to try the
feasibility of the survey fieldwork and assists in calculating the sample size (Kumar,
2011; Molenberghs, 2010; Teijlingen & Hundley, 2002). It is done to also increase
reliability and validity when the data extraction process is being done (Mohammed &
Tejay, 2017; Saunders et al., 2016; Tricco et al.,, 2011) and to ensure that it is
operationalised properly (Almadhoun et al., 2011; Bhattacherjee, 2012). As pointed
out by Bhattacherjee (2012), a pilot study aids in assessing if the questions asked are
understandable to the targeted audience (respondents), ensuring that the instruments
in the study are reliable as well as valid measures with respect to the concepts of
interest. These were done through face validity and construct validity which was
discussed in section 4.10.7. This is also indicated by Creswell and Creswell (2018)
who posits that a pilot review is prudent in that it increases content validity of the
instrument as well as improves the items, their format and the scales used. The

instrument must be piloted for its comprehensibility and its legibility (Jain et al., 2016).

In a pilot study, the participants provide feedback and this might result in certain items
either being deleted from the list of items or altered (Vail et al., 2008). A pilot test gives
a remedy in detecting potential problems within a research design like detecting if the
guestions makes sense to the targeted sample (Bhattacherjee, 2012; Saunders et al.,
2016). According to research (Almadhoun et al., 2011; Bhattacherjee, 2012; Jain et
al., 2016; Kazi & Khalid, 2012; Saunders et al., 2016), the reasons for a pilot study

can be summarised as:

e determining how long it will take to complete the instrument;

e ascertaining if the participants follow and understand the instructions to
complete the instrument;

¢ aligning the researcher’s understanding with that of the participants;

e diffusing the aspect of uneasiness on the part of the respondents, and

¢ validating the structure and layout of the instrument.
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For a student to participate in piloting, they were supposed to be a student at the
Zimbabwean university studied, with a valid customised university email address and
be older than 18 years. The researcher approached students who were in different
classes and invited them to join the presentation for piloting. Only students who were
proficient in English were included. A total of 15 students were from the various
departments of the institution. This was done so that the population selected in the
sampling process represents the views of the main respondents of this study, namely
students. As indicated in Section 4.9.4, the sampling technique used to get the pilot
study respondents was convenience sampling. The pilot group was selected on a
voluntary basis with the condition that the participant must be a student at the private
institution, with a valid customised university email address and must be older than 18

years. Only students who were proficient in English were selected.

Pilot study feedback

After conducting the pilot study, a few notable comments included:

e Most of the respondents felt 15 minutes were adequate to complete the
questions. It was the researchers’ assessment that most of the respondents
finished in between 10 to 13 minutes. Only 2 finished in 15 minutes. Therefore,
15 minutes was deemed an adequate time to complete the instrument.

e One respondent questioned why on the nationality, there was Zimbabwe and
Africa as options, yet Zimbabwe is in Africa. To the respondent, it appeared as
repetition. The researcher proposed to edit it to “Other parts of Africa”.

e The instructions were clear and understandable to the respondents. All were in
agreement that they understood the questions.

¢ Respondents felt easiness when they were responding to the questions.

e There were two respondents who felt the questions seemed like they were
repeating. To this, the researcher had to explain that it might seem so because
the questions were being asked from three perspectives (awareness,
expectations and confidence), measuring the same concept. The researcher
therefore added a sentence to the instrument to explain that “There are 9
components for the Student Personal Information Privacy Perception (SPIPP).
Each will be measured from three dimensions, i.e., the awareness, the

expectations and the confidence”.

-136 -



After the pilot study, a few comments and recommendations were added onto the

instrument for the final survey instrument.

4.10.6 Data collection and administering the survey

This section discusses the development of the final html survey as indicated in
Appendix E3. The output of a successful pilot test is normally adjusted if need be and
converted into the html format, after which it will be used for collecting data on the
sampled population in the final research (Bhattacherjee, 2012). Data has to be
collected in the same way for all the respondents (Molenberghs, 2010). According to
Gilliland (2014), a successful data collection will have the goal of the data collection
clearly known and understood. There are various ways of sending the developed

instrument to the respondents.

In this study, the instrument invite with a hyperlink to the html instrument was
broadcasted to the participants through emailing as the main method for sending out
the survey. The invitations were sent to respondents using emailing because of the
nature of the respondents; most students spend their time online either on their laptops

or mobile devices and internet is easily accessible to them.

For the data collection process in this study, at least 270 students sample size was
needed for the survey. Students were communicated with as per the ethical
considerations (section 4.13) and received the instrument via their email addresses.
Students were to respond to the instrument within a period of 5 weeks in total as
discussed in Section 4.8. Having obtained the permission to do the research from the
UNISA Research Ethics Committee as shown by the Ethical Clearance:
030/KM/2019/CSET_SOC (Appendix A2) and permission granted by the university
Research Committee (Appendix B), the instrument was uploaded onto the
SurveyTracker application and it was hosted by Organisational Diagnostics. This data
collection procedure was considered ideal since the sample population (students)
spent most of their time online and are computer literate, having access to their emails
as well as the internet (Plessis, 2018). To the students who could not access the
internet, hard copies were also made available for them to complete. These were

manually completed and returned to the researcher. During data collection, the
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researcher needs to make sure that there is no bias when data is being collected
(Jackson, 2009).

The survey application had a cover letter describing the purposes and perceived
benefits of the survey as well as the set of questions which solicited biographical
information as outlined in Section 4.10.4.1. The cover letter was included in the email

that was sent to the sample invited to participate using the bulk e-mail message.

Some unforeseen events during the data collection process forced the researcher to
adopt another plan to send the survey instrument to the students. There were
continuous power cuts which affected the whole nation of Zimbabwe, and many
students indicated that they had seen the invitation link but would not be able to
complete the instrument online. This prompted the researcher to avail the survey in
hard copy. Even for hard copies on survey, the researcher had to adhere to the ethical
code of conduct. The researcher gave a presentation first before distributing the hard
copies to students. During the presentation, the researcher explained the purpose of
the research, sought consent for participation and assured the respondents that their
feedback would be anonymous and confidential. Students completed the hard copies
and the researcher had to manually capture the students’ responses into the

SurveyTracker software.

In conducting research, it is important to ascertain if the research instruments are
measuring what they are intended to measure so that it fulfils the objectives of the

research. This is done through the process of reliability.

4.10.7 Reliability

Reliability is the ability of the test instrument to be repeated multiple times by different
researchers in the same manner, measuring the same instrument and giving a
consistent result (Field, 2009; Gerber & Hall, 2017; Jain et al., 2016; Kothari, 2012;
Neuman, 2014; Oats, 2012; Salkind, 2017; Saunders et al., 2016). According to the
Survey Methods (2017), reliability is a key attribute of quality research and a very
important tool as it helps avoid the risks of executing erroneous conclusions from the

data (unreliable data yield meaningless conclusions). For the research instrument’s
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reliability to properly increase, it is also imperative to appreciate various threats to
reliability.

Some of the threats to reliability noted by Jain et al. (2016) and Saunders et al. (2016),
and which applied to this study, include:

e Participant error (anything that might affect the way a respondent performs),

e Participant bias (any aspect that can induce a false response to the participant),
e Researcher error (anything that alters the researcher’s interpretation),

e Researcher bias (anything that induces bias when the researcher is recording

some responses).

Saunders et al. (2016) suggests that the common approaches for assessing reliability
after data collection is undertaken include considering the following stages in the

instrument design phase:

e testre-test
¢ internal consistency (which was adopted and used in this study)

e alternative form

Some of the ways used to increase reliability in this research, as adopted from Salkind
(2017), include:

e Having a large sample which is most likely to be a representation of the
population. A population of at least 270 students was used as the sample.

e Removing all unclear items because respondents could end up interpreting
them differently and ultimately respond differently.

e Making sure that all the instructions are standardised.

e The study was done when there were no external events to influence true
reflection of the respondents’ views.

e Scoring procedures were maintained using the same 5-point Likert scale.

e Questions were moderated in terms of their difficulty.
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The approach adopted in this research process to test reliability was internal
consistency and it involves correlating the instrument responses with each other (Hair,
Black, Babbin & Anderson, 2014; Saunders et al., 2016). This means that it measures
consistency of all the responses, either all the questions from the instrument or from
a subgroup of the questions (Saunders et al., 2016). Cronbach alpha was applicable
in the calculation of the internal consistency (reliability) of the study. Cronbach alpha

coefficient is discussed under data analysis.

Besides focusing on the reliability of research items, validity increases relevance of
guestions in research. This is discussed in the next section.

4.10.8 Validity

According to researchers (Evergreen, Gullickson, Mann & Welch, 2011; Gilliland,
2014; Jain et al., 2016; Kazi & Khalid, 2012; Kothari, 2012; Saunders et al., 2016;
Tricco et al., 2011), validity is regarded as the degree to which an assessment is
measuring what it is expected to measure in relation to the investigation being made.
It also gives the truthfulness of results and suggests how well an idea aligns with the
actual reality, addressing questions of how we can measure social reality making use
of constructs about it (Neuman, 2014). In quantitative research, validity is attained
through objective numerical and statistical measurements (Gilliland, 2014). To begin
with, an instrument's validity can be enhanced through the crafting of sound questions
and checking their appropriateness for the targeted respondents (Evergreen et al.,
2011). There are four common forms of validity (face, content, construct and criterion).

This study adopted the content validity, face and construct validity.

Content validity is defined by Kothari (2012) and Saunders et al. (2016) as the degree
to which the instrument sufficiently provides coverage of the questions under
investigation. Content validity was considered by ensuring that the instrument was
developed following theory (Chamroonsawasdi et al., 2017). Validity was also

ascertained through the pilot study that was conducted. The following were key:

e Under content validity, questions ought to be developed from various
dimensions of the concept being studied, and these were thoroughly
investigated during the literature review in chapters 2 and 3.
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e Use of theories and models that align with the research topic, problem
statement and objectives as the vanguards of the research.

e Development of measuring instruments and concepts which are applicable to
the model and in this study, these were adopted from the FIPPs, OECD
Protection of Privacy and Transborder Flows of Personal Data privacy model
of 2013, GDPR and the ZDPA bill.

¢ Pilot testing of the instrument, which increases the internal validity, leading to

less ambiguity of the instrument (Oats, 2012).

The second type of validity is face validity, and it looks at whether a particular test is
valid from its surface, to those who chose it and the ones who will take it (Jackson,
2009). From a different viewpoint, face validity is when an indicator in the scientific
world is perceived to make sense in measuring a particular construct based on its face
value (Bhattacherjee, 2012; Neuman, 2014). In this study, face validity was achieved

through expert reviews, which led to some adjustments being made.

The last validity type used in this research was construct validity. It is considered to
be the most important type of validity in any recent research (Creswell & Creswell,
2018; Jackson, 2009). Construct validity refers to "how well a given measurement
scale is measuring the theoretical construct that it is expected to measure"
(Bhattacherjee, 2012, p. 37). It looks at the measuring instrument and assesses the
degree to which it precisely measures the hypothetical construct that it was meant to
measure (Jackson, 2009). Construct validity tries to ascertain whether test results
relate to some elementary set of analogous variables and it connects the empirical
test components score to some fundamental theoretical behaviour (Salkind, 2017).
Creswell and Creswell (2018) also acknowledge that construct validity also assists in
the identification of any positive consequences from the scores when they are put in

the realm of practice.

Construct validity was achieved in this study through the following:

e According to Plessis (2018), assessment of content validity in an instrument is

a step towards augmenting for its construct validity. This study considered

content validity first, and this enhanced construct validity.
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e Construct validity was also supported by the exploratory factor analysis (EFA),

which is discussed in section 4.11.4.1.

The next section discusses the various statistical techniques used for data analysis in

this study.

4.11 DATA ANALYSIS

After (sometimes during) the completion of data collection, the results need to be
analysed and interpreted so that they can be useful and possibly contribute towards
any conclusion (Gillland, 2014; Oats, 2012). Data analysis is independent of the
techniques used to collect the data. This is done to ascertain how the theory will inform
the researcher's approach to data analysis and interpretation (Chilisa, 2012). The
Statistical Package for Social Sciences version 25 (SPSS) was used for analysing the
guantitative data. The following data analysis processes and approaches were used
in this study:

e Data management

e Descriptive statistics

e Inferential statistics

e Factor and item analysis

e Structural equation modelling

4.11.1 Data management

The instrument was designed in HTML format in SurveyTracker. Before getting the
logic of the data, a precursor to analysing data is the coding, entry and checking of the
data (Kumar, 2011; Salkind, 2017). It is crucial to establish the data type within the
main measuring outcome like the interval, nominal or ordinal, and these data types,
as suggested by Mathers et al. (2009), will in turn determine which statistical test type
is more appropriate, which will in turn have some implications for the required sample
size. According to Mathers et al. (2010), data is assigned some numerical code and
once done, it has to be entered in the data analysis software for data analysis. In this
study, the SPSS software package was used to enter the data. The section below

discusses the descriptive statistics that were used for statistical analysis.
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4.11.2 Descriptive statistics

Descriptive statistics gives reporting, graphical and numerical procedures in
summarising a data set in an understandable way (Oats, 2012; Rossiter, 2017; Wiley
and Pace, 2015). It provides the numerical and graphic procedures in summarising
the collection of data that it is clear and understandable (Hair et al., 2014; Jackson,
2009; Wiley and Pace, 2015). Descriptive statistics is centred on the exhaustive
measurement of population features (Lehman et al., 2005). Assessment of the
university population for this study included computing the mean (measure of the
central tendency) and standard deviation of various parameters and concepts
according to the designed instrument. In summary, descriptive statistics include the
mean, mode (measure of central tendency), median, the frequency, range and
standard deviation (measures of variation) (Jackson, 2009). Neuman (2014) argues
that descriptive statistics is used for describing any numerical data. A positive aspect
about descriptive statistics is that it permits the researcher to obtain an apprehension
of how the data looks (Salkind, 2017) .

In this research, descriptive statistics took the form of mean and standard deviation.
The mean values were used to ascertain potentially positive and negative perceptions
on privacy of student personal information, based on a set cut-off point. The standard
deviation would show how far the individual responses were from the mean values as
indicated by Salkind (2017). A discussion of inferential statistics that were used in this

research is done in the section below.

4.11.3 Inferential statistics

Inferential statistics give procedures to draw some inferences on a sample from the
population ( Wiley and Pace, 2015; Oats, 2012). Inferential statistics focus on using
information from a large sample to estimate or make inferences about the whole
population (Salkind, 2017). According to Lehman et al. (2005), the main value of
inferential statistical analysis is that they allow one to review information gathered from
a small sample and enable them to make inferences around the population. Hence,
inferential statistics are useful when making inferences to situations generalised from

the data. The inferential statistics used in this research include t-test, analysis of
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variance (ANOVA) correlation analysis, specifically the Pearson Product-moment
correlation (PPMC), and Spearman rho. These are discussed below.

4.11.3.1 The t-test

A t-test is usable when one wants to test whether two categories (groups) are different
(Oats, 2012; Saunders et al., 2016). It is generally used for statistical significance
(Kothari, 2012). In addition, Gerber and Hall (2017) argue that a t-test can be useful
for the testing for differences amongst two groups for a continuous variable.
Assumptions made when using a t-test include: assume that the population sample is
approximately normal; it is a random sample; independent observations are made;
there is no measurement error and population variances are equal (Kothari, 2012;
Oats, 2012). In this study, a t-test was used to test the probability of student gender
being different in terms of their opinions on privacy.

4.11.3.2 The Analysis of Variance

The Analysis of Variance (ANOVA) is used for testing whether the association
between more than two variables is the same across multiple populations (Gerber &
Hall, 2017; Greener, 2008; Kothari, 2012; Lehman et al., 2005; Walliman, 2014).
ANOVA are a set of techniques that permits the comparison of three or more means
simultaneously (Saunders et al., 2016; Weiers, 2011). The ANOVA also makes the
assumption that the populations from where the sample is being drawn is
approximately normal. In addition, it assumes homogeneity of the variances and
independence of observations (Oats, 2012). The ANOVA tests whether the categories
being tested are different (Rossiter, 2006; Saunders et al., 2016). ANOVA analyses
the way in which data values are spread between and within data groups by making
comparisons of means (variance) (Saunders et al., 2016). The ANOVA looks at the
means from various independent categories and it is regarded as an extention of the
t-test (Oats, 2012).

For this research, ANOVA was used for testing the perceptions of different age bands

(the generation Z, the millennials, the Generation X, the baby boomers and the silent

generation) on privacy, the perceptions of students from different learning modes
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(conventional, parallel and block) on privacy and for the perceptions of students

pursuing various degree programmes on privacy.

For the analysis of relationships that exist within variables, correlation analysis was

done. The procedures followed are discussed below.

4.11.3.3 Correlation analysis

A correlation research in general is designed to show relationships that exist among
the variables (Gerber & Hall, 2017). Correlation coefficient, according to Saunders et
al. (2016), enables the quantification of strength between two numerical values. The
correlation within research is defined as the extent to which two variables are related
(Saunders et al., 2016). It is normally used to execute the estimation degree of relation
of any two measures (Jain et al., 2016). The correlation can take values between +1
and -1 where a +1 signifies a perfect positive correlation (precise relation between the
variables with a direct relationship), a value of 0 signifying the independency of the
variables and -1 signifying a perfect negative correlation (precise relation between the
variables with an indirect relationship) (Greener, 2008; Rossiter, 2006; Saunders et
al., 2016; Weiers, 2011).

For the interpretation of the correlation analysis, effect sizes were used. According to
Creswell and Creswell (2018), effect sizes are descriptive statistics that discover the
potency of endpoints about group differences or relationships amongst the variables
in quantitative studies. Every statistical technique can have the effect sizes calculated
in order to ascertain its practical significance (Gerber & Hall, 2017). The effect size
gives an estimated degree that a phenomenon under study like correlation exists in
the population (Hair et al., 2014). Hair et al. (2014) posit that large effect sizes are
easier to discover in bigger sample sizes and have more power as compared to
smaller effect sizes. Salkind (2017) also submits that as the effect size gets bigger, it
means that there is a big difference between the groups under study.

The most commonly used way of measuring the correlation amongst the variables is
the Pearson Product-moment correlation coefficient (PPMCC) (Jackson, 2009;
Neuman, 2014). The Pearson Product-moment correlation coefficient (r) is computed,

indicating the variables’ relationship. To assess the strength of relationships that exist

- 145 -



between two variables, the PPMCC was used in this research (Saunders et al., 2016).
Sedgwick (2012) submits that Cohen (1998), the statistician who came up with the
idea of effect sizes, suggested that for the effect size criteria for Pearson correlation,
coefficients of 0.1 is considered to have a small effect, 0.3 is considered to have a
medium effect and 0.5 is considered to have a large effect. Using a range from 0O (for
no relationship) up to 1 (for a perfect relationship), this is used to ascertain the
relationship strength (Greener, 2008; Salkind, 2017). A +1 indicates a perfect positive
relationship, meaning that all variables will influence each other directly, that is, as one
variable is increased, so is the other (Salkind, 2017). Conversely, Salkind (2017)
points that a -1 indicates a perfect negative relationship indicating that the variables
will influence each other inversely, that is, as one variable is increased, the other one

decreases.

The PPMCC is useful for the analysis of the variables (awareness, expectations and
confidence)’ inter-factor association and if the correlated variables are numeric and
relatively symmetric (Akpojivi & Bevan-Dye, 2014; Rossiter, 2017). This implies that
the Pearson correlation coefficient tests the relationship strengths of continuous
variables (symmetric relationship). The study assumed that relationships could exist
between the various age bands and perceptions on awareness, expectations and

confidence and between the nine components.

4.11.3.4 Spearman’s correlation

The Spearman correlation measures the association degree amongst two ordinal
variables (Cohen et al., 2011; Saunders et al., 2016). It is used provided there exist at
least an ordinal variable (Greener, 2008). According to Kothari (2012), the prime
objective of the Spearman's coefficient of correlation is to obtain the extent to which
two or more sets of ordinal data ranking are similar or not similar. The statistical
technique measures the association based on ranks of the observation, and not using

the mathematical values of the data (Kothari, 2012).

Greener (2008) adds that just like the PPMC, Spearman's coefficient gives a
relationship that is either positive or negative, with 0 indicating no relationship and 1
indicating a perfect relationship. This means that a value of the Spearman'’s correlation

coefficient will vary between -1 to +1. A -1 will be a representative of a perfect negative
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correlation, with a +1 also a representative of a perfect positive correlation between
the variables concerned. The Spearman's correlation was used in this research in
ascertaining the influence of year of study, as a biographical variable, on privacy,

expectations and confidence of students.

4.11.4 Factor analysis

Factor analysis measures inter-relations between a variable set (Rossiter, 2017;
Weiers, 2011). Ideally, factor analysis is a method that seeks to resolve a bigger set
of measurable variables with respect to relatively few categories (factors) (Gerber &
Hall, 2017; Hair et al., 2014). The ultimate objective of using factor analysis is that it
enable the summarising data in order for patterns and relationships to be effortlessly
understood and interpreted and is used for regrouping variables into reduced cluster
sets on shared variance (Gie & Pearce, 2012). The two main types of factor analysis
are the exploratory factor analysis (EFA) and the confirmatory factor analysis (CFA)
(Decoster, 1998; Gerber & Hall, 2017; Gie & Pearce, 2012). Whilst the EFA attempts
to unravel the complex patterns through exploring the dataset and testing the
predictions, the CFA tries to confirm some hypothesis through using path analysis for
the representation of factors and variables. In this research, both EFA and CFA were

used in the manner discussed below.

4.11.4.1 Exploratory factor analysis (EFA)

The EFA is a technique used to unravel composite patterns and does this by traversing
the data repository and proving predictions (Gie & Pearce, 2012). Gerber and Hall
(2017) submit that EFA as a data reduction technique can be used to identify
underlying or hidden dimensions in constructs that might or might not be observable
from direct analysis. EFA is performed to ascertain if the distinct questions contribute

(load) onto the dimensions as in the instrument (Gerber and Hall, 2017).

The first step is the determination of whether there is viability in conducting the EFA
on the instrument items (Gerber & Hall, 2017). One technique for ascertaining the
appropriateness of factor analysis is the Bartlett test of sphericity (BTS). The BTS is a
statistical measurement for analysing the implication and significance of all the

correlations in a correlation matrix (Hair et al., 2014). Hair et al. (2014) implies that
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whilst the BTS affords for the statistical significance for the correlation matrix's
significance correlations in at least some variables, increasing the sample size causes
an increase in the sensitivity of the BTS to detect correlations in variables. The BTS
was used in this study and it is considered significant and relevant at p < 0.05 (Cohen
et al., 2011; Gie & Pearce, 2012).

The Kaiser-Meyer-Olkin (KMO) is a statistical techniques used to measure sampling
adequacy and it is normally automatically calculated by the statistical package (SPSS)
(Cohen et al., 2011). Schwarz (2014) posits that the KMO index represents how
variables combine, which will aid in determining whether factor analysis is suitable or
not. This is a measure used to ascertain the viability of conducting an EFA on the
statements in the instrument (Gerber & Hall, 2017; Riley-Tillman & Reinke, 2011). If
there is any strong correlation structure, the significance is that distinct items associate
well and items can be grouped in factors and the opposite is true (Gerber & Hall, 2017;
Gie & Pearce, 2012). Whilst the KMO value ranges from 0 to 1, the recommended
KMO value that implies a strong correlation structure for EFA (where one should
proceed with EFA) is believed to be higher than 0.5 and was used in this study (Gerber
& Hall, 2017; Gie & Pearce, 2012; Riley-Tillman & Reinke, 2011).

Communality is defined as the sum of variance of a variable that is explainable by all
the factors, that is, how well the variable can be explained by means of other factors
(Gie & Pearce, 2012; Schwarz, 2014). Communalities indicate the stretch of
association of individual items with others (Gerber & Hall, 2017; Hair et al., 2014). As
clarified by Plessis (2018), an item without any unique variance has a communality of
one, and conversely that which does not share its variance with any variable will have
zero communality. Hair et al. (2014) submits that communalities must have a value of
0.5 or higher, which guarantees its return for analysis. However, in this study the
researcher opted for 0.4 as the cut-off for the communalities and this was done after
an intensive review of the items to ensure face validity. There is also need to analyse
the reliability of the instruments and this is normally done using the item analysis

technique.
Item analysis is a technique in statistics that assists in identifying the effectiveness of
the test items (Cohen et al., 2011; Gerber & Hall, 2017; Kothari, 2012; Saunders et

al., 2016). In a simplified manner, it is an assessment of who answered the question
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or item correctly. The item analysis technique helps to analyse the internal reliability
of an instrument e.g. questionnaire (instrument), survey and test (Gerber & Hall, 2017).
An item analysis uses many statistical tactics to provide valuable information for
improving the accuracy and quality of questions (Westwick, 1976). It is a technique
that assists in identifying the effectiveness of test items and contributes to the fairness
and discovering areas that have a potential to be problematic to students when they
respond (Penfield, 2013). Item analysis is useful in that it assists in ascertaining which
items to keep, to discard or to modify for improving the quality and accuracy of items
(Field, 2009). Once the item quality is improved, it will also improve the test quality
and consequently improve the validity and reliability of the test (NCSS, 2019). The
widely used technique for calculating the item analysis is the Cronbach alpha (Gerber
& Hall, 2017).

Item analysis produces the Cronbach's alpha coefficient value that measures the
reliability of an item construct (Gerber & Hall, 2017). The objective of item analysis,
according to Salkind (2017), is to have some numerical indices representing how good
response items are and items analysis uses two such indices, namely item difficulty
and item discrimination. Cronbach alpha is a measure of reliability (Hair et al., 2014).
This research used the Cronbach alpha coefficient analysis to ascertain the reliability
of the research. Cronbach's alpha is assumed to measure of the scale’s "internal

consistency"” (Schwarz, 2014).

According to Gerber and Hall (2017) and Saunders et al. (2016), Cronbach alpha

values are interpreted between 0 and 1 as follows:

¢ reliability is considered good for values above 0.8;
¢ reliability is considered acceptable for the values in the range 0.6 and 0.8, and

¢ reliability is unacceptable for values below 0.6.

Using the criteria highlighted above, a 0.7 Cronbach alpha coefficient was considered
adequate for the analysis of data in the determination of the IPPS measuring
instrument’s acceptable reliability coefficient. The same technique was applied to the

newly developed instrument.
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In summary, and as discussed in this section, the EFA is a useful statistical analysis
technique for the development and validation of instruments. It was used in this
research for the reduction of items and to determine the validity of concepts and

components. The next step is the discussion of confirmatory factor analysis (CFA).

4.11.4.2 Confirmatory factor analysis (CFA)

The CFA technique is generally used to ascertain the capability of predefined factor
model to fit in an observed data set (Decoster, 1998). Analysis of Moment Structures
(AMQOS), also known as analysis of covariance, which is an extension of the SPSS
package, (Decoster, 1998; Hair et al., 2014) was used for CFA.

CFA tests various factors in comparison to some hypothesised model, with certain
groups and relations (Cohen et al., 2011; Ellis, 2017). This implies that the CFA allows
for the confirmation or rejection of some preconceived theory; it is used for the
provision of confirmatory test of some measurement theory (Hair et al., 2014). One of
the principal goals of CFA is to ascertain construct validity of any proposed
measurement theory (Ellis, 2017; Ma & Shek, 2018). According to Gerber and Hall
(2017), CFA is used to increase the validity of the research items. Confirmatory
analysis tries to answer the questions that drive a research forward (Greenfield &
Greener, 2016). This is normally the null hypotheses with the alternative hypotheses
as discussed in section 4.12.

In this study, the researcher used both fit indices i.e., absolute and incremental.
Absolute fit indices, as a measure of model goodness-of-fit, assesses how an
assumed model fit the data (Hair et al., 2014; Ma and Shek, 2018). They do not
compare the model goodness-of-fit to any other model, but they rather evaluate the
model without relying on other probable models (Hair et al., 2014). There are many
absolute fit indices, but in this research the Chi-Square (CMIN), the Relative Chi-
square (CMIN/ DF), the Root mean squared error of approximation (RMSEA),
Standardized root mean squared residual (SRMR) and PCLOSE were used. The other
type of a fit index is incremental, and it analyses how well the researcher’s predicted
or improved model fits to some alternate baseline (Hair et al., 2014; Kline, 2011).
Because they make comparison to the baseline model, they are sometimes called

comparative fit indices (Hooper, Coughlan and Mullen, 2008; Kline, 2011). For
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incremental fit indices, the researcher used the Comparative fit index (CFI) and the
Tucker-Lewis index (TLI).

Table 4.4 below summarises the various CFA fit indices measurements, description

and the expected threshold as acceptable fit in the study.

Table 4.4: CFA model fit measurements, descriptions and acceptable fit of variables

Criterion Description Acceptable fit
Chi-Square This is the original fit index for structural
(CMIN) models and it assesses the extent of

divergence between the model and close-
fitting covariance matrices (Hair et al., 2014;
Hooper et al., 2008; Newsom, 2018).

Relative Chi- This is a statistical analysis that reduces the | <3 = Good
square (CMIN/ DF) | effect of the sample size on the chi-square <5b=

(Hooper et al., 2008). Because of its limited | Sometimes
statistical relevance, relative chi-square permissible
must not be over relied on for the

assessment of model fit (Kline, 2011).

Root mean The RMSEA gives an idea of how well the <0.08
squared error of model would fit the populace covariance
approximation matrix and allows for its confidence interval
(RMSEA) to be derived around its value (Hooper et al.,

2008). Using the model fit technique, a
value close to zero would represent the best
fit model (Kline, 2011).

Standardized root | The SRMR measures the overall difference | <0.08
mean squared between the observed and projected
residual (SRMR) correlations (Kline, 2011). It is used to

assess the overal fit of a model (Maydeu-

Olivares & Garcia-Forero, 2010). A zero
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value on SRMR would represent a perfect fit
model (Hooper et al., 2008).

PCLOSE

The statistics gives the possibility of a
hypothesis assessment that the population
RMSEA is not greater than 0.05, indicating
that the predicted moments are close to the
moments in the population (Hu and Bentler,
1999).

>0.05

Comparative fit
index (CFI)

The CFI investigates the model fit through
the examination of the differences between
the facts and the hypothesised model,
whereas also adjusting to the matters of the
sample size intrinsic in the CMIN test of
model fit (Hu and Bentler, 1999; Kline,
2011). Values range from 0.0 to 1.0, with
values that are closer to 1.0 representing a
good fit (Hooper et al., 2008; Newsom,
2018).

>0.90

Tucker-Lewis
index (TLI).

The TLI gives a comparative analysis of
CMIN/df values for specified and null model
(Hair et al., 2014). Due to the fact that the
TLI is not normed, its value can either be
below 0.0 or above 1.0, although values
approaching 1.0 are considred good fit (Hair
et al., 2014). Thus, a TLI value of 0.9 or
more is perceived to be acceptable (Hu and
Bentler, 1999).

2 0.90

(Sources: Hair et al., 2014; Hooper et al., 2008; Kline, 2011; Sabbagha, 2016).

Hair et al. (2014) also alludes that in a CFA, the researcher has the luxury of assessing
the contribution of separate scale items and ascertaining how the scale measures well
that particular concept. This was the case in this research. Factor scales were

constructed for the intercorrelation of items and these showed that a common factor

accounts for some relationship that exist between items (Kothari, 2012).
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4.11.5 Structural equation modelling (SEM)

Structural equation modelling (SEM) is considered a hybrid of factor analysis and path
analysis (Hox & Bechger, 1998; Weston, 2018). According to Raykov and Marcoulides
(2000), SEM is a technique in statistics that affords researchers a comprehensive way
of quantifying and testing theories. SEM fits the implied covariance matrix to the
empirically deduced covariance matrix (Schermelleh-engel & Moosbrugger, 2014).
The model fit will determine the degree under which SEM must fit the sample data.
The CFA discussed in section 4.11.4.2 is a good example of SEM which was
conducted in this study, as supported by Raykov and Marcoulides (2000). SEM allows
measurement of both the direct and the indirect effects of the variable within a model
(Kline, 2011). In this research, AMOS was used for conducting SEM (Kline, 2011).
Weston (2018) posits that SEM gives a summary of the interrelations amongst the

variables as well as testing of some hypothesised relationships amongst constructs.

In this study, SEM was applied to the three main constructs (awareness, expectations
and confidence) for establishing the relationships amongst the concepts for validating
the empirical model (Kline, 2011; Weston, 2018). These are discussed in section 5.4.2.

The next section discusses the formulation of the hypothesis testing in this research.

4.12 RESEACH HYPOTHESES FORMULATION

A hypothesis is an "empirically testable version of a proposition or a tentative
statement about a relationship” (Neuman, 2014 p.68). Kumar (2011) adds that a
hypothesis is a tentative proposition, has an unknown validity and it specifies the
association amongst at least two variables. Hypothesis testing is done for the
confirmatory factor analysis (Ellis, 2017). The two types of research hypotheses are
the null hypothesis and alternative hypothesis (often called the research hypothesis)
(Saunders et al., 2016). Whilst the null hypothesis predicts the non-existence of a
significant variation or relationships linking the variables, the alternative hypothesis
predicts the existence of a significant difference or relationship linking the variables
(Saunders et al., 2016). Therefore, hypotheses are rejected if the formulated
hypothesis statements cannot be confirmed through some systematic observations

and, conversely, hypotheses can be accepted if they are statistically confirmed.
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The formulation of the research hypotheses was done to accomplish the empirical

aims of the research and these are summarised in Table 4.5 below.

Table 4.5: Research hypotheses

Research aim Research hypotheses Statistical
methods

Research aim 1: Hol The nine-dimensional EFA (KMO,
To develop and validate Information Privacy BTS and
an instrument for Perception Survey is not communality),
measuring privacy expected to measure the factor and item
awareness, expectations three privacy concepts analysis and
and confidence of (awareness, expectations Cronbach
students? and confidence) based on alpha

the nine-privacy concepts.

Hal The nine-dimensional

Information Privacy

Perception Survey is

expected to measure the

three privacy concepts

(awareness, expectations

and confidence) based on

the nine-privacy concepts.
Research aim 2: Ho2 Students do not expect Descriptive
To determine the privacy when the university | mean values
expectations of students processes their personal and
when the university information. percentages
processes their personal | Ha2 Students expect privacy
information. when the university

processes their personal

information.
Research aim 3: Ho3 Students are not aware of Descriptive

privacy when the university | mean values
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To determine the privacy

is processing their personal

and

awareness levels of information. percentages
students when the
university processes their | Ha3 Students are aware of
personal information. privacy when the university

is processing their personal

information.
Research aim 4: Ho4 Students do not have Descriptive
To determine the privacy confidence in the university | mean values
confidence levels of observing the privacy of their | and
students in the university personal information. percentages
observing the privacy of Ha4 Students have confidence in
their personal the university observing the
information. privacy of their personal

information.
Research aim 5: Ho5 There are no relationships Pearson
To determine the between the concepts and product-
relationship between the dimensions of the model. moment
3 concepts (expectations, | Ha5 There exist some correlation
awareness and relationships in the concepts | coefficient
confidence) using and dimensions of the (PMCCQC)
correlation analysis. model.
Research aim 6: Ho6 The different biographical t-tests,
To determine whether variables do not influence ANOVA and
different biographical privacy awareness, Spearman rho
variables influence expectations and confidence
privacy awareness, of students.
expectations and Hab The different biographical

confidence of students.

variables influence privacy
awareness, expectations

and confidence of students.

Key: Ho: Null hypothesis and Ha: Alternative hypothesis

Source: Own compilation
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The next section discusses the ethical issues which were applied as the research was
executed.

4.13 ETHICAL CONSIDERATIONS

As this research focused on human participants, namely students, a number of ethical
considerations apply to the research. In the research, keeping the confidentiality and
anonymity of participants was a prerequisite. Researchers need to protect the
respondents regards their rights, ethical issues and integrity (Creswell & Creswell,
2018). Greenfield and Greener (2016) argues that before the commencement of any
research, the researcher has the obligation of facilitating a cautious check on the
ethical issues that can impact on participants. The ethics are categorised into four
parts, namely participants’ consideration, right of privacy, debriefing participants and
honesty with the working colleagues (Leedy & Ormrod, 2010).

Saunders et al. (2016) suggest that the first part for research approval is getting the
ethical clearance approved by the committee of research ethics. The researcher also
needs to respect the needs, rights, desires and values of the respondents. Creswell
and Creswell (2018) state the following safeguards as some of the ways of ensuring
the protection of the respondents in a research: clearly articulate the research
objectives so that the respondent understands them; the need for a written permission
to go ahead with the empirical research; informing the recipient of the data collection
methods, devices and activities; prioritising the respondent's rights, needs, wishes and
interests when reporting the data; respecting the anonymity of the respondent. There
are some ethical principles that are worth noting in “humans research” (Saunders et
al., 2016) and some of them include openness, truthful, integrity and avoiding
deception, misinterpretation and dishonesty especially on research findings; respect
of the rights of others (participants); avoidance of harm to participants; privacy and
confidentiality of the participants; ensuring that participation is purely voluntary and
without any harassment; securing informed consent from those partaking in the study;
ensuring and maintaining anonymity for those participating in the study and ensuring

the safety of the researcher.

The following ethical aspects were applied in this research, in line with the principles
stated by (Creswell & Creswell, 2018; Saunders et al., 2016):
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Two research ethics certificates were obtained for this study: a “No-Humans
involved” ethical clearance (057/K/2018/CSET_SOC) for the conceptual work
relating to the literature study and related conference paper and a “Humans
involved” ethical clearance (030/KM/2019/CSET_SOC) for the fieldwork where
the survey was conducted. The approval was obtained from the University of
South Africa (UNISA)'s Research Ethics Committee. For the approval
certificates, please refer to Appendix A (both A1 and A2);

Permission was attained from the Research Board Ethics Committee
Chairperson of the private university to conduct research on various campuses
within Zimbabwe (Appendix B). The researcher pledged to make available a
copy of the finished report to the library of the university at the time of submitting
the final research findings to the institution;

A patrticipant information letter (for the participants of the expert panel and
student pilot group) was issued with the instruments to explain the ethical
considerations in the research (Appendix C). The participant information letter
explained the nature of the study, the participation requirements like the
activities and duration, the confidentiality, anonymity (the voluntary nature), use
of information and contact information of the researcher amongst other aspects;
Informed consent was obtained from expert panel and pilot participants using
a consent form (Appendix D);

The informed consent form for the students participating in the electronic survey
was encompassed in the anonymous survey front page. There was a sentence
that gave a prescription and assumption that by proceeding with the survey, the
student is in consent to taking part in the research and has been told about the
nature, potential benefits, procedure and anticipated inconveniences of
participation;

All respondents and participants were not by any chance exposed to any form
of risk of unfamiliar stress, reduced self-esteem or embarrassment.

The researcher assured and guaranteed that all respondents and participants
remained anonymous;

The issue of right to privacy and the confidentiality of information collected was
guaranteed and a written declaration in the cover letter was drafted,;

The study was ethically conducted in harmony with the ethical obligation to

report the discoveries in an honest and comprehensive way.
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Ethical matters and considerations are largely to do with the permission granted to
carry out the research, the respondent’s participation, the public (and community)
as well as the methods/techniques followed in data analysis. This was adhered to

and observed in the execution of this research.

4.14 CHAPTER SUMMARY

In this chapter, the researcher started by highlighting the adoption of the positivism
research philosophy, discussed the adoption of the deductive research approach and
discussed the quantitative research design with the rationale for its adoption. The
chapter also discussed the suitability of adopting the survey as the research strategy
in this research. The university community, namely students, was the targeted
population, with the sample being at least 270 students from the university under study
in Zimbabwe. These were from any department. The data collection process was well
articulated, with the instrument being the data collection tool. The chapter also
explained the instrument development process. The necessary steps in the design of
the instrument included an expert panel, pilot review and the distribution of the survey
in electronic format. Validity and reliability aspects were discussed. This section

achieved empirical objective number 1, as discussed and shown in section 4.10.

How the data was managed was explained and the chapter concluded by explaining
various ethical issues that were observed in the accomplishment of this study. The
chapter discussed the data analysis assumed in this research that comprised the
descriptive statistical analysis not limited to the mean, the standard deviation and
frequency as well as inferential statistical analysis like the t-test, ANOVA, correlation
analysis (PPMCC) and Spearman rho. Factor analysis (both EFA and CFA) were
explored. For establishing the relationships amongst the concepts and validating the

empirical model, SEM was used. The next chapter discusses the research findings.
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CHAPTER FIVE: RESEARCH RESULTS

5.1 INTRODUCTION

This chapter describes the empirical research findings based on the statistical results.

The statistical results are reported as descriptive and inferential statistics using both

exploratory and confirmatory factor analysis (EFA and CFA). Structural equation

modelling was also used in terms of reporting.

The empirical objectives to be met were:

To determine the students’ expectations when the university processes their
personal information;

To determine the privacy awareness levels of students when the university
processes their personal information.

To determine the privacy confidence levels of students in the university
observing the privacy of their personal information.

To validate the instrument using factor and item analysis.

To determine the relationship between the three concepts (expectations,
awareness and confidence) using correlation analysis.

To validate the model using structural equation modelling (SEM).

To determine whether different biographical variables influence privacy

awareness, privacy expectations and privacy confidence of students.

The results discussed in this chapter concentrate on:

The survey results in terms of the number of responses, the age band of the
respondents, their gender distribution, nationality of the respondents, their year
of study and the programmes being studied by the respondents;

Descriptive statistics per subscale reporting the means and the standard
deviations;

Instrument validation reporting the Kaiser-Meyer-Olkin (KMO) and the Bartlett’s
test of Sphericity (BTS), communalities, factor analysis and the Cronbach alpha

analysis;
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¢ Inferential statistics including the Pearson product moment correlation
coefficient, Spearman correlation, t-tests and ANOVA.

e Structural Equation Modelling (SEM) for the validation of the model.

This is summarised in the chapter summary flowchart shown in Figure 5.1 below.

ﬂlase Two: Empirical study\

A 4

€ 4 2 iy

Figure 5.1: Chapter summary flowchart diagram (Source: Author’'s own compilation)
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5.2 BIOGRAPHICAL STATISTICS

The biographical statistics of the students are presented based on the demographical
guestions included in the instrument, which include the ages of the respondents, their
gender distribution, the nationality of the respondents, their learning mode, the year of
the respondents' study and the specific programme being done by the students.

5.2.1 Survey responses

The age bands of the respondents were categorised as follows: born from 1996 to
date (Generation Z or iGeneration or Centennials); born between 1977 - 1995
(Millennials or Generation Y); born between 1965 - 1976 (Generation X); born between
1946 - 1964 (Baby Boomers) and born 1945 and before (Traditionalists or Silent
Generation) according to Harber (2011). The total number of respondents was 287
against a minimum target of 270 as indicated in section 4.9.4, resembling a sufficient

response rate. The results are shown in Table 5.1 below.

Table 5.1: Age categories

Response Frequency Percent
1996 - Date 67 23.34%
1977 - 1995 177 61.67%
1965 - 1976 41 14.29%
1946 - 1964 1 0.35%
Born 1945 or earlier 1 0.35%
No response 0 0.00%

From the above table, it can be observed that most respondents were Millennials
(177), representing 61.67% of the total sample. This represents the majority of the
university students who are doing undergraduate studies. There were also a number
of students in the Generation Z band (67), representing 23.34%. There was one
student in each case for the baby boomers and the traditionalists who responded to

the instrument. The assumption is, these are postgraduate students doing either the
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project management short course, MSc or PhD and are always fewer than those in
other programmes.

5.2.2 Gender distribution

The gender distribution of the respondents was between male or female, with any

other gender being deemed “Other”. The results are shown below in Table 5.2.

Table 5.2: Gender distribution

Response Frequency Percentage
Male 140 48.78%
Female 143 49.83%
Other 4 1.39%
No response 0 0.00%

There were 140 male respondents, constituting 48.78% and 143 females (49.83%).
Only four students indicated “Other”. This also gives a good gender parity index, which
almost aligns with the Zimbabwe population distribution of 48% males and 52%
females (ZIMSTAT, 2017). The "Other" category was excluded from statistical

analysis due to low response rate (i.e., it only had 4 responses).

5.2.3 Nationality distribution

National distribution indicates where the respondents originate from. The research
was conducted in Zimbabwe and therefore the majority of the respondents were

Zimbabwean (99%). The study was also open to participants originating from other

African countries, or Europe, America, Australia and Asia
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Table 5.3: Nationality distribution

Response Frequency Percentage
Zimbabwean 284 99.0%
Another African country 3 1.0%
European 0 0.0%
American 0 0.0%
Australian 0 0.0%
Asian 0 0.0%
Other 0 0.0%
No response 0 0.0%

Three students originated from other countries. There were no students from outside

Africa.

5.2.4 Mode of study distribution

The mode of study distribution shows the way students were engaged in lectures.
Some attended classes during the day (conventional), others during the night and
weekends (parallel), or for two weeks during school holidays (block) and any other

modes of study. These options and their distribution are shown in Table 5.4 below.

Table 5.4: Mode of study distribution

Response Frequency Percent
Conventional 141 49.13%
Parallel 89 31.01%
Block 47 16.38%
Other 10 3.48%
No response 0 0.00%

The biggest number of respondents came from the conventional students (141)
constituting 49.13%. There were also many parallel students (89), constituting
31.01%. Forty-seven students (16.38%) indicated they were in the “Block” option and
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10 (3.48%) students the “Other” option. Many conventional students were present
during the research orientation presentation, which was conducted during the day,

hence the higher percentage of responses from this group.

5.2.5 Year of study distribution

The distribution of students in terms of the year of study was also done. Seven options
(1t year, 2™ year, 3" year, 4" year, Masters, Doctorate, six-month certificate) were

given. An option for those who did not want to respond was also available as shown

in Table 5.5 below.

Table 5.5: Year of study distribution

Response Frequency Percentage
18t year 57 19.86%
2nd year 81 28.22%
3 year 28 9.76%
4t year 91 31.71%
Master’'s 0 0.00%
Doctorate 11 3.83%
6-month certificate 19 6.62%
No response 0 0.00%

From the table above, it is clear that most of the students who responded were 4™ year
students, constituting 31.71%. This could be attesting to the appreciation of the
concept of research by students are doing their final year of study and who are
therefore also in the process of doing research. Second year students also contributed
fairly, representing 28.22%, and it could be attributed to the fact that they will be doing
a Research Methods module, which put more emphasis on the importance of
responding to the instrument. The lowest response was from post graduate students,
most probably because the institution has very few PhD and Masters students.
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5.2.6 Programme distribution

The programme distribution within the institution (as described in section 4.9.4) include
BBM&IT, BAcc, BBM Finance, BBM Marketing, BA Development Studies, BA Dual
Honors, BA Theology, MBA, DPhil and six months courses (various). The distribution

of these is shown in Table 5.6 below.

Table 5.6: Programme distribution

Response Frequency Percentage
BBM & IT 164 57.14%
BAcc 15 5.23%
BBM Finance 21 7.31%
BBM Marketing 16 5.57%
BA Development Studies 22 7.67%
BA Dual Honors 15 5.23%
BA Theology 2 0.70%
MBA 0 0.00%
DPhil 11 3.83%
6-month certificate 19 6.62%
Other 2 0.70%
No response 0 0.00%

From the results, 164 students from BBM & IT took part in the survey, representing
57.14%. The larger response rate by BBM & IT students can be attributed to the fact
that the researcher was also a lecturer within the department, which might have
influenced a high response rate. BA Development studies had 22 responses (7.67%),
which was closely followed by BBM Finance responses, which had 21 (7.31%). BA

Theology students did not respond to the survey.
The following section explains the various exploratory factor analysis (EFA) statistical

processes which were used for the evaluation of individual items performance and

further refinement of the instrument.

- 165 -



5.3 EXPLARATORY FACTOR ANALYSIS (EFA)

EFA is used as a reduction method to identify large numbers of items in reduced sets
of new factors (Gerber and Hall, 2017). The researcher followed a set of steps before
arriving at the final factors. These include checking communalities, which were used
to determine the amount of variance each variable share with other variables. To
ascertain the sample adequacy and significance, the Kaiser-Meyer-Olkin (KMO) and
Bartlett’s test of Sphericity (BTS) were used. The Cronbach alpha coefficients for the
adopted dimensions were also analysed so as to determine the instrument’s internal
reliability. Finally, the means and the standard deviations were analysed as measured

by the Information Privacy Perception Survey (IPPS) within the university context.

5.3.1 Communalities

The association of items in this study was indicated by the communalities of the data.
Communalities show the stretch of association of individual items with others in the
sample population (Gerber & Hall, 2017; Hair et al., 2014). Although Hair et al. (2014)
prescribe that communalities must have a value of 0.5 or higher, which guarantees its
return for analysis, in this study the researcher opted for 0.4 as the cut-off for the
communalities (Sabbagha, 2016) and this was done after a review of the items to

ensure face validity.

From the results, it is clear that no item was identified not to be associated with the
underlying factors. This means that the items under study are all correlated. The
values of the communalities in the study ranged between 0.441 and 0.960. From the
analysis, around 65% (35 out of 54 items) of the communality values were more than
0.80, which is close to 1, showing that most of the items correlated highly with each
other as posited by Gerber and Hall (2017). Only one item (Q8: | am aware that the
university should publish a privacy notice (e.g., the privacy policy on the university
website or privacy terms and conditions) showed a slightly weak association with other
items (0.441), but it was enough to fit within the selected items. The statement was
kept because from the review of literature (Chua et al., 2017; Kurkovsky & Syta, 2011,
Nwaeze, Zavarsky & Ruhl, 2018; OECD, 2013a) indicated that a privacy policy is
fundamental in guiding the collection and use of personal information within

organisations/ institutions and, as such, removing it would prove futile to privacy
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advocacy. The conclusion here is that all the items are strong enough to associate
completely with each other and therefore none of them should be reconsidered. The

communalities for this research are shown in Appendix F.

5.3.2 Sample adequacy and sphericity

To test for sample adequacy and Sphericity, the Kaiser-Meyer-Olkin (KMO) and
Bartlett’s test of Sphericity (BTS) are used respectively. According to Cohen, Manion
and Morrison (2007), the KMO is a statistical technique that is used to measure sample
adequacy. The KMO values range from 0 to 1, and the recommended threshold value
of KMO that signifies a strong correlation structure for an EFA (where one should
proceed with EFA) is 0.5 or more (Gerber & Hall, 2017; Gie & Pearce, 2012; Riley-
Tillman & Reinke, 2011). On the other hand, the BTS is used to ascertain the existence
of correlations and the significance amongst the variables and it is considered
significant when p < 0.05 (Cohen et al., 2007; Gie & Pearce, 2012). Table 5.7 below
depicts the KMO and BTS values for this research.

Table 5.7: Sample adequacy and significance

KMO and Bartlett's Test
Kaiser-Meyer-Olkin Measure of Sampling 0.647
Bartlett's Test of Sphericity Approx. Chi-Square 231.517
df 6
Sig. 0.000

The KMO with the value of 0.647 is above the threshold value (0.50) and is considered
sufficient (Gerber & Hall, 2017; O’'Rourke & Hatcher, 2013), which signifies the
presence of a strong correlation structure, permitting the researcher to proceed with
EFA. Large scores of KMO values demonstrate that the factor analysis clearly extracts
reliable and separable factors and that there is a relatively compact correlation pattern.
Furthermore, the BTS was 0.00 for overall significance, showing strong significance
for the conduct of EFA. Such a value shows that a proper and meaningful factor

analysis was properly conducted as confirmed by Hair et al. (2014).
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To determine the total number of factors to retain for rotation in the Eigenvalues, the

criteria used were:

e Checking and interpreting the Scree plot;
e The cumulative percentage explained by factors with more than 60%, and

e The Eigenvalues to be greater than one.

The scree plot was useful in determining the factors that must be encompassed in the
measurement; it calculates the number of valid factors by plotting Eigenvalues in a
graph (Hair et al., 2014). It identifies the amount of components/factors to be extracted
before the total of unique variables starts dictating the common variance structure
(Hair et al., 2014). The scree plot for this study starts levelling out after the eighth
eigenvalue, which explains a variance cumulative percentage of 60.750% of the total
variance (shown in Figure 5.2 and Table 5.8). This represents the variance in the
original 54 items which was perceived to be good enough because according to Hair

et al. (2014), a threshold of 60% of the total variance is considered satisfactory.

Eigenvalue
[=2]

T 4 7 10 13 16 19 22 25 28 31 34 37 40 43 46 49 52

Factor Number

Figure 5.2: Scree plot graph
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Table 5.8 below outlines the total variances with the Eigenvalues.

Table 5.8: Total variance with Eigenvalues

Total Variance Explained
Rotation Sums of
Initial Eigenvalues Squared Loadings®

Factor Total % of Variance | Cumulative % Total
1 12.227 22.644 22.644 7.922
2 5.973 11.061 33.704 4.248
3 3.377 6.254 39.959 5.174
4 2.693 4.986 44.945 4.564
5 2.564 4.748 49.693 2.645
6 2.067 3.828 53.521 3.132
7 1.980 3.666 57.188 6.988
8 1.924 3.562 60.750 4.596
9 1.858 3.441 64.190 3.339
10 1.486 2.751 66.942
11 1.438 2.664 69.605
12 1.322 2.448 72.053
13 1.163 2.153 74.206
14 1.135 2.102 76.309
15 1.054 1.952 78.261
16 1.031 1.910 80.171
17 0.931 1.725 81.896
18 0.823 1.525 83.420
19 0.755 1.398 84.819
20 0.699 1.295 86.114
21 0.647 1.198 87.312
22 0.583 1.080 88.391
23 0.548 1.015 89.406
24 0.488 0.903 90.309
25 0.475 0.880 91.190
26 0.422 0.781 91.971
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Factor Total % of Variance | Cumulative % Total
27 0.396 0.733 92.703
28 0.382 0.707 93.410
29 0.329 0.609 94.019
30 0.305 0.565 94.585
31 0.286 0.529 95.114
32 0.255 0.473 95.587
33 0.232 0.429 96.016
34 0.223 0.413 96.429
35 0.194 0.359 96.788
36 0.188 0.348 97.135
37 0.171 0.317 97.452
38 0.155 0.287 97.739
39 0.148 0.273 98.012
40 0.142 0.263 98.275
41 0.131 0.242 98.517
42 0.118 0.219 98.736
43 0.107 0.199 98.936
44 0.093 0.172 99.108
45 0.076 0.141 99.249
46 0.066 0.123 99.372
47 0.063 0.117 99.489
48 0.057 0.106 99.595
49 0.050 0.092 99.687
50 0.048 0.089 99.775
51 0.042 0.077 99.852
52 0.031 0.057 99.910
53 0.029 0.053 99.963
54 0.020 0.037 100.000

Extraction Method: Principal Axis Factoring.

a. When factors are correlated, sums of squared loadings cannot be added to obtain a total variance.
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The responses to 54 items were correlated, extracted using the Principal Axis
Factoring and rotated by using Oblimin with Kaiser Normalisation. The table shows
60.725% of the variance for the first eight factors.

5.3.3 Determining the internal consistency of scale

The 54-item instrument rotated pattern matrix is depicted in Table 5.9 below.

Table 5.9: Rotated pattern matrix for the 8-factor model

Pattern Matrix? all items 8 factors

Iltem Factor

Number 1 2 3 4 5 6 7 8

q30 0.772

qlo | 0.764

qls | 0.733

924 | 0.622

931 | 0.618

ql3 | 0.603

925 | 0.601

ql2 | 0.563

gql0

928 0.631

929 0.598

946 0.586

q47 0.583

q34 0.539

q58 0.437

qll 0.417

q9

g35

q56 -0.892

q57 -0.868

927 -0.463
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Item

Number

g38

-0.445

g39

-0.441

g33

g8

g20

-0.796

g21

-0.677

026

-0.472

g59

-0.400

0.466

g32

g51

0.703

g50

0.700

q52

0.575

g53

0.561

q37.

g41

0.458

0.612

g40

0.561

g36

0.404

g61

-0.836

g54

-0.805

g60

-0.804

q55

-0.740

943

-0.647

49

-0.576

48

-0.544

g42

-0.526

ql6

-0.753

g22

-0.630

ql7

-0.575

gql4

-0.532

g23

-0.478

g45

-0.451

g44
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gl5

Extraction Method: Principal Axis Factoring.
Rotation Method: Oblimin with Kaiser Normalization.

a. Rotation converged in 25 iterations.

From Table 5.9, there are two cases of cross-loadings. These are found in items 59
and 41. In factor analysis, if the difference between the items with cross loadings (with
loading on the two factors) is less than 0.20, then the items should be eliminated (Hair
et al., 2014). Items that have factor loadings less than the prescribed and agreed
threshold of <0.40 (Hair et al., 2014) and also those with higher cross loadings (usually
with < 0.20 difference) within a single factor should be eliminated. Consequently, items
59 and 41 were excluded from the final factor analysis as the difference was less than
0.20. After exclusion due to cross-loadings, factor 6 remained with 2 items and was
therefore excluded because the adopted criterion was to group at least three items
per factor. Therefore, factor 6 was eliminated from the final rotated matric in the eight-
factor model. The items in Table 5.9 were grouped accordingly and this resulted in

seven valid factors.

5.3.4 Adoption of new factors

Using the criteria directed by Hair et al. (2014), items 8, 9, 10, 15, 32, 33, 35, 37 and
44 had very low factor loadings (< 0.4) and therefore were also not included in the final
eight-factor model rotated pattern matrix. Their loadings were excluded from the table
by SPSS software. SPSS was configured in such a way that all factor loadings that
were less than 0.4 were not considered from the output, leaving the blanks
representing low loadings. The 0.4 represents an absolute value without considering

the sign (either positive or negative).

5.3.4.1 Final factors

After successfully combining the factors, a summarised rotated pattern for the eight-

factors is shown in Appendix G.
Eight items were loaded in factor 1 (items 30,19, 18, 24, 31, 13, 25 and 12), seven
items in factor 2 (Items 28, 29, 46, 47, 34, 58 and 11), five in factor 3 (items 56, 57,

27, 38 and 39), three in factor 4 (items 20, 21 and 26), four in factor 5 (items 51, 50,
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52 and 53), eight in factor 7 (items 61, 54, 60, 55, 43, 49, 48 and 42) and six items
loaded in factor 8 (items 16, 22, 17, 14, 23 and 45). The factors were then labelled by

considering the items in the corresponding factors.

Factor 1

The eight factors loaded positively in factor 1. The items were all designed to measure
various students’ confidence levels with the university, producing an atmosphere that

nurtures the upholding of personal information privacy.

Factor 2

Although eight items loaded in factor 2, only seven loaded successfully. The factors
also loaded positively. The factor focused on student expectations on use limitation,
consent, collection limitation, notice/ openness and privacy policy privacy

components.

Factor 3

Five factors loaded successfully in factor 3. The sign before the loading (either
negative or positive) must be ignored (Gerber & Hall, 2017). The factor had much
emphasis on the awareness of students with regards to consent, individual
participation and use limitation privacy components.

Factor 4

Four items loaded in factor 4 although only three were considered. The factor is
described as external because the items that constitute the factor focus on what the
university has to do in instilling awareness for purpose specification and use limitation
of students' personal information.

Factor 5

All four items in factor 5 loaded successfully. The items emphasised the expectations

and awareness of privacy education within universities as part of best practices.
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Factor 7

Eight items loaded successfully in factor 7. The factor focused on positive student
confidence in consent, individual participation, privacy education and privacy policy

components.

Factor 8

The last component (factor 8) had six items successfully loading. The factor focused
on the expectations and awareness of students in terms of information quality, purpose

specification, and privacy policy components.

In summary, a total of 41 items were retained after the EFA process.

5.3.5 Reliability of the instrument

Based on the discussion in section 4.11.4, the Cronbach alpha measures a scale’s
internal consistency (Hair et al., 2014; Kothari, 2012). The new components’ Cronbach
alpha values and their mean inter-item correlation were calculated and are shown in
Table 5.10 below. The new factors are university confidence (UC) for factor 1, privacy
expectations (PE) for factor 2, individual awareness (IA) for factor 3, external
awareness (EA) for factor 4, privacy awareness (PA) for factor 5, practice confidence

(PC) for factor 7 and correctness expectations (CE) for factor 8.

The Cronbach alpha value for factor 6 gave a loading of 0.225, which was very low.
According to Hair et al. (2014) and Gerber and Hall (2017), the value of the Cronbach
alpha coefficient must be at least 0.7 (Cronbach value (= 0.7)) to enable the conduct
of an EFA. This was also supported by the presence of cross loadings of <0.20 as
discussed in section 5.3.3. Therefore, factor 6 was removed. The final seven factors
with their Cronbach alpha values and mean inter-item correlation are all revealed in
Table 5.10 below.
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Table 5.10: Cronbach alpha values and inter-item correlations per factor

Factor/ Dimension Number of | Cronbach Mean inter-item
Items alpha correlation

University confidence (UC) 8 0.922 0.596
Privacy expectations (PE) 7 0.789 0.326
Individual awareness (I1A) 5 0.820 0.485
External awareness (EA) 3 0.807 0.589
Privacy education (PEd) 4 0.737 0.418
Practice confidence (PC) 8 0.917 0.589
Correctness expectations (CE) 6 0.781 0.383
Total 41

From the table above, it is shown that the seven Cronbach alpha values recorded were
greater than 0.7, indicating a strong and solid item covariance (Gerber & Hall, 2017,
Saunders et al., 2016). In fact, they were between the range 0.7 and 0.9, signifying
that the values were adequate as posited by (Creswell & Creswell, 2018). As a result,
the Cronbach alpha values were considered appropriate and acceptable for the
objective of this research. Therefore, a reliable measure of the student perceptions on
privacy. For newly developed instruments, even a value of 0.60 for the Cronbach alpha
values is deemed appropriate and acceptable (Banerjee, 2015). The seven factors

considered constituted a reduction in the number of factors.

In contra, the mean inter-item correlation measures the consistency scores in one item
being correlated to the other items’ scores within the scale. The threshold for the inter-
item correlation for an item set must be in-between 0.20 and 0.40 (Pallant, 2011).
Furthermore, if the mean inter-item correlation value is 0.20 or lower, the implication
is that the items do not represent similarly the content domain and thus, they are
discarded. Pallant (2011) also notes that if the mean inter-item correlation value is
greater than 0.4, they are believed to only grasp a minute bandwidth of the component.
The mean inter-item correlation values for privacy expectations (0.326) and
correctness expectations (0.383) privacy components fell within the prescribed
threshold, that is between 0.20 and 0.40. University confidence (0.596), individual
awareness (0.485), external awareness (0.589), privacy awareness (0.418) and

practice confidence (0.589) were above the suggested threshold of 0.4, indicating that
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the items could have seized a miniature bandwidth of the component construct. These

figures were deemed acceptable.

5.3.6 Means and standard deviations of the factors’ interpretation

Considering the value of information security and privacy, a cut-off point of 4.0 was
deemed acceptable in this research (Da Veiga & Martins, 2014). Potentially positive
and negative perceptions on privacy of student personal information were decided
based on the 4.0 cut-off score. The implication of this is that any score that is above
4.0 indicates a positive perception in terms of awareness, expectations of students on
the privacy of their personal information whereas any mean score lower than 4.0
(except the neutral score of 3.0) indicates a negative perception of the measured

dimensions.

All the factors had a maximum of 5.00 since the Likert scale had a maximum of 5
responses [Strongly disagree (1), Disagree (2), Do not disagree or agree (3), Agree
(4) and Strongly agree (5)]. The descriptive statistics shown in Table 5.11 are the
mean and the standard deviation values for the reduced seven factors.

Table 5.11: Descriptive statistics

Descriptive Statistics
N | Minimum | Maximum | Mean Std. Deviation

University confidence | 287 1.25 5.00 3.5740 .90282
Privacy expectations 287 2.86 5.00 4.5610 41050
Individual awareness 287 1.80 5.00 4.0774 .75485
External awareness 287 1.67 5.00 4.1429 77054
Privacy education 287 1.75 5.00 4.1254 .73406
Practice confidence 287 1.63 5.00 3.4194 .88332
Correction expectation | 287 2.33 5.00 4.5296 45205
Valid N (listwise) 287

The mean scores for five factors are above the 4.0 cut-off value (Da Veiga & Martins,
2014). These were privacy expectations (mean = 4.56), individual awareness (mean

= 4.07), external awareness (mean = 4.14), privacy awareness (mean = 4.13) and

-177 -



correction expectation (mean = 4.53). The factors that failed to meet the minimum ut-
off point were university confidence (mean = 3.57) and practice confidence (mean =
3.42). The summarised bar graph for the factors’ mean values is shown in Figure 5.3

below.

5

4.5

Mean

M Privacy expectations B Correction expectation M External awareness Privacy education

B Individual awareness H University confidence M Practice confidence

Figure 5.3: Mean values for the factors

From the above figure, it can be drawn that:

e A 4.56 mean value was recorded for factor 2 (privacy expectations), which is
greater than the prescribed 4.0 cut-off value (Da Veiga & Martins, 2014). This
signifies positive perceptions by students on how the university handles and
uses their personal information. Students had positive perceptions and
expectations on use limitation, consent, collection limitation and notice/

openness and privacy policy privacy components.
e A 4.53 mean value was recorded for factor 8 (correction expectation), which
was also regarded as highly positive with respect to students’ perceptions,

about student expectations on the university on how the it should develop
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privacy policies as well as notices that can be easily understandable, that the
university will only use student personal information for genuine reasons like

the legal requirements, which must be done with the consent of the student.

e A 4.14 mean value was recorded for factor 4 (external awareness). This also
signifies positive perceptions. It also gives students' awareness levels
perceptions with regards to the limitations of information use and in specifying
the purpose of collection.

e A mean value of 4.13 was recorded for factor 5 (privacy education), and this is
also higher than the cut-off. This also showed positive perceptions by students

on the expectations and awareness of privacy education within universities.

e A mean value of 4.08 reflected in factor 5 (individual awareness), giving
relatively positive perceptions by students on awareness with regards to

consent, individual participation and use limitation components.

e Factor 1 (university confidence) recorded a mean value of 3.57, which was
below the cut-off value. This represents negative perceptions by students,
meaning that they were not confident with the how the university implemented
privacy practices especially in fostering an environment that is conducive for

upholding their personal information privacy.

e The lowest mean value in this study of 3.43 was recorded in factor 7 (practice
confidence). This reflects on the dimension which is lower than the cut-off value.
It means that students do not have confidence in the university practices in
terms of consent, individual participation, privacy education and privacy policy
components. This represents an area of improvement that the university has to

focus on in addressing privacy practises that increase student confidence.

The seven factors were subjected to inferential statistics to further derive more useful

information from the data.
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5.4 INFERENTIAL STATISTICS

The following section discusses the results of the CFA, SEM, PPME, t-test, ANOVA

and the Spearman rho.

5.4.1 Confirmatory factor analysis (CFA)

After the successful conduct of EFA, the data reported reliable and valid factors that
could also be tested for confirmatory factor analysis (CFA). The CFA was conducted
to test the overall measurement model.

I Reporting on CFA for university confidence

The first factor that loaded in the previous EFA was university confidence. This is

presented in Figure 5.4 below, followed by the statistics for model fit in Table 5.12.

q30

q19

q18

q24

University_confidence

q31

q13

q25

q12

Figure 5.4: Model fit for university confidence

Note: Direct causal relationship = ——» Correlations between variables = <—»

Error between actual and predicted value =
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The corresponding model fit statistics for the university confidence factor are shown
in Table 5.12.

Table 5.12: Model fit indices for university confidence

Fit Index Obtained | Prescribed Meeting criteria

value threshold Yes/ No
Absolute fit indices
Chi-Square (CMIN) 57.69
Degree of Freedom (DF) 16
Relative Chi-square 3.61 <3 = Good Yes
(CMIN/ DF) <5 = Sometimes

permissible

Root mean squared error 0.095 <0.08 No
of approximation
(RMSEA)
Standardized root mean 0.026 <0.08 Yes
squared residual (SRMR)
PCLOSE 0.003 > 0.05 No
Relative/incremental fit indices
Comparative fit index 0.977 >0.90 Yes
(CFI)
Tucker-Lewis index (TLI) 0.959 =>0.90 Yes

A summarised overview of the statistical fit analysis for the university confidence

model in Table 5.12 above was done using the following fit indices:

e The model had a CMIN value of 57.69 with 16 degrees of freedom, giving a
CMIN/df of 3.61, which according to Hooper et al. (2008) is permissible and
acceptable for model fit.

e The RMSEA value of 0.095 was obtained and does not meet the minimum
acceptable fit of RMSEA < 0.08.

¢ A SRMR value of 0.026 was obtained, which is within the prescribed cut-off of
< 0.08. This is within the acceptable levels of goodness of fit.
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e PCLOSE of 0.003, less than the threshold value of p > 0.05, was obtained,
which does not meet the minimum criteria.

e The value of CFl obtained was 0.977, which was above the threshold value of
more than 0.90 and it is therefore an acceptable fit.

e The TLI of 0.977 is above the model fit requirement of = 0.9, which is
acceptable.

The model has two absolute indices that were within the prescribed threshold (CMIN/df
and SRMR). The tested relative/ incremental fit indices for this research (CFI and TLI)
were above the minimum threshold. Therefore, using criteria that a model can be
accepted if it has an absolute fit index (at least one) and an incremental fit index (at

least one) (Hair et al., 2014; Hooper et al., 2008), the model was deemed acceptable.
il. Reporting on CFA for privacy expectations

The second factor to load was privacy expectations. This is shown in Figure 5.5
below, followed by the statistics for model fit in Table 5.5.

q28

.36

q29

q46

.56

Privacy_expectations q47

q34

q58

ql1

§ 3333

Figure 5.5: Model fit for privacy expectations

Note: Direct causal relationship = ——» Correlations between variables = “—>
Error between actual and predicted value =@
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The corresponding model fit statistics for the privacy expectations factor are shown in
Table 5.13 below.

Table 5.13: Model fit indices for privacy expectations

Fit Index Obtained | Prescribed Meeting criteria
value threshold Yes/ No

Absolute fit indices

Chi-Square (CMIN) 28.57

Degree of freedom (DF) 12

Relative Chi-square (CMIN/ 2.38 <3 = Good Yes

DF) <5 = Sometimes

CMIN/DF permissible

Root mean squared error of 0.037 <0.08 Yes

approximation (RMSEA)

Standardized root mean 0.042 <0.08 Yes

squared residual (SRMR)

PCLOSE 0.148 >0.05 Yes

Relative/incremental fit indices

Comparative fit index (CFl) 0.971 >0.90 Yes

Tucker-Lewis index (TLI) 0.949 =>0.90 Yes

A summarised overview of the statistical fit analysis for the privacy expectations model
in Table 5.13 above was done using the following fit indices:

e The model had a CMIN value of 28.57 with 12 degrees of freedom, giving a
CMIN/df of 2.38, which according to Hooper et al. (2008) is good and
acceptable for model fit.

e The RMSEA value of 0.037 was obtained, which is lower than the minimum
acceptable fit of RMSEA < 0.08, thus an acceptable fit.

e A SRMR value of 0.042 was obtained, which is within the prescribed cut-off of
< 0.08. This is within the prescribed and acceptable ranges of goodness of fit.

e PCLOSE of 0.148, higher than the threshold value of p > 0.05, which is a good

and an acceptable fit.
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e The value of CFIl obtained was 0.971, which is above the threshold value of

more than 0.90 and it is an acceptable fit.

e The TLI of 0.949 is above the model fit requirement of = 0.9, which is

acceptable.
The model satisfied all the fit indices tested for privacy expectations i.e., CMIN/df,
RMSEA, SRMR, PCLOSE, CFl and TLI, meaning that the model is deemed

acceptable.

Iil. Reporting on CFA for individual awareness

The other factor to load was individual awareness. This is presented in Figure 5.6

below, followed by the statistics for model fit in Table 5.14.

456 ®
73
g7 @
Individual_awareness 627 (—@
030 )
06
039 0
Figure 5.6: Model fit for individual awareness
Note: Direct causal relationship = — Correlations between variables = “—>

Error between actual and predicted value =

The corresponding statistics for model fit for the individual awareness factor are shown
in Table 5.14 below.
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Table 5.14: Model fit indices for individual awareness

Fit Index Obtained | Prescribed Meeting criteria

value |threshold Yes/ No
Absolute fit indices
Chi-Square (CMIN) 7.99
Degree of freedom (df) 3
Relative Chi-square (CMIN/ 2.66 <3 = Good Yes
DF) <5 = Sometimes

permissible

Root mean squared error of | 0.076 <0.08 Yes
approximation (RMSEA)
Standardized root mean 0.019 <0.08 Yes
squared residual (SRMR)
PCLOSE 0.195 |>0.05 Yes
Relative/incremental fit indices
Comparative fit index (CFI) 0.994 >0.90 Yes
Tucker-Lewis index (TLI) 0.979 =0.90 Yes

A summarised overview of the statistical fit analysis for the individual awareness model

in Table 5.14 above was done using the following fit indices:

e The model had a CMIN value of 7.99 with 3 degrees of freedom, giving a
CMIN/df of 2.66, which according to Hooper et al. (2008) is good and

acceptable for model fit.

e A RMSEA value of 0.076 was obtained and this falls within the minimum
acceptable fit of RMSEA < 0.08.

e A SRMR value of 0.019 was obtained, which is within the prescribed cut-off of

< 0.08. This is within the satisfactory levels of goodness of fit.
e PCLOSE of 0.195, higher than the threshold value of p > 0.05, was obtained,
which is a good and an acceptable fit.

e The value of CFI obtained was 0.994, which is above the threshold value of

more than 0.90 and which is a satisfactory fit.
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e The TLI of 0.979 is above the model fit requirement of = 0.9, which is

acceptable.
The model satisfied all the fit indices tested for individual awareness, namely CMIN/df,
RMSEA, SRMR, PCLOSE, CFI and TLI. This means that the model is deemed
acceptable.

V. Reporting on CFA for practice confidence

The other factor to load was practice confidence. This is presented in Figure 5.7

below, followed by the statistics for model fit in Table 5.15.

q61
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q60
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q43

q49

q48

q42 (c:)

Figure 5.7 Model fit for practice confidence

Note: Direct causal relationship = ——» Correlations between variables = <+—»

Error between actual and predicted value =

The corresponding model fit statistics for the practice confidence factor are shown in
Table 5.15 below.
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Table 5.15: Model fit indices for practice confidence

Fit Index Obtained | Prescribed Meeting criteria

value threshold Yes/ No
Absolute fit indices
Chi-Square (CMIN) 114.22
Degree of freedom (df) 13
Relative Chi-square 8.16 <3 = Good No
(CMIN/DF) <5 = Sometimes

permissible

Standardized root mean 0.052 <0.08 Yes
squared residual (SRMR)
Root mean squared error of 0.158 <0.08 No
approximation (RMSEA)
PCLOSE 0.000 >0.05 No
Relative/incremental fit indices
Comparative fit index (CFl) 0.957 >0.90 Yes
Tucker-Lewis index (TLI) 0.913 =>0.90 Yes

A summarised overview of the statistical fit analysis for the practice confidence model

in Table 5.15 above was done using the following fit indices:

e The model had a CMIN value of 114.22 with 13 degrees of freedom, giving a
CMIN/df of 8.16, which according to Hooper et al. (2008) is not acceptable for
model fit.

e A SRMR value of 0.052 was obtained, which is within the prescribed cut-off of
< 0.08. This is within the acceptable levels of goodness of fit.

e A RMSEA value of 0.158 was obtained and does not meet the minimum
threshold of RMSEA < 0.08, which is not acceptable.

e PCLOSE 0of 0.000, less than the threshold value of p > 0.05, was obtained. This
is not good.

e The value of CFI obtained was 0.957, which was above the threshold value of
> 0.90 and it is acceptable.

e The TLI 0of 0.913 is above the model fit requirement of = 0.9 which is acceptable.
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Although the CMIN/df, RMSEA and PCLOSE values were outside the acceptable
threshold range, the practice confidence model was accepted based on the criteria
proposed by Hair et al. (2014) and Hooper et al. (2008) for SRMR, CFl and TLI fit

values.

V. Reporting on CFA for correction expectation

The other factor to load was correction expectation. This is presented in Figure 5.8

below, followed by the statistics for model fit in Table 5.16.
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Figure 5.8 Model fit for correction expectation
Note: Direct causal relationship = ——» Correlations between variables = “—>

Error between actual and predicted value =

The corresponding model fit statistics for the correction expectation factor are shown
in Table 5.16 below.
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Table 5.16: Model fit indices for correction expectation

Fit Index Obtained | Prescribed threshold | Acceptable fit

value Yes/ No
Absolute fit indices
Chi-Square (CMIN) 13.40
Degree of freedom (df) 7
Relative Chi-square 1.91 <3 = Good Yes
(CMIN/DF) <5 = Sometimes

permissible

Root mean squared error of | 0.056 | <0.08 Yes
approximation (RMSEA)
Standardized root mean| 0.031 |=<0.08 Yes
squared residual (SRMR)
PCLOSE 0.354 > 0.05 Yes
Relative/incremental fit indices
Compatrative fit index (CFl) 0.988 >0.90 Yes
Tucker-Lewis index (TLI) 0.974 |=0.90 Yes

A summarised overview of the statistical fit analysis for the correction expectation

model in Table 5.16 above was done using the following fit indices:

e The model had a CMIN value of 13.40 with 7 degrees of freedom, giving a
CMIN/df of 1.91, which according to Hooper et al. (2008) is good and
acceptable for model fit.

e PCLOSE of 0.354, higher than the threshold value of p > 0.05, was obtained.
This is a good and an acceptable fit.

e A RMSEA value of 0.056 was obtained and it meets the minimum acceptable
fit of RMSEA < 0.08.

e A SRMR value of 0.031 was obtained, which is within the prescribed cut-off of
< 0.08. This is within the acceptable levels of goodness of fit.

e The value of CFI obtained was 0.988, which is above the threshold value of

more than 0.90 and it is a satisfactory fit.
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e The TLI of 0.974 is above the model fit requirement of = 0.9, which is

acceptable.
The model satisfied all the fit indices tested for correction expectation, namely
CMIN/df, RMSEA, SRMR, PCLOSE, CFI and TLI. This means that the model is
deemed acceptable.

Vi. Reporting on external awareness

The external awareness factor is shown in Figure 5.9 below.

T, 20
External_awareness 921 I-(—@
T, 20
Figure 5.9 Model fit for external awareness
Note: Direct causal relationship = —» Correlations between variables = +“—>

Error between actual and predicted value =

There were too few degrees of freedom and the fit could not be estimated. Therefore,
the model was not estimated. The relationships were further tested in SEM analysis.

Vii. Reporting on privacy education

The last privacy education factor is shown in Figure 5.10 below.

-190 -



Privacy_education

51

50

052

053

Figure 5.10: Model fit for privacy education

Error between actual and predicted value =

.71

11

Note: Direct causal relationship= —» Corflations between variables =

Just like the external awareness factor, there were also too few degrees of freedom

and the fit could not be estimated; therefore, the model was also not estimated. There

were also very low coefficients for g52 and g53. The relationships were further tested

in SEM analysis.

The summarised information privacy perception model fit indices are presented in

Table 5.17 below.

Table 5.17: Summary of information privacy perception model fit indices

Chi-square CFlI TLI RMSEA | SRMR
Factor p>0.05 >0.90 >0.90 <0.06 <0.08
University confidence 0.000 0.977 0.959 0.095 0.026
Privacy expectations 0.005 0.971 0.949 0.037 0.043
Individual awareness 0.046 0.994 0.979 0.076 0.019
External awareness Too few degrees of freedom - model was

not estimated

Too few degrees of freedom - model was
Privacy Education not estimated
Practice confidence 0.000 0.957 0.913 0.158 0.052
Correction expectation 0.063 0.988 0.974 0.056 0.031
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In conducting the CFA, four of the seven factors (privacy expectations, university
confidence, individual awareness and correction expectation) had fit indices that were
acceptable. For practice confidence, the RMSEA was not within acceptable limits but
the SRMR CFI and TLI were, rendering it acceptable. Unfortunately, there were not
any modifications to the model which could improve the fit. For the other two factors
without any fit indices (external awareness and privacy education), the degrees of
freedom were too small to compute a fit index. The model can thus be estimated, but
the fit cannot be determined. It was thus decided to continue with the model estimates,

which are discussed in the following section.

5.4.2 Structural equation modelling (SEM)

The SEM confirmed the inclusion of three main concepts, namely expectations,
awareness and confidence. Extracted factors from the factor analysis were also
confirmed as privacy expectations, correction expectations, privacy education,
individual awareness, external awareness, university confidence and practice
confidence. The assumed relationships between the three main concepts and the

various factors developed are shown in a model in Figure 5.11 below.
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Figure 5.11: Model fit for information privacy perceptions

Note: Direct causal relationship = —, Correlations between variables = <>
Error between actual and predicted value = @

From the model in Figure 5.11, various strong relationships exist. The first strong
relationships that exists suggests that students’ expectations influence privacy
expectations (0.487) and correction expectation (0.896). This corroborates with the
findings from other studies (Feri et al., 2016; Vail et al., 2008) that found that people
(students) have expectations that the organisation (university) will handle their

personal information fairly and will comply with the privacy policies in place.
It is also evident from the diagram that awareness strongly influences privacy

awareness (0.456), individual awareness (0.652) and external awareness (0.659).
Very strong relationships are shown to indicate that university confidence influences
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privacy confidence (0.971) and practice confidence influences privacy confidence
(0.687). The two main concepts, awareness and expectations also have a strong
relationship (0.59) though no direction is specified. Awareness increases the
confidence levels of students on privacy (0.616). Expectations do not have any

influence on confidence as attested to by a very low score (0.0391).

The corresponding model fit statistics for the information privacy perceptions are

shown in Table 5.18 below.

Table 5.18: Model fit for information privacy perceptions

Fit Index Obtained value | Prescribed Acceptable fit
threshold Yes/ No

Absolute fit indices

Chi-Square (CMIN) 351.64

Degree of freedom 194

Relative Chi-square 1.81 <3 = Good Yes

(CMIN/DF) <5 = Sometimes
permissible

Root mean squared error 0.059 <0.08 Yes

of approximation

(RMSEA)

Standardized root mean 0.041 <0.08 Yes

squared residual

(SRMR)

PCLOSE 0.092 > 0.05 Yes

Relative/ incremental fit indices

Comparative fit index 0.937 >0.90 Yes

(CFI)

Tucker-Lewis index (TLI) 0.921 >0.90 Yes

In the summarised overview of the statistical fit analysis for the final information privacy
perceptions model in Table 5.18 above, the following can be concluded based on the

fit indices obtained:
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e The model had a CMIN value of 351.64 with 194 degrees of freedom, giving a
CMIN/df of 1.81, which according to Hooper et al. (2008) is good and
acceptable for model fit.

e PCLOSE of 0.092, higher than the threshold value of p > 0.05, was obtained.
This is a good and acceptable fit.

e A RMSEA value of 0.059 was obtained and falls within the minimum acceptable
fit of RMSEA < 0.08.

e A SRMR value of 0.041 was obtained, which is within the prescribed cut-off of
< 0.08. This is within the acceptable levels of goodness of fit.

e The value of CFI obtained was 0.937, which is above the threshold value of
more than 0.90 and it is a satisfactory fit.

e The TLI of 0.921 is above the model fit requirement of = 0.9, which is
acceptable.

The model satisfied all the fit indices tested for the final information privacy perceptions
model i.e., CMIN/df, RMSEA, SRMR, PCLOSE, CFIl and TLI, meaning that the privacy
perception model is deemed acceptable and therefore validated. The model indicated
an average overall good fit between the theoretically proposed privacy model and the
empirically derived structural model as indicated in Figure 5.11. There was then a
compelling desire to ascertain the relationships between concepts and dimensions in
the model. This was done using the Pearson product moment correlation coefficient
(PPMCC).

5.4.3 Pearson product moment correlation coefficient between variables

The Pearson product moment correlation coefficient (PPMCC), also called the
Pearson correlation, represents the degree of relationships existing between the
variables (Salkind, 2017). The PPMCC was used to validate hypothesis statement no
5 in section 4.12 that reads:

Ho5: There are no relationships in the concepts and dimensions of the model.

Ha5: There exist some relationships in the concepts and dimensions of the model.
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Correlations were useful in investigating the relationships existing between the
variables in this study. According to Pallant (2011), for the Pearson correlation:

e coefficient of less than 0.10 is considered to have a small effecti.e., r<0.10;
e coefficient of between 0.30 and 0.49 is considered to have a medium effect i.e.,
0.3<r=<0.49, and

e coefficient above 0.50 is considered to have a large effecti.e., r =2 0.50.

Pearson’s correlation coefficient is considered to be the best way of measuring
associations amongst variables (Saunders et al.,, 2016) because it uses the
covariance method, the magnitude of association and the direction of the relationship.
In this research, a cut-off value of r>.30 at p<.05 (medium effect) was chosen in
determining the significance of the correlation coefficients. There were specific
relationships which were derived from the seven extracted factors, namely university
confidence (UC), privacy expectations (PE), individual awareness (IA), external
awareness (EA), privacy education (PEd), practice confidence (PC) and correctness
expectation (CE). These are shown in Table 5.19 (see Appendix H for full results on
the correlation).

Table 5.19: Summary of practically significant factors using the Pearson correlation

Factor Relationship to factor |r- p - | Effect

score score | size

University confidence Privacy expectations

Individual awareness .376** | <.05 medium
External awareness .381** | <.05 medium
Privacy education 287+ | .05 |small

Practice confidence

Correctness expectation | .294** | <.05 | small

Privacy expectations University confidence _
Individual awareness .205* | .05 |small
External awareness 182** | <.05 | small
Privacy education .185** | <.05 | small

Practice confidence
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Correctness expectation | .436** | =.05 | medium

Individual awareness University confidence 376** | <.05 | medium
Privacy expectations .205** | <.05 | small
External awareness A416* | .05 | medium
Privacy education 331 | <.05 | medium
Practice confidence .283 <.05 |small

Correctness expectation | .338** | <.05 | medium

External awareness University confidence 381 | <.05 | medium
Privacy expectations 182** | <.05 | small
Individual awareness A416* | .05 | medium
Privacy education 295%* | <.05 | small
Practice confidence 245%* | <.05 | small

Correctness expectation | .378** | =.05 | medium

Privacy education University confidence 257 | <.05 | small
Privacy expectations .185** | <.05 | small
Individual awareness 331 | <.05 | medium
External awareness 295** | <.05 | small
Practice confidence 223** | <.05 | small

Correctness expectation | .194** | <.05 | small

Practice confidence University confidence

Privacy expectations

Individual awareness .283** [ <.05 |small
External awareness .245** | <.05 small
Privacy education .223** | .05 | small

Correctness expectation | .180** | <.05 | small

Correctness University confidence 294** | <.05 | small

expectation

Privacy expectations A436* | <.05 | medium
Individual awareness .338* | <.05 | medium
External awareness 378 | <.05 | medium
Privacy education 194** | <05 | small
Practice confidence .180** | <.05 |small

Note: ** Indicates significant difference
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Key:

large

medium

small

none

Based on Table 5.19, the following deductions can be made:

There is a strong (large) positive relationship between university confidence and
practice confidence (0.667). There were also moderate (medium) relationships that
existed between university confidence and individual awareness (0.376), university
confidence and external awareness (0.381), individual awareness and external
awareness (0.416), individual awareness and privacy education (0.331), privacy
awareness and correctness expectation (0.436), individual awareness and correction

expectation (0.338) and external awareness and correction expectation (0.378).

It is also evident from Table 5.19 above that small (weak) positive relationships exist
between privacy expectation and individual awareness (0.205), university confidence
and privacy education (0.257), privacy education and external awareness (0.295),
individual awareness and practice confidence (0.283), external awareness and
practice confidence (0.245), privacy education and practice confidence (0.223) as well
as university confidence and correction expectation (0.294). Small relationships were
also shown between privacy expectation and external awareness (0.182), privacy
expectation and privacy education (0.185), privacy education and correctness
expectation (0.194) as well as practice confidence and confidence expectation
(0.180).

All the relationships, be they strong, medium or small were considered because
correlation was deemed significant at 0.01 in a 2-tailed. Very weak relationships
(negligible) relationships existed between university confidence and privacy
expectation (0.096) and privacy expectation and practice confidence (0.077). These

correlations were deemed insignificant as p > 0.05.

The following section discusses how group mean differences were tested.
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5.4.4 Testing for group mean differences

This section addresses objective 7 in section 1.6.3 that reads: To determine whether
different biographical variables influence privacy awareness, expectations and also
confidence of students. Biographical variables in this research included age bands,
gender, and mode of study and programme, which could lead to an answer to this
research objective. This was addressed by using both t-tests and Analysis of variance
(ANOVA). The t-tests were done for gender and the ANOVAs were done for age,
learning mode and programme. ANOVA was used in this research to analyse how the
five age bands (Generation Z, the Millennials, Generation X, Baby Boomers and the
Silent Generation) perceived the concepts (awareness, expectations and confidence)
differently. It was also used to test how conventional, parallel and block students from
the three learning modes perceived the privacy of their personal information. Lastly,
ANOVA tests were done for the various degree programmes at the university to
ascertain if students pursuing different degree programmes had different perceptions
regarding their expectations, awareness and confidence in the privacy of their

personal information.

5.4.4.1 Gender

The results for the independent t-test indicated the absence of significant differences
between males and females pertaining to the measured dimensions. The t-tests
shown in Appendix | failed to report that there are statistically reliable differences on
males and females with regards to practice confidence, university confidence, external
awareness, privacy expectations, individual awareness, privacy education and
correction expectations as all the p-values were larger than the pre-specified alpha
level of 0.05.

5.4.4.2 Age

The ANOVASs were used to analyse the average scores and variation between scores.
The ANOVAs were conducted for the three age groups, which are the 1996 - 2019,
1977 - 1995 and 1965 - 1976 to ascertain their perceptions on privacy with regards to
expectations, awareness and confidence. However, the results also specify that there

were no significant differences between age group and the independent variables.
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This is a result of small F-values, resulting in values of p > 0.05. The results are shown
in Appendix J.

5.4.4.3 Mode of study

ANOVA test was also conducted to ascertain if students engaging in various modes
of study perceived information privacy differently. There were three groups for mode
of study, namely conventional, parallel and block. However, the results also indicate
the absence of noticeable significant differences amongst mode of study and the
independent variables. For all groups, there were small F values, resulting in all values
of p > 0.05. This meant that there were no significant differences between students
from the various modes of study on their perceptions on privacy of their personal
information. The corresponding inferential statistics on the ANOVA for modes of study
are shown in Appendix K.

5.4.4.4 Programme of study

ANOVA tests were also conducted for the various degree programmes at the
university to ascertain if students pursuing different degree programmes had different
perceptions regarding their expectations, awareness and confidence in their personal
information privacy. The degree programmes were grouped into BBM & IT, BAcc/BBM
Finance, BBM Marketing, BA Development Studies, BA Dual Honours/DPhil and 6-
month certificate. Statistically significant differences were recorded (p < 0.05) between
participants' the external awareness (F = 2.44; p = 0.048), practical confidence (F =
2.42; p = 0.049) and correction expectation factors (F = 2.49; p = 0.044).

A Scheffe test for post hoc comparison was conducted to ascertain where precisely
the differences amongst the groups lay. Although the three (external awareness,
practical confidence and correction expectation) showed some marginal significance
upon performing the post hoc tests, none of the pairing differences were significant.
This signifies the absence of significant differences between the programmes on any
of the scales that were measured, as evidenced by Table 5.20 below (more detail on

the ANOVA test for programme of study are shown in Appendix M).
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Table 5.20: ANOVAs and post hoc test for program of study

Sum of | df Mean F Sig.
Variable Squares Square
University Between 5.60 4 1.40 1.73 | 0.144
confidence Groups
Within Groups | 209.92 259 |0.81
Total 215.51 263
Privacy Between 1.32 4 0.33 2.05 | 0.088
expectations Groups
Within Groups | 41.61 259 | 0.16
Total 42.92 263
Individual Between 5.34 4 1.33 2.32 | 0.058
awareness Groups
Within Groups | 149.13 259 | 0.58
Total 154.47 263
External Between 5.96 4 1.49 2.44 | *0.048
awareness Groups
Within Groups | 158.28 259 |0.61
Total 164.24 263
Privacy education | Between 0.87 4 0.22 0.40 | 0.809
Groups
Within Groups | 140.87 259 | 0.54
Total 141.74 263
Practice Between 7.43 4 1.86 2.42 | *0.049
confidence Groups
Within Groups | 199.09 259 | 0.77
Total 206.52 263
Correction Between 1.97 4 0.49 2.49 | *0.044
expectation Groups
Within Groups | 51.33 259 |0.20
Total 53.30 263
Expectations test | Between 1.44 4 0.36 2.88 | 0.023
Groups
Within Groups | 32.27 259 |0.12
Total 33.70 263
Awareness test Between 2.87 4 0.72 2.26 | 0.063
Groups
Within Groups | 82.29 259 |0.32
Total 85.16 263
Confidence test Between 5.30 4 1.32 1.99 | 0.096
Groups
Within Groups | 172.39 259 |0.67
Total 177.69 263

Note: * Indicates significant difference
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5.4.4.5 Year of study

There were too many groups for the conduct of ANOVA for the year of study; therefore,
a non-parametric correlation was done instead, by using the Spearman correlation
with a level of significance of p < 0.05 (Cohen et al., 2011). A total of six groups to
choose from were selected, which are 1st year, 2nd year, 3rd year, 4th year, Doctorate
and 6 months certificate. The years of study were treated as one variable, which goes
from low to high. From the results, there was a small negative relationship between
year of study and university confidence, with a correlation coefficient (r) of -0.181,
which was statistically significant at p = 0.002. A small negative relationship existed
between year of study and external awareness, with a correlation coefficient of -0.128,
which was statistically significant at p = 0.031. The other factors were insubstantial

and insignificant as r < 0.1 and p > 0.05.

The relationships between the three concepts (expectations, awareness and
confidence) and year of study were run and the results showed a very weak negative
correlations between awareness and year of study (r = -0.120; p = 0.0042) and very
weak negative correlations between confidence and year of study (r = -0.142; p =
0.0016). In conclusion, there is a slight tendency for university confidence to be lower
amongst respondents who have higher education. External awareness also decreases
for students with higher qualifications. The non-parametric correlations using the
Spearman rho are shown in Table 5.21 below (see Appendix L for more details on

Spearman’s rho for year of study).

Table 5.21: Spearman correlation for year of study

6. Please indicate
your year of study
Spearman's | 6. Please | Correlation Coefficient 1.000
rho indicate your | Sig. (2-tailed)
year of study
University Correlation Coefficient -0.181
confidence | Sig. (2-tailed) 0.002
Privacy Correlation Coefficient 0.043
expectations | Sig. (2-tailed) 0.469
Individual Correlation Coefficient -0.044
awareness Sig. (2-tailed) 0.459
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External Correlation Coefficient -0.128
awareness | Sig. (2-tailed) 0.031
Privacy Correlation Coefficient -0.036
education Sig. (2-tailed) 0.546
Practice Correlation Coefficient -0.078
confidence | Sig. (2-tailed) 0.190
Correction Correlation Coefficient -0.014
expectation | Sig. (2-tailed) 0.807
Expectations | Correlation Coefficient 0.019
test Sig. (2-tailed) 0.753
Awareness Correlation Coefficient -0.120
test Sig. (2-tailed) 0.042
Confidence | Correlation Coefficient -0.142
test Sig. (2-tailed) 0.016

NB: Values marked in blue indicate small/ weak relationships amongst the groups.

The results from this section (section 5.4.4) provided the researcher with supportive
evidence for objective 8 and hypothesis Ho6: The different biographical variables do

not influence privacy awareness, expectations and confidence of students. In other

words, the hypothesis is accepted.

5.5 CONCLUSION ON RESEARCH HYPOTHESES

The research hypotheses formulated in section 4.12 in the previous is now discussed

and concluded on based on whether the hypothesis is accepted or rejected as

supported by the empirical research findings.

Table 5.22: Summary of research hypotheses

Research aim Research hypotheses Hypothesis
supported
Research aim 1: Hol | The nine-dimensional | Rejected
To develop and validate Information Privacy
an instrument Perception Survey is not
measuring privacy expected to measure the
awareness, three  privacy concepts
(awareness, expectations
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expectations and

confidence of students?

and confidence) based on

the nine-privacy concepts.

Hal | The nine-dimensional | Supported
Information Privacy
Perception Survey IS
expected to measure the
three  privacy concepts
(awareness, expectations
and confidence) based on
the nine-privacy concepts.
Research aim 2: Ho2 | Students do not expect | Rejected
To  determine  the privacy when the university
expectations of processes their personal
students when the information.
university — processes | Ha2 | Students expect privacy | Supported
their personal when the university
information. processes their personal
information.
Research aim 3: Ho3 | Students are not aware of | Rejected
To determine the privacy when the university
privacy awareness is processing their personal
levels of students when information.
the university | Ha3 | Students are aware of | Supported
processes their privacy when the university
personal information. is processing their personal
information.
Research aim 4: Ho4 | Students do not have | Rejected
To determine the confidence in the university
privacy confidence observing privacy of their
levels of students in the personal information.
university observing the | Ha4 | Students have confidence in | Supported

privacy of their personal

information.

the university observing

privacy of their personal

information.
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Research aim 5: Ho5 | There are no relationships in | Rejected

To determine the the concepts and
relationship  between dimensions of the model.

the 3 concepts | Ha5 | There exist some | Supported
(expectations, relationships in the concepts

awareness and and dimensions of the
confidence) using model.

correlation analysis.

Research aim 6: Ho6 | The different biographical | Supported

To determine whether variables do not influence

different  biographical privacy awareness,

variables influence expectations and confidence

privacy awareness, of students.

expectations and | Ha6 | The different biographical | Rejected

confidence of students. variables influence privacy
awareness, expectations

and confidence of students.

Note: Ho: Null hypothesis and Ha: Alternative hypothesis

Source: Own compilation

Using the statistical output of this study, it can be established that the hypotheses from
Hal to Ha5 were accepted and Ha6 was rejected because there are very weak and
possibly insignificant relationships such that we can conclude that they do not have

any influence.

5.6 CHAPTER SUMMARY

The chapter presented the statistical analysis of the results was done and the results
were discussed. Biographical analysis was done using the survey response
distribution, gender, nationality, mode of study and year of study. The research used
both EFA and CFA for descriptive and inferential statistics. Descriptive statistics took
the form of communalities, KMO and BTS values, factor analysis and Cronbach alpha
coefficients, means and standard deviations. Inferential statistics were also reported

using CFA and SEM and these were done for model fit, PPMC, Spearman rho, t-tests

- 205 -



and ANOVAs. The results enabled the researcher to interpret the empirical findings

and align them with the theoretical literature review. In this chapter, the following

empirical objectives were achieved:

Research objective 2:

Research objective 3:

Research objective 4:

Research objective 5:

Research objective 6:

Research objective 7:

Research objective 8:

To validate the instrument using factor and item analysis.
To determine the expectations of students when the
university processes their personal information.

To determine the privacy awareness levels of students
when the university processes their personal information.
To determine the privacy confidence levels of students in
the university observing privacy of their personal
information.

To determine the relationship between the 3 concepts
(expectations, awareness and confidence) using
correlation analysis.

To validate the model using structural equation modelling
(SEM).

To determine whether different biographical variables
influence privacy awareness, expectations and confidence

of students.

The following chapter gives a presentation of the study conclusions, limitations and

recommendations.
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CHAPTER SIX: CONCLUSION, LIMITATIONS AND
RECOMMENDATIONS

/ Phase Two: Empirical stuch

@se One: Literature rev@

$

€ 4

Figure 6.1: Chapter summary flowchart diagram

(Source: Author’s own compilation)
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6.1 INTRODUCTION

In this chapter, the empirical objective number 9, namely to make recommendations
to improve the information privacy perceptions on the basis of the findings in this
research is addressed. This was articulated in detail in section 6.4. Firstly, this chapter
gives a reflection of the research by making conclusions based on literature, followed
by conclusions based on the empirical study in the field of information privacy.
Secondly, the limitations on both the empirical study and literature review are outlined.
This is trailed by practical recommendations for universities based on the study
findings and possible future research within the field of information privacy. This also
includes a proposed model for the student privacy perceptions. Lastly, the research
gives the theoretical, empirical as well as practical value of the research, which are

the contributions of this research. The chapter ends with the conclusion of the study.

6.2 REFLECTION OF THE STUDY

In this research, the primary objective was to develop and validate a model and
diagnostic instrument to aid universities comprehend the privacy concerns of students
and expectations in protecting the privacy of their personal information and aid in
affording effect to privacy as their constitutional right. This research was executed in

two phases as explained below.

The first phase was the development of the student personal information privacy
perception (SPIPP) conceptual model for a university. The structural equation
modelling (SEM) was used to validate the empirical model in the second phase. In
pursuing the primary aim, there were literature and empirical aims as outlined in

sections 1.5.2 and 1.5.3 respectively. Conclusions were drawn on each of these.

6.2.1 Discussion of research aims relating to literature review:

The focus of this section is mainly on literature review conclusions, with respect to the

objectives formulated in section 1.5.2 of chapter 1.
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6.2.1.1 To conceptualise privacy awareness of students from a theoretical

perspective.

This first objective was realised in section 3.4.1 of chapter 3. In achieving this

objective, the following information came to light:

Awareness can be raised through privacy notices, which are amongst the
FIPPs fundamental principles for information privacy (Vail et al., 2008). As part
of best practice, awareness must not be a once off event as it must be done
continuously so that individuals and organisations are educated on what is
expected of them on privacy (Botha et al., 2015). The university should remind
students continually about privacy issues through privacy education. This can
take the form of privacy newsletters, magazines or any form of notices. The
university should also conduct privacy training for students so as to increase
awareness of privacy.

The users (students) need to know the importance of being aware of their
privacy rights as well as company (university) privacy policies particularly when
electronic means are used (Kyobe, 2010b). That is why the university must be
compelled to publish privacy notices like the privacy policy on the university
websites or the privacy terms and conditions. Lack of awareness signifies that
will not be privy to the fine details that are needed for compliance, which might
cause non-compliance on privacy related matters, even by the student (Botha
et al., 2015).

Awareness is also an ingredient for a knowledgeable atmosphere on privacy
related issues, leading to participation on all university related activities by the
students where personal information is needed (Fink, 2012). The university
must limit the collection of personal information. Information about the religion,
political party affiliation, health status, tribe amongst others is not necessary for
academic purposes and therefore, there is no need for its collection.
Universities are expected to nurture privacy awareness and permit students to
practice their consent right when personal information is to be handled. Lack of
awareness is a threat to the students’ privacy (Isabwe & Reichert, 2013). The
university needs to have a reasonable justification for collecting and processing
student personal information. The processing will only be justified by the

student's consent, a contract or if it is a legal requirement.
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Besides the fact that awareness can increase if students are informed
periodically using awareness campaigns about the risks to their privacy,
students need to be educated about how best they can control their own
personal information collected by the university (Lawler & Molluzzo, 2011,
Malandrino, Scarano & Spinelli, 2013). Students must be aware of their right to
opt in for (i.e., allow) or opt out for (i.e., disallow) the use of their personal
information for some other purposes like marketing, newsletters, job or product
advertisements.

Universities need to conduct themselves in a transparent manner so that
students feel empowered, which will make it easy to create a sense of trust
(Dwyer & Marsh, 2016). Consequently, it will be easy for students to collaborate
in giving out more information.

According to Nasir, Arshah and Ab Hamid (2017) and Pensa and Di Blasi
(2017), if awareness is made a primary concern for an institution, privacy risks

and the extent of privacy exposure tend to be under control and minimal.

6.2.1.2 To conceptualise privacy expectations of students from a theoretical

perspective.

This objective was achieved in section 3.4.2 of chapter 3. In achieving this objective,

the following information came to light:

Universities need to meet the privacy expectations of students in line with the
privacy policies, privacy principles and privacy regulations. Since students’
expectations on privacy are sometimes regulated, failure to comply will result
in the emergence of lawsuits due to misuse of students' personal information.
(Smit et al., 2009). This is so because students expect their personal
information not to be disclosed, made available or used, unless it is in line with
the law. If not, they will seek justice legally through lawsuits.

If the university meets the expectations of students on privacy, it increases their
promptness in disclosing the required personal information details (Krzych &
Ratajczyk, 2013; Schumacher & Ifenthaler, 2018). This can be achieved if the
university limits the personal information collection, especially information that
is not critical and necessary for purposes in academia like religion, political

party affiliation, health status, tribe amongst others. Students also expect the
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university to take reasonable steps to ensure that their personal information
processed by them is correct in terms of being accurate, up to date, complete
and relevant to the purpose of collection.

Students expect clearly stated privacy rules and policies within universities
(Degroot & Vik, 2017). Therefore, the university’s privacy notices are expected
to be easily understood. It is an expectation of students that the university must
have a process whereby the students can request whatever personal
information the university has collected about them. This process must also
allow the students to request copies of the records of their personal information
from the university.

In cases where there is a necessity for the university to collect and process
personal information, some substantial amount of expectations are assumed
on privacy that there will be minimal collection and rational expectations on
getting information from the individual is relevant (Braun et al., 2018; Mo, 2014).
Therefore, students expect the university to collect information lawfully, fairly,
to be minimal and to be only for the specified purpose. The university also has
to provide students with a method for reviewing their personal information that
has been collected to ensure that it is accurate, up to date, complete and

relevant for the purpose of collection.

6.2.1.3 To conceptualise student confidence in academic institutions from a theoretical

perspective.

This objective was achieved in section 3.4.3 of chapter 3. In achieving this objective,

the following information came to light:

Students have some level of confidence in their universities such that in some
instances, they do not bother asking the accessibility of privacy related
documents (Stange, 2011). This is a form of trust that students attach to their
universities that they will use their personal information to the best of their
(students’) interests. It becomes the duty of the data controller (the university)
to create and maintain such positive environment where students would trust
their institution on privacy.

The presence of some privacy restrictive measures by universities when

handling personal information increases trust and confidence to students
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(Kafali et al., 2017). This is indicated by the students' confident that the
university has a privacy policy which will guide and restrict how personal
information is used. At the same time, too much monitoring and collection of
students' personal information can demotivate and dent their confidence in the
university (Schumacher & Ifenthaler, 2018). Therefore, the university must give
reasonable justification for the collection and processing of student personal
information. The justification might be through student consent, a contract or
legal requirement. The purpose must be specified no later than the point of
personal information collection.

When customers (students) are given more control over their personal
information, their confidence tends to be boosted (Chang et al., 2018; Dwyer &
Marsh, 2016; Rao et al., 2014). The best way of doing this is through training
so that they are cognisant of information privacy, which reduces the risk of
privacy breaches. The university must also have a privacy policy that must be
easy to understand for students to have confidence in the institution. The
university can also provide students with a method for reviewing their personal
information that will have been collected to ensure that it is correct, accurate,

up to date, complete and relevant.

6.2.1.4 To develop a conceptual model of privacy awareness, expectations and

confidence of students from a theoretical perspective.

This objective was achieved in section 3.7 of chapter 3. The literature review in

chapters 2 and 3 and the social contract theory formulated the theoretical foundation

for the proposed conceptual model. The student personal information privacy

perceptions (SPIPP) conceptual model was proposed in Figure 3.4 of section 3.7.

The following conclusions were drawn from the proposed conceptual model for

personal information privacy perceptions for a university:

The privacy concepts and components were formulated from the FIPPs, the
OECD Protection of Privacy and Transborder Flows of Personal Data
document, the GDPR and the ZDPA bill. The model’s scope was grounded on
the privacy of personal information from both the student and university

perspective. The components are notice/openness, purpose specification,
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information quality, use limitation, collection minimisation, individual
participation, privacy education, privacy policy and consent. These aid the
understanding of the information privacy perceptions in terms of the awareness,
the expectations and the confidence on the university, which were regarded the
key concepts of the study.

e Privacy has to be implemented within a university environment where students'
details are collected for processing. Students have expectations on privacy and
privacy awareness levels, which contribute to the growth of confidence in the
university by the student, especially when the university meets their privacy
expectations (Alnatheer, Chan & Nelson, 2012). The privacy awareness,
expectations and confidence in the university by the students formulate the
concepts as perceived in this study.

6.2.2 Discussion of research aims relating to empirical study:

The research findings reflect crucial information on the development and discussion
of the three concepts of the empirical model. The study resulted in the design of a
diagnostic tool that would aid universities in comprehending and understanding the
student’s privacy concerns and their expectations on the protection of personal

information, privacy and assist in giving effect to their privacy constitutional right.

6.2.2.1 Research objective 1: To develop a privacy perception instrument measuring

privacy awareness, expectations and confidence of students

In this research, steps were taken to develop the instrument based on the conceptual
model and the questions were phrased from each of the three concepts, namely
awareness, confidence and expectations to develop a quantitative survey instrument
called the Information Privacy Perception Survey (IPPS). This was used to collect
primary data (Kumar, 2011) from student respondents. A self-administered closed
ended instrument (Kazi & Khalid, 2012) that used the 5-point Likert scale was

developed and distributed over email.

In the instrument design process, the first step was to draft questions that answered
the formulated research questions (Saunders et al., 2016). As posited by Greenfield
and Greener (2016), it is imperative that the questions be supported by literature.
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Expert review analysis and piloting were done (as stated in section 4.10.5) to increase
content validity. The result was the final html survey which was distributed to students

using the printed hard copies and the link provided to students online.

6.2.2.2 Research objective 2: To validate the instrument using factor and item

analysis.

The second objective was to validate the instrument using factor and item analysis as
described in sections 5.3.3 and 5.3.5 of chapter 5. The instrument was deployed in an
academic institution in Zimbabwe and registered students from various departments
within the institution completed the instrument. After data collection, the instrument
was subjected to statistical analysis for validation. Both EFA and CFA were deployed
in the study. The 54 items were tested for suitability of factor extraction. This was
confirmed by the BTS and KMO measures of sample adequacy; therefore, factor
analysis was doable. The scree plot explained a cumulative percentage of variance of
60.750% of the total variance. This was perceived to be acceptable as it was above
the 60% threshold (Hair et al., 2014). Factor analysis resulted in eight new factors of
which factor 6 was excluded based on very low loadings, which were < 0.7 and cross
loadings < 0.20 (Hair et al., 2014). The remaining seven factors were named university
confidence (UC), privacy expectations (PE), individual awareness (lA), external
awareness (EA), privacy awareness (PA), practice confidence (PC) and correctness
expectations (CE). The average Cronbach alpha value for the seven factors for

reliability was 0.83 and > 0.7, which is permissible.

6.2.2.3 Research objective 3: To determine the expectations of students when the

university processes their personal information.

The third objective was to determine the expectations of students when the university
processed their personal information. This objective was realised in chapter 5. The
empirical results provided supportive evidence for hypothesis Ha3 (students expect
privacy when the university processes their personal information). Based on the
students’ responses, and using the newly adopted factors, the mean values for privacy
expectations and correction expectation were 4.56 and 4.53 respectively. These mean
values gave a testimony to the fact that students had high expectations on the

university upholding the privacy of their personal information.

-214 -



As the empirical results show, students have high privacy expectations that include
the university having reasonable justification for processing their personal information
(through consent, contracts, legal requirements for instance). Students expect the
university to remind them continually of privacy issues through privacy education and
this can be done using privacy newsletters, magazines and notices. Students are also
of the view that their personal information should not be disclosed unless if it is in line
with the law, which is in line with the results of a study by Pelteret and Ophoff (2016)
which found that information must be used in accordance to the individuals’ wishes
and not be disclosed to third parties without consent from the data subject. The
university cannot collect students' personal information without specifying the reasons
for such collection and this purpose ought to be specified not later than the point of
collection. When the information has been collected, students still feel that they have
the privacy right of reviewing what will have been collected to ascertain if its accurate,

up to date, complete and relevant.

6.2.2.4 Research objective 4: To determine the privacy awareness levels of students

when the university processes their personal information.

The fourth objective was to determine the privacy awareness levels of students when
the university processed their personal information. This objective was realised
through analysis in chapter 5. The empirical results provided supportive evidence for
hypothesis Ha4 (students are aware of privacy when the university is processing their
personal information). Based on the students’ responses on the newly adopted
factors, awareness levels were recorded on individual awareness and external
awareness, with mean values of 4.10 and 4.14 respectively. This is an indication that

students were aware of privacy when the university handles their personal information.

As concluded in the empirical study, students are aware of the fact that the university
should take reasonable steps to ensure that their personal information being
processed by the university is correct, accurate, up to date, complete and relevant for
the purpose of collection. Students are further aware of their privacy right to consent
for personal information processing, the right to opt in for personal information use for
other purposes like marketing, job or product advertisements and have the same right

to opt-out in case they no longer feel comfortable. In addition, students are also aware
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of the fact that the university must have a privacy policy, and that the university must
uphold best practices through the conduct of privacy training and privacy education
for students. This is in line with Fink's (2012) conclusion that awareness by using
privacy policies is key in mitigating privacy issues. Kyobe (2010) also argues that it is
the duty of institutions to make students aware of their expectations when personal
information is being shared.

6.2.2.5 Research objective 5: To determine the privacy confidence levels of students

in the university observing privacy of their personal information.

The fifth objective was to determine the privacy confidence levels of students in the
university observing the privacy of their personal information. This objective was also
realised through analysis in chapter 5. Based on students’ responses to the newly
adopted factors, confidence levels were recorded on university confidence and
practice confidence, with mean values of 3.57 and 3.41 respectively. The empirical
results indicated that students had low confidence levels in the university when using
and handling student personal information. The empirical results provided supportive
evidence for hypothesis Ho5 (students do not have confidence in the university

observing privacy of their personal information).

Students indicated that they were not confident that the university conducted privacy
training for students. Students were also not confident that the university reminded
them continually of privacy issues through privacy education using media such as
privacy newsletters, magazines and notices. Although the instrument designed by Da
Veiga (2018b) was for measuring consumer (student) privacy expectations and
confidence, the results were similar to this study in that it reported lack of confidence
of consumers (students) in organisations aligning with privacy principles and

regulations in the processing of their personal information.

6.2.2.6 Research objective 6: To determine the relationship between the 3 concepts

(expectations, awareness and confidence) using correlation analysis.

The sixth objective was to determine the relationship between the 3 concepts

(expectations, awareness and confidence) using Pearson correlation analysis.
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In achieving this objective, the following was determined:

The empirical results provided supportive evidence for hypothesis Ha5 (there
exist some relationships in the concepts and dimensions of the model).

This resulted in different forms of relationships which were also discussed in
section 5.4.3. Small, medium and large positive relationships were noticed
amongst the variables.

Positive significant relationships were observed between university confidence
and practice confidence, university confidence and individual awareness,
university confidence and external awareness, individual awareness and
external awareness, individual awareness and privacy education, privacy
awareness and correctness expectation, individual awareness and correction
expectation and external awareness and correction expectation. These results
resonate with Ortiz, Chih and Tsai's (2018) findings, that indicate a direct
relationship in ascertaining the relationship between security awareness with
concern for information privacy, which are relevant in confirming the
significance and relationship between information privacy and information
security.

Small (weak) positive relationships existed between privacy expectation and
individual awareness, university confidence and privacy education, privacy
education and external awareness, individual awareness and practice
confidence, external awareness and practice confidence, privacy education
and practice confidence, university confidence and correction expectation,
privacy expectation and external awareness, privacy expectation and privacy
education, privacy education and correctness expectation as well as practice
confidence and confidence expectation. These gave an indication that the
relationship could exist but with minimal influence on each other. To the best
knowledge of the researcher, there has not been any research on the
relationships between the three concepts (expectations, awareness and
confidence). However, research by Kurkovsky and Syta (2011) suggests that if
students are aware about privacy, they tend to develop trust in the university

and this removes their privacy concerns and other negative perceptions.
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6.2.2.7 Research objective 7: To validate the model using structural equation
modelling (SEM).

The seventh objective was to validate the model using structural equation modelling
(SEM). This objective was achieved in section 5.4.2 of chapter 5. In achieving this

objective, the following information was concluded:

e In conducting SEM, the following indices were used for the model fit: the chi-
square (CMIN) of 351.64, degree of freedom 194, relative chi-square
(CMIN/DF) 1.81, root mean squared error of approximation (RMSEA) of
0.059, standardized root mean squared residual (SRMR) of 0.041, PCLOSE of
0.092, comparative fit index (CFIl) of 0.937 and Tucker-Lewis index (TLI) of
0.921, as shown in Table 5.17.

e In conducting confirmatory factor analysis (CFA) for the newly developed
individual factors, five of the seven factors (university confidence, privacy
expectations, individual awareness, practice confidence and correction
expectation) had fit indices that were acceptable (see Table 5.16). For the other
two factors (external awareness and privacy education), the degrees of
freedom were too small to compute any fit index and therefore their model fit
indices (for external awareness and privacy education) could not be
determined.

e The final SEM was conducted for the student personal information privacy
perception (SPIPP) model (see Figure 5.12) and the model fit indices (see
Table 5.17) were noted. As shown in Table 5.17, the model showed absolute
and incremental good fit indices. SEM also confirmed some direct casual
relationships as well as correlations between the variables, indicating that
university confidence and practice confidence were the main indicators of
confidence; privacy awareness, individual awareness and external awareness
were the main indicators for instilling awareness within a university and privacy
expectations and correction expectation being the indicators of students'

privacy expectations within universities.

A student personal information privacy perception (SPIPP) conceptual model was
designed in section 3.7, which was based on the literature review. A statistically

defined model fit for privacy perceptions was also done in Figure 5.12. Based on the
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model, privacy expectations and correction expectation are meaningful factors that are
pivotal to the development of a student personal information privacy model for a
university, resulting in students developing confidence in the university for upholding
the privacy of their personal information. This indicates the fact that students expect
the university to maintain the privacy of their personal information as suggested by
Henkoglu and Ugak (2016). Once students are aware of their privacy obligations and
the university meets their privacy expectations, trust will evolve and ultimately

confidence in the institution (Alnatheer et al., 2012).

Using the statistically designed model fit in Figure 5.12 in section 5.4.2, a SPIPP model
was designed using the empirical findings and from the literature review. The three
main concepts (expectations, awareness and confidence) and their relationships to
the new factors, were indicated in ascertaining student privacy perceptions. This is

indicated in Figure 6.2 below.

Privacy

expectations g i i
University

confidence

0.49

Expectations

: /90
Correction

Expectation *

Confidence

Privacy

0.69
Education

L *0.65 *
Individual Awareness 0.62
awareness
0.66
External
awareness

Figure 6.2: Final validated information privacy model

(Source: Author’s own compilation)
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Key
— Indicates a direct relationship between concept and factor.

Indicates a bi-directional relationship amongst concepts.

Indicates the significance of the factor

The items being measured and the student feedback on the statements were used in

designing the above validated model, and the following conclusions are also made:

e Privacy expectations

Students have a certain level of expectations in terms of how the university processes
their personal information (as indicated by a mean value of 4.56). The students were
of the opinion that the university has to justify the purpose of collection and this must
be done at the point of collection. This collection must be done in a fair and lawful
manner. Student personal information must not be disclosed or made available unless
if it is in line with the law. Besides the fact that a university must have a privacy policy
and do privacy notices, these must also be simple to understand and comprehend.
More so, students expect to have the right to opt-in for the usage of their personal
information by the university and unreservedly, and opt-out in case they no longer

want to share their personal information.

e Correction expectation

The correction expectation factor scored a 4.53 mean value. Students expect the
university to come up with methods of ensuring that their personal information is
correct, accurate, up-to-date and complete. They also expect the university
administrator to specify the purpose for collecting their personal information, on or
before the point of collection. Once collected, the university must also ensure that
there is a method of checking the collected personal information. This will allow the
students to correct and update the information accordingly.

e Individual awareness

At personal level, students have levels of awareness as depicted by a mean value of
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4.08. These include appreciation of their right to opt-in in case the university requests
them to participate in information sharing and the right to opt-out in case they no longer
want to share their personal information. Students are also aware that the university
must not disclose or share their personal information in any way without their consent.
More so, when they want to have access to their collected personal information, they
are aware that there is a due process or method that they have to follow.

e Privacy education

Besides awareness at personal level, the institution must also be aware that they need
to specify the purpose for collecting student personal information. This is reflected by
a 4.13 mean value. This purpose has to be specified not later than the point of
collection. In the process, the university has to justify the purpose of collection to the

satisfaction of the subjects (students).

e External awareness

Privacy education is essential as it increases awareness. A mean value of 4.14 was
obtained for the external awareness factor. Students will need to be continuously
reminded of privacy issues so that their awareness levels are increased. This can be
done through newsletters, notices and magazines. In addition, awareness can be
increased through conducting of privacy training, which must be fundamentally

prioritised in institutions.

e University confidence

University confidence factor had a mean value of 3.57 (which is below the 4.0
threshold value) according to Castro and Martins (2010). Therefore, this indicates an
area for university improvement. For students to have confidence in the university,
they need to first seek consent from the students so that they can process their
personal information. Before collection, the students can have confidence in the
process if the motive for collection is specified before collection. Students also have
confidence in an institution that does not share or disclose their personal information,
except for legal purposes. Publication of privacy policies tends to increase confidence

amongst the students on privacy related issues.
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e Practice confidence

A mean value of 3.42 was obtained for the practice confidence factor. This is another
area in dire need of improvement by the university. The way the university presents
itself in handling and using student personal information instils confidence or kills the
confidence. When students are given the right to opt-in or opt-out, they will perceive
the university of being privacy compliant. The conduct of privacy training by the
university is a practice that instils confidence. Another privacy practice that instils
confidence is continuous reminders on privacy related issues. In addition to reminding
students on privacy related issues, having a privacy policy and a privacy notice are
privacy practices that increase student confidence in the institution. A privacy practice
like affording students to adhere to a method or follow a due process for checking their
collected information tend to also increase student confidence in the university. In
conclusion, the SEM results indicated an average overall good fit between the
proposed SPIPP conceptual model and the empirically derived SPIPP model.

6.2.2.8 Research objective 8: To determine whether different biographical variables

influence privacy awareness, expectations and confidence of students.

The eighth objective was to determine whether different biographical variables
influenced privacy awareness, expectations and confidence of students. This was
achieved using the t-tests and the ANOVA techniques. Significant differences were
obtained for gender, age bands, mode of study, year of study and programmes
studied. This is further discussed below:

e Gender

The results of the t-tests that were conducted indicated that there were no significant
differences between males and females with regards to university confidence, privacy
expectations, individual awareness, external awareness, privacy education, practice
confidence and correction expectations because p > 0.05 (see Appendix I). Both
males and females had the same perceptions on the privacy of their personal
information. The research results give a possibility that the concept of privacy is

navigated the same by all students, that is, they have the same views. Similarly, in
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ascertaining the willingness on information disclosure of personal data on user
profiles, Walrave, Vanwesenbeeck and Heirman (2012) also discovered that there

were no significant differences on gender.

e Age bands

To ascertain students' perceptions on privacy with regards to expectations, awareness
and confidence, ANOVAs were conducted for three age groups (1996 - 2019, 1977 -
1995 and 1965 - 1976). Based on the results obtained (see Appendix J), there were
no significant differences between age group and the independent variables. This
means that all age groups had the same perceptions on privacy. In a different study
assessing the attitude of students on privacy, no significant differences were found on
age (Mohamud et al., 2016). Research by Lee, Fan, Oh and Chang (2019) reports
some significant differences of age on privacy in that women had higher information
privacy concerns on personal information. In resemblance, Walrave, Vanwesenbeeck
and Heirman (2012) also discovered that age had significance influence on
information disclosure, with the elderly less willing to disclose as compared to young

adults.

e Mode of study

To ascertain if students engaging in various modes of study perceived information
privacy differently, ANOVAs were conducted. The modes of study included
conventional, parallel and block. Using the results in Appendix K, there were no
noticeable significant differences amongst mode of study and the independent
variables. In this study, the mode of study did not influence the perceptions of students
on the privacy of their personal information. All the students within the university

shared the same perceptions on privacy.

e Year of study

A non-parametric correlation was done using the Spearman correlation. With six
groups selected (1st year, 2nd year, 3rd year, 4th year, Doctorate and 6 months
certificate), results (see Appendix L) showed a small negative relationship between

year of study and university confidence and year of study and external awareness.
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The relationships between the three concepts (expectations, awareness and
confidence) with year of study were conducted and there were very weak negative
correlations between awareness and year of study and between confidence and year

of study.

Confidence in the university was lower amongst respondents who were doing post
graduate qualifications and for external awareness seemingly high for students doing
undergraduate qualifications. The probable reason is that the post graduate students
had obtained other university qualifications at the lower level and were therefore more
familiar with university processes. Consequently, they could have seen university
shortcomings on privacy, resulting in lower confidence. Significant differences were
noted also in other studies on the perceptions of students on information privacy

according to various levels of study (Mohamud et al., 2016).

e Programmes under study

ANOVA tests were also conducted for the degree programmes to ascertain if students
pursuing different degree programmes had different perceptions regarding their
expectations, awareness and confidence in the privacy of their personal information
(see Appendix M). In conclusion, there was no significant differences between the
programmes on any of the scales that were measured. The programme being pursued
by the student did not in any way influence the perceptions of the students. This is
similar to the findings by Lawler, Molluzzo and Doshi (2012) where there were no
significant differences in understanding privacy dangers online by undergraduate

students who were doing different computing courses.

6.2.2.9 Research objective 9: To make recommendations to improve the information

privacy perceptions on the basis of the findings of this research.

The ninth objective was to give recommendations to improve the information privacy
perceptions on the basis of the findings of this research. A discussion of the

recommendations was done in this chapter in section 6.4.

The implications of the findings are perceived to be of paramount importance in

guiding how universities will process student personal information. The
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recommendations, if implemented, will assist the university in aligning personal
information usage with national and international privacy principles and regulations, in
the process reducing privacy lawsuits and helping in instilling students’ confidence,

which is anticipated to reduce student attrition rate.

6.2.3 Conclusions regarding the hypotheses

The conclusions pertaining to hypotheses are presented in this section.

Hypothesis 1: The nine-dimensional Information Privacy Perception Survey was
expected to measure the three privacy concepts (awareness, expectations and
confidence) based on the nine-privacy concepts. The hypothesis Hal was however
rejected in the empirical research. The seven new factors that were used to measure
the privacy perceptions of the students were university confidence, privacy
expectations, individual awareness, external awareness, privacy education, practice
confidence and correctness expectations as discussed in sections 5.3.3 and 5.3.4 and

summarised in section 6.2.2.1.

Hypothesis 2: Students expect privacy when the university processes their personal
information. This hypothesis was supported as discussed in sections 5.3.1 and 5.3.2.
A mean value of 4.55 was obtained for student expectations of the university regarding
the processing of their personal information.

Hypothesis 3: Students are aware of privacy when the students are processing their
personal information. This hypothesis was supported as discussed in sections 5.3.1
and 5.3.2. A mean value of 4.11 was obtained for student awareness of privacy related

issues.

Hypothesis 4: Students have confidence in the university observing the privacy of
their personal information. This hypothesis was also supported as discussed in
sections 5.3.1 and 5.3.2 (although the confidence level is low). A 3.55 mean value was

obtained for student confidence.

Hypothesis 5: There exist some relationships in the concepts and dimensions of the

model. The hypothesis was accepted. Small, medium and strong relationships were
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identified amongst the concepts and the hypothesis was supported and discussed in
section 5.4.3 as well as summarised in section 6.2.2.6.

Hypothesis 6: The different biographical variables influence privacy awareness,
expectations and confidence of students. This hypothesis was rejected and discussed
in various sections. The were no statistically significant differences on gender with
regards to the various factors (section 5.4.4.1), no significant differences between the
age groups and the independent variables (section 5.4.4.2), no noticeable significant
differences amongst mode of study and the independent variables (5.4.4.3), minor
marginal significance on programmes on any of the scales that were measured
(section 5.4.4.4). This was also summarised in section 6.2.2.8. Weaker relationships,
which were insignificant, were also noticed for the year of study on the variables being

measured.

6.3 LIMITATIONS

The limitations in this study are discussed in two steps: the literature review limitations
and the empirical study limitations.

6.3.1 Literature review limitations

The limitations of the literature research include:

e The ZDPA bill is yet to be pronounced and promulgated into a law. This means
that there is no data governance authority or custodian as yet, which is
fundamental in the proposed privacy model for Zimbabwe. Nonetheless, the
FIPPs and OECD privacy design guidelines and principles were a good
reference point in the design of the model and measuring instrument for privacy
within universities.

¢ Inthe absence of the law, organisations such as universities are not compelled
by law to implement the privacy requirements of the ZDPA bill. The implication
therefore is that the results of this survey might be different if the act was in
effect because it would have been enforceable, with consequences for every
action clearly defined. Thus, we are measuring perception of something that is

not yet applicable to this country (Zimbabwe). However, the study is still
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applicable because some students and university administrators are now aware
of the existence of the bill and there is a high chance that their perceptions are
from an informed position.

Databases used in the literature review were limited to ACM, IEEE Xplore, Sage
Research, ScienceDirect, Scopus, Google Scholar and Web of Science. This
could have limited some search results that have the potential to enhance this

research.

6.3.2 Empirical study limitations

The limitations of the empirical research include:

Firstly, an increase in the sample size produces a decrease in sampling error
and a more representation of the views and perceptions of the population
(Visser et al., 2013). A larger sample size could produce a more representative
sample result with a small error sampling margin. In addition, the results shown
in Table 5.6 reflect a low response rate to the survey, especially if the whole
university population is to be considered. Thus, the sample that participated in
the study can be argued not to be a true representation of student perceptions
on privacy within universities. With a student compliment of more than 5000, it
is a challenge to generalise the views of 287 students to represent the views of
the university as a whole.

Secondly, the study was conducted only in one private institution in Zimbabwe.
A research argument could be made that these findings were specific to one
institution that was used in the study. A wider sample that includes other
universities in Zimbabwe could give the researcher a more informed position to
generalise the results. This would have been a true reflection of privacy
perceptions of Zimbabwean students.

Whilst still on sampling, the researcher used convenience sampling as students
were recruited to participate based on their availability. As pointed out by
Hallam and Zanella (2017), the representativeness of convenience sampling is
unknown and this could have issues with external validity. To mitigate this, there
is need for further research on the same phenomenon in a bid to ravel and
generalise student behaviour.

The fourth empirical issue in this research was based on the limitations of

- 227 -



surveys as in-depth information could not be obtained. According to Jackson
(2009), a survey does not support the explanations to questions which might
need clarity; before responding to the survey, respondents can be misled by
the wording as they might fail to interpret them and surveys suffer from
response bias. Interviews were not conducted to obtain in-depth data (Jackson,
20009).

The fifth limitation is associated with the use of the 5-point Likert scale. Although
it can be easily comprehended by the respondents and with consistent possible
answers, it is not flexible in offering a wider range of options. Cohen et al. (2011)
suggests that the respondent will not be afforded the chance to freely express
themselves, rendering the criteria not fully representative of their exact
opinions.

Lastly, the other limitation is that the privacy paradox is more of a trait for the
young students as compared to other ages (Kokolakis, 2017). It is the view of
the researcher that students might have responded by suggesting that they
perceive privacy in a certain way, which could be different from their actual
behaviour in reality. Kokolakis (2017) also points out that self-reports especially
on privacy behaviour (as requested in this survey) tend to be unreliable, which
might be reduced by relying on actual behaviour evidence as opposed to self-

reports.

The recommendations are presented next.

6.4 RECOMMENDATIONS

Using the research findings, conclusions and limitations, recommendations for the

university as well as for future research are presented in this section.

6.4.1 Recommendations for universities

The recommendations for the university include:

Results in Table 5.10 indicate that the main areas for improvement are
university confidence and practice confidence. Practice confidence is one area

requiring improvement, specifically in terms of how to lever consent, individual
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participation, privacy education and privacy policy.

The university's privacy practices in creating an environment that fosters the
upholding of privacy of personal information needs to improve. The university
has to improve and create an environment that instils student confidence
regarding privacy. The descriptive statistics indicated that the university should
make sure that they define privacy policies that are easily understood, specify
the reason of collection (with consent) and it should minimise as much as
possible, the amount of information it collects. Above all, there is need to keep
student personal information accurate and up to date. These factors are
important because they assist the university in knowing how to uphold privacy
within a university environment.

The results on the biographical groups reported that there is a difference in the
undergraduate and postgraduate students’ perceptions on privacy. Based on
these results, the university can use this to focus on increasing awareness to
the less aware undergraduate group. This can be done by using newsletters,
privacy notices and magazines.

The university needs to focus on ascertaining students’ expectations towards
privacy and understanding their awareness towards their privacy rights.
Awareness and expectations, if met and well addressed, have an adverse
positive effect on the confidence levels the students have on the university
administrator(s) concerning their personal information. To reduce doubt and
privacy concerns while increasing student confidence in the privacy practices
of the university, student engagement on privacy related issues is envisaged
as a practice that must remain ongoing. This is achieved when the university
continuously reminds students of privacy issues through privacy education and
using privacy newsletters, magazines and notices. This will make students feel
comfortable in sharing their personal information, giving them an indirect
obligation of upholding privacy.

There is need for continuous engagement between universities and the data
controller. This is done to ensure that compliance is prioritised by the university
as the data handler. Undoubtedly, this will instil confidence to students and they
will want to be associated with processes that are transparent.

Based on the correlations and SEM results in Figure 5.12, it can be
recommended that privacy awareness influences the confidence levels of

students on the university upholding the privacy of their personal information.
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Therefore, it is imperative that the university focuses on embarking on
awareness enriching privacy education and training. The university must only
use the collected personal information for the specified reasons, limiting
personal information collection and use, seeking consent for personal
information collection and use as well as allowing the students to participate in
how their personal information will be used. These are fundamental in
increasing the confidence levels of students with the university, as well as
having confidence in university privacy practices.

Based on the feedback from the students, it is the researcher’s view that if
privacy is to be appreciated and comprehended as an emerging concept in a
techno-reliance environment in institutions of higher learning, there is need for
a pedagogical approach to it. Privacy and privacy concepts can be imbedded
into the current curricula, so as to increase awareness, which is considered

fundamental in privacy compliance (Botha et al., 2015; Kyobe, 2010b).

6.4.2 Recommendations for future research

The following are issues suggested for further investigation:

This study was conducted using one institution as a sample study. In future
research, it will be prudent to conduct, validate and even standardise an
instrument that is applicable to students in both private and public universities
in Zimbabwe as discussed in section 6.3.2. The results would give a model that
represents all students from the broader spectrum and it will be highly
implementable. This would entail having a larger sample size, representing
many students’ perceptions on privacy. The bigger the sample size, the more
accurate, reliable and valid it becomes (Creswell & Creswell, 2018; Gerber &
Hall, 2017). Further to this, a comparison among public and private institutions
would aid in knowing which type of institutions (private or public), would need
more privacy awareness. Better still, a comparative analysis of student privacy
perceptions on privacy on an international scale could also be explored. This
might result in an international model that can be implementable anywhere in
the world.

The current study can be repeated using the same concepts and components,

but for perceptions in other domains like consumer (student) perceptions on
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privacy. Because the provisions of the ZDPA bill are broad, the awareness,
expectations and confidence perceptions of consumers (students) also need to
be measured so that corrective action is prescribed.

Since the ZDPA hill is yet to be implemented, the study can be repeated to
identify the privacy perceptions once the bill is enacted. This could be done to
see if there are subsequent changes on the awareness, expectations and
confidence levels of students.

This research was quantitative in nature. The study can be extended to
gualitative research as it is renowned for its comprehensive clarity on facts
based on its exploration and efforts to understand how individuals or groups
feel about phenomena, for example by using interviews (Creswell & Creswell,
2018). One can also obtain in-depth data by adopting a mixed method approach
in which interviews are also used to address the limitation of surveys (Jackson,
2009). Understanding privacy and its related concepts requires an inquiry that
will give affirmation to all stakeholders concerned.

6.5 CONTRIBUTIONS

The primary objective of the study was to develop and validate a model and diagnostic

instrument to aid universities in comprehending and understanding the student privacy

concerns, their expectations in the protection of personal information, privacy and help

in achieving their privacy constitutional right. The diagnostic instrument was designed

using design principles based on the FIPPs as guidelines and supported by the OECD

Protection of Privacy and Transborder Flows of Personal Data document, GDPR and

the ZDPA bill. The information gathered in this study was aimed at giving answers to

the research questions and this led to the theoretical, empirical and practical

contributions as discussed in the sections that follow.

6.5.1 Theoretical level contribution

The theoretical contributions of the research include:

Literature gave new insight on the conceptualisation of awareness,
expectations and confidence of students' perceptions on privacy. The literature

further gave insight into the various privacy principles and guidelines with
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reference to the nine principles of notice/openness to information usage,
information quality, use limitation, purpose specification, collection limitation,
individual participation, privacy education, privacy policy and consent. This
knowledge led to the development of the conceptual model in section 3.7. The
developed conceptual model could thus be used as a model for aiding
understanding of the information privacy perceptions of students in terms of
awareness, expectations and confidence in the university. Furthermore, future
researchers in the field of privacy and its related concepts can make reference
to theoretical findings of this research and enhance their searches.

Earlier studies emphasised privacy related issues like compliance, privacy
concerns, privacy online, privacy breaches, privacy awareness, privacy culture
for instance, as clearly described in section 1.4. This study focuses on the
university-student context with much emphasis on awareness, expectations
and confidence. The research results aid in giving an overview of privacy
related issues in a university environment, which is critical in comprehending
privacy where students are involved.

The research proposed a model that integrated awareness, expectations and
confidence concepts. More so, the study was a result of the integration of the
OECD design principles, FIPPs privacy guidelines, the GDPR directive and the
ZDPA bill privacy regulation. This makes its adoption easy in Zimbabwe to be

easy as well as in other countries.

6.5.2 Empirical contribution

The empirical contributions of the research include the following:

The research made a stern contribution of constructing a valid and reliable
diagnostic instrument for student personal information privacy perceptions in
Zimbabwe. The IPPS instrument was developed following the instrument
design principles (Jain et al., 2016; Kazi & Khalid, 2012; Kothari, 2012) and all
the conceptual and methodological issues raised in literature were addressed
and adopted in the development of the IPPS. This valid and reliable instrument
can be used for student privacy perceptions measurement within universities.
The instrument was validated using factor and item analysis.

Another important contribution of this study is the construction of an empirically
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tested and validated model for privacy perceptions. This validated model should
aid universities in gaining a deeper understanding of student privacy
perceptions when the universities are collecting and processing their
information.

University administrators could use this validated instrument with a better level
of confidence to gather more reliable and valid information about the privacy
perceptions that students have when their personal information is handled by
the university.

The university can use the validated model as a guideline to increase privacy
awareness so that students have more confidence in the university in upholding
the privacy of their personal information.

The study contributes to the existing knowledge on privacy awareness, privacy

expectations and privacy confidence within universities.

6.5.3 Practical contribution

The following are the practical contributions of this study to university, students, the

industry, government and other researchers:

One of the major contributions of this research was the development of a
diagnostic instrument that measures privacy awareness, expectations and
confidence of students. This instrument can be used by other universities to
ascertain privacy perceptions of students based on the three constructs. The
instrument developed can be used by universities internationally to ascertain
the perceptions of students on privacy. This is useful if the university uses the
outcome to identify various action plans like inculcating privacy education and
awareness through training, newsletters, privacy notices and magazines and
this will be in line with the developmental constructs identified. The instrument
can also be customised for the industry to ascertain privacy perceptions of their
employees on privacy related issues. For all these reasons, the instrument can
be used as a measure of ascertaining privacy perceptions of individuals.
Universities can use the instrument to identify how to further improve student
awareness of privacy, in line with their expectations. This will ultimately aid in
better protection of student personal information and addressing concerns for

information privacy amongst students. Assuredly, the instrument will aid in

- 233 -



creating a privacy culture within the university.

A model for information privacy perceptions was designed based on the model
fit privacy perceptions in section 5.4.2 and Figure 7.2 in section 6.4.1. Thisis a
novel privacy perceptions model in a university environment, not only
customised for Zimbabwe only but also for application internationally.

The findings from this research can be used to positively uphold privacy of
students' personal information within universities. It is the duty of the university
to make students aware of their privacy rights and to align their processing of
personal information with legal requirements. To do this, they need to grasp the
students’ privacy expectations. The model was designed using the Data
Protection Bill of Zimbabwe as a piece of available legislature in Zimbabwe. It
also derived from some well noted international privacy principles like the FIPPs
privacy principle, the OECD design principles and the GDPR and these were
aligned to and complimented the Data Protection Bill in Zimbabwe.

The study contributes to the improvement in the protection of personal
information of students processed by universities. The results will aid university
management and information regulators to implement measures to create a
culture of privacy and to protect student data in line with regulatory and best
practice.

An analysis of the ZDPA bill, the FIPPs, OECD Protection of Privacy and
Transborder Flows of Personal Data privacy guidelines and the GDPR was
done. Together with the research results, this could potentially contribute to the
body of knowledge concerning privacy awareness, expectations and
confidence of students on privacy in institutions of higher learning, primarily in

Zimbabwe but also beyond.

6.6 CHAPTER SUMMARY

The chapter gave an overview of the conclusions of this research in the field of
information privacy based on the literature and the empirical results. The SPIPP model
was proposed in this chapter. The limitations to this research (both literature and
empirical) were clearly highlighted, and these were followed by the recommendations.
The chapter concluded by explaining the contribution of this research from the
theoretical, the empirical and the practical perspectives. In conclusion, the study
developed and validated a model and diagnostic tool to aid universities in
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comprehending and understanding the privacy concerns of students and their
expectations in the protection of their personal information, privacy and help in

achieving their privacy constitutional right.
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be requested if there are substantial changes from the existing proposal, especially
if those changes affect any of the study-related risks for the research participants.

3. The researcher(s) will conduct the study according to the methods and procedures
set out in the approved application.

4. Any changes that can affect the study-related risks for the research participants,
particularly in terms of assurances made with regards to the protection of
participants” privacy and the confidentiality of the data, should be reported to the
Committee in writing, accompanied by a progress report.

5. The researcher will ensure that the research project adheres to any applicable
national legislation, professional codes of conduct, institutional guidelines and
scientific standards relevant to the specific field of study. Adherence to the following
South African legislation is important, if applicable: Protection of Personal
Information Act, no 4 of 2013; Children’s act no 38 of 2005 and the National Health
Act, no 61 of 2003.

6. Only de-identified research data may be used for secondary research purposes in
future on condition that the ressarch objectives are similar to those of the ariginal
research. Secondary use of identifiable human research data requires additional
ethics clearance.

7. Submission of a completed research ethics progress report will constitute an
application for renewal of Ethics Research Committee approval.

MNote:

The reference number 057/KM/2018/CSET_SOC shouwld be clearly indicated on all forms of

commumication with the intended research participants, as well gs with the Unisa College of Science,

Engineering and Technology’s (CSET) Research ond Ethics Committee,

Yours sincerely

Y o

Dr., B Chimbo
Chair: Ethics Sful;—(:ommittee 5oC, College of Science, Engineering and Technology (CSET)

i
Prof 1. Osunmakinde Prof B Mamba
Director: School of Computing, CSET Executive Dean: CSET

ved - decision template — updated Aug 2016 o

WAL 3008
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Appendix B: Approval letter for research
NB: Letterhead removed for anonymity

Date: 17 April 2019

Request to conduct research Form (Ref: RBC/KM/042019)

|, Kudakwashe Maguraushe, a student at the University of South Africa (UNISA),
am doing research titled:

‘A framework and assessment instrument for student information privacy culture in
Zimbabwean universities”.

The purpose of the research is to carry out a study on the key components that
constitute a framework and assessment instrument for personal information privacy
perceptions in the Zimbabwean university context and to develop and validate a
framework and diagnostic tool to aid universities in comprehending student information
privacy concerns and their expectations in the protection of personal information,
privacy and assist in achieving the privacy constitutional right. The proposed
framework & diagnostic instrument will assist universities as a guideline to understand
student perceptions towards privacy and how they perceive the university in meeting
privacy requirements. This will be achieved when the university use the outcome to
identify action plans in line with the developmental constructs identified. The study will
also make some suggestions and recommendations which are useful within the
university domain in improving their privacy related matters and to aid in giving effect
to the constitutional right to privacy.

The research will be conducted by making prior arrangements with the heads of
departments for a presentation in the Department of Business Management and
Information Technology (BBM&IT) under the Faculty of Commerce. This is done to
orient students on the objectives of the research, what is expected in case someone
decides to respond and stressing that participation is voluntary i.e. one can opt out in
case they are no longer interested. A total of 270 students will be asked for their
consent to participate. They will respond to the questionnaire by answering the survey
questions which will be distributed online using SurveyTracker.

| shall undertake to uphold the integrity of the XXXX University and respect its ethos
and values and will not intentionally seek to undermine its integrity in any way. | also
undertake to provide a copy of the completed report to the XXXX University Library at
the time that | submit my final research findings to my institution.
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Signed:
:..___;D
Kudakwashe Maguraushe (researcher)

Cell: +263 773 376 222
Email: 61945218@unisa.ac.za

-—

Approved by the Research Board Chair:

Cell: |
Email:

N.B. A copy of the signed declaration will be kept with the Research Board Ethics
Committee.
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Appendix C: Participation information sheet:

C1: Expert panel participation information sheet

Ethics clearance reference number: 030/KM/2019/CSET_SOC

Date: 19-06-2019

Title: A model and assessment instrument for student information privacy perceptions
in a Zimbabwean university

Dear Prospective Participant

My name is Kudakwashe Maguraushe and | am doing research with Dr, A. Da Veiga,
Senior Lecturer in the School of Computing and Prof N. Martins, Research Professor
in the Department of Industrial and Organisational Psychology, towards a PhD
Information Systems at the University of South Africa. We are inviting you to participate

in a study entitled “A model and assessment instrument for student information privacy
perceptions in a Zimbabwean university”.

WHAT IS THE PURPOSE OF THE STUDY?

The research is to investigate the key components that constitute a model and
assessment instrument for personal information privacy perceptions in the
Zimbabwean university context and secondly to develop and validate a model and
diagnostic tool to aid universities in comprehending the student privacy concerns and

their expectations in the protection of the privacy of their personal information and
assist in achieving their privacy constitutional right.

WHY AM | BEING INVITED TO PARTICIPATE?

You are invited to participate in the evaluation of the questionnaire as an expert panel
member. For this expert panel group, we envisage 5-6 people to participate. | have
invited the expert panel members to participate in this study because of their expertise
in the field of privacy and the protection of personal information. The expert panel

review will assist in undertaking a review of the questionnaire questions and are
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requested to make recommendations where required. They are made up of people
from various disciplines like academics, industry or former students.

WHAT IS THE NATURE OF MY PARTICIPATION IN THIS STUDY?

The study involves a survey whereby the participants, which will be students, will
complete a questionnaire. Biographical, general awareness and privacy perception
type of questions are included in the questionnaire. The expert panel is invited to
review the questionnaire questions prior to the phase whereby the pilot group survey
and the final survey are sent out to students.

The expected review time for the expert panel is 1-2 weeks. During this time the expert
panel will be given an opportunity to review the questionnaire and to give input.

Participation to review the guestionnaire questions will not take up no more than 20
minutes of the expert panel member's time.

CAN | WITHDRAW FROM THIS STUDY EVEN AFTER HAVING AGREED TO
PARTICIPATE?

Participating in this study is voluntary and you are under no obligation to consent to
participation. If you do decide to take part, you will be given this information sheet to
keep and be asked to sign a written consent form. You are free to withdraw at any time
and without giving a reason. The survey will use a pseudonym for the expert panel

members in order to protect their confidentiality and to preserve their privacy.

WHAT ARE THE POTENTIAL BENEFITS OF TAKING PARTIN THIS STUDY?

You will not benefit from your participation as an individual, however, it is envisioned
that the findings of this study will improve the privacy of student personal information
in the participating university from a research perspective. It is projected that the
information gained from this survey will assist us to develop a comprehensive
university privacy model and a diagnostic instrument for student personal information.
The proposed model & diagnostic instrument will assist universities as a guideline to
understand student perceptions towards privacy and how they perceive the university

In meeting privacy requirements.
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ARE THEIR ANY NEGATIVE CONSEQUENCES FOR ME IF | PARTICIPATE IN THE
RESEARCH PROJECT?

We do not anticipate that you will encounter any negative experience by completing
the research survey. The survey 1s anonymous, no personal identifiable information
will be collected.

WILL THE INFORMATION THAT | CONVEY TO THE RESEARCHER AND MY
IDENTITY BE KEPT CONFIDENTIAL?

A pseudonym will be recorded and used for the expert panel members. Your feedback
will be given a pseudonym and you will be referred to in this way in the data, any
publications, or other research reporting methods such as conference proceedings.
No individual participants will be identifiable in any publications.

HOW WILL THE RESEARCHER(S) PROTECT THE SECURITY OF DATA?

Hard copies of your answers will be stored by the researcher for a minimum period of
five years in a locked cupboard/filing cabinet at the student’s premises and/or Unisa
for future research or academic purposes; electronic information will be stored on a
password protected computer. Future use of the stored data will be subject to further
Research Ethics Review and approval if applicable. Hard copies will be shredded and
data will be permanently deleted from the survey application database files and hard
drive of the computer through a relevant software application once the purpose has

been achieved.

WILL | RECEIVE PAYMENT OR ANY INCENTIVES FOR PARTICIPATING IN THIS
STUDY?

You will not benefit from your participation as an individual, however, it Is envisioned
that the findings of this study will improve the protection of student personal
information in Zimbabwean universities from a research perspective. You will not be
reimbursed or receive any incentives for your participation in the survey.

HAS THE STUDY RECEIVED ETHICS APPROVAL?

This study has received written approval from the Research Ethics Review Committee
of the School of Computing, Unisa. A copy of the approval letter can be obtained from
the researcher if you so wish.
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HOW WILL | BE INFORMED OF THE FINDINGS/RESULTS OF THE RESEARCH?
If you would like to be informed of the final research findings, please contact
Kudakwashe Maguraushe on +263(0)773376222 or email:
61945218@mylife.unisa.ac.za. The findings are accessible for a period of at least 5
years. Should you require any further information or want to contact the researcher
about any aspect of this study, please contact Kudakwashe WMaguraushe on
+263(0)773376222 or email: 61945218@mylife.unisa.ac.za.

Should you have concerns about the way in which the research has been conducted,
yvou may contact Dr A. Da Veiga on 0116709175 or dveiga@unisa.ac.za. Should you
have any questions regarding the ethical aspects of the study, you can contact the
chairperson of the School of Computing Research Ethics Committee, Dr Bester
Chimbo, on {(011) 670 9105 or chimbb@unisa.ac.za.

Thank you for taking time to read this information sheet and for participating in this
study.

Thank you.
—> s

mMr. Kudakwashe Maguraushe
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C2: Pilot group participation information sheet

Ethics clearance reference number: 030/KM/2019/CSET_S0C

Date: 08-08-2019

Title: A model and assessment instrument for student information privacy perceptions
in a Zimbabwean university

Dear Prospective Participant

My name is Kudakwashe Maguraushe and | am doing research with Dr, A. Da Veiga,
Senior Lecturer in the School of Computing and Prof N. Martins, Research Professor
in the Department of Industrial and Organisational Psychology, towards a PhD
Information Systems at the University of South Africa. We are inviting you to participate
in a study entitled "A model and assessment instrument for student information privacy
perceptions in a Zimbabwean university”.

WHAT IS THE PURPOSE OF THE STUDY?

The research is to investigate the key components that constitute a model and
assessment instrument for personal information privacy perceptions in  the

Zimbabwean university context and secondly to develop and validate a model and
diagnosfic tool to aid universities in comprehending the student privacy concerns and

their expectations in the protection of the privacy of their personal information and
assist in achieving their privacy constitutional right.

WHY AM | BEING INVITED TO PARTICIPATE?

Students in the participating institution will take part in the pilot study and are invited
based on their interaction and use of systems in the organisations whereby personal

information is processed. A group of about 10-15 students will participate in the pilot
study.
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WHAT IS THE NATURE OF MY PARTICIPATION IN THIS STUDY?

The study involves a survey whereby the participants, which will be students, will
complete a questionnaire. Biographical, general awareness and privacy perception
type of questions are included in the guestionnaire. The pilot group will review the

questions before the final survey instrument is sent out to students.

The expected timeframe for the pilot group to complete the questionnaire is 15 - 20

minutes.

CAN | WITHDRAW FROM THIS STUDY EVEN AFTER HAVING AGREED TO
PARTICIPATE?

Participating in this study is voluntary and you are under no obligation to consent to
participation. If you do decide to take part, you will be given this information sheet to
keep and be asked to sign a written consent form. You are free to withdraw at any time
and without giving a reason. The survey is designed to be anonymous, therefore there

is no way of linking the information provided to you personally.

WHAT ARE THE POTENTIAL BENEFITS OF TAKING PART IN THIS STUDY?

You will not benefit from your participation as an individual, however, it is envisioned
that the findings of this study will improve the privacy of student personal information

in the participating university from a research perspective. It is assumed that the
information gained from this research survey will help us to develop a comprehensive

university privacy model and a diagnostic instrument for student personal information.
The proposed model & diagnostic instrument will assist universities as a guideline to
understand student perceptions towards privacy and how they perceive the university

in meeting privacy requirements.

ARE THEIR ANY NEGATIVE CONSEQUENCES FORME IFI PARTICIPATE IN THE
RESEARCH PROJECT?

We do not anticipate that you will encounter any negative experience by completing
the research survey. The survey is anonymous, no personal identifiable information

will be collected.

- 275 -



WILL THE INFORMATION THAT | CONVEY TO THE RESEARCHER AND MY
IDENTITY BE KEPT CONFIDENTIAL?

A pseudonym will be recorded and used for the panel group members. Your feedback
will be given a pseudonym and you will be referred to in this way in the data, any
publications, or other research reporting methods such as conference proceedings.

Mo individual participants will be identifiable in any publications.

By completing this survey, the anonymous information you give may be used for
research purposes, that include the dissemination through conference proceedings.
And peer-reviewed publications. A report of the study may be submitted for

publication, but individual participants will not be identifiable in such a report.

HOW WILL THE RESEARCHER(S) PROTECT THE SECURITY OF DATA?

Hard copies of your answers will be stored by the researcher for a minimum period of
five years in a locked cupboard/filing cabinet at the student's premises and/or Unisa
for future research or academic purposes; electronic information will be stored on a
password protected computer. Future use of the stored data will be subject to further
Research Ethics Review and approval if applicable. Hard copies will be shredded and
data will be permanently deleted from the survey application database files and hard
drive of the computer using a relevant sofiware application once the purpose has been

achieved.

WILL | RECEIVE PAYMENT OR ANY INCENTIVES FOR PARTICIPATING IN THIS
STUDY?

You will not benefit from your participation as an individual, however, it is envisioned
that the findings of this study will improve the protection of student personal
information in Zimbabwean universities from a research perspective. You will not be

reimbursed or receive any incentives for your participation in the survey.

HAS THE STUDY RECEIVED ETHICS APPROVAL?
This study has received written approval from the Research Ethics Review Committee
of the School of Computing, Unisa. A copy of the approval letter can be obtained from

the researcher if you so wish.
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HOW WILL | BE INFORMED OF THE FINDINGS/RESULTS OF THE RESEARCH?
If you would like to be informed of the final research findings, please contact
Kudakwashe Maguraushe on +263(0)773376222 or email:
61945218@mylife.unisa.ac.za. The findings are accessible for a period of at least 5
years. Should you require any further information or want to contact the researcher
about any aspect of this study, please contact Kudakwashe Maguraushe on
+263(0)7 73376222 or email: 61945215@mylife. unisa.ac.za.

Should you have concerns about the way in which the research has been conducted,
you may contact Dr A_ Da Veiga on 0116709175 or dveiga@unisa.ac.za. Should you
have any questions regarding the ethical aspects of the study, you can contact the
chairperson of the School of Computing Research Ethics Committee, Dr Bester
Chimbo, on {(011) 670 9105 or chimbb@unisa.ac.za.

Thank you for taking time to read this information sheet and for participating in this

study.
Thank you.
— L.ll* <

Kudakwashe Maguraushe
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Appendix D: Consent to participate form

D1: Expert panel consent form

take part in this research has told me about the nature, procedure, potential benefits and

(participant name), confirm that the person asking my consent fo

anticipated inconvenience of participation.

| have read (or had explained to me) and understood the study as explained in the information

sheet.
| have had sufficient opportunity to ask questions and am prepared to participate in the study.

| understand that my participation is voluntary and that | am free to withdraw at any time without

penalty (if applicable).

| am aware that the findings of this study will be processed into a research repor, journal
publications and/or conference proceedings, but that my participation will be kept confidential

unless otherwise specified.

| agree to the processing of my feedback for the review of the questionnaire as part of the

expert panel.

| have received a signed copy of the informed consent agreement.

Participant Name & Sumame. .. ... (please print)

Participant Signature__. ... ... T B I | (- T

Researcher's Mame & Surname: Maguraushe Kudakwashe

ot o 3 i

| > S
Researcher's signature... .3 i LDate: 29-05-2019
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D2: Pilot study participation form

CONSENT TO PARTICIPATE IN THIS STUDY

PILOT GROUP

l, (participant name), confirm that the person asking my
consent to take part in this research has told me about the nature, procedure, potential
benefits and anticipated inconvenience of participation.

| have read (or had explained to me) and understood the study as explained in the
information sheet.

| have had sufficient opportunity fo ask questions and am prepared to participate in
the study.

| understand that my participation is voluntary and that | am free to withdraw at any
time without penalty (if applicable).

| am aware that the findings of this study will be processed into a research repor,
journal publications and/or conference proceedings, but that my participation will be
kept confidential unless otherwise specified.

| agree to the processing of my answers in completing the questionnaire for the pilot
group.

| have received a signed copy of the informed consent agreement

Participant Name & SUMame, .. ... oo e oo A ple@se print)

Participant Signature......_.___......._.. ... o AT

Researcher's Name & Surname: Maguraushe Kudakwashe

S
Researcher's signature — Date: 29-05-2019

............................................. A
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Appendix E: Questionnaires

E1: Expert review information privacy perceptions questionnaire

Please make sure that you have read the participation information sheet and signed the consent

form prior to completing the questionnaire

Information and definition section

It is fully acknowledged that you receive many requests to participate in surveys as a professional in
your field. Therefore, your participation in this very important survey is sincerely appreciated.

The questionnaires consist of two sections, namely section one where information about the expert
panel is requested and section two with the awareness, expectations and confidence questions. We
require the expert panel to indicate for each question whether they believe the item is essential to
include or not and whether it is clear or not.

Below some definitions.

Definition 1: Privacy - the ability of an individual to control the terms under which their personal
information is acquired and used (Ackerman & Mainwaring, 2005; Schwaig, Kane & Storey, 2006).

Definition 2: Personal information — “any data or information relating to an identified or identifiable
individual” (OECD, 2013, p. 13).
The guestionnaire comprises of nine components from three dimensions as follows:

A - Notice/ Openness - 2 statements each asked about component A and from an awareness,
expectations and confidence perspective.

B - Information quality - 2 statements each asked about component B and from an awareness,
expectations and confidence perspective.

C - Purpose specification - 2 statements each asked about component C and from an awareness,
expectations and confidence perspective.

D - Use limitation - 2 statements each asked about component D and from an awareness, expectations
and confidence perspective.

E - Collection limitation - 2 statements each asked about component E and from an awareness,
expectations and confidence perspective.

F - Individual participation - 2 statements each asked about component F and from an awareness,
expectations and confidence perspective.

G - Privacy policy - 2 statements each asked about component G and from an awareness,
expectations and confidence perspective.

H - Privacy education - 2 statements each asked about component H and from an awareness,
expectations and confidence perspective.

| — Consent - 2 statements each asked about component | and from an awareness, expectations and
confidence perspective.

On the next page please find the questionnaire. Completion is expected to take no more than 20
minutes.
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Section 1: Expert panel information

We require some background information about the experts involved in reviewing the questionnaire
and would appreciate if you can please complete the questions below.

Vi.

What is your field of expertise (e.g. IT technician, legal, academic, privacy consultant)?

What experience do you have in information privacy?

How many years’ experience do you have in information privacy?

What experience do you have in information privacy frameworks and policy formulation?

How many years’ experience do you have in services/work relating to information privacy
frameworks and policy formulation?

What is your highest qualification?

The survey is conducted to determine the perceptions of students (awareness, expectations and
confidence in universities) on the privacy of their personal information.

Instructions

Please provide one response to each item in the questionnaire, starting on the next page.

Indicate with a tick (v ) as to whether you believe the item is essential to include or not and whether it
is clear or not.
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Section 2: Biographical information (to the student — check for relevance)

We require some background information and would appreciate if you can please complete the questions below.

Instructions
Please provide one response to each item in the questionnaire.

Indicate with a tick (v ) for your selection

Section 1 - Biographical Information about the student

31-35years 36 - 40 years

1 | Please indicate
your age

18 - 25 years 26 - 30 years

41 - 45 years

46

- 50 years

Above 50
years

2 | Please indicate Male

Female

your gender

3 | Please indicate Convectional Parallel

Block

your learning
mode

indicate 1styear 2"d year 3" year 4t year

year of (attachment)

4 | Please
your

Masters

Doctorate

6-month
certificate

study

BA Dual
Honours

BA Dev
Studies

5 | Please specify | BBM&IT BAcc BBM BBM
your Finance | Marketin

programme g

BA
Theology

MBA

DPhil

Certificate
6-months




Section 3 — Personal Information Privacy Culture - Awareness, Expectations and Confidence gquestions

A - Notice/Openness

Expert panel select 1 answer here

Do not ltem .
Agree | agree or | Disagree Not Essential is Item is
Strongly | A9 9 9 Strongly | essential unclear
Agree disagree Disagree clear
Awareness
1. lam aware of the university's privacy notices.
2. | am aware that institutions can publish a notice
for privacy.
Expectations
3. |l expect to be made aware of privacy through
notices.
4. | expect the university to publish a notice for
privacy.
Confidence
5. | am confident of privacy through privacy notices
6. | am confident that the university should publish
notices for privacy
B - Information Quality Expert panel select 1 answer here
Do not Not Item Item is
Strongly | Agree | agree or | Disagree | Strongly . Essential is
> . essential unclear
Agree disagree Disagree clear

Awareness

7. 1 am aware that the university should ensure that
my personal information is accurate, up to date,
complete and relevant for the purpose of
collection

8. | am aware that the university should protect my
personal information
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Expectations

9. | expect the university to ensure that my personal
information is accurate, up to date, complete and
relevant for the purpose of collection.

10. | expect the university to protect my personal
information.

Confidence

11. I am confident that the university should ensure
that my personal information is accurate, up to
date, complete and relevant for the purpose of
collection.

12. I am confident that the university will protect my
personal information.

C - Purpose Specification Expert panel select 1 answer here
Do not Not Item Item is
Strongly | Agree | agree or | Disagree | Strongly . Essential is
> . essential unclear
Agree disagree Disagree clear

Awareness

13. I am aware that the university should specify the
purpose when collecting my personal information
at the point of collection.

14. | am aware that the university will inform me
about the purpose of collecting my personal
information at the point of collection.

Expectations

15. | expect the university to specify the purpose
when collecting my personal information at the
point of collection.

16. | expect the university to inform me about the
purpose of collecting my personal information at
the point of collection.

Confidence
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17. 1 am confident that the university will specify the
purpose when collecting my personal information
at the point of collection.

18. | am confident that the university will inform me
about the purpose for collecting my personal
information at the point of collection.

D - Use limitation Expert panel select 1 answer here
Do not Not Item Item is
Strongly | Agree | agree or | Disagree | Strongly . Essential is
> . essential unclear
Agree disagree Disagree clear

Awareness

19. | am aware that my personal information should
not be disclosed, made available or used unless if
it is by the authority of the law.

20. | expect my personal information not to be
disclosed, made available or used without my
consent by the university.

Expectations

21. | expect my personal information not to be
disclosed, made available or used without my
consent by the university.

22. | expect my personal information not to be
disclosed, made available or used unless if it is by
the authority of the law.

Confidence

23. | am confident that my personal information has
not be disclosed, made available or used without
my consent by the university.

24. | am confident that my personal information has
not be disclosed, made available or used unless if
it is by the authority of the law.

E - Collection limitation

Expert panel select 1 answer here
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Strongly
Agree

Agree

Do not
agree or
disagree

Disagree

Strongly
Disagree

Not
essential

Essential

ltem

clear

Iltem is
unclear

Awareness

25. | am aware that the university should collect
information lawfully, fairly and only for the
specified purposes.

26. | am aware that the university should limit
collection of personal information (like religion,
political party affiliation, tribe etc.) which is not
necessary for academic purposes.

Expectations

27. | expect the university to collect information

lawfully, fairly and only for the specified purposes.

28. | expect the university to limit collection of
personal information (like religion, political party
affiliation, tribe etc.) which is not necessary for
academic purposes.

Confidence

29. | am confident that the university should collect
information lawfully, fairly and only for the
specified purposes.

30. I am confident that the university will limit the
collection of personal information (like religion,
political party affiliation, tribe etc.) which is not
necessary for academic purposes.

F - Individual participation

Expert panel select 1 answer

here

Strongly
Agree

Agree

Do not
agree or
disagree

Disagree

Strongly
Disagree

Not
essential

Essential

Item
is
clear

Iltem is
unclear

Awareness

31. | am aware that i can request from the university,
a confirmation on what personal data the
university has collected about myself.
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32. | am aware that the university should have a
process when requesting personal information
that has been collected by the university about
myself.

Expectations

33. | expect to be able to request from the university,
a confirmation on what personal data the
university has collected about myself.

34. | expect the university to have a process when
requesting personal information about myself.

Confidence

35. I am confident of requesting from the university, a
confirmation on what personal data the university
has collected about myself.

36. | am confident that the university has a process to
follow when requesting personal information
about myself.

G - Privacy policy Expert panel select 1 answer here
Do not Not Item Item is
Strongly | Agree | agree or | Disagree | Strongly . Essential is
> ) essential unclear
Agree disagree Disagree clear

Awareness

37. | am aware that the university should have a
privacy policy.

38. | am aware that the privacy policy should be
easily understandable.

Expectations

39. | expect the university to have a privacy policy.

40. | expect the privacy policy to be easily
understandable.

Confidence

41. | am confident that the university has a privacy
policy.
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42.

| am confident that the privacy policy is easily
understandable.

H - Privacy education Expert panel select 1 answer here
Do not Not Item Item is
Strongly | Agree | agree or | Disagree | Strongly . Essential is
> . essential unclear
Agree disagree Disagree clear
Awareness
43. | am aware that the university should have

existing privacy education for students (e.g. on
the safe keeping of students’ financial details, on
the protection of their personal devices, on
impersonation issues when on social media
platforms, about monitoring of unauthorised
access to their emails, on their examination
results etc.).

44,

| am aware that the university should remind me
continuously on privacy issues through privacy
education (for example by having privacy
newsletters, magazines, notices etc.).

Expectations

45.

| expect the university to have existing privacy
education for students (for example on the safe
keeping of their laptops, on the protection of their
personal information, when online using social
media platforms, on their examination results
etc.).

46.

| expect the university to remind me continuously
on privacy issues through privacy education (for
example by having privacy newsletters,
magazines, notices etc.).

Confidence

47.

I am confident that the university has existing
privacy education for students (for example on the
safe keeping of their laptops, on the protection of
their personal information, when online using
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social media platforms, on their examination
results etc.).

48. | am confident that the university reminds me
continuously on privacy issues through privacy
education (for example by having privacy
newsletters, magazines, notices etc.).

| - Consent Expert panel select 1 answer here
Do not Not Item Item is
Strongly | Agree | agree or | Disagree | Strongly essential Essential is unclear
Agree disagree Disagree clear
Awareness

49. | am aware that i have the right to opt in for the
use of my personal information for other purposes
(like marketing, newsletters, job or product
advertisements etc.).

50. | am aware that i have the right to opt out for the
use of my personal information for other purposes
if | am no longer interested (like marketing,
newsletters, job or product advertisements etc.).

Expectations

51. | expect to have the right to opt in for the use of
my personal information for other purposes (like
marketing, newsletters, job or product
advertisements etc.).

52. | expect to have the right to opt out for the use of
my personal information for other purposes if | am
no longer interested (like marketing, newsletters,
job or product advertisements etc.).

Confidence

53. | am confident that the university gives me the
right to opt in for the use of my personal
information for other purposes (like marketing,
newsletters, job or product advertisements etc.)

54. | am confident that the university gives me the
right to opt out for the use of my personal
information for other purposes if | am no longer
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interested (like marketing, newsletters, job or
product advertisements etc.)

Thank you for completing the document!
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E2: Pilot study information privacy perceptions questionnaire

Please make sure that you have read the participation information sheet and signed the consent form prior to completing the

questionnaire

Information and definition section

It is fully acknowledged that you might have received many requests to participate in surveys as a university student in your field. Therefore, your participation
in this very important survey is sincerely appreciated.

The questionnaire consists of two sections, namely section one where biographical information is requested and section two with the student personal
information privacy culture perception questions.

Below some definitions.

Definition 1: Privacy - the ability of an individual to control the terms under which their personal information is acquired and used (Ackerman & Mainwaring,
2005; Schwaig, Kane & Storey, 2006).

Definition 2: Personal information — “any data or information relating to an identified or identifiable individual” (OECD, 2013, p. 13). For example, name, address,
phone number, sex, identity number, email address, ethnicity, political/ religious beliefs, marital status, sexual orientation etc.

Definition 3: Personal information processing - “any operation or set of operations which is performed upon personal data, whether or not by automatic means,
such as obtaining, recording or holding the data or carrying out any operation or set of operations on data, including (a)  organization, adaptation or

alteration of the data; (b) retrieval, consultation or use of the data; or (c) alignment, combination, blocking, erasure or destruction of the data” (Zimbabwe
Data Protection Act bill, 2013).

On the next page please find the questionnaire. Completion is expected to take no more than 20 minutes.
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Section 1: Biographical information

We require some background information and would appreciate if you can please complete
the questions below.

Instructions

Indicate with a tick (v ) for your selection

Please provide one response to each item in the questionnaire.

Section 1 - Biographical Information about the student

programme

1 | Please indicate | 18- 25 years 26 - 30 years 31 - 35 years 36-40years | 41-45years 46 - 50 years Above 50
your age years

2 | Please indicate Male Female
your gender

3 | Please indicate Convectional Parallel Block
your learning
mode

4 | Please indicate 15t year 2" year 3" year 4t year Masters Doctorate 6-month
your year of certificate
study \

5 | Please specify | BBM&IT BAcc BBM BBM BA Dev BA Dual BA MBA DPhil Certificate
your Finance | Marketing Studies Honours Theology 6-months




Section 2 — Personal Information Privacy Culture - Awareness, Expectations and Confidence

questions

A - Notice/Openness

Do not
Strongly Agree agree or Disagree Strongly
Agree disagree Disagree
Awareness
1. | am aware of the university's privacy notices.
2. | am aware that institutions can publish a notice for privacy.
Expectations
3. | expect to be made aware of privacy through notices.
4. | expect the university to publish a notice for privacy.
Confidence
5. | am confident of privacy through privacy notices.
6. | am confident that the university should publish notices for privacy.
B - Information Quality
Do not
Strongly Agree agree or | Disagree Strongly
Agree disagree Disagree

Awareness

7. 1 am aware that the university should ensure that my personal information is
accurate, up to date, complete and relevant for the purpose of collection

8. | am aware that the university should protect my personal information

Expectations




9. | expect the university to ensure that my personal information is accurate, up
to date, complete and relevant for the purpose of collection.

10. | expect the university to protect my personal information.

Confidence

11. I am confident that the university will ensure that my personal information is
accurate, up to date, complete and relevant for the purpose of collection.

12. I am confident that the university protects my personal information.

C - Purpose Specification

Strongly
Agree

Agree

Do not
agree or
disagree

Disagree

Strongly
Disagree

Awareness

13. | am aware that the university should specify the purpose when collecting my
personal information at the point of collection.

14. | am aware that the university will inform me about the purpose of collecting
my personal information at the point of collection.

Expectations

15. | expect the university to specify the purpose when collecting my personal
information at the point of collection.

16. | expect the university to inform me about the purpose of collecting my
personal information at the point of collection.

Confidence

17. | am confident that the university will specify the purpose when collecting my
personal information at the point of collection.

18. I am confident that the university informs me about the purpose for collecting
my personal information at the point of collection.

D - Use limitation

Strongly
Agree

Agree

Do not
agree or
disagree

Disagree

Strongly
Disagree




Awareness

19. | am aware that my personal information should not be disclosed, made
available or used unless if it is by the authority of the law.

20. | expect my personal information not to be disclosed, made available or used
without my consent by the university.

Expectations

21. | expect my personal information not to be disclosed, made available or used
without my consent by the university.

22. | expect my personal information not to be disclosed, made available or used
unless if it is by the authority of the law.

Confidence

23. | am confident that my personal information has not be disclosed, made
available or used without my consent by the university.

24. | am confident that my personal information has not be disclosed, made
available or used unless if it is by the authority of the law.

E - Collection limitation

Do not
Strongly Agree agree or | Disagree Strongly
Agree disagree Disagree

Awareness

25. | am aware that the university should collect information lawfully, fairly and
only for the specified purposes.

26. | am aware that the university should limit collection of personal information
(like religion, political party affiliation, tribe etc.) which is not necessary for
academic purposes.

Expectations

27. | expect the university to collect information lawfully, fairly and only for the
specified purposes.

28. | expect the university to limit collection of personal information (like religion,
political party affiliation, tribe etc.) which is not necessary for academic
purposes.

Confidence




29. | am confident that the university collects information lawfully, fairly and only
for the specified purposes.

30. | am confident that the university will limit the collection of personal
information (like religion, political party affiliation, tribe etc.) which is not
necessary for academic purposes.

F - Individual participation

Strongly
Agree

Agree

Do not
agree or
disagree

Disagree

Strongly
Disagree

Awareness

31. I am aware that i can request from the university, a confirmation on what
personal data the university has collected about myself.

32. | am aware that the university should have a process when requesting
personal information that has been collected by the university about myself.

Expectations

33. | expect to be able to request from the university, a confirmation on what
personal data the university has collected about myself.

34. | expect the university to have a process when requesting personal
information about myself.

Confidence

35. | am confident of requesting from the university, a confirmation on what
personal data the university has collected about myself.

36. | am confident that the university has a process to follow when requesting
personal information about myself.

G - Privacy policy

Strongly
Agree

Agree

Do not
agree or
disagree

Disagree

Strongly
Disagree

Awareness

37. | am aware that the university should have a privacy policy.

38. | am aware that the privacy policy should be easily understandable.




Expectations

39. | expect the university to have a privacy policy.

40. | expect the privacy policy to be easily understandable.

Confidence

41. | am confident that the university has a privacy policy.

42. | am confident that the privacy policy is easily understandable.

H - Privacy education

Do not
Strongly Agree agree or | Disagree Strongly
Agree disagree Disagree

Awareness

43. | am aware that the university should have existing privacy education for
students (e.g. on the safe keeping of students’ financial details, on the
protection of their personal devices, on impersonation issues when on social
media platforms, about monitoring of unauthorised access to their emails, on
their examination results etc.).

44. | am aware that the university should remind me continuously on privacy
issues through privacy education (for example by having privacy newsletters,
magazines, notices etc.).

Expectations

45. | expect the university to have existing privacy education for students (for
example on the safe keeping of their laptops, on the protection of their
personal information, when online using social media platforms, on their
examination results etc.).

46. | expect the university to remind me continuously on privacy issues through
privacy education (for example by having privacy newsletters, magazines,
notices etc.).

Confidence

47. | am confident that the university has existing privacy education for students
(for example on the safe keeping of their laptops, on the protection of their
personal information, when online using social media platforms, on their
examination results etc.).




48. | am confident that the university reminds me continuously on privacy issues
through privacy education (for example by having privacy newsletters,
magazines, notices etc).

| - Consent
Do not
Strongly Agree agree or | Disagree Strongly
Agree disagree Disagree
Awareness

49. | am aware that i have the right to opt in for the use of my personal
information for other purposes (like marketing, newsletters, job or product
advertisements etc.).

50. | am aware that i have the right to opt out for the use of my personal
information for other purposes if | am no longer interested (like marketing,
newsletters, job or product advertisements etc.).

Expectations

51. | expect to have the right to opt in for the use of my personal information for
other purposes (like marketing, newsletters, job or product advertisements
etc.).

52. | expect to have the right to opt out for the use of my personal information for
other purposes if | am no longer interested (like marketing, newsletters, job or
product advertisements etc.).

Confidence

53. I am confident that the university gives me the right to opt in for the use of my
personal information for other purposes (like marketing, newsletters, job or
product advertisements etc.)

54. | am confident that the university gives me the right to opt out for the use of
my personal information for other purposes if | am no longer interested (like
marketing, newsletters, job or product advertisements etc.)

Thank you for completing the survey!




E3: Final questionnaire for the survey (HTML format)

Information Privacy Perception Survey
September - October 2019

INFORMATION PRIVACY PERCEPTION SURVEY

September - October 2019

Scroll to the bottom of the screen and click on NEXT
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Ethical clearance #: 030/KM/2019/CSET_SOC

Participant Information

Title: A framework and assessment instrument for student information
privacy perception in a Zimbabwean university

Dear Participant,

You are invited to participate in a survey conducted by Kudakwashe Maguraushe under
the supervision of Prof. Adéle Da Veiga, Professor in the School of Computing and Prof
Nico Martins, Research Professor in the Department of Industrial and Organisational
Psychology, towards a PhD Information Systems at the University of South Africa.

The survey you have received has been designed to investigate the personal information
privacy in the Zimbabwean university context and secondly, to validate the questionnaire. It
iz envisaged that the questionnaire could be used to aid universities in comprehending
student concerns on privacy and their expectations on privacy in the protection of their
personal information privacy and assist in achieving their privacy constitutional right.

You were selected to participate in this survey based on your interaction and use of systems
in the institution whereby personal information is processed. You will not be eligible to
complete the survey if you are younger than 18 years. By completing this research survey,
you are agreeing that the information provided may be used for other research purposes,
including the dissemination through conference proceedings and peer-reviewed publications.

It is assumed that the information gained from this research survey will help us to design a
framework and questionnaire that will give a guideline and make recommendations to
universities for improving student personal information privacy in universities. However, you
are under no compulsion to complete the research survey and you can pull out from the study
before submitting the survey. The survey was designed to be anonymous, which means that
we do not have a way of linking the information that you give to you personally.
Consequently, you won't be able to pull out from the study once you have clicked the submit
button based on the anonymous nature of the survey. If you choose to participate in this
survey it will take up no more than 15 minutes of your time. You will not benefit from your
participation as an individual, however, it is envisioned that the findings of this study will
improve the protection of student personal information in Zimbabwean universities from a
research perspective. You will not be reimbursed or receive any incentives for your
participation in the survey.

We do not foresee that you will experience any negative consequences by completing the
online survey. The online survey is anonymous and no personal identifiable information will
be collected. The researcher(s) undertake to keep any information provided herein
confidential, not to let it out of our possession and to report on the findings from the
perspective of the participating group and not from the perspective of an individual.

The records will be kept for five years for audit purposes where after it will be permanently
destroyed. Hard copies will be shredded and electronic versions will be permanently deleted
from the hard drive of the computer.
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Participant Information continued ....

The research was reviewed and ethically approved by the Research Ethics Review Committee
of the School of Computing, UNISA (approval number: 030/KM/2019/CSET_SOC). The

primary researcher, Kudakwashe Maguraushe, can be contacted during office hours at
1263773376222 or email:

61945218@mylife.unisa.ac.za. The study leader, Prof Adéle Da Veiga can be contacted
during office hours at +27116709175 or dveiga@unisa.ac.za. Should you have any
questions regarding the ethical aspects of the study, you can contact the chairperson of the
School of Computing Research Ethics Committee, Dr Bester Chimbo, on +27116709105 or
chimbb@unisa.ac.za. Alternatively, you can report any serious unethical behaviour at the
University's Toll Free Hotline 080086 96 93.

You are making a decision whether or not to participate by continuing to the next page. You
are free to withdraw from the study at any time prior to clicking the send button.

Thank you for participating in this study.

Kudakwashe Maguraushe
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To proceed with the questionnaire, please answer the following question:

| provide consent by completing this questionnaire.

YSS l}go

Consent note:

If you select 'Yes' in the question above, the questionnaire will skip to General Information
followed by Instructions for Online Completion.

If you select 'No' in the question above, the questionnaire will skip to the last screen where you
can click on SUBMIT without responding to any further questions.
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General Information

We acknowledge that you might have received many requests to participate in surveys as a university
student in your field. Therefore, your participation in this very import survey is sincerely appreciated.

The questionnaire consists of two sections. Section 1 requires you to provide your biographical
information and section 2 contains the student personal information privacy questions.

Definitions

Definition 1: Privacy - "the ability of an individual to control the terms under which their personal
information is acquired and used"(Ackerman & Mainwaring 2005; Schwaig, Kane & Storey 2006).

Definition 2: Personal information - "any data or information relating to an identified or identifiable individual"
(OECD 2013). Examples are name, address, phone number, gender, identity number, e-mail address,
ethnicity, political/religious beliefs affiliations, material status and sexual orientation.

Definition 3: Personal information processing - "any operation or set of operations which is performed upon
personal data, whether or not by automatic means, such as obtaining, recording or holding the data or
carrying out any operation or set of operations on data, including (a) organisation, adaptation or alteration of
data; (b) retrieval, consultation or use of the data; or (c) alignment, combination, blocking, erasure or
destruction of data" (Zimbabwe. Data Protection Act bill 2013).
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On the next page, please find the questionnaire. We estimate that it will take you
around 15 minutes to complete it.

Please complete the survey in one session. Due to anonymity of the
survey it cannot be book marked or saved and returned to later.

Thank you for your co-operation!

TECHNICAL DIFFICULTIES

For any technical difficulties please contact Ellen +27 00000 0000 or send an e-mail to:
XXxXxx@iafrica.com
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Section 1: Biographical Information

We require some background information and would appreciate it if you would answer the
following questions.

Instructions
Please provide one response to each item in the questionnaire.
Indicate your selection with a click in the circle.

Make sure a bullet appears in the circle that you select.

Section 1 - Biographical Information

1. Please indicate your age band

1996 - Date
1977 - 1995
1965 - 1976
1946 - 1964
Born 1945 or earlier

o Qo 0o

2. Please indicate your Gender

O Male
O Female
O Other

3. Please indicate your Nationality

O Zimbabwean

O Another African Country
© European

© American

O Australian

O Asian

O Other
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4. Please indicate your learning mode

© Conventional
O Parallel

© Block

© Other

5. Please indicate your year of study

O 1styear

O 2nd year

O 3rd year

O 4th year

O Master's

© Doctorate

© 6-month certificate

6. Please specify your programme

O BBM&IT

O BAcc

© BBM Finance

O BBM Marketing
O BA Dev Studies
© BA Dual Honours
O BA Theology

© MBA

O DPhil

© 6-month certificate
O Other
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Section 2 - Personal information privacy: awareness, expectations and

confidence guestions

There are nine (9) components of the Student Personal Information Privacy Perception (SPIPP)
guestionnaire. Each will be measured in terms of the three dimensions, i.e. awareness, expectations
and confidence.

To what extent do you agree or disagree with the following:

A - Notice/Openness

Awareness
Do not
Strongly agree or Strongly
disagree Disagree disagree Agree  agree
7. | am aware that the university should publisha © O O O O
privacy notice (e.g. the privacy policy on the
university website or privacy terms and
conditions).
8. | am aware that the university's privacy notice @) O @) O O
should be easy to understand.
Expectations
Do not
Strongly agree or Strongly
disagree Disagree disagree Agree agree
o. | expect the university to publish a privacy O o C O o
notice.
10. | expect the university's privacy notice to be O O @) @) O

easily understood.
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Confidence

Do not
Strongly agree or Strongly
disagree Disagree disagree Agree agree
11. | am confident that the university publishes a O O O @) O
privacy notice.
12. | am confident that the university's privacy O O O @ O
notice is easy to understand.
B - Information quality
Awareness
Do not
Strongly agree or Strongly
disagree Disagree disagree Agree agree
13. | am aware that the university should take ) O ) O O
reasonable steps to ensure that my personal
information processed by them is correct (e.g.
accurate, up to date, complete and relevant)
for the purpose of collection.
14. | am aware that the university should have a @) O O O O

method whereby | can review my personal
information to ensure that it is correct (e.g.
accurate, up to date, complete and relevant).
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Expectations

Do not
Strongly agree or
disagree Disagree disagree
15. | expect the university to take reasonable steps O O O
to ensure that my personal information
processed by them is correct (e.g. accurate, up
to date, complete and relevant) for the purpose
of collection.
16. | expect the university to provide me with a O O O
method whereby | can review my personal
information that they have collected to ensure
that it is correct (e.g. accurate, up to date,
complete and relevant).
Confidence
Do not
Strongly agree or
disagree Disagree disagree
17. | am confident that the university takes O O O
reasonable steps to ensure that my personal
information processed by them is correct (e.g.
accurate, up to date, complete and relevant)
for the purpose of collection.
18. | am confident that the university provides me O O O

with a method whereby | can review my
personal information that they have collected
to ensure that it is correct (e.g. accurate, up to
date, complete and relevant).
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C - Purpose specification

Awareness
Do not
Strongly agree or
disagree Disagree disagree
19. | am aware that the university should specify O O O
the purpose of collecting my personal
information.
20. | am aware that the purpose should be O O O
specified no later than at the point of collection.
Expectations
Do not
Strongly agree or
disagree Disagree disagree
21. | expect the university to specify the purpose of O o O
collecting my personal information.
22. | expect the purpose to be specified no later O O O
than at the point of collection.
Confidence
Do not
Strongly agree or
disagree Disagree disagree
23. | am confident that the university specifies the O C O
purpose of collecting my personal information.
24. | am confident that the purpose is specified no O C O

later than at the point of collection.
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D - Use limitation

Awareness
Do not
Strongly agree or
disagree Disagree disagree
25. | am aware that the university should have O O O
reasonable justification (e.g. consent, a
contract, legal requirement) for processing my
personal information.
26. | am aware that my personal information O O O
should not be disclosed, made available or
used, unless it is in line with the requirements
of the law.
Do not
Strongly agree or
disagree Disagree disagree
27. | expect the university to have reasonable O ) O
justification (e.g. consent, a contract, legal
requirement) for processing my personal
information.
28. | expect my personal information not to be @) O O
disclosed, made available or used, unless it is
in line with the law.
Confidence
Do not
Strongly agree or
disagree Disagree disagree
29. | am confident that the university has O C O
reasonable justification (e.g. consent, a
contract, legal requirement) for processing my
personal information.
30. | am confident that my personal information O O O

has not been disclosed, made available or
used, unless it is in line with the law.
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E - Collection limitation

Awareness

31. | am aware that the university should collect
information lawfully, fairly and only for the
specified purposes.

32. | am aware that the university should limit the
collection of personal information (about
religion, political party affiliation, health status,
tribe, etc.) that is not necessary for academic
purposes.

Expectations

33. | expect the university to collect information
lawfully, fairly and only for the specified
purposes.

34. | expect the university to limit the collection of
personal information (about religion, political
party affiliation, health status, tribe, etc.) that is
not necessary for academic purposes.

Confidence

35. | am confident that the university collects
information lawfully, fairly and only for the
specified purposes.

36. | am confident that the university limits the
collection of personal information (about
religion, political party affiliation, health status,
tribe, etc.) that is not necessary for academic
purposes.

Do not
Strongly agree or
disagree Disagree disagree
O O O
@) O @)
Do not
Strongly agree or
disagree Disagree disagree
@) @] @)
@) O @)
Do not
Strongly agree or
disagree Disagree disagree
@) O O
@) O @)
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F - Individual participation

Awareness
Do not
Strongly agree or
disagree Disagree disagree
37. | am aware that | should be able to request o C O
copies of the records of my personal
information from the university.
38. | am aware that the university should have a O O O
process whereby | can request whatever
personal information the university has
collected about me.
Expectations
Do not
Strongly agree or
disagree Disagree disagree
39. | expect to be able to request copies of the o C O
records of my personal information from the
university.
40. | expect the university to have a process O O O
whereby | can request whatever personal
information the university has collected about
me.
Confidence
Do not
Strongly agree or
disagree Disagree disagree
41. | am confident that | can request copies of the C O C
records of my personal information from the
university.
42. | am confident that the university has a process C O @,

whereby | can request whatever personal
information the university has collected about
me.
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G - Privacy policy

Awareness

43. | am aware that the university should have a
privacy policy.

44, | am aware that the privacy policy should be
easily understood.

Expectations

45. | expect the university to have a privacy policy.

46. | expect the privacy policy to be easily
understood.

Confidence

47. | am confident that the university has a privacy
policy.

48. | am confident that the privacy policy is easily
understood.

Do not
Strongly agree or
disagree Disagree disagree
O O O
O O O
Do not
Strongly agree or

disagree Disagree disagree

O O O
O O @
Do not
Strongly agree or
disagree Disagree disagree
O @ O
O O O
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H - Privacy education

Awareness
Do not
Strongly agree or
disagree Disagree disagree
49. | am aware that the university should, as part O @ O
of best practice, conduct privacy training for
students.
50. | am aware that the university should , as part O O O
of best practice, remind me continually of
privacy issues through privacy education (e.g.
privacy newsletters, magazines and notices).
Expectations
Do not
Strongly agree or
disagree Disagree disagree
51. | expect the university to conduct privacy O o O
training for students.
52. | expect the university to remind me continually O O O
of privacy issues through privacy education
(e.g. privacy newsletters, magazines and
notices).
Confidence
Do not
Strongly agree or
disagree Disagree disagree
53. | am confident that the university conducts O O O
privacy training for students.
54. | am confident that the university reminds me O @ O

continually of privacy issues through privacy
education (e.g. privacy newsletters, magazines
and notices).
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| - Consent

Awareness

55. | am aware that | should have the right to be
able to opt in for (i.e. allow) the use of my
personal information for other purposes (e.g.
marketing, newsletters, job or product
advertisements).

56. | am aware that | should have the right to be
able to opt out for (i.e. disallow) the use of my
personal information for other purposes (e.g.
marketing, newsletters, job or product
advertisements), if | am no longer interested.

Expectations

57. | expect the university to enable me to exercise
my right to opt in for the use of my personal
information for other purposes (e.g. marketing,
newsletters and job or product

advertisements).

58. | expect the university to enable me to
exercise my right to opt out for the use of my
personal information for other purposes (e.g.
marketing, newsletters and job or product
advertisements), if | am no longer interested.

Do not
Strongly agree or
disagree Disagree disagree
O @) O
@) O O
Do not
Strongly agree or
disagree Disagree disagree
O @) O
@) O O
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Confidence
Do not

Strongly agree or Strongly

disagree Disagree disagree Agree agree
59. | am confident that the university gives me the O C O @ O
right to opt in for the use of my personal
information for other purposes (e.g. marketing,
newsletters, job or product advertisements).
60. | am confident that the university gives me the O O O O O

right to opt out for the use of my personal
information for other purposes (e.g. marketing,
newsletters and job or product
advertisements), if | am no longer interested.
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Thank you for completing the survey!

Scroll to the bottom of the screen and click on SU BM IT

NOTES ON SUBMISSION:
1. Please make sure that you click on Submit once only.
2. If you receive a 'thank you' message after submitting, your submission has been successful.

3. If you are unable to submit, or receive any other message, please do not close the file, wait a
short while and then try to submit again.

4. If the submit button fails, please save your answers to a .pdf format and email to xxxxxx@iafrica.com

5. Contact details for technical difficulties: Ellen +27 00 000 0000 or send an e-
mail to xxxxxx@iafrica.com .
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Appendix F: Initial communalities for the 54 items

students.

Communalities

Inifial
Q1251 12, | am confident that the university publishes a privacy nofice. 245
30 _51: 300 | am confident that the university has reasonable justification (e.g.. |.274
consent, a contract, legal reguirement) for processing my personal information.
C31_51: 31, | am confident that my personal information has not been disclosed, | 282
made available or used, unless it is in ine with the law.
213 51: 13. | am confident that the university's privacy nofice is easy to| 224
understand.
Q12 _51: 12, | am confident that the university takes ressonable staps to ensurs | 2846
that my personal information processed by them is comect {e.g., accurate, up to
date, complete and relevant) for the purpose of collection.
218 51: 18, | am confident that the university provides me with a method whereby | 227
| can review my personal information that they have collected to ensure that it is
correct {e.g., accurate, up to date, complete and relevant).
24 51: 24. | am confident that the university specifies the purposea of collecting | 2846
miy personal information.
Q25 51: 25, | am confident that the purpose is specified no later than at the point| 277
of collection.
Q368 _51: 36. | am confident that the university collects information lawfully, fairly | 255
and only for the specified purposes.
Q37 _51: 37, | am confident that the wniversity limits the collection of personal | 212
information (about religion, poltical party affiliation, health status, tribe, et ) that is
niot necessary for academic purposes.
42 51: 42 | am confident that | can request copies of the records of my personal | 278
information from the university.
243 51: 43, | am confident that the university has a process whereby | can request| 812
whatever personal information the university has collected about me.
243 51: 48. | am confident that the university has a privacy policy. 200
Q248 51: 48, | am confident that the privacy policy is easily understood. 204
a54_51: 54, | am confident that the university conducts privacy training for|.980
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issues through privacy education (e.g.. privacy newsletters, magazines and

notices).

QG0 51 80 | am confident that the university gives me the right to opt in for the | .201
use of my personal information for ofher purposes [e.g., marketing, newslketters,

job or product advertisements).

QE1_51: 81. | am confident that the university gives me the right fo opt out for the | 2928
use of my personal information for other purposes (e.g., marketing. newslstters

and job or product advertisements), if | am no longer interested.

28 51: 2. | am aware that the university should publish & privacy notice {e.g., the| . 441
privacy policy on the university website or privacy terms and conditions].

28 51: 8. 1 am aware that the university's privacy nofice should be easy to| 531
understand.

21051 10. | expect the university to publish a privacy nofice. 3G
Q11_51: 11. | expect the university’s privacy notice to be easily understood. B17
214 51: 14, | am aware that the university should fake reasonsable steps to ensure | 780
that my personal information processed by them is correct (e.g., accurate, up fo
date, complete and relevant) for the purpose of collection.

215 51: 15. | am aware that the university should have a method whereby | can | .G58
review my personal information to ensure that it is comect (2.g., accurate, up fo
date, complete and relevant).

Q18 _51: 16. | expect the university to take reasonsble steps to ensure that my | 820
personal information processed by them is comect (e.g.. accurate, up to dats,
complete and relevant) for the purpose of collection.

Q17 _51: 17, | expect the university to provide me with & method whereby | can | 5687
review my personsal information that they have collected fo ensuwre thiat it is correct

(e.g., accurate, up to date, complete and relevant).

Q20 51: 20. | am aware that the university should specify the purpose of collecting | 255
my personal information.

Q21_51: 21. | am aware that the purpose should be specified no later than at the | 251
point of collection.

Q22 51 22 | expect the university to specify the purpose of collecting my personal | 745
information.

23 51: 23. | expect the purposs to be specified no later than at the point of | 238

collection.
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28 51: 26, | am aware that the university should have reasonable justification | 211
{e.g., consent. &8 coniract legal reguirement) for processing my personsl
information.

27 51 27 | am aware that my personal imformation should not be disclosed, | 270
made available or used. unlass it is in ine with the reguirements of the law.

28 51: 28, | expect the university to have reasonable justification {e.g., consent, | 532
a contract, legal requirement) for processing my personal imformation.

28 51: 28 | expect my personal information not to be disclosed, made available | 530
or used, unless it is in line with the law.

32 51: 32 | am aware that the university should collect information lawfully, fairly | 735
and only for the specified purposes.

333 51: 33, | am aware that the university should limit the collection of personal | 228
information (about religion, political party affiliation, health status, fribe, =tc ) that is

not necessary for academic purposes.

i34 51: 34, | expect the university to collect information lawfully, fairly and only | 733
fior the specified purposes.

35 51: 35, | expect the university to limit the collection of persomal information | 203
ifabout religion, political party afiliation, health status, tnbe, etc} that =5 nof
necessary for academic purposes.

38 51 38 | am aware that | should be able to request copies of the records of | 232
my personal information from the university.

39 51: 38 1 am aware that the university should have a process whereby | can | 355
request whatever personal information the university has collected abowt me.

40 51: 40, | expect to be able to request copies of the records of my personal | G677
information from the university.

41 51 41. | expect the wniversity fo have a procass whereby | can reguest| 753
whatever parsonal information the university has collected about me.

44 51: 44, | am aware that the wniversity should have a privacy policy. TE3
45 51: 45, | am aware that the privacy policy should be easily understood. 325
Q48 51 46, | expect the university to have a privacy policy. ¥id
47 54 47, | expect the privacy policy to be easily understood. 754
50 51: 50. | am aware that the university should, as part of best practice, conduct | 280
privacy training for students.

51_51: 51. 1 am aware that the university should, as part of best practice, remind | 255

me continually of privacy issues through prvacy educsfion (e.g., privacy

newsletters, magezines and notices).
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Q52 _51: 52. | expect the university to conduct privacy fraining for students. 849
Q53 51: 53. | expect the university to remind me continually of privacy issues|.831
through privacy education (e.g., privacy newsletters, magazines and notices).

Q56 _51: 56. | am aware that | should have the right to be able to opt in for (i.e.,| 913
allow) the use of my personal information for other purposes (e.g., marketing,
newsletters, job or product advertisements).

Q57 _51: 57. | am aware that | should have the right to be able to opt out for (i.e.,| 9239
disallow) the use of my personal information for other purposes (e.g., marketing,
newsletters, job or product advertisements), if | am no longer interested.

Q58 51: 58. | expect the university to enable me to exercise my right to opt in for| 8653
the use of my personal information for other purposes (e.g., marketing, newsletters

and job or product advertisements).

Q59 51: 59. | expect the university to enable me to exercise my right to opt out for| 629

the use of my personal information for other purposes (e.g., marketing, newsletters

and job or product advertisements), if | am no longer interested.

Extraction Method: Principal Axis Factoring.
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Appendix G: Summarised rotated pattern matrix for the eight-factors

Factor

ftem No T 2 3 4 5 i

Factor 1:
University
Confidence

q30 0772

q19 0.764

E 0733

q24 0622

g3 0.615

q13 0603

Q23 0.601

qi2 0563

Factor 2: Privacy
Expectations

Q28 0631

Q29 0395

q46 0386

qd7 0583

q34 0.339

q58 0437

qii 0417

Factor 3:
Individual
Awareness

036 -0.692

q57 0568

q27 -0.4563

q3a -0.445

q39 20,441
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ftem No

Factor 4: External
AWaAreness

q20

-0.796

q21

-0.677

q26

-0.472

Factor 5: Privacy
Education

qa1

0.703

q=0

0.700

Qa2

0.573

Q53

0.561

Factor 7: Practice
Confidence

q61

-0.836

qod4

-0.805

qe0

-0.&04

Qa5

-0.740

q43

-0.647

q49

-0.576

q4a

-0.544

Q42

-0.5245

Factor &: Expect
Correctness

ql6

-0.753

q22

-0.630

qlv

-0.575

qi4

-0.532

q23

-0.478

Q45

-0.451

Note: Extraction Method: Principal Axis Factoring.

Rotation Method: Oblimin with Kaiser Normalization.

& Rotation converged in 25 iterations.
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Appendix H: Correlation results

Correlations
uc PE 1A EA PEd PC CE
uc Pearson Correlation | 1 0.096 | 376" | 3817 | 257" | 667" | 294"
Sig. (2-tailed) 0.105 | 0.000 | 0.000 |0.000 |0.000 | 0000
PE Pearson Correlation | 0.096 | 1 2057 [ 1827 | 1857 | 0.077 | 4367
Sig. (2-tailed) 0.105 0.000 (0002 (0002 {0196 | 0.000
1A Pearson Correlation | 376" | 205" |1 A167 | 3317 | 2837 | 3387
Sig. (2-tailed) 0.000 | 0.000 0.000 | 0000 (0000 |0.000
EA Pearson Correlation | 381" | 1827 | 416" |1 2957 | 2457 | 378
Sig. (2-tailed) 0.000 | 0.002 | 0.000 0.000 |0.000 | 0.000
PEd | Pearson Comrelation | 257" [ 185" | 331" [ .295" |1 2237 | 1947
Sig. (2-tailed) 0.000 (0.002 | 0.000 |0.000 0.000 | 0.001
PC Pearson Correlation | 667" | 0.077 | 283" | 245" | 223" |1 1807
Sig. (2-tailed) 0.000 (0198 | 0.000 (0.000 |0.000 0.002
CE Pearson Correlation | 2947 | 436" | 338" | 378" | 194" | 1807 |1
Sig. (2-tailed) 0.000 (0000 | 0000 (0000 (0001 |0.002
**_Correlation is significant at the 0.01 level (2-tailed)
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Appendix I: Independent t-test for gender

Sig. (2- Mean Std. Error
Variable F Sig. t df tailed) | Difference | Difference
University 1321 0.251 0.321 281 0.749 0.03431 010699
confidence
0321 279793 0.748 0.03431 010639
Privacy 0685 | 0.407 | -0.430 281 0.632 -0.02347 0.04390
expectations
-0.480  279.859 0.621 -0.02347 0.04886
Individual 2917 0.089 | -0.027 281 0.979 -0.00240 0.05906
AWareness
-0.027 | 275.336 0.979 -0.00240 0.05890
External 0.860 | 0.355| -0963 281 0.334 -0.08871 0.09166
AWareness
-0.967 | 276.804 0.334 -0.08871 0.09176
Privacy 3.359 | 0.068 0.593 281 0.553 0.05202 0.08769
education
0594 | 272895 0.553 0.05202 0.08751
Practice 0.036| 0.850 | -0.192 281 0.848 -0.02021 010536
confidence
-0.192  280.906 0.848 -0.02021 010532
Correction 0078 0.781 | -1.605 281 0.110 -0.08655 0.05391
expectation
-1.604 | 278.525 0.110 -0.08655 0.05396
Expectation | 0.139( 0.709 | -1.262 281 0.208 -0.05501 0.04358
s test
-1.262 | 280.694 0.208 -0.05501 0.04358
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Appendix J: ANOVA test for age

35% Confidence

Interval for Mean

Lower | Upper
Factor Age N | Mean | SD | SE | Bound | Bound | Min | Max
Uninrersaty T95d-dats | O dod [ 08T [ DT 240 2.80 1.3 | 2,00
confidence  [TO77-1006 | 177 | 255 | 000 | 007 | 241 200 1.2 | 2,00
T903-147G | 41 2o [ 08T [ U1s] 2E8 200 1.2 | 2,00
Total doa | 2b7 |080] DUa| 240 207 1.2 | 2,00
Frivacy T95d-dats | O dol [ O22 [ DUz 450 41 | 280 | 200
expectations [TO77-1006 | 177 | 458 | 021 | 003 | 445 400 [ 329 ] 200
T903-147G | 41 400 [ D40 DUg ] 443 408 [ 31200
Total 2aa | 400 |01 DU 451 401 | 280 | 200
Indnadual T95d-dats | O dU03 [ 022 [ QU] 283 423 1.80 | 2,00
awarensss gy ede ] 1) 411 [ U s | 400 422 1.80 | 2,00
T903-147G | 41 4071 [ 022 [ D13 ] 290 427 | £ ] 200
Total doa | 40g | Qg | Dos| Z2.BH 416 1.80 | 2,00
Extermnal T95d-dats | O dU2 [ Qe[ U] 283 421 1.0 | 2,00
awarenssE  [ETT1EEER ] TV 495 [0V DOG | 408 420 [Z007] 500
T903-147G | 41 416 [ Do | D12 ] 2B 4.4l 1.0 | 2,00
Total daa | 414 |07 DUa | 405 423 1.0 | 2,00
FTvaCY T95d-dats | O 410 [ Q3| Qo] 28 4.3 1.79 | 2,00
education TerEEn ) TS 41 D Dlg [ 2B 422 | ZU0 ] 200
T903-147G | 41 427 [dga [ D11 ] 2Be 442 [ £U0] 300
Total daa | 413 | O3] Dus| 404 422 1.79 | 2,00
Fractce T95d-dats | O dar [ 080 1T 25 208 [ ZUu ] 200
confidence  ETTAOEG | 177 | 3271 | 089 | 007 | 328 2.04 1.03 | 2,00
T903-147G | 41 da [ D0 [ W13 2 201 1.79 | 2,00
Total daa | 247 |OZg | Dua | 231 2.01 1.03 | 2,00
Lorrachon T95d-dats | O do0 [ 043 Dus] 458 408 | 207 | 200
E¥pECIEion OTTO0E | 177 | 451 | 047 | 003 | 445 408 | 243 | a0U
T903-147G | 41 da20 [ 025 DUE] 420 403 [ £aU] 00
Total 2aa | 403 | U= DUS| 447 4o | £33 ] 200
Expeciations | T8808-date | &7 d80 [033[ 002 452 458 [ 343500
1est TerEEn ) 1T | 40s DV | QUG 447 408 | 222 ] 3200
T903-147G | 41 401 [ 041 UUg ] 435 404 | 3.0 200
Total daa | 4bs | 0G7 ] DUZ | 450 408 | 2.3 ] 500
Awarensss | T¥sd-date | G d07 [ O2g | DUy ] 2B 4217 [ £o9 | 200
1est TerEEn ) 1T 41 D | Qs | 4UD 421 [ £80 ] 200
T903-147G | 41 413 [ 025 DUg ] 2ED 430 [ £og | 200
Total daa | 411 |05/ | DUd | 405 418 | £o9 | 200
Confidence | T88d-date | &7 200 [ 085 010 220 2.0 1.79 | 2.00
1est S P A N R N 200 1.30 | 2,00
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S EREES 2o [ Og | DT 2V e Bl 1.20 | 2.00
Total 203 | 249 | UgT | DUz | 2.5 204 1.20 | 2.00
MNote: S0 = standard deviation; SE = standard error
Sum of Mean
Factor Sguares | df | Sguare| F Sig.
Lhniversity Betwesn Groups 031 2 0.180.15 0.23
confidence Within Growps 23189| 232 0.82
Tatal 23201 234
Priviacy Between Groups 018 2 0.06 | 0.55 0.58
expectations Within Groups 47 82| 282 017
Tatal 4780 284
Imndividual Betwesn Groups 043 2 0.24 ) 0.42 0BG
awarensss Wilithin Growps 162 .45 282 .53
Tatal 162583 234
Extarmal Betwesn Groups 1.20 2 0560 1.02 035
gwaraness Within Growps 16713 282 0.55
Tatal 16833 234
Privacy education | Between Groups 036 2 0.1280.34 0.72
Wifithin Groups 152686 232 0.54
Tatal 15332 234
Praciice Betwesn Groups 024 2 012 015 0.2
confidence Within Growps 217.88| 282 077
Tatal 218312 234
Caomection Betwesn Groups .53 2 030 1.48 0.24
expectation Within Growps 5783 282 Q.20
Tatal 63.13| 2284
Expectations test | Between Groups 0.33 2 Q.17 1.25 0.28
Wifithin Groups a7hE| 282 Q.13
Tatal aree| 284
Awrareness test Betwesn Groups 021 2 .11 0.33 0.y2
Within Growps 81.4a2 282 0.32
Tatal |.yo| 284
Caonfidence test Betwesn Groups L5 2 0.02)0.04 0.55
Wiithin Growps 18735 232 0.68
Tatal 187400 234
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Appendix K:

ANOVA test for mode of study

M Mean 50 Std. | 93% Confidence | Mini | Maxi

Error | Interval for Mean

Lower Upper

Bound Bound
University | Conventional | 141 | 2.58 0.31 0.07 | 2.48 373 1.25 | 5.00
confidence Eo 88 | 357 [103 |01 |3.35 378 | 125 | 5.00
Block 47 | 2.85 033 | 013 [ 239 301 213 | 5.00
Total 277 | 2.58 0.80 | 005 | 349 370 | 1.25 | 5.00
Privacy Conventional | 141 | 4.81 0.37 | 0.03 | 455 487 | 288 | 5.00
?‘E‘“E‘“”” Farallel B0 | 452 0.48 0.05 | 4.43 432 320 | 500
Block 47 | 450 |0.43 [00d |437 482 | 343 | 500
Total 277 | 4.58 041 0.02 | 452 481 285 | 5.00
Individual | Conventional | 141 | 4.08 031 0.07 | 3.85 427 180 | 5.00
SWETENESE  'Pamllel B0 | 418 0.85 0.07 | 4.03 4.30 1.20 | 5.00
Block 47 | 287 |078 [011 [374 418 | 240 | 5.00
Total 277 | 4.08 0.75 |0.05 | 400 418 180 | 5.00
External Conventional | 141 | 4.18 0.78 | 007 | 403 4.28 1.87 | 5.00
SWETENESE el 50 | 413 078 |ooE |08 425 | Z00 | 5.00
Block 47 | 4.18 0.77 | 0.11 | 304 4.38 1.87 | 5.00
Total 277 | 4.15 078 | 0.05 | 4.08 424 [ 187 | 5.00
Frivacy Conventional | 141 | 404 | 0.78 | 0.07 | 2.91 417 | 1.75 | 5.00
sducation  Eoe 50 |425 088 |007 [&11 438 | 250 |5.00
Block 47 | 4.11 088 |00 [ 391 431 275 | 5.00
Total 277 | 4.12 0.74 | 004 | 403 4.21 1.75 | 5.00
Practice Conventional | 141 | 2.38 085 | 007 [ 225 3153 1.75 | 5.00
zonfidence MEooE B0 | 333 0.93 010 320 158 175 | 5.00
Block 47 | 2.81 033 | 013 |23 337 | 183 | 500
Total 277 | 2.43 083 |00 [332 353 183 | 5.00
Comection Conventional | 141 | 4.57 i34 003 | 4.51 4.3 2580 | 5.00
sxpeciation TEojE B0 | 443 0.49 0.05 | 4.39 480 233 | 500
Block 47 | 4.48 0.58 | 008 | 432 485 | 250 | 5.00
Total 277 | 4.53 045 | 003 [ 448 458 | 233 | 500
Expeciation | Conventional | 141 | 4.58 032 |[0.03 | 454 484 [ 343 | 500
5 test Farallel B0 |45 041 0.04 | 442 480 | 345 | 5.00
Block 47 | 4.48 0.4 0.08 | 437 481 34§ | 5.00
Total 277 | 4.55 0.37 | 0.02 | 450 458 | 343 | 5.00
Awiareness | Conventional | 141 | 4.08 0.58 005 | 4.00 414 285 | 500
test Farallel B0 | 4.18 0.54 | 0.08 | 407 430 | 237 | 500
Block 47 | 4.08 0.58 | 008 [282 424 | 289 | 500
Total 217 | 4.12 057 | 003 [ 405 418 | 288 | 5.00
Conventional | 141 | 2.48 0.74 | 008 [ 337 18z 1.50 | 5.00

- 330




Confidence | Parallel g9 3.48 0.91 o.10 | 3.29 3.57 1.50 | 5.00
test Elock a7 3.63 0.79 0.12 | 3.40 3.56 213 | 5.00
Total 277 | 2.51 0.81 D.05 | 3.42 3.61 1.50 | 5.00
Factor Sum of | df Mean F Sig.
Sguares Sguare

Liniversity Between Groups | 0.19 2 010 012 0.89
confidence Within Groups 219.66 274 0.80

Total 219.86 276
Privacy Between Groups | 0.61 2 0.31 1.82 016
expectations Within Groups 46.13 274 017

Total 4674 276
Individual Between Groups | 1.22 2 061 1.08 0.34
awareness Within Groups 154 48 274 0.55

Total 155.70 276
External Between Groups | 0.03 2 0.02 0.03 0.97v
awareness Vithin Groups 161.37 274 0.59

Total 161.40 276
Privacy Between Groups | 2.35 2 1.18 217 012
education Within Groups 148.85 274 0.54

Total 151.20 276
Practice Between Groups | 1.94 2 097 1.25 0.29
confidence Within Groups 212.63 274 0.78

Total 214 .47 276
Correction Between Groups | 0.44 2 022 1.07 0.35
expectation Within Groups 56.49 274 021

Total 56.93 276
Expectations Between Groups | 0.62 2 0.26 1.95 0.14
test Within Groups 36.48 274 0.13

Total 37.00 276
Awrareness Between Groups | 0.52 2 0.26 0.81 044
test Within Groups 87.69 274 0.32

Total 88.21 276
Confidence Between Groups | 0.82 2 0.41 0.62 0.54
test Vi'ithin Groups 180.15 274 D.66

Total 180.96 276
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Appendix L: Spearman's rho for year of study

6. Please indicate
your year of study

Spearman'’s
rho

6. Please | Correlation Coefficient 1.000
indicate Sig. (2-tailed)

your year of

study

University Correlation Coefficient -0.181
confidence | Sig. (2-tailed) 0.002
Privacy Correlation Coefficient 0.043
expectations | Sig. (2-tailed) 0.469
Individual Correlation Coefficient -0.044
awareness Sig. (2-tailed) 0.459
External Correlation Coefficient 0128
awareness Sig. (2-tailed) 0.031
Privacy Correlation Coefficient -0.036
education Sig. (2-tailed) 0.546
Practice Correlation Coefficient -0.073
confidence | Sig. (2-tailed) 0.190
Correction Correlation Coefficient -0.014
expectation Sig. (2-tailed) 0.807
Expeciafions | Cormrelation Coefficient 0.015
test Sig. (2-tailed) 0.753
Awareness Correlation Coefficient -0.120
test Sig. (2-tailed) 0.042
Confidence | Correlation Coefficient -0.142
test Sig. (2-tailed) 0.016
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Appendix M: ANOVA test for programme of study

Post Hoc
Tests
Mulfiple Compartaons
Sehiedfe
95% Confidance
Mean Inberval
Differance | Sid. Lawer | Wpger
Depandent Vanable il=J] Eprar Sig. Bz e Becaarwd
External_swareness | BEM and IT | B Acc and BSRM 012827 | 014388 | 0839 | -0.3181 | 05747
finamce
BEM markating 023476 | 0.20474 0859 | -0.4005 | 0.8700
B Dev studies 043570 | 017749 0201 | -0.9884 | 01150
B Disal 0.12101 | 0.16502 0970 | 06330 | 03510
Hangurs /D, Phi
B Acc and BEM and IT 0 1ZRZT | 0143885 0939 | 05747 | 05181
BBM finance ERM marketing 010646 | 023488 | 0.995 | -0.6223 | 06352
G Dev gtudies 056397 | 0.21155 0134 | -1.2205 | 0.0024
B Diwsal -0.24929 | 0.20119 0.E20 | 08735 | 05749
Harours 0. Fhil
GO BEM and IT 0. 28476 | 020474 08549 | 08700 | 04005
markelitd I Accand DEM | -0 1DGLE | 023486 | 0695 | 08352 | 06223
finanos
EA Dev studies 067045 | 0258485 0150 | -1.4673 | 0.1264
G Dial 035577 | 024839 0736 | -1.1284 | 04149
Haraurs /0. Phi
Eh Dew BEM and IT 043570 | 017748 0201 | -0.1150 | 09844
sludies B Acc and DGM 0.56397 | 021155 | 0.134 | -0.0024 | 12203
finainoa
GBEM marketing 067045 | 0254885 0150 | 01284 14673
EA Dual 0.31468 | 0.226845 0.7448 | -0.536749 1.0173
Harours /0. Phi
B Disal BEM and IT 01101 | 016502 0970 | -0.3810 | 06330
gl‘::"-"-"ﬂ 0. [ Acc and BBM 0.248929 | 020119 | 0.820 | -0.3749 | 0.6745
finanoa
BEM markeating 038577 | 024838 0736 | -0.41449 1.1284
B Dev studies 131469 | 022845 0748 | -1.0173 | 03879
Practice_oonfidence | BEM and IT | B Acc and BEM 0. 25558 | Q16137 | 0644 | 07582 | 02451
finainoa
GBEM marketing LAEI S | 0229635 0595 | -1.0856 | 033495
EA Dev studies 0. 46203 | 019807 0.253 | -1.07846 | 0.1556
B Disal 0.07294 | 018507 0997 | 05013 | 0.6471
Hanaurs /D, Phi
B Mo and BEM and IT 0.26558 | 016137 0.644 | -0.2451 0.7682
BBM fnance ISR marketng | 012760 | 026943 | 0G94 | 08424 | 06EAT
EA Dev studies 0. 20844 | 023726 0.944 | -0.494246 | 0.5297
B Diwsal 0.3Z853 | 022585 074 | 03718 1.0Z86
Hanaurs ‘0. Phi
SEM BEM and IT 038318 | 0.22863 0.595 | -0.32493 1.0856
markelitd I Rccand BEM | 0.12760 | 026343 | 0594 | -0.6687 | 08428
finapcs
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BA Dev studies | -0.07884 | 0.28807 | 0908 | -0.9726 | 0.814%
BA Dual 045613 | 027858 | 0.513 | -0.4082 | 1.3205
Honours /0. Phil
BA Dev BEM and IT 046203 | 0.19907 | 0.253 | -0.1556 | 1.0706
=hudies B Acc and EBM 020644 | 0.23726 | 0.044 | -0.5207 | 0.0428
fimance
BEM marksting 007884 | 0.28807 | 0.000 | -0.8140 | 0.9726
BA Dual 053407 | 025308 | 0353 | -02530 | 13230
Honours /0. Phil
BA Dual BEM and IT 0.07204 | 0.18507 | 0.907 | -0.6471 | 0.5013
;'ﬁ.':‘:‘“m D B Accend BEM | 032852 | 022565 | 0714 | -1.0286 | 02716
! finance
BEM marketing D45A13 | 027858 | 06813 | -1.3205 | 04082
BA Dev studies | -0.53407 | 0.25308 | 0.353 | -1.3230 | 0.2530
Expectations_test BEM and IT | B Acc and BBM 0.10482 | 0.0B406 | 0.528 | -0.0087 | 0.3084
finance
BEM marksting -0.02006 | 0.08244 | 0.900 | -0.3188 | 0.2588
BA Dev studies | -0.1BD50 | 0.0B014 | 0348 | -0.4181 | 0.0781
BA Dual 0.12705 | 0.07450 | 0.587 | -0.1032 | 0.3581
Honours /0. Phil
B Acc and BEM and IT 010488 | 0.08406 | 0.628 | -0.3084 | 0.0987
BEM finance R  arketing | 013484 | 0.10605 | 0.808 | -0.9630 | 01042
BA Dev studies | -0.27438 | 0.0B551 | 0088 | -05707 | 0.0220
BA Dual 0.0Z307 | 0.09084 | 0.000 | -0.2588 | 0.3040
Honours /0. Phil
BEM BEM and IT 0.02006 | 0.06244 | 0.000 | -0.2568 | 0.3188
marketing B Acc and EBM 0.12454 | 0.10605 | 0208 | -0.1942 | 04830
fimance
BA Dev studies | -0.120954 | 011507 | 0838 | -0.4082 | 02202
BA Dual 015781 | 0.11216 | 0.730 | -0.1900 | 0.5050
Honours /0. Phil
BA Dev BEM and IT 018050 | 0.08014 | 0.348 | -0.0781 | 0.4181
studies B Acc =nd EBM 027422 | 008551 | 0088 | -00220 | 05707
fimance
BEM marksting 013054 | 0.11507 | 0.838 | -0.2203 | 0.4903
BA Dual 029745 | 0.10224 | 0.070 | -0.0168 | 0.8147
Honours /0. Phil
BA Dual BEM and IT 012705 | 0.07450 | 0.587 | -0.3501 | 0.1032
Honours (0. = ond BBM | -0.02307 | 0.02084 | 0098 | -0.20%0 | 0.2588
Phil
fimance
BEM marketing 015781 | 0.11215 | 0.738 | -0.5058 | 01900
BA Dev studies | -0.20745 | 0.10224 | 0070 | -0.6147 | 0.0168
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Abstract

Privacy issues extend to students as universities acquire and use their personal
information for various reasons. This research study was aimed at determining
the awareness, expectations and confidence levels of students when the university
processes their personal information The research was also aimed at validating
the Information Privacy Perception Survey (IPPS) instrument. The instrument
was designed based on the Fair Information Practice Principles, incorporating
privacy principles and guidelines from the Organisation for Economic
Cooperation and Development s Protection of Privacy and Transborder Flows of
Persomal Data document, the General Data Protection Regulation and the
Zimbabwe Data Protection Act bill A survey research strategy was used
following a quantitative research design where data were collected from 287
students at a selected university using a convenience sampling method. The IPPS
instrument was validated using exploratory factor analysis. Seven factors
resulted: university confidence, privacy expectations, individual awareness,
external awareness, privacy education practice confidence and comrectness
expectations. The IPPS can be used by universities to establish the level of
awareness and confidence students have regarding how their privacy is upheld
by the university. The results show the areas of improvement in the vniversity's
privacy practices fo create an environment that instils and favours upholding the
privacy of students' personal information. Aspects for improvement can be
integrated in the university’s awareness programmes or policies.

Keywords: Privacy, personal mformation expectations, awareness, confidence,
questionnaire

1 Introduction

Privacy of personal information differs from country to country and many nations now
have privacy laws aligned to the mtemational privacy principles [1]. This research
focuses on privacy expectations, student privacy awareness and confidence levels of
students in universities’ capability to uphold privacy values. The protection of privacy
within the Zimbabwean context 1s partly enshrined in the constitution, although there
15 no prescription on how 1t will be executed and enforced [2]. This led to the drafting
of the Zimbabwe Data Protection Act (ZDPA) bill with the objective of gmding and
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protecting the privacy of personal information of individuals/people and
organisations/mstitutions [3]. [4].

Many studies have been carried out on privacy. privacy breaches and concerns. privacy
compliances, privacy culture, privacy practices. privacy and trust, privacy when online,
privacy m eLearning environments, and all this was done 1 industnies, the health sector,
for consumers and for employees of organisations [5]-[9]. According to [10]. 1t 1s not
easy and clear as yet within the Zimbabwean context to comprehend the privacy
expectations of students. their privacy awareness levels and their confidence m the
university’s ability to uphold the privacy of their personal information.

The objectives of this research were to deternune the awareness. expectations and
confidence levels of students when the university processes their personal information
and to validate the Information Privacy Perception Survey (IPPS) instrument using
factor and 1tem analysis.

2 Background

Privacy has been defined [11] i terms of the confined mentality of individuals that it
15 always limited to the ability to access personal data and the impact of self-disclosure,
especially on the mternet. This 15 1n hne with the privacy definition that privacy 1s “the
ability of an mdividual to control the terms under which their personal information 1s
acquired and used™ [12]. Privacy of students personal information at nmiversities 1s now
equally important, especially in the digital context where information can be collected
anytime from anywhere [13]. According to research [10]. it is important that a
university has measures that help in improving students’ personal information
protection after grasping thewr awareness, expectations and confidence levels in
privacy-related 1ssues.

2.1  Privacy awareness

Students” awareness of thewr privacy nights, umiversity privacy policies and university
awareness programmes 1s prudent. Awareness provides a perception about a situation,
similar to notice, which 15 one of the fundamental Fair Information Practice Principles
(FIPPs) for information privacy [14]. The awareness 1s normally concealed through
privacy notices by the university [14]. So 1t follows that students, as users, also need to
be aware of the importance of awareness about their privacy rights and university
privacy policies, especially when using electronic means [15]. University comphance
with the privacy policies, as alluded to by [16] and [17]. goes hand in hand with
awareness because a lack of awareness means that a user 1s not prvy to the finer details
needed to comply. which may result in non-compliance with privacy issues even by the
student. Research [ 18] has shown that awareness of privacy can also be used in creating
an atmosphere where all students are knowledgeable about all privacy-related 1ssues.
which also assists in their participation in university-related tasks. This must be initiated
by universities through the use of privacy policies and other awareness means. As
acclaimed by [17]. mstitutions are indebted in making sure that students are aware of
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the legal. moral and ethical expectations when they share their personal mformation
and one way of accomplishing that 1s through countless and timeous awareness
campaigns.

Awareness 1s typically conducted within organisations (universities) through privacy
notices [14]. Research results [19] indicated students” lack of knowledge mn
appreciating privacy awareness within umiversities. Awareness 1s deemed a
precondition for achieving compliance, as indicated by [20]. Results [21] also indicated
that compliance to laws, privacy policies and privacy concems are an end product of
appropriate awareness lineups in organisations. Universities need to stimulate privacy
awareness, which permits students to consent. particularly when handling personal
mformation [22]. The Zimbabwean constitution declares that it 1s the prerogative of the
data controller (umversity. mn this case) to propagate and publicise knowledge. and
hence awareness, to students [8].

2.2 Privacy expectations

FIPPs claim that individuals (students) expect pnivacy of their personal information
[23]. There 1s an expectation that the collection of personal mformation will be as
minimal as possible and relevant to the purpose of collection, even when there 15 a
requirement that the organisation (university) acquire personal information and process
it [23]. Research results [6] pomt to the fact that consumers regard organisations
(nstitutions) with expectations of privacy when they process their personal
mformation. In the event that the consumers (students) start to perceive the organisation
(umiversity) as having shortfalls in meeting their privacy expectations, they tend to
become impassioned and consequently and might reject personal nformation shanng
with the data collector (unversity) [24].

2.3 Privacy confidence

It was proved that sometimes students do not have aneed to seek documentation related
to privacy from the university because they have full confidence in their mstitutions
upholding privacy [7]. According to [25]. a sense of trust that implants confidence 1s
strengthened if unmiversities make privacy pledges which will eventually create a
privacy culture that saturates the whole university as an institution. Research [26]
corroborated by [27] indicated that trust is an element of confidence, which 1s to be
tested within this research to validate its relevance for students’expectations and
awareness. This implies that if privacy regulations and protection are improved and
prioritised, the confidence levels of the users (students) will mcrease proportionally
[28]. The lack of trust 1n using personal information can have negative implications like
low confidence levels of students 1 the university [26]. [29]. This was also emphasized
by [27], which indicated that 1t would have undesirable retrogressive consequences.
Low confidence levels in the business (university) by customers (students) can be a
result of data and privacy breaches [30]. In the end. 1t 15 the mandate of the university
to come up with privacy policies and make the students knowledgeable about 1t 1n a bid
to increase confidence and compliance with the privacy policies [31]. The
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mmplementation of an information privacy culture within mstitutions mspires trust and
hence confidence as attested by [29].

3 Methods

This research study was conducted using a survey research strategy in a deductive
approach of a quantitative research design. The questionnaire survey was used as a
research method to gather information on students’ perceptions and behaviour [32]. In
terms of ethics [33]. surveys tend to have the advantage of not exposing participants as
it can be anonvmous. The online distribution of a questionnaire 1s fast. inexpensive,
with moderately faster turnaround tume, easier administration and easy follow-ups,
which all help to increase the reliability of the mstrument since many responses reveal
more detail [34]. Furthermore, most quantitative research adopts the survey design, as
posited by [35]. Online surveys were chosen and according to [35], surveys are efficient
and effective when the respondents are all mnformation technology literate and have
access to the internet, like i the case of students in this research.

31  Questionnaire

The quantitative IPPS instrument was developed with a set of 54 items based on a
theoretical framework [10]. all perceived to be of similar value. to which the
respondents responded by agreemng or disagreeing with each item or statement. A five-
point Likert scale was used with options being strongly disagree, disagree. do not
disagree or agree, agree and strongly agree. After using theories from the literature to
design the statements. the statements were subjected to a process of expert panel
review. The experts assisted by undertaking a focused and comprehensive review of
the questions, structure of the questionnaire and its suitabality, and provided feedback
or made recommendations [35]. [36]. The expert review panel consisted of four people
with experience in privacy consultancy, data protection. privacy compliance and
privacy advisory services. The experts recommended the restructuring of some
questions for clarity and some statements which were deemed inessential were adjusted.

After the expert review, the mstrument was used with a total of 15 students mn a pilot
study. The purpose was to make sure that the statements were clear, easily understood
and comprehensive. A pilot study helps 1 assessing if the questions are comprehensible
to the targeted audience, ensunng that the instrument used m the study 1s reliable and
valid measures of the constructs of interest (1.e. face and construct validity) [37]. After
the pilot study. the time was reduced from 20 to 15 minutes. Also, clarity was added to
reduce the notion that some questions were repeated, since each statement was assessed
from the three dimensions of awareness. expectations and confidence. A statement was
consequently added to the instrument to this effect.

In the design of the IPPS, an mtroduction with a preface and some privacy defimitions
used 1 the research study were included in the front section. The research instrument
was drvided mto two sections that would assist 1n achieving the stated purpose of the
study: Section 1: Biographical Information and Section 2: Personal information privacy
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— Awareness. expectations and confidence questions. Section 1 required personal
information such as the age, gender, nationality, leamning mode, vear of study and
programme. Section 2 contamed nine components of the questionnaire. Each was
measured in terms of the three dimensions (i1e. awareness, expectations and
confidence). The nine components used the FIPPs as the baseline and were underpinned
in the OECD’s Protection of Privacy and Transborder Flows of Personal Data document
of 2013, the General Data Protection Eegulation and the Zimbabwe Data Protection
Act[10].

3.2  Sampling

Students at a university i Zimbabwe were selected as the sample by virtue of them
being registered students. The sample size was derived using the rule of thumb
suggested by [32], multiplying the five-point scale with the number of items in the
questionnasre in order to have enough responses to statistically wvalidate the
questionnasre. This gives the minimum number of responses expected from the
respondents in the research. For the sample size. 270 was the minimum number of
students required to participate. A non-probability sampling technique was used for the
survey. The researchers chose purposive sampling for the selection of experts to
participate in the expert panel research on the survey questions. The experts were
recruited based on their expertise n the field of information privacy. The researchers
also chose convenience sampling for the pilot study participants because 1t allows for a
quicker way of obtaining the data since the researcher picks “whomever 1s convenient
as a participant in the study” [38]. For the final survey, the convenience sampling
method was considered the most appropriate [35], [39]. Two hundred and seventy eight
students participated in the survey, which was an adequate sample. The researcher
recruited the participants by means of a presentation to the students highhghting the
purpose of the research and also seeking their participation. Participation in the research
was voluntary, anonymous and confidential.

3.3 Questionnaire administration

In this research study. an invitation with a hyperlink to the html questionnaire was sent
to the respondents through email as the pmary method for sending out the survey.
Hard-copy questionnaires were provided to some students who indicated their
unavailability on the internet. The estimated completion time for the questionnaire was
approxmmately 15 munutes and the collection period was five weeks. The
electronic/onlme IPPS was administered using the Survey Tracker software [40]. There
was a “Yes” and a “No” button to the questionnaire where the students could click on
“Yes” if they consented to continue to participating and move to the next page or “No”
if they no longer wanted to participate and 1t would move to the last page.

3.4  Data analysis

The data analysis was done using SPSS version 25 for the descriptive statistics per
subscale (such as the means and standard deviations) and for the questionnaire
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validation using the Kaiser-Mever-Olkm (KMO) measure and Bartlett’s Test of
Sphericity (BTS). factor analysts and Cronbach alpha analysts.

4 Results

The results of the responses per age band are shown i Table 1.

Table 1: Survey responses

Response Frequency | Percentage
1996-2019 67 233
1977-1995 177 61.7
1965-1976 41 143
1946-1964 1 03
Born 1945 or earlier 1 03
No response 0 0.0

Of the 287 responses, 143 were female and 140 male respondents with four who
selected the “Other” option. 284 were Zimbabweans and three were from other African
countries.

4.1 Validation of measurement instrument

The collected data was first subjected to the KMO to measure the sampling adequacy
and the BTS to ascertamn the presence of corelations and sigmificance among the
variables [41]. The BTS 1s considered significant at the level of p < 0.05 [41].

Table 2: Test for sample adequacy and significance

Kaiser-Meyer-Olkin Measure of Sampling Adequacy 0.647
Bartlett's Test of Sphericity | Approx. Chi-Square 231.517
df 6.000
Sig. 0.000

In this research. a KMO value of 0.647 was obtamed — greater than the threshold value
of 0.60 postulated by [41]. [42]. mplymng that there was a strong correlation structure.
The BTS was significant at p = 0.00 for overall significance for the awareness,
expectations and confidence concepts. adding further evidence of sampling validity and
the conduct of exploratory factor analysis (EFA). The value showed that a meaningful
factor analysts could be conducted, as attested to by [43].
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4.2  Factor analysis

The IPPS was subjected to the EFA usmng the principal axis factoring with Oblimin

rotation with Kaiser normalisation. The rotated pattern matrix for the 54-item
mstrument 15 shown in Table 3 in Appendix A

In research, 1tems with factor loadings that are less than the agreed threshold (= 0.40)
[43] and those with cross loadings that are high (with < 0.20 difference) 1 a single
factor are eltminated. In this research, ttems with lower factor loadings but above the
cut-off loading included ttems 11, 23, 26. 27, 36, 38, 39, 45, 58 and 59. They were all
retamned except item 59. which had a cross loadmng together with item 41 which were
excluded. Factor 6 had two items and therefore it was excluded. Furthermore, the
Cronbach alpha of factor 6 was very low (0.225), which falls outside the cut-off
Cronbach value (= 0.7).

The new factors were labelled based on the items in the respective factors. The
Cronbach alpha measures the internal consistency of a scale [43]. The Cronbach alpha
values for the new factors, number of 1tems and the Cronbach alpha are shown in Table
4 below.

Table 4: Cronbach alpha values for the new factors

Factor/Dimension Number Cronbach

of items alpha
Factor 1: Umiversity confidence (UC) 8 0.922
Factor 2: Privacy expectations (PE) 7 0.789
Factor 3: Individual awareness (IA) 5 0.820
Factor 4: External awareness (EA) 3 0.807
Factor 5: Privacy education (PE) 4 0.737
Factor 6 (eliminated factor) 2 0.225
Factor 7: Practice confidence (PC) 8 0.917
Factor 8: Correctness expectations (CE) 6 0.781
Total 43

The final seven factors had Cronbach alpha coefficient values that were higher than 0.7,
which mdicated that there was a strong ttem covaniance [32], [35] of between 0.7 and
09, rendering the values adequate as posited by [34]. This resulted m the Cronbach
alpha values being considered suitable and adequate for the purpose of this study. The
Cronbach alpha values for factor 6 (eliminated factor) was very low, with a loading of
0.225, and thus it was removed. An extract of the questionnaire statements per factor 1s
shown in Table 5.
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Table 5: Chuestionnaire statements extract for the new factors

New Statement Component
Factor examined
University [ am confident that the university has reasonable | Use limitation
Confidence Tustification (e.g_ consent, a confract, legal requure-

ment) for processing my personal nformation

[ am confident that the wmiversity's pnvacy notice | Notice/ openness

15 easy to understand.
Privacy  Ex- | I expect mv personal information not to be dis- | Use limitation
pectations closed made available or used, imless it is in line

with the law.

[ expect the pnivacy policy fo be easily understood. | Pnvacy policy
Individual [ am aware that I should be able to request copies | Individual — participa-
Awareness of the records of my personal information from the | tion

miversity.

[ am aware that the university should have a pro- | Individoal — participa-

cess whereby T can request whatever personal in- | tion

formation the unrversity has collected about me.
External [ am aware that the university should specify the | Purpose specification
Awareness purpose of collecting my personal information.

[ am aware that the purpose should be specifiedno | Purpose specification

later than at the pomt of collection.
Povacy Edu- | I am aware that the umversity should, as part of | Prvacy education
cation best practice, conduct prvacy trammg for sto-

dents.

[ expect the wmiversity to conduct privacy fraiming | Privacy education

for students.
Practice Con- | am confident that the umiversity conducts privacy | Privacy education
fidence training for students.

[ am confident that the pnvacy policy 1s easily wn- | Privacy policy

derstood.
Expect Cor- | I expect the university to take reascnable steps to | Information quality
Tecmess ensure that my personal information processed by

them 1s correct (e.z. accurate, up to date, complete

and relevant) for the purpose of collection.

[ expect the umversity to specify the purpose of | Purpose specification

collecting my personal mformation.
4.3 Means and standard deviations of the factors interpretation

Research conducted by [44] used an average of 4.0 as a threshold for distingnishing
between positive and potential negative perceptions given the importance of privacy
and mformation secunty together with the legal requirements for privacy, and this was
used as a baseline for this research. Table 6 shows the mean and the standard deviation
values for the final seven factors.
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Table 6: Mean and standard deviation values for the final seven factors

Descriptive statistics

Std
Factor N Alin Max Aean | deviation

University confidence 287 1.25 5.00 3.5740 0.90282

Privacy expectations 287 2.86 5.00 45610 0.41050
Individual awareness 287 1.80 5.00 4.0774 0.75485
External awareness 287 1.67 5.00 4.1429 0.77054
Privacy education 287 1.75 5.00 41254 0.73406
Practice confidence 287 1.63 5.00 34194 0.88332

Correction expectation 287 2.33 5.00 45296 0.45205

Valid N (listwise) 287

Using the cut-off value adopted from [44] as the baseline, the following were observed:

A mean value of 4.56 was recorded for the privacy expectations (factor 2).
which 15 more than the cut-off value of 4.0 prescribed. It shows that students
had positive perceptions about how the untversity handled and used their
personal information.

Correction expectation (factor 8) showed a mean value of 4.53, which was
also considered to be highly positive in terms of students” perceptions.
External awareness (factor 4) recorded a mean value of 4.14. This also shows
positive perceptions.

Privacy education (factor 5) recorded a mean value of 4.13, which 15 also
above the cut-off value. This also shows posttive perceptions of students.
Individual awareness (factor 3) recorded a mean value of 4.08. showing
slightly positive perceptions of students.

University confidence (factor 1) scored 3.57. which 15 lower than the cut-off
mean value. This shows that the perceptions of confidence and the confidence
m the university could be improved.

The lowest mean value was recorded under practice confidence (factor 7) with
a value of 343 This represents the most negative dimension, for which
improvement was required.

From the results, it can be drawn that privacy expectations and correction
expectation are meaningful factors which are prvotal for the development of personal
nformation privacy for a umiversity, resulting in students developing confidence with
the university in upholding the privacy of their personal mformation.
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5 Discussion

The results show that the students had both positive and negative perceptions about
how the university handled and used their personal information. Based on the research
mstrmument used, the students had positive perceptions and expectations of privacy
components like the use limitation, privacy policy, collection limitation, consent and
notice/openness privacy components. These included the expectation and awareness
that the university would justify the need for information collection and processing,
confidence to be given, the provision to review collected personal information,
confidence in the existence of the publishing privacy notices and privacy policy, and
that these would be easy to comprehend.

The students had positive perceptions on the correction expectations. This focused on
students’ expectations of the university., on how the university had to come up with
privacy policies and notices that were easily understandable, that the umiversity would
only use students” personal information for extreme scenarios like legal requirements
and that this would be done with the students” consent. They expected the university to
justify the collection and processing of their personal mformation, the information
should not be just disclosed. Students also seemed to be aware of what they needed to
do individually to uphold the privacy of their personal information. Individual
awareness recorded positive perceptions by students in terms of consent, use limitation
and individual participation. These included being aware of when to opt 1 for the use
of their personal information. their nghts to opt out in case they no longer chose to share
their personal information and being aware that they had the right to decide who to
share their personal information with The university can focus on increasing the
students’ individual awareness levels by engaging in privacy training sessions, sending
short message service (sms) or emails, letters and other notices.

External awareness also showed positive perceptions. This revealed perceptions about
students” awareness levels in specifying the purpose of collection and the limitations of
mformation use thereof. Students seemed to be aware and expected the university to
remind them continuously of privacy-related issues through privacy newsletters,
magazines, notices and so on as part of privacy best practices. Smdents were aware and
expected the university to conduct privacy training to increase their privacy awareness.

The results showed that practice confidence was an area needing improvement,
especially in terms of how to handle consent, privacy education, individual
participation and privacy policy. Another area of improvement could be the university's
privacy practices in creating an environment that favours the upholding of privacy of
personal information. The university has to improve and create an environment that
mstils student confidence m the university regarding privacy.

The contribution 1s the identification of the factors and validation of the questionnaire.
Further more the questionnaire can aid univenisties to identify how to further improve
student awareness about privacy to be i line with their expectations. This will
ultemately aid in better protection of student personal information also aiding
addressing concerns for information privacy amongst students.
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6 Limitations and future research

This research was conducted on one mstitution. In future, research will aim to extend
the study to wider sample of universities. There 15 also need to validate the conceptual
framework using structural equation modelling (SEM).

7 Conclusion

An IPPS questionnaire was developed for this research to measure the expectations.
awareness and confidence of students i the umiversity upholding the privacy of their
personal information. After the questionnaire was used at a university i Zimbabwe,
the data obtained was used to validate 1t by means of the EFA. The results from the
validated instrument led to the formulation of seven new factors. The questionnaire can
be used by other universities to measure and improve the privacy awareness and
confidence based on the expectations of students thereby aiding to improve the
protection of personal information

Acknowledgement - The researchers are grateful to Orgamisational Diagnostics for
hosting the survey and Liezel Korf Associates for assisting in the statistical analysis.
This research paper 1s wholly supported by Unisa’s Master’s and Doctoral Research
Bursary funding.

Appendix A

Table 3: Rotated pattern matrix for the eight-factor model

Item Factor
number 1 2 3 4 5 6 7 8
930 0.77
q19 0.76
q18 0.73
q24 0.62
931 0.62
q13 0.60
q25 0.60
ql2 0.56
q28 0.63
q29 0.60
q46 0.59
q47 0.58
934 0.54
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MNumber

[ ]

LS
4
eFy
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Q58

044

gll

042

36

-0.59
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a7

-0.87

q2?

-0.46

g3B

-0.45
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-0.44

g20

-0.80
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-0.68

g6
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gag
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g3l

ga2

g33

adl

g4l

Q36

gbl

-0.54
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-0.81

a6l

-0.80

-0.74

agd3

-0.65

49

-0.58

qd8

-0.54

gl

-0.53

qlé

q22

ql?

gl4

q23

gdl

Extraction method: Principal axis factonng
Fotation method: Oblimin with Easer normalization

a. Fotation converged m 25 iterations
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Absiract

In this research an information privacy calture is proposed o be embedded in thres
basic concepis; stademis’ privacy expectations, privacy awarensess and coofidence in
umiversifies” capability to uphold information privacy. The aim of this ressarch was
address the lack of an informaten prvacy culhme famework in the coofest of
universifies m Zimbabwe, the upswge of prvacy breache: m these instiniions and the
nead fo assist them in processmg the inforoation in line with regulatery raquiremenis.
The main objective of this study was therefore to ascerfain the key components of a
student persomal information privacy cultare (SPTPC) conceptual framework for
universities in Zimbabwe. A scoping review was conducted and a SPIPC conceptual
framework is proposed.

1 Introduction

The protection of any nanwal person mn relafion to the precessing of their parsomal data is a
fimdamental human gkt (Zimbabwe Data Protecton Bill, 2013). The proteciton of privacy is enshrined
m the Constihation of Zimbabwe (Zimbabwe Constihaton Parliamentary Committes, 2013). However,,
the Zimbabwe Diata Protection Bill (ZDPE) sl awaifs presidential assent and promulgaton (Chetty,
2013). Universities are public entities and hence the ZOPH will apply to them in terms of personal
mformation usage Universifies will peed paidance, liks a famewerk (Tvanova, Grossack & Holotesou,
3015, to implement the provisions of the bill but there are none yet A privacy framewark can assist
mstingtions in leveraging stadent personal information self-determination (Mulligan Koopman, Doty
& Mulligan, 2014) and creating a cultare of protecting shadent informatson.

Smce an infarmation sacurity culture can be extended fo encomipass the concept of privacy by vins
of privacy being a subset of security (Da Veira & Martins, 20175), it follows that awareness and mraining

K. Njengn (od.), ICICIE 2019 (Kalpa Publicasions in Compulng, vol. 12}, pp. 143-166
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are critical to the success of any information secumiy migative. Thiz moplies that in ardsr to msil a
privacy culmre, awareness of personal information privacy & critical Ir also follows that if an
orFanisation (umiversity) is fo cemply with repulsfery requirements and profect thelr customers’

(shadents”) persopal mformation, trost bas to be acommlated (Da Veiga, 2017). Curenily, m the
Zimbabwean context, it is a difficult task to analyse and comprehend stodents’ expectations of
mformation privacy, ther awareness levels of information privacy as well as their privacy confidence
levels in umiversities” ability to indesd, mest poivacy expectations and legal oblipattons. This i so
because thare is no reference point i measure these concepts fom ap ndusoy or academic literamurs
perspecive. Provacy as a research area requires afiention given the increase in data privacy breaches
such as on Facebook where personal data were harvested to influence the 3016 US elections withous
users” knowledge (Samtanen 20120, In the Zimbabwean context, Hamre Insdtuie of Technology (a
miversitny) was attacked twice in the space of two years and sensitive informatien like names,
regismation oumbers and passwords were stolen (Mudzngwa, 2018), which ameunts to privacy
breaches in terms of the personal information of students. With this background, it becomes essential
0 implement measures in order to improve the protection of persomal information, inchading shadents”
personal information.

The ZDPE, together with the Orzanization for Economic Cooperation and Development's (OECD)
Privacy Framework of 2013, the privacy principles of the General Data Protection Regulation (GDPR)
and the Fair Information Practice Primciples (FIPPs) as the baseline will be used in desipming a
canceprial stadent personal infarmation privacy cultare (SPTRC) framework that universitiss can use
when processing students” personal information fo create a culiurs of privacy. This stady was conducted
m the cootext of information systems, considering the concept of data privacy to protect personal
mformation fram a regalatory parspectve.

2 Background

An information privacy cubhure is defined by Da Velga (20182:1) as “the perceptions and belisfs a
mation has about the processing of citizens” personal information, what expectations they have and how
they believe erganisadons are mesting these expectations Siven certain mfarmation privacy principles
(ior requirements)”. This prvacy cultare omist be culivated within ap organization so that individuals
preserve information privacy, thereby upholding the confidsnfiality, integrity and availability aspacts,
which is evident when people comply with regulatory requirements (Ta Veiga & Marins, 20013).

Within the contest of this research, an information provacy cultare is proposed fo be embedded in
thres bazic concepts: students” privacy expeciations, privacy awareness and confidence that universites
uphiald information privacy.

The proposed information privacy Tamework hinges on privacy guidslines 1ike the FIPPs, OECD
Frotection of Privacy and Transhorder Flows of Personal Daf of 2013, GDPE. and ZDPE in crder to
direct individuals within mstifofiens o mproving regalamry compliance (Choa, Herbland, Wone &
Chang, 2017). Universities need to understand the privacy expectations of students so that they can
better protect students” personal information that they collect. This will mcrease students” confidance
m the processing of their persoral mformation by the university and belp them to have less privacy
concems (Tachello & Honz 207), apd is a pew dimension of informadon techoology ressarch
(Mamonoy & Banbunan-Fich, 2018).
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From a broader perspective on privacy compliance and abuse in Zimbabwe, Easeke (2015
hizhlizhts that Zimbabwe neads lemslation to protect its citizens against the misuse and abuse of their
personal mformadon This follows the miling parny’™s use of cidzen:s’ persemal information for
CAmpaiEming parpeses without their copsent. This information was harvested by the Zimbabwe
Electoral Commissien (ZEC) for the biometric woters’ roll and incloded names, addresses and cell
phone details Unformmatzly, the lack of lepislytion and a well-articulatzd data confroller far
accountability purposes meant that no remedial action was taken. In addition, itis a norm that the voters”
roll showld be bighly secured since if commins very sensitive information. In the case of Zimbabwe, this
was made pahlic enline for aryons to see Ifthis could kappen to the whole nation, thers i= no Fuarantes
that universities will not fall vicom o mformation privacy abuse. All these problems attest to the lack
of a rezulacor and oo decumented pemalties for the misuse of personal information as prescribed by the
IDPB.

Besearch (Chuoa et al., 2017) has revealed and exposed the faihme of instifufions i comply with
privacy policies as well as ragulatery requirements A majer concem with universites collacting
shadents” personal information is that they effen use it for pumpeses for which it was not originally
meended and which resalt in privacy breaches (Ameld & Sclater, 2017). Personal information requires
befier safegnarding in arder to prevent breaches and thete is a peed to develop incident response plans
to improve the profection of privacy (DECD, 2013). Privacy breaches are mainly atiringted to thass
who are supposad to safemuard the data (Tachello & Hong, 2007). The university is the safezuardms
emiify in the context of this ressarch and they have a responsibility ef instilling an infarmation protection
culmure to aid in meeting smudents” expectations and regulatory requirsments, SUppressing prvacy
concems. Infarmation privacy concemns can affect one’s inf=nton i provids information due fo lack of
must and willingness to engaze with the umiversicy (Chua et al., 2017). Privacy breaches could be an
mdiration of non-compliance with the regulations on data protection (Da Veiga, J018a). Compliance
can be achieved if suitable standards are incerporated in privacy regulatory fameworks n an effactve
MAMNer.

2.1 Related Work

Limited frameworks for the provacy of students” personal information and the privacy of personal
mformation n gensral are in wse OF note is the University of Califormia, whose privacy framewark
derives from various privacy principles, inchading the OECT CGuidalines on the Protection of Privacy
and Trapsborder Flows of Personal Data (Yudef 2013). It contains privacy principles puided by the
Antooomy Privacy Principles (fes inquiry, respect for individual privacy and survedllance) as well as
mformation privacy principles guided by the six principles of privacy by desizn, choice, notice and
mansparsncy, information correction and review, information protection and accountability (Yudof
2013). However, the Tamewark does nof touch on stadents’ awareness of privacy reguladons and thers
i5 oo roadmap for how stadents can develop confidence in the aniversity in femms of privacy. BSA,
which is a leading plobal software company, has a 10-component prvacy framework fo upbold the
privacy and sequrity of their clienis” persomal dam (B5A. 201%8). These are fansparency, purposs
specification, informed choice, data guality, consumer confrel, security, fcllifating data use for
lepifimate interest, accountabilicy, lezal compliance and enforcement, and infernational interoperability.
The parpose of this is te give users more comirel over their personal infommation, which is in line with
consumers” expectations (B34, 2018). Anocher seneralised privacy framework is that of the Ofice of
the Australiyn Information Commissioner (DAIT) which was designed to assist in developing a privacy
roadmap for apy entify (inchding a university), with the explicit target being how it can be achieved
(DATC, 2015). The framework focuses more on information prvacy compliance, with nothng in place
for expectations and awareness thereof.
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In companizon to this ressanch, the abevementionad framewearks do not incorporate student privacy
awarensss and stadent privacy expecations. Althoush stadies have been camied out to assess vanoos
COnCepts Within university eovironments, pone has been dome on the awareness of stodents, their
expeciations and the atwibutes that increase snadents” confidence in the university's ability to upbold
their privacy. The few framewarks do not take copnizance of the FIPP:, which is another mativating
fictor for thic ressarch as this study incorporatzs the FIPPs as the srounding privacy principles.
Moreover, most of the famewarks forns on the mplementation of privacy, highlishting varous steps
t0 e adhered o withour pecessarily lookinz at other componsnrs like awarsness, expectadons and
confidence in the instingtion. Thus the need for a framework and diagnostic tool to assist universities in
mderstanding students” privacy concems and expacations of the protection of personal information.
privacy amd aid in giving effect to the constitational right to provacy.

Thiz smudy focuz=d on the development of a SPIPC concepiual framework for the processing of
shadents” persomal information in Zimbabwe. Thiz famework will oed only incorporate stodents’
privacy expectations buf will also enbance their awareness in the process and instil confidence m them
that the umiversity is commitied to praserving therr privacy mghis. The SPIPC Famework will be used
25 a theorefical framework for the development of a validated SPIPC diaznostic instrument in fuofure
research.

2.2 Problem Statement

Partly inscribing the privacy requiremsnts in the constinmion is insafficient for providing a privacy
conplianse poidelins on how persoral information shouwld be nsed Since universities are public enfifies,
the ZDPB will apply to them when processimg the personal information of students. Universities will
require guidance such as a Tamework to mmplement the reguirements in the constrotion and ths ZDEE,
bt as yet, there are none in the context of Zimbabwe. A SPIPC conceprual framework can provide
guidance to universitiss in the implementation of privacy requitements while addressing stodents’
expectations of privacy o order fo create a cultare whers privacy is uphold.

2.3 Pesearch Question
Thiz r=zearch stady was guided by the followinz research question:

Fhat are the kay components gf an SPIPC conceniual framewark in the consext gf unhversities in
Zmbabwe?

The remainder of this paper is souctured as follows: In Section 3, the scoping review and
methodalogy of the shudy are discussed. Saction 4 contains a discussion of the privacy concepts of the
SPIPC framewark, Section 5 focuses on the privacy components of the SEIPC famework and Section

6 details the SPIPC framework In Section 7, the expected confributions and some foture work on this
research were disonssed: Secton B conchides the shady.

3 Methodology

A scoping review was conducted and the concephaal SPIPC framework & proposed A scoping
review i3 “a form of knowledes synthesiz that addreszes an exploratory ressarch guestion ammed at
mapping key concepts, iypes of evidence and zaps in research related to a defined area or feld by
systematically searching, selecting, and syncthesising existing knowladze” (Colquboun et al,
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H014:1207). It 5 an overview of a larger field of research aimed at mapping the key concepts
imdsrpinning a research area and the main sources and types of evidence avatlable (Coelqubeun, 2016).

Data collection was i the form of literanms ssarches of databases that nclade Web of Science,
ACM, EEE Xplore, Google Scholar and Scopus. The literature search period inchaded years of
publication mogng fom 2000 to 2018, Belevant articles that matched the search were r=ad and relevant
omes were selacted. Studies cutsids the publicatton dates were excloded: smudiss char did not address
shadent expecfations on privacy, awarensss levels on prvacy and confidence levels on povacy wers
also excluded

Smee the scoping review was adopted for this study, Fizue 1 is a summary of bow it was conducted
during the literafure szarch

Baarch from elecironic databasss
[%CH, IEEE Xpiore, Sage
Fessarrh, BriemceDirect, Soopus, Soogle se=arch smgine SOUNCES
Google Scholar and Web of TOTAL = n=BET
Achence] bt T
n=1786
Duplcates dscarded
1285 -
_\_\_\_\—\_-_-_.__,—I—'_'_'_'_'_'_'-

Screening of reconds = 1117

absiracis = B28
Exciusion based on
Elgbie publicabons = EEB elglolity amd papsr
Hithe w SES

comditons mecessary for Imcheskon
In the study

185 shudles mat ‘

Figure 1: Scoping review literarore search summary

The aboeve fizure of the scopine review for this study shows thata total of 1765 searches of elecronic
material Tom various elerironic databases were dops. These were uploadad to the Mendeley deskiop
library for easier mamapement Searches of Lterarore material were also done, with 637 Google
retrievals. This gives a total of 2402 literature sources. Among these, 1255 were discarded as duplicatss,
leawing 1117 literature sources for screeming. For inclosion, the focus was on keywaords such as the
illowing: “persomal information”, “privacy”, “information privacy culfme”, “stadent privacy
gwarensss, “povacy and expectations”, “mrovacy and confidsnce”, “povacy conoems”, Cprivacy
breaches”, “privacy commliance”, “prvacy perceptions” and “student privacy famewnrks”. For
excluzion, twa steps wers followed The first step was based on absmacts and 319 Hoeratare sources
were encluded, leaving 58S sources. In the second step, sources were excluded basad oo fifle and
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elizibility; 483 sources were excluded. This lefi 105 literapure sources that met the conditions for
mchsion into thiz sudy. These 105 sources were used to define the concepts of the SPIPC fmmework

4 Privacy Concepts

Privacy & a paramount concept that needs to be observed within the universify emvironment
Stadents have their own expectations as well as awarsness levels of privacy, which must kead to the
development of confidence that the umiversity observes and upholds the privacy of thelr personal
mformation. As pointed out by Da Veiga (20150), confidence in terms of privacy indicates that an
orFanisation implement: privacy regulatory Ieguiements when handling custemers’ (students’)
personal information. The thres concepts namely, stadents’ privacy awarensss, privacy expectations
and confidence m the university are depicted in Figare I as the first bullding blacks of the SPIPC
framework. The thres concepts are disonssed fom the sudent’s perspective (Le. the stady was stadent
cened).

Privacy Awareness Privacy Expeciations Confidence on

CONCE PT S

Fizure 1: Privacy concepis

4.1 Privacy Awareness

Awareness is created through the privacy notices of the university (Vail, Earp & Anton, 2008).
Besearch results (Chen & Ismail 3013) show that smadents lack kmowledze and understanding of
privacy within imiversities Awareness is a prerequizite of compliance (Aghasin Garg, Gao, Yu &
Momipomery, 2017). Ressarch by Wwasze, Zavarsky and Bahl (3018) alse show that complian: e with
privacy policies and laws, and privacy concems, are a result of proper awarensss programmes o
orgamizations. Lawler and Malbazzo's (201 1) research resonates with that of I:abwe and Reichert (2013)
m recommending that universities should promete prvacy awarensss and allow stadents fo exsncise
their right to privacy and have consent confrol, especially when processing personal information. As
mdicated m the Constitefion of Zmbabwe, it is the duty of the dafa conmtroller (the umiversity) fo
disseminate knowledze and awarensss about privacy (Fepublic of Zmbabwe, 2013). Awarensss
mereases wsers” (students”) compliance with policies and willingnes: to give ar disclose their personal
information for positive use by the data controllar (umiversity) (Eurkovsky & Syta, 2011).

4.2 Prvacy Expectations

FIPP; recommend that individuals (sfudents) must have the sxpectafion of personal mformation
privacy (Cate, 2006). Even when there is a peed to obtain persenal informatien for processing by the
organisation (umiversity), a considerable degres of expectation of privacy rests on the belisf that the
collection will be minimal and based on relevance (Cate, 2006). Empirical results obtainad by Da Veiga
(200 8a) indicated that consumers have kish expecations of privacy in orzanizatons (nstinutions) wheo
processing their persomal informaton. If consumers (stdents) percaive the organisation (universin as
hifling w0 mest their privacy expectations, they tznd to becoms impassionsd and reject sharing their
persomal information with the organisation (umiversity) (Moron & Sasse, 2014).
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43 Confidence in the University

In some casss, stwdenfs have confidence in thelr mstitatons to the exient that they do oot sesk
privacy related fo documentation (Sfange, 2001). Privacy pledges by universities provide a sense of
mast that instils confidence and this resules in an mfermation privacy cultare that can permeate the
whaole institution (Alnatheer, Chan & Nelson, 2012). As Dwyer and Marsh (2016) point out, st is an
element of confidence; this is comoborated by the OECD (2013). If there is an improvement in privacy
profection and privacy regulations, nsers’ confidence fend to merease (B5A, 2018). Lack of tmost in the
ise of personal infarmation has a negative mipact on the confidence levels of students (Dwyer & Manh
J006; QAIC, 2015, Data and privacy breaches result in low confidence in custamers (students) towards
the usiness (umiversity) (Bush, 2016). Any loss of confidence ar fmust in the arganization or umiversity
will have mndesirable re:rngre:sil:'e consaquences (OECD, 2013). Thersfore, there is a need for the
Imiversify to be conversant of privacy palicies with regard o stadenrs, which wil evenfually increass
compliance with privacy pelicies (Furkovsky & Sy, 2011). A personal information privacy culture
within an arganistion of mstation inspires st and confidence in the entity (QAIC, 2015).

5 Privacy Components

The FIPP: were used as the baseline for the componsnts of this snidy and were complemented by
the OECD Protection of Privacy and Transborder Flows of Personal Data, GDPR and ZDPB. The FIPP;
ware nsed as the bassline becmethe'l- arz believed to be the founding and \mderlying sumdalines for
personal information self-regulation m the dizital world (Cate, 2008, Gellman, 2017). The OECD
Protection of Privacy and Transborder Flows of Personal Data of 2013 was a revision of the orizinal
FIPPs, underpinning the fct that mest privacy principles are anchored on the FIPPs (Gellman, 201 7).
In the coniext of this stody, discossions oo the SPIPC famework were done fom the stodent’s
perspecive. Two of the FIPP: components (Le. secursty and accountabiliny) are enforceabls by the
Imiversity since it is the university's prerogative. Accordingly, these components were exchuded from
adoprtion into the SPIPC Famework. The final six componsnts are pofics/openness, information guality,
purpose specification, use hmitaton, collection limitadon, and individoal participation or choice
Provacy policy, educaton and consent were added to these components.

3.1 Nofice/Openness

While notices are believed tn make smdents aware of privacyTelated issues, they also provide tnast
and confidence in the data subject (shadent, in this case), which is impertant for fosfering a relationship
between the panties concemed (Guffin 2017, Sange, 2011). Appropriate nofice & peedsd befors
personal information is collected (Cuffin 2017). Students expect nofices fo be shart, fexible and non-
ambizuons (Preuvensers, Joosen & Dis-Zuder, 2014). Metfices are assumesd fo make stifutions
mansparent amd opsn in terms of how they use the persomal information of the stodents as data subjects
(Fellman, 301 7). It is ﬂsulmpmtthatlfﬂmnmamm breach of a stadent’s personal information.
b= o1 she has to be podfied within the shertest period of time (Comeck, 2018).

5.2 Information Cuality

Information quality & imporfamt in achieving iotegrity of nformation within an organtsation
(imiversity) (Guffin, 2017; OECD, 2013; Zimbabwe Data Pretection Bill, 2013). Personal information
shendd e up to date, complete and acourate, without compromizing its relevance to the purposs for

which it & 0 be used (Gellman, 3017). It is the prerogative of the university to uphold persomal
mformation privacy for mformation quality (Guffin, 2017). This will increaze shadents’ confidence in
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the imiversify. The asswrance of information gquality is also measured by the presence of mformation
security (Bamerjes, 201 5.

3.3 Purpose Specification

In terms of the ZDPE, Cheity (2013) highlights that individual persemal information has to be
processed for an explictt, specified and legitimate reason; and this ooast be done on ar befare the tims
of collection In addifion, once the information is collscied, it must not be directed to or wsed for a
prarpiese mof previaushy specified unless this is done to comply wich the law (Eanmura & Cilliers, 2016).
Before any collection of personal information is done, consent nmest be obtainad fom the subject marer
{the student, in this case) {Johnston & Wiksen, 2012).

54 Use Limitation

The indsvidual (student) will expect the erganisation (university) to limdt the ameunt of information
they collect for use (Cate, 2006). The OECD Privacy Framework of 2013 specifies that “personal data
showld mot be dizclosed, made available or otherwise used for purposes other than those speciffied in
accordance with [the purpose specification principle] except: with the consent of the data subject, or by
the antherity of law™ (OECL), 2013:14). The importance of mandatory and fondamental consent in the
collection o7 use of any personal information is also siressed {Cate, 2004]). The purpose has to be explicit
and clearly spelt out (Robbins & Sabo, 2004).

5.5 Collection Linmtation

Collection minimization s imperfamt becanse the orgamisation (omiversity) should collect
mformation lawfolly, fairly and only for the specified purposes (Chetty, 2013). In this case, the
miversity should limit collection of personal information that is not neceszary for academic parposes.
Ifthfmnrd_r.atinn(unhmﬂh-i:mcnﬂznalargemmnfp&rmaliﬂmmaﬁnn&umﬂlew
(student), it will raise prvacy concerns among the smdents (Rasmussen & Dara, 2014). In realiry,
limiting the ameunt of micrmation collecied Mmorsases parficipation by stadenis and consequently
miormation privacy (Kokolakis, 2017).

3.6 Individual Participation/Chotce

Individualks, inchading snadents, must be given the right to participate in activities related to their
personal mformation (OECD, 2013 Zmmbabwe Data Protection Bill 2013). Their participation
mereases the konowlsdze and aszwance on how thelr personal information is being nsed by the
umiversity, uliimately bullding confidence m the amversity (Cate, 2006). The nght of participation
principle increases transparency in the use of students” persemal information (Tikkinen-Pin, Folunen
& Markkula, 2018). The undversity muast be able to provids a response as confirmation to the da
sabject (sudent) about personal information cellected (OECD, 2013). When making a request for
conformation about persomal information collected, the data sobject (stadent) has the mght fo follow
clearly set processes as stated m the individual pamticipation principle (OECD, 2013). Moreover,
students mast be able to amend their personal information as and when the need arises (Gellman, 2017).
Technolosy must oot affect how persoral information is accessed by stadents (Chetty, 2013).

Srodies have shewn that privacy pelicies address privacy concems and universities need it to instil
awarenass i students (Chua et al., 2017). Snadenrs also need o be educated on privacy-related issoes.
Faroog, Fakakhel Viranen and Isoabo (2016} reveal that povacy educaden & a key msasure for
reducing mformation privacy concerns. Cenimal to the processing of aoy persomal information is
consent, which st be sranted by the student a5 a basic boman right (Eurepean Unien, 2016; OECT,
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2013; Zombabwre Diata Proteciion Bill, 2013). This creates three more compopsnts, which were added
to the SPIPC famewark (Le. privacy policy, privacy education and conssnt).

3.7 Prvacy Policy

A privacy policy & a decument that disclases how arzanisations should collact, manage, disclose of
use a0 individoal s personal infarmation (Chia et al, 20170, Iis awavnthmmsmarfnfpaﬁma]
mformation and it should be in place (Chua et al., 2017). Privacy palicies should be easily understood
and should be short, precise and to the point (Vail et al., 2008). It is an expectation of the university
admiristrators that shadents need o read the whole privacy pelicy document in erder to be aware of
privacy-related issues (Lawler, Molbazzo & Deshi, 2013). Changne privacy policies contimeusly and
frequently will confuse shadenes (OECD, 2013).

3.8 Prvacy Eduocation

Education increasss awarensss (Fezmn & Marks, 2008). Prvacy education is very important as it
mforms the smadenis abnmmeraﬁmfnrmﬂmth&npmnm]mfummm,hmmemfm'mm
will b2 nzad, the sensitivity of the personal infarmation and what they will receive after charing thesr
personal information with the university (Izabwe & Beichert, 2013). Stadents need fo be confimsously
reminded of the privacy-related issues through privacy education (Sargsyan, 1015). The Expert Group
o privacy proposed that in order for the OECD Protection of Privacy and Tramshorder Flows of
Personal Data framework to be effective, privacy education is coical in reducing privacy breaches

2017). Therefore, ek of privacy awarsnsss can be solved by providing privacy education
to the stadents (Fink, 2012).

5.9 Consent

Consent is pot a principle bat rather a fundamental mght that should be clear before information i
shared (Eurepean Union, 2016; OECD, 2013; Tikkmen-Piri of al,, 2018; Zimbabwe Data Protection
Bill, 20137, It is an indivedual s rght to receive compmmication abeat, and to give confirm or withbold
confirmation for, when infarmation about them is to be wed (QECT, 2013; Zimbabwe Data Protaction
Bill, 2013). Srodents have the nght and choice of consent to opt to share their personal information
(Chua etal, 2017). If a sedent does not reguirs the contred sharing or recefving of certain messages,
bi2'she has the right to opt out (Knshnan & Vorobyov, 2015). Individuals, including stadents, must not
be harassed or infimidated inte giving consent (Cemock. 2018 Zimbabwe Diata Protection Bill, 2013).
I is imperative that the university is clear when they want to collect persomal information by consent
(Taddel & Comtena, 2013). By seeking consent fom the stodents, the university will increase the
shadents” must in the instihation regarding the nse of their personal information (QAIC, 2015, Sargsyan
2016).

6 Conceptual Framework

The SPIPC framework has two sections; the privacy components seciion and the privacy concepis
section. When combined, the researcher parceives the two sections as formulating the information
privacy culture within the universiry eoviromment, which mmst be cultivated to enbance privacy of
personal information. Figae 3 shews the SPIPC Samework; expectations, awarensss and confdence
m the university, with the adopted components.
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Figure 3: The SPIPC famewark
The privacy concepis and privacy components in the above diaFram are discussad below:

Prvacy Concepts: A university must thoive to fulfll and meet the three privacy concepts so that
privacy of stodents’ personal information is well articulated. The thres privacy concepts are used fo
measure the components. This means that every compenent mast be tested for awarzness, expectations
and confidencs.

Provacy Components; The Tamework's scope is groundsd on persemal mformation from the
shadent’s perspective oo the umiversity, as derived fom the FIPP:s, OECD Protection of Privacy and
Transharder Flows of Persanal Data, GDPE and ZDPE. The components are comsidersd fundamental
and every student meast play a role in adhering to them in & bid to have a posidve nformation privacy
culmure. When combined these compansnts aid in understanding the nformation privacy coltare
terms of students” awarsness, expectatons and confidence in the miversity.

7 Expected Contributions and Future Work

Thiz smudy meelved developing the SPIPC Tamewark based on the three concepts of students”
[TIvaCcy awareness, privacy expeciations and confidencs in the university. The ressarch also coniringed
to articnlating the three concepts from a stodent perspeciive. The mtepration of the prnciples of the
CECD Protection of Prvacy and Transhorder Flows of Personal Diata, the privacy goidelinss of the
FIPP;, the GDPR. directive and the ZDPB allows for easy adoption even beyond Zimbabwe.
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The SPIPC will be used to develop a diaspostic imstmument (guestionpaire) with s@fements
addreszing each concept of the FIPPs, together with the addifional concepts fom an awarsness,
expeciation and confidence perspectve. The questonnaire will be validated in 3 umiversity environmsni
mmmm&wﬂnﬂtewﬁdamdmmsmmmleqmﬁnnmdﬂhg{ﬂ‘vﬂ This will aid
imiversities in implementing privacy sxpectations while aiming to mest ragulatory regoirements. The
SPDEhmwﬂcma]suteu&edmntﬂummﬂuﬁmﬂ.ﬁ'l:a and other parts of the world to improve
the protection of prvacy of students.

8 Conclusion

The SPIPC famework was presented as formmilated fom the FIPP:, OECD Protection of Privacy
and Trapsborder Flows of Personal Data, GDPE and Z0PH, with nine components for building and
emsuring a privacy culrure within a university environment Balsvant literanirs raladng to the concepts
and companents were explored to develop the framewark. The framework will be used in fistare snadies
for the empirical mvestization of the relationships between the various concepts and components. It can
ko be wsed m other parts of the waorld or by industy i a bid to uphold nformation prvacy.
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