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Message from the SAICSIT President

The South African Institute of Computer Scientists and Information Technologists
(SAICSIT) was formed in 1982 and focuses on research and development in all fields of
computing and information technology in South Africa. Now in the 20th year of its
existence, SAICSIT has come of age, and through its flagship series of annual
conferences provides a showcase of not only the best research from the
Southern-African region, but also of international research, attracting contributions from
far afield. SAICSIT does, however, not exist or operate in isolation.

More than 50 years have passed since the first electronic computer appeared in our
society. In the intervening years technological development has been exponential. Over
the last 20 years there has been a vast growth and pervasiveness of computing and
information technology throughout the world. This has led into the expansion and
consolidation of research into a diversity of new technologies and applications in
diverse cultural environments. During this period huge strides have also been made in
the development of computing devices. The processing speed of computers has
increased thousand-fold and memory capacity from megabytes to gigabytes in the last
decade alone. The Southern African region did not miss out on these developments.

It is hardly possible for such quantitative expansion not to bring a change in quality.
Initially computers had been developed mainly for purposes such as automation for the
improvement of processing, labour-reduction in production and automation control of
machinery, with artificial intelligence, which made great strides in the 1980s, seen as
the ultimate field to which computers could be applied. As we moved into the 1990s it
was recognized that such an automation route was not the only direction in the
improvement of computers. The expansion of processing power has enabled image data
to be incorporated into computer systems, mainly for the purpose of improving human
utilisation. For most computer technologies of the 1990s, including the Internet and
virtual reality, automation was not the ultimate purpose. Humans were increasingly
actively involved in the information-processing loop. This involvement has gradually
increased as we move into the 21* century. Development of computer technology based
not on automation, but on interaction, is now fully established.

The method of interaction has significantly changed as well. The expansion of computer
ability means that the same function can be performed far more cheaply and on smaller
computers than ever before. The advent of portable and mobile computers and pervasive
computing devices is ample evidence of this. The need for users to be at the same
location as a computer in order to reap the benefits of software installed on that
computer is becoming an obsolete notion. Time and space are no longer constraints.
One of the most discussed impacts of computing and information technology is
communication and the easy accessibility of information. This changes the emphasis for
research and development — issues such as cultural, political, and economic differences
must, for example, be accommodated in ways that researchers have not previously
considered. Our goal should be to enable users to benefit from technological advances,
hence matching the skills, needs, and expectations of users of available technologies to
their immense possibilities.

v



The conference theme for the SAICSIT 2001 Conference — Hardware, Software and
Peopleware: The Reality in the Real Millennium — aims to reflect technological
developments in all aspects related to computerised systems or computing devices, and
especially reflect the fact that each influences the others.

Not only has SAICSIT come of age in the 21* century, but so has the research and
development community in Southern Africa. The outstanding quality of papers
submitted to SAICSIT 2001, of which only a small selection is published in this
collection, illustrates both the exciting and developing nature of the field in our region. I
hope that you will enjoy SAICSIT 2001 and that it will provide opportunities to
cultivate and grow the seeds of discussion on innovative and new developments in
computing and information technology.

Paula Kotzé
SAICSIT President



Message from the Chairs

Running this conference has been rewarding, exciting and exhausting. The response to the call for
papers we sent out in March was overwhelming. We received 64 paper submissions for our main
conference and twelve for the postgraduate symposium. We had a panel of internationally
recognized reviewers, both local and international. The response from the reviewers was impressive
— accepting a variety of papers and mostly returning the reviews long before the due date. We were
struck, once again, by the sheer magnanimity of academia — as busy as we all are, we still manage
to contribute fully to a conference such as SAICSIT.

After an exhaustive review process, where each paper was reviewed by at least three reviewers, the
program committee accepted 26 full research papers and 14 electronic papers. Five papers were
referred to the postgraduate symposium, since they represented work in progress — not yet ready for
presentation to a full conference but which nevertheless represented sound and relevant research.
The papers published in this volume therefore represent research of an internationally high standard
and we are proud to publish it. Full electronic papers will be available on the conference web site
(http://www.cs.unisa.ac.za/saicsit2001/).

Computer Science and Information Systems academics in South Africa labour under difficult
circumstances. The popularity of IT courses stems from the fact that IT qualifications are in high
demand in industry, which leads in turn to a shortage of IT academic staff to teach the courses,
even when posts are available. The net result is that fewer people teach more courses to more
students. IT departments thus rake in ever-increasing amounts of state subsidy for their universities.
These profits, euphemistically labelled “contribution to overhead costs”, are deployed in various
ways: cross-subsidization of non-profitable departments; maintenance of general facilities; salaries
Jfor administrative personnel, etc. Sweeteners of generous physical resources for the IT departments
may be provided. We have yet to hear of a University in South Africa where significant concessions
have been made in terms of industry-related remuneration. At best, small subventions are provided.
As a result, shortages of quality staff remain acute in most IT departments — especially at senior
teaching levels. What is even worse is that academics in these departments have to motivate the
value of their conference contributions and other IT outputs to selection committees, often
dominated by sceptical academic power-brokers from the more tradztlonal departments whose
continued survival is underwritten by IT’s contribution to overhead costs.’!

The papers published in this volume are conclusive evidence of the indefatigability and pertinacity
of Computer Science and Information Systems academics and technologists in South Africa. We are
proud to be part of such a prestigious and innovative group of people.

In conclusion, we would like to thank the conference chair, Prof Paula Kotzé, for her support. We
also specially thank Prof Derrick Kourie for his substantial contribution. Finally, to all of you,
contributors, presenters, reviewers and organisers — a big thank you — without you this conference
could not be successful.

Enjoy the Conference!
Karen Renaud & Andries Bamard

" This taken almost verbatim from Professor Derrick Kourie’s SACLA 2001 paper titled: “The
Benefits of Bad Teaching”.
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Computer Security: Hacking Tendencies, Criteria And Solutions

Martin Botha® Rossouw von Solms®

Department of Information Technology, Port Elizabeth Technikon
*pothamar@saps.org.za, ‘rossouw@petech.ac.za

Abstract Computer crime and more particularly computer hacking has become increasingly active in today's
business environment. Proof of this statement is a survey completed by the Computer Security Institute and the
FBI which revealed that corporations, banks and governments all face a growing threat from computer crime
(Berst, 1999, pl). Different methods can be used to control access to computer networks such as firewalls, but
none is hacker-proof. New ways and means must therefore be defined which will minimise or eliminate computer
crime. These ways should involve the utilisation of audit logs and user profiles in a proactive sense. Typical
proactive actions that can be defined include: online monitoring, template analysing, generation of reports and
generation of alert signals. The objective of this paper is to define and describe a proactive model which will
identify a hacking attempt before it has been performed, on any computer system with more effective and easy to
use graphical interfaces. This model should also provide useful tools for the security officer. It will inform the
officer of different levels of hacking attempts according to statistical predefined norms.

Keywords: Computer security, Computer hacking, Statistical solution

developed which will identify and inform the
1. Introduction information security officer. The model must
not only inform the officer of the different
level of attempted hacking stages, but it must
also provide the officer with guidelines to
control and solve hacking attempts. This
model needs some input from the operating
system which consists of audit logs, user
profiles and template analytical processes.

"Information is the lifeblood of any
organisation" (Peppard, 1993, pS).
Organisations are always seeking new
opportunities to utilise this information to
increase their sales, by looking at ways at
giving them a competitive edge over rival

organisations. = Some opportunities include . L
making their services available on the Internet Audit logs keep a record of most activities and

or to making use of electronic commerce events that occur on a computer system. They
technology. exist on numerous, if not all, computing

platforms such as UNIX, Windows NT, and
Firewalls. Thus, seeing that the audit logs
keep conscientious records of all activities and
events taking place on the computer system,
they should be very helpful in monitoring the
state of information security within the
organisation.

Organisations making use of these
opportunities will as a result open their doors
to outsiders.

Outsiders consist of old and new customers, as
well as criminals. Thus, no organisation can
today function without some protection against
criminals. Measures need to be devised to
provide protection of all information and
associated resources. Security controls (eg.
user authentication, logical access control,
audit logs, user profile) are such measures that
can be used to provide protection for this
valuable information that is found on computer
systems within an organisation.

The second component of the model is user
profiles. A user profile is a file that contains
information about a user's desktop operating
environment. User profiles are one of the most
powerful methods available to an administrator
for managing user environments. Again,
numerous, if not all computing platforms make
use of a user profile. The purpose of a user
profile component is to provide the model with
information on all authenticated users of the
system. This information will then provide
integrity to the model.

To introduce and maintain the protection
measures to secure the information assets of an
organisation has become an important and
intricate task. For this reason a model must be
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The third component is the template. The
template consists of rules based on pre-defined
criteria. This template will be placed over the
audit log and the user profile to detect illegal
operations (possible hacking attempt).

Today, many different ways exist for accessing
an organisation's information  assets and
therefore all possible hacking methods must be
investigated to ensure that the model will
succeed. The first section of this paper will
discuss the issues involved in the hacking
attempt. Issues include new hacker tendencies
and hacking methods.

The second section will discuss issues
involved in the development of a model aimed
at answering the hacking problem. Issues
include the different security solutions, a
proactive hacking identification model and the
practical implementation of the model.

2, Hacking issues

Hacking has become a serious white collar
crime and many different hacking methods
exist which make the identification process
very difficult.  Before any identification
process can be developed, all hacking issues
must be investigated. This section of the paper
will provide basic background on most of these
issues.

2.1 New hacker tendencies

Today most corporations have more to fear
from a disgruntled employee than an external
intruder. But as more companies move to e-
commerce, that balance may change.

According to CAI director, Patrice Papalus, the
levels of computer crime are rising due to
usually bored teenage computer hackers,
looking for a bit of excitement. Papalus also
said: "It's not simply teenagers coming in and
spray painting on a WEB page and it's not just
the stereotypical hacker. People are seeing
financial losses due to various different kinds
of attacks from professionals" (Reuters,1999,

p2).
2.2 New hacking objectives

Hacker's objectives have changed over the last

few years and they can now be divided into

four main categories, namely:
e  Hackers that want to perform random acts
of violence, or want to become famous;
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e Hackers that have a personal score to
settle with someone or some organisation;

® Hackers that plan to get rich by stealing
information on the electronic frontier and
hack only for the financial rewards; and

® Hackers who still hack for the classic
objective. Classic objective referring to
hackers who just want to learn how a
system operates and who hack for the
thrill and excitement (Donald, 1997, p17).

2.3 Hacker tools

There is a wide variety of hacker tools. One
of the most useful is information gathering.
The organisation's computer system will
provide some information to the hacker and the
other needed information will be provided by
the users.

Information can be collected in five different
ways. They are:

e  gathering information from people;
gathering information when going on-site;
gathering information from the computer;
gathering information from experts; and
gathering information from other hackers
(Donald, 1997, p19).

All these five gathering methods will provide
secret information, such as login names and
passwords.

2.4 Hacker access routes

Hackers access information systems mostly by
way of dial-up access, dial-back systems,
direct connect terminals, UUCP, network
terminal / modem servers, dail-up SLIP / PPP
servers and SMTP.

Dial-up access is defined as trying to guess
logins and passwords. It is a most dangerous
and unproductive way for a hacker to gain
access to a system (Donald, 1997, p28).

A dial-back system is software that is added to
a modem part, that when you call the modem
line, the software will ask you for some
information to authenticate the user. It will
then hang up the telephone line and call the
user back (Donald, 1997, p29).

Network terminal or modem servers are
devices that are directly attached to the
network and allow for either direct-connected
terminals or modem access. In either
connection cases, the remote computer will see



the user as a simple terminal connection over
the network.

SLIP / PPP servers are used to extend
companies networks to users who work on the
road or at home. This is usually done by
having a dial-up SLIP or PPP server. The
server gives TCP / IP connection to a company
network (Donald, 1997, p33).

2.5 Hacking techniques (methods)

Hacking techniques for hacking a system
always involve password cracking. Passwords
are most computer system's primary method of
authentication. A password is stored in a
password file.

Password crackers (hackers) need information
from password files. Thus, a password cracker
will use all the information available about the
user, trying user's name, initials, account
name, and any other :personal information
known. This information will be gathered
from the GECOS field and from files in the
user's home directory.

Most password crackers will try to perform a
dictionary search. The dictionary will be
based on the experiences of hackers and the
knowledge of the system being attacked. The
dictionary includes common first names,
characters, titles, computer games and sports
terms based on the industry in which the
computer is being used (Donald, 1997, p39).

After a hacker gains basic privileges to a
system by using password cracking or any
information gathering methods, he will then
look for more advanced privileges. A common
method used by hackers to gain more
privileges to a system, is by means of a valid
password found in bad login files.

3. Hacking prevention issues

In the previous section of this paper, various
methods for hackers to gain access to networks
as well as methods to improve their privileges
were discussed. In this section, different
computer security solutions and the pro-active
model will be discussed.

3.1 Computer security solutions

There are five main types of computer security
solutions and all of them can be used to control
hacking. The five types are as follows:

e physical security;
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document security;

personnel security;

hardware security; and

software security (Smith, 1989, p54).

Physical, document and personnel security can
help control hacking, but it won't halt hackers.
Hardware solutions can also be used, but they
have various disadvantages such as extra
network traffic and expensive equipment.
They can also be easily disabled by hackers
without anyone noticing.

Software security provides a useful tool which
can be used to successfully control and halt
hackers. Software security can be set up to
monitor and record the use of an information
system. An unbroken chronological journal
called an audit trail can be maintained of all
programs, files and data records to which
access, or attempted access, has been made for
any job or transaction.

In most operating systems, audit trails will
selectively audit the system use, discarding
records that fall within the acceptable norms
and making note only of unusual actions or
activity. Unusual actions or activities such as
an abnormally high number of incorrect log-on
attempts by a user, or the unauthorized use of a
peripheral such as a printer will be documented
in an audit system (Smith, 1989, p117).

3.2 Audit logs

In the introduction, audit logs were briefly
introduced. Audit logs form an important part
of the model and two main types of audit
records are used. They are:

e Keystroke monitoring; and

e Event orientated log (NIST, 1995, p.214).

Keystroke monitoring is usually considered to
be a special type or case of audit log.
Keystroke monitoring is used to record or view
both the keystrokes entered by a user and the
computer's response during a session with the
user. Keystroke monitoring is used in the
model to discover exactly what input the
intruder typed.

Event orientated logs provide summarised
information on the system uses. Audit events
are comprised of three major types of audit
logs. They are:

e system level audit logs;

e application level audit logs; and

e user audit logs (NIST, 1995, p.214-217).
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The model uses system level audit logs to
monitor and detect possible hacking attempts.
As soon as a possible hacking attempt is
detected, the user level audit log will be used
to monitor the user activity on the system. The
application level audit log is also used by the
model to monitor the user's activities in an
application as soon as a trend has been found.

3.3 User profile

The wuser profile has also been briefly
introduced in the introduction. A user profile
is a file that contains information about a user's
desktop operating environment (Block, 1994,
p55). Almost all computing platforms such as
UNIX and Windows NT provide user profile
input.

The model transforms these user profile inputs
to create its own user profile database. The
database information is then used by the
processing component to make decisions
which will provide integrity to the model.

An example of user database
information includes:

e  user rights and privileges; and

e user normal working hours.

profile

3.4 Template

The template is a very complex, difficult and
resource intensive component. This
component is based on trend analysis and
consists of hundreds and hundreds of rules.
The rules included in the template are based on
statistical norms. These norms are used to
determine whether a certain level of
confidence is reached. If so, the program will
claim that the detected process is a possible
hacking attempt (security violation).

Some of the rules include:

Rule 1:
If the model traces an invalid password attempt
in the system audit log for the first time, the
probability of a hacking activity is equal to one
percent.

Rule 3:

If the model traces an invalid password attempt
in the system audit log for the third time, and
the user profile classifies the user as a low
class user, the probability of a hacking activity
is equal to four percent.
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Three values are defined as important values in
the template. They are:

e MIP;
e MP;and
e MAP. /

MIP (minimum probability of hacking activity)
is the value at which the model will send its
first alet message to the security
administrator. It sends the message before a
hacker starts with his/her main hacking
activities.

MP (medium probability of hacking activity) is
the value at which the second alert message is
sent to the security administrator.  The
message includes details of the security
violation presently in operation.

MAP (maximum probability of hacking
activity) is the value at which the model will
send its final alert message to the security
administrator.  This message states that a
security violation has occurred.

3.5 The pro-active identification model

The pro-active identification model is
developed according to the system method.
The audit logs, user profile and template form
the basis for thisimodel. The model has three
features, namely:

e input section;

e  processing section; and

e  output section.

Figure A.1 show the components of the model.
The figure also shows that the model is
separated from the traditional audit system and
runs in parallel with it.
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FIGURE A.1 : GENERAL m“SINTAHON OF
THE MODEL

The input section consists of users and
operating systems. The operating systems
provide

information to the user profile loading and
building program. The operating systems also



provide information on the system level logs,
application level logs and user audit logs.

The processing section consists of  ten
independent elements. See elements in figure
A2.

:lgg‘lf A2 : GENERAL REPRESENTATION OF THE EXECUTION OF THE

The first step in the processing execution is to
load all user profiles from the operating
system. The loading and building of the user
profiles are performed periodically and the
execution of it is done by any read variable
script. Any read variable script can also be
used to load and store system level, application
level, and user audit level logs into their
various databases.

The program security violation investigation
module (PSVIM) forms the heart of the model.
PSVIM is a program which is normally written
in a procedural language such as C++. The
program will be triggered by a trigger code
generated by the program audit log monitor
module. \

The trigger code consists of two parts. The
first part contains the trigger code instruction
which triggers the module, and the second part
is the code and sequence number of the
violation. The PSVIM program will then copy
the details of the violation in the security
violation log module, and it also transfer the
appropriate rules set in the rule library
databases. Lastly the program also loads the
corresponding user profiles from the user
profile databases.

The PSVIM program will then start to execute
the rules onto the audit logs input and user
profiles. = The program can also extract
information out of the application level log
databases or user audit log databases according
to the security violation. Execution of these
rules is performed similarly to the execution of
the rules explained in the template section.
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The program report generator module is also
part of the processing section. This module
performs two operations. The first is to
generate a report on the security violation. The
second operation is to execute a interface
operation between the model and the Graphics
User Interface module on the security officer
working station.

The last of the mentioned processing elements
is the program alert or generator module. This
module performs alert interface functions such
as:

e  E-mail alert — services;

e  Cellular phone alert calls; and

e Conventional phone alert calls.

The output section consists of two elements.
The elements are:

e  Security working station; and

e External communication module.

The security working station is a computer that
is used by the information security officer to
interact with the program security violation
investigation module. The security working
station is an intuitive GUI, which is used to
control most of the functions associated with
the program security violation investigation
module.

The extermal communication module consists
of E-mail interface and an electronic
communication interface phone network.

3.6 Advantages

The pro-active identification model can only

improve the information security of an

organisation. The model has these inherent
advantages:

e Platform independence: The model can be
developed to execute in any network
operating system environment such as
UNIX and Windows NT.

o Transparent audit log analysis: The
model provides transparent audit log
analysis. This is achieved because the
security administrator does not have to
know the location of the different audit
logs. The GUI uses easy markup
language which will fetch the log files for
the security administrator.

e  Scalability: The operating system will
provide the model with the information on
user profiles and audit log input. This
enables the model to deploy if new users
and applications are inserted on the
system. Thus no changes to the model are
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needed to achieve scalable deployment on
the system. '

o Consistency: The consistency feature is
one of the main advantages of this model.
Consistency refers to the ability of the
model to provide the same conclusion if
the same security violations occur
repeatedly. This feature is made possible
due to the rules library and the user
profile.

e Security analysis is independent from
operating system: The model performs
security analysis independently from the
operating system. This means that if the
hacker tries to cover his tracks by
changing the operating audit log files, he
will still be detected by the model, since it
stores its own copy of the audit log.

e  Easy graphic user interface: The model
provides easy-to-use GUI for the security
administrator. The GUI is a commonly
known product and it reduces training
costs for security administrators.

3.7 Implementing the model practically

The purpose of the practical implementation is
to prove that the theoretical model is feasible.
An expert system shell was used to develop the
prototype of the model to prove this statement.

CLIPS expert system language was chosen to
develop the model. CLIPS is a forward
chaining rule-based language that has
inferencing and representation capabilities
similar to those of OPS 5 (Glarratano J, 1989,
p373). CLIPS was written in C which is
intended to serve as a versatile tool for the
development and implementation of expert
systems.

" The development of the prototype consists of
three main elements. They are:
e fact list: global memory for data;
e knowledge-base: contains all the rules;

and

o inference engine: controls overall
execution.

A fact-list consists of facts. A "chunk" of

information in CLIPS is called a fact. The
CLIPS program matches the facts of the left
and right parentheses. Examples of facts

include:

e Invalid;

e Times; and
e User
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Knowledge-base contains all the rules needed
to execute the model. Some of the rules
include:

RULE: To determine the file information

IF: the phase is to be determined if the
password is invalid

THEN: determine how many times the invalid
password occurs, and

IF: invalid password is equal to or more than
six times, fire rule "determine user rights”, else
monitor and log.

CF: 90

An inference engine is a program that makes
decisions and judgements, using search and
heuristic reasoning procedures based upon
symbolic data contained in the knowledge base
(Maus R, 1990, p14). Reasoning is the process
of drawing inferences from known facts, and
an inference is the logical conclusion based on
available information (Badiru B, 1991, p106).

The prototype uses a mixture of forward and
backward reasoning strategies.

3.8 Testing results

Testing makes use of six input files which
simulate the input received and generated by
the model. It also uses four output files which
the prototype uses to save its output.

The prototype was executed, and all test
messages and executions on input data were
performed correctly. Although the execution
was performed at a low cost, multiple expertise
and with fast response, two major drawbacks
were encountered. Limited scope and limited
facts of representation were encountered due to
the use of the expert system shell which
language was not procedural such as C++.

Considering all the advantages and
disadvantages of the prototype, it was clear
that the advantages provided by the prototype,
outweighed the disadvantages. Thus, the
prototype proved that the pro-active model as
discussed in the previous section is feasible
and with future enhancement it can be
developed in a revolutionary method to control
security violations.

3.9 Further research

The research done during this mini-thesis
proved that a model can be developed to
identify a hacking activity before, during or
after the performance. Further research must
still be performed in hacker's behaviour and



hacking methods. This research will improve
the accuracy of the model.

Future research must also include:

e Investigation of means to ensure reliable
backup mechanisms to handle
interruptions;

o Investigation of means to ensure proper
security for the model; and

e Investigation of means to reduce down-
grading of system performance.

4. Conclusion

This document provides a new exciting
method to stop and control computer crimes
(hacking). Hacking will become a bigger
problem in the future and many new methods
will be developed to prevent it. One positive
aspect of this research is that parts or the
complete model can be used in the future to
solve the hacking problem.

The model discussed in this document was
found to be user-friendly and effective in
detecting security violations.

Although the model is effective, it must never
be used to replace the responsibility of the
security officer, but it must assist him/her in
the protection of the organisation information
and associated resources.

Organisations will only SURVIVE in the
twenty-first century, if there is a business
reason as well as secure security mechanisms
which will ensure that the business needs are
executed securely.
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