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FOREWORD 

The South African Institute for Computer Scientists and Information Technologists (SAICSIT) promotes the 
cooperation of academics and industry in the area of research and development in Computer Science, Information 
Systems and Technology and Software Engineering. The culmination of its activities throughout the year is the 
annual research symposium. This book is a collection of papers presented at the 1998 such event taking place on 
the 23'd and 24th of Noyember in Gordons Bay, Cape Town. The Conference is hosted by the Department of 
Information Systems, University of Cape Town in cooperation with the Department of Computer Science, 
Potchefstroom University for CHE and and Department of Computer Science and Information Systems of the 
University of Natal, Pietermaritzburg. 

There are a total of 46 papers. The speakers represent practitioners and academics from all the major Universities 
and Technikons in the country. The number of industry based authors has increased compared to previous years. 

We would like to express our gratitude to the referees and the paper contributors for their hard work on the papers 
included in this volume. The Organising and Programme Committees would like to thank the keynote speaker, Prof 
M.C.Jackson, Dean, University of Lincolshire and Humberside, United Kingdom, President of the International 
Federation for Systems Research as well as the Computer Society of South Africa and The University of Cape 

Town for the cooperation as well as the management and staff of the Potchefstroom University for CHE and the 
University of Natal for their support and for making this event a success. 

Giel Hattingh, Paul Licker, Lucas Venter and Don Petkov 
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Abstract 

exA SECURITY INTERPRETATION 
OF THE 

WORKFLOW REFERENCE MODEL• 

Reinhardt A. Botha 1 and Jan H.P. Eloff 2 

1 Faculty of Computer Science, Port Elizabeth Techn ikon 
reinhard@ml .petech .ac .za 

2 Department of Computer Science, Rand Afrikaans University 
eloff@rkw.rau.ac .za 

This paper is intended as an opinion paper regarding infonnation security concerns in the 
Workflow Reference Model (WtRM) as defined by the Workflow Management Coalition 
(WtMC). After an introduction into the workflow environment, the WfRJ.\1 is described. 
The security services, identification and authentication, authorization, confidentiality, 
integrity and non-repudiation are briefly defined in order to serve as a framework for 
further discussion. The main functional areas in the model are discussed in terms of the 
mentioned security services. The paper concludes by identifying areas for further research. 

1. INTRODUCTION 

The large number of commercial workflow products that have appeared in the last few years are proof of 
the increasing interest in workflow technology. Although workflow is in no way ubiquitous ye4 many 
organizations view it as a crucial technology to get a strategic advantage [3 , 2 ] .  

Within the small to  medium s ize enterprises the true value of workflow wil l  only be realized if the 
workflow process could be extended to inc lude several of the business partners, suppliers and customers, 
thereby forming virtual companies. However, as pointed out by (3 ] ,  current products incorporate different 
and very concrete interpretations of the real world, thus making it very difficult or practically impossible 
to federate various systems. 

The Workflow Management Coalition (WtMC) [6] is a grouping of companies trying to establish 
standards that will facilitate the interoperability between workflow systems. The WtMC recognizes the 
fact that workflow management systems all share certain common characteristics, thus enabling them to 
potentially achieve a level of  interoperability through the use of common standards for various functions. 

Authors in the field of workflow management are referring to the WtRM (see for example  [ 1 ] , [3 ] , [5]  and 
[8]),  but no references that ·put emphasis on the relevant security issues could be found. 

2. THE WORKFLOW REFERENCE MODEL 

The Workflow Reference Model is the result of an effort to standardize workflow management products. 
It describes the basic concepts of workflow management, a reference architecture and interfaces between 
the architecture components. This artic le only discusses the basics of the WtRM, please refer to the 
WtMC docwnents (as indicated in the references) for more detailed information. 

2.1 Terminology 

Workflow is concerned with the facilitation or automation of a business process, either in part or whole 
[6] . The business process, what is intended to happen, is defined in a process definition. The process 
definition is a representation of what should happen and can be modeled as consisting of activities 
(manual or automated) and/or sub-processes. 

The Workflow Management System controls the execution of the workflow via a process instance created 
from a process definition. The process instance includes work items (tasks allocated to participants) 
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Figure 1 :  The Workflow References Model [Hol94] 

and/or invoked applications (computer too ls or applications used to support an activity). The work items 
are communicated to the responsible user(s) through an interface accessing a worklist. 

Interoperability between different workflow environments is dependent on adherence to a general 
architecture . In the WfRM this general architecture is defined in terms of three functional areas consisting 
of different components, as well as the interfaces between these functional components. 

The fo llowing sub-section is concerned with describing the three functional areas that form part of the 
WfRM. 

2.2 Functional areas 

The build-time functions are concerned with the definition of a real-world business process into a formal, 
computer processable defmition through the use of various mode lling and analysis techniques. 

The run-time process control functions are concerned with the interpretation of the process definition and 
the creation and control of the individual process instances. The responsibil ity for scheduling the various 
activity instances that form part of the process instances, as well as other operational issues are also the 
concern of the run-time control functions. The workflow engine largely represents the run-time control 
functions. 

The run-time interactions with human users and IT app lication tools represent another functional a,rea. 
Interaction with the process control software is needed in order to ascertain the status of processes, to 
invoke application tools  and to pass the appropriate data. 

These three levels of functionality are realized in the WfRM through various components. Figure 1 gives 
an overview of the components as defined in the WfRM, as well as how they interface. The next section 
defines the interfaces in more detail. 

2.3 The Wt'RJ.'\1-Interfaces 

The WfRM distinguishes between five different interface areas. These interfaces ( indicated in F igure 1 )  
are specified as functions with input and output parameters as well as a return type and inc lude:  

• Interface 1 spec ifies the interface for the specification of process data and its interchange. 
• Interface 2 stipulates interfaces to support interaction with user interface desktop functions .  
• Interface  3 defines interfaces to support interaction with various appl ication types .  
• Interface 4 is concerned with the interoperability between workflow systems. 
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• ln!e� face 5 details the interfaces !0 provide for system management and auditing. 

Detai led descriptions of most of these interfaces are contained in [9] (Interface l ), [ I O] (Interface 2), [ 1 1 ] 
(Interface 4 ), and ( 1 3 ]  (Interface 5) .  Interface 3 is not yet precisely described. 

The mode l distinguishes between distributed workflow env ironments (many similar engines distributed) 
and heterogeneous workflow environments ( different engines distributed). 

3. SECURITY SERVICES 

This section will  give brief definitions of the security services needed to secure a computing environment. 

All of the services are re liant on the identification of user identities .  The identification and authentication 
service is responsib le for confirming the c laimed identity of a user. Authorization mechanisms are 
respons ible for controll ing  access rights of users, i .e. who can do what with which data. Confidentiality 
related services are responsible for the non-disc losure of information to unauthorized parties. Integrity 
services are responsible for keeping the infonnation in a sound state. Non-repudiation services are 
concerned with preventing denial of service to properly authenticated and authorized users. 

The rest of this paper discusses the mentioned security services with reference to their applicability in the 
WtRM. 

4. SECURITY AND THE WORKFLOW REFERENCE MODEL 

This section identifies some of the security issues surrounding the WtRM, in an attempt to highl ight the 
need to consider infonnation security when designing a system according to the WfRM. The arguments 
are organized according to the functional areas identified within the model .  

4. 1 Build-time functions 

The WfRM refers to organizational role based data when estab lishing the process definition. The ro le
based access control mechartism, as traditionally used within the database environment, suffers from a 
lack of fluidity which is very necessary in a workflow environment. Access rights and rules must be 
defined at design time of the process according to an access control pol icy. The access contro l po licy 
must support the level of confidentiality required in the environment, i .e .  how strict the need-to-know 
policy must be enforced. 

Businesses and their way of doing business change almost continuously to keep up with the agile 
demands of the market. This has the effect that process definition must be revisited from time to time. 
Build-time too ls must support this evolution of workflow processes in one, or both, of two ways. Firstly 
changes might need to be immediate, i.e. a change in the execution of currently active process instances, 
or it could be delayed, i .e .  the new process definition that is only used in new process instances. Particular 
care should be exercised to ensure infonnation integrity throughout this process. It is therefore also 
important that the authorization functionality of the build-time functions supports this notion. 

4.2 Run-time functions 

The workflow enactment service fonns the run-time core of a workflow environment. It is responsible for 
"routing" the information needed to perform a task between the participants in the worktlow .  The WtRM 
does stipulate expected (or typical) functionality for the workflow engine. However, issues regarding 
security are left out of the model, except for identifying that the workflow engine may use ro le based 
organizational data to detennine recipients of messages. The same concerns as identified for the build
time functions still exist. 

A proper access control mechanism needs to be designed to ensure that a need-to-know po l icy can be 
enforced. The rights of any individual should not be fixed. This means that if a user needs to change a 
document as part of a specific process instance it should be allowed, whereas if that same person is to try 
and alter the same document in another process instance, where it is only needed for him to view the 
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contents, access should be forb idden. It can thus be seen that the traditional view of d iscretionary access 
control, being  that a subject has a certain right on a certain object, may not be sufficient for the workflow 
environment as it may invo lve groups and group related rights within a specific context. The propagation 
of access rights can also be done in different ways, e .g .  per process instance Gust for now) or per process 
definition (for a kind of workflow). These access control (authorization) needs primarily ensure 
confidentiality, but also ass ist in ensuring that unauthorized changes to information can not take place 
( integrity). 

Workflow systems may be critical to the success of a business and non-repudiation of service can be 
extreme ly important. In a centralized homogeneous environment service could be den ied should the 
single point of control  (the workflow engine) fail. This may, however, not be the only reason for service 
denial,  s ince the human factor also needs to be considered. 

The centralized workflow model suffers the same problem as any central ized architecture, that is one 
po int of failure, being the workflow engine. Availability of infonnation can therefore be lost completely, 
should the workflow engine fail. This immediately brings to mind issues of recoverability from backup 
mechanisms (3 ] . For any backup mechanism to be effective it should be possible to return to a 
recoverab le state. In a workflow environment, where the duration of "transactions" may be measured in 
days, weeks or even months, this could present problems if the whole workflow is considered one 
transaction. 

The database notion of well-fonned transactions therefore potentially needs revisiting in the workflow 
environment. A workflow transaction could be seen as a meta-transaction, incorporating traditional 
transactions as part of its execution. Well-fonned transaction properties, like failure automicity, may only 
apply at the individual transaction level and not for a meta-transaction. S imilarly a meta-transaction may 
not be serializab le in the traditional sense of the word, i.e. its outcomes may differ depending on the 
parallelisms and timing involved. 

In distributed workflow systems the availability issues become less serious provided that the workflow 
engines can "cover" for one another and that the shared data is still availab le. In heterogeneous workflow 
environments the workflow enactment services need a trust relationship with one another. It is therefore 
important that the workflow engines must be able to mutually authenticate. 

4.3 Run-time interactions 

The workflow c l ient app lication is the point of contact with the user. It is therefore important that user 
authentication is done.  Different scenarios regarding the distribution of the worklist handlers correspond 
to the different c lient/server partitions as discussed in [ 4 ]. As such the security needs and mechanisms 
wi l l  be dependant on the precise implementation.  The following comments, however, can be considered 
as being of general interest to all different partitions. 

To perfonn a task it may be necessary to invoke certain applications.  These can range fonn a complex 
financial package to a word processor. A lthough the specifications of how this invocation should be done 
is not formal yet it can be seen that this has considerable impact on the security serv ices. The workflow 
environment may have limited contro l  over the invoked application. This could, for example, in a word 
processor allow the user to misuse the cut-copy-paste functionality to circumvent the confidentiality 
service. 

The availab i l ity of applications on the c lient machines could hamper the support for non-repudiation. If 
the app l ication that should be invoked is not available in the operational environment, access to certain 
information may be denied. 

This section showed that the run-time interactions with users indeed highlight certain security concerns 
within the framework of the WtRM. 
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5. CONCLUSION 

The Workflow Reference Mode l is only concerned with standardizing the interfaces between the various 
components .  Security is not addresses in the WfRM per se. The implementation of security features in 
various pro<lucts is presumably left as a differentiating factor between products . 

The Workflow Management Coalition ' s  vision of heterogeneous workflow management systems (or 
components thereof) cooperating seam lessly in a ubiquitous fashion can only be fulfilled if  the different 
workflow systems ( or components) can trust each other. Trusting a system impl ies that the trusted system 
prov ides at least as much protection to my information as I do . A potential trusted party would thus be 
evaluated in terms of the security services it has implemented. 

Security considerations will therefore have to form an integral part of establishing a relationship between 
heterogeneous distributed workflow management systems. This paper has h ighl ighted some of  the 
security concerns regarding the main functional areas within the WfRM. 

In this l ight many research projects can be identified. This work can be focussed on any of the security 
services and its implementation in a workflow environment. The authors will particu larly address the 
modeling of access control in a workflow environment in future research.  
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