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Foreword

This book contains a collection of papers presented at a Research and Development
conference of the South African Institute of Computer Scientists and Information
Technologists (SAICSIT). The conference was held on 13 & 14 November 1997 at the
Riverside Sun, Vanderbijlpark. Most of the organization for the conference was done
by the Department of Computer Science and Information Technology of the Vaal
Triangle Campus, Potchefstroom University for Christian Higher Education.

The programming committee accepted a wide selection of papers for the conference.
The papers range from detailed technical research work to reports of work in progress.
The papers originate mainly from Academia, but also describe work done in and for
Industry. It is hoped that the papers give a true reflection of the current research scene
in Computer Science and Information Technology in South Africa. Since one of the
aims of the conference is Research development, the papers were not subjected to a
refereeing process.

A number of people spent numerous hours helping with the organization of this
conference. In this regard, we wish to thank the members of the Organizing committee,
and the Programming committee who had very little time to screen the abstracts and
compile the program. A special thanks goes to the secretary of the department, Mrs
Helei Jooste, whose very able work was interrupted by the birth of her first child.
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A MODEL FOR EVALUATING INFORMATION SECURITY
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EXTENDED ABSTRACT

During the last few decades computing environments have advanced from single user systems
to distributed, open environments we all know today. Through these Information Technology
advancements, more and more role players moved into the computing arena, resulting in
much more and more serious risks threatening the information resources. Information became
a very important organizational asset and it needed protection in the same way all other
organizational assets needed protection. A few technical controls used to be adequate to
protect computing environments of the past, but the highly advanced IT environments of

today require more sophisticated protection, and some proof thereof.

It is important to realize that, once an organization is trading with business partners through
electronic means, then the direct control over information and information resources of the
organization is not in the hands of the organization alone anymoré. The insecurity of the
business partner may threaten the security of that organization [Von Solms, 1997, p.21].

Secure business partners is a prerequisite for electronic commerce.

A crucial question arises: How can an organization prove adequate information security as a
business partner in this age of electronic commerce? The answer to this question lies in

information security evaluation and certification.

When organizations want to take part in inter-company trading, there should be some form of
trust between trading partners. Electronic commerce can only succeed if all trading partners
could provide proof of their security level regarding information security and protection to
the other trading partners. Such proof would guarantee the mutual trust needed for successful
electronic commerce. Mutual trust can optimally be obtained through a scheme where an IT

environment is evaluated and certified according to a generally accepted set of criteria or
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standards.

When an organization wants to provide proof of a certain level of information security, an
intemationally accepted standard, e.g. BS 7799 [CoP, 1993], or set of criteria should to be
used. It is important that the standard or criteria utilized should be intemationally accepted,

as all the trading partners should conform to the same standard.

ISO 9000, the Trusted Computer System Evaluation Criteria (TCSEC) and the Information
Technology Security Evaluation Criteria (ITSEC) are three evaluation and certification

models relevant to the field of information security.

These three evaluation models can be used as the basis for a new, intemmationally accepted
information security evaluation and certification model. Specific information security
evaluation criteria that emerged from these models, can be used as building blocks for the

new model.
The following criteria were identified from the three evaluation models:

The evaluation process should be split into two assessment stages, namely an on-site and an
off-site evaluation. ISO 9000 also employs a two-stage evaluation approach [Knight, 1995].
Each IT system is in effiect designed and built for a specific need, and would therefor operate
in a unique environment. Both ISO 9000 and ITSEC address this issue [Knight, 1995; |
ITSEC, 1985]. From ISO 9000 it is clear that organizational and administrative controls
are also an important part of the total IT environment and it should also be evaluated. The
functionality of the system should point out whether the system has all the controls, as
prescribed by the standard against which the evaluation takes place (e.g. BS 7799), installed.
Effectiveness will test whether the suggested controls are the appropriate ones that will
ensure the required security level and the controls should be implemented correctly. A
thorough audit should determine whether suggested administrative and operational controls

are operational.

These criteria would allow an organization to be thoroughly evaluated and tested, and it
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would provide the organization with the necessary proof to take part in electronic commerce.

Besides the criteria listed above, there are also several evaluation components that should
exist within an evaluation and certification model. The organization needs to draft an
information security policy (ISP). The policy will envisage an organizational environment
that should be implemented. The next step will be to identify all the controls that the
organization would consider important to ensure effective protection against possible threats.
These controls should be inline with the ISP. This step will identify the Target of Evaluation
(TOE) of the organization, i.e. what the organization wants. The Security Target (ST) will
contain the controls the organization should have according to BS 7799. The evaluation
process will determine whether the TOE meets the ST. This evaluation process will be

integrated into an information security evaluation and certification model.

The evolution in the field of information technology made it clear that the area of information
security has grown rapidly from almost nonexistent to a critical factor in any organization.
The days of single-user machines are gone forever. This situation forced organizations to
revisit the issue of information security. The global village in vyhich inter-company trade
takes place also compelled organizations to require some form of proof of a specified security
level from all electronic commerce partners. Without this proof, mutual trust between the

trading partners will not exist, and no electronic commerce can take place with confidence.

This abstract addressed the mechanism that can be used by organizations to obtain the proof
of a specified security level, by formulating an evaluation model for some security standard;
for example, BS 7799. If all organizations, wishing to trade electronically, adopted this
model and adhered to the standards as given in BS 7799, mutual trust between trading
partners can be established and electronic commerce would flourish, without fears of possible

security infringements.

Siacsit ‘97 29



REFERENCES

British Standards Institute (1993). BS 7799 : Code of practice for information security
management (CoP). PD0003, United Kingdom.

Information technology security evaluation criteria (ITSEC). (1990). Harmonised criteria of
France, Germany, the Netherlands and the United Kingdom.

Knight, J. (1995). Software gquality and ISO 9000 : Concepts. Short course notes for
Software engineering applications laboratory at the Department of Electrical

Engineering at the University of the Witwatersrand : Johannesburg.

Von Solms, R. (1996). Computer security IV (CPS4002). [Course notes]. Port Elizabeth
Technikon.

Von Solms, R. (1997). Driving safely on the Information Superhighway. Information
Management & Computer Security, 5(1), pp. 20 - 22.

Siacsit ‘97 . 30



	1997_SAICSIT_Barnard
	Front_Cover.pdf
	Front_Cover




