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Guest Editorial 

Information Security - The Family Member Who Came Home 

Basie von Solms 
Rand Afrikaans University, Johannesburg, South Africa 

basie@rkw.rau.ac.za 

The claim that the information society is upon us and that 
the information superhighway is about to affect us all, is 
such a cliche that it hardly bears repeating - practically 
everyone is talking and writing about it. Although the as
sertion that information security is an essential and integral 
part of the information society might also seem cliched to 
some, it nevertheless does not get as much attention and ex
posure as it should. Information security has always been 
seen in the same light as taxes: nobody really wants it, but 
everybody (reluctantly) admits that we need it. Following 
an alternative analogy, it is like an unwanted family mem
ber: we realise that he is part of the family, but we really 
do not want to be bothered by him. In the last few years, 
the growth of the Internet and the explosive appearance 
of the World Wide Web (WWW) has brought information 
security into corporate boardrooms and private lounges. 
Suddenly everyone wants to get to know this unwanted 
family member a little better! 

This issue of SACJ is. dedicated to the unwanted family 
member and if, by reading this issue, all of us in the IT fam
ily are able to learn just a little more about this sibling, then 
producing the issue would have been worthwhile. In fact, 
we should welcome him back home as soon as possible. 

A little background about this issue is in order. The 
International Federation for Information Processing (IFIP) 
is a consortium of about 60 member countries. It provides 
an umbrella for many international IT activities. Countries 
are represented by their national IT society, South Africa 
being represented by the Computer Society of South Africa 
(CSSA). IFIP has a total of 13 Technical Committees (TCs), 
each concentrating on a different aspect of IT. TC 11 deals 
with all aspects of information security. It organises an 
annual international conference - the so-called IFIP/Sec 
series, which is widely regarded as one of the major infor
mation security conferences. 

IFIP/Sec 95, the 11th International Conference on In
formation Security, took place in Cape Town in May 1995 
and IFIP/Sec 96, the 12th International Conference on In
formation Security, took place on the Greek island of Samos 
in May 1996. Complete proceedings of the two confer
ences, together containing more than 80 articles, have been 
published by the official IFIP publishers, Chapman and 
Hall. This issue of SACJ consists of a selection of four ar
ticles from the IFIP/Sec 95 Proceedings and two from the 
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IFIP/Sec 96 Proceedings. It is intended not only to.dissem
inate relevant information, but also to bring the information 
security interests of SAICSIT, CSSA, IFIP and TC 11 to 
the attention of readers. If, after reading this issue, you are 
interested in the remaining 7 4 articles, or in the activities 
of any of these bodies, please feel free to contact the guest 
editor directly. 

The selected articles cover a diverse range of infor
mation security issues. Parker extends its theoretical and 
conceptual understanding, Hoffman addresses several of 
its non-technical but crucial aspects, Muftic concentrates 
on its role in open distributed systems, de Ru and Eloff 
link into the use of biometrics in information security, von 
Solms investigates the security protocols for the Internet 
and WWW, and Pangalos and Khair remind us that infor
mation security requirements extend even into the medical 
field. 

The first four articles are from the IFIP/Sec 95 Pro
ceedings. The first, by Donn Parker, suggests a framework 
for information security in order to avoid information an
archy. He argues that the traditional view of the role of 
information security - to protect the three elements of con
fidentiality, integrity and availability of information - is 
dangerously oversimplified. He includes three more ele
ments of information into the equation: authenticity, utility 
and possession. The article provides a good platform for 
gaining a better understanding of what information security 
really ought to be about. , 

In the second article, Lance Hoffman addresses the im
portant issues of escrow encryption and export controls -
specifically, as he clearly points out, from a US standpoint. 
The article highlights the very important fact that cryptol
ogy is not merely a technical issue, but that the political 
overtones, civil liberties and administrative implications 
are also extremely relevant. Ignoring these non-technical 
issues, as many information security specialists tend to do, 
will have a negative impact on the field becoming a dis
cipline in its own right. Since its first publication, some 
of the issues raised by the Hoffman article have been re
ceiving attention. For example, the idea of international 
cryptology policies is being addressed by the European 
Organisation for Economic Cooperation and Development 
(OECD). Relevant recent articles on the escrow aspect can 
be found in [l]. 
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In the next article, Sead Muftic concentrates on aspects 
of security in open distributed environments. He identifies 
a number of elements suitable for a secure system in such 
an environment. These are: smart cards, secure user work
stations, integrated security clients, security servers and a 
global certification system for international networks. This 
last aspect is becoming more and more important as basi
cally all secure protocols use public key encryption in some 
form or the other. Using these elements, he also describes a 
number of security enhanced applications - secure Internet 
e-mail and secure EDI. Muftic stresses the fact that all these 
elements are operational, implemented, and already in use. 

de Ru and El off then discuss the reinforcement of pass
word authenticatiofl!l using typing biometrics. Biometric 
methods are probably the best means of authentication, but 
many of these methods are technology-intensive and ex
pensive. Their article tries to use typing characteristics as a 
cheap and user-transparent way to augment the traditional 
password. 

The last two articles are from the IFIP/Sec 96 Proceed
ings. von Solm's article gives an overview of two non
payment related and one payment related secure protocol 
for the Internet and the WWW. The non-payment related 
protocols are Secure Sockets Layer (SSL) and Secure Hy
pertext Transport Protocol (SHTTP). SSL is usable in any 
TCP/IP environment, while SHTTP is specifically for the 
WWW. Both make use of public key encryption. The pay
ment related protocol, Secure Payment Protocol (SEPP) 
was superseded by the Secure Transaction Protocol (SET) 
early in 1996, but only after the article had already been 
submitted to IFIP/Sec 96. The presentation at the confer
ence however, covered SET and not SEPP. An appendix 
is attached to this article, giving a brief overview of SET, 
as SEPP is no longer relevant. SET also uses public key 
encryption. 

The last article by Pangalos and Khair introduces a 
methodology to improve the security of medical databases 
in relation to authentication. Though the methodology of 
the authors is in itself important and interesting, the arti
cle was selected for this issue to underline the importance 
and relevance of information security in medical IT appli
cations - an area where security introduces new problems 
quite distinct from those traditionally encountered in the 
financial and other fields. Becuase of the differences, infor
mation security in medical applications still requires much 
research. 

It is hoped that readers will find this issue of SACJ use
ful, and also that they will get involved with the activities 
of the bodies mentioned above. 

References 

1. Communications of the ACM, 39(3):33-53, (March 
1996). 

2. http://www.visa.com. 
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Appendix A 

Secure Electronic Protocol (SET) [2] is the secure payment 
protocol announced by MasterCard and Visa in February 
1996. The two previous protocols, SEPP and STI, an
nounced independantly by these two companies, were re
placed by SET. 

This Appendix gives a brief and oversimplified 
overview of the SET message flow between the customer 
and the merchant when a payment is made. 

Only the most basic parts of messages are discussed, 
and many details are left out for the sake of simplicity. 

The electronic purchasing process can basically be di
vided into two phases. Phase 1 is a browsing and ne
gotiation phase in which the customer will decide what 
to buy. Goods and price will be negotiated and agreed 
upon between the customer and merchant. The phase will 
probably end with a completed order form, specifying the 
goods, with the '!tssociated price, the customer is about to 
buy. 

At this point the customer decides to start Phase 2, the 
payment phase. It is at this point that the SET payment 
protocol is initiated. 

Step 1: 
A message is sent from the customer to the merchant, 
requesting, amongst other things, the public key cer
tificates of the merchant and the merchant's acquirer. 

Step 2: 
The merchant sends these certificates back to the cus
tomer. 

Step 3: 

• The customer validates the certificates received 
from the merchant. 

• The customer constructs the Order Information 
(OI). 

OI contains info about the goods and negoti
ated price. 

• The customer generates a DES key Kl and en
crypts OI under Kl, giving Kl(OI). 

• The customer encrypts Kl using the public key 
of the merchant, giving MP(Kl). 

• The customer constructs the hash of the 01, giv
ing H(OI). 

• The customer constructs the Payment Informa
tion (PI). The PI contains info about the credit 
card nr, expiry date etc. 

• The customer generates a DES key K2 and en
crypts PI under K2, giving K2(PI). 

• The customer encrypts K2 using the public key 
of the acquirer, giving AP(K2). 

• The customer constructs the hash of the PI, giving 
H(PI). 

• The customer constructs the hash of 01, the 
hash of PI and concatenates them, giving 
H(OI)IIH(PI). 

• The customer digitally signs this concatenation 
giving S(H(OI)IIH(PI)). The customer performs 
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Step 4: 

this operation to uniquely associate the specific 
OI with the specific PI. 

The customer sends the message Ml= [Kl(OI), 
MP(Kl), H(OI), K2(PI), AP(K2), H(PI), 
S(H(OI)IIH(PI))] to the merchant. 

Step 5: 
The merchant receives Ml= [Kl(OI), MP(Kl), H(OI), 
K2(PI), AP(K2), H(PI), S(H(OI)IIH(PI))] 

• The merchant retrieves Kl and then OI. 
Note that the merchant cannot retrieve PI in 

any way. The customer intended it this way, be
cause he/she does not want the merchant to see 
his credit card info. 

• The merchant creates H(OI), concatenates it with 
H(PI) received in Ml, and compares it with the 
H(OI)IIH(PI) received in Ml. 

Note that the merchant can retrieve 
H(OI)IIH(PI) from S(H(OI)IIH(PI)) by using the 
customer's public key. 

If they are equal, then the merchant knows that 
the OI he/she has retrieved from Ml is the 'cor
rect' 01 intended by the customer to accompany 

Step 6: 

Guest Editorial 

the PI provided by the customer. 
Note that this process allows the merchant to 

associate a specific OI with a specific PI without 
knowing precisely what PI is. 

The merchant now requests an authorisation from 
his acquirer, by sending the following message M2 
to the acquirer: [H(OO, K2(PI), AP(K2), H(PI), 
S(H(OI)IIH(PI))] 

Step 7: 

• The acquirer goes vica versa through the same 
procedure as the merchant, allowing the acquirer 
to associate the specific PI with the specific OI 
without knowing precisely what OI is. 

The customer does not want the acquirer to see 
what he/she is buying, but wants the acquirer to 
link the OI to the PI. 

If necessary, the acquirer gets authorisation from the 
issuer, and send a digitally signed authorisation back 
to the merchant. 

Step 8: 
The merchant informs the customer that the transaction 
is authorised. 

SACJ is produced with kind support from 
Mosaic Software (Pty) Ltd. 
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Design of Secure Medical Database Systems 

G Pangalos M Khair 
Informatics Laboratory, Computers Division, Faculty of Technology, Aristotelian University, 

Thessaloniki 540 06, Greece, gip@eng.auth.gr 

Abstract 

A database design methodology is presented in this paper which aims to improve the security of medical database systems. 
The proposed methodology is based on both the discretionary and the mandatory database security policies. It also sup
ports tuple-level granularity that helps to reduce the complexity encountered when supporting field-level granularity and 
minimise the number of fragments encountered when supporting table-level granularity. An experimental implementation 
of the proposed methodology in a major Greek hospital is also presented. The implementation has proved the usefulness 
of the proposals as well as their effectiveness in limiting the unauthorised access to the medical database, without severely 
restricting the capabilities of the system. 
Keywords: Database systems security, Medical database security, Secure database design 
Computing Review Categories: D.4.6, J.3, H.2.0 

1 Introduction 

Security is an important issue when dealing with medi
cal information systems. Current thinking in information 
systems security is that the issues centre on confidential
ity (information is only disclosed to those users who are 
authorised to have access to it), integrity (information is 
modified only by those users who have the right to do so), 
and availability (information and other IT resources can 
be accessed by authorised users when needed). Medical 
systems are 'risky' systems with respect to at least these 
issues [5, 4]. Database security plays a significant role in 
the overall security of medical information systems. This 
is both because of the role and the nature of the database 
technology and its widespread use today [5, 8]. 

An appropriate design methodology is necessary for 
the development of a secure database system to guide the 
steps of the development and to provide tools supporting 
the automatic execution of some steps. As already pointed 
in [8, 6], such a methodology should be multiphase in order 
to allow for incremental and differently detailed specifica
tion and construction of the secure database system. The 
various phases of the methodology should also be sup
ported by models able to represent the details necessary to 
each phase and to support the types of analysis about the 
system under design which pertain to each phase. Such a 
design methodology has been described in [6]. It includes 
the following major steps: the feasibility and preliminary 
analysis phase, the conceptual design phase, the logical 
design phase and the physical design phase. A detailed 
description of these phases can also be found in [6]. In this 
paper we will focus on a number of important problems 
encounter during the first two phases of the database de
sign process. We will discuss first some issues related to 
security features in the preliminary design phase. Then we 
will study the reflection of these issues to the conceptual 
design phase. The subsequent logical and physical design 
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phases are not discussed in this paper. A detailed descrip
tion has already been published in [10]. Finally, details 
of an experimental implementation of the proposed design 
methodology in a major hospital are given. 

2 The Feasibility and Preliminary Analysis 
Phase 

It is the first step of the database design process [ 6]. This 
phase should result in a priority list of concepts to be de
veloped [8, 6]. It should be decided for example whether 
multilevel security (MLS) is a proper choice for the spe
cific application domain or not. The mission of the system 
should also be identified and the different and often conflict
ing information needs must be determined. This includes 
a careful analysis of what the potential threats against the 
security of the system are and what countermeasures are 
appropriate. The output of this step is a set of requirement 
specifications. Two important security requirements speci
fications that are considered in our model are as seen below 
the support of the tuple-level granularity and the support of 
both the mandatory and the discretionary database security 
policies. 

The granularity problem 

One major problem in the multilevel security world is how 
to assign access classes (labels of security) to the various 
data types stored in the database [11, 3, 1, 10, 6]. A critical 
issue in this area is the level of granularity assigned to the 
multilevel relation. The proposals so far have ranged from 
access classes assigned to relations, to individual tuples 
of a relation, or to individual data elements of the tuples 
in a relation. In the case of data element granularity, the 
complexity is significantly increased since it is necessary 
to assign an access class to every single data item type, 
and also during the handling of the database operations, 
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Table 1. Multilevel security relation supporting field level granularity 

I pat-num I illness I pharmaco j test-res I status I 
123 s c u u 
123 s s u u 
123 c c u u 
123 c s u u 

Table 2. Multilevel sub-relation supporting record level granularity 

pat-num I illness ! I pat-num I pharmaco I pat-num. I test-res. status 

!;; I ~ I I !;; I ~ 
especially in cases when polyinstantiation is encountered. 
Another problem is that data element level assignment is 
not usually sufficient, because in most cases the level of an 
aggregation of a data item is usually higher than the highest 
level of data, and this cannot be expressed in element level 
models. In the case of table level granularity, or fragment 
granularity as it is sometimes called [9], the major prob
lem encountered is the big number of fragments obtained 
as a result of the fragmentation processes (which aims to 
give a uniform level of security to all the data in a frag
ment). As an optimum solution, we will examine the tuple 
level granularity which has proved as seen below to reduce 
the complexity of the field granularity and minimise the 
number of fragments found in models supporting relation 
granularity. 

The proposed level of granularity 

As an in-between solution between the field level and the 
relation level granularity, we have chosen to support gran
ularity at the tuple-level, as described in section 3 below. 
For such a granularity to be expressive enough, a decom
position of the relations (as obtained after the conceptual 
relational database design) must be performed in a way 
that every sub-relation contains the primary key, and all the 
fields contained in a sub-relation are at the same security 
level. (It should be noted that the security criteria that influ
ence the decomposition are context-based). In many cases 
however, after the decomposition process, some records in 
the table may be more sensitive than others. For this reason 
their level of sensitivity must be upgraded (with or without 
creating a cover story). Later on, for every user role, corre
sponding views are constructed containing the fields they 
are cleared to access. 

Comparison with other approaches 

The complexity problem which is encountered in the mod
els that support field level granularity is satisfactorily ad
dressed in our approach. This is because a unique security 
label is used to reflect the sensitivity of the primary key, 
the fields in the record and the tuple as a whole. Another 
advantage of the proposed decomposition, is that although 
the primary key must be repeated in all the sub-schemes of 
an initial schema, this approach would minimise the repeti
tions in the case when cover stories must be created for the 
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same tuple to be accessed by different users. For example 
consider the schema in Table 2. 

This approach also leads to significant savings in stor
age space. The user views can also be reconstituted from 
the sub-schemes depending on the corresponding user role 
needs. Another advantage is related to the fragment level 
classification. In existing methods the number of fragments 
is usually very big (the fragments are obtained from the ini
tial tables by decomposition processes such as vertical, hor
izontal, and derived horizontal processes). In our model, 
only the first type of fragmentation is necessary. The other 
fragmentations are obtained direc_tly by the definition of 
the view, that selects dynamically the tuples dominated by 
the user's clearance. A major advantage of this approach 
is that in most cases for the same user role different user 
levels are possible. For example, in the "nurse" user role, 
we have in many cases the normal type of nurses, and also 
some special nurses that have access to special cases, for 
example to the records of the VIP's or to patients' records 
for persons from the hospital staff, that the normal nurses 
are not entrusted to have access to. These two types of 
users belong to the same user role, but to different levels. 
A unique definition of the view is used to permit access 
to both of these users but, dynamically, the special nurses 
have access to the high level tuples, while the usual ones 
have access to the lower tuples. 

Selection of the database security policy 

Given the definition and general framework of medical 
database security given in section 1 above, we can regard a 
database as a channel in the sense of communication theory. 
Then a database security policy states: (i) which type of 
sub-channels between (groups ot) users can be established, 
(ii) the requirements of the availability of certain facilities 
of the sub channels, and (iii) the requirements on the (par
tial) separation and non-interference of sub channels [5]. 
Seen from this point of view, we can identify several major 
proposals for database security policies, for example:. 

1. The mandatory (multilevel) security approach. The 
need for such a policy arises when a database system 
contains information with a variety of classifications 
and has some users which are not cleared for the high
est classification of the information contained in the 
system. The Mandatory Access Control (MAC) is 
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based on the following assumption (constructs): there 
are users, data items, and a lattice of security levels. 
The sensitivity label that describes the security level of 
the data is formed of two parts: the category and the 
sensitivity level of the information. The category of 
the information depends on the belonging of the data 
to a certain party. For example the medical record of a 
patient can be defined as belonging to a specified ward, 
so the access by a doctor working at another ward must 
be prohibited. The sensitivity level of the information 
depends only on the data without any consideration of 
the management procedures. 

2. The discretional ( or commercial) security approach. It 
is designed to enforce a specific access control policy 
(DAC) and is based on the following assumption ( con
structs): there are users, (well formed) transactions, 
and (constraint) data items. The concept of the 'user 
role' has a special importance in this policy. A role is 
a set of actions and responsibilities associated with a 
particular organisational function. People in an organ
isation can play various roles which are functions that 
they carry out in the organisation. Every individual 
person can play one or more roles. The separation of 
roles and people playing them provides flexibility in 
binding people to roles and allows the people that play 
a role to change without affecting other activities that 
depend on their roles. The specification of access rights 
to data can thus be implemented independently of the 
specific individuals that may be associated within an 
organisation. 

3. The personal knowledge approach [4]. It was devel
oped with an emphasis to favour support of privacy 
before any other design goal. It advocates to bind 
any knowledge (data) to some agents knowing it and 
subsequently map this perception of knowledge (data) 
onto appropriate programming concepts, for instance 
those of distributed systems. Technically it combines 
techniques of relational databases, object oriented pro
gramming and capability based information systems [ 4, 
2]. It is based on the following concepts. There are 
users, encapsulated objects (persons) representing in
dividual users and their personal knowledge, surrogates 
for persons (acquaintances) and roles and authorities 
to employee them. A user can access the system only 
via an object (person) representing him. 

4. The adapted. mandatory (AMAC) database security 
policy [1]. It belongs to the class of role-based se
curity models which assume that each potential user 
of the system performs a certain role in the organisa
tion. Based on their role users are authorised to ex
ecute specific database operations on a predefined set 
of data. The AMAC model covers access control is
sues and also includes a database design environment 
with main emphasis on the security of the resulting 
databases. The technique combines well known and 
accepted concepts from the field of data modelling and 
supports a specific design methodology [9]. 
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5. The Clark and Wilson model. It was first summarised 
and compared to MAC in 1987. The authors argue that 
their model is based on concepts that are already well 
established in the pencil-and-paper office world. These 
are the notion of security subjects, (constraint) secu
rity objects, a set of well-formed transactions and the 
principle of the separation of duty. If we transfer these 
principles in the databue and security environment we 
can interpret them as follows: The users of the system 
are restricted to execute only a certain set of transac
tions permitted to them and each transaction operates 
on an assigned set of data objects only. The Clark and 
Wilson model has gained significant attention in recent 
years. 

Limitations of existing policies 

The mandatory and discretional approaches are the most 
widely used ones today (2, 9]. Both however have a num
ber of limitations when used in medical environments [2]. 
In the mandatory (multilevel) security approach, for exam
ple, the variety and nature of social roles are not appropri
ately reflected by the lattice structure of (the usually used) 
security levels. Linearly ordered "military" authorisations 
are not expressive enough. The subset lattice of categories 
cannot deal with degrees of sensitivity, and the widespread 
Cartesian product of these lattices forces the granting of 
much higher clearances that are necessary to perform com
bined tasks. Furthermore it is difficult to express the sen
sitivity of relationships between data items and to adapt 
classifications if new tasks evolve (2]. Another limitation 
of the MAC mechanism is that it lacks the flexibility which 
is especially required by the medical deontologie[l]. The 
needs of the medical community require an access control 
mechanism that is tailorable in terms of the type of access 
control. 

The discretional approach (DAC) also has a number 
of limitations. Unless restricted by application programs, 
discretional controls cannot enforce security mechanisms 
for critical applications, as for example the healthcare ap
plications. This limitation occurs because the burden of 
enforcing the security policy of the organisation is in the 
hand of the users that have discretionary access to certain 
database components (a reason why systems supporting 
DAC are often subject to Trojan-Horse attacks [9].Another 
problem is that access constraints are not tightly bound with 
the data. Thus a user who is allowed only read access to a 
data object in DAC would still be able to make a copy of 
that object and pass it on to some other user. In the above 
medical scenario, DAC would for example be unable to 
prevent a subject, acting on behalf of a consulting physi
cian, from making copies of a patient's record which could 
subsequently be passed to another individuals. 

The proposed security policy 

None of the two main approaches alone is therefore suffi
cient by itself to solve all the problems concerning med
ical database security. A design methodology that aims 
to enhance the overall security of medical database sys-
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terns by combining the advantages of both approaches 
has been proposed and described recently in the frame
work of the SEISMED program of the EU[2]. From the 
DAC approach, we have chosen to support the need-to
know principle. From the MAC approach we have cho
sen to support the multilevel security model. Given the 
particular requirements of the hospital environment, write
down is also allowed ( contrary to the Bell-Lapadula model). 
Cover stories are also used for confidentiality reasons where 
needed [5, 2, 6]. Every user, depending on his role in the 
application, is able to access a part of the information in the 
database. This part is the view corresponding to the user 
role in the application and his need-to-know requirements. 
Every user is assigned a level of clearance that is derived 
from the user role definition hierarchy (URDH) [ 10, 6] as 
explained below. Depending on the view and the clearance 
the user is assigned, he will have the permission to access 
the database in the type of access that is defined depending 
on the DAC security policy [5]. An experimental imple
mentation of this methodology has also been carried out 
with success in a major Greek general hospital and is de
scribed briefly later. It is true that the support of both of 
the security policies gave an observable complexity to the 
application design but this was expected as the cost of the 
security assurance. 

3 The Conceptual Design Phase 

Conceptual design includes the transformation of all indi
vidual user requirements into a single conceptualisation of 
the entire database called reconceptual database schemaJE [5, 
6]. The Entity Relationship (ER) model is widely used to
day as a defacto standard for the conceptual design. In 
our methodology the Adapted Mandatory Access Control 
AMAC, an extension of the ER, is used for the representa
tion of the security requirements [9]. Conceptual database 
design usually includes the following steps [8, 1]: 

1. Identification of the subject and objects that are secu
. rity relevant and grouping of the subjects and objects 

by identifying analogous functions and roles in the or
ganisation. 

2. Identification of the subjects, objects permitted access 
modes and the possible conditions on those modes. 

3. Study the propagation of privileges in the system due to 
grant/revocation. Since however in our methodology 
we have chosen to support multilevel database secu
rity, the third step is not necessary. This is because 
no propagation of privileges is allowed, as these are 
directly assigned to the user depending on his role in 
the application. 

A methodology for the systematic decomposition of the first 
two steps is however necessary in order to apply a procedu
ral methodology able to guide the security designer and to 
obtain a secure and consistent model. Such a methodology 
is briefly presented below which should help overcome sev
eral of the problems currently encountered. The method
ology can be described in the following five steps and has 
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been used successfully-in the experimental implementation 
described in the next session. 

Step 1: Identification and classification of user roles 
The identification of the user roles within an application is 
the first step that must be accomplished. We have chosen to 
support the concept of user roles rather that of user subjects 
because it gives more flexibility to the application [7, 11, 6]. 
Next, a classification process must be carried out in order 
to obtain the hierarchy structure of the various roles within 
the application. We have chosen to support for this pur
pose a User-Role Definition Hierarchy (URDH) based on 
the one proposed by Ting [11]. The (URDH) is used to 
characterise the different kinds of individuals (and groups) 
who all require different levels of access to the applica
tion. The responsibilities of the users are characterised for 
this purpose into three distinct levels of abstraction: user 
roles, user types and user classes. User roles allow the 
security designer to assign particular privileges to individ
ual roles. User types characterise common responsibilities 
among related user roles. Finally the different user types 
can be grouped into one, or more user classes. A four 
step methodology for implementing such an URDH can be 
found in [2, 11]. 

Step 2: Identification of objects 
The identification of the objects is then necessary. The 
objects in this case are the data that must be protected. 
Data is grouped for this purpose into data groups. Every 
data group reflects the use and the nature of the data in it. 

After completing this step, an initial design of the 
entity-relationship model can be performed which takes 
into consideration the structural part and the functioning 
(data flow) of the application. The result is a conceptuali
sation of the universe of discourse (UoD) [2] which, until 
now, does not take into consideration the specific security 
requirements of the application. 

Step 3: Assignment of the basic security levels 
As a next step we take the output of the URDH process and 
the data groups as defined above and we begin a down-up 
assignment of security levels to each data type. The assign
ment of the security level depends on the need to know re
quirements of the users as represented in the URDH, and on 
the security policy requirements (the security policy must 
have been previously defined in the requirements analysis 
phase). In our methodology (see also the description of 
the experimental implementation below), we initially as
sign to every object ( data type) a security level which is 
strictly greater than the clearance of the subject (that is one 
level greater). This is because as it is well known, a basic 
characteristic of mandatory/multilevel security is that if we 
assign a security level to an object greater than the clear
ance of a subject, that subject won't be able to get access 
to the object. Since we have chosen tuple level granularity, 
divisions of relations to sub-relations may be necessary in 
order to keep certain fields unaccessed by some user roles. 
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Step 4: Processing of security constraints 
After obtaining the initial security lattice, some further re
finement may be necessary in order to satisfy the security 
constraints that have been defined during the requirements 
analysis. For this reason an upgrade of some relations, or 
some tuples in a relation is performed. For every security 
constraint, a consistency and conflict management must be 
executed in order to preserve the consistency of the concep
tual model. At the end of this process we obtain a security 
lattice that satisfies all the security constraints. A graphical 
representation of the conceptual data model, enhanced by 
the security semantics can be schematised. This extension 
is called the multilevel secure entity relationship model [9]. 

Step 5: Definition of permitted of access types 
Since we have chosen to support also a discretional access 
(DAC) policy, the permitted access types must be defined 
for all subjects. This definition depends on the need-to
know requirements of the subjects to the objects dominated 
by their clearance. A number of access tables are developed 
for this purpose, one for each type of user. An example of 
the process is given below in the section 4. 

4 The Experimental Implementation 

The AHEPA University Hospital, which has been used as 
our test-bed, is a general hospital which is part of the Aris
totelian University of Thessaloniki. The following figures 
describe briefly the hospital: 16 clinics including the ref
erence and hospitalisation centre for AIDS patients from 
all Northern Greece; 40 laboratories; a radiological depart
ment including M.R.I., C.T., U.S., D.S.A, X-rays, etc.; a 
nuclear medicine department (SPECT, Gamma-Camera); 
705 beds; 520 medical doctors including consultants; 762 
nursing personnel; 466 personnel for financial and general 
support; 28,000 inpatients per year; 2,500 surgical proce
dures per year; 107 ,000 outpatients per year; 2,345,000 
laboratory tests per year (1993). Details of this experimen
tal implementation of the proposed design methodology in 
the AHEPA hospital have already been reported in [5, 8, 6]. 
In this section we will concentrate in the implementation 
of the conceptual design phase. 

Step 1: identification of the user roles 
Physicians and the other staff in a hospital department can 
have different responsibilities. A representative [5, 2] hi
erarchy, which has been used for the identification of the 
need-to-know requirements of the various types of users in 
the experimental implementation (which is also represen
tative for most Greek hospitals), is the following: 

Head doctor: He is responsible for the entire department. 
He is not personally involved in the everyday medical 
practice but.he administers the medical practice of all 
the therapists in his department. 

Responsible doctors or therapists: They make diagnosis, 
admissions, and specify treatments during the normal 
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working hours of the day. 

On duty doctors: He is the doctor responsible outside the 
normal working hours of the day (e.g. during the night). 
During his duty time he has all the responsibilities that 
are normally given to the therapists. 

Head nurse: She has administration activities. These re
late to the examination requests, pharmaceutical pre
scriptions, clinical treatments, operations workflow ( e.g. 
waiting list for the surgical operations), etc .. She or
ders the treatments and special materials according to 
the therapist request and to the hospital rules. 

Nunes: They are responsible for providing the daily care 
to the patients. In our experimental implementation 
we have assumed that a nurse does not need to know 
any sensitive personal patient information (since by 
using the hospital id-number and the bed number of 
the patient she is able to perform her tasks). 

The paramedical staff: They collect specimens and per
fonn different tasks which include body and blood 
tests, radiology tests and all the paramedical treatments 
ordered for a specified patient. 

The paramedical doctors: They are responsible for the 
laboratory tests, ( especially those that require human 
intervention) and the evaluation of the results .. In most 
of the cases (especially in complex radiological exami
nations_like CAT~~ ~RI) these doctors co-operate with 
the therapists (c,r ili,e,definition of the final diagnosis 
and the treatDltrit ptan~ 

,. I_·•., ;c 

Registration staff: 1liey are.responsible for the collection 
of the admiriis~y~, . sdcial, personal and non per
sonal, demographic" and insurance information about 
the patient. The precise information that is needed by 
the financial office'~~ fnstirimce coverage of the 
patient is included. withih'their responsibilities. 

Financial staff: They are responsible for the update of the 
financial data, e.g. the cal_culation of the hospitalisation 
costs. They perfonri their tasks by using the internal 
hospitalisation number and the insurance information 
without having access to the identity and other personal 
data of the patient. 

Step 2: identification of the primary data sets 

A patient record is usually characterised by high complexity 
and heterogeneity in both the nature and the sensitivity 
levels of the different data sets included in it. Organising 
these data in a structured manner is however necessary for 
the development of the appropriate user views, which in 
tum is a necessary step for the design and implementation 
of a secure medical database system. The exact set of data 
groups obviously depends on the particular hospital system 
under study. Based on the experience obtained through the 
pilot implementation [8, 7] and the related research work, 
we can however identify the following typical set of basic 
data groups, which will be used to demonstrate the process: 

Administrative information: It includes information re
lated to admission data, in-charge and out-charge in
formation, patient follow-up guidelines, etc. 
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Table 3. The security schema developed according to the MAC access policy 

Sensitivity/ 
User roles clearance levels Data sets 

Personal doctor 
Registration staff 5 
On duty doctor 
Head doctor 

Statistical personell 
Head nurse 4 
Paramedical doctor 

Paramedical staff 
Billing staff 3 

Nurses 2 

Others 1 

Non-medical historical information: It includes some of 
the patient 'life-style' related information, like smok
ing habits, working environment details, etc. 

Social information: It includes information related to 'so
cial data' concerning the patient, like religion, type of 
work, sexual life style, etc. 

Personal demographic information: It includes patient 
data like name, ID number, address and other types 
of information that may lead to the direct identification 
of t~e patient. 

Non-personal demographic information: It includes de
mographic information about the patient that may be 
used for statistical purposes. This information could 
not lead to the identification of the patient. 

Insurance information: It includes all insurance related 
information. 

Diagnosis: It includes information related to symptoms 
and patient illness, as defined by the responsible physi
cians. 

Examination request: It refers to the doctor orders for 
specific laboratory tests, other examinations, etc. 

Examination result: It refers to the laboratory and radio
logical test results. 

Treatment Data: It refers to the data about the treatment 
given to the patient. It may be divided to the following 
categories: pharmaceutical, clinical, operational, radio 
therapy, physical therapy, diet and mental treatment. 

Use of special materials: It refers to some specific data 
like the ones related to heart operations, special mate
rials, etc., that can lead to a direct conclusion of the 
patient illness. 
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Personal demographic 

Non personal demographic 
Social inf. 
Non-medical historical 

Insurance 
Radio-therapy treatment 
Physical-therapy treatment 
Diet 
Mental treatment 
Special materials 
Exam requests and results 

Diagnosis 
Pharmaceutical treatment 
Clinical treatment 
Operational treatment 

Administrative inf. 

Billing information: It relates to all the billing oriented 
(financial) information of a patient. 

Steps 3 and 4: Construction of the security lattice 
During these steps, the integration of the security semantics 
in the conceptual model is carried out, based on the users' 
requirements. As was pointed in section 3, this is performed 
in two phases: the first is an initial assignment of security 
levels to users' roles and data groups. The second is an 
upgrade of the security level of some data groups in order 
to satisfy the related security constraints. The output of 
these two phases is shown in table 3. 

Step 5: Definition of the permitted actions 
The basic well defined actions in most DBMSs are 'Select', 
'Insert', 'Update' and 'Delete'. In a medical database sys
tem environment however, deletion is usually prohibited 
in the sensitive components, for auditing and follow-up 
reasons [5]. In our experimental implementation we use a 
logical deletion procedure, instead of the physical updating 
and deleting. This procedure activates a flag that can have 
three states: 'Inserted', 'Cancelled' and 'Executed'. 'In
serted' means that the action is under execution (is valid), 
'Cancelled' means that the action is cancelled, or stopped 
and 'Executed' means that the action is performed. For ex
ample during the insertion of a laboratory test request this 
flag is turned to 'Inserted'. If the act is committed it will be 
turned to 'Executed', and in the case that the doctor wishes 
to stop this test the flag will be turned to 'Cancelled'. This 
procedure is followed in the diagnosis field and all the other 
action fields (the fields that imply actions). The identity of 
the initiator of the action (Insert, Cancel, and Execute) is 
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logged, for a possible investigation of the medical work
flow (audit). Table 4 represents permitted access types of 
all the users to the data groups. 

The implementation 
Because of technical difficulties it has not been possi
ble yet to implement our system on a trusted version of 
the DBMS (which would support directly the use of both 
mandatory (MAC) and discretional (DAC) database secu
rity policies). For this reason and in order to simulate (for 
research purposes) the way our model works, we imple
mented temporarily the sensitivity label concept indirectly, 
as a special field in the record, using the ORACLE DBMS 
version 7, along with the existing data schema and system 
architecture. The system is implemented on a distributed 
database environment, UNIX-based servers and worksta
tions, TCP/IP communication protocols and client/server 
applications. We have used the provided grouping features 
of the DBMS (Oracle 7) to define the roles and the related 
individual users. In the runtime environment, the inter
face between a user and the application depends on: (i) the 
physical acces·s to the terminal, (ii) the node, and (iii) the 
identification and the authorisation procedures supported 
by the O.S. During execution the sensitivity level is passed 
as a dynamic parameter to transparently reduce the user 
view based on his task in the application, or his need-to
know requirements principle. 

The proposed database security policy described in sec
tion 3.2 above has been implemented. A security schema 
was developed for this purpose which has been based on the 
multilevel access control (MAC) policy model (Table 3). 
This has been used for the representation of the user roles, 
the sensitivity clearances of each role and the correspond
ing data sets. This classification has been based on the 
decision of the security officer, according to the hospital 
and departmental security regulations. A special, addi
tional column has been used for the internal representation 
of the sensitivity label of the data (since our DBMS does 
not support directly MAC). A number of interface appli
cations (user views) have also been constructed, based on 
the discretional access control (DAC) policy. A number 
of access tables have been developed for this purpose, one 
for each type of user. A summary of the complete security 
schema (access policy) implemented is given in Table 4. 
This schema is used for the representation of the views 
of the different user roles, and the modes in which these 
users are permitted to access the specific data groups. The 
schema is based on a strict appliance of the need-to-know 
principle. More information on the results of the experi
mental implementation in a real life hospital environment 
and the acceptance of the users can be found in [8, 7, 6]. 

5 Discussion 

Based on the experience from designing, implementing and 
using the above system in the testbed hospital the following 
remarks can be made: 
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• No observable performance overheads have been no
ticed [6]. This was to a significant extend the result 
of the correct indexing and database table clustering. 
Also the complexity of the applications has not affected 
the overall system performance [6], mainly because of 
the use of the Client/Server model. 

• Some additional physical design storage and program
ming overhead was required (as was expected), due to 
the extra columns used for sensitivity levels and the 
implementation of application and database triggers. 
These triggers are used to preserve the security coun
termeasures during the access of the data. 

• A source of several problems has been the fact that 
the Greek security legislation and the internal hospital 
regulations lack an exact definition of the users' duties 
and responsibilities in the overall system, in a feasible 
way to make more efficient the design of the security 
hierarchy. 

• Because of the limited flexibility of the information 
system (hard structured) some problems were encoun
tered caused by the overlapping duties of the medical 
personnel and the unprogrammed changes of shifts be
tween the working personnel. 

• There have been some problems on the information 
system acceptance by the end users. These were how
ever mostly due to their ignorance of the security 
threats. This can be solved by organising special secu
rity and privacy oriented seminars. 

6 Conclusions 

A database design methodology has been presented in 
this paper which aims to improve the security of medi
cal database systems. The proposed methodology is based 
on both the discretionary and the mandatory database secu
rity policies, in order to enhance medical database security 
by taking the advantages of both policies. It also supports 
tuple-level granularity that enables to reduce the complex
ity encountered when supporting field-level granularity and 
to minimise the number of fragments encountered when 
supporting the table-level granularity. An experimental 
implementation of the proposed m(?thodology in a major 
Greek hospital has also been presented. The implemen
tation has proved the usefulness of the proposals as well 
as their effectiveness in limiting the unauthorised access 
to the medical database, without severely restricting the 
capabilities of the system. 
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Table 4. The security schema developed according to the DAC access poBcy 
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