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Guest Editorial 

Information Security - The Family Member Who Came Home 

Basie von Solms 
Rand Afrikaans University, Johannesburg, South Africa 

basie@rkw.rau.ac.za 

The claim that the information society is upon us and that 
the information superhighway is about to affect us all, is 
such a cliche that it hardly bears repeating - practically 
everyone is talking and writing about it. Although the as
sertion that information security is an essential and integral 
part of the information society might also seem cliched to 
some, it nevertheless does not get as much attention and ex
posure as it should. Information security has always been 
seen in the same light as taxes: nobody really wants it, but 
everybody (reluctantly) admits that we need it. Following 
an alternative analogy, it is like an unwanted family mem
ber: we realise that he is part of the family, but we really 
do not want to be bothered by him. In the last few years, 
the growth of the Internet and the explosive appearance 
of the World Wide Web (WWW) has brought information 
security into corporate boardrooms and private lounges. 
Suddenly everyone wants to get to know this unwanted 
family member a little better! 

This issue of SACJ is. dedicated to the unwanted family 
member and if, by reading this issue, all of us in the IT fam
ily are able to learn just a little more about this sibling, then 
producing the issue would have been worthwhile. In fact, 
we should welcome him back home as soon as possible. 

A little background about this issue is in order. The 
International Federation for Information Processing (IFIP) 
is a consortium of about 60 member countries. It provides 
an umbrella for many international IT activities. Countries 
are represented by their national IT society, South Africa 
being represented by the Computer Society of South Africa 
(CSSA). IFIP has a total of 13 Technical Committees (TCs), 
each concentrating on a different aspect of IT. TC 11 deals 
with all aspects of information security. It organises an 
annual international conference - the so-called IFIP/Sec 
series, which is widely regarded as one of the major infor
mation security conferences. 

IFIP/Sec 95, the 11th International Conference on In
formation Security, took place in Cape Town in May 1995 
and IFIP/Sec 96, the 12th International Conference on In
formation Security, took place on the Greek island of Samos 
in May 1996. Complete proceedings of the two confer
ences, together containing more than 80 articles, have been 
published by the official IFIP publishers, Chapman and 
Hall. This issue of SACJ consists of a selection of four ar
ticles from the IFIP/Sec 95 Proceedings and two from the 
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IFIP/Sec 96 Proceedings. It is intended not only to.dissem
inate relevant information, but also to bring the information 
security interests of SAICSIT, CSSA, IFIP and TC 11 to 
the attention of readers. If, after reading this issue, you are 
interested in the remaining 7 4 articles, or in the activities 
of any of these bodies, please feel free to contact the guest 
editor directly. 

The selected articles cover a diverse range of infor
mation security issues. Parker extends its theoretical and 
conceptual understanding, Hoffman addresses several of 
its non-technical but crucial aspects, Muftic concentrates 
on its role in open distributed systems, de Ru and Eloff 
link into the use of biometrics in information security, von 
Solms investigates the security protocols for the Internet 
and WWW, and Pangalos and Khair remind us that infor
mation security requirements extend even into the medical 
field. 

The first four articles are from the IFIP/Sec 95 Pro
ceedings. The first, by Donn Parker, suggests a framework 
for information security in order to avoid information an
archy. He argues that the traditional view of the role of 
information security - to protect the three elements of con
fidentiality, integrity and availability of information - is 
dangerously oversimplified. He includes three more ele
ments of information into the equation: authenticity, utility 
and possession. The article provides a good platform for 
gaining a better understanding of what information security 
really ought to be about. , 

In the second article, Lance Hoffman addresses the im
portant issues of escrow encryption and export controls -
specifically, as he clearly points out, from a US standpoint. 
The article highlights the very important fact that cryptol
ogy is not merely a technical issue, but that the political 
overtones, civil liberties and administrative implications 
are also extremely relevant. Ignoring these non-technical 
issues, as many information security specialists tend to do, 
will have a negative impact on the field becoming a dis
cipline in its own right. Since its first publication, some 
of the issues raised by the Hoffman article have been re
ceiving attention. For example, the idea of international 
cryptology policies is being addressed by the European 
Organisation for Economic Cooperation and Development 
(OECD). Relevant recent articles on the escrow aspect can 
be found in [l]. 
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In the next article, Sead Muftic concentrates on aspects 
of security in open distributed environments. He identifies 
a number of elements suitable for a secure system in such 
an environment. These are: smart cards, secure user work
stations, integrated security clients, security servers and a 
global certification system for international networks. This 
last aspect is becoming more and more important as basi
cally all secure protocols use public key encryption in some 
form or the other. Using these elements, he also describes a 
number of security enhanced applications - secure Internet 
e-mail and secure EDI. Muftic stresses the fact that all these 
elements are operational, implemented, and already in use. 

de Ru and El off then discuss the reinforcement of pass
word authenticatiofl!l using typing biometrics. Biometric 
methods are probably the best means of authentication, but 
many of these methods are technology-intensive and ex
pensive. Their article tries to use typing characteristics as a 
cheap and user-transparent way to augment the traditional 
password. 

The last two articles are from the IFIP/Sec 96 Proceed
ings. von Solm's article gives an overview of two non
payment related and one payment related secure protocol 
for the Internet and the WWW. The non-payment related 
protocols are Secure Sockets Layer (SSL) and Secure Hy
pertext Transport Protocol (SHTTP). SSL is usable in any 
TCP/IP environment, while SHTTP is specifically for the 
WWW. Both make use of public key encryption. The pay
ment related protocol, Secure Payment Protocol (SEPP) 
was superseded by the Secure Transaction Protocol (SET) 
early in 1996, but only after the article had already been 
submitted to IFIP/Sec 96. The presentation at the confer
ence however, covered SET and not SEPP. An appendix 
is attached to this article, giving a brief overview of SET, 
as SEPP is no longer relevant. SET also uses public key 
encryption. 

The last article by Pangalos and Khair introduces a 
methodology to improve the security of medical databases 
in relation to authentication. Though the methodology of 
the authors is in itself important and interesting, the arti
cle was selected for this issue to underline the importance 
and relevance of information security in medical IT appli
cations - an area where security introduces new problems 
quite distinct from those traditionally encountered in the 
financial and other fields. Becuase of the differences, infor
mation security in medical applications still requires much 
research. 

It is hoped that readers will find this issue of SACJ use
ful, and also that they will get involved with the activities 
of the bodies mentioned above. 

References 

1. Communications of the ACM, 39(3):33-53, (March 
1996). 

2. http://www.visa.com. 
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Appendix A 

Secure Electronic Protocol (SET) [2] is the secure payment 
protocol announced by MasterCard and Visa in February 
1996. The two previous protocols, SEPP and STI, an
nounced independantly by these two companies, were re
placed by SET. 

This Appendix gives a brief and oversimplified 
overview of the SET message flow between the customer 
and the merchant when a payment is made. 

Only the most basic parts of messages are discussed, 
and many details are left out for the sake of simplicity. 

The electronic purchasing process can basically be di
vided into two phases. Phase 1 is a browsing and ne
gotiation phase in which the customer will decide what 
to buy. Goods and price will be negotiated and agreed 
upon between the customer and merchant. The phase will 
probably end with a completed order form, specifying the 
goods, with the '!tssociated price, the customer is about to 
buy. 

At this point the customer decides to start Phase 2, the 
payment phase. It is at this point that the SET payment 
protocol is initiated. 

Step 1: 
A message is sent from the customer to the merchant, 
requesting, amongst other things, the public key cer
tificates of the merchant and the merchant's acquirer. 

Step 2: 
The merchant sends these certificates back to the cus
tomer. 

Step 3: 

• The customer validates the certificates received 
from the merchant. 

• The customer constructs the Order Information 
(OI). 

OI contains info about the goods and negoti
ated price. 

• The customer generates a DES key Kl and en
crypts OI under Kl, giving Kl(OI). 

• The customer encrypts Kl using the public key 
of the merchant, giving MP(Kl). 

• The customer constructs the hash of the 01, giv
ing H(OI). 

• The customer constructs the Payment Informa
tion (PI). The PI contains info about the credit 
card nr, expiry date etc. 

• The customer generates a DES key K2 and en
crypts PI under K2, giving K2(PI). 

• The customer encrypts K2 using the public key 
of the acquirer, giving AP(K2). 

• The customer constructs the hash of the PI, giving 
H(PI). 

• The customer constructs the hash of 01, the 
hash of PI and concatenates them, giving 
H(OI)IIH(PI). 

• The customer digitally signs this concatenation 
giving S(H(OI)IIH(PI)). The customer performs 
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Step 4: 

this operation to uniquely associate the specific 
OI with the specific PI. 

The customer sends the message Ml= [Kl(OI), 
MP(Kl), H(OI), K2(PI), AP(K2), H(PI), 
S(H(OI)IIH(PI))] to the merchant. 

Step 5: 
The merchant receives Ml= [Kl(OI), MP(Kl), H(OI), 
K2(PI), AP(K2), H(PI), S(H(OI)IIH(PI))] 

• The merchant retrieves Kl and then OI. 
Note that the merchant cannot retrieve PI in 

any way. The customer intended it this way, be
cause he/she does not want the merchant to see 
his credit card info. 

• The merchant creates H(OI), concatenates it with 
H(PI) received in Ml, and compares it with the 
H(OI)IIH(PI) received in Ml. 

Note that the merchant can retrieve 
H(OI)IIH(PI) from S(H(OI)IIH(PI)) by using the 
customer's public key. 

If they are equal, then the merchant knows that 
the OI he/she has retrieved from Ml is the 'cor
rect' 01 intended by the customer to accompany 

Step 6: 

Guest Editorial 

the PI provided by the customer. 
Note that this process allows the merchant to 

associate a specific OI with a specific PI without 
knowing precisely what PI is. 

The merchant now requests an authorisation from 
his acquirer, by sending the following message M2 
to the acquirer: [H(OO, K2(PI), AP(K2), H(PI), 
S(H(OI)IIH(PI))] 

Step 7: 

• The acquirer goes vica versa through the same 
procedure as the merchant, allowing the acquirer 
to associate the specific PI with the specific OI 
without knowing precisely what OI is. 

The customer does not want the acquirer to see 
what he/she is buying, but wants the acquirer to 
link the OI to the PI. 

If necessary, the acquirer gets authorisation from the 
issuer, and send a digitally signed authorisation back 
to the merchant. 

Step 8: 
The merchant informs the customer that the transaction 
is authorised. 

SACJ is produced with kind support from 
Mosaic Software (Pty) Ltd. 

SACJ/SART,No 17, 1996 3 
Sponsored by IBM Global Services 

The largest supplier of computer services in the world 



Special Edition 

Reinforcing Password Authentication with Typing Biometrics 

WGdeRu J HP Eloff 
Dept. Computer Science, Rand Afrikaans University, Box 524, Auckland Park, 2006, South Africa 

Abstract 

This paper presents a methodology for the reinforcement of password authentication with the use of typing biometrical 
mechanisms. Typing biometrics refers to the analysis of keystroke patterns, which is unique for each user. The analysis of 
these keystroke patterns is done transparently, without being noticeable to the user, while he/she tries to gain system access 
via a password authentication mechanism in the normal way, i.e. by entering a user identification and password string. 
The analysis of keystroke patterns is done with fuzzy logic techniques, which are shown to have great potential in uniquely 
categorising each user/Es unique typing patterns. Fuzzy logic techniques have proven to be very successful in a wide range 
of applications, with much commercial success. It is shown that the integration of fuzzy logic based typing biometrics 
into currently employed password mechanisms, which is the most commonly used authentication device, can only serve to 
enhance security. 
Keywords: Computer Security, Authentication, Biometrics, Keystroke dynamics, Fuzzy logic, Authentication, Passwords 
Computing Review Categories: D.4.6, K.6.5 

1 Introduction 

The successful verification of a user or entity wishing to 
utilise a computer system lays at the core of the security of 
these systems. Effective system administration, auditing 
and efficient resource management all depend on correct 
user identification [4, 12, 16]. Although a variety of dif
ferent authentication devices are in use today to establish 
the identity of a user, password mechanisms remain the 
predominant method of choice. Password authentication is 
an inexpensive, familiar paradigm, which is supported by 
most operating systems [2, 16]. Confidence in its ability to 
provide adequate authentication, however, is diminishing 
12, 16]. This can mainly be attributed to the poor usage 
of passwords by many users. Methods are needed to ex
tend and enhance the useful life of password techniques. 
In this paper discussion focuses on the use of typing bio
metrics as a reinforcing mechanism for authentication usu
ally achieved with password techniques. Typing biometrics 
refers to the analysis of a user's keystroke patterns [2]. This 
reinforcing mechanism is transparently employed without 
heing noticeable to the user while he/she enters the normal 
authentication information, i.e. the user identification and 
password. 

Each user has an unique way of using the keyboard to 
enter his/her password, e.g. each user types the different 
characters that compose the password, at different typing 
speeds. Fuzzy logic techniques are used to measure the 
typing biometrics of a user. Fuzzy logic is the process of 
modelling problems that deal with ambiguous data using 
multivalued logic [I, 5-7, 18]. It's a generalisation of the 
traditional bivalent logic, which states that any assertion 
can either be true or false, but not both simultaneously. 
The statement: "the time interval between typing two suc
cessive password characters is very fast", is ambiguous, 
where can the line for "very fast" be drawn? Fuzzy logic 
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holds that everything is a matter of degree, e.g. the typing 
speed between typing two successive password characters 
might belong 90% to the set of fast typing. 

Currently, the quantity of ~ommercially available 
equipment utilising fuzzy logic is proliferating at a tremen
dous pace [1, 5, 7, 8]. It is finding usage in fields as diverse 
as mission critical train control where many lives are at 
stake, to the control of a normal washing machine. 

To describe the mechanisms for integrating typing bio
metrics into password authentication, the remainder of this 
paper is structured as follows: Section 2 briefly discusses 
authentication and the mechanisms in use. Section 3 dis
cusses the advantages and disadvantages of the different au
thentication mechanisms and argues the use of biometrics 
combined with passwords. Section 4 presents the frame
work for the implementation of typing biometrics. Finally 
the advantages, as well as further research, are discussed in 
section 5. 

2 Authentication 

The correct identification of a user is at the heart of most 
security systems. The identity of a user is necessary to 
maintain access control, as well as accountability [4]. A 
variety of different authentication devices are in use today 
to establish the identity of a user. 

Authentication techniques are grouped into three main 
categories [3, 9, 12]. The first authentication category re
quires the possession of an object. Smart cards and mag
netic strip cards are examples thereof[l6]. The second 
category entails that a user supplies specific information 
or responses to questions. Passwords are examples of au
thentication devices in this category [ 4]. The third category 
requires that the authentication device measures some phys
ical characteristic of the person being verified [2, 4, 15]. 
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This includes biometrical mechanisms such as face recog
nition, fingerprints, voiceprints, retina scans, keystroke pat
terns and signatures. In the strictest sense, biometrics refers 
to the use and application of statistical analysis to biological 
data and phenomena (11]. It has, however, become widely 
accepted within the security community to describe tech
nologies used in personal identity verification (15]. The 
biometrical devices can be further devided into two main 
categories: Those devices that use physical characteristics 
such as fingerprints and hand geometry, and those devices 
that use behavioural characteristics such as signature dy
namics and keystroke dynamics [ 15]. 

All authentication devices, as discussed above, endeav
our to eliminate the positive validation of an intruder (Type 
II error), as well as the failing to positively validate a legit
imate user (Type I error). They further strive to impose a 
minimal extra burden on users, whilst still avoiding type I 
and II errors. Finally, they attempt to provide authentica
tion at a reasonable cost (3, 4, 12]. 

3 Authentication: Towards A Better Solution 

Associated with each of the above mentioned authentica
tion categories, are also inherent strengths and weaknesses. 
The authentication devices that require the possession of an 
object, are susceptible to loss or theft, e.g. magnetical strip 
cards are vulnerable to being copied by using relatively 
cheap equipment. The advantages of these devices are the 
high level of security they provide [ 16]. 

The authentication devices that entail the supplying of 
specific information such as a password, are very vulnera
ble to trial and error attacks because users normally have 
difficulty in choosing passwords that are simultaneously 
memorable and difficult to guess. The infamous Internet 
worm of 1989, for example, used a commonly used pass
word dictionary to compromise the security of many of the 
network sites (14]. These devices, however, are still the 
cheapest and also the most widely used. 

Because the authentication information utilised by the 
devices requiring the measuring of some physical charac
teristic, i.e. biometrical techniques, can't be forgotten or 
stolen, it seems a very attractive solution. The inability of 
these devices however, to completely eliminate type I and 
II errors, combined with their expensive price tag, hampers 
their coming of age. 

All authentication devices, to a bigger or lessor extent, 
are susceptible to type I and type II errors. No device can 
be completely relied on to eliminate the validation of an 
intruder and the denying of access to a legitimate user. No 
single mechanism or control on its own, can be trusted to 
provide completely adequate security. It has justly been 
said that computer security should be composed of a com
bination of locks and control mechanisms (13]. The most 
effective defence will be composed of a sequence of inter
related security mechanisms. In this manner each vulner
ability in a security function is balanced by another secu
rity mechanism (13]. The same rationale also applies to 
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authentication mechanisms. If different authentication de
vices could be used in combination, while acknowledging 
the fact that costs must be kept manageable and a minimal 
extra burden must be imposed on users, the occurrence of 
type I and II errors could be kept to a minimum. Authenti
cation will be optimised if mechanisms are synergistically 
combined, so that the sum of the whole can be greater than 
the sum of it's parts. 

The remainder of this paper explores a methodology 
that integrates typing biometrics into current password au
thentication mechanisms as a means of improving security 
and reducing type I and II errors. The typing biometrics 
methodology employs a software solution in measuring a 
user's biometrical characteristics, which is a cheap alter
native that keeps costs manageable, but still maintains the 
benefits inherent to biometrics, i.e. that it can't be forgotten, 
forged or stolen. 

4 Reinforced Passwords 

A brief overview of the methodology is given to serve as 
frame of reference for the subsequent discussions. 

If a new user requests to be allowed access the com
puter system, or if an existing user's password expires, 
he/she will be asked to type a user identification and a new 
password. The user will then be asked to re-enter the user 
identification and password to verify the previous inputs. 
Based on the typing patterns displayed on entering and re
entering the user identification and password, the typing 
biometrics methodology will compute a typing index for 
the user. The authors are aware that the number of digits in 
the user identification and password will have an important 
impact on the establishing of an accurate pattern. A user 
identification with an associated typing index will be saved 
by the access control system, along with the normal user 
identification-password pair. 

On subsequent attempts to gain access to the system, 
the user will have to go through the normal password au
thentication procedure, i.e. entering the user identification 
followed by the password. Simultaneously, the system will 
also monitor the user's typing patterns and compute a typ
ing index based on the user identification and password pair 
just entered. This typing index will be compared with the 
typing index previously determined for this user. This will 
transparently be done without being noticeable to the user. 
If both tfle password and typing index match those saved 
by the authentication mechanism, a user is allowed access 
to the system. A typical session when a user attempts to 
access a system, is illustrated in Figure 1. 

The reinforcing typing biometrics component of the 
methodology, which categorises users' keystroke patterns, 
is now discussed, with special attention given to the fol
lowing: Firstly, the output which is produced to uniquely 
categorise each user's typing patterns, is presented. Sec
ondly, the inputs used to produce an unique categorisation 
for each user, are explained. Thirdly, it is shown how 
the output, i.e. the unique categorisation, is influenced by 

27 

Sponsored by IBM Global Services 
The largest supplier of computer services in the world 



Special Edition 

28 

Conventional password mechanism Supporting typing biometrics mechanism 
implemented without being noticeable to the user 

No 

Maximum number 
of attempts to 
correctly enter 
password exceeded? 

No 

Begin . 

Pennits access to 
system 

Monitor patterns .. 
Compute 
typing index 

No 

No 

Maximum number of 
attempts to display 
correct typing patterns 
exceeded? 

Figure 1. Reinforced password authentication with typing biometrics 

Sponsored by IBJ..l Global Services 
Visit us at http:llibm.co.zal.Yervices 

SACJ/SART, No 17, 1996 



Table 1. Inputs and Output 

Inputs Output 

time interval categorisation 
typing difficulty 

different inputs. Relating precise values to fuzzy sets is 
explained next, whereafter the categorisation with the use 
of rules is shown. Finally, the way in which authentication 
is achieved with this methodology, is explained. 

System output 

Because the aim of the methodology is to uniquely cate
gorise each user's typing patterns, the output will be the 
categorisation of these patterns. It is important that each 
user's typing patterns are uniquely categorised, the reason 
being that this categorisation, along with a password, will 
be the differentiating criteria by which a user is identified. 

System inputs 

The typing biometrics methodology as proposed in this 
paper utilises two inputs to categorise a user's keystroke 
patterns. Firstly, it utilises the time intervals between suc
cessive characters [10], created by users while typing a 
known sequence of characters, i.e. the user identification 
and password. Secondly, it utilises the "typing difficulty" 
in typing these successive characters. Literature and study 
on typing patterns suggest that certain key combinations on 
a conventional typewriter or computer keyboard are more 
difficult to perform that others [ 17]. For the purposes of 
this paper the typing difficulty is defined as the number 
of physical keys on the keyboard separating the successive 
characters entered by the user, as well as a component that 
determines whether the character was created with alterna
tive key combinations, e.g. typing a capitalised character 
normally entails pressing two keys simultaneously. 

These inputs will be illustrated with the following ex
ample: Suppose that the user enters Jack as user identi
fication and BeaN as password. The first input, i.e. the 
time interval, will entail the time duration between the let
ter pairs (J,a), (a,c), (c,k), (k, "Enter"), ("Enter", B), (B,e), 
(e,a), (a,N) measured in milliseconds. The second input, 
i.e. the typing difficulty, will entail the determination of the 
number of physical keys -00 the keyboard separating these 
letter pairs, combined with an added component that de
termines whether alternative key combinations were used, 
e.g. the letter pair (a,N) will yield a typing difficulty of 10 
because 5 physical keys separate the "a" and "n" on the 
keyboard and the "n" was typed in combination with the 
"shift" key to produce a capital "N", therefore adding an ad
ditional weight to the eventual typing difficulty factor. For 
simplicity of discussions, the value chosen for the weight is 
5, but can easily be adapted to fine-tune the different results 
or categorisations obtained by the methodology. The inputs 
and output utilised by the methodology are summarised in 
Table I. 
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Associating the inputs with the output 

The inputs influence the output, i.e. the time interval and 
the typing difficulty influence the way in which a user will 
be categorised. There is a relationship between the inputs 
and the output, but it is vague or fuzzy. It is difficult 
to crisply quantify the effect that the inputs will have on 
the output. It is, however, possible to vaguely express the 
relationships in linguistic terms, e.g. it is possible to say that 
if a time interval was very slow and if it was not difficult 
to type, the user must be categorised as typing poorly. The 
linguistic expressions represent subsets of the inputs and 
output utilised, e.g. not difficult is a subset of the complete 
set of different typing difficulties. To be able to relate the 
inputs to the output, therefore, subsets must be defined for 
each of the inputs, as well as for the output. 

Different subsets are possible for each of the above in
puts. The time interval between successive characters could 
possibly be very slow for a user not acquainted with a com
puter keyboard, or very fast for an experienced user. The 
following sets are used by the typing biometrics methodol
ogy: Very slow, Slow, Medium, Fast and Very fast. Like
wise, the typing difficulty of typing successive characters 
could be very easy for typing a (a,c) pair, or more difficult 
for typing a ( a,N) pair. The following sets are used by the 
typing biometrics methodology: Very easy, Easy, Difficult 
and Complex. 

Similarly, it is also necessary to define subsets for the 
output. The categorisation of a keystroke pattern could 
possibly be very bad for typing patterns displayed by an in
experienced user or excellent for typing patterns displayed 
by an experienced user. The following sets are used by 
the typing biometrics methodology: Very bad, Bad, Below 
average, Average, Good, Very good and Excellent. 

With the use of the above defined subsets, the relation
ship between the inputs and output can now be expressed 
as follows: 

Rule 1: if time interval is very fast 
and typing difficulty is easy 
then categorise as very good 

Rule 2: if time interval is very slow 
and typing difficulty is very easy 
then categorise as very bad 

Rule 3: if time interval is medium 
and typing difficulty is difficult 
then categorise as average 

Rule 4: if· time interval is slow 
and typing difficulty is easy 
then categorise as below average 

Rule 5: if time interval is medium 
and typing difficulty is complex 
then categorise as good 

Rule 6: if time interval is fast 
and typing difficulty is complex 
then categorise as good 

Rule 7: if time interval is very fast 
and typing difficulty is complex 
then categorise as excellent 
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Rule 8: if time interval is fast 
and typing difficulty is difficult 
then categorise as good 

More rules are utilised in the complete prototype, but for 
the sake of the simplicity of explanations, these rules are 
used. 

Relating precise values to fuzzy sets 
Although it is possible to express the relationships between 
the inputs and the output in linguistic terms, the inputs 
utilised by the typing biometrics methodology are precise, 
although not always the same, e.g. the time interval for the 
same user who types a (J,a) pair could possibly measures 
0.58 milliseconds, or sometimes possibly 0.6 milliseconds, 
which are precise values, despite the fact that it will not 
always be exactly the same. 

These precise values, such as 0.58 milliseconds or 0.6 
milliseconds, must be related to linguistic sets to be able to 
utilise the linguistic rules as defined above. This is done 
with the use of membership functions. Figures 2 and 3 
illustrate the membership functions for the time interval 
and typing difficulty inputs. Figure 4 illustrates the mem
bership functions for the categorisation output. A mem
bership function refers to the degree to which a specific 
precise value belongs to a set [6-8]. A time interval of0.58 
milliseconds in Figure 2 for example, belongs 20% to the 
set Fast and 70% to the set Medium. Similarly, a typing 
difficulty factor of 10 in Figure 3, belongs 15% to the set 
Complex and 70% to the set Difficult. From the examples 
it can be seen that it is possible for a value to simultane
ously belong to more than one set. Subsequent discussions 
will illustrate how this feature of fuzzy logic harmonises 
all obtained inputs, even if these inputs are not exactly the 
same for each authentication session, to produce an unique 
categorisation. 

Categorisation 
When evaluating a user's keystroke patterns, the time in
terval and typing difficulty input values cause certain rules 
to be activated by the typing biometrics methodology, e.g. 
input values that fall in the medium and difficult sets will 
activate rule 3 because rule 3 states that if time interval 
is medium and typing difficulty is difficult then categorise 
as average. Rules are activated simultaneously in a fuzzy 
system [6, 7]. This is possible because an input value can 
simultaneously belong to more than one set. When a rule is 
activated it is referred to as being fired. The way in which 
inferencing by the methodology is achieved will best be 
illustrated by an example. 

Assume that one of the character pairs that the user 
entered was (a,N), which yielded a time interval of 0.58 
milliseconds and a typing difficulty of factor 10. It is 
shown in Figures 2 and 3 to which fuzzy sets these spe
cific input values belong. The time interval input of 0.58 
milliseconds belongs to both the sets Medium and Fast. 
Similarly, the typing difficulty of factor 10 belongs to both 
the sets Difficult and Complex. The following statements 
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therefore hold: The time interval is medium and fast, and 
the typing difficulty is difficult and complex. This causes 
the following rules to fire: 

Rule 3: if time interval is medium 
and typing difficulty is difficult 
then categorise as average 

Rule 5: if time interval is medium 
and typing difficulty is complex 
then categorise as good 

Rule 6: if time interval is fast 
and typing difficulty is complex 
then categorise as good 

Rule 8: if time interval is fast 
and typing difficulty is difficult 
then categorise as good 

Because the input values only partially belong to the sets, 
e.g. 0.58 milliseconds only belongs 70% to the set Medium, 
the rules must likewise only fire partially. Figure 5 illus
trates how categorisation is achieved with the use of these 
rules and will be discussed in the remainder of this para
graph. Only the specific sets involved in each rule are 
shown in the figure. 

The vertical lines represent the crisp input values, i.e. 
the 0.58 milliseconds time interval and a factor 10 typing 
difficulty. All four rules fire at once. In rule 3, i.e. If time 
interval is medium and typing difficulty is difficult then cat
egorise as average, the vertical lines indicate a membership 
of 70% in both the medium time interval set, as well as the 
difficult typing difficulty set. This rule, therefore recom
mends an Average categorisation to a degree of 70%. In 
rule 5, i.e. If time interval is medium and typing difficulty is 
complex then categorise as good, the vertical lines indicate 
a membership of70% in the medium time interval and 20% 
in the complex typing difficulty. Different methods can be 
employed in fuzzy logic to perform the AND logical oper
ation [6-8]. In the most common approach the rule takes 
the lesser of 20% and 70%, which is 20%, and applies it 
to the output set [6-8]. This rule therefore recommends a 
Good categorisation to a degree of 20%. Likewise, the sixth 
and eight rules select the smaller of the two memberships 
and recommend categorisation to that extend. The process 
of firing these fuzzy rules is done for each of the charac
ter pairs in the user identification and password string that 
were entered by the user. 

Next, after all the character pairs have been entered 
by the user and evaluated by the methodology, the recom
mendations of all the rules that have been fired must be 
totalled up [8]. To do this, the methodology truncates the 
categorisation triangles at the recommendation level, as is 
normally done in fuzzy logic applications [8]. It then su
perimposes the resultant trapezoids on top of each other, 
to create a new geometrical shape, like the shaded area at 
the bottom of Figure 6. Finally, the methodology must 
now resolve all the recommendations into a crisp quantifi
able category. Different methods also exist in fuzzy logic 
theory to achieve this [6-8]. The most common of these, 
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Time interval 

Figure 2. The time interval input 
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Typing difficulty 

Figure 3. The typing difficulty input 
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Figure 4. The categorisation output 
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Rule 5 
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Figure 5. Firing the fuzzy rules 
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Recommendation I 

70 

Recommendation 2 

40 

Recommendation n 

40 .5 0 r 70 

Centre of Gravity 

Figure 6. Relating all recommendations to a crisp answer 

utilises the centre of gravity of the geometrical shape. This 
value is crisp and yields a numerical categorisation, i.e. the 
typing index. In figure 6 for instance, the centre of grav
ity is somewhere between 50 and 60 and the user will be 
categorised accordingly. 

Allowing system access 

The above described mechanisms render a typing index for 
the specific user trying to gain access to a computer system 
while analysing the user's typing patterns displayed when 
entering an user identification and password. The entered 
password and computed typing index are then compared 
to those previously saved by the access control mechanism 
for the specific user identification. If both the password and 
typing index match those saved by the access control mech
anism for the specific user identification, the user is allowed 
access to the system. If the password does not match, i.e. if 
it was incorrectly entered, a user will be rejected or asked 
to re-enter the authentication information, by the normal 
password authentication mechanism, without utilising the 
biometrics component. If the password does match, i.e. if it 
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was correctly entered, the biometrics component is used as 
a supporting recommendation that verifies that the person 
trying to gain access is really who he/she claims to be. 

5 Advantages and Further Research 

The synergistical reinforcement of password mechanisms 
with the use of typing biometrics can only serve to improve 
authentication. The following advantages are inherently 
part of the methodology as described in this paper: 

• Because it does not require expensive hardware, costs 
are kept manageable. 

• A compromised password obtained by an intruder will 
not necessarily mean that access to the system will 
erroneously be allowed. 

• A user's typing biometrics can't be lost, stolen or lend. 
• A user's typing biometrics can't be obtained while 

peaking at the user's typing. 
• The integration into current security systems will be 

smooth because it can be used in conjunction with 
the current password mechanisms. The fact that it is 
software and not hardware driven, further improves the 
integration possibilities. 

• The technique can be used to validate a user trying to 
gain access from any site or system( even if geograph
ically separated), not only those sites trusted by the 
system or those equipped with special hardware. 

• Trial and error password attacks have effectively been 
rendered unusable. The rejection of a password does 
not necessarily provide information pertaining the cor
rectness of the password string. 

• Throughout the duration of the session the typing 
biometrics mechanism can keep on monitoring the 
keystrokes of the user to ensure that the user initiat
ing the session is still the same user currently using the 
system. 

Research presented in this paper is a first attempt to rein
force passwords with the use of fuzzy logic based typing 
biometrics, but further research is necessary. The following 
high-level discussion highlights areas for further investiga
tion: 

• The exact scales utilised by the methodology for the 
typing difficulty input and categorisation output, as 
well as the optimum calibration of membership func
tions, to produce as m,ique a categorisation as pos
sible for each user, need further examination. Also, 
the deviation allowed when comparing the newly com
puted typing index with the saved typing index, must 
be examined. Deviations in matching a specific user's 
typing index might occur because of the fact that the 
exact same typing patterns are not always displayed 
each time the authentication information is entered by 
a user, e.g. the time interval for a specific character pair 
could measure 0.58 milliseconds in some instances and 
in other instances it could possibly measure 0.6 mil
liseconds. This vagueness or fuzziness in input, is 
however mostly addressed with the use of fuzzy logic 
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techniques which do not restrict crisp input values, 
such as 0.58 milliseconds or 0.6 milliseconds, to be
long to only one set. Fuzzy logic techniques also utilise 
the recommendations of all the rules in a harmonised 
manner to obtain a typing index that does not devi
ate substantially from the previously computed typing 
index. 

• The reliance which the access control system places on 
the recommendation of the typing biometrics compo
nent, also needs to be further researched. The follow
ing are some of the questions that must be addressed: 
Will the user be denied access if the methodology no
tices a typing index mismatch? Will the user be al
lowed access but the security administrator notified 
if the methodology notices a typing index·mismatch? 
Will the user have to re-enter his authentication in
formation if the methodology notices a typing index 
mismatch? 

• Rather then defining the typing difficulty as the phys
ical separation between keys, the theory behind the 
design of the keyboard for typing efficiency and er
gonomics could be used. 

• The above proposed research pertaining the scales, cal
ibration and reliance of the typing biometrics compo
nent will only be possible by implementing a working 
model of the methodology, albeit experimental, in an 
actual password authentication environment, for an ex
tended time period. Questions such as the number of 
digits in a password that are necessary to give a correct 
pattern match, and the number of times that the authen
tication information needs to be entered to establish a 
pattern also needs further research by means of a work
ing model. Answers obtained to these questions will 
also answer questions pertaining to the cost and time 
delay if passwords are changed regularly. 

• The use of neural nets combined with fuzzy logic to 
increase the ability of the system to learn a user's 
keystroke patterns, are also a potential field for re
search. This will, for example, be helpful in situations 
were users who are initially new to a computer envi
ronment and display poor typing abilities, will improve 
their typing performances with regular use of the com
puter. A user's typing pattern can also change when 
regularly typing the same authentication information. 
With the use of neural nets, the authentication mecha
nism will possibly be able to adapt to a user's changing 
typing patterns, i.e. adjusting the typing index based 
on a user's changing typing patterns. 

6 Conclusion 

The ongoing research and attention given to authentication 
mechanisms, is a clear indication of the fact that accurate, 
user-friendly authentication at manageable costs, remains 
a somewhat illusive goal. This paper presented an inex
pensive methodology that reinforces current password au
thentication, which is the most widely used authentication 
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mechanism and would remain so for a long time to come. 
This reinforcing mechanism is implemented in such a man
ner that the user is unaware of it's presence. In any event, 
the security yielded by the typing biometrical reinforcing 
mechanism, can only serve to improve and enhance security 
achieved by the conventional password mechanism, with 
which it is integrated. The fact that the typing biometrics 
methodology integrates into current password mechanisms 
at manageable costs to decrease the occurrence of type I 
and II errors, while maintaining the advantages of biomet
rical devices, makes it a worthwhile approach in the quest 
for the "ultimate authentication mechanism". 

In conclusion it must be said that the techniques for 
enhancing password security outlined in this paper must 
never replace the education of users in using the authenti
cation mechanisms. Security can be said to be not only the 
implementers concern but also the users'. 
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