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 Abstract 

The information security culture of an organisation is influenced by various factors, of which 
one could be related to legal and regulatory requirements. While employees must comply with 
organisational policies, external factors like data protection legislation might influence the 
manner in which employees protect information assets. This research sets out to investigate 
whether the information security culture level is consistent across offices of an organisation 
located in jurisdictions with and without data protection legislation and if the timeframe of the 
implemented data protection regulation might have had an impact. An information security 
culture survey was conducted in an organisation that follows a centralised approach to 
information security. Statistical analysis was conducted to compare the information security 
culture data of offices across six data protection jurisdictions where the organisation operates, 
namely Mauritius, Switzerland, Guernsey, South Africa, United Kingdom and Australia. It 
was found that the three offices (Mauritius, Switzerland and Guernsey), that had significantly 
more positive results, were all based in jurisdictions with implemented data protection 
legislation. However, the timeframe of the implemented data protection legislation did not 
seem to influence the information security culture mean scores, although the legislation 
incorporates the data protection principle of security. While data protection legislation might 
play a role to cultivate a more positive information security culture, other factors such as a 
large staff component could also play a role which can be further investigated. 
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1. Introduction 

Employee behavior and interactions with organisational information and systems 
over time become the way things are done, as evident in the information security 
culture (Schlienger and Teufel, 2002; Da Veiga and Eloff, 2010; AlHogail, 2016). 
The information security culture of an organisation could be influenced by various 
factors, such as awareness (Connolly et al., 2017; AlHogail, 2016), management 
(Flores and Ekstedt, 2016; Sheriff et al., 2015), policies (Box and Pottas 2013; Sherif 
et al., 2015) as well as legal and regulatory requirements that could play a role 
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(AlHogail and Mirza 2015). Legal and regulatory requirements are incorporated in 
the Information Security Culture Frameworks of AlHogail (2015) and Da Veiga and 
Eloff (2010), who argue that external factors to an organisation, such as legal and 
regulatory systems, as well as internal factors like the information security policy, 
are critical components of an information security culture.  

Organisations must comply with legal and regulatory requirements for the processing 
of information and should also ensure that their information security and data privacy 
policies are aligned to the relevant laws (ISO/IEC:27002, 2013). Multinational or 
international organisations often govern information security across the organisation 
through group policies, giving the minimum requirements for all their operations 
(offices) across legal jurisdictions. Some offices might be located in jurisdictions 
with stringent data protection laws, like Canada, Hong Kong, Austria and the United 
Kingdom (DLA PIPER, 2017; Greenleaf, 2014). Other offices might reside in 
jurisdictions that are in the process of enacting or implementing such laws, such as 
Namibia, Botswana, India and certain states in South America (DLA PIPER, 2017; 
Forrester, 2017; Greenleaf, 2014). Offices of organisations that are located in 
jurisdictions with limited or no data protection legislation have to abide by the 
internal compliance requirements of the organisation, from a policy or contractual 
perspective, although similar external compliance requirements might not be 
applicable to those offices. 

The focus of this research is to determine if the information security culture level is 
consistent across offices of an organisation  located in jurisdictions with and without 
data protection legislation and if the timeframe of the implemented data protection 
regulation might have had an impact. This is researched within the context of an 
organisation following a centralised approach to the management of information 
security. This has not been researched through an empirical study before and, as 
such, data form a quantitative information security culture assessment of an 
organisation with offices across data protection jurisdictions was analysed to answer 
the research questions. 

2. Research Questions 

This paper aims to answer the following research questions: 

For international organisations with a centralised information security management 
approach: 

x Is the information security culture level consistent across offices?  
x Is the information security culture level higher for offices located in 

jurisdictions with implemented data protection legislation, compared to 
offices that are not?  

x Does the time frame of implemented data protection legislation of a 
jurisdiction where the organisation’s office is situated have an impact on the 
level of information security culture of that office? 
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To answer the research questions the data protection legislation of the countries 
included in the sample are compared based on aspects such as whether the legislation 
is enacted, the timeframe that the legislation has been in place and the general data 
protection principles. The next section provides an overview of information security 
culture, followed by the comparison of the data protection legislation of the 
jurisdictions included in the scope. The research methodology and results are 
discussed thereafter. 

3. Information Security Culture 

There is no doubt that the human factor is regarded as a weak link in the protection 
of information security (Connolly et al., 2017; Tsohou et al., 2015; Chen et al., 
2015). The Action Line C5 of the World Summit of Information Society (WSIS), 
Geneva Action Plan (2003), the Organisation of Economic Cooperation and 
Development (OECD, 2005) and numerous academic research (Parsons et al. 2017; 
Karlsson et al., 2016; Flores and Ekstedt 2016, Dhillon et al., 2016; Alhogail, 2015; 
Sherif et al., 2015) therefore focus on the development of an information security 
culture to aid in minimizing the risk that the human element poses to the protection 
of information.  

An information security culture is defined by as the “attitudes, assumptions, beliefs, 
values and knowledge that employees/stakeholders use to interact with the 
organisation's systems and procedures at any point in time. The interaction results in 
acceptable or unacceptable behavior evident in artefacts and creations that become 
part of the way things are done in the organisation to protect its information assets” 
(Da Veiga and Eloff 2010). The information security culture of an organisation’s 
offices located in different legal jurisdictions might vary, which would support the 
work of Hofstede (2010), who found that the values of national culture vary between 
countries. This would imply that the way things are done in the organisation to 
protect information could differ between offices located in different countries (or 
jurisdictions) as a result of different attitudes, assumptions, beliefs, values and 
knowledge of employees/contractors/service providers/suppliers/stakeholders as far 
as information security in that jurisdiction is concerned.   

While the national culture and regulatory requirements could differ between offices 
of an organisation located across jurisdictions, all offices must comply with the 
information security policy in the organisation if a centralised approach for 
information security management is followed. A centralised approach for 
information security management has the advantage that the organisation has a 
comprehensive and consistent view of information security risk across the 
organisation (Harold 2007). In an organisation where the information security 
function is managed in a centralised manner, management (e.g. Country Security 
Officers) report to a centralised function and executive (e.g. Group Information 
Security Officer or Chief Information Officer) (Harold 2007). The centralised 
responsibility for information security together with factors such as a group 
information security policy aids in reducing conflict or different views or opinions on 
risks and threats to the organisation (Harold 2007). However, the information 
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security culture might not be consistent across the offices of an organisation that 
follows a centralised approach due to various factors that could influence it, such as 
the national culture and data protection legislation of each jurisdiction. 

3.1. The influence of regulatory requirements on the information security 
culture 

AlHogail (2015) indicates that a number of external factors could affect the 
information security culture of an organisation, one being the legal and regulatory 
requirements and government initiatives. The scope of this research is limited 
specifically to data protection legislation as it incorporates the principle of 
information security. This principle is also covered by the Fair Information 
Principles (FIP, 2016) and the Guidelines on the Protection of Personal Information 
and Trans-border Flows of Personal Data of the (OECD, 2013), which were endorsed 
by the US Federal Trade Commission (FTC).  

One of the OECD guidelines and FIP principles relate to information security 
measures that must be in place to protect the confidentially and integrity of personal 
information. The data protection principle of “security” is often included in data 
protection legislation and relates to the confidentiality and availability of 
information. The “information quality” principle of data protection relates to the 
integrity of information. Thereby, addressing the CIA-triad of information security. 
Organisations have to implement measures to protect personal information and 
employees have to comply with the security requirements of data protection 
legislation and internal organisational policies.  

The perception and attitude of employees towards the implementation of information 
security in an organisation can be measured through an information security culture 
assessment which will provide an indication of the information security culture level 
in the organisation. The statistics derived from an information security culture 
assessment can be used for comparative purposes to better understand the 
information security culture of an organisation and the possible impact of data 
protection legislation on its offices located in different jurisdictions. This will enable 
the researcher to obtain quantitative data about the information security culture of the 
different offices of an organisation in order to compare the data between offices in 
different jurisdictions. 

4. Data protection legislation overview for countries included in 
the case study 

For this case study, offices of six jurisdictions where the organisation operates were 
compared, namely Mauritius, Switzerland, Guernsey, South Africa, United Kingdom 
and Australia. A high level overview of the data protection legislation in each of the 
jurisdictions is provided below with a comparison at the end focussing on general 
data protection principles. 
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4.1. Data protection legislation in South Africa 

The Protection of Personal Information Act (POPIA, 2013) of South Africa was 
promulgated in 2013, but has not come into force as yet. Only the sections relating to 
the establishment of the Information Regulator are in force. The chairperson and 
members of the Information Regulator were appointed during 2016 to take office as 
of December 2016 (Information Regulator (South Africa), 2017). However, the 
commencement date of all sections of POPIA has not been announced. 

4.2. Data protection legislation in Mauritius 

The Data Protection Act (DPO, 2009) of Mauritius came into force in 2009. 
Mauritius has a Data Protection Office with a Data Protection Commissioner, Data 
Protection Officer Unit, Administrative, Cash Office Unit and IT Unit (Data 
Protection Commissioner Mauritius, 2017). The Data Protection Commissioner has 
published a number of guides and opinions, conducted awareness presentations, 
handled numerous complaints and issued the decisions thereof, such as unauthorized 
use of CCTV, disclosure of personal information, use of private e-mails and so on, 
and issued self-assessment and audit questionnaires (Data Protection Commissioner 
Mauritius, 2017). 

4.3. Data protection legislation in Switzerland 

In Switzerland, personal information is regulated by the Federal Act on Data 
Protection (FADP) of 1992 (FADP, 1992) as well as the Ordinance to the Federal 
Act on Data Protection (OFADP) of 1993 (OFADP, 1993). There are also 26 
cantonal data protection acts applicable to the 26 Swiss cantons. Switzerland is not 
part of the European Union and therefore the General Data Protection Regulation 
(GDRP, 2016) does not apply to them. The Federal Protection and Information 
Commissioner (FDPIC, 2017) fulfils the role of the regulatory authority and 
publishes numerous guideline documents on their website, ranging from big data and 
surveillance in the workplace to privacy technologies.  

4.4. Data protection legislation in Guernsey 

Data protection in the Channel Islands is regulated through the Data Protection 
(Bailiwick of Guernsey) Law of 2001 (DPA, 2001). The Data Protection 
Commissioner of Guernsey (2017) acts as the independent statutory authority for the 
law. The Commissioner issues guidance for individuals about their rights and also 
guidelines for organisations to aid with compliance. Guernsey also has to comply 
with the GDPR (2016), being part of the European Union. 

4.5. Data protection legislation in the United Kingdom 

The processing and protection of personal data in the United Kingdom is governed 
by the Data Protection Act (DPA) of 1998 (DPA, 1998), which came into effect in 
March 2000. Compliance is regulated by the Information Commissioner’s Office 
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(ICO, 2017). The United Kingdom is also preparing for compliance with the GDPR 
(2016), which will commence in 2018 (ICO Information Commissioners Blog, 
2016). The ICO is active in the United Kingdom and has published various 
guidelines for organisations and individuals. The office has ruled on more than 8,500 
related cases and actively audits and monitors organisations for compliance. Their 
website also allows for the reporting of concerns. 

4.6. Data protection legislation in Australia 

In Australia, the processing of personal information is regulated by the Federal 
Privacy Act 1988 (Privacy Act, 1988) as well as data protection legislation of the 
states and territories. The regulatory authority for the Privacy Act is the Australian 
Privacy Commissioner which is integrated within the Office of the Australian 
Information Commissioner (OAIC, 2017).  The OAIC has published various 
awareness material on their website, including guides for Privacy Impact 
Assessments, guides for securing personal information and breach notification, and 
fact sheets. It also provides a platform for complaints. Determinations of court cases 
are also published on the OAIC website.  

4.7. Comparison 

Table 1 provides a comparison of the data protection legislation of the countries in 
the sample compared with the data privacy principles of the FIP and the OECD. The 
categories in the first row relates to research work conducted by Botha et al. (2017). 
Collection limitation was added to ensure that all the FIP and OECD privacy 
principles are included, which are covered by all the acts listed in table 1. Sensitive 
personal information and direct marketing were also added for a more 
comprehensive comparison. The Y” indicates that a principle is covered by an act.  

Accountability and online privacy seems to be lacking in most of the acts included in 
the scope, followed by breach notification and further processing. Breach notification 
was introduced to the Privacy Act in Australia in October 2016 (DLA PIPER, 2017). 
In the UK the Privacy and Electronic Communications Regulations of  2003 requires 
that organisations notify the ICO in the event of a data breach of personal data, 
however the DPA does not include it (DLA PIPER, 2017). Some regulations such as 
that of the UK and Australia include cookie compliance under online privacy 
whereas Switzerland covers online privacy in the Swiss Telecommunications Act 
(DLA PIPER, 2017). The data protection legislation in the United Kingdom and 
Australia are regarded as “Heavy” (red), whereas Switzerland is “Moderate” 
(orange) and South Africa, Mauritius and Guernsey are regarded as “Low” (yellow) 
in terms of the regulation requirements and enforcement (DLA PIPER, 2017).   

The data protection regulations of all five the countries in table 1 include security 
and information quality in their data protection legislation to ensure the 
confidentiality, integrity and availability of personal information by data controllers 
and processors. Therefore allowing for a comparison related to the implementation of 
the information security requirements as evident in the information security culture. 
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FIP Y Y Y Y  Y Y Y Y         

OECD Y Y Y Y  Y Y Y Y         

South Africa POPIA Y Y Y Y Y Y Y Y Y Y Y Y Y Y TBD 0 
Mauritius DPA Y Y Y Y Y Y Y Y Y Y Y Y 2009 5 

Switzerland FADP 
DPO  Y Y Y  Y Y Y Y Y  Y   Y 1992 22 

Guernsey DPO Y Y Y Y Y Y Y Y Y Y Y Y 2001 13 
United Kingdom DPA Y Y Y Y Y Y Y Y Y Y Y Y 2000 14 

Australia PA Y Y Y Y Y Y Y Y Y Y Y Y 1988 26 
European Union GDPR Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y TBD 0 
Table 1: POPIA data privacy principle comparison with data privacy legislation 

in selected countries and standards (OECD, 2013; FIP, 2017; POPIA, 2013; 
DPA Mauritius, 2009; FADP, 1993; DPO Swiss, 1993; DPO Guernsey, 2001; 
DPA UK, 1998; Privacy Act, 1988; GDPR, 2016; DLA PIPER 2017; Botha et 

al., 2017) 

5. Research Methodology 

A case study methodology was applied using quantitative methods, including 
statistical analysis (Sanders and Lewin 1990). In the context of a case study, a single 
social unit is studied in depth with intensive analysis in the context of the research 
problem being investigated (Blaikie 2010). A survey method was used whereby a 
systematic instrument, such as a questionnaire, is used to gather data from a sample 
of a population which is analysed with statistics (Lavrakas 2008). While surveys are 
a cost-effective manner to conduct research, it also has the benefit of including large 
samples of users to participate (Brewerton and Millard, 2002, Lavrakas 2008). 
However, care should be taken to ensure that the sample is representative and that 
the measuring instrument produces reliable and valid data (Brewerton and Millward 
2002). These aspects were considered as part of the research and are discussed in the 
sections below. For the purpose of this research, an information security culture 
survey was conducted. The data derived was used to conduct comparative analysis 
between six offices of the organisation in this study. The next section gives an 
overview of the organisation, questionnaire and responses required.  
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5.1. Organisation 

The survey was conducted in a global organisation. The organisation follows a 
centralised approach for the management and implementation of information security 
and data privacy policies. The organisation therefore has a global information 
security policy and related procedures that all operations have to comply with as the 
minimum standard. There are information security officers in the various 
jurisdictions who report to a group information security officer. 

5.2. Measuring instrument 

The Information Security Culture Assessment (ISCA) (Da Veiga and Martins 2015) 
questionnaire was utilized for this research. The ISCA is a validated questionnaire 
with an internal reliability score of between 0.764 and 0.877 (Da Veiga and Martins 
2015), measuring the perception and attitude of employees towards information 
security in an effort to determine the information security culture. While other 
information security culture instruments exist such as that of Schlienger and Teufel 
(2002) or AlHogail (2015), the ISCA was selected as it is valid and reliable and the 
researcher developed and applied it in previous research in the case study 
organisation. 

The ISCA questionnaire comprises three sections, namely, a knowledge section 
where 18 questions are used to obtain an understanding of general information 
security awareness, a second section with 55 information security culture statements 
answered on a five-point Likert scale and the third section with a number of 
demographical questions. Where the mean of the information security culture 
statements is above 4.00, it is regarded as a positive information security culture. If, 
however, the mean score is below 4.00, actions should be implemented to address 
developmental constructs or statements, as identified in the survey data. The 
information security culture section includes eight constructs, namely, information 
asset management, information security policies, change, user management, 
information security program, information security leadership, information security 
management and trust. 

Survey Tracker (2017) software was used to develop the questionnaire in electronic 
format, to collect and analyze the data. In addition, the Statistical Package for the 
Social Sciences (SPSS) (2013) was used to conduct the significant difference 
analysis using the one-way analysis of variance (ANOVA) test. 

6. Results  

The overall information security culture mean for the organisation was 4.10, 
indicating a positive or strong information security culture. The results of the survey 
are discussed below, focusing on the overall mean scores of the information security 
culture questions. The results are reported, starting with the response rates and results 
per office in each jurisdiction, followed by a discussion of the results in line with 
each research question. 
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6.1. Responses 

Responses from the organisation’s offices across six jurisdictions, namely, Australia, 
Guernsey, Mauritius, South Africa, Switzerland and the United Kingdom, were 
included in the scope. The data of these six offices were found to differ significantly 
from each other based on ANOVA tests. The Ireland and Jersey office data were 
excluded from the analysis, as no significant differences were identified between 
these offices and the other offices; it was thus not significantly more negative or 
positive. The offices that could not be included due to receiving fewer than three 
responses were located in Botswana, Hong Kong, Namibia and the office in the 
United States. Table 2 outlines the number of responses obtained per office in each 
respective jurisdiction.  

The Mauritius, Switzerland and Guernsey offices had smaller numbers of staff 
employed and hence a smaller number of responses for the survey when compared 
with the offices in South Africa, the United Kingdom and Australia. For example, 
while the Switzerland office only had 15 responses, it represented a 29% response 
rate as the office employs fewer staff compared to the Johannesburg office, where 
587 responses were obtained, representing a 23% response rate. A total of 2 159 
responses were obtained from the organisation’s employees. On a 95% confidence 
level only 367 responses were required, based on the method of Krejcie and Morgan 
(1970). Thus, an adequate number of responses were obtained.  

Office Survey responses 
received 

ISCA mean Data protection 
legislation in place 

Mauritius office 57   4.49** Yes 
Switzerland office 15   4.35** Yes 
Guernsey office 39   4.34** Yes 
South Africa office 587 4.07* No 
United Kingdom office 600 4.05* Yes 
Australia office 167 4.04* Yes 
Table 2: Responses per office in each respective jurisdiction and ISCA mean 

6.2. Research question 1 

Is the information security culture level consistent across offices?  

ANOVA tests were used to identify the offices that scored significantly higher than 
the lowest scored offices.  Table 2 lists these offices with the corresponding mean for 
the information security culture questions (section two of the questionnaire). The 
results for offices located in Mauritius, Switzerland and Guernsey were significantly 
more positive (**) than those for the three offices with the lowest mean (*), namely 
the office in South Africa, United Kingdom and Australia.  

The information security culture level is therefore found not to be consistent across 
the offices of an organisation that follows a centralised approach to information 
security culture. This could be related to various factors such as internal management 
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of country security officers, subcultures or the number of staff employed in a 
respective office, which requires further research. 

6.3. Research question 2 

Is the information security culture level higher for offices located in jurisdictions 
with implemented data protection legislation, compared to offices that are not?  

The six offices are each located in a different jurisdiction, which enables a 
comparison when considering the data protection legislation of those jurisdictions. 
Column three of table 2 indicates whether the respective office is in a jurisdiction 
with implemented data protection legislation or not. Of the jurisdictions in the study, 
only South Africa did not have implemented data protection legislation at the time of 
the survey.  

Data protection legislation has been implemented in Mauritius, Switzerland and 
Guernsey. These three offices have a higher information security culture score than 
South Africa, where data protection legislation has not yet been implemented. 
However, the offices in the United Kingdom and Australia scored lower than the 
South African office, despite having data protection legislation and despite being 
classified as countries with “heavy” data protection legislation.  

From the results one cannot conclude that the information security culture level is 
higher for offices located in jurisdictions with implemented data protection 
legislation, compared to jurisdictions where it is not. However, one can conclude that 
the offices that scored significantly higher are all located in jurisdictions with 
implemented data protection legislation. This answers research question two, 
however, further investigation is required to establish whether or not the role that the 
government, information commissioners and national culture play might have had an 
influence. 

6.4. Research question 3 

Does the time frame of implemented data protection legislation of a jurisdiction 
where the organisation’s office is situated have an impact on the level of information 
security culture of that office? 

Figure 1 shows the number of years that data protection legislation has been in place 
in each of the jurisdictions up to 2013, when the case study data was collected. The 
information security culture mean is depicted on the secondary X-axis. The mean 
varies for the offices located in jurisdictions with implemented data protection 
legislation. Australia, where the DPA has been in place for 26 years, has the lowest 
information security culture mean for the organisation included in this study. 
Switzerland, that has had the FADP in place for 22 years, scored the second highest 
information security culture mean. The United Kingdom, that has had the DPA in 
place for 16 years, scored lower than South Africa, where POPIA has not yet 
commenced. 
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Figure 1: Mean per office including years that data protection legislation had 
been in place (Striped red line: mean, Solid blue line: years) 

From the results there does not seem to be a correlation between the information 
security culture mean score and the number of years that the data protection 
legislation has been in place in the organisation used in this study. This answers the 
third research question.  

If one considers the responses obtained per office compared with the information 
security culture mean score (see table 2) it seems as though the information security 
culture mean score is higher for the offices with smaller staff numbers and lower for 
offices with larger staff numbers. The Mauritius, Switzerland and Guernsey offices, 
that employ small numbers of staff, were found to be significantly more positive than 
the larger offices, namely Australia, South Africa and the United Kingdom. 
Therefore, additional interventions, such as additional training, awareness and 
monitoring activities, might be required for offices with a large staff component. 
This is an aspect that could be further investigated in future research.  

7. Limitations and Future Research 

A limitation of the study is that the data of only one organisation were used.  From 
this organisation’s operations only one office from a jurisdiction with pending data 
protection legislation, namely South Africa, could be included in the analysis, as 
other offices, such as Botswana, did not have a representative response rate to 
include it in the analysis. To further investigate the influence of data protection 
legislation on the information security culture, additional organisations should be 
included in the sample, and specifically organisations with a number of operations 
across jurisdictions with and without data protection legislation. Organisations that 
follow a decentralised approach to the management of information security and data 
privacy should also be included in future research.  

8. Conclusion 

The objective of this research was to establish whether data protection legislation 
might influence the information security culture level across offices of an 
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international organisation, following a centralised approach for information security 
management. A case study was conducted in an organisation where an information 
security culture survey was conducted to derive data that could be used for 
comparison purposes. Six offices across six different jurisdictions were included in 
the analysis, namely, Mauritius, Switzerland and Guernsey, South Africa, the United 
Kingdom and Australia. 

The results indicated that the information security culture level of the organisation 
varied between its offices despite following a centralised approach for information 
security management. The information security culture did not seem to be influenced 
by the presence or absence of implemented data protection legislation, although the 
data protection legislation included the principles of security and integrity. However, 
all three offices whose scores were significantly more positive than the three lowest 
scored offices were located in jurisdictions with implemented data protection 
legislation. It was found that the time frame of implemented data protection 
legislation did not seem to impact on the level of information security culture in the 
context of the organisation in this study. However, offices with smaller staff numbers 
had a more positive information security culture compared to offices with large staff 
numbers. Future research will concentrate on including more organisations across 
various jurisdictions in the sample to further compare the influence of the data 
protection regulation on the information security culture. 
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