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1 INTRODUCTION

By the 1980s, it had been recogni sed that data protection wasaproblem a morethanthenationd level .
The globd market had emerged, leading to an increased need for the exchange of information across
national boundaries? I nternationa organisations such as the Organisation for Economic Co-operation
and Development (OECD), the European Council and the European Economic Community realised
on the one hand that if multinationa corporations were expected to conform to differing sandards of
data protection in every country in which they processed or stored datathiswould impose an onerous
burden on them. On the other hand, they wanted to avoid the creation of data havens (countrieswhere
no data protection regul ations exist) which could nullify other countries effortsto protect their citizens
liberties?

1 General international cooperation can be said to have begun in Teheran in 1968 with the International
Conference on Human Rights. The broad i ssue was the protection of human valuesin the context of rapid
technological progress. A United Nations resolution of 1968 (United Nations, Doc A/7218 (1969) 54) also
drew attention to respect for the privacy of individuals and the integrity and sovereignty of nationsinthe
light of advancesin recording and other techniques. One of thefirst international discussionson privacy
took placein Scandinaviain 1976 at ameeting of the International Commission of Jurists. The conference
recognised that the right to privacy was of paramount importance to human happiness and recommended
that all countriesshouldtake appropriate measuresto protect privacy inall itsdifferent aspects. The Nordic
Council (consisting of representativesfrom Denmark, | celand, Norway, Sweden and Finland) recommended
in 1971 that all Nordic governments should establish uniform data protection measures. Sincethe 1970sa
host of international groups have been involved with data protection, inter alia the International
Telecommunications Union, the Intergovernmental Bureau of Informatics, the United Nations Centre on
Transnational Corporations, the European Community, the International Federation for Information
Processing, the European Computer Manufacturers Association and the International Institute of
Administrative Sciences (see Hondius Emerging data protection 55—79; Bennett Regulating privacy
131-133).

2 See Hondius Emerging data protection 242; OECD Guidelines 18; Blume 1992 Computer/L J 399, 403.
Transborderdataflowsinvolve morethantheissue of dataprotection. Businessinterests, such asinterests
in the export of products and services, are also involved and should also be catered for (see Bothe 1989
Mich J Int L 333).

3 Lloyd Information technology law 44; Walden “ Data protection” 445. There are also commentators who
are sceptical of the professed aim of data protection, namely to protect privacy, and who argue that these

laws“ areeffectivenon-tariff barriersto thefreeflow of commercial and other information” (see Pinegar 1984

Int BusL'yer 183, 187. Seeaso McKeaver 1984 Int Bus L'yer 159; Schlundt 1985 Inf Age 67, 68). It would
(continued...)
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During this period, two sgnificant international documents or sets of rules concerning data protection
wereissued. Thefirg wasissued by the European Council and took the form of a Convention, namely
the Convention for the Protection of Individua swith regard to Automatic Processing of Personal Datef
(the Convention). The second set of rules was Guiddinesissued by the Committee of Ministersof the
OECD cdled GuiddinesGoverning the Protection of Privacy and Transborder Flowsof Persona Data®
(the OECD Guidelines). The purpose of these documentswastwofold, namely to set sandardsfor data
protection at the nationd level, and to ensure the free flow of data at the internationd level .® In order
to achieve these godls, these documents aimed to bring about equivaence’ between nationd rules on
data protection.® However, the two organisations approached the issue from different perspectives,®

3(...continued)
seem asif especially inthe USA thereis a suspicion that Europe is using data protection legislation as a
pretext for economic protectionism (see Lloyd I nformation technology law 48).

4 Council of Europe Convention for the Protection of Individuals with regard to Automatic Processing of
Personal Data Strasbourg 28 Jan 1981 (No 108/1981).

5 Reproduced in a booklet entitled Guidelines on the Protection of Privacy and Transborder Flows of
Personal Data (1981), which will hereafter bereferred to and cited as“ OECD Guidelines’. The booklet also
contains an Explanatory Memorandum to the OECD Guidelines, which will hereafter be cited as “OECD
Guidelines Explanatory Memorandum”.

6 Thesetwo goalsarein competition, and sometimesevenin conflict, with each other. Dataprotection entails
that an individual’s personal information be kept confidential, inter alia by restricting the dissemination
of such information. However, this can hinder the free flow of information. See also Beling 1983 Boston
College Int & Comp L R 591, 594; Bing 1984 Michigan Yb Int Legal S 271, 273.

7 However, as Blume 1992 Computer/L J 399, 403 points out, an important policy problem isto understand
what equivalence means. Is it sufficient that the same principles are followed in different countries, or
should these principles beimplemented in the same way? Part of this problem iswhether countries should
be allowed to categorise sensitive data differently. Blume argues (404) that a totally open market
presupposes that a harmonised regulation should be achieved if the legal protection of citizensisto be
taken seriously. He also points out, however, that different legal and political traditions can makethisgoal
almost impossible unless binding international cooperation exists.

8 If different countries provide an equivalent level of data protection, information can be passed between
them without impediments, since there is no increase in the threat posed to the privacy of individuals
whose personal information isinvolved in the datatransfer.

9 The two documents nevertheless resemble one another closely, which is to be expected since the
Convention and the OECD Guidelineswereformulated and discussed during the sasme period andtoalarge
extent by the same countries. The two organisations also cooperated closely and strove to eliminate
unnecessary differences between the two texts. See Hondius 1983 Neth Int L R 103, 113; Frosini 1987
Computer L & Prac 84, 87.
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which isareflection of the different purposes of the two organisations.'°

These two documents preceded another very important document, namely the European Union's

Directive on the Protection of Individuas with regard to the Processing of Persond Data and on the

Free Movement of such Data!* (the Directive), whichisat present the most prominent document inthe

data protection arena.*?

Thesethree documents are by no meansthe only international documentsthat influence data protection

— other documents include the United Nations Guiddines Concerning Computerized Persond Data

Files,*® documentsproduced by thelnternationa \Working Group on DataProtection and Tel ecommuni-

cations,** Amnesty Internationa’s Policy with Regard to Data Protection® and the Schengen

10

11

13

14

The Council of Europe has traditionally been a human rights organisation, and is also in charge of the
European Convention of Human Rights (Blume 1992 Computer/L J 399, 405). It is therefore to beexpected
that the Convention will focus on the human rights aspect of the privacy concept. The OECD Guidelines
on the other hand focus on theimpact of dataprotection on international trade and economic devel opment
(seefn 18) (seeasoBing 1984 Michigan Yb Int Legal S 271, 272; HondiusEmer ging data protection 1983
Neth Int L R 103, 106).

1995 Official Journal L 281/31. See dso fn 224.

Hondius 1983 Neth Int L R 103, 113 explainsthe rel ationship between the OECD, the European Council and
the EEC (forerunner of the EU) by comparing it to concentric circles:
The outer circle encompassesthe OECD member countries. The Council of Europe members
constitute the middle circle, and within the latter a group of ten Statesformstheinner circle,
the EEC. The wider the circle, the more general and less binding the rules.

It was adopted in 1990 by the United Nations General Assembly, and gives member states “ orientations”
to follow when implementing regulations concerning computerised personal data files. It sets out ten
principles concerning the minimum guarantees that should be provided in national legislation, that relate
to (i) lawfulnessandfairness; (ii) accuracy (iii) purposespecification; (iv) interested person access; (v) non-
discrimination; (vi) power to make exceptions; (vii) security; (viii) supervision and sanctions; (ix)
transborder data flows; and (x) field of application. (It can be found on the Datenschutz webpage at
http://www.datenschutz-berlin.de/.) Also see Bennet Regulating privacy 250; Walden “Dataprotection”
447.

Eg, Telecommunications and Privacy in Labour Relations(1989); Report and Guidance on DataProtection
and Privacy onthelnternet (1996); Common Statement on Cryptography (1997), Common Positionon Public
Accountability in Relation to Interception of Private Communications (1998); Common position relating to
ReverseDirectories(1998); Common Positionon DataProtection and Search Enginesonthelnternet (1998);
Conmon Position on Essentials for Privacy-enhancing Technologies (eg P3P) on the WorldwWideWeb
(1998). All these documents can be found on the Internet at http://www.datenschutz-berlin.de.

Madsen Personal data protection 1001-1004.
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Agreement.® However, the OECD Guidelines, the European Council’s Convention and the EU
Directive are at present the most widely followed and influentia of the documents. This chapter will

therefore confine itsalf to a detailed discussion of these three documents.

2 OECD GUIDELINES

2.1 Introduction

The OECD is aworld-wide organisation of 29 countriest’ sharing the principles of market economy,

plurdist democracy and respect for human rights.® The OECD established its first expert group on
data protection, known as the Data Bank Pandl, in 1969.%° This pand examined the privacy issues

16 The Schengen agreement of 1985 eliminates border controls between France, Germany and the Benelux
countries. It established a Schengen Information System for the exchange of information on popul ation
movement between thefive countries (see BennettRegul ating privacy 249). The Schengen agreement was
concluded in secrecy, and the data protection commissions of thethree member countrieswho at that stage
had data protection laws, ie Germany, France and Luxembourg, were only informed about it after the fact
(Madsen Personal data protection 28). For acritical discussion of the problems posed by the Schengen
agreement to data protection, see Shiraz 1995 Int J Refugee L 179-200. Also see Dumortier 1997 Int RL
Computers & Tech 93.

17 Austria, Australia, Belgium, Canada, the Czech Republic, Denmark, Finland, France, Germany, Greece,
Hungary, Iceland, Ireland, Italy, Japan, Korea, Luxembourg, Mexico, the Netherlands, New Zealand,
Norway, Poland, Portugal, Spain, Sweden, Switzerland, Turkey, the United Kingdom and the United States
of America (see the OECD website at http://www.oecd.org); Franklin Business guide 553 fn 1.

18 The OECD was preceded by the Organi sation of European Economic Co-operation (OEEC). TheOEECwas
established in 1948 after World War 11 to administer American and Canadian aid under the Marshall Plan
for the reconstruction of Europe. In 1961 the OEEC becamethe OECD under aConvention signedin Paris.
Since then its vocation has been to build strong economies in its member countries, improve efficiency,
hone market systems, expand free trade and contribute to development in both industrialised and
developing countries (Archer & Butler European Community 8). Also see Hondius Emerging data
protection 57; Beling 1983 Boston College Int & Comp L R 591, 593 fn 24.

19 OECD member countries meet and exchange information in committees. The overriding committee or
supreme body isthe Council. Each member country isrepresented on the Council. It also has an Executive
Committee. Exchanges between OECD governments flow from information and analysis provided by a
secretariat in Paris. Thel CCP (Information, Computer and Communications Policy) committee of the OECD
takes a special interest in data protection issues.
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associated with digitd persond information.?° It held a seminar in 1974%* where experts from most
OECD member countries exchanged views on data protectionissues, and another in 1977 in Vienna.??
In 1978 an ad hoc expert group on data protection, called the Group of Expertson Transborder Data
Barriers and Privacy Protection, was established. It was ingtructed by the Council of the OECD to
develop aset of guiddines on personal data protection and transborder data flow. Thisresulted in the
development of the OECD Guidelines over a period of three years® These guiddines were findly
adopted on 23 September 1981.2* The OECD Guideines were open for adoption by al companies

and organisations in the member countries®®

2.2 Provisions of OECD Guidelines?®

221 Nature of OECD Guidelines

It should be remembered that the OECD Guideines are not legdly binding — they are merdy
recommendations made by the OECD to its member countries regarding the adoption of good data

protection practicesin order to prevent unnecessary restrictions on transborder dataflows.?” Further-

more, they areformulated in generd termsand it isgenerally expected of the member countriesto work

20 Madsen Personal data protection 25.
21 OECD Policy issues in data protection.
22 This seminar was entitled Transborder data flows and the protection of privacy (see BennettRegulating

privacy 136-137).

23 It was developed by legal experts under the leadership of the Chairman of the Australian Law Reform
Commission, Justice Michael Kirby (see Madsen Personal data protection 24; Bing 1984 Michigan Yb
Int Legal S 271, 272)

24 Seefnb.

25 In other words, countriesdid not haveto join asacountry. Eg, the USA did not sign the OECD Guidelines,
but several hundred USA firmsdid signit. However, according to commentators, few actually adopted the
OECD Guidelinesin practice (Madsen Personal data protection 25; Banisar Privacy and human rights
235).

26 For adiscussion of the OECD Guidelines, see Beling 1983 Boston College Int & Comp L R 591, 603-618;
Bing 1984 Michigan Yb Int Legal S 271-303.

27 See Walden “Data protection” 447.
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out the details in their own nationd laws.2® The OECD Guidedines set minimum standards which may
be supplemented by additional measures. The OECD Guidelines do not require legidation for their
implementation.?®

222 Overview of structure of OECD Guidelines

The OECD Guiddlines are divided into five parts. The first part explains the scope of the OECD
Guiddines, contains definitions, and aso explains that the OECD Guidelines should be regarded as
minimum standards which should be supplemented by additional measures to protect privacy and
individud liberties3° Part 2 contains eight basic principles relating to the protection of privacy and
individud liberties a the national level . Part 3 deds withprinciples of internationa application. These
principles are concerned with the relationship between member countries, and involve the free flow of
dataand theissue of precisdly when restrictions may legitimately beimposed.®? Part 4 sets out how the
basic principles should be implemented at the nationd leve, specifying that they should be gpplied in
a nondiscriminatory fashion.®® Part 5 discusses international cooperation between OECD member
countries and refers to the issue of conflict of laws which may arise when the flow of data involves

severd member countries.

2.2.3 Purpose of OECD Guidelines

28 Some of the OECD Guidelines are more detailed than others. Eg, theindividual participation principle (see
par 2.2.5.7) was spelled out in much more detail than the issue of choice of law (see fn 104). The level of

detail depended on the extent of the consensus that could be reached on the resolutions and on the
available experience and knowledge. It was consequently envisaged that the OECD Guidelines should
constantly be reviewed and adjusted (OECD Guidelines Explanatory Memorandum 23).

29 See fn 86 and accompanying text.

30 OECD Guidelines par 1-6. On the meaning of individual liberties, see fn 34.

31 OECD Guidelines par 7-14.

32 OECD Guidelines par 15-18.

3 OECD Guidelines par 19.
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The purpose of the OECD Guiddinesis to baance the protection of privacy and individud liberties**
againg the advancement of the free flow of persond data®™ across national boundaries®

The objectives of the OECD Guiddines can be stated as follows:

| achieving acceptance by member countries of certain minimum standards of protection of
privecy and individud liberties with regard to persond data

a reducing differences between relevant domestic rules and practices of member countriesto a
minimum

| ensuring that in protecting persona dataconsideration isgivento theinterests of other member
countries and the need to avoid undue interference with the flows of persona data between

member countries

| diminaing, as far as possble, reasons which might induce member countries to restrict

A The Group of Experts who drafted the OECD Guidelines preferred to use the concept “privacy and
individual liberties” rather than thetraditional concept of “privacy” , which only rel atesto keeping personal
data confidential, because other related interests, such as the obligations of record-keepersto inform the
general public about activities concerned with the processing of data, and the rights of data subjects to
have data rel ated to them supplemented or amended, can also be identified in this area:
Generally speaking, therehashbeen atendency to broaden thetraditional concept of privacy (“the
right to be left alone”) and to identify a more complex synthesis of interests which can perhaps
more correctly be termed privacy and individual liberties.

(OECD Guiddines Explanatory Memorandum 16).

35 It isimportant to remember that the OECD Guidelines attempt to balance two essential values, namely the
protection of privacy and individual liberties on the one hand, and the advancement of the free flow of
personal data on the other (see fn 6 and accompanying text). While the OECD Guidelines accept the need
for certain restrictions to free transborder flows of personal data, they seek to reduce the need for such
restrictions and thereby strengthen the notion of free information flows between countries (OECD
Guidelines Explanatory Memorandum 22-23). Also see Madsen Personal data protection 24.

36 Transborder flows of personal data are defined as*“ movements of personal dataacross national borders’
(OECD Guidelines par 1(c)). This definition restricts the application of certain provisions of the OECD
Guidelinestointernational dataflowsand consequently doesnot deal with dataflowswithinfederal states.
The definition includes the movement of data through electronic transmission, via satellite or any other
means (OECD Guidelines Explanatory Memorandum 26).
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transhorder flows of data because of the possible risks associated with such flows®

224 Scope of OECD Guidelines

The OECD Guideines apply to per sonal data, inthepublic or private sector, which, because of the
manner in which they are processed by adata controller, or because of their nature or the context in
which they are used, pose a danger to privacy and individuad liberties®

The OECD Guidelines are based on the concept of “persona data’ and not, as many nationa lawsand
the Convention are, on the concept of a“ persona datasystem”.* However, the OECD Guiddinesaso
presume some structuring of the data, and do not apply to a single data element.* “ Per sonal data”

are defined as any information relating to an identified or identifiable individud.** In other words, data
are “persond” if they may be connected to a particular physica person by direct (for example acivil
registration number) or indirect (for example an address) linkages.*?

The terms“ persond data’ and “ data subject” serve to underscore the fact that the OECD Guiddines
are concerned with natural (as opposed to juristic) persons. In other words, the OECD Guiddines
recognise only natural persons as data subjects, and therefore do not protect the data relating to

37 OECD Guidelines Explanatory Memorandum 22.
33 OECD Guidelines par 2.

39 See eg the US Privacy Act which is based on a “system of records’ (ch 2 par 4.2.2.3) or the UK Data
Protection Act) which regulates the processing of data (ch 4 par 4.3.3.1), and on the Convention, see par
3.2.3. Seealso Bing 1984 Michigan Yb Int Legal S 271, 273.

40 In the Explanatory Memorandum to the OECD Guidelinesit is stated that “the OECD Guidelines deal with
the building-up and use of aggregates of datawhich are organised for retrieval, decision-making, research,
surveys and similar purposes...” (OECD Guidelines Explanatory Memorandum 25). See also Bing 1984
Michigan Yb Int Legal S 271, 273.

41 OECD Guiddines par 1(b).

12 OECD Guidelines Explanatory Memorandum 25.
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business enterprises, associations and groups with or without legd persondity.®

The data controller isthe party who is competent to decide about the contents and use of persona

data, even where an agent collects or processes the data on the controller’ s behalf.** The controller is

aso the party who is accountable for compliance with the basic principles sated in the OECD

Guiddines®

The OECD Guiddines do not distinguish between the processing of datain the private or public

sector s, or between manual and automatic processing, as long as the processing posesadanger to

privacy and individud liberties*® There is therefore no intention to include the collectionof data of an

43 Some member countries were of the opinion that business enterprises, associations and other groups of
persons should also be protected under the OECD Guidelines. Argumentsin favour of thisview werethe
following:

It is difficult to define clearly the dividing line between personal and non-personal data (eg, data
relating to asmall company may also concern its owner or owners and provide personal information
of asensitive nature).

People belonging to a particular group (eg mentally disabled persons, immigrants, ethnic minorities)
may need additional protection against the dissemination of information relating to that group.

However, not enough consensus could be reached on thisissue, and the OECD Guidelinesweretherefore
only made applicable to natural persons as data subjects. Argumentsin favour of this approach were:

The notions of individual integrity and privacy are in many respects particular and should not be
treated in the same way as the integrity of a group of persons, or corporate security and
confidentiality.

The needs for protection are different and so are the policy frameworks within which solutions have
to be formulated and interests balanced against one another.

(See OECD Guidelines Explanatory Memorandum 24.)

a4 OECD Guidelines par 1(a). The datacontroller may beajuristic or natural person, public authority, agency
or any other body. However, the definition excludes four categories which may be involved in the
processing of data, namely:

@

(b)
(©
(d)

licensing authorities and similar bodies which authorise the processing of databut are not entitled to
decide what activities should be carried out and for what purposes

data processing service bureaus which carry out data processing on behalf of others

telecommuni cations authorities and similar bodies which act as mere conduits

“dependent users’ who may have accessto data, but are not authorised to decide which data should
be stored, who should be able to use them, etc

(See OECD Guidelines Explanatory Memorandum 26.)

45 OECD Guidelines Explanatory Memorandum 26.

46 OECD Guidelines par 2. On the concept “privacy and individual liberties” see fn 34.
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innocent nature (for example, persona notebooks).*’

The Group of Experts who developed the OECD Guiddines devoted specid attention to the issue of
whether or not the OECD Guiddines should be restricted to the automatic or computer-assisted
processing of data. They identified the following reasons why such a redtriction may seem to be
desirable: theparti cular dangerstoindividud privacy rai sed by automation and computerised databanks;
an increasing dominance of automatic data processing methods, especidly in transborder data flows;
and the particular framework of information, computer and communications policies within which the

Group of Experts had set out to fulfil its mandate.

However, the Group of Experts concluded that limiting the OECD Guiddines to the autometic
processing of persona datawould have congderable drawbacks. Firg, it isdifficult to draw aclearly
defined ditinction between theautomati c and the nonautometic handling of data, sncethereare” mixed”
data processing systems and there are stages in the processing of data which may or may not leed to
automatic trestment. Second, ongoing technologica developments add to the difficulties (for example
semi-automated methods based on the use of microfilm, or microcomputerswhich may increasingly be
used for private purposes that are both harmless and impossible to control). Third, concentrating
exdusvely on computers in the OECD Guiddines might give rise to inconsstency and lacunae, and
create opportunities for record-keepers to circumvent rules made in order to implement the OECD

Guiddlines by using nonautomatic means for purposes which may be offendive.®

The OECD Guiddines permit member countriesto limit the scope of the measures they introducein
order to implement the OECD Guiddines. Member countries are permitted to apply the OECD
Guidelines only to the automatic processing of data, to exclude persona data which obvioudy do not
contain any risk to privacy and individud liberties, or to gpply different protective measuresto different

a7 OECD Guidelines Explanatory Memorandum 27.

48 OECD Guidelines Explanatory Memorandum 24-25.
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categories of persond data.*

The OECD Guiddines aso recognise the fact that member countries may wish to exclude the
application of the principlesof the OECD Guiddinesbecause of nationd sovereignty, nationd security
or public policy.® In this regard the OECD Guiddines recommend that two generd criteria ought to
guide nationd poalicies: (1) These exceptions should be asfew aspossible and (2) they should be made

known to the public.>!

2.25 Basic principles of data protection

The core of the OECD Guiddines conssts of the principles set out in part 2. Member countries are
recommended to adhere to these principles with a view to attaining the objectives of the OECD

Guiddines®

Theeight principlesset out inthe OECD Guidelinesshould betreated asawhol e, becausethereissome
degree of duplication and the digtinctions between different activities and stages involved in the

processing of datawhich are assumed in the principles are somewhat atificia.>

49 OECD Guidelines par 3(a)—c).
50 OECD Guidelines par 4.

51 OECD Guidelines par 4(a)—(b). In the Explanatory Memorandum (28) it is indicated that par 4 allows for
different ways of implementing the OECD Guidelines because countries are at different stages of
development with regard to strategies for rules and institutions to protect privacy, and will probably
proceed at different rates and apply different strategies, eg the regulation of certain types of data or
activities as compared to regulation of ageneral nature (“omnibus approach”).

The Group of Experts who compiled the OECD Guidelines foresaw that countries might apply the
OECD Guidelines differently to different kinds of personal data. Examples of such areas are the balancing
of competinginterestssuch astheconfidentiality of medical recordsversustheindividual’ sright toinspect
data relating to him or her, or in the treatment of credit reporting, criminal investigations, banking or
statistical records (OECD Guidelines Explanatory Memorandum 28).

52 See par 157.

53 OECD Guidelines Explanatory Memorandum 28-29.
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2.25.1 Principle of limitation of collection

This principlesatesthat thereshould belimitsto the collection of persond dataand any such datashould
be obtained by lawful and fair meansand, where appropriate, with the knowledge or consent of the data

subject.>

Two issues are addressed by this principle: (a) there should be limits to the collection of data which,
because of the manner in which they are to be processed, their nature, the context in which they areto
be used or other circumstances, areregarded as specidly senstive; and (b) certain requirements should
be met as regards the methods employed to collect data

a Limitation of collection of sensitive data

The Group of Experts was confronted by two opposing views asregards the enumeration of sengtive
data. Oneview, whichwas supported by European legidators, wasthat it isboth possibleand desirable
to enumerate types of datawhich are intringcaly senstive, with the result that the collection of these
types of data should be prohibited or at least restricted. Examples of such sendtive data are data that
relate to race, religious bdiefs and crimind records. The other view, support for which may be found
intheprivacy legidation of the USA, wasthat no datawereintringcally senstiveor private, but become
so asaresult of their context and use. In the end the Group of Expertsfound it impossible to define any
st of datawhich were universdly regarded as sengtive, and consequently only formulated a generd
criterion that there should be limits to the collection of persond data®®

54 OECD Guidelines par 7.

55 OECD Guidelines Explanatory Memorandum 29. The nature of the limits to the collection of datais not
spelled out, but in the Explanatory Memorandum to the OECD Guidelines it is envisaged that the limits

relate to:
— dataquality aspects(iethat it should be possibleto deriveinformation of sufficiently high quality from

the data collected, that data should be collected in a proper information framework, etc)
— limits associated with the purpose of the processing of data (ie that only certain categories of data

ought to becollected, and possibly that datacollection shoul d berestricted to the minimum necessary
to fulfil the specified purpose)
(continued...)
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b Requirements as regards methods employed to collect data

The second part of the principle of limitation of collection is directed againgt practises such asthe use
of hidden dataregistration devices, or the deception of datasubjectsto makethem supply information.*
The Group of Expertswas of the opinion that the knowledge or consent of the data subject is essential
as arule. For practica or policy reasons consent cannot dways be required, but as far as possible
knowl edge should betheminimum requirement. However, theremay a so besituationswhereknowledge

on the part of the data subject may not be appropriate, for example in crimind investigations.>’

2.2.5.2 Dataquality principle

Intermsof this principle persond datashould berelevant to the purposesfor which they areto be used,
and, to the extent necessary for those purposes, should be accurate, complete and kept up-to-date.®®

The requirement that the data should be relevant to the purpose for which they are to be used means
that thedatashould berel ated tothat purpose.>® Therequirementsof accuracy, completenessand up-to-
dateness® aredl-important aspects of dataquaity, and these requirements should also belinked to the

55(...continued)
— “earmarking” of specially sensitivedataaccordingto traditionsand attitudesin each member country
— limitsto data collection activities of certain data controllers
—  civil rights concerns

56 OECD Guidelines Explanatory Memorandum 29.

57 OECD Guidelines Explanatory Memorandum 29. This principle does not exclude the possibility that adata
subject may be represented by another party, eg where the data subject isaminor or amentally disabled
person (OECD Guidelines Explanatory Memorandum 29).

58 OECD Guidelines par 8.

59 Data concerning opinions or evaluative data may, eg, easily be misleading if they are used for purposes

to which they bear no relation (OECD Guidelines Explanatory Memorandum 30).

The principle of relevancy as expressed in the OECD Guidelines meansthat all datathat are included
should be relevant. However, it can be argued that the principle should rather be that all relevant data
should beincluded. If all relevant material isnot included, theindividual could just aseasily be prejudiced
aswhen irrelevant material isincluded (see also Bing 1984 Michigan Yb Int Legal S 271, 276).

60 This termisusedin the OECD Guidelines Explanatory Memorandum 30. “ Up-to-date” isalsoreferred to as
(continued...)
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purposeto be served by the data.®* A “purposetest” should be applied, where the issue is whether or
not harm can be caused to data subjects because of lack of accuracy, completeness and updating.®

2.2.5.3 Purpose specification principle

This principle is closdly related to the previous one (data qudity principle) and to the next one (use
limitation principle). The purpose specification principle requires that the purpose for which persond
dataarebeing collected should be specified not later than at thetime of datacollection.® The subsequent
use of such datashould belimited to thefulfilment of that purpose, or another purposethat iscompatible
withit, and should be specified whenever thereis achange of purpose.®* Althoughthe principlealows
for changesinthe purpose, such changes should not beintroduced arbitrarily. The principleasorequires
that when data no longer serve the purpose for which they were origindly collected, they should be

erased or given in anonymous form.®

60(...continued)
“timely” in some national legislation (see eg UK Data Protection Act of 1984).

61 According to the Group of Experts these requirements are not meant to be more far-reaching than is
necessary for the purposes for which the data are used. Historical data may often have to be collected or
retainedfor long periods, egfor social research (involvinglongitudinal studiesof developmentsin society),
historical research, or for archival purposes (OECD Guidelines Explanatory Memorandum 30).

62 OECD Guidelines Explanatory Memorandum 30.

63 Bing 1984 Michigan Yb Int Legal S 271, 277 pointsto a shortcominginthe OECD Guidelines, viz that they
do not require that the purpose should bealegitimateone. All that isrequiredisthat thedatashouldrelate
to the stated purpose, which impliesthat any stated purposewill do. He gives as an exampl e the collection
of dataon membersof extremepolitical partiesby abank, inorder to distributethisinformationtoitsclients.
This should beillegal, since the purpose is not related to banking (see Bing 1984 Michigan Yb Int Legal
S271,301fn 32).

64 OECD Guidelines par 9. Such specification of purpose can be madein alternative or complementary ways,
eg by public declarations, information to data subjects, legislation, administrative decrees, and licenses
provided by supervisory bodies (OECD Guidelines Explanatory Memorandum 30).

65 OECD Guidelines Explanatory Memorandum 30.
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2.2.5.4  Use limitation principle

According to the use limitation principle, persond data should not be disclosed, made available or
otherwise used for purposes other than those specified in accordance with the purpose specification
principle, except with the consent of the data subject or by the authority of law.®

This principle deds with uses (for example disclosure) of detatha deviate from the origina purpose,
and thus regulates the dissemination of thedata®” The generd ruleisthat subsequent use made of data
should be compatible with the origina stated purpose. However, this principle envisages that with the
consent of a data subject, or by the authority of law,® an exception can be made to thisrule.

2.255  Security safeguards principle

This principle states that persona data should be protected by reasonable security safeguards against
such risks as loss or unauthorised access, destruction, use, modification or disclosure of data.°

This principle imposes an obligation on the data controller to ensure that reasonable security measures
are in place to protect the privacy of the persond data. Such security measures may be physicd,
organisationa or informationa.”®“Loss” of dataincludes accidental erasure of data, destruction of data
because the sorage media have been destroyed, and theft of the Storage media; “ modified” aso covers

66 OECD Guidelines par 10.
67 Bing 1984 Michigan Yb Int Legal S 271, 278.

63 It may eg be provided by law that datawhich have been collected for purposes of administrative decision
making may be made available for research, statistical analysis or social planning (OECD Guidelines
Explanatory Memorandum 30).

69 OECD Guidelines par 11.

70 Physical measuresincludetheuse of locked doorsandidentification cards; organisational measureswould
eg be the use of access codes that are given to certain persons only; and informational measures would
include enciphering or monitoring of unusual activities (OECD Guidelines Explanatory Memorandum 31).
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unauthorised input of dataand “use’ includes unauthorised copying.”

2.25.6 Openness principle

This principlerequiresthat there should be agenera policy of openness about developments, practices
and policies in respect of persond data. Means should be reedily available to establish the existence
and nature of persond data, the main purposesfor which they are used, aswell astheidentity and usua

residence of the data controller.”

The openness principle is a prerequisite for the next principle (individua participation), because if

individuds areto beableto participateit should first be possblefor themtolearn about information kept

on them.” This principle can be complied with in any one of severd ways, examples of which are:

| regular information from data controllers to data subjects

a publication in officia registers of descriptions of activities concerned with the processing of
persona data

m registration by data controllers with public bodies™

The requirement that the means should be “reedily available’ impliesthat the individua should be able

to obtain the information without unreasonable effort as to time, money, or travelling.”

2.2.5.7 Individual participation principle

Interms of this principle, individuas should have the right to obtain from a data controller, or by other

71 OECD Guidelines Explanatory Memorandum 31.

72 OECD Guiddines par 12.

73 The openness principle has been dubbed the “ magna carta of the computer age” (Bing 1984 Michigan Yb
Int Legal S 271, 280).

74 OECD Guidelines Explanatory Memorandum 31.

75 OECD Guidelines Explanatory Memorandum 31.
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means, confirmation asto whether or not the data.controller has datareating to them, and to have such
data communicated to them within a reasonable time, a a charge, if any, that is not excessve, in a
reasonable manner andinaform that isreadily intdligibleto them. Furthermore, individuas should have
the right to be given reasonsif arequest is denied, and to be able to chalenge such denid. Individuals
should dso have the right to chalenge data rdating to them and, if the chalenge is successful, to have
the data erased, rectified, completed or amended.”

The Group of Experts was of the opinion that the individud participation principle was the most
important privacy protection safeguard, and consequently spelled out thisprinciplein much greater detall

than the others.”’

a Right to access

Thisright should be smpleto exercise and should not involve legd processes. Intermediate access may
be used where appropriate, for example in the medica fidld where a medica doctor may act as the
intermediary. "® Supervisory indtitutions, such asdatainspection authorities, could serveasimilar function.

The requirement that the access should be granted within a reasonable period of time may be
complied withindifferent ways. For example, if adatacontroller suppliesinformation onaregular bas's,
such controller may be exempted from responding immediately to an individua request. The length of
time taken to respond is usualy counted from receipt of the request, and what is a reasonable length

of time may vary according to the circumstances.

The requirement that the data should be communicated in a r easonable manner means that, anong
others, problems resulting from geographica distance should be given proper attention. Although it is
permissble to specify the periods within which requests should be met, such periods should be

76 OECD Guiddines par 13.

7 OECD Guidelines Explanatory Memorandum 31-32.

78 Thisideais aso reflected in the EU Directive (see fn 319).
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reasonable. Theextent to which datasubjects shoul d be ableto obtain copiesof thedatare ating tothem
should be determined by each individua member country.

b Right to reasons

Theright to reasonsisused in the narrow sensethat reasons should be given for refusal of requests. This
narrow usage may be broadened by individuad member countriesto include theright to reasonsfor any
adverse decison made.

c Right to challenge

The right to chalenge is broad and includes challenges to data controllers, as well as subsequent
chdlengesin courtsor to administrative bodies, professond or other ingtitutions, according to domestic
rules of procedure. This does not mean that data subjects may decide which remedy they want to use
—the procedures may be prescribed by domestic law.

The Guiddines state that a data subject may, if hisor her chalengeis successful, have the data erased,
rectified, completed or amended.” According to Bing, completion or amendment of datawould bethe
appropriate remedy where for practical reasons data cannot be erased or rectified.®

2.2.5.8 Accountability principle

This principle Sates that a data controller should be accountable for complying with measures which

79 OECD Guidelines par 13.

80 Bing 1984 Michigan Yb Int Legal S 271, 281. Bing givesthe exampl e of anewspaper that publishesinvalid
information froma data file. Since the data subject cannot ask for arectification or erasure of such news
item after publication, an explanation as a correction to the item should serve as an “amendment” or
“completion”.
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give effect to the principles stated above®!

Sincethe dataprocessing activitiesare carried out for the benefit of the data controllers, the controllers
should be accountable under domestic law for complying with privacy protection rules and should not
be relieved of thisaccountability merely because service bureaus carry out the data processing activities
onther behdf.®? However, member countries may decide to extend accountability to service bureaus
or dependent users.®® Accountability under this principle refers to accountability supported by legal
sanctions, or imposed by codes of conduct.3*

2.2.6 National implementation — enforcement of principles

The manner inwhich countries should implement the principles of the OECD Guiddinesisnot precisdy
prescribed. However, a generd framework is given indicating in broad terms what kind of nationa

mechinery is envisaged.®

The OECD Guiddines provide that legal, adminigtrative or other procedures or inditutions for the
protectionof privacy and individua libertiesin repect of persond datashould be established. Member
countries have a particular responsibility to adopt domestic legidaion agppropriate to their law,®

encourage and support salf-regulation, whether in theform of codes of conduct or otherwise:®” provide

81 OECD Guiddines par 14.

82 OECD Guidelines Explanatory Memorandum 32.

83 Breaches of confidentiality may eg be sanctioned in the case of dependent usersaswell (OECD Guidelines
Explanatory Memorandum 32).

&4 OECD Guidelines Explanatory Memorandum 32.

85 OECD Guidelines par 19.

86 OECD Guidelines par 19(a). Legidlation is not the only means by which the OECD Guidelines can be
enforced, however.

87 OECD Guiddines par 19(b).
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for reasonable means for individuas to exercise their rights® provide for adequate sanctions and
remediesin case of failureto comply with measureswhich implement the principles of the Guiddines®

and ensure that there is no unfair discrimination against data subjects®

227 Transfer of data to third countries

As gated previoudy, the OECD Guidelines have two gods, namely the setting of standards &t the
nationd level for the protection of privacy in persona records, and the reconciliation of thisided with
the ided of the free flow of information across national boundaries® The second issueis dedlt within
paragraphs 15 to18 of the OECD Guiddines.

Theprinciplesembodiedintheseparagraphsareal interrel ated. Paragraph 15°? emphasisestheprinciple
that member countries should respect each other’ sinterest in protecting persona data, and the privacy
and individud liberties of their nationd resdents. It isdirected againgt policies which facilitate attempts
to circumvent or violate the protective legidation of other member countries, and it encourages member
countries to consider the need to adapt rules and practices for the processing of datato the particular

circumstances which may arise when foreign data and data on non-nationds are involved.*®

83 OECD Guidelinespar 19(c). A broadinterpretation should begivento par 19(c), and it should beinterpreted
to include means such as advice from data controllers and the provision of assistance, including legal aid
(OECD Guiddlines Explanatory Memorandum 34-35).

89 OECD Guidelines par 19(d). Par 19(d) permits different approaches to the issue of control mechanisms, eg
the setting up of special supervisory bodies and reliance on existing control facilities (such as thecourts
or public authorities) (OECD Guidelines Explanatory Memorandum 35).

0 OECD Guidelines par 19(e). Par 19(e) isdirected against discrimination based on race, domicile, sex, creed
or trade union affiliation, but allows “benign” discrimination to support disadvantaged groups (OECD
Guidelines Explanatory Memorandum 35).

91 Also see par 2.2.3 and fn 6 and accompanying text.

92 OECD Guidelines par 15: “Member countries should take into consideration the implications for other
Member countries of domestic processing and re-export of personal data.”

93 OECD Guidelines Explanatory Memorandum 33.
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Paragraph 16 dedls with security issues a the internationd leve. It requires member countriesto take
al reasonable and gppropriate tepsto ensurethat transborder flows of persona data, including transit
throughamember country are uninterrupted and secure, in other words, protected against unauthorised

access and loss of data.®

Paragraph 17 provides for three exceptions to the generd rule that a member country should refrain
fromobstructing thetransborder flow of databetween itsdf and another member country inthefollowing

circumstances:

| if the recaiving member country is not substantially observing the OECD Guiddines, in other
wordsif it does not have acceptable data protection rules®

a if the receiving member country isonly acting asatransgit country for another country which has
not implemented the OECD Guiddines

| if the member country has imposed redtrictions on personal data of a specia nature, and the

receiving member country does not have similar provisions™®

Paragraph 18% attemptsto ensure that privacy protection interests are balanced against considerations
of free transborder flows of persona data. It isaimed at preventing the creetion of barriersthat do not
serve to protect privacy and individua liberties, but other interests that are not openly announced, for

example economic protectionism. %

A OECD Guidelines Explanatory Memorandum 33.

95 Thisisthe principle of “equivalence” (seefn 7).

% The third exception also involves the principle of “equivalence” (seefn 7).

97 OECD Guidelines par 18: “Member countries should avoid developing laws, policies and practicesin the
name of the protection of privacy and individual liberties, which would create obstacles to transborder

flows of personal datathat would exceed requirements for such protection.”

9B OECD Guidelines Explanatory Memorandum 34. The USA del egation to the OECD meeting was concerned
(continued...)
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2.2.8 International cooperation

The OECD Guidelines aso make provision for cooperation between the member countries. They
provide that any member country should on request provide other member countrieswith information
about rules, regulations and decisions taken by that member country in order to implement the OECD
Guiddines® The Guiddinesingtruct member countriesto ensurethat transborder flowsof persond data
are not hampered by unnecessarily complex and disparate frameworks of procedures and compliance

requirements.1®

The OECD Guiddines aso provide that member countries should establish procedures to facilitate
information exchange related to the Guidelines, and gtipulate that there should be mutua assistance
between countries with the procedura and investigative mattersinvolved.!® This provision wasbased
onthe assumption that the OECD Guiddineswould form the basisfor continued future cooperation, %2
and the practica sgnificance of this provision was expected to increase as the data networks, and the

problems associated with them, grew.®

2.2.9 Conflict of laws and jurisdiction

98(...continued)
that data protection measures could be used for economic protectionism (LIoyd Information technol ogy
law 48). Also seefn 3.

9 This problem arises because of the complexity of privacy protection regulation and datapoliciesin general
—there are often several levels of protection and important rules are often left open for interpretation by
lower-level decision making bodies (OECD Guidelines Explanatory Memorandum 35).

100 OECD Guidelines par 20. This problem is proportional to the number of domestic laws which affect
transborder flows of personal data. There is a need for co-ordinating special provisions on transborder
flows in domestic laws, which include arrangements that relate to compliance control and licenses to
operate data processing systems (OECD Guidelines Explanatory Memorandum 35).

101 OECD Guidelines par 21.

102 The Council recommended to the member countriesthat they should agree as soon as possible on specific
procedures of consultation and cooperation for the application of the OECD Guidelines (par 4 of
Recommendation of the Council Concerning Guidelines Governing the Protection of Privacy and
Transborder Flows of Personal Data).

103 OECD Guidelines Explanatory Memorandum 35.
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Whendataaretransferred between severad member countries, theissue of conflict of lawsand achoice
of jurisdiction may arise. In view of the rapid changes in technology, the OECD Guidelines do not
attempt to offer any detailed solution in this regard; instead it is left to the member countries to work

towards a solution.***

2.3 Conclusion

The OECD Guiddines contain the basic principles of data protection and they endeavour to balance
the protection of privacy againg the principle of the free flow of data The member countries of the
OECD includethe most important countriesin the informeation communications arena, namely the USA
and most European countries. Consequently, the Guidelineswereavery important document at thetime
of adoption. However, becausethey werenot legaly binding, and becausethey dlowedfor considerable
variationin theway they wereimplemented by member states,'® they were not sufficient to “ensurethe

104 OECD Guidelinespar 22 provides: “ Member countries should work towardsthe devel opment of principles,
domestic and international, to govern the applicablelaw in the case of transborder flows of personal data.”
The Group of Experts made the following comments on the issue of choice of law (OECD Guidelines
Explanatory Memorandum 36):

As regards the question of choice of law, one way of approaching these problemsisto identify
one or more connecting factors which, at best, indicate one applicable law. This is particularly
difficult inthe case of international computer networkswhere, because of dispersed|ocation and
rapid movement of data, and geographically dispersed data processing activities, several
connecting factors could occur in a complex manner involving elements of legal novelty.
Moreover, it is not evident what value should presently be attributed to rules which by
mechanistic application establish the specific national law to be applied. For one thing, the
appropriateness of such a solution seems to depend upon the existence of both similar legal
concepts and rule structures, and binding commitments of nationsto observe certain standards
of personal data protection. In the absence of these conditions, an attempt could be made to
formulate more flexible principles which involve a search for a“ proper law” and arelinked tothe
purposeof ensuring effective protection of privacy and individual liberties. Thus, in asituation
where several laws may be applicable, it has been suggested that one solution could beto give
preference to the domestic law offering the best protection of personal data. On the other hand,
it may be argued that solutions of this kind leave too much uncertainty, not |east from the point
of view of the data controllers who may wish to know, where necessary in advance, by which
national systems of rules an international data processing system will be governed.

105 Eg, the USA did not enact legislation in the private sector to implement the OECD Guidelines, but
encouraged the private sector to voluntarily comply with their provisions.
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functioning of the globa market”.1%®

2.4 OECD initiatives following OECD Guidelines

Sincetheadoption of the Guiddines, an ad hoc meeting of Expertsontheprotection of privacy hasbeen
convened every three years to enable nationa delegations to present developmentsin the areaand to
discusstopical issues.%” At therequest of the | CCP Committee, % the OECD hasheld annua mestings
since 1990 on arange of dataprotectionissues.!® In 1988, the OECD’ sinterest in data protection was
asoillustrated by the crestion of aCommissionfor Computerized Information and Privacy whoseduties
included the regul ation of the creation and use of persona datafilesby the OECD Secretariat.!'® Other
initigtives by the OECD include a Declaration on Transborder Data Flows adopted in 1985 by the
Minigers of the OECD member countries, the Guiddines for the Security of Information Systems
adoptedin 1992,''! and the Guiddinesfor Cryptography Policy” , issuedin 1997112 In 2000 the OECD
posted a Privacy Policy Statement Generator on its Web ste. This enables businesses and other
organisations to creste a privacy policy statement for online use. The objective is to raise public
awareness of the importance of privacy online and to contribute to building consumer confidence in
online transactions. It saves companiestimeand effort in developing privacy policies, and enablesthem
to post statements that are consistent with globally recognised privacy rights.!*®

106 Blume 1992 Computer/L J 399, 405.

107 Franklin Business guide 558.

108 Seefn 19.

109 Franklin Business guide 558.

110 Madsen Personal data protection 25.

111 Franklin Business guide 559.

112 One of the stated purposes of these Guidelinesisto promote the use of cryptography to help ensure the
security of data and to protect privacy in national and global information and communications
infrastructures, networks and systems. This document can be found on the OECD webpage

(http://www.oecd.org).

113 See 2000 Computer Law & Sec Rep 70.
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3

3.1

COUNCIL OF EUROPE CONVENTION ON DATA PROTECTION

Introduction

The Council of Europeisanintergovernmentd ingtitution, conssting of the heeds of state or governmernt,

that meets twice ayear and undertakes certain activities which remain outside the legdl authority of the

EU.24 It serves as aforum for a broad range of European countries.** The history of the Coundil of

Europe Convention on dataprotection, ¢ which was adopted on 28 January 1981, goesback to 1968,

when the Parliamentary Assembly of the Council of Europe requested the Committee of Minigters'’

to consider whether the European Convention on Human Rights'® and thedomestic law of themember

114

115

116

117

118

The Council of Europewasestablishedin May 1949 to enablethegovernmentsof (at that stage) twenty-six
European States to cooperate “to achieve a greater unity between its members for the purpose of
safeguarding and realising ideals and principles which are their common heritage and facilitating their
economic and social progress’ (a1 of the Statute of the Council —quoted in Ausems“ Council of Europe”
537). This purpose is achieved by the conclusion of agreements and conventions and the adoption of
common policiesin all spheres of public life except national defence (HondiusEmerging data protection
63; Beling 1983 Boston College Int & Comp L R591, 593 fn 23. See also Archer & Butler European
Community 28; Hill European Community 7).

By 2003 the Council comprised 44 European countries, including Austria, Belgium, Bulgaria, Cyprus, the
Czech Republic, Denmark, Estonia, Finland, France, Germany, Greece, Hungary, Iceland, Ireland, Italy,
Liechtenstein, Lithuania, Luxembourg, Malta, the Netherlands, Norway, Poland, Portugal, Romania, San
Marino, the Slovak Republic, Slovenia, Spain, Sweden, Switzerland, Turkey, and the United Kingdom, as
well as a handful of non-European countries.

Convention for the Protection of Individuals with Regard to Automatic Processing of Personal Data No
108/1981. Hereafter cited as Convention 108/1981 and referred to as “the Convention”. Note that the
Conventionissometimesreferredto by itsnumber, ie Convention 108 (see eg Ausems* Council of Europe”
537). Also seefn 4.

The Council is governed by an intergovernmental Committee of Ministers with powers of decision and
recommendation (consisting of the foreign ministers of the governments of the member countries) which
is advised by the Parliamentary Assembly, an inter parliamentary deliberative body. The Council isbased
in Strasbourg, France. The Convention under discussion is therefore sometimes referred to as the
“Convention of Strasbourg” (see eg Hofman Vertrouwelijke communicatie 95).

The Council of Europeisin charge of the European Convention on Human Rights (Blume 1992 Computer/L
J 399, 405), which provides, inter alia, that everyone has a right to privacy. The right to privacy is laid
downin article 8:
1 Everyone has the right to respect for his private and family life, his home and his
correspondence.
2  Thereshall be nointerference by apublic authority with the exercise of thisright except
such asisin accordance with the law and is necessary in a democratic society in the
interests of national security, public safety or the economic well-being of the country,
(continued...)
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states offered adequate protection to the right of persona privacy vis-a-vis modern science and
technology.™° In 1970 the Committee of Experts on Human Rights, to whom the request was passed
on, reported that the protection offered under present nationd legidation wasinadequate. Two issues
were highlighted: (1) the possibility of theinfringement of individuas' rightsthrough the use of computers
in the private sector,'® and (2) the conflict that existed between the individua’s claim to a greater
measure of control over persond information'?! and the individua’s claim to be alowed access to

information under the European Convention of Human Rights.*?

As aresult the Committee of Ministers adopted two resolutions!?® to establish minimum standards of
privacy protectionwith respect toinformationin“édectronic banks’. The Committee of Expertsstressed
that after the member states have enacted nationa |egidation based on these resol utions, the next step

118(...continued)
for the prevention of disorder or crime, for the protection of health or morals, or for the
protection of the rights and freedoms of others.
The European Convention on Human Rights was signed in Rome on 4 November 1950, and ratified by all
member states of the European Communities (Nugter Transborder flow of personal data 286).

119 Convention 108/1981 Explanatory Report par 4; Lloyd Information technology law 45; Walden “Data
protection” 446; Campbell Data transmission and privacy 140.

120 The European Convention on Human Rights waslargely based on the premisethat theindividual’ srights
might be infringed by the actions of public authorities (Ll1oyd Infor mation technology law 45).

121 |e data protection.

122 le freedom of information. A 10 of the European Convention on Human Rights provides: “Everyone has
the right to freedom of expression. This shall include freedom to hold opinions and to receive and impart
information and ideas without interference by public authority and regardless of frontiers.”

In 1986 the Council of Europereturned to theissue of dataprotection and freedom of information. The
Parliamentary Assembly approved aRecommendation on DataProtectionand Freedomof Information. This
restated the potential for conflict between the two concepts. However, LIoydInfor mationtechnology law
45 points out that it is also true that both concepts seek to improve the position of individuals against
those organisations which hold information that is relevant to their lives, and therefore the concepts are
not inherently opposed.

123 Resolution 73(22) on the Protection of the Privacy of Individuals Vis-&-vis Electronic Data Banks in the
Private Sector in 1973 and Resolution 74(29) on the Protection of the Privacy of Individuals Vis-a-vis
Electronic DataBanksinthe Public Sector in 1974. For adiscussion of theseresol utions, see Campbel| Data
transmission and privacy 140; Bing 1984 Michigan Yb Int Legal S 271, 272; Hondius Emerging data
protection 67—68; Nugter Transborder flow of personal data 25.
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should bethe reinforcement of these rules by means of abinding international agreement.*2* Withinfive

years after the resolutions had been adopted, seven Council of Europe member states passed data

protection legidation.'?® The Committee of Experts was instructed to prepare atext for a convention

on data protection.'?® The text of the Convention for the Protection of Individuals with regard to

Automatic Processing of Data'?’ was approved by the Committee of Ministerson 17 December 1980,

was made availablefor sgnature on 28 January 1981 and cameinto forcein 1985, having been ratified

by five countries'?® as required.’®® By 1994, the Convention had been signed by twenty-one

countries,** and ratified by sixteen countries, including the UK and the Netherlands ®!

124

125
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Convention 108/1981 Explanatory Report par 12.

Austria, Denmark, France, Germany, L uxembourg, Norway and Sweden (see Campbell Data transmission
and privacy 140).

The committee was instructed to do so in close collaboration with the OECD, including the non-European
member countries of that organisation. Close contact was kept between these two organisations, as well
as the Commission of the European Communitiesand the European Parliament (seefn 204). The OECD, and
four of its non-European member countries (Australia, Canada, Japan and the USA) were represented by
an observer on the Council of Europe's committee. Observers from Finland, the Hague Conference on
Private International Law and the European Communities also took part in the work (Convention 108/1981
Explanatory Report par 14-15). Consequently, the Convention and the OECD guidelinesaresimilar in many
respects (see also Hondius 1983 Neth Int L R 103, 113).

Seefn 4.
Sweden (1982), France (1983), Norway (1984), Spain (1984) and Germany (1985) (Nov/Dec 1994 TDR 33).
Convention 108/1981 a 22(2).

Austria, Belgium, Cyprus, Denmark, Finland, France, Germany, Greece, Hungary, Iceland, Ireland, Italy,
Luxembourg, the Netherlands, Norway, Portugal, Slovenia, Spain, Sweden, Turkey, and the United
Kingdom (Nov/Dec 1994 TDR 33). The Convention is an open Convention, ie it is open to signature by
states which are not members of the Council of Europe (Jay 1989 Computer L & Prac 134, 135).

Austria, Belgium, Denmark, Finland, France, Germany, Iceland, Ireland, Luxembourg, the Netherlands,
Norway, Portugal, Slovenia, Spain, Sweden and the UK. By 1998, 20 parties had contracted to the
Convention (Data Protection Working Party Second annual report 31).
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3.2 Provisions of Convention®®

3.21 Overview of structure of Convention

The Convention conssts of three main parts. substantive law provisionsin the form of basic principles,
gpecial ruleson transborder datafl ows, and mechanismsfor mutual ass stance and consultation between
the parties*

3.2.2 Purpose of Convention

The purpose of the Convention isto securein the territory of each party™** for dl individuds, whatever
their nationality or residence, respect for their rights and fundamenta freedoms, in particular their right
to privacy, with regard to automatic processing of persona datarelating to them. 3 In other words, the
Conventionaimsto set sandardsfor data protection at the nationa level. However, it also hasafurther
purpose, namely to ensure thefreeflow of dataat the internationd level. Consequently, the Convention
contains provisions not only on data protection, but aso on transhorder data flows. Itsam isthus to

reconcile the two competing requirements of free flow of information*® and data protection.*’

132 For adiscussion of the Convention, see Evans 1981 Am J Comp L 571-582; 1981 J World Trade L 150, 154
et seq; Williams 1982 Annal s of Air & Space L 447, 456-467; Beling 1983 Boston College Int & Comp L R
591, 603-618; Hondius 1983 Neth Int L R 103, 112-125; Bing 1984 Michigan Yb Int Legal S271-303; Early
1986 Computer L & Prac 68-69; Frosini 1987 Computer L & Prac 84-90; Campbell Data transmissionand
privacy 140-147.

133 Convention 108/1981 Explanatory Report par 18.

134 Non-European countriesmay al so be partiesto the Convention (Convention 108/1981 a23 and Explanatory
Report par 24).

135 Convention 108/1981 a 1.
136 Thefreeflow of information isembodiedin a 10 of the European Convention on Human Rights. Seefn 122.

137 Convention 108/1981 Explanatory Report par 21. The commentary on the Convention stresses that “no
other motives” than to “maintain ajust balance between the different rights and interests of individuals”
could justify the data protection rules of the Convention. “ 1t isalso underlined that the convention should
not be interpreted as a means to erect non-tariff barriersto international trade or to restrain the exchange
of scientific and cultural information” (Explanatory Report par 25). Also see Williams 1982 Annals of Air
& Space L 447, 459.
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3.2.3 Scope of Convention

The parties to the Convention must gpply its principles to automated data files, and to automatic

processing of personal data (by acontroller) in the public and private sectors.'*

Automated data files are any set of data undergoing automatic processing,™* and automatic
processing includes the following operations, if carried out in whole or in part by automated means.
storage of data, carrying out of logica and / or arithmetica operations on those data, their dteration,

erasure, retrieval or dissemination.*

Per sonal data are information reating to an identified or identifiable individud, dso cdled the data
subject.X* A controller isthenatural or juristic person, public authority, agency or any other body that
is competent in terms of the applicable national law to decide what the purpose of the automated data
file should be, which categories of personal data should be stored and which operations should be
applied to such data.'#

Partiesmay, however,extend thescope of the Convention toinformation relating to groupsof persons,
associations, foundations, companies, etcetera, whether or not they possesslega persondity,* aswell

138 Convention 108/1981 a 3(1).

139 Convention 108/1981 a 2(b). The term “data file” replaces the term “data bank” previously used in
Resolutions 7322 and 74(29) (see fn 123), because “ data bank” was subsequently used in the specialised
senseof a“pool of dataaccessibleto several users’ (Convention 108/1981 Explanatory Report par 30). See
Hondius 1983 Neth Int L R103, 114-115 for a discussion of the problems drafters of international
documents have in afield where there are rapid technol ogical advances.

140 Convention 108/1981 a 2(c).

141 Itisstressed (Convention 108/1981 Explanatory Report par 29) that the notion of a“ datasubject” expresses
the ideathat a person has a subjective right with regard to information about himself, even where thisis
gathered by others.

142 Convention 108/1981 a 2(d).

143 Convention 108/1981 a 3(2)(b). This extension is effected by giving notice to the Secretary General ofthe
Council of Europe at the time of signature or any later time.



180 Chapter 3: International documents

as to persond data files which are not processed automatically.** Parties may aso exclude certain
categories of automated persona data files* A ligt of the categories that are excluded must be
deposited.’#®

3.24 Basic principles of data protection

The Conventionis based on anumber of basic principles of data protection upon which each member
country is expected to draft appropriate legidation.**” Each contracting sate should give effect to these
principlesin its domestic legidation, sincethe Convention is not salf-executing. 2 It is|eft to the parties
to decide exactly how they want to give effect to the principles.’*® These principles guarantee certain
minimum protection'® with regard to the automatic processing of personal datato data subjectsinal
countries, and should result inharmonisation of thelawsof the parties, which will ensurethat theprinciple

144 Convention 108/1981 a 3(2)(c). France has made a declaration extending the scope of its data protection
legidlation to include manual files (Campbell Data transmission and privacy 143).

145 Declarations excluding categories of data files have been made by Norway, the United Kingdom,
Luxembourg and Ireland (see Campbell Data transmission and privacy 142).

146 Convention 108/1981 a 3(2)(a). However, this may not include categories of automated data files subject
under itsdomesticlaw to dataprotection provisions. A party to the Conventionwhich hasexcluded certain
categories of automated personal data files may not claim the application of the Convention to such
categories by another party which has not excluded them. Likewise, aparty which has not made any of the
extensions provided for may not claim the application of the Convention on these points with respect to
a party which has made such extensions (Convention 108/1981 a 3(4) and (5)).

147 Convention 108/1981 a4(1); Walden “ Data protection” 446. Chalton et al Encyclopedia of data protection

par 1-038 describes the importance of these principles as follows:
These are the eight commandments which the Council of Europe brought down from the

mountain and which the European Convention requires to be implemented within the domestic
laws of each party State.

148 In other words, the Convention only forms part of the law of a member state if that state formally adopts
it (Convention 108/1981 Explanatory Report par 38). This also means that individuals cannot invoke the
Convention before their national court (Nugter Transborder flow of personal data 25-26).

149 Themeasurescantakedifferent forms, suchaslaws, regulations, administrativeguidelinesetc (Convention
108/1981 Explanatory Report par 39). Voluntary measures, such as codes of conduct, are not sufficient
(Campbedll Data transmission and privacy 143).

150 A contracting state may grant data subjects a wider measure of protection than that stipulated in the
Convention (Convention 108/1981 a 11). In other words, domestic standards may exceed these basic
standards (Schwartz 1995 lowa L R 471, 477).
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of free flow of information will not be jeopardised.™ Member states may grant data subjects awider
measure of protection than that stipulated in the Convention.*>

3.24.1  Principles regarding quality of data

It isprovided that personal dataundergoing automatic processing should be obtained and processed™>
farly and lawfully, stored for specified and legitimate purposes and not used in away incompetiblewith
those purposes; be adequate, relevant and not excessive in relation to the purposes for which they are
stored; be accurate and, where necessary, kept up to date; and be preserved in aform which permits
identificationof the data subjectsfor no longer than isrequired for the purpose for whichthose dataare
stored. ™

3.2.4.2  Principles regarding special categories of data/ sensitive data
It is provided that persond datareveding racia origin, political opinionsor rdigious or other beliefs >

aswell as persond data concerning health™>® or sexud life, or rdaing to crimind convictions, may not
be processed automatically unless domestic law provides appropriate’™” safeguards.® The ligt is not

151 Convention 108/1981 Explanatory Report par 20 and 21.
152 Convention 108/1981 a 11.

153 TheConventionmakesadistinctionbetween* obtaining” and* processing” of information. Thisdistinction
disappearsin the EU Directive, discussed subsequently (see fn 238 and accompanying text).

14 Convention 108/1981 a5.

155 Including activities resulting from such opinions or beliefs (Convention 108/1981 Explanatory Report par
44).

156 This includes information concerning the past, present and future physical or mental health of an

individual. It may refer to aperson whoissick, healthy or deceased. Thiscategory of dataal so coversdata
relating to alcohol abuse or the taking of drugs (Convention 108/1981 Explanatory Report par 45).

157 Evans 1981 AmJ Comp L 571, 578-579 argues that a broad term such as* appropriate” | eavesthe contract-
ing parties with a“broad margin of appreciation as regards the safeguards they are to provide and thus
detracts severely from the value of the article”.

158 Convention 108/1981 a6. It isfelt that although the risk that dataprotectionisharmful to personsgenerally
(continued...)
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meant to be exhaudtive, and a contracting state may include other categories in its domestic law.*>®

3.2.4.3 Principles regarding data security

The Convention requires that appropriate'® security measures should be taken for the protection of
personal datastored in automated datafiles, against accidental or unauthorised destruction or accidental
lossaswell asagaingt unauthorised access, ateration or dissemination. ! Thisimpliesthat there should
be specific security measures for every file, taking into account its degree of vulnerability, the need to
restrict access to the information within the organisation, requirements concerning long-term storage,
etcetera. The security measures should reflect the current state of theart of datasecurity techniquesand
methodsin the fidld of data processing.¢?

3.2.4.4 Principles regarding rights of data subject**

The Convention requires that any person should have the following rights:

a Be ableto establish that an automated persona datafile exists, what itsmain purposesare, and
what the identity and habitua residence or principa place of business of the controller of the

158(...continued)
depends not on the contents of the data but on the context in which they are used, there are exceptional
cases where the processing of certain categories of datais as such likely to lead to encroachment on
individual rights and interests (Convention 108/1981 Explanatory Report par 43).

159 Convention 108/1981 Explanatory Report par 48. It is acknowledged that the degree of sensitivity of
categories of data depends on the legal and sociological context of the country concerned.

160 “Appropriate security measures’ means that the measures should be adapted to the specific function of
the file and the risksinvolved (Convention 108/1981 Explanatory Report par 57).

161 Convention 108/1981 a7.
162 Convention 108/1981 Explanatory Report par 49.

163 The Convention does not use the term “rights” but refersto “additional safeguards” for the data subject.
This isbecausethe Conventionitself doesnot bestow rightson datasubjects, sinceit isnot self-executing.
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3.24.5

fileare!®

Be ableto obtain at reasonableintervas and without excessive delay or expense, confirmation
of whether persond datarelaing to him or her are stored in the automated datafile aswell as

communication to him or her of such datain an intdligible form. %
Be able to obtain ether rectification or erasure of persond data that have been processed in
amanner contrary to the provisions of domestic law, giving effect to the basic principles of the

Convention. %

Have aremedy if arequest for confirmation or, asthe case may be, communication, rectification

or erasure is not complied with, 67

Exceptions and restrictions

A contracting State may derogate from the provisions regarding the quality of data, Specia categories

of data, and therights of datasubjectsonly if thisisprovided for initsnationa law, and if this condtitutes

a necessary measure in a democratic society in the interest of protecting elther state security, public

164

165

166

167

Convention 108/1981 par 8(a).

Convention 108/1981 a 8(b). There is no provision which stipulates that the data subjects should be
informed that information about them is being processed, or that their consent must be obtained before
processing can take place (see eg the provisions of the EU Directivein thisregard — par 4.2.4.) However,
another principle requires that data should be obtained and processed fairly and lawfully (see par 3.2.4.1).
It can be argued that processing can in general only take placefairly and lawfully if the data subjects have
consented thereto or know about it.

Convention 108/1981 a 8(c).

Convention 108/1981 a8(d). Convention 108/1981 a8(d). Hondius1983Neth Int L R 103, 116-117 describes
the“classic trio” of rights, namely the right to know, the right to correction and erasure and theright to a
remedy inthe case of refusal, as“the most important legal innovation which data protection has achieved,
both in domestic law and international law.”
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safety, the monetary interests of the state' or the suppression of crimind offences,*® or protecting the

data subject or the rights and freedoms of others.!”

3.25

Sanctions and remedies

The Convention provides that sanctions and remedies should exigt for violations of data protection

rights*”* However, in the light of the non self-executing nature of the Convention, it is Ieft to the

contracting states to determine the nature of these sanctions and remedies, that is civil, adminigtrative

or crimind.t’?

3.2.6

National implementation: enforcement of principles

The Convention does not require of partiesto it to have an independent data protection authority,'”

or any other regulatory scheme for that matter. However, as seen, it does require that sanctions and

remedies should exist for violaions of data protection rights*"*
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Eg, tax collection requirements and exchange control (Convention 108/1981 Explanatory Report par 57).

This includes the investigation as well as the prosecution of criminal offences (Convention 108/1981
Explanatory Report par 57).

Convention 108/1981 a9(2). Therestrictionsrelate to the exceptions made to the right to privacy, freedom
of religion, freedom of expression and freedom of association, by the second paragraphsof articles8, 9, 10
and 11 of the European Convention on Human Rights (Hondius 1983 Neth Int L R 103, 117). For a
discussion of the European Convention on Human Rights, see Harris, O'Boyle & Warbrick European
Convention on Human Rights. The Convention is silent on whether exceptions should be made to
accommaodate freedom of information.

Convention 108/1981 a 10.
Convention 108/1981 Explanatory Report par 60.

The reason for thisis that the Council of Europe wanted to keep the Convention open to the widest
possible number of countries, including those who leave supervision in the hands of the ordinary courts
or some other authority (Hondius 1983 Neth Int L R 103, 119).

See par 3.2.5.
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3.2.7 Jurisdiction, applicable law and conflict of laws!”™

The Convention contains no provisonswith regard to the above, apparently becauseit wasfeared that
this matter could delay its adoption.1’ It was also argued that the presence of a common core of
Substantive law, parts of which harmonise procedure, would help to reduce the risk of conflict of laws

or lega lacunae””

3.2.8 Transfer of data to third countries

Asagenerd rule, acontracting state may not, for the sole purpose of the protection of privacy, prohibit
or subject to specia authorisation the transfer of personal datal’ to the territory of another contracting
state,!”® unless its legidation provides a higher level of protection for the category of persond data
involved than that provided for in the Convention.*®® However, if the recipient country provides an
equivaent level of protection, such a barrier is not alowed.’®! In other words, the standard that is
employed when deciding whether international transfer of persona data may take place is an

175 Hondius 1983Neth Int L R 103, 120identifiesthree basic questionsthat arisewhen datafiles, thecontrollers
of those files, the data users or the data subjects are located in different countries: (a) What authority is
competent? (b) What law is to be applied? (c) How could decisions in application of those laws be
executed? Also see Bing Reflectionson a data protection policy 175, who finds it surprising that the
“latent problems” relating to conflict of laws, or choice of laws, have not yet realised in the field of data
protection, being such an obviously international area.

176 Hondius 1983 Neth Int L R 103, 120.
177 Convention 108/1981 Explanatory Report par 23.

178 This provision applies to “the transfer across national borders, by whatever medium, of personal data
undergoing automatic processing or collected with a view to their being automatically processed” (see
Convention 108/1981 a 12(1)). Although the article refers to “personal data’, it is understood that if two
contracting parties have applied the principles of the Convention to juristic persons, this provision, and
indeed all other provisions, will also apply to information on juristic persons (Convention 108/1981
Explanatory Report par 65).

179 Convention 108/1981 a 12(2). As pointed out (see par 3.2.2), the aim of the Convention isto reconcile the
two competing requirements of free flow of information and data protection.

180 Therationalefor thisprovisionisthat all partiesthat have ratified the Convention offer acertain minimum
level of protection to personal datathat are processed (Campbell Data transmission and privacy 146).

181 Convention 108/1981 a 12(3)(a).
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“equivalency” standard — data protection must be “equivalent” in the recipient state, otherwise transfer
of datamay be prohibited.’®

A country may restrict the transfer of persond data to another contracting state where the datawill be
re-exported to athird (that is, a noncontracting) seate. Thisisto prevent such transfers resulting inthe
dircumvention of the first country’s legidation.*® The Convention does not explicitly ded with direct
transfersof persona datato non-contracting states, but it hasbeen interpreted asrequiring an equivalent

standard of protection in these countries.’3

3.29 Mutual assistance

The Convention makes provison for mutua assstance between the contracting ates, as well as for
assi stance to data subjects residing abroad.

The contracting parties are required to cooperate in order to implement the Convention. For that
purpose, each contracting state must designate an authority and the name of that authority must be
communicated to the Council of Europe. An authority must assst another on request, for example by
supplying information on its law and administrative practice in the field of data protection. s

The contracting statesmust o ass st persons residing abroad to exercise therights conferred onthem
by their country’ s data protection law. 8

182 Schwartz 1995 lowa L R 471, 472.

183 Convention 108/1981 a 12(3)(b). However, this provision may not be invoked on the mere presumption or
likelihood that datawill be transferred to athird country (Explanatory Report par 70).

184 Schwartz 1995 lowa L R 471, 478.
185 Convention 108/1981 a 13.
186 Convention 108/1981 a 14. The Convention also contains provisions providing safeguards concerning

assistance rendered by designated authorities, grounds on which arequest for assistance may berefused,
and a provision as regards the costs involved in the rendering of assistance (a 15, 16 and 17).
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3.2.10 Consultative Committee

The Convention sets up a Consultative Committee conssting of representatives of each contracting
state.’®” The purposeof the Committeeisto ensurethesmooth running of the Convention. 23 Itsfunctions
are to formulate proposals withaview to facilitating or improving the gpplication of the Convention or

to amend the Convention, or to advise the contracting parties.'®

3.3 Conclusion

The Convention isnot intended to displace nationa regulations, but by requiring Sgnetory atesto give
effect to the basic principles of data protection, it seeks to create astimulusand point of referencefor
domestic data protection activities.®® However, because it does not prescribe the specific manner in
which it should be implemented, there is a diversity of nationd interpretations of the Convention's
requirements, an aspect which has led to criticism of the Convention.™®* There are differences, for
example, regarding the definition of a* person”. Scandinavian countries apply privacy rightsto jurigtic
persons aswell asto naturd persons, whereas many other countries, such asthe United Kingdom and
the Netherlands, do not. Differences aso exist over the protection of sendtive data®> A mgjor
weakness of the Conventionisitslack of enforceability against countriesthat fail to comply withthebasic
principles, since no enforcement machinery was created under the Convention. Any disputes have to
be resolved at diplomatic level 1%

187 Convention 108/1981 a 18.
188 Convention 108/1981 Explanatory Report par 86.

189 Convention 108/1981 a 19. Also see par 3.5 onthe subsequent work of the Committee of Ministers' Project
Group on Data Protection (known by its French acronym “ CJ-PD").

190 Schwartz 1995 lowa L R 471, 478.

191 Schwartz 1995 lowa L R 471, 478; Raab & Bennett 1994 Pub Adm 95, 101.

192 Raab & Bennett 1994 Pub Adm 95, 101.

193 Walden “ Data protection” 446.
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Nevertheess, the Convention has been an important stimulus for data protection legidation in Council
of Europe member countries. Before member countries could ratify the Convention, they had to adopt
data protection legidation — the United Kingdom and the Netherlands, for example, adopted data
protection legidation for this very reason.'** As one commentator puts it:2% “The force of the Coundil
of Europe Convention, more than that of the OECD Guiddines, has continued to draw new countries
into the data protection community.” Before the European Union Directive on data protection was
issued, the Convention formed the basis of data protection laws in many European states.!

34 Comparison between OECD Guidelines and Council of Europe Conven-

tion'¥”

There are many samilarities between the OECD Guiddines and the Convention. For example, the
gmilaritiesin their scope of gpplicationslie within the definitions of “ persond data’ and “controller” of
thefile, and both instruments gpply to the public and the private sectorsand to natura personsonly. The
basic principles of privacy protection and the provisions concerning transborder data flows are also

amilar in generd, adthough there are some differences as regards the detalls.

There are d'so mgor differences between the two insruments, the most important being the difference
in their legal force. Whereas the Council of Europe Convention is a contractua commitment between
the sgnatory nationsand thuslegdly binding for theratifying Sates, the OECD Guiddinesarevoluntary
innature. They arenot legdly binding in the sense that non-compliancewith their principlesatractsonly

14 Seech4par4.2.1.1andch 5 par 4.2.1.

195 Bennett Regulating privacy 248.

196 Ausems“ Council of Europe” 539.

197 SeeNeisingh & deHouwer Transborder flow of personal data 30—31; Papapavlou “L atest devel opments”

29 et seq. See also Beling 1983 Boston College Int & Comp L R591; Bing 1984 Michigan Yb Int Legal S
271
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moral sanctions.**® The Guidelines may aso be adopted by private companies on their own instead of
by the particular State in which they are located — the USA has opted for thisin the private sector.

The second differenceliesin the scope of gpplication of thetwo instruments. Whilethe Guiddinesapply
to automated and non-automated data files, the Convention’s scope is limited to automated files,
athough it can be extended to include manud files.

The provisonsfor nationa andinternationa implementation dso differ. Theprovisonsinthe Convention
are more specific and detailed, thus leaving the members less freedom in the way they implement the

principles.

35 Council of Europe initiatives following Convention

Since the Convention, the Committee of Ministers of the Council of Europe!®® has issued severa
“recommendations’ on persond dataused in automated medical databanks, for scientific research and
gatigtics, for the purpose of direct marketing, for socia security purposes, in the police sector, for
employment purposes, for payment and related operations, for transfer by the government to third
parties, and for persona dataused in the area.of telecommunications services, with particular reference
to telephone services?® These documents seek to strengthen data protection in individual member
countries, by specifying how the Convention’s core principles should apply to specific sectorsof data

processing activities®*

198 They only have “recommendatory effect” (Matthews 1984 Int Bus L'yer 410, 411).

199 Also seetext to fn 189.

200 For abrief discussion of these recommendations, see Madsen Personal data protection 25-26; Ausems
“Council of Europe’ 541. See also Frosini 1987 Computer L & Prac 84, 89.

201 Schwartz 1995 lowa L R 471, 479. Also see Walden “Data protection” 446.



190 Chapter 3: International documents

4 EUROPEAN UNION DIRECTIVE ON DATA PROTECTION

The European Parliament and the Council of the European Union adopted Directive 95/46/EC on the
Protection of Individuas with Regard to the Processing of Personal Data and on the Free Movement
of Such Datain 1995. This document isthe most significant internationa document on data protection
to havebeen publishedinthelast decade.* However, the European Community (EC),?% theforerunner
of the European Union (EU), has been involved in data protection for a number of years, and before
the Directive itsdf is anadysed, the higtory of EC involvement in data protection will be examined.

4.1 History of European Community involvement in data protection

The European Community has been involved in the field of data protection Since the seventies.
In 1973 the European Commission issued a communication to the Council of the European
Communities™ entitled Community policy on data processing.?® The primary concern of the report

202 See Greenleaf 1995 (2) Int Priv Bul 1.

203 The European Community (EC) isapolitical term that refersto acombination of sixteen Western European
countries who have decided that their future well-being liesin economic and political integration. The EC
is made up of three Communities, the European Economic Community (EEC), the European Atomic Energy
Community (EURATROM) and the European Coa and Steel Community (ECSC). The ECSC was created
by the Treaty of Parisin 1951 by six European Countries (France, West Germany, Italy, the Netherlands,
Belgiumand Luxembourg). Its aim was to form a common market in coal and steel, considered the basic
materias of war, in order to give Germany accessto these resources, while at the sametime preventing any
one country gaining control of them. The EEC (also known as the Common Market) was set up by the
Treaty of Rome in 1957, and at the same time, by a separate treaty, the third European Community
EURATROM was set up. EURATROM focused on joint research and peaceful development of atomic
energy (FolsomEuropean Community law 7). The executives of the three Communities were merged in
1965 under the Treaty of Brussels, and the term European Community is now taken to include al three
Communities. The membership of the EC was enlarged over the years. The aim of the EEC wasto achieve
a“common market” wheregoods, services, personsand capital could circulatefreely betweenitsmembers.
However, since the mid 1980sthe EC’ s aim has shifted to the attainment of a“single market” by removing
physical, technical andfiscal barriers. Since 1992, the EC hasal so been referred to asthe European Union,
after the signing of the Treaty on European Union in Maastricht by the governments of the member
countries. Since the Maastricht Treaty, political union hasbecomeanother aim of themember countries of
the EC. See also Archer & Butler European Community vi; Mathijsen European Union law 3-11; Hill
European Community 1-6.

204 The EU has four institutions: the European Commission, the Council of European Communities, the
European Parliament and the European Court of Justice. The members of the European Commission are
(continued...)
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was the promotion of the European data processing industry, 2% yet it did point out the need to protect

theindividua againg the abuse of computers by third parties®”’

In contrast, the European Parliament had the protection of the individua as its primary concern right

fromthe start.?*® It took up the point raised by the European Commission on the need for the protection

of individuas againg the abuse of computers in April 1976, when it passed a resolution in which it

204(...continued)

207

appointed by thedifferent member states. Each member representsamajor policy area. It can beconsidered
to be the civil service or the executive branch of the Community. Although it can be likened to a civil

service, it is nevertheless much more than that. It participates in the law-making process of the EC by
submitting proposals to the Council. When policies have been decided upon, it seesto their implementa-
tion as directives, decisions or regulations (see fn 211). It hasa“watch-dog” function and hasto monitor
whether national agenciesor actors are complying with the Treaty obligationsand Community legislation.
The Council of theEur opean Communities (alsoreferred to astheCouncil of Ministers) is the Community
legislator. Itstask isto ensure coordination of the economic policies of the member states. It consists of
delegates from the member states, but is not afixed body of individuals, itscomposition depending onthe
policy in question. (Eg, if agricultural policy isto be discussed, the ministers of agriculture of the member
states will attend.) This Council should not be confused with the Council of Europe referred to abovein

par 3 (Archer & Butler European Community 28; Hill European Community 7).The European Parliament

(formerly known as “the Assembly”) is a directly elected body of more than 500 members. It is a
consultative body, receiving and commenting on Commission proposals before they are adopted. Its

participation in the legislative process is limited to issuing an opinion or proposing amendments. The
judges of theEuropean Court of Justice come from the member states. The Court’sjudgments are binding
throughout the EU. See also Mathijsen European Union law 59-162.

SEC(73) 4300final. See HondiusEmer ging data protection 70; Nugter Transborder flow of personal data
29; Campbell Data transmission and privacy 150.

The Commission stated that the computer industry was expected to becomethethirdlargest world industry
by 1980, after the automobile and oil industries. The Commission found it disturbing that while the
computer industry wascrucial for the devel opment of European society, thissector wasalmost exclusively
dependent on American technology. A single American company, IBM, controlled 60% of the European
market. The Commission concluded that that was an unhealthy situation and proposed measures to
increasethe capability of the European data processing industry. See HondiusEmer ging data protection
69-70; Nugter Transborder flow of personal data 29; Campbell Data transmission and privacy 150; Simitis
1995 lowa L R 445, 446.

Par 39 of the Communication stated:
The creation of data banks joined increasingly by international linkswill oblige the Community
to establish common measures for protection of the citizen. When police, and tax, and medical
records, and files of hire purchasecompanies concerning individualsare held in databanks, the
rules of accessto thisinformation become vital... It would be better for the Community to seek
agenuine political consensus on this matter now, with a view to establishing common ground
rules, than to be obliged to harmonise conflicting national legislation later on.

See Hondius Emer ging data protection 70.

Simitis 1995 lowa L R 445, 446.
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ingructed its Legd Affairs Committee to investigate and report “on Community activities to be
undertaken or continued with a view to safeguarding the rights of the individua in the face of the
developing technica progressin thefield of automatic dataprocessing” .2 ThisculminatedinMay 1979
in a second resolution by the European Parliament.?° This resolution emphasised the fact that a
harmonious development of economic activities within the common market cdls for the cregtion of a
genuine common market in dataprocessing. It pointed out that national provisionsfor protecting privacy
have a direct influence on the establishment of this common market. It caled on the Community to
prepare a proposal for a directive?! on the harmonisation of legidation on data protection to provide
citizens of the Community with the maximum protection.

However, the Commiss onwanted to await theoutcomeof theactivitiesof the Council of Europe. When
the Council adopted the Convention in 1981,2*2 the Commission adopted a resolution encouraging its

member states to sign and ratify the Convention before the end of 1982.213

In 1982 the European Parliament adopted a Resol ution on the Protection of the Rights of the Individua

209 1976 Official Journal C 100/27.
210 1979 Official Journal C 140/35 (see Nugter Transborder flow of personal data 29).

211 Four types of legislation exist in the EU (and previously existed in the EC):

(@) Directives are the most important and least common type of rules. Directives are used in the
harmonisation of public policy throughout the Union. The goals expressed in directives are binding,
but member states are granted some latitude in deciding the actual form of implementation and the
detailed content of the legislation — the Directive under discussion is an example of this type of
legislation.

(b) Regulations have general application and passinto law without further action, eg when Council has
set agricultural pricesfor individual products these prices are published as regulations.

(c) Decisions are binding upon whoever they are addressed to and are aimed at individual governments,
groups, or individuals.

(d) Recommendations and opinions have no binding force but can be used to clarify views or issues.

See Archer & Butler European Community 38; Mathijsen European Union law 25-39; Bennett Data

protection directive 1.

212 See par 3 above.

213 Recommendation 81/679 981 Official Journal L 246 of 29-8-81 (see also Matthews 1984 Int Bus L’ yer 410,
413).
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in the face of Technological Developmentsin Data Processing.?!* Thisresolution envisaged adirective

on data protection, should the Convention prove to be inadequate.

By 1990 the Convention had been signed by al the Community member states, but ratified by only six.?%6
The Commission became concerned a the effect which discrepanciesin themember states' laws?” and

regulations might have on inter-community trade,*® and in 1990 it therefore made proposds for a

Directive on the Protection of Individuas with regard to the Processing of Personal Data and on the

Free Movement of such Data.?® It was envisaged that this Community legidation should amplify and

give substance to the Convention.??° With the Signing of the Maastricht Treaty in 1992,2%* the shift from

economic union to palitica union brought with it new and urgent attention to the protection of citizens
liberties.??? The Draft Directivewas debated by the European Parliament in 1992 and after considerable

214

215

216

217

218

219

221

1982 Official Journal C 87/39. This Resolution was the result of areport by the Legal Affairs Committee
of the European Parliament. The Legal Affairs Committee examined the Council of Europe Convention, the
OECD Guidelines and existing national statutes, and concluded that a Community directive was urgently
needed to provide the highest possiblelevel of protection. See Nugter Transborder flow of personal data
30-31.

Hondius 1983 Neth Int L R 103, 105.

Denmark, France, Germany, Luxembourg, Spain and the United Kingdom. See Lloyd Information
technology law 51.

For examples of these discrepancies, see Papapavlou “Latest devel opments” 30.

In terms of a 100A of the EC Treaty the aim isto establish a“ Single Market” . Discrepancies between the
dataprotection lawsof member countrieswere seen asan obstacl eto asingle European information market
(Walden “Data protection” 443-444).

1990 Official Journal C 277/03; Lloyd Infor mation technology law 51.

The Convention was the point of departure for the new Community initiatives. It was agreed that all the
basic principles of the Convention should beincluded in the new proposals, but on the other hand it was
also felt that they should go further than the Convention, which contained no provisions on liability for
damages suffered, on recourse in case of disputes, and on independent supervisory bodies (Papapaviou
“Latestdevelopments’ 32). In other words, the Directive aimsto exceed thelevel of protection required by
the Convention (Greenleaf 1995 (2) Int Priv Bul 11).

Seefn 203.

This ideal is expressed in Directive 95/46/EC as follows (recitals par (1)): “... the objectives of the
Community, aslaid downinthe Treaty, asamended by the Treaty on European Union, include creating an
ever closer union among the peoples of Europe, fostering closer relations between the states belonging
tothe Community, ensuring economic and social progressby common actionto eliminatethebarrierswhich

(continued...)
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amendment,?? it was findly adopted on 24 October 1995.224 Member states havethree years (twelve

years as regards existing manud filing systems) in which to implement the Directive,??® in other words,

by 24 October 1998 member states should have adopted legidation that complieswith the provisons

of the Directive. Implementation of the Directive may teke the form of a either a generd law on the

protectionof individuasasregardsthe processing of persona data, or sectora laws, for examplethose

222(...continued)

223

224

225

divide Europe, encouraging the constant improvement of the living conditions of its peoples, preserving
and strengthening peace and liberty and promoting democracy on the basis of the fundamental rights
recognized in the constitution and laws of the member states and in the European Convention for the
Protection of Human Rights and Fundamental Freedoms...”

Also see Simitis 1995 lowa L R 445-447 on the importance of this shift.

See Simitis 1995 lowa L R 445 et seq; Bennett & Raab 1997 Inf Soc 245, 248; Rosenbaum 1992 Jurimetrics
J 1. Charlesworth 1999 Gov Inf Q 203, 210-211 describes the eventful history of the Directive as follows:
The European Data Protection Directive had an eventful history; the original draft was put
forward by the Commission after unusually limited consultation and received a less than
enthusiastic response from some of the member states, notably the UK. It was approved on first
reading by the European Parliament, but only after having been subjected to significant
amendment. The Commission produced an amended proposal in October 1992, having not only
taken on board the European Parliament amendments, but al so having considerably restructured
thetext. Despitethis, the amended proposal remained unpopular with anumber of Member State
governments, notably those of the UK, Ireland, and Denmark, and agreement on the text wasto
prove unusually difficult to reach. There was intense lobbying throughout this period from
various interest groups, most notably the banking and direct marketing sectors, which were, not
unnaturally, concerned about the degree of restriction that would be placed on their use of
personal data, and about the potential costs of compliance. It is a sign of the initial general
unpopularity of the measure that a Common Position was only finally reached in the Council of
Ministers on February 20, 1995. However, once this hurdle was finally overcome, the second
reading of the emended proposal in the European parliament was relatively uneventful. The
Directive was finally adopted in October 1995, five years afteritsinception and 16 year after the

issue of data protection was first raised by the European Parliament.

Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995 on the Protection of
Individuals with Regard to the Processing of Personal Dataand on the Free Movement of Such Data 1995
Official Journal L 281/31 (hereinafter referred to as “the Directive” and quoted as Dir 95/46/EC).

TheCommission’ sproposal for ageneral directiveintheareaof dataprotectionwaspart of apackage
of proposals. Also proposed was a Directive Concerning the Protection of Personal Data in the
Telecommunications Sector and aDecisionin the Field of Information Security (1990 Official Journal C
277/18). Theinformation security decision soon cameinto operation (1992 Official Journal L 123/19). After
much deliberation, the communicationsdirectivewasadopted in 1997 (Directive 97/66/EC of the European
Parliament and of the Council 1998 Official Journal L 24/1). See also par 4.4.

Dir 95/46/EC a 32. The Directive is an order to member states of the European Union to amend their laws
to comply with the requirements of the Directive (Greenleaf 1995 (2) Int Priv Bul 10).
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relating to Satistica indtitutions22

4.2

421

Provisions of Directive®’

Overview of structure of Directive

The man features of the Directive are:

Seventy-two Recitalsor “wheress...” statementsthat precedethe Directive, explainits purpose
and aims, and aid interpretation.>*

Chapter |, containing generd provisions on the object and scope of the Directive as well as

definitions (articles 1-4).

Chapter I1, containing generd rules on the lawfulness of the processng of persond data. This
chapter has nine sections dedling with the principles rdating to dataquality, criteriafor making
data processing legitimate, specia categories of data processing, information to be giventothe
data subject, the data subject’ s right of accessto data, exemptions and regtrictions, the data
ubject’s right to object, confidentidity and security of processng and naotification to the
supervisory authority (articles 5-21).

Chapter 111, dedling with judicia remedies, liability and sanctions (articles 22-24).

226

227

228

Dir 95/46/EC recitals par (23).

For a discussion of the Directive, see Singleton 1995 Computer L & Prac 140-144; Cate 1995 lowa L R
431-437; Simitis 1995 lowa L R 445-469; Schwartz 1995 lowa L R471, 480-488; Greenleaf 1995 (2) Int Priv
Bul 110-21; Pounder & Kosten 1995 (21) Data Protection News; Bennett & Raab 1997 Inf Soc 245-255;
Trubow 1992 NWJ Int L & Bus 159; Bennett Data protection directive; Swire & Litan None of your
business 22-49.

According to Bennett & Raab 1997 Inf Soc 245, 249 the “'whereas statements state intentions, place this
Directivein the context of other values and policies, help interpretation and reflect the variety of interests
that shaped its content”. See also Greenleaf 1995 (2) Int Priv Bul 11.
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| Chapter IV, gating the ruleson thetransfer of persona datato third countries (articles 25-26).

a Chapter V, providing for the drawing up of codes of conduct (article 27).

| Chapter VI, requiring the establishment of a supervisory authority in each member sate, and
setting up a Working Party to attend to the protection of individuas with regard to the
processing of persona data (articles 28-30).

| Chapter VI, deding with the implementation of measures by the Community (article 31).

a Fina provigonson how andinwheat timeframethe Directive must be complied with by member
states (articles 32-34).

422 Purpose of Directive

The purpose of the Directiveisto reconcile two different and sometimes opposing principles??® onthe

one hand it wantsto ensure thefr ee flow of per sonal databetweenthemember statesof the European

Community, > but at the sametimeit wantsto ensurea“highlevel of protection” for the fundamenta

rightsand freedoms of individuals, in particular the right to privacy.?! It amsto achievethis purpose

230

231

However, Bennett & Raab 1997 Inf Soc 245, 249 correctly point out that “harmonized privacy protection
legislation” and the free flow of data are “complementing rather than conflicting values’.

Under EC law the flow of data across national borders within the European Community is regarded as a
service, and the free flow thereof may therefore only berestricted on limited grounds, since a59 of the EC
Treaty guarantees the freedom to provide transborder services (Campbell Data transmission and privacy
147). Also see Cole 1985 NYU J Int L & Pol 893, 928.

The need for the free flow of personal datawithinthe community isexpressedin several paragraphs
of therecitals of Dir 95/46/EC. See eg Dir 95/46/EC recitals par (3) and (5). Also seerecitals par (2), (4) and
(6) which emphasi ze the influence of new telecommunications technology on thisissue.

See Dir 95/46/EC a 1(1). Fromholz 2000 Berkeley Tech LJ 461, 462 states:
In accordance with this Directive, Member States shall protect the fundamental rights and
freedoms of natural persons, andin particular their right to privacy with respect to the processing
of personal data. See also recitals par (2) and (10) which emphasizethisaim of the Directive. It can
thus be stated that the Directive embodies the principle that privacy is a fundamental human
(continued...)
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by firgt of dl compelling member states to adopt legidation which conforms to the sandards set in the

Directive.?? Minimum and maximum levels of protection are set, but within these levels, the member

States can decide for themsalves how fundamenta rights will be protected.?*® Once the objective of

“eguivalency”** between or “harmonisation” 2 of the data protection laws of the member states has

beenreached, aprohibition isimposed on member Sates inhibiting thefree movement of persond data

between them on grounds relating to the protection of the rights of individuas>®

231(...continued)

232

233

234

235

236

right.
Schwartz & ReidenbergData privacy law 2 distil three objectives from the provisions of Dir 95/46/EC: (1)
To ensure the rights of individuals and their right to privacy in an information society; (2) to promotethe
freecirculationwithinthe Community of personal data, through the establishment of harmonized protection
in all member states; and (3) to prevent the abuse of personal data of Community origin in third countries
where adequate protection is not ensured. For adiscussion of the issues surrounding the transfer of data
to third countries, see par 4.2.7

Dir 95/46/EC recitals par (8) provides:

... inorder to remove the obstacles to flowsof personal data, thelevel of protection of the rights
and freedoms of individuals with regard to the processing of such datamust be equivalentinall
member states; ... this objective is vital to the internal market but cannot be achieved by the
member states alone, especially in view of the scale of the divergences which currently exist
between the relevant laws in the member states and the need to coordinate the laws of the
member states so as to ensure that the cross-border flow of personal datais regulated in a
consistent manner that isin keeping with the objective of the internal market as provided for in
Article 7a of the Treaty; ... Community action to approximate those laws is therefore needed...

Dir 95/46/EC a 5. According to Greenleaf 1995 (2) Int Priv Bul 11 it is evident from the preamble to the
Directivethat it should not be seen asa“minimum” standard for privacy lawswithinthe EU, but rather as
aconsensus between EU stateson the“desirable” level of dataprotection: “It isastandard to be complied
with as both the minimum and maximum information privacy protection allowable under EU laws, subject
to what the preamble refersto as ‘amargin for manoeuver’ |eft to Member States.”

See Dir 95/46/EC a 30(2).

Dir 95/46/EC speaks about “Community action to approximate [data protection] ... laws’ of member states
(recitds par (8) see fn 232). The terms “approximation” and “harmonisation” of nationa laws are
synonymous.“Harmonisation” isatechnical termin European Community law that referstoformal attempts
to increase the similarity of legal measures in member nations (Bermann et al Cases and materials on
European Community law 430 (1993) as quoted in Schwartz 1995 lowa L R 471,481 fn 69). Ontheinherent
difficultiesin harmonisation of national laws, see Simitis 1995 lowa L R 445, 449-452.

Dir 95/46/EC a1(2) providesthat “ Member Statesshall neither restrict nor prohibit thefreeflow of personal
data between Member States for reasons connected with the protection afforded under paragraph 1”. (A
1par 1 providesthat member states must protect the fundamental rights and freedoms of natural persons
(seefn 231).) Thisconsequently does away with member states’ rights under Convention 108/1981 to halt
the flow of data acrosstheir boundaries on the ground that it is necessary to protect their citizens' rights
(Pounder & Kosten 1995 (21) Data Protection News 5). Also see Dir 95/46/EC recitals par (9).
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4.2.3

Scope of Directive

The Directive gpplies to the processing of personal data of a data subject by automatic or

nonautomatic means by acontroller.

Per sonal data are broadly defined as any informatior?®’ relating to an identified or identifiable natural

person, known as the data subject, and processing of data equally broadly includes any operation

performed upon persona data.2* Thecontr ol leristhenatural or juristic person, publicauthority, agency

or other body which determines the purposes for which and the means by which the data are
processed.”*®

237

238

239

Dir 95/46/EC a2(a). The drafters of the Directive were of the opinion that any item of data relating to an
individual, harmlessthough it may seem, may be sensitive (eg amere postal address). Seethefirst draft of
the Directivein Commission of the European Communities Proposal for aCouncil Directive Concerning the
Protection of Individualsin Relation to the Processing of Personal DataCOM (90) final —SY N 287 Brussels
September 1990 Explanatory Memorandum 19.

Dir 95/46/EC does not in general distinguish between the different stages of processing of data, ie
collection, use and disclosure, but defines processing of personal datain a2(b) as

“...any operation or set of operationswhich is performed upon personal data, whether or not by

automatic means, such as collection, recording, organization, storage, adaptation or alteration,

retrieval, consultation, use, disclosure by transmission, dissemination or otherwise making
available, alignment or combination, blocking, erasure or destruction”.
This reflectsthefluid and decentralised i nformation highway environment of the 1990s (seetext tofootnote
254).

Pounder & Kosten 1995 (21) Data Protection News 7 emphasise that “[i]n Directive terms,
‘processing’ has no limits; it could be any action performed on personal data”. Berkvens 1995 Computer
L & Prac 3844 iscritical of the broad definitions of “personal data’ and “processing”. He argues that
these broad definitionswill result in data protection laws being applied to situations which they were not
originally intended for, viz where personal data are processed solely by reference to objects, and not by
reference to the data subjects. However, because it has technically become increasingly easier to link
personal data to object data, the processing will now come within the scope of the definitions. Because
“processing” does not exclude “transmission” of messages, intermediate service providers could also be
held responsible for the content of messages they are transferring, even though they do not even know
what the content of the messagesis.

Dir 95/46/EC a 2(d) defines a “controller” as meaning “... the natural or legal person, public authority,
agency or any other body which alone or jointly with others determines the purposes and means of the
processing of personal data; where the purposes and means of processing are determined by national or
Community laws or regulations, the controller or the specific criteriafor hisnomination may be designated
by national or Community law...”

When personal data are sent in an e-mail message, the controller in respect of the personal data will
be considered to be the person from whom the message originates, rather than the person offering the
transmission services (Dir 95/46/EC recitals par (47)).
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Wheretheprocessingisby nonautomaticmeans,?*° the persond datamust form part of afiling system,

or be intended to form part of such a system,?** that alows for access to the personal dataaccording

to specific criteria*? The Directive also applies to sound and image data (for example video

surveillance data)** relating to natural persons, provided the processing of such datais automated or

the dataare contained (or areintended to be contained) inafiling system structured according to specific

240

241

242

243

The UK was opposed to the inclusion of manual filesin the scope of the Directive (see Greenleaf 1995 (2)

Int Priv Bul 11). The provenance of this provision is the German Federal Data Protection Act

(Bundesdatenschutzgesetz) of 1993 (Jay & Hamilton Data protection 23). The following arguments have

been advanced in support of the fact that a distinction should not be made between automatic and non-

automatic processing:

- If manual processingisnotincluded, datacontrollers might usemanual processingto circumvent
data protection obligations.

- A distinction might create adisincentive for the use of new technologies.

- It could undermine fair competition if similar enterprisesin the same markets, but using different
techniques, were subject to different obligations.

- Data subjects would find it difficult to understand that their rights depend on whether their
personal datawere recorded electronically or not.

(See House of Lords Select Committee Report on protection of personal data 1993 par 35). Dir 95/46/EC

recitals par (27) also refer to the serious risk of circumvention if manual processing is excluded.

Member states have a longer time to comply with the Directive in the case of manual files. In
general, they must comply with the provisions of the Directive within three years after its adoption.
However, in the case of the processing of data already heldin manual filing systems at that time (ie 24
October 1995), the Member Countries have twelve years to comply with most of the provisions of the
Directive. However, if they continueto processthe datain such manual filing systemsduring the extended
period, they must bring the filing system into conformity with the provisions of the Directive at the time
of such processing (Dir 95/46/EC recitals par (69)). Furthermore, the data subject may not be denied hisor
her right of access and rectification in the extranine years (Dir 95/46/EC a 32(2)).

Dir 95/46/EC a 3(1).

A “personal datafiling system” is defined in a2(c): as“ any structured set of personal data which are
accessible according to specific criteria, whether centralized, decentralized or dispersed on afunctional or
geographical basis’. Thisdefinition isthus based on the criterion of possibility of accessto the personal
data.

Dir 95/46/EC recitals par (27) also makes it clear that the Directive covers only manual processing
where structuredfilesareinvolved, and that thefilesshoul d furthermorebestructured according to specific
criteriarelating to individuals, allowing easy access to personal data. The UK, Denmark and Ireland were
opposed to theinclusion of structured manual filesinthe scopeof the Directive (Greenleaf 1995 (2) Int Priv
Bul 11).

Dir 95/46/EC recitals par (14) states:
... given the importance of the developments under way, in the framework of the information
society, of the techniques used to capture, transmit, manipulate, record, store or communicate
sound and image data relating to natural persons, this Directive should be applicable to
processing involving such data....
However, note that video surveillance tapes made for public security or criminal law activities, will be
excluded. See fn 251 and accompanying text. Also important to noteis that the principlesof the Directive
aretobeappliedinarestrictive manner when audiovisual material canbeconsideredtobeliterary or artistic
expression, or relatesto journalism (see Dir 95/46/EC a9 and recitals par (17)).
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criteriarelating to individuas, So asto permit easy access to the persond datain question.?*

Only natural persons can be data subjects, since adata subject isby definition “an identifiable natural
person”.2* The privacy rights of juristic persons are thus not protected by the Directive.24

No digtinction is made between the processing of data in the private or public sectors, and the
Directive applies equaly to both areas®

The Directive does not apply?® to the processing of persona data by a natural person for purely
persona or domestic activities,®* and neither doesiit apply to the processing of persond data in the

244 Dir 95/46/EC recitals par (15).

245 Dir 95/46/EC a 2(a). An “identifiable person” is defined as “... one who can be identified, directly or
indirectly, in particular by reference to an identification number or to one or more factors specific to his
physical, physiological, mental, economic, cultural or social identity”. Some commentators argue that this
definition also includes dead persons (see House of Lords Select Committee Report on protection of
personal data 1993 par 26; Pounder & Kosten 1995 (21) Data Protection News 6; Catel nfor mation age 36),
but Dutch commentators have an oppositeview (see Berkvens & PrinsVan WPR naar WBP 326). What is
clear, however, isthat the principles of protection do not apply to anonymous data (Dir 95/46/EC recitals

par (26)).
246 See also 95/46/EC recitals par (24).

247 One should remember that the EC’s area of competence is the private sector, or the market, and not the
public sector, (see Simitis 1995 lowa L R 445 452; Schwartz 1995Iowa L R (Panel Discussion) 683) and one
may have expected that the Directive would distinguish between the two areas. In fact, a distinction was
initialy drawninthefirst draft of the Directive asregardsthefair obtaining and | egitimacy of theprocessing
of data (seefn 237, 247). See also Bennett Data protection directive 8. However, it was realised that it is
not possible to separate the private and public sector. Simitis 1995 lowa L R 445, 452 explains.

Patientsin aprivate clinic are, asfar asthe use of their datais concerned, in the same situation
as those treated in a hospital belonging to the state. Employees are confronted by the same
problems with respect to their data whether they are employed by a computer firm or by atax
authority. The implications of processing for customers do not change because abank is, asin
many Member States, owned by the state and organized in aform typical of state activities.

248 Dir 95/46/EC a3(2).

249 The rationale for the “domestic purposes’ exclusion is that invasion of privacy is unlikely to occur.
According to Pounder & Kosten 1995 (21) Data Protection News 9 this exception is necessary to comply
with a 8 of the European Convention on Human Rights which calls for respect of family life.

Thefirst draft (see fn 237, 247) also excluded the files of non-profit making bodies, because it could
be presumed that the members of such bodies consented to being in the files. However, thefinal Directive
does not contain such an exception.
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course of an activity which fals outsde the scope of Community law,?° for example processing

operaions related to public security, defence, state security, and the aress of crimina law.?*

4.2.4 General rules on lawfulness of processing of personal data®?

The Directivelaysdown generd rulesdetermining under what circumstances personal datamay lawfully
be processed. The member states must determine more precisay the specific conditions that must be
adhered t0.%%3

Traditiondly, there has ways been a distinction in data protection laws or internationa instruments
between limitations on collection, limitations on use, and limitations on disclosure of data. However,
reflecting the “more fluid and decentralised ‘information highway' environment of the 1990s"%* the
Directive does not emphasise the distinction between collection, use or disclosure of data, but speaks
more generaly about “data processing”.?*® It therefore does not distinguish between limitations on the
different stages of processing ether, but provides that member states mugt, within the limits of the
Directive, determine “the conditions under which processing of persond datais lawful” .2

4.2.4.1  Principles relating to data quality

250 Swire & Litan None of your business 27 argue that the result of this exemption is to focus the Directive
“primarily on the private sector”.

251 Video surveillancetapesthat weremadefor any of these purposeswill conseguently al so be excluded from
the Directive.

252 These rules reflect the“fair information principles’ or “ dataprotection principles’ found in dataprotection
documents (see eg par 2.2.5). They consist on the one hand of obligations imposed on persons, public
authorities, enterprises, agencies and other bodiesresponsiblefor processing data, and on the other hand
they refer totherightsconferred onindividuals (Dir 95/46/EC recital s par (25), Schwartz & ReidenbergData
privacy law 13).

Dir 95/46/EC a5.
Bennett Data protection directive 5; Bennett & Raab 1997 Inf Soc 245, 250.

Seedsofn 238.

g 8 B 8

Dir 95/46/EC a 5. From this, one can deduce that the processing of personal data which does not come
within these limitsisper se unlawful.
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Personal data must be processed fairly and lawfully.®’ Specificaly, persona data must be collected
for “specified, explicit and legitimate’ purposes and must not undergo further processng in a way
incompatible with those purposes.?*® Aswill be demonstrated, this “ purpose specification” principleis
the linchpin around which many of the other provisionsturn.?*® The purpose for which dataare collected
must be determined at the time of collection, and must be made known to the subject at that time.?*°
This purpose must be alegitimate one. Further processing of datathat isincompatiblewith thispurpose
isnot alowed.?! Processing for historical, statistical and scientific purposes will not be considered to
be incompatible,®? provided that the member states lay down appropriate safeguards.?®®

257 Dir 95/46/EC a 6(1)(a).

258 Dir 95/46/EC a 6(1)(b).

259 Bennett Data protection drective 4.
260 Dir 95/46/EC recitals par (28).

261 Thisprincipleis also known asthe “finality” principle or concept (see Bennett Data protection directive
4; Pounder & Kosten 1995 (21) Data Protection News 12).

262 Processing of datafor research purposesisgenerally treated morefavourably than other dataprocessing
activities. Simitis 1995 lowa L R 445, 457 explains why:
To aconsiderable extent, research presupposes adeliberate disregard of the goalsfor which the
data were originally collected. In order to successfully conduct their research, cardiologists
evaluating the effectiveness of different drugs, historians studying theinvolvement of different
persons in aparticular political devel opment, sociologistsanalysing theroleof welfareagencies,
and criminol ogistsinvestigating thefamily background of juveniledelinquentsmust haveaccess
to asubstantial amount of data provided by the persons concerned in adifferent context and for
clearly different reasons.
Simitis (458) argues that more lenient restrictions for research projects should be linked to two important
conditions: (a) data subjects must as arule fully retain their rights (eg, that they should consent to the
processing and their right to correct information), and (b) data obtained for research purposes must be
inaccessible for any other use outside of research. Simitis (458) considers the Directive to be too lenient
isthisrespect, sinceit merely provides that member states should introduce “ appropriate safeguards” to
reduce the risks ensuing from eg a change of purpose (a6(1)(b)) or from not informing the data subject (a
11(2)). Also see Simitis 1981 Am J of Comp L 583.

263 These safeguards must in particular rule out the use of the data “in support of measures or decisions
regarding any particular individual” (Dir 95/46/EC recitals par (29)).
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It is further provided that persona data must be “ adequate, relevant and not excessive,"** must be
“accurate”’, complete and “kept up to date”,?*® and must not be stored in a form which permits
identification of data subjects for longer than is necessary. Member states must lay down appropriate
safeguards for personal data stored for longer periodsfor historical, Satistical or scientific use?® The
adequacy, relevance, accuracy and up-to-datenessof thedataare oncemoredetermined with reference
to the purpose for which they have been collected or further processed. “ Every reasonable step” must
be taken to rectify or erase inaccurate, incomplete and outdated data.?®”

The responghility is placed on the controller to ensure that data are processed fairly and lawfully, and
that the data qudity principles are complied with.?%®

Member states may restrict the scope of the rights and obligations provided for by the data quality
principle, when such arestriction congtitutesanecessary measureto safeguard certain publicinterests,*°
or to protect the data subject or the interests of others.2”

4.2.4.2 Criteria for making data processing legitimate

Apat from the principles relaing to the quality of the data, the Directive dso spells out the only Sx
conditions under which persond data may lawfully be processed:

264 Dir 95/46/EC a6(1)(C).

265  Dir 95/46/EC a6(1)(d).

266 Dir 95/46/EC a6(1)(e). See dso fn 262.
267 Dir 95/46/EC a6(1)(d).

268 Dir 95/46/EC a6(1)(a) and 6(2).

269 Namely national security, defence, public security, criminal investigations, investigations of breaches of
ethics for regulated professions, important economic or financial interests of a member state or of the
European Union.

270 Dir 95/46/EC a13(1).
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The data subject has unambiguoudy consented.?”

Processing is necessary for the performance of acontract to which the data subject is party (or
to complete a precontractua stage at the request of the data subject).?’?

Processing is necessary for compliance with a legd obligation to which the controller is

subject.?”

Processing is necessary in order to protect the vital interests of the data subject.?”
Processing is necessary for the performance of atask carried out in the publicinterest, or inthe
exercise of officid authority vested in the controller or in athird party to whom the data are

disclosed.?®

Processing is necessary for the “legitimate interests’ of the controller or third parties to whom

271

272

273

274

275

Dir 95/46/EC a7(a). “ The datasubject’ sconsent” isdefined in a2(h) asmeaning “any freely given specific
and informed indication of hiswishes by which the data subject signifies his agreement to personal data
relating to him being processed.” Implied consent is not sufficient (see Pounder & Kosten 1995 (21) Data
Protection News 8). Consent can be withdrawn at any time (Madsen Personal data protection 27). The
consent must be “unambigous”. Thismeansthat the controller must have no doubt about the fact that the
data subject has consented. The onusis on the controller to ensure that the data subject has consented
(WBP Memorie van toelichting 66).

Dir 95/46/EC a7(b).
Dir 95/46/EC a7(c).

Dir 95/46/EC a7(d). “Vital interest” isdescribed in therecitalspar (31) of Dir 95/46/EC as*aninterest which
is essential for the data subject’s life”. As a consequence this provision will probably have limited
application (see Pounder & Kosten 1995 (21) Data Protection News 14).

Dir 95/46/EC a7(e). Member states must determine whether the controller performing atask carried outin
the publicinterest or in the exercise of official authority must be a public administration or another natural
or juristic person governed by public law, or by private law such as a professional association (see Dir
95/46/EC recitals par (32)).
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the data are disclosed,?”® except where such interests are overridden by the data subject’s
interestsin hisor her “fundamenta rightsand freedoms’ which are protected by the Directive.?”

Datasubjects must havetheright to object to the processing of datarelating to them, at least asregards
the processing of data necessary for the performance of atask carried out in the public interest or in
the exercise of officia authority, and asregardsthe processing of datathat isin the“legitimateinterests’
of the controller or third parties to whom the data are disclosed.?”®

4.2.4.3 Special categories of processing

a Sensitive data

Member states must prohibit the processing of personal datathat are considered to be of a “senstive”’

nature.?”® The category of sengitive dataincludes persona datarevealing racid or ethnic origin, political
opinions, religious or philosophica beliefs, trade-union membership, and hedth?® or sex life®!

276 According to Dir 95/46/EC recitals par (30) member states may determine the circumstances under which
datamay be used or disclosed to athird party “inthe context of thelegitimate ordinary business activities
of companiesand other bodies’. Member statesmay al so specify the conditionsunder which personal data
may be disclosed to a third party for the purposes of marketing, be it by a commercial or charitable
organization or by eg a political organisation. In both these instances, however, the data subject must be
granted aright to object to the processing (Dir 95/46/EC a 14) See also fn 325.

277 Dir 95/46/EC a 7(f).
278 On theright to object, see par 4.2.4.7.

279 In other words, personal datathat are by their nature capabl e of infringing fundamental freedomsor privacy
(see Dir 95/46/EC recitals par (33)). This provision originates from French and Belgian law. However, not
everybody agreesthat data can be sensitive by nature. Many data protection advocateswould argue that
any data can become sensitive depending on the circumstances (eg, alast name may reveal ethnic origin
or even religious beliefs), and that so-called “ sensitive” datamay beinnocuousin certain situations. This
provisionis inconsistent with the German view eg that “ sensitivity” depends on the particular processing
context. Names and addresses in a telephone directory can be innocuous, but names and addresses in
connectionwithlistsindicatingtheinmatesof psychiatric hospitalsaredefinitely sensitive (see Simitis1995
lowa L R 445 450 fn 35).

280 The prohibition does not apply where the processing of the dataisrequired for the purposes of preventive
medicine, medical diagnosis, the provision of care or treatment or the management of health-care services,
and where those data are processed by a health professional subject, under national law or rules
established by competent national bodies, under the obligation of professional secrecy or by another

(continued...)
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However, thiscommendably strict provisioniswatered down by alist of exceptionswhichwasinserted

inthefina draft of the Directive at the indstence of some of the member sates®?

Processing of sengtive datamay be permitted?®®® by member Satesif:

|

the data subject has explicitly consented?®* thereto®™

the processing is necessary for the data controllers to carry out their obligationsin the field of
employment law?%®

the processing is necessary to protect the vital interests of the data subject or those of another
person where the data subject is physicaly or legaly incapable of giving his or her consent?’

the processing is carried out by afoundation, association or any other non-profitseeking body

280(...continued)

281

282

283

284

285

286

287

person also subject to an equivalent obligation of secrecy (Dir 95/46/EC a 8(3)).
Dir 95/46/EC a 8(1).
Simitis 1995 lowa L R 445, 460-461. Simitis does not think that all the exceptions arejustified.

It isnot compulsory to insert all or any of these exemptionsinto national laws. A member state may have
“stricter” rules than those prescribed by the Directive, but may not stop the free flow of data for this
reason.

An earlier draft required “written” consent, but in the final draft the requirement that consent must bein
writing has been left out. For the definition of “consent” seefn 271. “Explicit” consent isrequired. Implied
consent is not sufficient. The data subject should make it clear in words, writing or conduct that she
consents to the processing of personal data (WBP Memorie van toelichting 65).

However, the laws of the member state may also provide that the prohibition may not belifted by thedata
subject’s consent (Dir 95/46/EC a 8(2)(a)).

Dir 95/46/EC a8(2)(b). A member state must provide “ adequate safeguards” in such a case.

Dir 95/46/EC a8(2)(c).
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|

|

for politica, philosophica, religious or trade-union purposes®®

the processing relates to data which are manifestly made public by the data subject?®

the processing is necessary for the establishment, exercise or defence of legd claims*®

Member states may also “for reasons of substantial publicinterest”? |ay down additional exemptions,

provided that “suitable safeguards’ are introduced®? and provided that the member state notifies the

Commission of such exemptions®?

Data on criminal offences

Processing of data that pertain to crimina offences, convictions and security measures may only be

carried out under the control of an officid authority, unless aderogation is madeto thisrulein nationa

law providing “ suitable specific safeguard” .2 In this instance the Commission must aso be natified of

288

289

290

291

292

293

294

Dir 95/46/EC a8(2)(d). The processing by such abody must bein the course of itslegitimate activities, with
appropriate guarantees, and on condition that the processing rel ates solely to the members of the body or
to persons who have regular contact with it in connection with its purposes and that the data are not
disclosed to athird party without the consent of the data subject.

Dir 95/46/EC a8(2)(e). An example would be where a person reveals his or her preference for a specific
political party in anewspaper (Pounder & Kosten 1995 (21) Data Protection News 14).

Dir 95/46/EC a8(2)(e).

Dir 95/46/EC recitals par (34) giveexamplesof such “ substantial publicinterests’, namely public health and
social protection, scientific research and government statistics. Furthermore, religious associations and
political parties may also process data on important public grounds. “ Official authorities’ of “officially
recognised religiousassociations’ may process personal datato achieveaims*laid downin constitutional
law or international public law” (recitals par (35)). Political parties may compile data on peopl€’'s political
opinion in the course of electoral activities (recitals par (36)).

Dir 95/46/EC a 8(4).
Dir 95/46/EC a 8(6). The exemptions may belaid down in national law or by the supervisory authority.
Britain was of the opinion that prospective employers and grantors of credit and insurance should be

allowed to keep information about criminal convictions (House of Lords Select Committee Report on
protection of personal data 1993 par 139).
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the derogation.?*® However, acomplete register of crimina convictions may only be kept by an officia
authority.?*® Member states may provide that data relating to administrative sanctions or judgmentsin
aivil cases must aso be processed under the control of officid authority. 2%’

C National identification number

The use of anationd identification number isnot prohibited, but it isleft to member datesto determine
the conditions under which such a number may be processed.?*®

42.4.4 Processing of data and freedom of expression

Member states must make provision for exemptions or derogations from the provisonsrdating to the
lawfulness of processing, the rules relating to the transfer of datato third countries, and the provisons
relating to the supervisory authority and the Working Party established by the Directive, where persond
data are processed solely for journdigtic purposes or the purpose of artistic or literary expression, if
they are necessary in order to reconcile the right to privacy with the rules governing freedom of

expression.?®

295  Dir 95/46/EC a8(5) and 8(6).
296  Dir 95/46/EC a8(5).
297 Dir 95/46/EC a8(5).
298 Dir 95/46/EC a8(7).

299 Dir 95/46/EC a9. Thisprovisionisnecessary in order for the Directiveto give effect to a 10 of the European
Convention on Human Rights, which declaresthat “ everyone hastheright to freedom of expression”; this
rightincludestheright “to receiveand impart information” . Themember statesmay, however, not lay down
exemptions fromthe security principle (see par 4.2.4.9). The provisions of a9 naturally also apply to the
processing of sound and image data carried out for journalistic purposes, or for literary or artistic
expression (Dir 95/46/EC recitalspar (17)). Britain was opposed in principleto such aprovision. Their view
was that the right of free information and expression is not a special prerogative of the media, but is
available to everyone, and the media must not be given special exemptions either at Community level or at
national level. Inthe UK no special privilege was given to the mediato grant them freedom of expression.
It was also felt that the media are capable of doing the gravest damageif they infringetheright to privacy
(House of Lords Select Committee Report on protection of personal data 1993 par 142).
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4.2.45 Duty to inform data subjects

Member statesmust ensurethat thedatacontrollersprovidethedatasubjectswith certaininformation. 3®
The data subjects must a least be informed about the identity of the controllers and of their
representatives, and the purposes of the processing for which the dataareintended. Further information
suchasthe categories of dataconcerned,* the recipients of the data, whether repliesto the questions
are obligatory or voluntary, the possible consequences of failure to reply,®*? and the existence of the
right of accessto dataand the right to rectify such dataif they areincorrect, 3 must be supplied “in so
far asit is necessary, having regard to the specific circumstances in which the data are collected, to
guarantee fair processing” in respect of the data subjects.>*

Wherethe dataare collected from the data subj ects, the above-mentioned detailsmust be givento them
at thetime of the collection, except if they are dready familiar with such details* Where the datahave
not been obtained from the data subjects, the details must be given to them at the time of the recording
of the data, or at the latest when the data are disclosed to third partiesfor thefirgt time, unlessthe data
subjects are dready familiar with such details3%

Where the data have not been collected from the datasubjects, the requirement that information must

be given to the data subjects does not gpply in the following instances:

a where, in particular in the case of processing for statistical purposes or for the purposes of

300 Dir 95/46/EC al10and 11(1). Processing of datacannot befair unlessthedatasubjectisinapositiontolearn
of the existence of a processing operation (see Dir 95/46/EC recitals par (38)).

301 Where the data have not been collected from the data subject personally (Dir 95/46/EC a 11(1)).
302 Where the data are collected from the data subject personally (Dir 95/46/EC a 10).
Seepar 4.2.4.6.

Dir 95/46/EC a10 and 11(1).

303
304
305 Dir 95/46/EC a 10.
306

Dir 95/46/EC a11(1).
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historical or scientific ressarch,®’ the provision of such information proves impossible** or
would involve a disproportionate effort>®

| if recording or disclosure is expresdy required by law

In these circumstances member states must provide appropriate safeguards.3™©

Member states may restrict the rights and obligations as regards the duty to inform the data subjects,

when such a restriction congtitutes a necessary measure to safeguard certain public interests®!* or to

protect the data subjects or the interests of others312

4.2.4.6

Data subjects’ right of access to data

Theright of access provided for in article 12 can better be described as the right to participate in the

dataprocessing process,*™® sinceit falsinto three parts. It requires member statesto guarantee first of

307

310

311

312

313

Processing of datafor research purposesis generally treated more favourably than other data processing
activities. See also fn 262.

Eg because the address of the data subject is not known (Pounder & Kosten 1995 (21) Data Protection
News 19).

Pounder & Kosten 1995 (21) Data Protection News 19indicatethat theword“ disproportionate” canrelate
to one of two things: either to the effort involved (ie unreasonable demands are made on the controller), or
to the purpose of the Directive (if the recording or disclosure involved was unlikely to harm the data
subject, then provision of thisinformation could be claimed to be disproportionate to that aim).

Factors that can betakeninto considerationinthisregard arethe number of datasubjects, theage

of the data and any compensatory measure adopted (Dir 95/46/EC recitals (par 40)).

Dir 95/46/EC a 11(2). For criticism of the* appropriate safeguards’ provision, see Simitis1995 lowa L R 445,
458 and fn 262.

Namey national security, defence, public security, criminal investigations, investigations of breaches of
ethics for regulated professions, important economic or financial interests of a member state or of the
European Union.

Dir 95/46/EC a13(1).

See eg the OECD Guidelines' individual participation principle described in par 2.2.5.7.
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dl that every data subject has the right of access to data rdlating to the data subject personally®

“without congraint”, “at reasonable intervas’ and “without excessive delay or expense’; secondly that

datawhich are incomplete or inaccurate, or the processing of which otherwise does not comply with

the provisions of the Directive, berectified, erased or blocked;*™> and thirdly that third partiesto

which data have been disclosed must be notified of any subsequent rectification, erasure or blocking,

unless this proves impossible or involves a disproportionate effort. 31

Thefirg right in this article, namely the right to access data, can be broken down into three separate
rights, namdly:

the right of the data subjects to obtain confirmation as to whether or not data relating to them
are being processed as well as information at least on the purposes of the processing, the
categories of data concerned, and the recipients or categories of recipients to whom the data

are disclosed

the right to obtain, in an intdligible form, the data undergoing processing and any available

information asto their source

the right to obtain knowledge of the logic involved in any automatic processing of data
concerning the data subject (at least in the case of the automated decisions)®!’

The scope of the rights and obligations provided by article 12 may be restricted by member states, if

314

315

316

317

Dir 95/46/EC a12(a). Thisisan essential provision because it is only through individual access that the
accuracy of thedataand thelawful ness of the processing can be established (Dir 95/46/EC recitalspar (41);
House of Lords Select Committee Report on protection of personal data 1993 par 131).

Dir 95/46/EC a 12(b).
Dir 95/46/EC a 12(c). On the meaning of “disproportionate” see fn 309.

See Dir 95/46/EC a 15(1). This provision should not be interpreted so as to adversely affect trade secrets
or intellectual property rights, such as copyright protecting software (see Dir 95/46/EC recitals par (41)).
This provision derives from French law. It has been claimed that it will cause considerable difficulties to
US companies (Greenleaf 1995 (2) Int Priv Bul 13).
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such restriction congtitutes a “ necessary measure” to safeguard certain public interests 8 or to
protect the datasubject or theinterests of others:3'° Member statesmay also restrict therights provided
by article 12 when dataare processed solely for purposesof scientific research®® or arekept in personal
formfor aperiod which does not exceed the period necessary for the sole purpose of creating statistics.
Two provisos are added to the last exception: member states must provide “adequate legal
safeguards™?! in particular “that the data are not used for taking measures or decisions regarding any
particular individud”. It is aso provided that there must clearly be “no risk of breaching the privacy of
the data subject” .32

Theredtrictionson theright of accessare not mandatory. Member states must determinefor themselves,

againgt the background of the Directive, whether it is necessary to impose any retrictions3%

318 Namely national security, defence, public security, criminal investigations, investigations of breaches of
ethics for regulated professions, important economic or financial interests of a member state or of the
European Union. In earlier drafts of the Directive the Commission proposed that it should be required that
themember state’ sinterest must be“ aduly established paramount interest”. Thiswaswatered downinthe
final form of the Draft (see Simitis 1995 lowa L R 445, 459).

319 Dir 95/46/ECa13(1). It would eg be permissibleto specify that accessto medical datamay be obtained only
through a health professional (Dir 95/46/EC recitals par (42)).

320 Asindicated, data processed for research purposes arein afavoured position (seefn 262).
321 On the appropriate safeguards provision, see fn 262.
322 Dir 95/46/EC a 13(2).

323 Smitis 1995 lowa L R 445, 460 is of the view that the Commission and the Council chose the wrong
approach inthisregard, and that they must have laid down ruleswhich clearly statethat the datasubject’s
right to access can never be totally excluded, but can at most be partially restricted or temporarily
suspended in a series of unequivocally defined and specifically listed cases. He argues:

Therefusal of the Commission and of the Council to directly regulate the restrictions, however,
can hardly be defended, especially in view of the experiences of the Member States. The
governments of the Member States had never particularly welcomed the data subjects’ right to
know. Their primary concern was not to secure this right, but rather to protect the public
authorities against the exercise of aright perceived to beaseriousthreat totheir efficiency. Credit
for the gradual improvement of the right to access goes, therefore, entirely to courts and
parliaments. Without their constant corrective interferences, the right to know would be largely
fictitious.
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4.2.4.7 Datasubjects’ right to object

Data subjects must havetheright to object to the processing of datarelating to them, at least asregards
the processing of data necessary for the performance of atask carried out in the public interest or inthe
exercise of officid authority, and asregards the processing of datathat isin the“legitimate interests’ of
the controller or third parties to whom the data are disclosed.3** The grounds for objection must be
“compdling legitimate grounds’ relaing to the data subject’s particular Stuation, unless otherwise
provided by nationd legidation. Where there is a judtified objection, the processing indtigated by the

controller may no longer involve the data objected to.3%

The right to object to the processing of data must aso exist where data are processed for direct
marketing purposes, a no cost and without having to give reasons3* Member states are given the
responghility for taking the necessary measuresto ensure that data subjects are aware of the existence
of the right to object to the processing of data for direct marketing purposes.®*’

4248 Automated individual decisions

Artide 15 of the Directive provides that member states must grant every person the right not to be
subjected to a decison which produces legd effects concerning or significantly affecting that person,

324 Seepar 4.24.2.
325 Dir 95/46/EC a 14(a).

326 Dir 95/46/EC a14(b). AsBennettData protection directive 5pointsout, the Directive makesclear that data
subjects must have the right to object to the processing of personal data for direct marketing purposes.
However, the mechanism, ie whether an “opt-in” or “opt-out” system should be used, is not prescribed.
(With an “opt-in” system, the data subjects must specifically be asked whether they want to beincluded
before their datamay be processed lawfully. With an “opt-out” system, the data subjects should object
if they want their namesto be removed from a direct marketing list.)

A 14(b) providesthat “ Member Statesshall grant the datasubject theright: ... (b) to object, onrequest
and free of charge, to the processing of personal datarelating to him whichthe controller anticipatesbeing
processed for the purposes of direct marketing, or to beinformed before personal dataaredisclosed for the
first timeto third parties or used on their behalf for the purposes of direct marketing, and to be expressly
offered the right to object free of charge to such disclosures or uses.”

307 Dir 95/46/EC al14(b).
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and whichisbased solely on automated processing of dataintended to evaluate certain rel ated persona
aspects, such asfor performance at work, creditworthiness, reliability, and conduct.>?® Exceptionsmay
be provided for where the decison istaken in the context of acontract or whereit isauthorised by law,

provided that the subject’s legitimate interests are safeguarded >

Artide 15isan unusud data protection provisonintwo ways. Firs, lessthan ahandful of countrieshad
thistype of provision in their data protection laws before the Directive**° and second, its focus is not
ondataprocessng, but on atype of decison making. Examplesof thistypeof decison making, referred
to as “automated profiling”,*! are the listing of applicantsfor ajob in order of preference solely onthe
bass of a test of personality, and the use of scoring techniques for the purpose of assessng

creditworthiness.3%

Artide 15 is desgned to protect the individual againgt the perceived growth of automatisation of
organisationa decisions about individuas. According to Bygrave,® the drafters of the Directive were

328  Dir 95/46/EC a15.
320 Dir 95/46/EC a15(2)(a) and (b).

330 This provision originates from French law (House of Lords Select Committee Report on protection of
personal data 1993 par 66). Bygrave 2001 Computer L & Sec Rep 17 pointsout that apart fromthe French,
only the Spanish and Portuguese data protection laws incorporated similar provisions.

331 Bygrave 2001 Computer L & Sec Rep 17 describes profiling asfollows: “ Generally speaking profiling isthe
process of inferring aset of characteristics (typically behavioural) about anindividual person or collective
entity and then treating that person/entity (or other persons/entities) in the light of these characteristics.
As such, the profiling process has two main components: (i) profile generation — the process of inferring
aprofile; (ii) profile application—the process of treating persons/entitiesinthelight of thisprofile. Thefirst
component typically consists of analysing personal data in search of patterns, sequences and
relationships, in order to arrive at aset of assumptions (the profile) based on probabilistic reasoning. The
second component involves using the generated profile to help make a search for, and/or decision about,
a person/entity. The line between the two components can blur in practice, and regulation of the one
component can affect the other component.” Also see ch 1 par 1.2.

332 House of Lords Select Committee Report on protection of personal data 1993 par 66.

333 Bygrave 2001 Computer L & Sec Rep 17, 18 says:
One can read into [the comments of the drafters] a concern that, in the context of organizational
decision making, the registered dataimages of persons (their ‘ data shadows') threaten to usurp
the constitutive authority of the physical self despite their relatively attenuated and often
(continued...)
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concerned about the diminished role played by personsin shaping important decision-making processes

that affect them.®** Note that article 15 does not prohibit the creation of profiles®* it only imposes

restriction on their application.3* For example, profiling may be done as long as individuals are given

the opportunity to exercise aright to object to such decison making.

For the right contained in article 15(1) to gpply, four cumulative conditions must be satisfied:

|

A decison must be made.

Making adecision about someoneusually entailsadopting aparticul ar attitudeor stancetowards
that person. This could result in denying arequest or in taking action that will have an influence
onthe person. According to Bygrave,3® adecision ordinarily connotesamenta action, thet is,

the adoption of a particular opinion or belief.

The decision concerned must have legd or otherwise significant effects on the person who is
the subject of the decison.

Legd effects are effects that are able to dter or determine a person’s legd rights or duties. It
is more difficult to interpret the meaning of “sgnificant effect’. The sending of a commercid
brochure to a person selected by acomputer will probably not have a significant effect on the

333(...continued)

337

misleading nature. A further concern isthat thisthreat brings withit thethreat of alienation and
athreat to human dignity.

It can of course also be argued that automated decisions could sometimes be fairer to individuals than a
personal judgement (House of L ords Select CommitteeReport on protection of per sonal data 1993 par 70).

National legislators are not prevented from implementing this section in a way that imposes a ban on
profiling (Bygrave 2001 Computer L & Sec Rep 17, 18).

Bygrave 2001 Computer L & Sec Rep 17, 18.

See Bygrave 2001 Computer L & Sec Rep 17, 18. Also see Cate Information age 39-40.

2001 Computer L & Sec Rep 17, 19.
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personandwill thereforenot fal under the prohibitionimposed by thissection. In other Stuations

it may be more difficult to decide on the significance of adecision.®*®

The decision must be based solely on automated data processing. 3+

Bygrave®! is of the opinion that the notion “solely” seems intended to denote “a Stuaion in
which a person fails to actively exercise any red influence on the outcome of a particular
decison-making process. Such a Stuation would exist if a decison, though formaly ascribed
to a person, originates from an automated data-processing operation the result of which is not

actively assessed by elther that person or other persons before being formalised asadecision”.

The data processed must be intended to evaluate certain personal aspects of the person who

is the subject of the decision.

The phrase“ certain persona aspects’ isambiguous. The phrase undoubtedly refersto aspects
of the data subject’s person or persondity. The inclusion of the word “certain” indicates,
however, that not al persond aspects are legaly reevant for the gpplication of article 15(1).
Ashasbeen demondrated, thearticlelisisexamplesof legdly relevant persona aspects, namely
aspects that concern performance at work, creditworthiness, rdiability, and conduct. In other
words, they must concernaperson’ scharacter.3*? Article 15(1) would not apply for example
to afully automated decision by abank to refuse aperson cash smply because the person lacks

the necessary credit in his or her bank account. However, if the decision concerned were

341

342

Bygrave 2001 Computer L & Sec Rep 17, 19 pointsto the following problem areas: “ Does the notion refer
only to effects that are significant for the data subject in an objective sense (i€, relatively independent of
the data subject’ s own perceptions)? Doesit refer only to effects of amaterial (eg economic) nature? Does
it require the decision concerned to be adverse to the interests of the data subject?’. Also see Cate
I nformation age 39-40.

le, there must be strict application of the results produced by the computer.
Bygrave 2001 Computer L & Sec Rep 17, 20.

Bygrave 2001 Computer L & Sec Rep 17, 20.
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grounded on afully automated analyss of the person’s payment history; article 15 would be
applicable3*

Bygrave points to the following difficulties in implementing artide 15: the complexity and numerous
ambiguitiesin theway its provisons are formulated; the paucity of authoritative guidance on the scope
and application of the provisons, and the fact thet the article' s gpplication is contingent upon alarge
number of conditions being satisfied. However, he concludes that:
Art 15 is normatively important in terms of the principle it establishes and embodies. This
principle is that fully automated assessments of a person’s character should not form the sole
bass of decisons that Sgnificantly impinge uponthe person’ sinterests. The principle provides
asignd to profilers about where the limits of automated profiling should roughly be drawn.3*

4.2.4.9 Confidentiality and security of processing

The Directive amsto ensure the confidentidity of processng by requiring member statesto prohibit the
processing of data by any person who has access to it, unless such person has been instructed to do

s0 by the controller or required to do so by law.3*

Member states must dso Spdll out the respongibilities of the controller in regard to security measures.
The controller must implement gppropriate technical and organisational measures to protect persona
data from accidental or unlawful destruction or accidenta |oss, dteration, unauthorised disclosure or
access, in particular where the processing involves the transmission of data over a network, and from
dl other unlawful formsof processing.®*® The measuresmust ensurealeve of security that isappropriate

to therisks presented. Factorsthat are relevant in determining the appropriateness of the measuresare

Bygrave 2001 Computer L & Sec Rep 17, 20.

Bygrave 2001 Computer L & Sec Rep 17, 20.

Dir 95/46/EC a 16.

5 & £ 8

These measures must be implemented both at the design stage of the processing system and at the time
of processing itself (Dir 95/46/EC recitals par(46)).
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the state of the art, the cost of implementation, and the nature of the data to be processed.®*

Should the controller choose a processor to do the processing on its behalf, the controller remains
respongble for security and is required inter alia to choose a processor that provides sufficient
guarantees in respect of the technical and organisational security measures, and must enter into a
contract3*® with the processor, stipulating that the processor will act only on instructions from the

controller, and that the security provisions are aso incumbent on the processor.*

4.2.4.10 Notification to supervisory authority

The requirement of notification makesit incumbent on member statesto require the data controllers, or
their representatives, to furnish certain information to the supervisory authority,® and to require that
prior checking of certain processing operations be done on the basis of this information, and that this
information be published in aregister of processing operations.®*

347  Dir 95/46/EC a17(l).

348 Or other legal act binding the processor to the controller. The parts of the contract (or other legal act)
referring to data protection must bein writing (Dir 95/46/EC a 17(4)).

3

Dir 95/46/EC a17(2) and (3).

4

Seepar 4.2.5.2.

351 Although the notification requirement reminds one of the registration process of the UK Data Protection
Act 1984 (see Bennett Data protection directive 3-4), Simitis 1995 lowa L R 445, 451 indicates that this
provision is actually acornerstone of the French data protection law, and was included on the insistence
of the French. In the French data protection law this notification procedure is necessary because the
supervisory authority hasto license automated processing in most cases (Act 78-17 on DataProcessing,
DataFilesand Individual Liberties § 16). Simitisarguesthat this provision lookslike a*“ senseless exercise
in bureaucracy” in the Directive, since it is not coupled with a licensing system. However, since this
provision serves the transparency or openness principle, it isagood regquirement (see also Battock 1995
Int J L & Inf Tech 156, 159). The Directive itself indicates (recitals par 48) that the notification procedure
is designed to ensure disclosure of the purposes and main features of any processing operation for the
purpose of verification that the operation isin accordance with the national data protection legislation.
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a Notification process

A data controller or its representative must notify the supervisory authority®>? before carrying out any
automatic (or partly automatic) process ng operationintendedto serveas nglepurposeor severa related
purposes.®? The member states may aso at their discretion decide to gpply the natification processto

nonautomeatic processing operations.®*

The controller mugt at least supply the following information to the supervisory authority: the name and
address of the controller and those of its representative, the purpose or purposes of the processing, a
description of the category or categories of data subjects and of the dataor categories of datarelaing
to them, the recipients™® or categories of recipients to whom the data may be disclosed, proposed
transfers of datato third countries, and a genera description dlowing a preliminary assessment to be

made of the appropriateness of the measures taken to ensure security of processing.®°

The natification processmay be smplified or exempted by individua member satesinafew casesonly.
This applies firstly to categories of processing operations which, taking into account the data to be
processed, areunlikely to adversdly affect therightsand freedoms of datasubjects.*’ Certan minimum

352 See Dir 95/46/EC a 28 and par 4.2.5.2 hereunder.

353 Dir 95/46/EC a 18(1). Member states must also specify the procedures for notifying the supervisory
authority of any changesin the information conveyed to them (Dir 95/46/EC a 19(2)).

354 Dir 95/46/EC a 18(5). However, member states may also decide to prescribe a simplified procedure in the
case of nonautomatic processing operations.

355 “Recipient” isdefined in Dir 95/46/EC a2(g) as“anatural or legal person, public authority, agency or any
other body to whom data are disclosed, whether a third party or not; however, authorities which may
receive datain the framework of a particular inquiry shall not be regarded asrecipients...”.

A recipient may thus include a third party, but is not only athird party. The data subject, controller or
processor all qualify as recipients.

A “third party” is defined by a 2(f) as “any natural or legal person, public authority, agency or any
other body other than the data subject, the controller, the processor and the personswho, under the direct
authority of the controller or the processor, are authorized to process the data’.

356 Dir 95/46/EC a 19.

357  Dir 95/46/EC a18(2).
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information must still, however, be supplied.®®

Another instancewhere natification may besmplified or exemptediswherethecontroller, incompliance
with its nationd law, gppoints a persond data protection officid who is respongble for ensuring, inan
independent manner, the interna application of the nationa provisons taken pursuant to the Directive,
and who isresponsible for keegping the register of processing operations carried out by the controller.
This data protection official then ensures that the rights and freedoms of the data subjects are unlikely
to be affected by the processing operations.®°

The noatification procedure may aso be smplified or exempted in the case of nonautomeatic processing
operations;*® for processing activities of which the purposeisto produce aregister intended to supply
information to the public;®! or in the case of processing activities by non-profit-seeking bodies, on
condition that the processing relates to the members of the body, and that the data are not disclosed
to athird party without the consent of the data subjects. 3

b Prior checking

The notification process enables the supervisory authority to carry out prior checks on processing

operations likely to present specific risks to the rights and freedoms of data subjects.**® Processing

358 Where the simplified notification procedure applies, it issufficient if thefollowing informationis specified:
the purposes of the processing, the data or categories of data undergoing processing, the category or
categories of data subjects, the recipients or categories of recipientsto whom the dataare to be disclosed
and the length of time the data are to be stored (Dir 95/46/EC a 18(2)).

359 Dir 95/46/EC a 18(2).

360 Dir 95/46/EC a 18(5). Data controllerswho are released from the notification requirement must still comply
with al the other requirements of their national legidation (Dir 95/46/EC recitals par (51); Battock 1995 Int
JL & Inf Tech 156, 159).

361  Dir 95/46/EC a18(3).

362  Dir 95/46/EC a18(4).

363 Dir 95/46/EC a 20(1).
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operations might pose such specific risks by virtue of their nature, their scope or their purpose, such as
that of excluding individuas from a right, benefit or contract, or by virtue of the specific use of new
technologies3** Member states may specify such risksin their legidation. Prior checks must be carried
out by either the supervisory authority or the data protection officia in cooperation with the authority. %
Prior checks may aso be carried out in the context of preparation of nationa legidation. 3%

C Publicising of processing operations

The supervisory authority in amember state must keep aregister of processing operations about which
it has been natified. Theinformation contained in the notification sent to the supervisory authority®®” must
be included in the register. The register must be open for inspection to any person.®® Where the
processing is not subject to notification, the controller or another body appointed by the member Sate
must make the relevant information available on request.3*®

425 Implementation at national level: enforcement of principles

The Directive does not prescribe in any detail the regulatory scheme to befollowed®™ by the member

states. However, generd rulesarelaid down asregards sanctions, remedies and liability, aswell asthe

establishment of an independent supervisory authority and the drawing up of codesof conduct. In other

364 Dir 95/46/EC recitals par (53).
365 Dir 95/46/EC a 20(2).
366 Dir 95/46/EC a 20(3).

367 Except for the “ general description allowing a preliminary assessment to be made of the appropriateness
of the measures taken to ensure security of processing” (Dir 95/46/EC a 21(2)).

368 Dir 95/46/EC a21(2).

369 Member states may providethat this provision doesnot apply to processing where the sole purposeisthe
keeping of aregister, which according to laws or regulations is intended to provide information to the
public and which is open to consultation either by the public in general or by any person who has a
legitimate interest (Dir 95/46/EC a 21(3)).

370 Eg, whether licensing, registration etc isrequired.
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words, the Directive requires both a data protection authority with the necessary powersto supervise
compliance with the basic data protection principles, and individua rights of enforcement independent
of that authority.3™*

4.25.1 Judicial remedies, liability and sanctions

Individuals must be entitled to a judicia remedy, in addition to any administrative remedy,32 for an
infringement of the rights guaranteed by the national law applicableto the processing.*” They must dso
be entitled to receive compensation from the controller for damage suffered as aresult of an unlawful
processing operation or of any act incompatible with such laws3"* Controllers may be exempted from
thisliability, inwhole or in part, if they provethat they are not respongblefor the event giving riseto the
damage.*” The nationd data protection legidation must also lay down the sanctions to beimposed in
the event of any infringement of its provisons3"

4.25.2 Independent supervisory authority

Each member state must establish one or moreindependent public authoritiesto monitor the gpplication
of thedataprotection provisionsadopted pursuant tothe Directive.3”” Thesesupervisory authoritiesmust

371 See Greenleaf 1995 (2) Int Priv Bul 14.
372 Eg, to the supervisory authority.
373 Dir 95/46/EC a22.

374 Dir 95/46/EC a 23(1). According to Swire& LitanNone of your business 42, this provision of the Directive
is “stricter than any current national rules’. At thetime of their researchin 1998, there was no member state
that had an express provision in law “approving this sort of remedy for the individual”.

375 Dir 95/46/EC a 23(2). Examples of situations where the controller may be exempted, are where the data
subject was at fault, or in the case of force majeure (Dir 95/46/EC recitals par (55)).

376 Dir 95/46/EC a24.The sanctions could be governed by either public or privatelaw (Dir 95/46/EC recital s par
(55)).

377 Dir 95/46/EC a28(1).
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be consulted when administrative measures or regulations on data protection are drawn up.3® The

authorities must be endowed with the following powers:

invedtigative powers (for example, the power to access data and the power to collect al the
information necessary for the performance of their supervisory duties)

effective powers of intervention (for example, the power to ddiver opinions after a prior
checking has taken place;®™ to order the blocking, erasure or destruction of data; to impose
a ban on processing; to warn or admonish the controller; or to refer the matter to parliament

or ancther politica indtitution)

the power to engagein legd proceedingswherethe national dataprotection legidation hasbeen
violated®°

The datasubject must havetheright to appeal to the courtsagai nst adecision by thesupervisory body. 38

The functionsof asupervisory body should include hearing any person’ sclaim, andinforming the person

of the outcome of that claim, concerning the protection of that person’ srights and freedoms in regard

to the processing of personal data,®? aswell as hearing claims, particularly with regard to checks on

the lawfulness of data processing and informing the person that such a check has taken place.3®

A further task of the supervisory authority isto draw up areport onitsactivitiesat regular intervas. The

378

379

381

382

Dir 95/46/EC a28(2).
See par 4.2.4.10.
Dir 95/46/EC a 28(3).

Dir 95/46/EC a.28(3).

Dir 95/46/EC a 28(3).

Dir 95/46/EC a 28(4).
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report must be made public.3

A duty of professiona secrecy must beimposed on membersand staff of the supervisory authority, even
after their employment has ended, with regard to the confidentia information to which they have

access.®°

Each member stat€' s supervisory authority is competent to exercise the powers conferred on it within
the member state's tarritory, even though a different nationd law may apply.3® The authority of one
member state may approach that of another with arequest to apply its powers. The supervisory bodies
are ingdructed to cooperate generdly with one another, to the extent necessary for the performance of
their duties, in particular by exchanging dl ussful information. >’

4253 Codes of conduct

Member statesareto encouragethedrawing up of codesof conduct for the various sectorsthat process
data, with a view to contributing to the proper implementation of the naiond data protection
provisions:3® The supervisory authority of the member state must have the authority to inspect draft
codesdrawn up by trade associations or other representative bodiesand to establish whether the codes
are in accordance with nationd legidation.®® It is also envisaged that codes could be developed at
Community level. Such codes are to be submitted to the Working Party which gives advice on the

384  Dir 95/46/EC a28(5).
385  Dir 95/46/EC a28(7).

336 See par 4.2.6 on jurisdiction.
387 Dir 95/46/EC a 28(6).

338 Dir 95/46/EC a27(1). The Directive al so envisages the drawing up of codes of conduct at community level
(Dir 95/46/EC a27(3)).

339 Dir 95/46/EC a 27 (2).
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implementation of the Directive3*®

42.6 Jurisdiction: extraterritorial reach of national laws

Article 4 of the Directive providesthat amember state€' snationd law is applicable to the processing of
data where the processing isdone by acontroller established®* on the territory of the member state,*%
or where the controller is established in a place where its nationd law applies because of internationa
public law,** or because the controller uses equipment Situated on the territory of the member Sate
(provided the equipment is not used merely for purposes of trandt through the territory of the
Community).3%*

Inother words, acompany which carrieson activitiesin a European Union member state, but processes
persona data relaing to that activity in a nonmember state, will sill be subject to the member sate's
data protection law. Likewise, acompany based in a nonmember state, that uses processing facilities

in amember state, will also be subject to the member state’ s data protection law. 3%

Bygrave®* points to the following factors that complicate the making of rules governing the territoria

reach of nationa data protection laws and concomitant jurisdictiona and choice-of -law problems:

390 Dir 95/46/EC a27 (3) and a29. See aso par 4.2.8.3.

391 “Established on theterritory” of amember state implies*the effective and real exercise of activity through
stable arrangements” (see Dir 95/46/EC recitals par (19)). According to this recital, the legal form of the
establishment,iewhether itismerely abranch or asubsidiary with legal personality, isnot the determining
factor.

392 Dir 95/46/EC a 4(1)(a). When the same controller is established on the territory of several member states,
it must take the necessary measures to ensure that each of these establishments complies with the
obligations laid down by the applicable national law (see Dir 95/46/EC recitals par (19)).

303 Dir 95/46/EC a4(1)(b).

3% Dir 95/46/EC a4(1)(c). In these circumstances, the controller must designate a representative established
in theterritory of that member state, without prejudiceto legal actionswhich could beinitiated against the
controller himself.

395 See Greenleaf 1995 (2) Int Priv Bul 14.

396 Bygrave 2000 Computer L & Sec Rep 252.
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| the nature of data protection law in relation to private internationa law
Data protection law straddlesthe boundaries between public and private law, crimind and civil
law. Itisaccordingly difficult to place data protection law within any one of thelegd categories
traditionaly employed by the doctrines of private internationa law.

a the nature of the information systems that data protection law seeksto regulate

The doctrines of private international law tend to rely on an ability to establish alink to a
geographica location. However, many information systems are increasingly difficult to link to
any fixed geographica location. Furthermore, the doctrines of privateinternational law tend to
presume that persons and organisations are able to identify the full parameters of the
informationa transactions surrounding and/or affecting them. However, this ability is being
chalenged by the increasing complexity of informationa transactions.

Artide 4 isthefirg and only set of rulesin aninternationa data protection instrument to ded specificaly

with the determination of applicable law.**” Under article 4 the principa criterion for determining

goplicable law is the data controller’s place of establishment, largdly irrespective of where the data

processing occurs. This criterion will therefore become the norm for countries governed hy the

Directive3%®

4.2.7

Transfer of data to third countries

397

398

Bygrave 2000 Computer L & Sec Rep 252, 253. Bygrave points out that the drafters of the 1980 OECD
Guidelines were unable to reach agreement on appropriate rules, despite discussing inter-legal issues
extensively (also seepar 2.2.9). The same problems appear to have been experienced by the drafters of the
1981 Council of Europe Convention (also see par 3.2.7).

Bygrave 2000 Computer L & Sec Rep 252. Bygrave al so discusses probl ematic aspectsof a4. One of them
is the possibility of “regulatory overreaching in an online environment”. See further Bygrave 2000
Computer L & Sec Rep 252, 254-255.
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Animportant provision in the Directive for countries outside the European Community is article 25,3%°

whichprescribesthat member statesmust prohibit thetransfer of persona datato nonmember countries

that do not ensure an adequate’® level of dataprotection.“®* All the circumstances surrounding the data

transfer must be taken into account when assessing the adequacy of thelevd of protection afforded by

athird country.*? Factors that must be given particular consideration are the nature of the data,*® the

401

402

Dir 95/46/EC a 25(1) provides:
The Member States shall provide that the transfer to a third country of personal datawhich are
undergoing processing or are intended for processing after transfer may take place only if,
without prejudice to compliance with the national provisions adopted pursuant to the other
provisions of this Directive, the third country in question ensures an adequate level of
protection.
For Swire & LitanNone of your business 24 the logic of a 25 is clear enough: “ There would be little gained
by promulgating the Directiveif privacy rights are systematically violated by those handling EU citizens
personal dataoutside Europe.” The DataProtection Working Party established by a29 of the Directive (see
par 4.2.8.3) brought out aworking document in 1998 in whichthe practical implicationsof thearticleunder
discussion arelooked at (see DataProtection Working Party Transfer sof per sonal datatothird countries).

A significant part of the debate on the Directive has been over the “adequacy” provisionina25. AsCate
1995 lowa L R 431, 437 points out, while most European countries have afforded detailed protection to
individual privacy rights, especially in the context of electronically stored and processed information, the
United States and many other countries do not have comparable systems of data protection. Cate (438)
highlights the fear American businesseswith operationsin Europe havethat they will not be ableto move
personal data collected, processed or stored in Europe to the USA, even though they “own” such data.
Giventheimportance of information in the American and global economy, this concern is understandable.
Also see Swire & LitanNone of your business 4; Estadella-Y uste 1992 Int & Comp L Q 170, 176; Pearce &
Platten 1999 Fordham Int LJ 2024. On the USA and the adequacy debate, see also ch 2 par 5.

European commentators, on the other hand, havecriticised the“ adequacy” standard onthebasis
that it sets a more lenient standard for countries outside the European Community than for European
Community member countries, inthat it requires an “equivalent” level of data protection when personal
dataaretransferred between two member countries (seefn 232), but only an “ adequate” level of protection
when personal dataaretransferred outsidethe European Community (see Schwartz 19951owa L R471,483).
Also see Greenleaf 1995 (2) Int Priv Bul 16-20.

The Directive makes it mandatory for member countriesto prevent the transfer of datato athird country
without adequate protection. Thisisin contrast to the OECD Guidelines (see par 2.2.7) and the Council of
Europe Convention (seepar 3.2.8) who do not requiretheir signatory statestoimposetransborder dataflow
restrictions (Greenleaf 1995 (2) Int Priv Bul 16). Greenleaf (16) also points out that the Directive is
ambiguous as to whether member countries are obliged to allow thetransfer of datato third countriesthat
do have an adequate level of protection.

Inthisregard it isalso important to establish whether a 25 of the Directive sets minimum or maximum
standards. If a 25 only sets a minimum level of protection, member countries may themselves set higher
standards and thus also require a higher level of protection from other countries when personal data are
transferred to such other countries. Schwartz 1995 lowa L R471 isof the opinion that a 25 sets minimum
standards, because of the wording of the article, namely that “the transfer to athird country of personal
data... may take place only if ...[in compliance] with the national provisions adopted pursuant to the other
provisions of this Directive’. As regards the standard set in the Directive as awhole, see fn 233.

A 25 envisages a case-by-case approach of individual transfers. However, considering the huge number
(continued...)
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purpose and duration of the proposed processing operation or operations,*** the country of origin and

country of find degtination, the rules of law, both generd and sectord, in force in the third country in

questionand the professiona rules*® and security measureswhich are complied with in that country. 4%

Member states and the Commission must inform each other of cases where, in their opinion, a third

country does not ensure an adequate level of protection.*®” Where the Commission finds*® that thisis

the case, member states must prevent any transfer of dataof the sametypeto the country in question.“*®

402(...continued)

407

of transfers of personal datato third countries, this would be impossible in practice. The Working Party
foresees that rationalisation will have to take placein thisregard, eg by making alist of countriesthat are
deemed in general to have an adequate level of data protection (Data Protection Working Party Transfers
of personal datatothird countries 26 (seefn 399)). Listsof thistypearereferredto as“whitelists’ (Pearce
& Platten 1999 Fordham Int LJ 2024, 2033). Recently, the EU has ruled that Switzerland and Hungary
provide adequate protection (EPIC Privacy and human rights 15).

Theimplication beingthat therewill be somedatathat are more sensitivethan othersand will requireamore
“adequate regime” than others (Jay & Hamilton Data protection 110).

le, not only the nature of the data must be considered, but also the nature of the processing operations
(Jay & Hamilton Data protection 111).

European commentators are critical of the use of “professional rules’ as a method of regulating data
protection. They argue that such rules cannot be considered apart from the legislative provisions of the
third country in question, because it is difficult to establish the content of such rules, they are subject to
unilateral change, and they can be used as a smoke screen (Schwartz 1995 lowa L R 471, 485-486).

See Schwartz & Reidenberg Data privacy law for an example of how such an evaluation could be done.
Thesetwo American law professors were asked by the European Commission to conduct a study of US
dataprotectionlaw, to determinethe extent to which the processing operationsinthe US are guided by the
same principles as those acknowledged in the Directive (see Schwartz & ReidenbergData privacy lawix).
Todothis, theauthorslooked at the US Constitution and state constitutions, federal and statelegislation,
federal and state court decisions, practices by administrative bodies in both the public and the private
sector, practices by self-regulating bodies, industry and company codes of practice, and the policies of
American corporations (Schwartz & ReidenbergData privacy law 6-12). The EU and the USA have since
adopted the “ Safe Harbor” agreement (for more on this, see ch 2 par 5).

Dir 95/46/EC a 25(3).

The Commission is assisted in this regard by a committee, composed of representatives of the member
states and chaired by the representative of the Commission (see Dir 95/46/EC a 31).

Dir 95/46/EC a 25(4). This provision obliges member statesto cut off the flow of personal informationtoa
third country, and therefore has potentially grave consequencesfor countries outside the European union
(see Schwartz 19951 owa L R471, 487). Schwartz refersto thiskind of prohibition asa“ dataembargo order”.
Many of the European data protection authorities have such an administrative power in terms of their

(continued...)
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The Commissionisingructed to enter into negotiationswith third countriesthat fall short onthe adequacy

provision, & the gppropriatetime, to remedy the situation.*° Upon conclusion of such negotiations, the

Commission may find*'* that the third country does ensure an adequate level of protection by reason

of its domestic law or of theinternational commitmentsit has entered into. In such an insance, member

states must take the measures necessary to comply with the Commission’s decision. 12

In article 26 the Directive provides for derogations from the prohibition of transfer of data to third

countries without adequate protection for privacy in the following circumstances*'®

The data subject has unambiguoudy consented to the proposed transfer.*'* The consent must
be fredy given, specific and informed.*™ Thisimplies tha the data subject must be informed
about therisk that persona datarel ating to the subject could betransferred to acountry without
adequate protection.*® Implied consent would not satisfy this provision.

The trandfer is necessary for the performance of a contract between the data subject and the

controller or the implementation of precontractual measures taken in response to the data

409(...continued)

410

411

412

413

414

415

416

national legislation. He distinguishes (488—489) between a preventive data embargo that seeksto prevent
harm, and a structural order that restructures or alters a planned data transfer to bring it into conformity
withthedemands of domestic dataprotectionlaw. Anorder combining thesetwo elementsisalso possible.

Dir 95/46/EC a 25(5).
In accordance with a procedure provided for in Dir 95/46/EC a 31(2). Seefn 408.
Dir 95/46/EC a 25(6).

These exemptions concern cases where the risks to the data subject are relatively small or where other
interests (public interests or those of the data subject himself) override the data subject’ sright to privacy
(Data Protection Working Party Transfers of personal data to third countries 24).

Dir 95/46/EC a26(1)(a). Swire& LitanNone of your business 34 point out three limitationsto this exception:
First, the past tense “has given” suggests that the consent must be given beforethetransfer; second the
consent must be given unambiguously; and third the consent to the proposed transfer actually requires
consent to the particular uses to which the datawill be put.

See the definition of “data subject’ s consent” ina2(h) (quoted in fn 271).

See Data Protection Working Party Transfers of personal data to third countries 24.
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subject’ s request.*’

The trandfer is hecessary for the conclusion or performance of a contract, concluded in the
interest of the data subject, between the controller and athird party.*®

The transfer is necessary or legdly required on important public interest grounds,* or for the
establishment, exercise or defence of legd claims#2°

The transfer is necessary in order to protect the vital interests of the data subject.*?

The trandfer has been made from aregister established by law and intended for consultation by
the public or persons having a legitimate interest.*??

417

418

419

420

421

422

Dir 95/46/EC a 26(1)(b).

Dir 95/46/EC a26(1)(c). Examples of transfers where the exemptionsin a26(1)(b) and a 26(1)(c) will apply,
are when transfers are made to reserve an airline ticket for a passenger or to effect an international credit
card payment. An example of the situation where the contract is for the benefit of the data subject would
be where the data subject is the beneficiary of a payment made by the third party to the controller. A
“necessity test” must be applied in these cases: all of the data transferred must be necessary for the
performance of the contract. If additional nonessential dataaretransferred, or if the purpose of thetransfer
is not the performance of a contract but some other purpose (eg follow-up marketing), the exemption will
belost. See Data Protection Working Party Transfersof personal datato third countries24. Also see Swire
& Litan None of your business 34-35.

Examples of situations where transfer of data may be allowed on important public interest grounds are in
cases of international transfers of data between tax or customs administrations or between services
competent for social security matters (Dir 95/46/EC recitals par (58)).

Dir 95/46/EC a26(1)(d). These transfers must obviously take placein the context of international litigation
or legal proceedings (Data Protection Working Party Transfers of personal data to third countries 25).

An exampleof such atransfer iswhere medical dataneed to be urgently transferred to athird country from
amember country wherethe datasubject haspreviously beentreated, becausethe datasubject hasbecome
serioudly ill whilevisiting the third country. “Vital interest” must be interpreted narrowly, however, and
must not include financial, property or family interests. See Data Protection Working Party Transfers of
personal data to third countries 25.

Dir 95/46/EC a 26(1)(f). In such a case the transfer must not involve the entirety of the data or entire
categories of thedata contained in theregister. Wheretheregister isintended for personswith alegitimate
interest, the transfer must only be made at the request of those persons, or if they areto be recipients (Dir
95/46/EC recitals par (58)).The intention of this exemption is that where a register in a member state is

(continued...)
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Where the controller provides adequate safeguards for the protection of the privacy and
fundamentd rights and freedoms of individuas. This might be done by means of gppropriate
contractual clauses.*? When permissionisgranted onthisground, themember statemustinform

the Commission and the other member states*?

If the Commissionor other member states object on justifiable grounds that relate to the protection of

the privacy and fundamentd rightsand freedoms of individuas, the Commission must take gppropriate

measures,*> with which the member statesmust comply. *26 On the other hand, should the Commission

decide®’ that the tandard contractua clauses offer sufficient safeguards, member states must takethe

422(...continued)

423

424

425

426

427

available for consultation by the public or persons demonstrating a legitimate interest, then the fact that
the person who has the right to consult the register is situated in a third country, and that the act of
consultation would thereforeinvolveatransfer of data, must not prevent theinformation bei ng transmitted
to such a person. See Data Protection Working Party Transfers of personal data to third countries 25.

Dir 95/46/EC a 26(2). The so-called “contractual solution” to the problem of inadequate data protection.
Schwartz 1995 lowa L R 471, 491 explains the contractual solution:
A contractual solution refers to a written agreement between the data exporter and the data
importer. The domestic data protection authority overseesthe drafting of an agreement to arrive
at a negotiated solution to an otherwise problematic international data transfer. In such a
contract, theimporter promises to provide additional measures of data protection.
European experts are sceptical about the use of contractsto regulate data protection. Schwartz 1995 lowa
L R471, 492 points out the weaknesses of such an arrangement:
First, adomestic data protection authority lacksthe power to enforce such agreements oncethe
personal dataleavesthe land of itsorigin....Thus, contractual solutionswill, at best, be fated to
under-enforcement.... Finally, ... a contract may rely excessively upon a company’s “code of
conduct,” or other written policy defining internal practices regarding data protection. These
policies have some potential to improve data protection in the private sector. But, since these
business practices are subject to unilateral change, they cannot be seen as commensurate with
aforeign nation’ s statutory data protection law.
Also see Walden “Data protection” 451. The English law doctrine of privity of contract also presents
problems regarding the use of contractsto securerightsfor third partiesin the UK (Jay & Hamilton Data
protection 119). Also see ch 4 par 4.3.4.9. The Data Protection Working Party has taken a more positive
view of therole of contractual provisionsin providing adequate data protection (Data Protection Working
Party Transfersof personal datatothird countries 15et seq). Also see Heydrich 1999Brooklyn J Int L 407.

Dir 95/46/EC a 26(3). This provision aims to provide a safeguard against the contractual solution (seefn
423), inthelight of the criticism thereof.

In accordance with a procedure provided for in article 31(2). See fn 408.

Dir 95/46/EC a 26(3).

In accordance with a procedure provided for in article 31(2). See fn 408 and accompanying text.
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necessary measures to comply with the Commission’s decision.*?®

The DataProtection Working Party hasprovided guidanceontheinterpretation of articles25 and 26.%
According to the Working Party, any meaningful andyss of “ adequate protection” must comprisetwo
dements. an assessment of the content of the rules applicable and an assessment of the means of
ensuring their effective application. The Working Party suggeststhat a core of data protection content
principles and procedural enforcement requirements can be identified, compliance with which could

be seen as aminimum reguirement for protection to be considered adequate.**

Those principles and requirements are as follows: 3

Content principles

| the purpose limitation principle
Data should be processed for a specific purpose and subsequently used or further
communicated only insofar asthisis not incompetible with the purpose of thetransfer. Theonly
exemptions to thisrulewoul d bethose necessary in ademocratic society on oneof thegrounds
liged in article 13 of the Directive.

| the data quaity and proportiondity principle

Datashould be accurate and, where necessary, kept up to date. The datashould be adequate,
relevant and not excessive in relation to the purposes for which they are transferred or further

428 Dir 95/46/EC a26(d).

429 Data Protection Working Party Transfers of personal data to third countries (seefn 399).

430 Data Protection Working Party Transfers of personal data to third countries 5.

431 Data Protection Working Party Transfers of personal data to third countries 6—7.
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processed.

the trangparency principle

Individuas should be provided with information as to the purpose of the processing and the
identity of the data controller in the third country, and other information insofar as this is
necessary to ensurefarness. Theonly exemptionspermitted should beinlinewith articles 11(2)

and 13 of the Directive.

the security principle

The data controller should take the technica and organisationa security measures that are
appropriate to the risks presented by the processing. Any person acting under the authority of
the data controller, including a processor, must not process data except when instructed to do

S0 by the controller.

the rights of access, rectification and opposition

The data subject should have aright to obtain a copy of al datardatingto himor her thet are
processed, and aright to rectification of those datawherethey are shown to beinaccurate. In
certain Situations he or she should also be able to object to the processing of the datarelating
to him or her. The only exceptions to these rights should be in line with article 13 of the
Directive.

restrictions on onward transfers

Further transfers of the persond data by the recipient of the origind data transfer should be

permitted only where the second recipient (that isthe recipient of the onward transfer) isaso
subject to rulesaffording an adegquateleve of protection. Theonly exceptionspermitted should
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be in line with article 26(1) of the Directive.

Examples of additiona principles to be gpplied to specific types of processng are:

m engtive data

Where sengtive categories of data are involved (those listed in article 8 of the Directive),
additiond safeguards should be in place, such as arequirement that the data subject gives his

or her explicit consent for the processing.

| direct marketing

Where data are transferred for the purposes of direct marketing, the data subject should be
able to opt-out from having his or her data used for such purposes a any stage.

O automated individua decision

Where the purpose of thetransfer isthe taking of an automated decision in the sense of article
15 of the Directive, the individud should have the right to know the logic involved in this
decison, and other measures should betakento safeguard theindividud’ s legitimateinterests.

Procedural or enforcement mechanisms

According to the Working Party, dthough there is broad agreement in Europe that data protection
principles should be embodied in law and that a system of externa supervison in the form of an
independent authority isanecessary feature of adata protection compliance system, thesefegturesare
not ways present esewhere in the world. To provide a basis for the assessment of the adequacy of
the protection provided, itisthereforenecessary toidentify theunderlying objectivesof adataprotection
procedura system, and onthisbasisto judgethevariety of different judicia and non-judicia procedura
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mechanisms used in third countries.

According to the Working Party the objectives of a data protection system are essentiadly threefold:

|

to deiver agood level of compliance with the rules

A good systemisgenerally characterised by ahigh degreeof awarenessamong datacontrollers
of their obligations, and among data subjects of their rights and the means of exercising them.
The exigenceof effectiveand dissuasi ve sanctionscan play animportant partinensuring respect
for rules, asof course can systemsof direct verification by authorities, auditors, or independent
data protection officids.

to provide support and help to individua data subjects in the exercise of their rights

The individud must be able to enforce his or her rights rapidly and effectively, and without

prohibitive cost — some sort of ingtitutiona mechanism alowing independent investigetion of

complaintsis therefore necessary

to provide appropriate redress to the injured party where rules are not complied with

Thisisakey dement which must involve a system of independent adjudication or arbitration
which alows compensation to be paid and sanctions imposed where appropriate.

According to Aldhouse,**? dthough the impression may be created that the Working Party requires

every third country to have an omnibus data protection law, that is not the case. The Working Party

also recognises that adequate protection can be delivered by sdlf-regulation,** and that contractual

arrangements can both provide adequate adternative safeguards and form part of the package of sdif-

432

433

Aldhouse 1999 Int RL Computers & Tech 75, 77.

Data Protection Working Party Transfers of personal data to third countries 10-14.
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regulation to provide adequacy.**

4.2.8 Supervision of Directive at European Union level

Supervison of the Directive is digtributed between the Commission of the European Union (EU), a
Committee of Representatives of EU member states (and in someinstancesthe EU Council itsdlf), and
an advisory Working Party drawn from the national data protection authorities*®

428.1 EU Commission

The Commission isto report to the Council and the European Parliament a regular intervas on the
implementationof thisDirective, attachingtoitsreport, if necessary, suitable proposal sfor amendments.
The report is to be made public. The Commisson must dso examine the application of the Directive
to the data processing of sound and image data, and submit proposas in this regard.**

The Commission must furthermore advise the Working Party of the action it has takenin responseto
its opinions and recommendations,**” and must negotiate with nonmember states concerning the
“ adequiate protection” requirement of article 25.4%

4282 Committee of member states and EU Council

The Directive provides for the establishment of a Committee composed of the representatives of the
member states and chaired by the representative of the Commission. The Committee must assist the

434 Data Protection Working Party Transfers of personal data to third countries15-22.
435 See Greenleaf 1995 (2) Int Priv Bul 15.

436 Dir 95/46/EC a 33.

437 Dir 95/46/EC a30(5).

438 Dir 95/46/EC a25(5).
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Commisson.**®

The Commission is to submit to the Committee a draft proposa containg the implementing measures
it recommends should be taken by the Community,*° and the Committee must deliver its opinion on
the draft within a time limit which the chairperson may lay down, depending on the urgency of the

matter 44

If the Committee approves the proposed measures, the Commission must adopt them. If they are not
approved, the proposed measures should be referred to the Council of Ministers.*?

4.2.8.3 Working Party

In article 29, the Directive sets up an independent Working Party on the Protection of Individualswith
regard to the Processing of Persona Data, with advisory status.**® The Working Party is composed
of representatives of the supervisory authority of each member state, representatives of the authority
established for the Community ingtitutions and bodies, and representatives of the Commission.*** The
Working Party electsits own chairperson,*® adoptsits own rules of procedure** and takes decisions
by asmple mgjority of the representatives of the supervisory authorities*’ Its secretariat is provided

439 Dir 95/46/EC a31(1).

440 This includesdecisionson adequacy of third countries’ lawsand proposed authorisationsof datatransfers
(Greenleaf 1995 (2) Int Priv Bul 15).

441  Dir 95/46/EC a31(2).
442  Dir 95/46/EC a31(2)
443 Dir 95/46/EC a29(1).

444 Dir 95/46/EC a29(2).

445 Dir 95/46/EC a29(4). The chairperson’sterm of officeistwo years, and he or sheiseligiblefor reelection.
Thefirst chairperson elected was Peter Hustinx from the Netherlands Data Protection Authority.

446 Dir 95/46/EC a29(6).

447 Dir 95/46/EC a29(3).
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by the Commission.*® Items to be considered by the Working Party are placed on its agenda by its
chairperson, ether on hisor her own initiative or at the request of a representative of the supervisory

authorities or at the Commission’s request.**°

In generd it can be said that the function of the Working Party is to advise the Commission and to
contribute to the uniform gpplication of the national rules adopted pursuant to the Directive.**° Inmore
precise terms, the Working Party must examine any question regarding the application of the nationa
measures adopted pursuant to the Directive, in order to contribute to the uniform application of such
measures, give the Commisson an opinion on the leve of protection in the Community and in third
countries; advise the Commission on any proposed amendment of the Directive, on any additiona or
specific measuresto safeguard therights and freedoms of natural persons, with regard to the processing
of persond data and on any other proposed Community measures affecting such rights and freedoms,;
and give an opinion on codes of conduct drawn up a Community level .*!

The Working Party must inform the Commissonif it findsthat divergencesarearisng betweenthedata
protection provisons of member states where such divergences are likely to affect the equivaence of
protection in the different member states*? The Working Party may aso on its own initiative, make
recommendations on data protection issues to the Commission.**® The Commission mugt, in apublic
report, inform the Working Party, the European Parliament and the Council of the action it has taken

in response to the Working Party’ s recommendations.*>*

448  Dir 95/46/EC a29(5).
449  Dir 95/46/EC a29(7).

450 Dir 95/46/EC recitals par (65). Schwartz 1995 lowa L R 471, 483 describes the Working Party as “a new
institution of data protection oversight on the Europe-wide level”.

451 Dir 95/46/EC a 30.

452 Dir 95/46/EC a30(2).

453 Assisted by the committee (see fn 408 and Dir 95/46/EC a 30(4)).

454 Dir 95/46/EC a30(5).
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The Working Party must annudly draw up areport on the Stuation regarding the protection of natural
persons, with regard to the processing of persond datain the Community and in third countries**® The
Working Party must tranamit the report, which must be made public, to the Commission, the European
Parliament and the Council .

429 Freedom of information

The Directive does not have specific provisions on freedom of information, but statesthet it lowsthe
principle of public access to officid documents to be taken into account when implementing the
principles st out in the Directive.*’

4.3 Conclusion

The adoption of the Directive was followed by a period in which European Union member countries
had to redraft their existing legidation to meet the requirements of the Directive.**® For nonmember
countries there will be atime of speculation on what the provisons in the Directive actudly mean for
them, and onwhether those provisionswill, or can, beenforcedin*anincreasingly complex, distributed,

and interconnected computing environment” .

455 Reports have been submitted annually since 1997, eg Data Protection Working Party First annual report
(1997); Second annual report (1998); Third annual report (1999).

456 Dir 95/46/EC a 30(6). The Commission must examine, in particular, the application of this Directive to the
data processing of sound and image data relating to natural persons and must submit any appropriate
proposals which prove to be necessary, taking account of developments in information technology and
the state of progressin the information society (Dir 95/46/EC a 33).

457 Dir 95/46/EC recitals par (72). For adiscussion of thisissue, see Maxeiner 1995 Fed Comm LJ 93.

458 Countries such as Greece and Italy, which did not have data protection legislation in 1995, had the
opportunity to draft such legislation for the first time. By mid 1998 Austria, Belgium, Denmark, Spain,
Germany, France, Ireland, Luxembourg, the Netherlands, Portugal, Finland, Sweden, and the UK had all
embarked onaprocessof transposing the Directiveinto their national laws(DataProtection Working Party
Second annual report 5-7).

459 Bennett & Raab 1997 Inf Soc 245, 246. Swire & LitanNone of your business 50-51 are of the opinion that
the Directive is designed for the regulation of mainframe computers and are therefore more likely to be
enforceable in that context. They argue that the Directive appears to be less suited to solve privacy

(continued...)
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The Directive suffers from some mgjor drawbacks. it is very complicated, afact that will detract from
itsvalue as an insrument that individuas might cite and use; many of the provisons can beinterpreted
in different ways, because its meaning is conceded in complicated wording or within lengthy recitds,
and the different time limits for implementation also add to its incoherence.*®°

However, it has dso been responsible for somerea innovationsin data protection policy: it abandons
atificda and outdated distinctions such as that between the public and private sector, between
“automated” and “manud” files*®* and between the different stages of processing.#6?

Whether the purpose of the Directive, namely to harmonise European data protection policy at ahigh
level of protectiorf® will be met, dependsalot on subsequent interpretation and implementation by the
European Union member countries*** Nevertheless, for most commentators, the Directive represents
“the most modern internationa consensus on the desirable content of data protection rights and may
be a vauable modd for countries currently without data protection laws’.%®® The importance of the
Directive is emphasised by Swire and Litarf®® in the following words:

The EU Directive represents adramatic increase in the reach and importance of data

protectionlaws. Onceit goesinto effect in October 1998, aunified and comprehensive

data protection regime will gpply to dl fifteen countries and 370 million peoplein the

459(...continued)
problemsin distributed (network) processing. Thelanguage of the Directive, eg termssuch as*” controller”
and “data subject” is apt in the mainframe environment, but far less apt in aworld of personal computers
and the Internet.

460 Bennett & Raab 1997 Inf Soc 245, 252.

461 See par 4.2.3.

462 Seefn 238.

463 See par 4.2.2.

464 Bennett & Raab 1997 Inf Soc 245, 253.

Greenleaf 1995 (2) Int Priv Bul 1; Cate Information age 45.

Swire & Litan None of your business 24.
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European Union.

4.4 EU initiatives following the Directive

Two more Directives that have implications for data protection have been adopted since the 1995
Directive on data protection, namely the Directive concerning the Protection of Persond Dataand the
Protection of Privacy in the Tdecommunications Sector, (the Directive concerning privacy and
telecommunications) in 1997,%" and the Processing of Persona Data and the Protection of Privacy in
the Electronic Communications Sector (the Directive on privacy and ectronic communications) in
2002.

TheDirectiveconcerning privacy and tel ecommuni cati onsestabli shesspecific protectionsfor telephone,
digita televison, mobile networks and other telecommunications systems. It imposes wide-ranging
obligations on carriers and service providersto ensurethe privacy of users communications, including
that of usersof theInternet. Accessto billing dataisseverdly restricted. It dso restrictsdirect marketing
activities. Caller identification technology is required to incorporate an option for per-line blocking of
number transmisson. Information thet is collected in the delivery of acommunication must be purged
once the call has been completed.*®

The Directive on privacy and €ectronic communications was first proposed in July 2000. In the form
origindly proposed, this Directivewould have reinforced privacy rightsfor individuasby extending the
protective measures that were dready in place for telecommunications to a broader, more
technology-neutra category of “dectronic communications’ . EPIC*° reports that during the process,
however, the Council of Minigtersbegan to push for theincluson of dataretention provisions, requiring

467 Directive 97/66/EC (1998 Official Journal L 24/1). Sometimes this Directive is referred to as the ISDN
Directive as it partially relates to the Integrated Services Digital Network and digital mobile networks
(Singleton Data protection 79). The date for itsimplementation was exactly the same as that for the data
protection Directive, ie 24 October 1998.

468 See also EPIC Privacy and human rights 11.

469 EPIC Privacy and human rights 11.
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| nternet Service Providersand tel ecommuni cationsoperatorsto storelogsof al telephonecals, e-mails,
faxes, and Internet activity for law enforcement purposes. These proposalswere strongly opposed by
most of the members of the Parliament. However, following the events of 11 September 2001 the
politica climate changed and the Parliament came under increasing pressure from member dates to
adopt theCouncil’ sproposal for dataretention. TheUnited Kingdom and theNetherlands, in particular,
questioned whether the proposed privacy rules still struck  the right balance between privacy and the
needs of the law enforcement agenciesin thelight of the battle againgt terrorism. On 25 June 2002 the
European Union Council adopted the new Directive on privacy and dectronic communications*” in
terms of which member states may now pass laws mandating the retention of the traffic and location
dataof all communicationstaking place over mohile phones, SM S, landlinetelephones, faxes, emails,
chatrooms, the Internet, or any other eectronic communication device. Such requirements can be
implemented for purposes varying from nationa security to the prevention and investigation of crimina

offences and the prosecution of offenders**

The Directive on privacy and electronic communications also has positive aspects from a privacy
perspective. For example, the consumer’ sright to privacy and control over persond dataare enhanced
inrdationto“cals’, “communications’, “traffic data’ and“location datd’ . These new provisonsensure
the protectionof al information (“traffic”) transmitted acrossthel nternet, prohibit unsolicited commercid
marketing by e-mail (so-called“ spam”)#"2without consent, and protect mobilephoneusersfromprecise
locationtracking and surveillance. The Directivea so gives subscribersto dl € ectronic communications
sarvices (such as GSM and e-mail) the right to choose whether they want to be listed in a public
directory.*"

470 Official Journal L 201 (31 July 2002).

471 EPIC Privacy and human rights 12.

472 Seech 1 par 1.3.

473 EPIC Privacy and human rights 23-13.



