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Abstract

Consumers’ concerns about conducting electronic business transactions and the risks involved have a vital impact on the
transition of electronic business. This paper deals mainly with consumers’ willingness to conduct Electronic-commerce and
their knowledge of the security measures used in online transactions. In an inferential survey Human Resource (HR) and
Information Technology (IT) consumers’ perceptions of buying products and services and giving credit card information
over the Internet were compared. The results allow one to conclude that consumers generally do not trust the security of
Electronic-commerce. It was also found that IT respondents have a better knowledge of security measures used during
online transactions than HR respondents, but are still not significantly more willing to conduct Electronic-commerce. The
conclusion drawn that it is not so much the lack of knowledge of security measures that has an impact on consumers’
perceptions, but rather the issue of trust that needs to be addressed.
Keywords: Electronic-commerce, consumer/customer perception, trust, credit card
Computing Review Categories:D.4.6, K.4.1, K.4.4, K.6.5

1 Introduction

The Internet provides consumers with new means of ob-
taining useful information and comprises all marketing and
sales of products and services. Electronic-commerce is
currently attracting a great deal of interest. Not only is
it growing rapidly, but also has a significant impact on the
computer market and people’s working style.

Increasingly more consumers are migrating to
Electronic-commerce to make electronic bill payments, to
pay for information online, to purchase products, services
and prepaid cellphone airtime and even matric report cards.
According to Ramsey and eMarketer it has been estimated
that the worldwide Electronic-commerce market reached
up to $42 billions consumer transactions in the year 2000
and it is expected that it will reach up to $65.9 in the year
2001 [17,28]. According to Gray from Ernst and Young
the growth of Electronic-commerce in South Africa is ex-
pected to grow by 20% every month [18].

The question however, is whether Electronic-
commerce is growing to its full potential. Customers’
perception of Electronic-commerce and the risks involved
have a significant impact on the transition to electronic
business.

According to Holt, managing director of WALES [21],
a virtual only shop selling Welsh goods, consumers’ per-
ceptions of credit card security, vendor trustworthiness and
sharing of personal information remain the main obstacles
in doing business on the Internet [1]. Section 2 will show
that this perception is widely shared by consumers.

The article discusses the preliminary findings on Inter-
net and computer users’ attitudes to Electronic-commerce
security and their willingness to conduct electronic busi-

ness transactions. This problem argument is followed by
the purpose of the research study. Background informa-
tion is provided, followed by a description of the research
process. The major factors and interpretations are then
discussed, providing a clear picture of the findings, after
which the conclusion of the study is drawn.

Problem Argument

According to Bery [18], e.com joint MD, security is a ma-
jor concern for South Africans when conducting online
transactions. Although statistics indicated a growth of 57%
[28] in electronic business transactions from the year 2000,
a survey conducted by Commercenet [24] indicated that
most consumers still do not trust Electronic-commerce and
that security is still a major concern [7,14,15].

Why should consumers trust the security of the World
Wide Web with reports of hackers who attacked a com-
pany’s database and may have compromised credit card
information belonging to 15 000 customers according to
Computing Fraud and Security [9]?

Purpose of research study

The purpose of this research study is to determine
the Electronic-commerce security perceptions of Internet
users. This implies a study of consumers’ awareness of in-
formation security measures and their willingness to con-
duct online business transactions.

Two groups in the South African population were se-
lected to participate in an inferential survey. The sample
consisted of HR consumers and IT consumers. In select-
ing these two groups, a comparison could be made be-
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tween� the perceptions and knowledge of information se-
curity in Electronic-commerce by involving a group di-
rectly involved in the latest technology in IT and a group of
people who spend most of their time focusing on human-
related and business matters.

The primary research hypotheses to be investigated are
as follows:

(1) Most consumers are not willing to give their credit
card information during an online electronic transaction
because of safety concerns.
(2)IT consumers are significantly more willing to divulge
their credit card information during an online electronic
transaction than HR consumers.

Secondary research hypothesis:

(3)IT consumers are significantly more aware of and edu-
cated about information security measures during an online
transaction than HR consumers.

The first hypothesis is substantiated by the general be-
lief that credit card transactions are unsafe on the Internet.
Underlying this hypothesis, education in technical knowl-
edge is inherently necessary for the transition to electronic
transactions.

2 Background

Hannon [10] defined Electronic-commerce as sharing busi-
ness information, maintaining business relationships and
conducting business transactions by means of telecommu-
nications networks. The total value of goods and services
traded between companies over the Internet will grow to
$321 billion by the year 2002 up from $48 billion in
1997, according to the Forrester Research Group [10], a
technology-consulting firm.

It is of imperative that a high degree of trust should be
present to achieve these estimates and to help Electronic-
commerce reach its full potential. The well-known qual-
ities of security, namely identification and authentication,
authorisation, confidentiality, integrity and nonrepudiation
are desirable in the case of electronic transactions.

According to Hannon [10], there are two major con-
cerns on which the industry is working. The first is the sta-
tus of security protocols. Major role players (Visa, Master-
Card, American Express, Netscape Communications, and
Microsoft) have been testing the Secure Electronic Trans-
actions (SET) extensively which with more testing might
promise a safe haven for all Internet financial transactions.

Public perception is the second concern. The general
public believes that the Internet is an unsafe place for credit
card usage. This perception dealt with in this research
study to establish the true perceptions of the two groups
included in this study.

Ernst and Young [18] conducted an Internet Shopping
survey and found that South Africans’ security concerns
are as high as those of US consumers a year ago.

Another survey conducted by AT&T Research Labs

[6] found that 81% of Net users are concerned about
threats to privacy while online. It is difficult to point
out exactly what the needs and the areas of concern
are among consumers, but that safety concerns and ven-
dor trustworthiness are a wide area of concern is clear
[2,4,5,7,16,19,20,22,23,25]. With research it is hoped to
gain an understanding of different groups of people’s per-
ceptions about safety during online transactions.

3 Research Method

To assess the utility of the hypothesis, a survey approach
was followed in which the participants were required to
complete a questionnaire in order to gain insight into the
willingness of different groups of consumers to provide
credit card information in an electronic transaction.

Design Sample selection

It is of vital importance that the sample selection should be
representative of the population. Thus the results obtained
from the sample can be generalised to the larger population
through inferential statistics.

The ideal selection of a sample for this research should
be conducted in such a way that every person in the pop-
ulation has an equal chance of being selected. The use of
a stratified random sample selection described by Dillon,
Madden and Firtle [8] is proposed in which participants of
the entire population of elements are divided into subpop-
ulations or strata and the elements are then selected sep-
arately from each stratum. The approach is quite simple
and heightens the accuracy of the survey. The respondents
who were selected could complete the questionnaire either
by post or telephonically.

Two groups were chosen for comparison in the study.
As mentioned in the purpose of the study, the significance
of choosing the HR group and the IT group is that both
groups are educated but differ in their IT knowledge in that
the former have a better knowledge of human and business-
related aspects while the latter have better technical and
computer skills. A total of 86 respondents participated in
the survey. They consisted of 35 people in the HR Indus-
try representing a total of 40.7% of the respondents and 51
people in the IT industry representing 59.3% of the respon-
dents.

It was felt that the selection of small samples in the two
segments of the South African population would have an
impact on the results and conclusions because they are not
entirely representative of the total population, but are sig-
nificant to support the underlying assumptions. This pro-
vides scope for further research.

Questionnaire design

During April 2000, a series of survey questions were de-
signed to provide insight into the HR and IT users’ safety
and security perceptions and knowledge of online transac-
tions.
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The
�

question types that were used varied from Likert-
type, to multiple-choice (single-response) to open ended-
write-in questions. The questions were divided into the
following different dimensions:

� Computer usage questions.The computer usage di-
mension determined the time and usage of the com-
puter in respondents’ daily living. This implied us-
ing the computer for many different tasks such as
administration work, browsing the Web, Electronic-
commerce, software development, et cetera.

� Using Electronic-commerce and online transac-
tion questions. Respondents’ willingness to conduct
Electronic-commerce and provide credit card informa-
tion over the Internet while purchasing a product or
services was tested in this dimension.

� Information security knowledge and awareness
questions. Information security knowledge and
awareness questions were used to determine respon-
dents’ knowledge and awareness of more techni-
cal matters during online transactions. This im-
plied knowledge or awareness of terms like “shttp,”
“https,” “Secure Socket Layer (SSL),” “Secure Elec-
tronic Transactions (SET),” “private and public keys,”
“encryption of messages,” et cetera.

A number of HR master students at Unisa completed
the pilot survey in order to test the face validity of the
questionnaire. This resulted in reformulating the structure
of some of the questions to make them more understand-
able. Most open-ended-write-in questions were changed
into multiple- response questions. The scales of the ques-
tions were also reformulated.

The data of the pilot survey were not included in the
survey data because of significant changes to the question-
naire. None of these respondents participated in the survey.
This ensured that respondents did not develop a learning
curve, which could affect the way they answered the ques-
tionnaire a second time, thus affecting the data.

Conducting the survey

A one-week period in May 2000 was used in which the re-
spondents, using the paper and pencil method, completed
questionnaires. The questionnaires were mainly completed
in a group format. According to Huysamen [13] a group
format enforces a greater measure of uniformity ensuring
standardisation as well as greater objectivity and speed and
diminishes the possible influence of the questionnaire con-
ductor.

Data capturing

In order to capture and interpret the data correctly and
quickly, Survey Tracker [27], a statistical software pro-
gram, was used. The questionnaire was designed in Sur-
vey Tracker according to the scientific rules of scales and
question types built into the software. It was also used in

the statistical collection and analysis of the data. The re-
porting feature was used to generate the reports for the two
groups of data.

All questionnaire data were hand captured into the
SurveyTracker database.

Statistical procedure

Survey Tracker [27] was used to obtain useful information
on the survey and to compile statistical reports. The sta-
tistical calculations in the investigation were done with the
help of Hintze’s [26, 11] Number Cruncher Statistical Sys-
tem (NCSS), with the aid of a personal computer.

Hintze’s [3,11] t-test calculation for the independent
samples was used. This procedure tests the statistically
significant difference between the averages of the two pop-
ulations [12]. He emphasises the following assumptions
underlying this technique:

� The variance of the samples is similar. NCSS provides
an F-ratio score that tests the assumption that the two
populations have the same variance. Unequal variance
t-test results are also provided for each calculation, in
case the assumption is rejected.

� The element of error is distributed normally.

4 Results

Profile of respondents

The purpose of the biographical questions was to compose
a profile of the respondents. The following table contains
the results of the two groups:

Computer usage

This dimension determined the time and usage of the com-
puter in respondents’ daily living. Only 33.7% use the
computer for more than six hours a day and 58.1% between
two and six hours per day. In comparison with the use of
the Internet, most respondents (61.6%) indicated that they
use the Internet less than one hour per day or between two
and four hours (33.7%)

What is rather interesting is that respondents use the
computer mostly for sending e-mail (91.9%), browsing the
Web (80.2%), and for administration work (77.9%). Only
27.9% made use of the computer for Internet banking and
only 10.5% for Electronic-commerce. It is clear that the
sample consists of regular Internet users.

Using Electronic-commerce and online trans-
actions

The purpose of these questions was to provide information
about the respondents’ willingness to conduct Electronic-
commerce and provide their credit card information over
the Internet while purchasing a product or service.
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Profile questions HR respondents IT respondents

Work for a private company 57.1% 51.0%
Work for a government institution 31.4% 13.7%
Self-employed 11.4% 9.8%
Student 0.00% 23.5%
Managerial position 34.3% 21.6%
IT specialist 0.00% 27.5%
Postgraduate 100.0% 7.8%
Graduate or diploma 0.00% 58.8%
Male 28.6% 64.7%
Female 71.4% 35.3%

Table 1: Profile of Respondents

Only 27.9% of the respondents are willing to buy prod-
ucts or services on the Internet. The most common reasons
indicated by the 72.1% respondents who do not buy on the
Internet were that they are not interested (43.9%), they be-
lieve it is not safe (26.7%) and they feel it is easier to shop
at a shopping centre (26.7%). Other reasons were that they
do not have access to the Internet (10.5%), do not know
how to buy products on the Internet (9.3%) and they feel it
takes to long to deliver the purchased goods (9.3%).

A total of 66.3% of the respondents are not willing to
give their credit card information in a secure transaction on
the Internet while purchasing products or services. Even if
the bank guarantees the safety of the transaction, 57.8%
are still not prepared to give their credit card information
over the Internet. Most respondents (62.7%) feel it is also
not safe to give your credit card to a waiter in a restaurant,
but still do!

The most common reason they were all concerned
about was the safety of their credit card information when
conducting online business (41.9%) or that a hacker could
intercept their credit card number (32.6%). Other rea-
sons were that some respondents are not interested (18.6%)
or that they prefer to shop at a shopping centre (16.3%).
One respondent said in the open-ended-write-in question;
“Nothing beats the experience of shops. I prefer to see and
touch the goods that I purchase. There is a social experi-
ence in shopping. I prefer shopping to ensure the quality
of the goods purchased.”

In comparing the HR results to the IT results (see Ta-
ble 2) it is clear that IT respondents are more willing to
buy products or services over the Internet than the HR re-
spondents. Table 3, however, indicated that this wasnot a
significant difference!

Other interesting results are that most respondents
(86.9%) said that they would not provide personal infor-
mation over the Internet when requested by a website and
that most of them (94.0%) have never sent encrypted e-
mail messages.

In all of the above-mentioned results, the IT respon-
dents were more positive than the HR respondents, but the
analysis in Table 3, as stated earlier, shows no significant
differences between the two groups.

Information security knowledge and aware-
ness

This dimension contained more technical questions in or-
der to obtain information about the respondents’ basic
knowledge and awareness of security measures and meth-
ods on the Internet as well as the use of information secu-
rity policies by their companies. It was expected that IT
respondents’ security knowledge would be better than that
of the HR respondents’. Table 4 indicates that there were
some significant differences (bold printed information) be-
tween the two groups.

The overall mean of the questions indicated that 73.6%
of the HR respondents did not have knowledge of the In-
formation Security measures and methods used for the In-
ternet compared with the 29.2% of the IT respondents.

The main lack of knowledge was in the use of digi-
tal certificates and in what Secure Socket Layer (SSL) im-
plies. One of the significant differences indicated in Table
4 between the HR respondents and the IT respondents was
that none of the HR respondents knew how to use digi-
tal certificates compared with 36.7% of the IT respondents
who did know.

In the use of private and public key encryption, 85.7%
of the HR respondents did not know how to use the method
compared with 32.7% of the IT respondents, resulting in
a significant difference (see Table 4). Another significant
difference was knowledge of the term “shttp://.” Of the
HR respondents, 80.0% did not know what the term meant
compared with 32.7% of the IT respondents.

There was also a significant difference where 57.1%
of the IT respondents had never sent encrypted e-mail
messages compared with 80.0% of the HR respondents.
Eighty-three percent of the HR respondents did not know
how to verify the identity of a website, ensuring it is not
a hoax, in comparison with 33.3% of the IT respondents.
This resulted in a significant difference as seen in Table 4.

Fifty-six percent of the respondents said that the com-
pany they work for has an information security policy, but
25.3% were unsure. Only 43% of the respondents’ com-
panies enforce the awareness of the policy, 31.6% of the
respondents did not know and 25.3% said the companies
they work for do not enforce awareness of the information
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Questions Respondents Mean No Yes

I will give my credit card HR 1.29 71.4% 28.6%
number on the Internet when
purchasing a product IT 1.37 62.7% 37.3%
or service.
I buy products or services HR 1.17 82.9% 17.1%
on the Internet. IT 1.35 64.7% 35.3%
Grand mean HR 1.23 77.1% 22.9%

IT 1.36 63.7% 36.3%

Table 2: Conducting Electronic-Commerce

Variable HR mean IT mean T-value P-value

Using Electronic-commerce and online
transactions
I buy products or services on the Internet. 1.17 1.35 1.8543 0.08
I do Internet banking on the Internet. 1.26 1.39 1.2591 0.3
I will give my credit card number on the Internet 1.29 1.37 0.7624 0.43
while purchasing a product or service.
I provide personal information on the Internet. 1.74 2.02 1.8184 0.36
I will give my credit card number on the Internet if2.00 2.49 1.8894 0.59
the bank guarantees the security of the transaction.
I think it is safe to give my credit card number on 1.94 2.22 1.1957 0.52
the Internet in a secure transaction.
I think it is safe to give my credit card number to a2.14 2.38 1.1204 0.37
a waiter in a restaurant.

* Significant on the 5% level (p � 0 � 05)

Table 3: Using Electronic-commerce and online transactions

Information security knowledge and awareness HR mean IT mean T-value P-value

I send e-mail messages over the Internet. 3.26 3.33 0.3205 0.51
I have sent encrypted e-mail messages in the past.1.20 1.55 -2.7689 0.00*
I know what the s in shttp:// means. 1.29 2.18 -5.3299 0.01*
I know what Secure Electronic Transactions 1.60 2.44 -4.9080 1.01
(SET) imply.
I know what Secure Socket Layer (SSL) implies. 1.17 2.06 -6.1925 0.00*
I will give my credit card number on the Internet 1.60 2.08 -3.1538 0.20
if the site uses Secure Socket Layer (SSL).
I know what a digital certificate is. 1.56 2.29 -4.0318 0.83
I know how to use a digital certificate. 1.11 2.00 -6.5660 0.00*
I know how to use private and public key 1.20 2.02 -5.5178 0.003*
encryption.
I know how to verify the identity of a website, 1.17 2.02 -6.1950 0.00*
making sure it is not a hoax.
I know how to send encrypted e-mail messages. 1.34 2.25 -5.0637 0.10
I know how to decrypt e-mail messages. 1.37 2.27 -5.0413 0.07
My company has an information security policy. 2.26 2.50 -1.3743 0.48
My company enforces the awareness of the 2.00 2.23 -1.2667 0.60
information security policy.

* Significant on the 5% level (p � 0 � 05)

Table 4: The comparisons between HR respondents and IT respondents
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security� policy.

5 Conclusion

This research grew out of an interest in the perceptions
and fears of consumers to use the Internet to conduct
Electronic-commerce and their knowledge of the secu-
rity methods and controls used during online transactions.
With the growth in Electronic-commerce and the future
forecasting of the increase of online business transactions
it is important that Electronic-commerce develop to its full
potential.

It was expected that consumers are unwilling to di-
vulge their credit card information during an online elec-
tronic transaction, generally safety concerns were the main
reason. For research purposes, two groups of people from
the industry, HR consumers and IT consumers, were com-
pared. It was also expected that the IT consumers would
be more willing to give their credit card information dur-
ing an online transaction than the HR consumers. Another
expectation was that the IT consumers are more aware of
and educated about information security measures during
an online transaction than HR consumers.

The results obtained from the inferential survey con-
firmed the expectations for both of these arguments. In
general, the respondents were not willing to give their
credit card information over the Internet because of safety
concerns. The first hypothesis can therefore be regarded
as true and strengthens the argument that consumers are
unwilling to give their credit card information during an
online transaction because of safety and hacker concerns.

The expectation that IT consumers are more willing
to divulge their credit card information during an online
transaction than HR consumers was found to be false. Both
groups enjoy the thrill of physical shopping in a face-to-
face environment and were mostly not interested in chang-
ing their behaviour to conduct Electronic-commerce for
some products. Although they prefer shopping centres
there seems to be a general lack of trust among consumers
whether in an electronic transaction or in a face-to-face
transaction.

It was found that IT consumers are more aware of and
educated in Information Security measures during an on-
line transaction than the HR consumers therefore the sec-
ondary hypothesis is accepted

Since the IT respondents had a fairly good knowl-
edge of the security measures, but are still not signifi-
cantly more willing to use Electronic-commerce than the
HR respondents, the conclusion can by drawn that aware-
ness and knowledge of the use of security measures during
Electronic-commerce do not necessarily contribute to the
fact that consumers will be more willing to use Electronic-
commerce. Familiarity with and confidence in their envi-
ronment and lifestyle, built up over a long period of time,
contribute to the fact that consumers accept the way of
purchasing provided by vendors and attach credence to it.
Although face-to-face transactions are part of consumers’

everyday living, they do not feel totally confident about
it, but because of familiarity with the system, they make
use of it. This cyclical process of familiarity which builds
up acceptance and credibility, and ultimately trust could
be used as a stepping stone to build trust in Electronic-
commerce. The problem of trust and consumers’ percep-
tions of safety measures should be addressed to convince
consumers to use Electronic-commerce. Consumers have
to be convinced to trust vendors, and their fear of hack-
ers and safety issues on the Internet will have to be proven
wrong over time and with concrete evidence.

In practice, the results of this study indicate that the
challenge still stands. The results of the study as well as
other prior research could help to determine and address
consumers’ specific needs and concerns about online trans-
actions. Training and development by companies and the
implementation of an information security awareness pol-
icy are important issues in changing behaviour and per-
ceived perceptions.

The principle factor as stated earlier is trust. Further
research in electronic-commerce perceptions of the rest of
the population as well as developing a model of trust in
Electronic-commerce is needed for the human-computer
interrelationship.
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