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Abstract 

The continuing financial losses incurred by individuals and companies due to identity 

information being phished are necessitating more innovative approaches to solving the 

problem of phishing attacks at the company level. Security standards are developed by 

respected experts in the profession and are widely accepted in the industry. The 

purpose of this study was to investigate whether a standard can be adapted to develop 

a framework that may guide companies in determining how to protect themselves 

against phishing attacks. A qualitative approach using design research as the 

methodology was used during the research. The data collection took place by means of 

a literature survey and semi-structured interviews. The artefact developed was a 

phishing-prevention framework based on the ISO/IEC 17799 standard, and the 

evaluation thereof took place through test cases. The findings communicated to the 

managerial audience was a set of recommendations as a further investment in their 

security protection against phishing attacks; the findings communicated to the technical 

audience was the successful adaptation of an existing security standard to produce a 

usable framework. Further research initiatives should extend the types of test cases 

that the phishing-prevention framework was evaluated against, and explore the use of 

tools for determining compliance with the framework.  

 

Key words: Phishing, identity theft, standards, qualitative, design science, ISO/IEC 

17799, interviews, framework, security 
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 Preface – Notes on Writing Style 

The South African Bureau of Standards (SABS) assigned a number to the local version 

of ISO/IEC 17799: 2005(E) Information technology — Security techniques — Code of 

practice for information security management (henceforth referred to as ISO/IEC 

17799) namely SANS 17799: 2005 Edition 2 (henceforth referred to as SANS 17799). 

SANS 17799 is the document version of ISO/IEC 17799 that was used for this research 

since they are identical. When referring to the document that I consulted, I shall refer to 

SANS 17799. However, when referring to other author’s work, I shall use the 

terminology that they use, i.e. ISO/IEC 17799.  

Copyright is reserved by the SABS on the SANS 17799: 2005 document referenced 

here and any parts thereof included in the framework. 

A compact disk (CD) is included with the thesis that contains the interview guide and 

audio files of the interviews. 
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11..  IInnttrroodduuccttiioonn  

In Shakespeare’s Othello Iago says: “But he that filches from me my good name/Robs 

me of that which not enriches him/And makes me poor indeed”. Unfortunately, 

technology and our ever-more-connected society now contradict the first assertion of 

that statement, because today, stealing another’s good name can enrich the thief 

considerably (Kay, 2004). 

 

1.1 BACKGROUND 

Wang, Yuan and Archer (2006) describe identity theft as criminals using someone 

else’s personal identity and other relevant information in unauthorised ways. Personal 

identity is made up of identity identifiers, which could be name, date of birth, social 

security number, account and biometric information (Campana, 2006). Due to people 

and businesses transacting and socialising more and more online, criminals can easily 

obtain these identifiers electronically without the owner’s knowledge. This illegal 

electronic gathering of identifiers exploits the technical category of vulnerabilities during 

phishing exploits. The other two categories of vulnerabilities are human vulnerabilities 

and a combination of both technical and human vulnerabilities (AHTCC, 2005). The 

exploitation of human vulnerabilities occurs through Social Engineering attacks. 

The Anti-Phishing Working Group (APWG, 2008) defines phishing as a criminal 

mechanism employing both social engineering and technical subterfuge to steal 

consumers’ personal identity data and financial account credentials. Phishing first 

surfaced in the mid-nineties when AOL was exploited (Morrison & Nuttall, 2004: 1). 

Since then there has been an explosive increase in phishing attacks. Criminals are 

attracted to this activity due to the lucrative rewards; users are falling for this exploit 

because their most basic emotions of fear, guilt or general willingness to trust the 

email’s contents and follow its instructions are exploited (Tumbleweed 

Communications, 2004: 1). The lucrative nature of this crime is evidenced by the 

estimated per victim loss in 2006 of $1 244 multiplied by the estimated 15 million 

victims in that year (ITRC, 2007). In additional to individuals being targeted, companies 
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are increasingly being victimised, as evidenced by the following comment “We are 

seeing executives of companies receiving specially targeted emails that attempt to do 

two things: 1) Install malware to give the phisher access to the corporations’ systems 

and 2) Gain access to the corporations’ bank accounts” (APWG, 2007). 

Companies and government have not been idle, and countermeasures and warnings 

are constantly being implemented. Lininger and Vines (2005: 151–189) suggest that a 

company consider the following areas of the business when looking to protect 

themselves against phishing: interaction with customers; client-side solutions; server-

side solutions; sharing information; and phishing detection. When interacting with 

customers, the company should ensure that there are guidelines on the use, 

authentication and contents of email, as well as vigilance regarding web vulnerabilities 

such as cross-site scripting. In considering client-side solutions, companies should 

consider improving authentication by using two-factor authentication solutions and 

embedded toolbars such as EarthLink. Examples of server-side solutions to be 

explored are images, near-miss domains and webjacking. Companies and security 

professionals should share information by participating in user groups and making use 

of policies, such as the International Engineering Task Force (IETF) draft proposal. 

Phishing-detection tools such as identity-scoring systems, e.g. ID Analytics, fraud-

alerting products like Digital Envoy’s IP Inspector E-scam, and intrusion-detection 

systems e.g. honeypot systems can furthermore be implemented. 

Even if a company implements this entire smorgasbord of security strategies and 

commercially available tools, it is still unclear whether they will have adequate 

protection against phishing attacks. Combating identity through phishing attacks 

requires an investigation into technical countermeasures as well as the user interaction 

with the systems. As observed by Wang et al. (2006), identity theft is a very complex 

issue that involves economic, social and legal issues. The challenges typically faced by 

organisations when attempting to implement security controls are the following (ISF 

2007):  

• An ever-increasing reliance on information technology- (IT-) based information 

systems, which are becoming more complex and integrated. 
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• A significant increase in the number and scale of threats to applications, computers 

and networks, which are in turn often based on rapidly changing technology. 

• Continual discovery of vulnerabilities in existing and new technology which, if 

exploited, can have significant business implications. 

• Organisations’ requirements for improved effectiveness and productivity of systems 

and staff, while reducing costs. 

• The growing drive to meet major information security-related standards, such as 

ISO/IEC 27002 (17799) and COBIT. 

• A general lack of key skills, expertise and other resources in many important areas 

of the organisation. 

When advocating the use of standards, the Information Security Forum (ISF 2007) 

recommend that organisations have a clear understanding of what constitutes good 

practice in information security to meet the challenges associated with implementing 

information security. The literature survey revealed the existence of many international 

standards that provide general security guidelines, but there are no guidelines that the 

company can use to verify the level of protection against phishing attacks, or to indicate 

to the company what should be implemented to protect against phishing. 

In the studies discussed in Chapter Error! Reference source not found. of this study, 

in which multiple security frameworks and standards are compared, ISO/IEC 17799 

emerged as the most commonly acceptable standard in the security industry. ISO/IEC 

17799 is an information security code of practice covering risk assessment and 

treatment, system policy, organising information security, asset management, human 

resource security (APWG, 2007), physical and environmental security, communications 

and operations management,  access control, information systems acquisition, 

development and maintenance, information security incident management, business 

continuity management, and compliance. In this study, the feasibility to blend the 

complex problem of identity theft with a solution that builds a structured framework on 

the ISO/IEC 17799 international standard was investigated. Tools already exist that can 

be used to determine the level of compliance with ISO/IEC 17799, including Riskwatch, 

Cobra, CRAMM, and the ISO 17799 Toolkit (Karabacak and & Sogukpinar, 2006: 413–

419). Karabacak and Sogukpinar, (2006: 413–419) also propose a qualitative method 

for the ISO 17799 gap analysis. However, there is no method or toolkit that will assist a 
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company in choosing controls and implementing said controls to protect the company 

against identity theft through phishing attacks. 

 

1.2 RESEARCH OBJECTIVES/AIMS 

Leizerov and Tretick (2008) observe that organisations have to decide how to 

‘reasonably’ translate the broad requirements of legislation to their ongoing processes, 

networks, databases and systems when complying with privacy regulations. 

Businesses also have to implement security controls and increasingly need to 

implement controls that combat identity theft. In order to assist companies in making 

these decisions, the use of a framework is proposed. The objective of this study is to 

provide a phishing-prevention framework based on the original SANS 17799 standard 

that may be used to translate the broad requirements of compliance into a set of 

controls and implementation guidelines. For the remainder of this document the author 

will refer to this framework as the ‘phishing-prevention framework’, and acknowledges 

the fact that it was adapted from SANS 17799. 

The users of the phishing-prevention framework in an organisation are the policy 

makers, human resource manager, security team and the finance manager. Policy 

makers could use this framework to update existing policy documents or to create new 

documents on the responsible use of passwords, cryptography, mobile code/devices 

and teleworking. Assuming the Human Resource (HR) department is responsible for 

new employee induction and company-wide training, the HR manager could use the 

phishing-prevention framework to understand where security awareness and training 

fits into the overall security strategy. The HR team is also involved in disciplinary action 

when a user contradicts security policy and could be involved in the incident 

management. The security team could use the phishing-prevention framework to 

assess their level of protection against phishing and thereafter implement the controls 

that are missing. The security team are concerned with incident resolution when a 

security breach occurs and potentially user awareness training and motivation for 

budgets. The finance manager could use the phishing-prevention framework to 

understand the range of controls needed; the risk the company faces without adequate 

protection and to project a budget for security expenditure. 
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Considering all the stakeholders in an organisation that can use the phishing-prevention 

framework, this study aims to show that the proposed framework can assist businesses 

in their choice of controls and implementation. 

 

1.3 RESEARCH QUESTION 

With the research objectives as defined in Section 1.2 above, the main research 

question can be defined as:  

How can existing standards be adapted to develop a framework 

for protection against phishing? 

 

The sub-questions focused on in this research are: 

1. What is phishing and how is it used in practice for identity theft? 

2. What security standards/policies/frameworks currently exist? 

3. What are the elements of a phishing-prevention framework that can be used to 

determine whether existing security controls provide adequate protection against 

phishing, and which additional controls and implementation actions are required?  

4. To what extent can practitioners use the phishing-prevention framework as a 

guideline in determining weaknesses in current control processes? 

 

1.4 RESEARCH STRATEGY 

Research is a process of trying to gain a better understanding of the complexities of 

human experience and, in some genres of research, to take action based on that 

understanding (Marshall & Rossman, 1989: 21). The research methodology entails how 

the researcher takes action once there is an understanding of the research problem.  

For this study a qualitative approach was followed, therefore allowing the researcher to  
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• discover the meaning events have for the individuals who experience them (i.e. 

the phishing target and professionals working in the security field); and  

• interpret those meanings to propose a solution (Hoepfl, 1997) 

The solution offered to companies is an enhancement of their current security 

measures. This corresponds to March and Smith’s (1995) definition of prescriptive 

research as a knowledge-using activity that aims at improving performance. The 

research method of design science corresponds to prescriptive research and is the 

chosen method for this study. 

The design research guidelines of Hevner, March, Park and Ram (2004) require the 

researcher to create an innovative, rigorously designed, thoroughly evaluated, 

purposeful artefact that is used within a specially constructed problem space and to 

communicate the results. For this research effort, the artefact is the proposed phishing-

prevention framework, which is an adaptation of an international standard; the problems 

spaces are the companies at risk of phishing attacks; and the feedback is through 

written reports to stakeholders. 

The creation and evaluation of the phishing-prevention framework necessitated data-

collection efforts. The methods of data collection chosen are a literature review and 

semi-structured interviews. During the literature survey, the existing theory regarding 

security standards were considered. From an initial investigation there was evidence 

that one of these standards, the ISO/IEC17799 standard, lends itself towards 

adaptation for companies to secure themselves against phishing attracts. This 

motivated the investigation of the feasibility of creating a phishing-prevention framework 

by adapting the ISO/IEC17799 standard for the specific problem domain. A framework 

is a set of assumptions, concepts, values and practices that constitutes a way of 

viewing reality (On-line Dictionary, 2008). For this study, the reality being viewed is the 

prevention of phishing attacks; the concepts, value and practices are the controls and 

their associated actions; and the assumptions are the threats that motivate the actions. 

To validate the completeness and utility of the phishing-prevention framework, the 

second data-collection technique was required. Semi-structured interviews were 

chosen above structured and unstructured interviews due to the expressive nature of 

the information required and the time constraints of busy security professionals. The 
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checkpoint interview to verify completeness was conducted with an academic in the 

computer science and security fields. Test cases were used in order to establish 

efficacy of the phishing-prevention framework. The test case is an interview with a 

security professional at a company that has existing security measures and users who 

have access to the internet and email. All interviews were recorded, the interviewer was 

collaborative and steered the interviewee (with the help of an interview guide) while 

also taking written notes. 

The feedback from the interviews was collated from the audio files and written notes 

and compared to the suggested phishing-prevention framework. The gaps between 

what a company has in place and what the suggested phishing-prevention framework 

advocates are the basis of the report of recommendations.  

 

1.5 SIGNIFICANCE OF THE STUDY 

Identity theft costs businesses time and money when an employee becomes a victim. 

According to Campana (2006), businesses are vulnerable in the following three areas:  

• Victimisation of owners, managers, employees, customers, clients and vendors 

• Fraudulent use of business identity 

• Public, legal and financial consequences of privacy, security and regulatory 

breaches 

For every business that becomes a victim and/or every business with employees that 

are victims, the costs add up, with a negative impact on the economy. Losses at a 

national or global level force the industry to spend more on education, preventative 

measures, the prosecution of offenders and re-establishing a stolen identity. The 

increase in industry spending forces prices of services and commodities to increase, 

with direct impact on the consumers. The Javelin 2006 Identity Fraud Report, as cited 

by the Identity Theft Resource Centre (ITRC, 2007), estimated the cost to businesses 

and consumers in the United States in 2005 at $56.6 billion. 

Given the huge financial losses, it has become imperative that businesses find better 

ways to combat phishing attacks and thereby preventing the loss of identity data. This 
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study proposes the use of the phishing-prevention framework as a better way of 

combating phishing attacks.  

 

1.6 DELIMITATION AND SCOPE 

This section outlines the research assumptions, limitations and scope of the study.  

1.6.1 Assumptions, context and limitations 

An international security standard is used as the basis document for compiling the 

phishing-prevention framework. The purpose of standards is to establish norms and 

requirements in a specific domain. Standards are usually compiled by a body of 

specialists in the specific field; it is therefore assumed that this is a good deviation point 

and a strong foundation to base the adaptations on. The SABS has given permission to 

use the SANS 17799 standard for this study with the proviso that the author 

acknowledges the original document where necessary. 

The framework contributes to the prevention of online identity theft through phishing 

attacks. There is no investigation into other forms of identity theft. There is also no 

investigation into the broader security challenges that businesses face, whether online 

or not. 

The context of this study was primarily on businesses in South Africa. All the 

businesses used allow their employees internet and email access. It is assumed that all 

these businesses comply with South African legislation in terms of security and data 

privacy. No checks were done to verify that the proposed phishing-prevention 

framework complies with South African legislation. It has further been assumed there 

are no budget constraints when choosing controls and implementation strategies. 

1.6.2 Scope of the study 

The scope of this study is restricted to the creation and evaluation of a phishing-

prevention framework that can be used to combat online identity theft through phishing 

attacks. The phishing-prevention framework is based on a well-respected, 
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internationally recognised standard. The verification of the utility of the phishing-

prevention framework is through test cases with companies that already have security 

processes in place and expert security professionals that manage the security.  

 

1.7 DEFINITIONS 

1.7.1 Working definitions  

Certain terms are used frequently throughout this thesis and their meanings are defined 

as follows within the context of the study:  

Term Description 

Company A revenue-generating organisation that has customers and employees. Used 
interchangeably with Business. 

Business A revenue-generating organisation that has customers and employees. Used 
interchangeably with Company. 

Organisation A revenue-generating organisation that has customers and employees. Used 
interchangeably with Company and Business. 

User A person that interfaces with the systems under discussion. This person 
could be a customer or an employee. 

Phishing-prevention 
framework 

The author refers to the adapted standard as a phishing-prevention 
framework, since it is a variation of the existing set of controls and practices 
that can be used as guideline for protection against phishing attacks. 

1.7.2 Common (APWG, 2007) terms and definitions 

This section provides definitions of common security- and phishing-related terms: 

Term Description 

Content-injection 
phishing 

Hackers replace part of the content of a legitimate site with false content 
designed to mislead or misdirect the users into giving up their confidential 
information to the hacker (Yahoo! Tech, 2005). 

Data theft 

Unsecured PCs often contain subsets of sensitive information stored 
elsewhere on secured servers. Certain PCs are used to access such servers 
and can be more easily compromised. Data theft is a widely-used approach 
to business espionage. (Yahoo! Tech, 2005) 

Deceptive phishing 
Messages about the need to verify account information, system failure 
requiring users to re-enter their information, fictitious account charges, 
undesirable account changes, new free services requiring quick action, and 
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many other scams are broadcast to a wide group of recipients with the hope 
that the unwary will respond by clicking a link to or signing onto a bogus site 
where their confidential information can be collected (Yahoo! Tech, 2005). 

DNS cache poisoning 

Domain Name System (DNS) cache poisoning (sometimes referred to as 
cache pollution) is an attack technique that allows an attacker to introduce 
forged DNS information into the cache of a caching name server (US-CERT, 
2008). 

DNS hijacking This is a redirection attack that causes the client to connect to a malicious 
server (US-CERT, 2008). 

DNS poisoning 
An attack against the name server, where attackers may be able to mislead 
people into exposing confidential information that the victim intends to 
provide to a trusted site (US-CERT, 2008). 

Ghosting Keylogging is sometimes referred to as ghosting. 

Hosts file poisoning 

To resolve a URL, the internet protocol (IP) must be found; generally the 
system first looks up the “host names” in the “hosts” file before undertaking a 
DNS lookup. By “poisoning” the hosts file, the requesters are taken to a fake 
“look-alike” website where any data they input can be phished. 

IP spoofing 
Vulnerability where an attacker can pass valid data which is allowed by the 
rule base through the firewall with the external IP address preserved in the 
destination field of the packet (US-CERT, 2008). 

Keyloggers and 
screenloggers 

Particular varieties of malware that track keyboard input and send relevant 
information to the hacker via the internet. They can embed themselves into 
users’ browsers as small utility programs known as helper objects that run 
automatically when the browser is started as well as into system files as 
device drivers or screen monitors. (Yahoo! Tech, 2005) 

Malware-based 
phishing 

Scams that involve running malicious software on users’ PCs. Malware can 
be introduced as an email attachment, as a downloadable file from a website, 
or by exploiting known security vulnerabilities. (Yahoo! Tech, 2005) 

Man-in-the-middle 
phishing 

Hackers position themselves between the user and the legitimate website or 
system. They record the information being entered but continue to pass it on 
so that users’ transactions are not affected. Later they can sell or use the 
information or credentials collected when the user is not active on the 
system. (Yahoo! Tech, 2005) 

Password crackers  
A programmer who cracks (gains unauthorised access to) computers, 
typically to do malicious things; “crackers are often mistakenly called 
hackers” (On-line Dictionary, 2008). 

Pharming (DNS-based 
phishing) 

Pharming is the term given to hosts file modification or DNS-based phishing. 
Hackers tamper with a company’s hosts files or DNS so that requests for 
URLs or name service return a bogus address and subsequent 
communications are directed to a fake site. (Yahoo! Tech, 2005) 

Search engine 
phishing 

Phishers create websites with attractive (often too attractive) sounding offers 
and have them indexed legitimately with search engines. Users use these 
sites and end up giving their personal information to phishers.  

Session hijacking 
Users’ activities are monitored until they sign into a target account or 
transaction and establish their bona fide credentials. At that point the 
malicious software takes over and can undertake unauthorised actions, such 
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as transferring funds, without the user’s knowledge. (Yahoo! Tech, 2005) 

Social engineering 

Social-engineering schemes use ‘spoofed’ emails to lead consumers to 
counterfeit websites designed to trick recipients into divulging financial data 
such as account usernames and passwords. Hijacking brand names of 
banks, e-retailers and credit card companies, phishers often convince 
recipients to respond. (APWG, 2007) 

System reconfiguration 
attacks 

This form of attack involves changing settings on a user’s machine for 
malevolent purposes, e.g. changing the internet banking site URL to a 
hacked site. 

Teleworking 
Teleworking uses communications technology to enable personnel to work 
remotely from a fixed location outside of their organisation (SANS 17799, 
2005). 

Trojan horse  A non-replicating computer program planted illegally in another program to 
do damage locally when the software is activated (On-line Dictionary, 2008). 

Web Trojans 
Web Trojans pop up invisibly when users are attempting to log in. They 
collect the user’s credentials locally and transmit them to the phisher. 
(Yahoo! Tech, 2005) 

 

1.8 OUTLINE OF CHAPTERS 

This structure of this thesis is shown diagrammatically in Figure 1.1 below. In this 

chapter, Chapter 1, the background to the study, research objectives and strategy, 

delimitations, working definitions and the research question are given. Chapters 2 and 3 

elaborate on the theoretical basis for this study, exploring the range of information 

available on identity theft, phishing and standards. Chapter 4 focuses on the research 

design and discusses the research approach and data-collection techniques. Chapters 

5, 6 and 7 expand on the outputs from this study: Chapter 5 comprises a presentation 

and discussion of the phishing-prevention framework proposed; Chapter 6 contains the 

findings from the test case interviews; and Chapter 7 is a discussion that contextualises 

the entire study. Chapter 8 contains the concluding remarks and suggestions for further 

research. The utility sections follow Chapter 8 and consist of a list of references 

consulted, the summarised interview responses from the test case interviews and a 

listing of the CD contents. 
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Chapter 1: Introduction

Chapter 2:  Literature review Chapter 3: Standards Chapter 4: Research methodology and design

Chapter 5: Phishing-prevention framework Chapter 6: Test cases Chapter 7: Discussion

Chapter 8: Conclusion and further research

References Appendix A: Interview responses CD contents

 

Figure 1.1 Graphical representation of thesis structure 

 

1.9 SUMMARY 

This chapter gives an overview of the content of this thesis. The research question, 

aims and strategy are presented together with background information that 

contextualises the problem and the study.  
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22..  LLiitteerraattuurree  RReevviieeww  

2.1 INTRODUCTION 

The literature review is used as starting point for the research to give an account of 

what has been published on a topic by accredited scholars and researchers. The 

researcher cannot write about the study’s significance without knowledge of the 

literature (Marshall & Rossman, 1989: 46). Hence a literature survey was conducted 

initially to familiarise the researcher with the problem domain, to contextualise the study 

and to ascertain whether any similar studies have already been done. This chapter 

addresses Sub-question 1: What is phishing and how is it used in practice for identity 

theft? as posed in Section Error! Reference source not found.. 

As depicted in Figure 2.1, this chapter comprises of four main sections. Section 2.1 is 

the introduction, Section 2.2 contains an extensive discussion of phishing, Section 2.3 

looks at identity theft; Section 2.4 focuses on the combined field of phishing and identity 

theft and the last section gives a summary of the chapter. 
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2.2 Phishing

2.2.1 Overview

2.2.2 Phishing History

2.2.3 Types of Phishing

2.2.4 Phishing Attack Analysis

2.2.5 Generalised Modelling of a Phishing Attack

2.2.6 People’s Susceptibility to Phishing

2.2.7 Phishing Countermeasures

2.3 Identity Theft 2.3.1 Identity Theft Countermeasures

2.4 Phishing and Identity Theft

2.1 Introduction

2.5 Summary  

Figure 2.1 Graphical representation of Chapter 2 

 

2.2 PHISHING  

In sections 2.2.1 to 2.2.7 a description of what phishing is, how a phishing attack is 

conducted and why users fall for these attacks are given.  

2.2.1 Overview 

Phishing is a scam to collect personal information by mimicking trusted websites 

(Egelman, Cranor & Hong, 2008: 1065–1074). The personal information could be credit 

card numbers, usernames, passwords and social security numbers to commit credit 

card fraud and identity theft leading to financial losses by the owner of said personal 

information. This type of scam is a form of social engineering. 
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According to Rudd (2004), the term ‘phishing’ originates from the word ‘fishing’ where 

the fishermen use bait to attract fish in the same way that the criminals use email to 

attract online victims. The ‘f’ was replaced by ‘ph’ in recognition of ‘phreaking’, an early 

hacking method where the hacker would exploit someone else’s phone line for personal 

use.  

The Phishing Activity Trends Report cites the number of unique phishing reports 

internationally sent to the Anti-Phishing Working Group as 29 284 in January, 30 716 in 

February and 25 630 in March of 2008 (APWG, 2008). Previously November 2007 

carried the highest ever number of hijacked brands in a single month, namely 178 

discrete corporate identities (APWG, 2007), but the first three months of 2008 (Q1 

2008) has shown a decrease, as indicated in Table 2.1 below. The Phishing Activity 

Trends Report also mentions that 92% upwards of all attacks continue to focus on 

financial institutions such as banks and credit unions (APWG, 2008).  

Table 2.1 Statistical highlights for Q1 2008 
 January February March 
Number of unique phishing reports received 29 284 30 716 25 630 

Number of unique phishing sites received 20 305 36 002 24 908 

Number of brands hijacked by phishing 
campaigns 131 139 141 

Longest time online for website 31 days 29 days 31 days 

Table 2.1 shows the increasing numbers of malicious URLs being used to steal 

passwords. According to the APWG (2008), the number of crimeware-spreading URLs 

rose with 93% in Q1 2008, nearly double the figure from November 2008, which was 

the previous highest number recorded. This graph shows an increase of 333% percent 

from March 2007 to March 2008, which will continue to grow unless effective 

countermeasures are sought and implemented.  
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Figure 2.2 Password-stealing malicious code URLs 

 

2.2.2 Phishing history 

The earliest cited phishing attack is the one launched against AOL in the early nineties, 

during which criminals stole AOL passwords. Phishing first came to light in 1996 when 

AOL subscribers began receiving bogus instant messages asking for their log-on 

passwords in order to update files. The aim was to avoid paying a subscription by using 

someone else’s account (Morrison & Nuttall, 2004: 1). 

Phishing was seen as largely a novice pastime, but recently the activity seems to be 

more organised and launched against organisations for major financial benefit. Kerner 

(2004) quotes the Gartner survey of 5 000 individuals, which estimates the cost of 

damage to US banks and credit card issuers at $1.2 billion. There could be further 

financial implications as consumers lose confidence in online transactions. 
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2.2.3 Types of phishing 

The Australian High Tech Crime Centre Report on Phishing (AHTCC, 2005) 

distinguishes between the exploitation of human vulnerability, technical vulnerability 

and a combination of both vulnerabilities. Human vulnerability is exploited in social 

engineering-type attacks where users are tricked into doing something or divulging 

information which they would not normally do. Technical vulnerability is used to 

describe ways in which computers can be manipulated to provide information or 

transfer value without requiring a human response (AHTCC, 2005). The attacks based 

on a combination of human nature and technical exploits are usually the more 

sophisticated phishing attacks. 

2.2.3.1 Human nature 

Human nature is exploited when people are unknowingly tricked into divulging data or 

performing an action that compromises the security of data and systems. Examples of 

phishing attacks that rely on human nature to be successful are social engineering and 

deceptive phishing requesting personal data verification and content-injection phishing. 

2.2.3.2 Technical exploits 

Technical exploits result from computers or systems that have been compromised 

(through viruses, deliberate sabotage, etc.) where data is sent to third parties without 

the owner of the data being involved or knowing. Examples of technical exploits are 

password sniffers, password crackers, IP spoofing, infection by Trojan horse software 

to install keyloggers and screenloggers, malware-based phishing and data theft. 

2.2.3.3 Combination of human nature and technical exploits 

The combination of human nature and technical exploits occurs when technical means 

are used to mislead the users into thinking the website they are visiting or the action 

they are performing is legitimate. Examples of combination attacks are spoofing of an 

email address so that the sender appears to be another person or business, man-in-

the-middle attacks, false websites that rely on DNS poisoning, DNS cache poisoning, 

DNS hijacking, pharming, session hijacking, web Trojans, hosts file poisoning, system 

reconfiguration attacks and search engine phishing,  
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2.2.4 Phishing attack analysis 

Below is a detailed analysis of what happens during an email phishing attack from the 

Tumbleweed Whitepaper (Tumbleweed Communications, 2004: 3–4). The following 

role players participate in the scenario: the phisher (P); the recipient (R); the company 

whose domain is being spoofed by the phisher (C); the phisher’s email server (Ps); the 

recipient’s email server (Rs); and the recipient’s email client (Rc). 

1. P generates a fraudulent email with content that looks just like a legitimate email from C to all its 
customers. The colours, graphics, text treatment and composition are identical to what C uses to 
normally contact its customers. There is no way for C to technically prevent P from creating this type 
of content. The message in this email is particularly insidious as it describes how “A recent set of 
phishing attacks have corrupted our customer account database at C. Please help us reinstate your 
account at a secure website provided by the C Security Service by clicking on the link below”. P then 
inserts the email address customerservice@C.com in the FROM field of the email. 

2. P sends this email to as many email addresses as he can get hold of using server Ps. He may have 
done previous spam attacks to understand which email addresses are likely C’s customers to reduce 
the number of phishes he must send to be effective. The domain of Ps happens to be 
Csecurityservice.com. The address P uses in the Mail From address of the email is 
customerservice@Csecurityservice.com. This is so that any bounces from invalid recipient email 
addresses are sent to P’s servers and not C’s. This will prevent C from being joe-jobbed and noticing 
a large number of bounces coming from email it knows it did not send. 

3. R happens to be a customer of C and has heard about these phishing attacks on the Internet. R’s 
email server (Rs) receives a connection from Ps, accepts it, and stores the message in R’s email 
inbox. R uses his email client (Rc) to download the message. When he sees P’s email, he inspects it 
closely. The address that Rc displays, customerservice@C.com, has C.com in it, and the 
“customerservice” string to the left of the “@” matches another email he got from C a few months 
back regarding a product return he made. R trusts this address as legitimately coming from C. 

4. While R thinks he’s savvy to phishing attacks, the content of P’s email takes him off-guard. “Why 
sure”, R thinks to himself, “These phishing attacks probably are wreaking havoc on corporate account 
databases. I read about it in the papers. I better make sure my account is not ruined, because I use 
C’s site often.” R clicks on the link and is taken to a website. 

5. R is taken to https://www.Csecurityservice.com/accountreinstatement. R remembers that the email 
said the site to reinstate his account was provided by a “C Security Service”, so the syntax of this 
URL makes perfect sense to him. The secure sockets layer (SSL) connection his browser tells him 
has been made further convinces him that the site is legitimate. The form on the site asks for just the 
right kind of personal information that C would ask of its customers in order to reinstate an account. R 
fills out the form and hits the submit button. The phisher has now succeeded in stealing personal 
information from R. 

6. R realises some time later that he’s been phished. C may discover P’s attack from R or other victims’ 
reports. By the time C is able to get P’s ISP to shut down the 
https://www.Csecurityservice.com/accountreinstatement URL, P has already gathered hundreds if not 
thousands of sets of passwords and other personal account information. The fact that P can never 
again use https://www.Csecurityservice.com/accountreinstatement as a website or even 
customerservice@Csecurityservice.com as the Mail From address in another phishing attack (due to 
updated blacklists in anti-spam servers) is beside the point. He’s made a killing with stolen identities 
he already has. P can easily move on to the next company’s set of customers to launch a phishing 
attack. He might even try phishing C’s customers again with an entirely different set of legitimate-
looking domain names and email content. 
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From the description above, the company whose clients are being phished is unaware 

of the attacks due to the fake Mail From address. The customers that receive the fake 

email are coerced into complying due to the legitimate-sounding content and domain 

name. Due to the relative ease with which a domain name can be registered, the ISPs 

are obliviously hosting a fake domain, thereby ‘assisting’ the phishing efforts. Taking all 

these role players into account, there is strong evidence that phishing thrives on the 

ignorance of the collaborating parties. 

2.2.5 Generalised modelling of a phishing attack 

In Section 2.2.4 above, an example of a specific phishing attack was presented 

showing the sequence of events that occur with a spam email requesting personal 

information. Considering the vast range of phishing attacks, there is no generic way to 

compare the risks associated with each attack, hence the use of models was 

considered. A model is able to capture a variety of attacks in a uniform and compact 

manner (Jakobsson, 2005: 4). Companies will be more able to compare their risk 

exposure uniformly if they model each attack they feel exposed to. A graphical model 

allows the analyst to visually quantify the threat to the system under review (Jakobsson, 

2005: 4). If there are time, budget and resource constraints, a company can use the 

output from modelling to decide which threats present the highest risk and should be 

mitigated first.  

In the remainder of this section, a technical description of Jakobsson’s graphical 

modelling technique is provided. This is followed by a bank account scenario in the 

model notation. The phishing attack is modelled by a phishing graph in which nodes 

correspond to knowledge or access rights, and (directed) edges correspond to means 

of obtaining information or access rights from already possessed information or access 

rights ((Jakobsson, 2005: 2). 

In Figure 2.3, an annotated example of a phishing graph, with detailed explanations of 

the labels, is presented. 
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The model notation comprises vertices, edges and descriptions. The vertices can 

correspond to either accessing information or accessing a resource – the distinction 

between information or resource in the graph is implicit by the associated description. 

The edges represent actions; two vertices are connected by an edge if there is an 

action that allows a user with access to one vertex to obtain access to the linked vertex. 

Two vertices may be connected by multiple edges, corresponding to different actions 

allowing the transition between them; this is referred to as a disjunction in 0897-162-5 

above. A conjunction of actions occurs when a number of edges can be merged into 

one and ends up in one vertex. Edges are labelled with descriptions of the effort, 

probability and circumstances under which the transition will succeed. The target refers 

to the vertex the attacker is attempting to gain access to. 

Figure 2.4 is an example from Jakobsson (2005) of a phishing attack using graphical 

notation. The context of the example is that access to a newly-opened bank account 

can be obtained by submitting the date and amount of the last deposit as opposed to a 

password. The date, amount and account number is assumed to be known for this 

example..  

target 
starting state 

disjunction 

conjunction 

Edge carries description of cost, effort, probability. 

Figure 2.3 Model of a phishing attack  
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Access to the account is represented by vertex v1. Knowledge of the victim’s salary is 

represented by vertex v2, and the edge e251 corresponds to guessing the level of 

withholding and percentage of 401(k) contributions. Knowledge of the victim’s marital 

status corresponds to vertex v3, and the edge e351 is the probability of the tax refund 

check being deposited alone. Vertex v4 corresponds to access to performing a 

payment to the victim, and the edge e451 corresponds to the action of performing the 

payment. Vertex v5 corresponds to knowledge of the account number. 

2.2.6 People’s susceptibility to phishing 

The phisher is counting on the fear, guilt or general willingness of unsuspecting victims 

to trust the email’s contents and follow its instructions (Tumbleweed Communications, 

2004: 1). 

Ironically, it is usually the fear of phishing attacks and fraudulent activity that is cited as 

the reason for needing the user information to be validated. The user is also told that it 

is a matter of urgency that the update is carried out. This does not give the user time to 

validate the email or its contents, and the criminal gets the information needed before 

the website is detected and shut down. 

bank account 

account number 

salary 

married? 

Guess withholding, 401(k). 

refund alone 

payment 

Figure 2.4 Example of a phishing attack 
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According to Drake, Oliver and Koontz (2004), users trust the email they receive for the 

following reasons:  

• The company being mimicked is a reputable company, e.g. Paypal 

• The spoofers emulate the company’s visible branding 

• The email or spoofed website may contain links to sections of the legitimate website 

• The From address appears to be from the legitimate website 

People also trust that the certificates authority (CA) has carried out the due diligence. 

This may not always be true. According to Hall (2005), there are three areas of 

weakness in this process:  

• A manual vetting process would not be able to spot fake documents, hence making 

it easy for fraudulent companies to obtain certificates.  

• The vetting process was not standardised across states and countries, therefore 

making it more error prone. 

• Some CAs outsource the identity verification process to dubious subcontractors who 

vouch for the business without doing the proper checks. 

So, when the user looks at a website and sees the padlock on the toolbar at the bottom 

of the browser, this is no guarantee of the business’s validity. What the user has to do 

is double click the padlock icon, navigate to the ‘Subject’ section and verify the data 

fields displayed from the digital certificate. This is too complicated for the average user 

and more often than not the data therein is not accurate. 

A proposed solution to the error prone manual vetting process is Second Generation 

Automated Vetting. Some of the benefits of this process are:  

• Domain (web address) is confirmed by the applicant in real time 

• Real time email validation 

• Real time telephone validation 

• Sophisticated fraud-detection algorithms 

• Browser display of the websites confirm internet address 
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2.2.7 Phishing countermeasures 

A selection of technology initiatives being investigated in an attempt to handle the rising 

number of phishing attacks is discussed below. The seven initiatives explored are:  

• The anti-phishing measures implemented by Yahoo, eBay and EarthLink 

• Scanning and alerting software to detect and defend against phishing attacks 

• Email verification tools 

• Website verification solutions 

• Guarantee of legitimacy of messages and their source 

• Two-factor authentication for customer access to financial services 

• In-built anti-phishing browser support 

2.2.7.1 Anti-phishing measures of Yahoo, eBay and EarthLink 

Yahoo proposed the DomainKeys infrastructure, which verifies the domain of an email 

sender. This verification helps in the war against phishing by helping to curb the 

proliferation of spam. DomainKeys Identified Mail (DKIM) works by each message 

getting a signature, which can then be checked for authenticity by verifying the 

originating domain and whether the message has been tampered with (Shor, 2005). 

From Germain (2005), the process of using DKIM is: the ISP or email gateway 

authenticates the message sender; the message passes a reputation score; and the 

DNS verifies that the encrypted email address signature came from the stated sender. 

DKIM helps to mitigate address spoofing but does not eliminate either phishing or 

spamming entirely (Shor, 2005). 

The eBay toolbar in Figure 2.5 below is a browser plug-in with the primary role of 

keeping track of auction sites. However, the “AccountGuard” feature of the toolbar also 

helps prevent fraud by monitoring the domain names that the user visits and providing a 

warning by changing the colour of the tab on the toolbar (Rachna & Tygar, 2005). The 

toolbar, usually grey, turns green if the user is on an eBay or PayPal site or turns red if 

on a spoofed website. This toolbar’s effectiveness is only as strong as the list of 

spoofed websites known to eBay and PayPal. 
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Figure 2.5 Phishing toolbar: eBay Account Guard 

EarthLink has made available a free anti-phishing application called ScamBlocker. 

ScamBlocker is a feature of the EarthLink toolbar. The purpose of ScamBlocker is to 

prevent users from accessing phishing sites. According to Tynan (2004), ScamBlocker 

attempts to stem the phishing tide in the following manner: ScamBLocker automatically 

downloads a list of known phisher sites, sourced from its own list, EBay (online 

auctioneer) and Brightmail (antispam vendor). When the user tries to access a 

fraudulent site, ScamBlocker redirects them to a page supplied by EarthLink. The 

EarthLink page then gives the user the choice of either proceeding to the scam site or 

reporting the incident to the EarthLink abuse team. The abuse team will then attempt to 

get the site’s host to shut down the site. 

The benefit of using ScamBlocker is that the users are alerted to the fact that they are 

about to visit a known phishing site. Unfortunately, ScamBlocker is not foolproof, as the 

feature is only as effective as the list it has access to. 

Figure 2.6 and Figure 2.7 illustrate how the EarthLink ScamBlocker toolbar works.   

 

Figure 2.6 The EarthLink ScamBlocker toolbar (PCMAG, 2008) 
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Figure 2.7 Toolbar site warning feature (PCMAG, 2008) 

Germain (2005) defines an effective anti-phishing solution as one that meets the 

following three requirements:  

• fast and accurate detection system 

• rapid alert system to inform affected parties 

• effective response mechanism 

The solution being marketed by Digital Impact comprises three tools that meet each of 

the above requirements.  

Fraud Detection-Alert-Response system (Fraud-DAR) comprises of phishing site 

detection, email phish detection, ISP alert and response, customer alert system and 
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real time reporting elements. The system allows the user to detect a possible attack 

early and inform potential victims.  

Personal Authentication System is made up of the recipient-selected authenticity 

phrase and sender-selected authenticity phrase elements. This system allows the user 

to distinguish legitimate mail from fraudulent email because each email can include a 

unique, personal authentication item, for example an image, code, phrase or rewards 

balance. 

Email Verification Database comprises the customer service email database, which 

allows the user to query the database using the customer’s email address and email 

code identifier and quickly determine whether an email was sent by the company or is 

fraudulent. 

2.2.7.2 Scanning and alerting software 

All scanning and alerting mechanisms look for patterns of previous attacks and attempt 

to stop any future attacks. This section explores intrusion-detection systems (IDSs) for 

email filtering and web browser support. 

Email auditing is the process of checking the email after the actual transmission. Email 

filtering is the process of intercepting and checking email during transmission. 

Email auditing can be achieved by using IDSs. An IDS automates the monitoring and 

analysis process. As this is a reactive, process, the monitoring and analysis will occur 

after the email is sent. 

An IDS is a device that monitors activity to identify malicious or suspicious events.  

IDSs are either signature- or heuristic-based. Signature-based systems perform simple 

pattern matching and report situations that match a pattern corresponding to a known 

attack type. Heuristic systems build a model of acceptable behaviour and flag 

exceptions to that model. 
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Intrusion detection devices can either be host- or network-based. Host-based systems 

operate on a host to detect malicious activity on that host. Network-based systems 

operate on network data flows 

Intrusion detection software builds patterns of normal system usage triggering an alarm 

any time the usage seems abnormal. 

An active IDS may be used to get the signatures of known phishers after which the IP 

can be blocked. IPs can also be obtained by the use of a honeypot.  

Honeypots simulate one or more network services, hoping that an attacker will attempt 

an intrusion. A honeypot is configured to interact with potential hackers in such a way 

as to capture the details of their attacks. A properly configured honeypot monitors traffic 

passively, does not advertise its presence, and provides a preserved prosecution rail 

for law-enforcement agencies (Lininger & Vines, 2005). 

Email auditing can also be achieved by scanning audit logs of email activity. Logging is 

a reactive process which can occur at the application, host or network level, meaning 

that an email trail can be picked up at any point in the communication chain. 

Most email systems use access control and/or passwords to authenticate the user and 

determine what activity the user can perform. The use of access control and passwords 

can be audited at the application, host and network level; therefore the user’s activity 

can be monitored. 

Email filtering can be achieved by the use of firewalls where specific data is either 

blocked or allowed to go through. The firewall can either be implemented at the host or 

network level. At the host level filtering occurs for one server whereas at the network 

level filtering occurs for all servers behind that firewall. Personal firewalls can also be 

used for filtering on a per user basis. 

 

A type of phishing known as web spoofing is considered by Chou, Ledesma, Teraguchi 

and Mitchell (2005) as a special case of intrusion detection; and they propose a 

browser plug-in (called SpoofGuard) to help combat web spoofing.  
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SpoofGuard is an Internet Explorer (IE) plug-in that accessed the IE history file and 

three other files stored in the user profile directory:  

1. file of host names of email sites 

2. file of hashed password history 

3. file of hashed image history 

Figure 2.8 is a diagrammatic representation of the SpoofGuard architecture from Chou 

et al. (2005). 

 

Figure 2.8 SpoofGuard architecture 
 

The characteristics of the SpoofGuard architecture are: 

• SpoofGuard uses domain name, URL, link and image checks to evaluate whether a 

page is being used in a spoof attack. 

• SpoofGuard uses history logs to make intelligent decisions about user behaviour. 

• SpoofGuard intercepts and evaluates user posts. 

• SpoofGuard calculates and evaluates the spoof index of a page. 

• SpoofGuard compares post data to previously entered passwords from different 

domains. 
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When the spoof index is above a user-specified threshold, a pop-up window is 

displayed with an additional warning. The users then have the choice to stop what they 

are doing or continue sending data to the third party site. If the users do not like pop-

ups, a less intrusive tool bar is also available to give the user information about the 

page, as indicated in Figure 2.9. 

 

Figure 2.9 SpoofGuard toolbar 

The Options button allows the user to configure the tool. The traffic light (red, yellow, 

green) gives an indication about the current page. If the user clicks the traffic light then 

additional information about the page is displayed.  

Chou et al. (2005) evaluated SpoofGuard against similar characteristics as intrusion-

detection systems and found the results very favourable. 

2.2.7.3 Email verification tools 

According to the Anti-Phishing Working Group, a two-step email authentication 

standard could stop 85% of phishing attacks in their current form (Lininger & Vines, 

2005). 

Lininger and Vines (2005) list the following four as the main contenders for 

authentication:  

• SPF (Sender Policy Framework): Checks the ‘envelope sender’ of an email 

message – the domain name of the initiating SMTP server 

• Sender-ID: Checks after the message data is transmitted and examines several 

sender-related fields in the header of an email message to identify the purported 

responsible address. 

• DomainKeys: Checks a header containing a digital signature of the message. It 

verifies the domain of each email sender as well as the integrity of the message. 

• Identified Internet Mail (IIM) from Cisco:  Adds two headers to the RFC 2822 

message format to confirm the authenticity of the sender’s address. 
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Sender Policy Framework (SPF) was formerly known as Sender Permitted Form and is 

an extension of the Simple Mail Transfer Protocol (SMTP). According to Lininger and 

Vines (2005), when a user sends you mail, an email server connects to your email 

server. Then, when the message comes in, your mail servers can, based on SPF 

published addresses of its email servers; tell if the server on the other end of the 

connection actually belongs to the sender. 

Sender-ID, proposed by Microsoft, is the culmination of two previous protocols, namely 

Caller ID and SPF. The aim of the Sender-ID protocol is to only allow authenticated 

messages to reach the receiver. According to Germain (2005), Sender-ID attempts to 

achieve its aim in the following manner: The sender sends an email message to the 

receiver’s inbound mail server; the receiver’s server checks for a record of the sending 

domain published in the DNS record; and the inbound email server determines if the 

sending email server’s IP address matches the IP address published in the DNS 

record. 

DomainKeys is used to verify the domain of the email sender and the integrity of the 

message. DomainKeys uses public key encryption technology to achieve the 

verification. The process of how DomainKeys are used can be described in two parts: 

sending DomainKey email and receiving DomainKey email (Lininger & Vines, 2005). 

Sending DomainKey email involves performing a secure hash of the email contents 

using the SHA-1 algorithm; encrypting the result using a private key with RSA 

algorithm; and encoding the encrypted data using Base 64. 

Receiving DomainKey email involves the server using the name of the domain from 

which the email originated to perform a DNS lookup to get that domain’s public key. 

The receiver decrypts the hash value in the header and recalculates the hash of the 

body. If the two values match, then the receiver can be confident of the origin of the 

email. 

When comparing Sender-ID and DomainKeys, Sender-ID is very lightweight but is 

already very widespread while Domain Keys is stronger because of the encrypted 

signature (Germain, 2005). 
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IIM was designed by Cisco System to help identify fraudulent email. IIM is a signature-

based email authentication standard that adds two headers to the message format: IIM-

Signature and IIM-Verification. To establish the authenticity of an email message, IIM 

verifies that the message sender is authorised to send messages using a given email 

address and that the original message was not altered in any consequential manner 

(Lininger & Vines, 2005). 

2.2.7.4 Website verification solutions 

Fraudsters prey upon the trusted brand relationship that well-known companies have 

with their customers. Website verification solutions try to answer the question of how to 

distinguish authentic websites from copycats. 

Client-side solutions 

Ollman (2004) describes the following three hidden attacks that are used to manipulate 

the display on the victim’s web browser: hidden frames; overriding page content and 

graphical substitution. One small step towards countering these threats is to be aware 

of the browser-specific visual clues of graphical substitution that Ollman (2004) lists, 

viz: 

• The URL presented within the browser’s URL field.  

• The secure padlock representing an HTTPS encrypted connection.  

• The zone of the page source. 

The fraudulent website has to either be a full copy of the legitimate site or make 

reference to the real site for part of the graphics/content.  

Developers can make the fraudster’s task much more difficult by employing image 

cycling, as suggested by Ollman (2004). Image cycling is the technique of uniquely 

naming and recycling images periodically. Any fraudulent site that references an image 

by the old name could have content supplied that displays a warning to the user. A 

variation of this technique is to extend the name to include the user session. 

Another graphical security technique is to use an image hash rather than the actual 

image on the legitimate site (Chou et al., 2005). 



 

Upasna Bechan 20
0897-162-5 

 
 

Ollman (2004) describes the use of agent-based bots to monitor URLs and web content 

from remote sites, actively searching for all instances of an organisation’s logo, 

trademark or unique web content. Obviously once the fraudulent website content is 

detected, the owner can take remedial/legal action. 

Chou et al. (2005) present three groups of client-side tests that can be used to 

distinguish spoof pages from legitimate pages, namely stateless, stateful and methods 

that evaluate outgoing html post data.  

Stateless methods are used to evaluate the current page to determine if it is suspicious 

or not. Examples of stateful methods would be as follows: The URL of the page is 

checked for correct form and any links on that page are also checked. Any page that 

requests a password can be checked for https and whether the site is using a valid 

certificate. 

Stateful methods are used to evaluate a page based on previous user activity. The 

domain of a page is checked for a match against previously visited pages or a close 

match in the domain name. Chou et al. (2005) achieve this check by calculating the 

Hamming (edit) distance. The referrer page can also be used as an indicator. As most 

phishing attacks are initiated by email, if the referrer is an email site, this raises the 

suspicion level. 

Methods that evaluate outgoing html post data includes hashing and storing sensitive 

data in a database so that any outgoing post data is checked against the password 

hash to detect password leakage.  

Server-side solutions 

Server-side methods from Chou et al. (2005) that can be added to the arsenal for 

website verification are:   

• confidentiality tags, 

• image tagging 

• distinct passwords for distinct sites, and  

• collaborative methods 
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Marking form fields with confidentiality tags allow security tools to track the correct 

information thereby reducing the false alarm rate. The confidentiality tag is also used by 

browsers to flush cookies if the user had visited a site that required confidential data 

input. 

Image tagging is implemented by adding a tag to the page to mark the image as not to 

be used on pages other than pages belonging to the domain. If the tag is found on 

pages outside the domain, the page is flagged as suspicious. 

Distinct passwords for distinct sites are produced by hashing passwords and using 

site-specific salt. The salt has to be a unique value, and Chou et al. (2005) recommend 

using the site domain name as the salt. Since users tend to use the same password 

across sites, once a phisher has cracked one site they try the same password on other 

sites, which makes password hashing and the site-specific salt an effective 

countermeasure. 

Collaborative methods rely on the user informing a central server of a spoofed site, 

the central server then alerts all plug-ins to block the page.  

HIPS 

The implementation of the Human Interactive Proofs (HIPs) criteria proposed by 

Rachna and Tygar (2005) is called Dynamic Security Skins (DSS) and provide a 

solution that allows the remote server to prove its identity in a way that is easy for a 

human user to verify and hard for an attacker to spoof  (Rachna & Tygar, 2005: 136). 

According to Rachna and Tygar (2005), HIPs allow a computer to distinguish a specific 

class of humans over a network. They extend the definition of HIPs to allow a user to 

issue a challenge to the computer. The characteristics of the challenge entail that it 

should:   

• be easy for a particular class of computer to pass;  

• be hard for other computers to pass, even after observing a number of successful 

authentications;  

• produce results that are easy for a human to verify; and 
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• use a protocol that is publicly available; and not require the user to have specialised 

tools. 

2.2.7.5 Guarantee of legitimacy of messages and their source 

To guarantee the legitimacy of messages one must look at the question of determining 

whether the website content is from the provider who the site purports is the provider. 

Fraudsters use many tactics to spoof a site, including the following: 

• Official-looking and -sounding email 

• Copies of legitimate corporate emails with minor URL changes 

• Use of fake Mail From addresses and open mail relays for disguising the source of 

the email 

The popularity of Instant Relay Chat (IRC) and Instant Messaging (IM) has led to these 

applications being enriched with dynamic embedded content, for example URLs and 

graphics. Many of the phishing tricks used on websites can now we used on IRC and 

IM applications as well. 

Validating official communication 

Official communication sent by an organisation can be constructed in such a manner as 

to give the recipient visual clues to its authenticity or lack thereof. Some methods of 

helping the recipient judge the authenticity of a message, identified by Ollman (2004), 

are email personalisation, visual/audio personalisation of messages, previous message 

referral and digital signatures. 

Email personalisation 

The organisation personalises any email with information that is only shared between 

the organisation and its customer, therefore generic email will immediately cause the 

customer to be suspicious. However, the organisation has to be vigilant about who can 

access to the shared customer information. It is possible to use visual and audio data 

for the purposes of personalisation.  

Previous message referral 
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The organisation can, in current correspondence, reference the last correspondence 

with its customer. Ollman (2004) identifies the following suggestions:  

• Clearly referencing the subject and date of the previous email 

• Sequentially numbering the emails  

Digitally signed email 

By digitally signing the message the recipient can be confident of the originator, i.e. the 

organisation/person that signed the email, leading to a better trust relationship. 

However, the onus is on the recipient to verify the signature thereby ascertaining the 

true source of the message. Ollman (2004) issues a word of caution though, namely 

that there is nothing stopping the phisher from creating a public/private key pair and 

digitally signing the mail. 

Mail server authentication 

According to Ollman (2004), there are two ways to ensure you only communicate with 

message senders that are trusted. Either you verify the IP or range by executing a 

reverse resolution of domain information or you use secure SMTP. The first method will 

cause emails to be dropped if the sending domain cannot be verified, while the second 

method will fail at the establishment of a secure connection.  

One of the best practices recommended by the Anti-Spam Technical Alliance (ASTA) is 

to ensure that the source of a message is known so as to reconfigure any mail servers 

that are configured as open relays to be secure relays (ASTA, 2004). Open relays allow 

messages to pass through the mail server obscuring the sender from the receiver. 

Another recommendation from ASTA (2004) is for ISPs to ensure that anyone wanting 

to send email must have a valid account on the system. The ISPs can also impose rate 

limitations on outbound mail traffic to curb spam that is being used as a device to 

spread viruses/worms. The limits should be based on To/Cc/Bcc recipient counts per 

unit of time from end user account or server IP address (ASTA, 2004). 

Domain spoofing obscures the origin and true sender of email by forging the sender 

address and domain name. It is widely acknowledged that the IP address is the only 
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trustworthy element of the email header. ASTA (2004) suggests one approach to 

counter domain spoofing, namely to validate the domain information in the header 

against the IP of the domain. The IP is then matched against a publicly known list of IPs 

that is allowed to send email on behalf of that domain. Obviously, any deviation will 

create suspicion of a security risk.  

ASTA (2004) also suggest that content signing (CS) technology is valuable in verifying 

the sender’s identity and the message contents. CS makes use of public/private key 

pairs to digitally sign messages and achieve the authentication. 

2.2.7.6 Two-factor authentication 

The case for two-factor authentication is strongly made by Ollman (2004), to clearly 

determine consumer identities in order for online businesses to avoid the costs of being 

defrauded and dramatically reduce the overhead costs of today’s manual methods of 

fraud and theft prevention. 

Two-factor authentication technology refers to the dual authentication mechanism of 

something you know (a password) and something you possess (a token). The 

something you possess could be a physical device, like a smartcard or key-fob, or a 

single-use or time-dependent password as illustrated in Figure 2.10 below. 

The purpose of two-factor authentication is to create strong (one-time) passwords that 

cannot be used repeatedly to gain entry to an application (Ollman, 2004). 

 

Figure 2.10 Strong token-based authentication (Ollman, 2004: 34) 
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Hardware token devices currently available are of the challenge-response method or 

the SecurID devices from RSA Security (2004) described below. 

Client certificates are able to provide strong authentication in a web application. A smart 

card implementation of client certificates provides a secure and mobile platform for 

authentication (Kumar, n.d.). 

Example: RSA SecureID Consumer Protection Solution 

The RSA Security (2004) solution brief describes the RSA SecurID Consumer 

Protection Solution implementation of two-factor authentication as follows: a hardware 

device, the RSA SecurID authenticator, is issued to each person that needs secure 

access and the RSA SecurID authenticator generates a new, unpredictable code every 

60 seconds. Two-factor authentication is achieved by combining the authenticator with 

a PIN. Persons needing secure access then combine something they know, namely the 

PIN, with something they possess, namely the constantly changing code on the 

authenticator. 

The benefits of two-factor authentication in the context of the RSA SecurID Consumer 

Protection Solution are as follows:  

• The one-time password changes every 60 seconds so a phisher cannot steal and 

use old codes. 

• There is no requirement to install additional software. 

• The authenticator is mobile; therefore secure access can be achieved from any 

device connected to the internet. 

• Users do not have to remember multiple passwords. 

• Businesses can better protect themselves against fraud, therefore re-establishing 

trust in e-commerce (RSA Security, 2004). 

Schneier (2005) argues that two-factor authentication is no longer adequate protection 

when transacting over the internet, as the real threat is fraud due to impersonation, and 

two-factor authentications will only force criminals to modify their attacks. Criminals 

have modified their approach by using man-in-the-middle and Trojan attacks to render 

two-factor authentications useless.  
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Man-in-the-middle attacks 

As illustrated in Figure 2.11 below, the attacker places an intermediary between the 

victim’s browser and the real web server to take control of the victim’s resources and 

confidential data and proxies all communication. Ollman (2004) lists the following four 

attack vectors for man-in-the-middle attacks: transparent proxies; DNS cache 

poisoning; URL obfuscation and browser proxy configuration 

 

Figure 2.11 Man-in-the-middle attack structure (Ollman, 2004: 9) 

The man-in-the-middle attacks are successful because the attacker is proxying all 

communication between the users and secure resource so the attacker can easily 

insert fake transactions along with the user-initiated transactions.  

Trojan attacks are successful because the attacker uses the Trojan to piggy-back on 

the user’s legitimate session with the secure resource. 

The use of strong two-factor authentication opens up opportunities for creating 

federated consumer identity protection (RSA Security, 2004). The benefits of creating 

these communities of users and sites that trust each other are  

• shared cost of implementing security across multiple systems; 

• ease of and decreased time to market for a new site as they can now leverage of a 

proved authentication system; and 

• consumers have one way of authenticating themselves across multiple systems. 

Two-phase log-in 
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Ollman (2004) describes a two-phase log-in process that can make the authentication 

process more secure. Phase 1 involves the input of data that may be common 

knowledge, e.g. the account number and log-in name. Once the user gets past Phase 

1, they are required to input two or more unique pieces of authentication information. 

Phase 2 can also present a personalised graphic that potentially acts as a watermark 

on that page.   
2.2.7.7 In-built anti-phishing browser support 

The mainstream commercial browsers in use today are IE, Firefox, Apple Safari and 

Google Chrome. The browser statistics from Refsnes Data, as cited by Egelman et al. 

(2008: 1065–1074) indicate that as of June 2007, 58.5% of all browser users utilised IE 

and 34.0% used Firefox – therefore the anti-phishing support of these two browsers is 

discussed in this thesis. Microsoft IE7 provided the Phishing Filter, which warns the 

user and blocks potential or known fraudulent sites, as well as Extended Validation 

(EV) SSL certificates that indicate higher confidence in authenticated sites (IE7, 2008). 

IE8 introduces the SmartScreen Filter, which displays a warning when the user 

attempts to visit an unsafe site or tries to download software it considers malware. 

Domain highlighting in the browser address bar helps avoid deceptive and phishing 

sites that attempt to redirect the user to a fraudulent site (IE8, 2008).  

Firefox 2.0 has an active phishing warning that displays a dimmed version of the 

website with an overlaid dialog box for further actions. Firefox 3 provides anti-malware 

and anti-phishing protection – the update of web forgery sites is obtained 48 times a 

day (Mozilla, 2008). 

 

2.3 IDENTITY THEFT  

Van Oorschot and Stubbebine (2004) define identity theft as the unauthorised use and 

exploitation of another individual’s identity-corroborating information (e.g. name, home 

address, phone number, identity number and bank account numbers). The purpose of 

this type of crimes is to obtain enough information to either apply for new official 
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documentation in the victim’s name or to use the existence of the identity of the victim 

to conduct illegal activities. 

Identity theft is becoming increasingly popular because it is a relatively easy crime to 

commit and the rewards (monetary) are substantial. 

Van Oorschot and Stubbebine (2004) believe the reason that personal and financial 

information is so easily stolen is that it is very easy for the fraudster to duplicate 

personal information, but very difficult for the victim to know that a duplicate has been 

made. When the fraudster applies for duplicate documentation using stolen personal 

information there is no mechanism for the legitimate owner to know that this process is 

taking place. 

The Special Interest Group (SIG) on Identity Theft in the Liberty Alliance Whitepaper: 

Identity Theft Primer (Liberty Alliance Project, 2005) has categorised identity theft into 

the following three groups: 

• ‘True’ name identity theft: the fraudsters use stolen personal information to obtain 

new accounts and services 

• Account takeover: the fraudsters use the stolen information to gain access to the 

victim’s legitimate accounts and services 

• Criminal identity theft: the fraudsters use the stolen personal information to evade 

having criminal records in their own name 

For identity theft to be viable, the information must first be accessed and then used for 

nefarious purposes. The SIG on Identity Theft believe that identity theft is not an ad hoc 

crime of convenience, and can be effectively used in a planned attack using the steps 

in the six phases described in Figure 2.12 below: 
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Figure 2.12 Identity theft lifecycle (Liberty Alliance Project, 2005: 7) 

Phishing attack vectors have proven to be effective means for the fraudster to obtain 

this “identity-corroborating information”. Users readily disclose this information on a 

spoofed site as there is inherent trust in the requesting authority, e.g. the bank whose 

logo/banners are prominently displayed. 

2.3.1 Identity theft countermeasures 

The Liberty Alliance Project (2005) advocates the three-pronged approach of technical, 

operational and policy countermeasures to identity theft. Two technical approaches are 

described below, namely the use of activity monitoring and the theoretical architecture 

proposed by Van Oorschot and Stubbebine (2004). The operational approach 

necessitates the agreement to and widespread implementation of contracts and best 

practices. The policy countermeasure requires the legal and regulatory compliance of 

institutions that store and process personal information. 
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Many systems and companies attempt to recognise identity theft by monitoring 

activity/transactions made by an individual. The occurrence of transactions that fall 

outside the normal pattern of behaviour is then flagged as suspicious and warrants 

closer inspection. This approach is effective if the normal pattern of transacting is well 

defined and it is a transaction-based system like credit card activity.  

The solution proposed by Van Oorschot and Stubbebine (2004) is an architecture that 

combines a physical location cross-check, a method for assuring uniqueness of location 

claims, and a centralised verification process. The following is an overview of the 

proposed system:  

• Every user has some device that is used to securely determine their location. Van 

Oorschot and Stubbebine (2004) refer to this as the “heartbeat locator”. Examples of 

heartbeat locators would be cell phones and wireless personal digital assistants 

(PDAs). 

• To address the concern of multiple ‘identities’ of the same person being created, 

every identity verification goes through a centralised system that monitors for 

anomalies. Van Oorschot and Stubbebine (2004) refer to this property as “entity 

uniqueness”. 

•  At transaction time, the location of the transaction is matched to the location of the 

person (heartbeat locator) to create a real time, online verification system 

 

2.4 PHISHING AND IDENTITY THEFT 

Identity theft is the illegal use of and benefit from another person’s identity. The criminal 

needs to have methods and tools to obtain the identity information, i.e. identifiers. The 

methods and tools employed are the phishing attack vectors as discussed in Section 

2.2, Figure 2.12 shows the identity theft lifecycle. Within this diagram, the attack and 

collection columns correspond to phishing exploits. Within this study the losses incurred 

by businesses is the impetus to curb phishing attacks at a company level. 
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2.5 SUMMARY  

In this chapter the focus was on an overview of the phishing domain. Phishing is a form 

of social engineering that exploits human, technical and a combination of both types of 

vulnerabilities. The victims fall prey to these scams because of fear, guilt or general 

willingness of unsuspecting victims to trust the email contents and follow its instructions 

(Tumbleweed Communications, 2004: 1). Egelman et al. (2008: 1065–1074) assert that 

phishing works because users are willing to trust websites that appear to be designed 

well. To combat these threats, countermeasures are being developed and 

implemented. Seven popular countermeasures that have been used to varying degrees 

of success are:  

• The anti-phishing measures implemented by Yahoo, eBay and EarthLink 

• Scanning and alerting software to detect and defend against phishing attacks 

• Email verification tools 

• Website verification solutions 

• Guarantee of legitimacy of messages and their source 

• Two-factor authentication for customer access to financial services 

• In-built anti-phishing browser support 

Phishing exploits are used to obtain personal information for identity theft. Identity theft 

is the unauthorised use and exploitation of another individual’s identity-corroborating 

information (Van Oorschot & Stubbebine, 2004). There are three types of identity theft: 

‘true’ name identity theft, account takeover, and criminal identity theft. The Liberty 

Alliance Project (2005) advocates the three-pronged approach of technical, operational 

and policy countermeasures to identity theft. 
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33..  SSttaannddaarrddss  

3.1 INTRODUCTION 

This chapter addresses Sub-question 2, as posed in Section Error! Reference source 
not found.: What security standards/policies/frameworks currently exist? and therefore 

gives background information on standards and why they are used. The chapter begins 

with a brief introduction on the importance of standards followed by descriptions of 

various security standards used in industry. Thereafter follows a discussion on ISO/IEC 

17799, looking at the history of this standard and the components contained therein. 

The structure of this chapter is shown in Figure 3.1 below. 

 

Figure 3.1 Graphical representation of Chapter 3 

 

3.2 IMPORTANCE OF STANDARDS 

Standards may be thought of as the oil that lubricates the machinery of economic 

growth and international trade (SANS 17799, 2005). A standard is a document that has 

been worked on and agreed upon by a group of experts in the relevant field. The value 

of such a document is once consensus is reached and the standard ratified by an 

authority, for exampled ISO or SABS, the document then becomes an accepted norm in 

that field. The use of such a document by a company then by implication means that 
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the services or product offered by the company is of an internationally (if it is an 

international standard) high standard. 

 

3.3 SECURITY STANDARDS 

There are many security standards obtainable from commercial and government 

departments. From the wide range of security standards available, a subset of these 

standards will be discussed in this thesis to illustrate what is available and what 

concepts are covered. The standards selected are from the two main resources that are 

discussed below. These resources were selected as they are from highly respected 

institutions, namely the Software Engineering Institute (SEI) and National Institute of 

Standards and Technology (NIST) respectively. 

The main resources used are Allen (2005) and Ross, Katzke, Johnson, Swanson, 

Stoneburner & Rogers (2007) that compare thirteen security standards. Section 3.3.1 

summarises the standards discussed in the source by Allan (2005) and Section 3.3.2 

summarises the standards discussed in the source by Ross et al. (2007). 

3.3.1 Governing for enterprise security 

Allen (2005) addresses the question of governance of enterprise security. Governance 

is defined as setting clear expectations for the conduct (behaviour and actions) of the 

entity being governed, and directing, controlling, and strongly influencing the entity to 

achieve these expectations (Allen, 2005). Within the context of this study, the proposed 

phishing-prevention framework will attempt to provide clear expectations for the 

conduct of the security personnel in the company by directing, controlling and strongly 

influencing their decision making when combating the phishing threat. 

Allen (2005) provides an overview of how security is addressed by the following 

organisations:  

• American Chemistry Council (ACC) 

• Corporate Governance Task Force (CGTF) 

• Corporate Information Security Working Group (CISWG) 
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• Federal Financial Institutions Examination Council (FFIEC) 

• National Association of Corporate Directors (NACD) 

• Software Engineering Institute (SEI) 

• Visa International Service Association (VISA) (Visa’s Cardholder Information 

Security Programme) 

• International Standards Organisation (ISO) 

The ACC outlines its security framework and implementation guidelines in the 

Implementation guide for responsible care security code of management practices. The 

intention of the document is to use a risk-based approach to identify, assess and 

address vulnerabilities, prevent or mitigate incidents, enhance training and response 

capabilities. The ACC is a member of the Chemical Sector Cybersecurity Programme. 

The CGTF was formed as a result of the National Cyber Security Summit in December 

2004. The summit participants were the US Department of Homeland Security, the US 

Chamber of Commerce, Business Software Alliance, the Information Technology 

Association of America and TechNet. The output of the summit was a report entitled 

Information security governance: A call to action, which comprised four 

recommendations, a governance framework, and guidelines on function, responsibilities 

and assessments. 

The CISWG produced a Phase II report that addressed the question of people, process 

and technology within the information security context. The report was divided into two 

sections, one concerned with governance and the other management issues.  

The FFIEC produced a series of handbooks that “serves as an excellent resource for 

an enterprise security governance program” Allen (2005). The FFIEC vests 

responsibility for overseeing the information security programme with the board of 

directors. 

The NACD produced a guide entitled Information security oversight: Essential board 

practices, which comprised four essential practices. 

The Enterprise Security Management (ESM) portion of SEI’s Networked Systems 

Survivability Program provides organisations with the management and implementation 
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framework to address information security. The intention of this portion of the 

programme is to document and describe the core capabilities necessary for a 

systematic, managed and measured process for securing the assets and processes.  

VISA has published the PCI Data Security Standard, which describes twelve basic 

requirements on protecting the data, environment and access control. 

ISO, in their ISO/IEC 17799 Information technology code of practices for information 

security management, defines a set of critical success factors when implementing 

information security in an organisation. Allen’s opinion is that ISO/IEC 17799 is one of 

the most authoritative sources for defining and deploying an enterprise-wide approach 

to information security (2005). 

3.3.2 Recommended security controls for federal information 
systems 

The US Department of Commerce National Institute of Standards and Technology, 

henceforth referred to as NIST, published the Recommended security controls for 

federal information systems (Ross et al., 2007), to address the need for an effective 

information security programme for the organisation that identifies, controls, and 

mitigates risks to its information and information systems. Ross et al. (2007) provide a 

comparison of the NIST recommended controls against five other well-known 

standards. The five standards used in the comparison are the following:  

• ISO/IEC 17799: 2005, Code of practice for information security management 

ISO/IEC 17799) 

• NIST Special publication 800-26, Security self-assessment guide for information  

technology systems (NIST 800-26) 

• GAO, Federal information system controls audit manual (GAO FISCAM) 

• Director of Central Intelligence Directive 6/3 Policy and manual, Protecting 

sensitive compartmented information within information systems (DCID 6/3) 

• Department of Defence Instruction 8500.2, Information assurance 

implementation (DOD 8500.2)  
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ISO/IEC 17799 compares favourably with NIST 800-26. Of the 171 controls in NIST 

800-26, 21 have no overlap with ISO/IEC 17799. Of the other standards compared, 

only DCID 6/3 compares more favourably with NIST 800-26. 

Based on the comparison between standards discussed by Allan (2005) and those 

discussed by Ross et al. (2007) ISO/IEC 17799 was chosen as the basis for the 

phishing-prevention framework as it is an international standard of high regard that 

comprises wide coverage of security controls.  

 

3.4 WHAT IS ISO/IEC 17799?  

Due to cost implications and the researcher being based in South Africa, a copy of 

ISO/IEC 17799 was obtained through the SABS. SANS (South African National 

Standards) is the acronym used by the SABS when accrediting artefacts that the SABS 

has adopted. SANS 17799 is an as-is adoption of the ISO/IEC 17799: 2005 Edition 2 

(henceforth referred to as ISO/IEC 17799) standard. The International Organisation for 

Standardisation (ISO) and International Electrotechnical Commission (IEC) together 

make up a consortium that other national organisations can be a member of. This 

consortium of bodies forms technical committees that work on international standards. 

ISO/IEC 17799 is a revision of ISO/IEC 17799: 2000. 

3.4.1 History of ISO/IEC 17799   

ISO/IEC 17799 is the standard that resulted when part one of BS 7799, Code of 

practice for information security management was adopted by ISO. ISO 27001 Security 

(2008) gives the timeline of events that led up to the creation of ISO/IEC 17799 as 

depicted in Table 3.1:-  

Table 3.1 A brief history of ISO/IEC 17799 
Order (Year) Event 

1 (?) Royal Dutch/Shell Group donates its internal information security policy 
manual 

2 (1993) UK National Computing Centre (NCC) publishes a code of practice 
document 
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3 (1993) 
UK Department of Trade and Industry (DTI) pre-releases what would 
become BS 7799 – Code of practice for information security 
management 

4 (1995) British Standards Institute (BSI) releases BS 7799: 1995 

5 (1999) Renamed BS 7799 Part 1: 1999 as it was later updated with part 2, the 
accompanying certification standard 

6 (2000) BS 7799 officially adopted by ISO and released as ISO/IEC 17799: 
2000 

7 (2005) Content and format of ISO/IEC 17799: 2005 updated and renamed 
27002 

8 (2007) 
ISO/IEC 17799: 2005 renumbered to ISO/IEC 27002: 2005 with the 
wording remaining identical. This is the current, officially issued 
standard 

9 (current) ISO/IEC 27002: revision expected in 2011 

The ISO/IEC 17799 document began its life as an internal security policy at Royal 

Dutch/Shell group. Thereafter the UK NCC and the DTI updated and released revisions 

of this document. The first official version was released in 1995 by the BSI under the 

name BS 7799 and renamed BS 7799 Part 1 in 1999. ISO and IEC adopted the 

standard in 2000 and released it as ISO/IEC 17799. In June 2005 the format was 

updated and new sections added covering risk and incident management. In mid 2007, 

the document was renamed ISO/IEC 27002 to indicate that it belongs to the 27000 

family of documents. However, the content of ISO/IEC 17799 and ISO/IEC 27002 

remain word for word identical, hence ISO/IEC 17799 and ISO/IEC 27002 can be used 

interchangeably. Currently ISO/IEC 27002 is being reviewed and a new revision is 

expected in 2011.  

3.4.2 Overview of ISO/IEC 17799 

ISO/IEC 17799 comprises 16 sections, 11 of which were considered for this study. 

Sections 0, 1, 2, 3 and 4 are general chapters that give an introduction, terms and 

definitions, document structure and high-level overview of risk. Sections 5 to 15 were 

considered and evaluated. Figure 3.2 below from ISO 27001 Security (2008) gives a 

summarised graphic indication of the structure of ISO/IEC 17799. The section headings 

in Figure 3.2 differ from the headings in ISO/IEC 17799 although the numbering is 
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identical – the naming convention from ISO/IEC 17799 is used in the remainder of this 

section where the section contents are discussed. 

Section 5: Security policy states a requirement for the organisation to have 

management direction and support for its security procedures and for the procedures to 

comply with legislation. There are two subsections stating the need for an Information 

security policy document and Review of information security policy. 

 

Figure 3.2 Mind map of the main sections of ISO/IEC 17799 

Section 6: Organisation of information security discusses the need to manage 

information security with a top-down approach from both an Internal organisation and 

External parties perspective. When considering the internal organisation, management 

must support the security initiatives. The subsections covered are Management 

commitment to information security, Information security co-ordination, Allocation of 

information security responsibilities, Contact with authorities, Contact with special 
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interest groups and Independent review of information security. When considering 

external parties, controls must be put in place so that the company is not vulnerable 

due to the third party interfaces. The subsections addressed are Identification of risks 

related to external parties, Addressing security when dealing with customers and 

Addressing security in third party agreements. 

Section 7: Asset management comprises the two sections on Responsibility for assets 

and Information classification. Responsibility for assets is concerned with the ownership 

and protection of all company assets. The subsections included are Inventory of assets, 

Ownership of assets and Acceptable use of assets. Information classification is 

concerned with the correct classification of information so that the appropriate level of 

protection is given to that information. The subsections herein are Classification 

guidelines and Information labelling and handling. 

Section 8: Human resource security addresses the security needs Prior to 

employment, During employment and Termination or change of employment. Prior to 

employment all employees, contractors and third parties must be screened and be 

made aware of their responsibilities with regard to security. The subsections are Roles 

and responsibilities, Screening and Terms and conditions of employment. During 

employment there is a requirement that management equip employees with the 

information and support to fulfil their responsibilities with respect to security. The 

subsections covered are Management responsibilities, Information security awareness, 

education and training and Disciplinary process. Termination or change of employment 

must be properly managed and is covered by the subsections on Termination 

responsibilities, Return of assets and Removal of access rights. 

Section 9: Physical and environmental security is concerned with providing Secure 

areas for work and Equipment security. Secure areas addresses the need to provide 

appropriate physical security based on the identifiable risk. Areas to consider are 

Physical security perimeter, Physical entry controls, Securing offices, rooms and 

facilities, Protecting against external and environmental threats, Working in secure 

areas and Public access, delivery and loading areas. Equipment security is important to 

reduce losses from unauthorised access and damage or theft. The subsections here 

are Equipment sitting and protection, Supporting utilities, Cabling security, Equipment 
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maintenance, Security of equipment off-premises, Secure disposal or re-use of 

equipment and Removal of property.  

Section 10: Communications and operations management addresses the following 

range of topics: Operational procedures and responsibilities, Third party service-

delivery management, System planning and acceptance, Protection against malicious 

and mobile code, Back-up, Network security management, Media handling, Exchange 

of information, Electronic commerce services and Monitoring. Operational procedures 

and responsibilities provide guidelines on Documented operating procedures, Change 

management, Segregation of duties and Separation of development, test and operation 

facilities when dealing with information-processing facilities. Third party service-delivery 

management addresses Service delivery, Monitoring and review of third party services 

and Managing changes to third party services in order to maintain service-delivery 

agreements that are in place. System planning and acceptance looks at Capacity 

management and System acceptance to ensure that current and new systems can 

deliver the required levels of performance and minimise failures. Protection against 

malicious and mobile code addresses the need to create awareness of the use of 

mobile code and the prevention, detection and removal of malicious code. Back-up 

procedures must be in place to provide copies of data when required in a timely 

fashion. Network security management considers what controls are required to protect 

the physical network, data passing over the network and sensitive data that may cross 

public networks. Media handling looks how company assets (like documentation) are 

protected to ensure uninterrupted business flow. The detailed subsections are 

Management of removable media, Disposal of media, Information-handling procedures 

and Security of system documentation. Exchange of information addresses Information-

exchange policies and procedures, Exchange agreements, Physical media in transit, 

Electronic messaging and Business information systems to ensure that information and 

software is secure within the company and when shared with third parties. Electronic 

commerce services comprises the subsections on Electronic commerce, Online 

transactions and Publicly available information to addresses the secure use of e-

commerce services together with the security of the data passing through these 

systems. The use of Monitoring ensures faults are quickly detected and the 

effectiveness of controls is verified. The subsections under Monitoring are Audit 



 

Upasna Bechan 10
0897-162-5 

 
 

logging, Monitoring system use, Protection of log information, Administrator and 

operator logs, Fault logging and Clock synchronisation. 

 Section 11: Access control addresses the Business requirement for access control, 

User access management, User responsibilities, Network access control, Operating 

system access control, Application and information access control and Mobile 

computing and teleworking. The controls dealing with access control ensure that the 

right to use and modify information and systems is regulated according to the security 

policy and role permissions. The critical issues of User access management and 

Password use are covered here. 

Section 12: Information systems acquisition, development and maintenance deals 

with Security requirements of information systems, Correct processing in applications, 

Cryptographic controls, Security of system files, Security in development and support 

processes and Technical vulnerability management. Security requirements of 

information systems, Correct processing in applications, Security of system files and 

Security in development and support processes are all concerned with ensuring the 

supporting system artefacts and artefacts produced during the course of business 

follow the security best practice and guidelines. Cryptographic controls ensure that 

cryptography is used in a regulated manner to protect data. Technical vulnerability 

management recommends that published technical vulnerabilities be dealt with 

efficiently and monitored to verify successful resolution. 

Section 13: Information security incident management covers Reporting information 

security events and weaknesses and Management of information security incidents and 

improvements. The purpose of both these sections is to ensure information security 

events are reported and dealt with in an efficient manner to minimise losses. 

Section 14: Business continuity management considers the information security 

aspects of business continuity managements, covering such topics as Including 

information security in the business continuity management process, Business 

continuity and risk assessment, Developing and implementing continuity plans including 

information security, Business continuity planning framework and Testing, maintaining 

and re-assessing business continuity plans. All these guidelines are in place to help 

keep a business operational in the event of an information security breach. 
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Section 15: Compliance covers Compliance with legal requirements, Compliance with 

security policies and standards, and technical compliance and Information systems 

audit considerations. Compliance with legal requirements and Compliance with security 

policies and standards, and technical compliance ensure that the systems and 

procedures adhere to legal and organisations policy/regulation including the critical 

area of Data protection and privacy of personal information. Information systems audit 

considerations ensure that audit tools and processes do not interfere with normal 

business undertakings. 

 

3.5 SUMMARY 

Standards are ways of working and conventions that have industry-wide acceptance. Of 

the 13 security standards reviewed, ISO/IEC 17799 was found to be most 

comprehensive and widely accepted in the security industry. In this chapter, the focus 

was on the security standards that currently exist, a comparison between the widely 

accepted standards and a detailed of discussion of ISO/IEC 17799. 

Standards can either be created by the body that publishes and owns them (e.g. ISO) 

or can be adopted by another body (e.g. SABS). SANS 17799 is the SABS adoption of 

ISO/IEC 17799. 

ISO/IEC 17799 originated from an internal information security policy at Royal Dutch 

Shell and continues to evolve today in terms of structure and content. The standard 

contains 11 security clauses collectively containing a total of 39 main security 

categories and one introductory clause introducing risk assessment and treatment 

(ISO/IEC 17799, 2005). 
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44..  RReesseeaarrcchh  MMeetthhooddoollooggyy  aanndd  DDeessiiggnn  

4.1 INTRODUCTION 

The purpose of this chapter is to provide the reader with the background information on 

the research design used in this study. The purpose of research design is to ensure 

that the approach used by the researcher is sound. 

In this study a qualitative approach was followed as the research methodology. The 

research method used to explore the research question and create the structure for the 

study is design research. The chapter begins with a discussion of the qualitative 

research methodology followed by a summary of the design research method. 

Thereafter the data-collection techniques of literature reviews and interviews are 

explored with a brief mention of the verification technique implemented. The chapter 

concludes with the research approach details and summary as depicted in Figure 4.1 

below. 

 

Figure 4.1 Graphical representation of Chapter 4 
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4.2 QUALITATIVE RESEARCH 

Research is defined as diligent and systematic inquiry or investigation into a subject in 

order to discover or revise facts, theories, applications, etc. (On-line Dictionary, 2008). 

To fulfil the criteria of being systematic, the researcher must choose a well-defined 

approach that is scientifically verifiable. In this study the researcher investigates 

phishing prevention and the use of an adapted security standard that can be applied to 

a company to assist in selecting countermeasures for implementation. Information 

systems and security are dynamic professions; technology advances and new security 

threats mean that the professionals who attempt to combat these threats must 

constantly monitor and evolve their systems and processes. The qualitative approach 

was chosen for this study so that advantage can be taken of the flexibility and 

expressiveness of the data. 

Lee, as cited by Gable (1994: 112–126) said the qualitative approach requires the 

collection of facts and data describing not only the purely objective, publicly observable 

aspects of human behaviour, but also the subjective meaning this behaviour has for the 

human subjects themselves. When applied to this study, the definition can be rewritten 

as follows: The qualitative approach requires the collection of facts and data describing 

not only the purely objective, publicly observable aspects of security, but also the 

subjective meaning this behaviour has for the human users themselves.     

Table 4.1 below lists a description of qualitative research characteristics on the left-

hand side with its application to this study in the right-hand column. 

Table 4.1 Characteristics of qualitative research 

Number Description of characteristic 
(Hoepfl, 1997) Application to study 

1.  Qualitative research uses the natural 
setting as the source of data. 

The source of data is interviews with 
businesses or academia with a focus 
on security. 

2.  The researcher acts as the “human 
instrument” of data collection. 

The interviews will be conducted by 
the researcher. 

3.  
Qualitative research has an 
interpretive character, aimed at 
discovering the meaning events have 
for the individuals who experience 

The researcher will interpret the 
interview comments and use those 
comments as one input to the report 
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them and the interpretations of those 
meanings by the researcher. 

of recommendations. 

4.  

Qualitative researchers pay attention 
to the idiosyncratic as well as the 
pervasive, seeking the uniqueness of 
each case. 

As security is not an exact science 
and the application of security 
practices is customised to the 
environment in which is it applied, the 
researcher is instrumental in finding 
relevance in the comments made by 
the participants. 

5.  

Qualitative research has an 
emergent (as opposed to 
predetermine) design, and 
researchers focus on this emerging 
process as well as the outcomes or 
product of the research. 

Phishing is an emergent security 
threat and the aim of this study is to 
identify techniques to overcome this 
threat. 

After applying the characteristics of qualitative research, the approach to this study is to 

use the researcher as the instrument of data collection by interviewing company 

managers in their natural setting, i.e. their place of work. The interviewer then interprets 

the interview comments in the context of each unique business environment and 

against the background of the phishing-prevention framework guidelines to produce a 

report of recommendations. Patton (1990), as cited in Hoepfl (1997), cautions that the 

criteria listed in Table 4.1 are not absolute characteristics of qualitative investigation, 

but rather strategic ideals that provide a direction and an outline for developing specific 

designs and concrete data-collection tactics. When these ideals are applied to the 

research problem of this study, the choice of qualitative approach is confirmed as most 

appropriate.  

 

4.3 THE USE OF RESEARCH METHODS 

Within the qualitative paradigm, a research method is required to facilitate the actual 

‘doing’ of the research. Qualitative research methods are designed to help researchers 

understand people and the social and cultural contexts within which they live (Myers, 

1997). Security research, and in particular a study centred on phishing, must be aware 

of the interaction between the people who are victims of phishing, the people who are 
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trying to protect a company against phishing and the business setting in which these 

people operate.  

Vaishnavi and Kuechler (2004) describe research methods or techniques as the set of 

activities a research community considers appropriate to the production of 

understanding or knowledge. There are a number of approaches available for the 

qualitative researcher. In this research the set of activities undertaken is a combination 

of design research with test cases to verify the proposed phishing-prevention 

framework. The combination of research methods or methods of investigation is 

referred to as pre-paradigmatic or multi-paradigmatic. In a paradigmatic community 

there is nearly universal agreement on the phenomenon of interest and the research 

methods for investigating it (Vaishnavi & Kuechler, 2004) – information systems and 

specifically security research do not satisfy this definition, hence the multi-paradigmatic 

approach. 

In the next section the chosen research method of design science is explored. 

4.3.1 Design research 

Design research (science) looks at creating or evolving an artefact to improve its utility; 

then validating the artefact by measuring the improvement in utility. This section shows 

the evolution of thinking in design science research from the framework proposed by 

March and Smith (1995) to the guidelines of Hevner et al. (2004) up to the design 

science research methodology (DSRM) of Peffers, Tuunanen, Rothenberger and 

Chatterjee (2008).  

March and Smith’s (1995) paper on the comparison between design science and natural science 
in IT made the distinction between descriptive research (corresponding to natural science) and 
prescriptive research (corresponding to design science). Design science is a knowledge-using 
activity that aims to improve whatever it is applied to; whereas descriptive research is a 
knowledge-producing activity with a view to understand the domain (March & Smith, 1995). These 
authors further describe the role of the design scientist as that of producing and applying 
knowledge of tasks or situations to create effective artefacts – this dual function of producing 
and applying knowledge is the overlap that is illustrated in the framework proposed by March and 
Smith (1995), redrawn in  

Figure 4.2 below. 
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 Research Activities    

  Build Evaluate Theorize Justify 

 Constructs     

Research Outputs Model     

 Method     

 Instantiation     

 
Figure 4.2 A research framework (March & Smith, 1995) 

The production of knowledge is embodied in the natural science activities of theorise 

and justify; while knowledge is applied to build and evaluate the design science 

products of constructs, models, methods and instantiations. The research activities of 

build, evaluate, theorise and justify are discussed further in Section 4.3.1.3 within the 

context of the six activities described by Peffers et al. (2008) in the DSRM. 

4.3.1.1 Outputs of design research 

March and Smith (1995) deliberately omit theories from their list of outputs, but Rossi, 

Sein and Purao (cited in Vaishnavi & Kuechler, 2004) extended this list to include better 

theories. The final list of design artefacts are the constructs, models, methods, and 

instantiations of March and Smith (1995); better theories of Rossi, Sein and Purao 

(cited in Vaishnavi & Kuechler, 2004); social innovations of Van Aken (cited in Peffers 

et al., 2008: 49); and the new properties of technical, social or informational resources 

of Jarvinen (cited in Peffers et al., 2008: 49). These artefacts are listed in Table 4.2 

below with the corresponding criteria that are important considerations during the 

evaluation stage. 

Table 4.2 The outputs of design research 
Output Description  Criteria  

Constructs 
The conceptual vocabulary of a 
problem/solution domain 
(Vaishnavi & Kuechler, 2004). 

A construct must display 
completeness, elegance, 
understandability, and ease of use 
(March & Smith, 1995) 

Models A set of propositions or A model must display fidelity to real 
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statements expressing 
relationships between 
constructs (Vaishnavi & 
Kuechler, 2004). 

world phenomena, level of detail, 
robustness and internal consistency 
(March & Smith, 1995) 

Methods 
A set of steps used to perform 
a task – how-to knowledge 
(Vaishnavi & Kuechler, 2004). 

The method must be operational, 
i.e. it must have the ability to 
perform the intended task or ability 
of humans to effectively use the 
method, as well as efficiency, 
generality and ease of use (March & 
Smith, 1995) 

Instantiations 

The operationalisation of 
constructs, models and 
methods (Vaishnavi & 
Kuechler, 2004). 

Instantiations of the artefact must 
exhibit its efficiency and 
effectiveness and its impact on the 
environment and its users (March & 
Smith, 1995) 

Better theories 

Artefact construction as 
analogous to experimental 
natural science (Vaishnavi & 
Kuechler, 2004). 

- 

Social 
innovations - - 

New 
properties 

New properties of technical, 
social or informational 
resources 

- 

When evaluating a construct, it would have to display the characteristics of 

completeness, elegance, understandability and ease of use in order to be considered 

valuable. Similarly, a well-designed model would be faithful to real world characteristics 

and exhibit a high level of detail, robustness and internal consistency. Good methods 

are useful and easy to use. A successful instantiation will demonstrate the positive 

effects of using the constructs/models/methods. Better theories are generated when the 

method of constructing an artefact is theorised about and when the artefact exposes 

relationships between its elements (Vaishnavi & Kuechler, 2004). The better theories, 

social innovations and new properties are not discussed by March and Smith (1995), 

therefore there are no criteria listed in Table 4.2. 

Hevner et al. (2004) propose a set of guidelines to assist the design science 

researcher. The guidelines steer the researcher in the quest to understand the problem 
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Guideline 2 concerns the relevance of the research to the information systems 

community. Hevner et al.’s view is that in order to be relevant to this community, 

research must address the problems faced and the opportunities afforded by the 

interaction of people, organisation and IT (2004). 

Guideline 3 pertains to the collection and analysis of relevant data to demonstrate the 

utility, quality and efficacy of the design artefact. Relevant data for evaluation is 

obtained by matching the artefact with the appropriate evaluation method, which can be 

observational, analytical, experimental, testing or descriptive (Hevner et al., 2004).  

Elaborating on Guideline 4, the artefact produced must solve an unsolved problem or 

solve a known problem in a more effective or efficient manner, thereby contributing to 

the existing body of knowledge. The contribution could be the artefact itself, foundations 

or methodologies (Hevner et al., 2004). 

Guideline 5 reinforces the rigour of process to be followed, while Guideline 6 reinforces 

the notion of a well-designed artefact. 

To satisfy Guideline 7, Hevner et al. (2004) prescribe that the results of the design-

science research be effectively communicated to a technical and managerial audience. 

They define the technical audience to be made up of researchers who will extend the 

findings, and practitioners who will implement them. According to Hevner et al. (2004), 

the managerial audience comprises researchers who will study the findings in context 

and practitioners who are in a position to make the decision to implement them within 

their organisations. 

4.3.1.3 Design research process 

Peffers et al. (2008) took a collaborative approach by evaluating Hever et al.’s (2004) 

work as well as six other publications on design research, and developed the DSRM. 

The purpose of the DSRM was to build on prior work in the field; provide a nominal 

process model for doing this type of research; and provide a template for presenting 

and evaluating design science research (Peffers et al., 2008) The DSRM comprises six 

activities and four possible research entry points, as shown in Figure 4.4. The six 

activities are: problem identification and motivation; definition of objectives of a solution; 
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design and development; demonstration; evaluation and communication. The four 

possible entry points are: problem-centred initiation; objective-centred solution; design- 

and development-centred initiation; and client/context-initiated.   

 

Figure 4.4 DSRM process model (Peffers et al., 2008) 

The initial step of problem identification and motivation requires the researcher to 

understand the problem and value of a solution – the purpose of motivating the solution 

is to ease the acceptance of the findings; and clarify the researcher’s understanding of 

the problem (Peffers et al., 2008). This step is also the entry point into the process 

model in a problem-centred initiation.  

Definition of objectives of a solution requires the researcher to propose a solution from 

the current knowledge of the domain and any existing solutions (Peffers et al., 2008) – 

this step is the entry point into the process in an objective-centred solution. Similarly, 

the stage where design and development of the artefact occurs is also the entry point 

into the process in a design- and development-centred initiation.  

Demonstration shows the use of the artefact in the problem domain – this is different to 

evaluation, which is the process of determining how well the artefact performs (March & 

Smith, 1995). During the evaluation step, the objectives from step 2 are compared with 

the results of using the artefact during the demonstration in step 3 (Peffers et al., 2008). 

The demonstration step is the entry point when the research is client- or context-

initiated. 
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The final process step of communication is the sharing of the problem and the 

importance thereof; the artefact and its use; the innovations and rigour during design; 

and solution effectiveness when applied to the problem (Peffers et al., 2008). According 

to Peffers et al. (2008), the audience is researchers and other relevant people such as 

practicing professionals. According to Hevner et al. (2004), the audience is technology-

oriented (people who will construct and use the artefact) as well as management-

oriented (people who will make the decision to construct or buy the artefact and 

subsequently use it). 

 

4.4 SUMMARY OF RESEARCH PROBLEM 

Combining the guidelines of Hevner et al. (2004) in Figure 4.3 with the common design 

process elements of the DSRM of Peffers et al. (2008) in Figure 4.4, the research 

problem addressed by this paper is summarised in Table 4.3: 

Table 4.3 Summary as per DSRM process elements 
Problem 
identification and 
motivation 

There is a need for a way to assess the security measures 
of a business to answer the question, “Do I have adequate 
protection against identity theft through phishing?” 

Definition of 
objectives of a 
solution 

A phishing-prevention framework can be used to compare 
what the business currently has against industry best 
practice/standards. 

Design and 
development 

The suggested phishing-prevention framework that was 
adapted from SANS 17799. 

Evaluation 

March and Smith (1995) assert that a construct must 
display completeness, elegance, understand-ability, and 
ease of use. An evaluation is conducted by checking that a 
business can use the suggested phishing-prevention 
framework to produce useful recommendations. 

Communication Report back to management and report results in thesis to 
other researchers. 

As indicated in Table 4.3, the aim of this study is to examine the current SANS 17799 

standard, adapt it to satisfy the unique requisites within the phishing-application domain 

and verify the applicability with test cases. Notably absent from Table 4.3 is the 
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demonstration process element; Hevner et al. (2004) have omitted this step from their 

research framework, which is why it is not included in this study. Peffers et al. (2008) 

describe the communication element as “diffusing” the resulting knowledge to 

researchers and other practicing professionals – this corresponds to Hevner et al.’s 

description of a technical audience. However, Hevner et al. also recommend reporting 

results to a management audience who can extend the implementation of the solution 

in the organisational context. The findings of this study are presented to both a 

managerial audience through the report of recommendations and to a technical 

audience through this thesis. 

 

4.5 DATA COLLECTION 

As this is a qualitative study, the techniques to source qualitative data include 

observations, focus groups and interviews. Observations are time-consuming in this 

context, as the security professional may not be engaging in all activities at all times – 

there is also no scope to use the insight and experience of the participant in this 

context. Focus groups are a viable form of evaluation for the phishing-prevention 

framework; however, focus groups have not been used due to the confidential nature of 

security work and the geographic location of the people involved in the data collection. 

Security professionals from different companies many not be comfortable discussing 

their security procedures and tools in an ‘open’ forum. The third option considered was 

one-on-one interviews.  

Interviews are one of the six sources of evidence identified by Yin (2003). The other five 

sources are documents, archival records, direct observation, participant observation 

and physical artefacts. The two sources of evidence or data in this study are documents 

or literature study and interviews. Data collection was conducted at three points in the 

study. The first data collection occurred during the survey of background material on 

phishing and security standards; the second occurred when as a check point, the 

completeness of the suggested phishing-prevention framework was verified during a 

first round with a security professional; and the third occurred during the test case 

phase of the study to establish the efficacy of the phishing-prevention framework. 

During both interview cycles semi-structured interviews were used. 
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4.5.1 Semi-structured Interviews  

In the context of field research, the field researcher asks questions for the purpose of 

seeking information directly related to the research in an interview (Bailey, 2007). The 

three types of interviews, namely unstructured, structured and semi-structured, are 

discussed below. A brief description of each type of interview is provided to contrast the 

types and illustrate why semi-structured interviews were considered most appropriate to 

this study. 

Unstructured interviews can be described as conversations that focus on the interests 

of the researcher. There is no standardisation between interviews in terms of what 

questions are asked or the duration of the interviews. The researcher and participant 

ask and answer questions as well as share feelings, impressions, ideas and 

information. According to Bailey (2007), the interview goes where it wants to go. 

Unstructured interviews are not suitable to this study as the participants are employed 

by the companies being evaluated and have limited time. There was also a pre-

determined outcome that the researcher wanted from the interaction (namely the 

evaluation of the phishing-prevention framework), therefore the interviews could not ‘go 

where they want to go’. 

Structured interviews provide data that allows the researcher to compare answers 

between participants and groups of participants. The interview is controlled, with the 

participant being asked a specific set of questions in a specific order. The 

responses/conversation is not allowed to deviate from the interview guidelines. The 

structured interview technique is too restrictive for an evaluation as the purpose of the 

interaction is to get the opinion and insight from the participant. There is also the 

possibility that the phishing-prevention framework is missing a major portion and by 

restricting what the participant can comment on, this omission will be completely 

eliminated from discussion. 

Semi-structured interviews are flexible regarding how the interview is conducted. The 

interviewer uses an interview guide with specific questions that are organised by topics 

but are not necessarily asked in a specified order. The flow of the interview, rather than 

the order in a guide, determines when and how a question is asked (Bailey, 2007). 

Semi-structured interviews are most appropriate to this study due to the nature of the 
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answers that are being sought. Bailey (2007) best describes this justification by asking 

how a work can be based on the perspectives of the participants in the setting when the 

interviewer has limited what can be said by using highly structured questions? 

Therefore, given that the security professionals have limited time and would be able to 

offer more insight on the phishing threat than merely an answer to the interview 

question, semi-structured interviews were used as one of the data-collection 

techniques. 

4.5.2 Literature review  

The second data-collection technique was a literature review. Where interviews are a 

source of primary data, a literature study provides secondary data. Marshall and 

Rossman (1989: 23) identify two purposes of the literature review: It establishes 

evidence for the significance of the study and the contribution to the scientific body of 

knowledge; and it helps in creating a conceptual framework and viable research 

question. From a business perspective, as shown in Chapter Error! Reference source 
not found., the cost to industry of phishing attacks is growing yearly, and therefore 

costs should be reduced by companies implementing better protection against phishing 

attacks.  

The enhancements of an existing standard should (a) improve the application of the 

original standard in the phishing-prevention domain; and (b) encourage more 

companies to view standards as practical, implementable artefacts.  

From a research perspective the investigation into standards and phishing threats 

provided the base standard and information for additional columns when creating the 

suggested phishing-prevention framework. Armed with the phishing-prevention 

framework and knowledge of the huge costs incurred by business, the goal was to 

convey the benefits of the phishing-prevention framework to the test case participants.   
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4.6 VERIFICATION TECHNIQUE 

The design research methodology requires the designed artefact to be evaluated. In 

this study the artefact produced is the phishing-prevention framework. The adaptations 

to the framework for phishing were verified by checkpoint verification and the utility was 

verified by test cases. 

Three companies that met the following criteria were selected for the test case 

evaluation. The criteria considered when selecting the companies were as follows:  

• Does the company currently have security measures in place?  

• Do they have security experts employed to manage their security? 

• Are they are exposed to the phishing threat? 

• Do they have a need to protect themselves against the phishing threat? 

In-depth interviews were conducted with senior representatives during which time the 

suggested phishing-prevention framework was presented and discussed. The 

responses and report of recommendations are presented in Chapter Error! Reference 

source not found.. 

 

4.7 RESEARCH APPROACH DETAIL 

This section gives the detail of the research approach that was presented as a 

summary in Table 4.3. Below is a discussion of the research design that was used in 

the study, namely framework creation, interview process, interview questions, 

participant selection, interview transcription and data analysis. 

The initial purpose of the study was to propose a new phishing-prevention framework 

from the available literature, but the initial investigation showed that comprehensive 

security frameworks already exist. The idea was then coined to select an existing 

framework and adapt that to suit the phishing domain. Chapter 5 provides the details of 

how ISO/IEC 17799 was selected. Once agreement was reached on using the ISO 

standard, two additional columns were added to show the threats that are relevant to 
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that control and the action that can be taken. The threats were derived from the 

literature review, Yahoo! Tech and the Australian Government High Tech Crime Brief. 

These threats were then assigned to each control in the standard. Where no threats or 

actions were relevant to the phishing domain, that control and/or section was removed 

from the final framework. The actions for each control were selected from the 

implementation guidance section in the ISO spec for that control. The selection criteria 

used were: Can that action be viewed as a countermeasure to phishing attacks?  

The phishing-prevention framework was then presented as a verification checkpoint to 

an academic working in the computer science and security field at a tertiary institution. 

The participant was asked to assess the completeness of the framework, i.e. are all the 

controls that should be considered included in the document? Are there controls that 

should be removed? The framework was finalised and the test case phase of the study 

commenced. Three companies were selected to participate in the test cases. The 

companies were purposefully selected to be those that the researcher has access to 

and those who would be willing to participate. This is in keeping with the observations 

of Leedy and Ormrod (2005) that more often, qualitative researchers are intentionally 

non-random in their selection of data sources, i.e. their sampling is purposeful, and they 

select those individuals or objects that will yield the most information about the topic 

under investigation. 

The profile of the participants required for this study was persons working as security 

professionals (academic or industry) and whose experience allows them to provide 

insight into the phishing-prevention framework. Table 4.4 summarises the interview 

participant profiles:  

Table 4.4 Participant profiles 
Interview Industry sector Designation 
1 Internet software development   Head of security team 

2 Financial  Head of security team 

3 Online banking  Head of internet channel 

4 Academic  Computer Science lecturer 
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The interviewees were given a copy of the phishing-prevention framework together with 

a brief description of the study and its purpose. The document is included as the 

interview guide on the CD. During the interview, the interviewer went through each 

control and elicited feedback from the interviewee. Sometimes an explanation of the 

control was required. There was also opportunity to discuss how general security 

principles are being implemented in the respective companies. The fulfilment of the last 

step, Communication, in Table 4.3 was the generation of a report listing 

recommendations to improve security against phishing attacks. 

4.7.1 Research approach applied in the study 

Every research project begins with an approach. The proposed approach from the  

 

 

Research Methodology and Design chapter is a qualitative one. The five characteristics 

of qualitative research as listed in Table 4.1 are summarised as: natural setting; 

researcher as human instrument of data collection; interpretive character; seeking 

uniqueness of each case; and emergent design. The data collection was conducted as 

a set of interviews with people working in the field of security or applications with a high 

need for security. The verification check point interview and test case interview with the 

bank were telephonic with the interviewee in their respective offices while the test case 

interview with the IT company was in a boardroom at their offices. The test case 

interview with the financial institution was not held at their offices but at the boardroom 

of the IT company – due to the financial institution having a medium-sized IT 

department, the interviewee being very familiar with the IT company having done work 

for them previously and the location of the two companies being across the road from 

each other, it may be inferred that the interview location was as natural a setting as if it 

was conducted at the interviewee’s offices. It is therefore concluded that the natural 

setting was used as the source of data. 

The use of semi-structured interviews means the interviewer has to keep the interview 

on track to ensure that even though there is a conversation emerging, the interviewee 
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still answers all the questions as per the interview guide. During the test case interviews 

the interviewees elaborated on how their companies implemented certain controls, the 

shortcomings they saw in their security strategies and general industry knowledge 

regarding security. The researcher still directed the conversation to ensure that all 

outputs on the interview guide are addressed and clarified the framework line items 

where necessary. The researcher also took notes and recorded the interview, and it is 

therefore concluded that the researcher was the human instrument of data collection. 

The third characteristic of interpretive character is described by Hoepfl (1997) is the 

meaning events have for the individuals who experience them and the interpretations of 

those meanings by the researcher. The individuals I am referring to are the security 

professionals working in a company, and the events would be the implementation of 

security measures to protect the company against phishing attacks. The meaning 

security professionals derive from implementing phishing security measures is the 

difficulty in picking a suitable set of controls that provide adequate coverage. The 

interpretation of this meaning by the researcher is to suggest a minimal set of controls 

in a framework will provide adequate protection to all areas of the business. 

The fourth characteristic of seeking uniqueness of each case is almost a characteristic 

of each test case by default. Each company has unique business needs, infrastructure, 

technical skills and budgets; therefore their implementation of controls is unique even 

though the objectives are the same. For example, the objective of Information security 

awareness, education and training is implemented by the IT company as information 

sessions during induction and by the bank as online training modules. Both approaches 

are valid. 

According to the On-line Dictionary (2008), the word ‘emergent’ means arising casually 

or unexpectedly as opposed to predetermined meaning settled or decided in advance. 

The final characteristic of emergent design speaks to a research design where 

researchers focus on this emerging process as well as the outcomes or product of the 

research (Hoepfl, 1997). Even though a formal research method of design research 

was decided on in Chapter 1, the process of deriving the phishing-prevention 

framework and verifying its completeness and utility evolved as the study progressed. 

Initially, the researcher planned to create a framework from scratch, but after talking to 
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an initial set of security professionals it emerged that many existing standards could be 

adapted for this purpose. The researcher also planned to only conduct one test case, 

but the initial company interviewed (the banking institution) complied so well with the 

framework that it did not prove to be the best test case to showcase the utility of the 

framework. 

 

4.8 SUMMARY 

Qualitative research uses the researcher as the instrument to elicit useful information 

from the sources of data. This study uses the qualitative research methodology with a 

design research approach. Vaishnavi and Kuechler (2004) observed that the design 

researcher must be cognisant of evolving both the design process and the design 

artefact to be effective. The design research process steps used in this study were:   

• Problem identification and motivation 

• Objectives of a solution 

• Design and development 

• Evaluation 

• Communication 

The artefact designed and developed is the phishing-prevention framework that is 

adapted from an ISO/IEC standard, and the data-collection technique of semi-

structured interviews is used to validate the completeness and utility of the phishing-

prevention framework. The purpose of semi-structured interviews is to gather 

information from people in a flexible manner. The phishing-prevention framework is 

evaluated with test cases and conclusions communicated to stakeholders by way of a 

report to management and this thesis to other researchers. 
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55..  PPhhiisshhiinngg--PPrreevveennttiioonn  FFrraammeewwoorrkk  

5.1 INTRODUCTION 

In this chapter, the third Sub-question, as posed in Section Error! Reference source 
not found., is addressed: What are the elements of a phishing-prevention framework 

that can be used to determine whether existing security controls provide adequate 

protection against phishing, and which additional controls and implementation actions 

are required? This chapter begins with a summary of the steps that were followed when 

deriving the phishing-prevention framework. Thereafter, a more detailed explanation of 

each step is given. The final phishing-prevention framework, as used in the interviews, 

is presented in Table 5.1, followed by a discussion of the items that were included in 

the framework. A diagrammatic view of this chapter is presented in Figure 5.1 below. 

 

Figure 5.1 Graphical representation of Chapter 5 

An organisation would use this framework to implement controls to protect it against 

phishing attacks. The preliminary sections of SANS 17799 recommend that 

organisations that adopt SANS 17799 assess their own information security risks and 

apply suitable controls, using the standard for guidance. The phishing-prevention 

framework will assist an organisation in identifying ‘suitable’ controls in relation to 

identity theft by phishing. 
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5.2 HOW THE FRAMEWORK WAS DERIVED 

The framework in Table 5.1 below is based on SANS 17799. The process of deriving 

the framework is described below:  

• Identify phishing-related attack vectors from the literature survey in Chapter Error! 
Reference source not found. and Yahoo! Tech (2005) 

• Map the threats (attack vectors) to the controls 

• Map associated actions (from the implementation guidance in SANS 17799) that 

can be taken should the threat become a reality  

• Eliminate the controls not directly related to phishing 

• Verify the amendments to the framework (by interviews with security professionals) 

5.2.1 Phishing-related attack vectors  

During the literature review in Chapter 2 the following attack vectors were identified and 

elaborated upon: email with a link to fraudulent website; html form in the email; worm 

that installs key logger software; pop-up window over the legitimate website; user 

downloads a file with attachments that install key logging spyware during a chat 

session. 

From the Yahoo! Tech (2005) website the following attack vectors are sourced: 

deceptive phishing, malware-based phishing, keyloggers and screenloggers, session 

hijacking, web Trojans, hosts file poisoning, system reconfiguration attacks, data theft, 

DNS-based phishing (“pharming”), content-injection phishing, man-in-the-middle 

phishing, and search engine phishing. A brief description of each of these attack 

vectors is provided in Appendix B.  

5.2.2 Reducing the outputs and controls  

The original table is taken from Appendix A of SANS 27001: 2005 Information 

technology – Security techniques – Information security management systems – 

Requirements (henceforth referred to as SANS 27001). The control objectives and 

controls listed in the phishing-prevention framework are derived from and aligned with 

those listed in SANS 17799: 2005 clauses 5 to 15. Two new columns, threats and 

action, were added to the right-hand side of the table to show which threat related to 
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that output and what actions should be taken to implement the control fully. The threats 

were derived from the literature review and Yahoo! Tech (2005). The actions were 

derived from the implementation guidance in SANS 17799. Thereafter it was found that 

99 outputs were not applicable when considering the specific security challenge of 

phishing, and were eliminated. 

5.2.3 Verification  

A checkpoint interview was conducted to verify the completeness of the framework 

before embarking on the test cases. The interview was held telephonically due to the 

geographic distance between the interviewer and interviewee and was recorded. 

Relevant sections are available on the included CD. 

The interviewee was given the phishing-prevention framework as part of an interview 

guide in preparation for the interview. The interview guide is included on the CD. The 

interview guide describes the interview process, gives background information on the 

study, lists the phishing-prevention framework, lists the full set of controls that were 

omitted and gives a table for interview responses. It was not necessary for the 

interviewee to study the interview guide in detail. After introductory comments for each 

objective in the phishing-prevention framework, the researcher described the controls, 

threats and actions before eliciting feedback. Where there was uncertainty, the 

researcher clarified the issue before the response was given. The candidate was 

encouraged to elaborate based on industry experience and domain expertise. A similar 

process was followed in the test case interviews. 

The interviewee lectures in the field of computer science, software engineering and 

computer security at a South African university, and is therefore considered an 

appropriate domain expert. The purpose of this interview was a verification checkpoint 

of the framework. The interviewee is not a practising security professional, therefore 

responses are from an academic/theoretical viewpoint. The interviewee agreed with the 

inclusion of all the controls in the framework and did not see the need for the inclusion 

of any others. (See relevant audio file on CD.) The additional comment on control 

A.11.3 was that the guidelines on Password use and Unattended user equipment 

should be part of the company’s policy document. The final comment was “From an 

academic point of view, it is my opinion that I think Table 1 is appropriate …”    
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A further corroboration of the completeness of the phishing-prevention framework arose 

during the test case interview with the head of security at the financial company. The 

brief was to evaluate the phishing-prevention framework against controls implemented 

at the financial company – these results will be elaborated on in Chapter Error! 

Reference source not found.. (See summarised interview responses in Appendix A and 

relevant audio file on CD.) The final comment was “… is it enough what I’ve answered 

yes to? Yes, I think so until you’re proved otherwise then you’re kind of ok … if you 

followed this to the letter like you say if you’re totally greenfields I think you’d do pretty 

well … I don’t think you can do a hell of a lot less though than what’s stated here 

because there are so many vulnerabilities out there and I think it’s a very serious 

problem …” This comment indicates to me that there is strong evidence that the set of 

controls in the phishing-prevention framework satisfies the interviewee with respect to 

completeness. 

The verified phishing-prevention framework is presented in Table 5.1 with a discussion 

of each objective in Section 5.3. 
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Table 5.1 Controls for prevention of phishing attacks 
A.5 Security policy♣

A.5.1 Information security policy 
Objective: To provide management with direction and support for information security in accordance with business requirements and relevant laws and regulations.
A.5.1.1 Output 

Information security policy 
document 

Control 
An information security policy document will be 
approved by management, and published and 
communicated to all employees and relevant 
external parties.

No threats 
 

Action 
The information policy document will make specific 
mention of identity theft through phishing attacks. 

A.5.1.2 Output 
Review of the information 
security policy 

Control 
The information security policy will be reviewed at 
planned Intervals or if significant changes occur 
to ensure its continuing suitability, adequacy, and 
effectiveness.

No threats 
 

Action 
-Review the policy when new attack vectors become 
known.  
-Review the policy after a phishing attack. 

A.6 Organisation of information security 
A.6.1 Internal organisation 
Objective: To manage information security within the organisation. 
A.6.1.4 Output 

Authorisation process for 
information-processing 
facilities 

Control 
A management authorisation process for new 
information-processing facilities will be defined 
and implemented. 

Threats 
Malware-based 
phishing 
 

Action 
-Where necessary, hardware and software should be 
checked to ensure that they are compatible with other 
system components, e.g. have the appropriate security 
patches applied. 

A.6.1.7 Output 
Contact with special interest 
groups 

Control 
Appropriate contacts with special interest groups 
or other specialist security forums and 
professional associations will be maintained. 

No threats 
 

Action 
Make and maintain contact with identity theft and 
phishing specialist groups. 

                                                 

♣ The security category, objective, output and control description are reproduced here with the permission of the SABS.  
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A.8 Human resource security 
A.8.2 During employment 
Objective: To ensure that all employees, contractors and third party users are aware of information security threats and concerns, their responsibilities and liabilities, and are 
equipped to support organisational security policy in the course of their normal work, and to reduce the risk of human error. 
A.8.2.2 Output 

Information security 
awareness, education and 
training 

Control 
All employees of the organisation and, where 
relevant, contractors and third party users will 
receive appropriate awareness training and 
regular updates in organisational policies and 
procedures, as relevant for their job function. 

No threats Action 
The phishing awareness, education, and training 
activities should be suitable and relevant to the 
person’s role, responsibilities and skills, and should 
include information on known threats, who to contact 
for further security advice and the proper channels for 
reporting information security incidents 

A.10 Communications and operations management
A.10.4 Protection against malicious and mobile code 
Objective: To protect the integrity of software and information. 
A.10.4.1 Output 

Controls against malicious 
code 

Control 
Detection, prevention, and recovery controls to 
protect against malicious code and appropriate 
user awareness procedures will be implemented. 

Threats 
Malware-based 
phishing 
Keyloggers and 
screenloggers 
Content-injection 
phishing 

Action 
-Check any files on electronic or optical media, and 
files received over networks, for malicious code before 
use. 
-Check electronic mail attachments and downloads for 
malicious code before use. 
This check should be carried out at different places, 
e.g. at electronic mail servers, desktop computers and 
when entering the network of the organisation. 
-Check web pages for malicious code. 
-Implement procedures to regularly collect information, 
such as subscribing to mailing lists and/or checking 
websites that give information about new malicious 
code. 
-Implement procedures to verify information relating to 
malicious code, and ensure that warning bulletins are 
accurate and informative. 
 Software to protect against malicious code can be 

installed to provide automatic updates of definition. 
 Files and scanning engines to ensure the 

protection is up to date. In addition, this software 
can be installed on every desktop to carry out 
automatic checks, protect against the introduction 
of malicious code during maintenance and 
Emergency procedures, which may bypass normal 
malicious code-protection controls. 

A.10.4.2 Output 
Controls against mobile 
code 
(Mobile code is software code 
which transfers from one computer 
to another computer and then 
executes automatically and 

Control 
Where the use of mobile code is authorised, the 
configuration will ensure that the authorised 
mobile code operates according to a clearly 
defined security policy, and that unauthorised 
mobile code will be prevented from executing. 

Threats 
Malware-based 
phishing 
Keyloggers and 
screenloggers 
 

Action 
-Blocking any use of mobile code. 
-Blocking receipt of mobile code. 
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performs a specific function with 
little or no user interaction.) 

A.10.6 Network security management 
Objective: To ensure the protection of information in networks and the protection of the supporting infrastructure. 
A.10.6.1 Output 

Network controls 
Control 
Networks will be adequately managed and 
controlled in order to be protected from threats, 
and to maintain security for the systems and 
applications using the network, including 
information in transit. 

Threats 
Data theft 
Password sniffers 
Packet sniffers 
IP spoofing 

Action 
-Special controls should be established to safeguard 
the confidentiality and integrity of data passing over 
public networks or over wireless networks, and to 
protect the connected systems and applications.  

A.10.8 Exchange of information 
Objective: To maintain the security of information and software exchanged within an organisation and with any external entity. 
A.10.8.1 Output 

Information exchange 
policies and procedures 
(Information exchange may occur 
through the use of a number of 
different types of communication 
facilities, including email, voice, 
facsimile, and video.) 

Control 
Formal exchange policies, procedures, and 
controls will be in place to protect the exchange 
of information through the use of all types of 
communication facilities. 

No threats Action 
Policy must cover the following: 
- protection of exchanged information from 
interception, copying, modification, mis-routing, and 
destruction 
- detection of and protection against malicious code 
that may be transmitted through the use of electronic 
communications 
- acceptable use of electronic communication facilities 
- user’s responsibilities not to compromise the 
organisation, e.g. impersonation and forwarding of 
chain letters  
- reminding personnel that they should take 
appropriate precautions, e.g. not to reveal 
sensitive information to avoid being overheard or 
intercepted when making a phone call 
- reminding personnel not to register demographic 
data, such as the email address or other personal 
information in any software to avoid collection for 
unauthorised use 

A.10.8.4 Output 
Electronic messaging 

Control 
Information involved in electronic messaging will 
be appropriately protected. 

Threats 
Deceptive phishing 
Malware-based 
phishing 
Spam email 
Spoofing an email 
address 

Action 
-Protecting messages from unauthorised access, 
modification or denial of service. 
-Obtaining approval prior to using external public 
services such as instant messaging or file sharing. 
-Stronger levels of authentication controlling access 
from publicly accessible networks. 

A.10.9 Electronic commerce services 
Objective: To ensure the security of electronic commerce services, and their secure use. 
A.10.9.1 Output 

Electronic commerce 
Control 
Information involved in electronic commerce 
passing over public networks will be protected 
from fraudulent activity, contract dispute, and 
unauthorised disclosure and modification. 

Threats 
Session hijacking 
Web Trojans 
Hosts file poisoning 
System 

Action 
-A high level of confidence in each party’s claimed 
identity, e.g. through authentication. 
-Preserve the confidentiality of any sensitive data or 
information. 
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reconfiguration 
attacks 
DNS-based 
phishing 
Content-injection 
phishing 
Man-in-the-middle 
phishing 
 

-Preserve the confidentiality and integrity of any order 
transactions, payment information, delivery address 
details, and confirmation of receipts. 
-Appropriate verification to check payment information 
supplied by a customer. 
-Maintain the confidentiality and integrity of order 
information. 
-Avoid loss or duplication of transaction information;  
 Electronic commerce can make use of secure 

authentication methods, e.g. using public key 
cryptography and digital signatures to reduce the 
risks.  

 Trusted third parties can be used where required. 
A.10.9.2 Output 

Online transactions 
Control 
Information involved in online transactions will be 
protected to prevent incomplete transmission, 
mis-routing, unauthorised message alteration, 
unauthorised disclosure, unauthorised message 
duplication or replay. 

Threats 
Session hijacking 
Web Trojans 
Data theft 
Man-in-the-middle 
phishing 

Action 
-The use of electronic signatures by each of the 
parties involved in the transaction. 
-All aspects of the transaction, i.e. ensuring that: 
1) user credentials of all parties are valid and verified; 
2) the transaction remains confidential; and 
3) privacy associated with all parties involved is 
retained. 
-Communications path between all involved parties is 
encrypted. 
-Protocols used to communicate between all involved 
parties is secured. 
-Ensure that the storage of the transaction details are 
located outside of any public accessible environment. 

A.10.9.3 Output 
Publicly available 
information 

Control 
The integrity of information being made available 
on a publicly available system will be protected to 
prevent unauthorised modification. 

Threats 
Data theft 

Action 
Access to the publishing system does not allow 
unintended access to networks to which the system is 
connected. 

A.10.10 Monitoring 
Objective: To detect unauthorised information-processing activities. 
A.10.10.1 Output 

Audit logging 
(The audit logs may contain 
intrusive and confidential personal 
data.) 

Control 
Audit logs recording user activities, exceptions, 
and information security events will be produced 
and kept for an agreed period to assist in future 
investigations and access control monitoring. 

Threats 
Data theft 

Action 
Assist in future investigation and access control 
monitoring. 

A.10.10.2 Output 
Monitoring system use 

Control 
Procedures for monitoring the use of information-
processing facilities will be established and the 
results of the monitoring activities reviewed 
regularly. 

No threats Action 
Assist in detecting unauthorised access and activities. 

A.10.10.3 Output 
Protection of log information 

Control 
Logging facilities and log information will be 
protected against tampering and unauthorised 

No threats Action 
System logs need to be protected, because if the data 
can be modified or data in them deleted, their 
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access. existence may create a false sense of security. 
A.11 Access control
A.11.3 User responsibilities 
Objective: To prevent unauthorised user access, and compromise or theft of information and information-processing facilities. 
A.11.3.1 Output 

Password use 
Control 
Users will be required to follow good security 
practices in the selection and use of passwords. 

Threats 
Password crackers 
Social engineering  

Action 
-Change passwords whenever there is any indication 
of possible system or password compromise. 
-Select quality passwords with sufficient minimum 
length that are: 
1) easy to remember; 
2) not based on anything somebody else could easily 
guess or obtain using person-related information, e.g. 
names, telephone numbers, and dates of birth; 
3) not vulnerable to dictionary attacks (i.e. do not 
consist of words included in dictionaries); and 
4) free of consecutive identical, all-numeric or all-
alphabetic characters. 
-Change passwords at regular intervals or based on 
the number of accesses (passwords for privileged 
accounts should be changed more frequently than 
normal passwords), and avoid re-using or cycling old 
passwords; 
-Change temporary passwords at the first log-on; 
-Do not include passwords in any automated log-on 
process, e.g. stored in a macro or function key. 
-Do not share individual user passwords. 
-Do not use the same password for business and non-
business purposes. 
- Management of the help desk system dealing with 
lost or forgotten passwords needs special care as this 
may also be a means of attack to the password 
system. 

A.11.3.2 Output 
Unattended user equipment 

Control 
Users will ensure that unattended equipment has 
appropriate protection. 

Threats 
Session hijacking 

Action 
-Terminate active sessions when finished, unless they 
can be secured by an appropriate locking mechanism, 
e.g. a password-protected screen saver. 
-Log-off mainframe computers, servers, and office PCs 
when the session is finished (i.e. not just switch off the 
PC screen or terminal). 

A.11.4 Network access control 
Objective: To prevent unauthorised access to networked services. 
A.11.4.7 Output 

Network routing control 
Control 
Routing controls will be implemented for 
networks to ensure that computer connections 
and information flows do not breach the access 
control policy of the business applications. 

Threats 
Hosts file poisoning 
System 
reconfiguration 
attacks 

Action 
- Routing controls should be based on positive source 
and destination address-checking mechanisms. 
- Security gateways can be used to validate source 
and destination addresses. 
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DNS-based 
phishing 

A.11.5 Operating system access control 
Objective: To prevent unauthorised access to operating systems. 
A.11.5.1 Output 

Secure log-on procedures 
Control 
Access to operating systems will be controlled by 
a secure log-on procedure. 

Threats 
Password crackers 
Password sniffers 
Packet sniffers 
 

Action 
- Validate the log-on information only on completion of 
all input data. If an error condition arises, the system 
should not indicate which part of the data is correct or 
incorrect. 
-Limit the number of unsuccessful log-on attempts 
allowed to e.g. three attempts, and consider: 
1) recording unsuccessful and successful attempts; 
2) forcing a time delay before further log-on attempts 
are allowed or rejecting any further attempts without 
specific authorisation; 
3) disconnecting data link connections; 
4) sending an alarm message to the system console if 
the maximum number of log-on attempts is reached; 
and 
5) setting the number of password retries in 
conjunction with the minimum length of the password 
and the value of the system being protected. 
-Limit the maximum and minimum time allowed for the 
log-on procedure. If exceeded, the system should 
terminate the log-on. 
-Do not transmit passwords in clear text over a 
network. 

A.11.5.2 Output 
User identification and 
authentication 

Control 
All users will have a unique identifier (user ID) for 
their personal use only, and a suitable 
authentication technique will be chosen to 
substantiate the claimed identity of a user. 

Threats 
Keyloggers and 
screenloggers 
Web Trojans 

Action 
-Passwords are a common way to provide 
identification and authentication based on a secret that 
only the user knows. The same can also be achieved 
with cryptographic means and authentication 
protocols. 
-Objects such as memory tokens or smart cards that 
users possess can also be used for identification and 
authentication.  
-Biometric authentication technologies that use the 
unique characteristics or attributes of an individual can 
also be used to authenticate the person’s identity.  
-A combination of technologies and mechanisms 
securely linked will result in stronger authentication. 

A.11.5.5 Output 
Session time-out 

Control 
Inactive sessions will shut down after a defined 
period of inactivity. 

Threats 
Session hijacking 

Action 
- A time-out facility should clear the session screen 
and also, possibly later, close both application and 
network sessions after a defined period of inactivity. 
-A limited form of time-out facility can be provided for 
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some systems, which clears the screen and prevents 
unauthorised access but does not close down the 
application or network sessions 

A.11.5.6 Output 
Limitation of connection time 

Control 
Restrictions on connection times will be used to 
provide additional security for high-risk 
applications. 

Threats 
Session hijacking 

Action 
- Limiting the duration of active sessions prevents 
users from holding sessions open to prevent re-
authenticating. 

A.11.7 Mobile computing and teleworking 
Objective: To ensure information security when using mobile computing and teleworking facilities. 
A.11.7.1 Output 

Mobile computing and 
communications 

Control 
A formal policy will be in place, and appropriate 
security measures will be adopted to protect 
against the risks of using mobile computing and 
communication facilities. 

Threats 
Social engineering 
Packet sniffers 
(some wireless 
security protocols are 
immature and have 
known weaknesses) 
 

Action 
- Users of mobile computing facilities in public places 
should take care to avoid the risk of overlooking by 
unauthorised persons. 
- Care should be taken when using mobile computing 
facilities in public places, meeting rooms and other 
unprotected areas outside of the organisation’s 
premises. Protection should be in place to avoid the 
unauthorised access to or disclosure of the information 
stored and processed by these facilities, e.g. using 
cryptographic techniques. 
- Training should be arranged for personnel using 
mobile computing to raise their awareness of the  
additional risks resulting from this way of working and 
the controls that should be implemented. 

A.11.7.2 Output 
Teleworking 
(Teleworking uses 
communications technology to 
enable personnel to work remotely 
from a fixed location outside of 
their organisation.) 
 

Control 
A policy, operational plans and procedures will 
be developed and implemented for teleworking 
activities. 

Threats 
Packet sniffers 
Data theft 

Action 
-A definition of the work permitted, the hours of work, 
the classification of information that may be held and 
the internal systems and services that the teleworker is 
authorised to access. 
-The provision of suitable communication equipment, 
including methods for securing remote access. 

A.12 Information systems acquisition, development and maintenance
A.12.3 Cryptographic controls 
Objective: To protect the confidentiality, authenticity or integrity of information by cryptographic means. 
A.12.3.1 Output 

Policy on the use of 
cryptographic controls 

Control 
A policy on the use of cryptographic controls for 
protection of information will be developed and 
implemented. 

No threats 
 

Action 
-The use of encryption for protection of sensitive 
information transported by mobile or removable media, 
devices or across communication lines. 

A.12.5 Security in development and support processes 
Objective: To maintain the security of application system software and information. 
A.12.5.4 Output 

Information leakage 
Control 
Opportunities for information leakage will be 
prevented. 

Threats 
Malware-based 
phishing 
Keyloggers and 
screenloggers 
Trojan Horse 

Action 
-Scanning of outbound media and communications for 
hidden information. 
-Masking and modulating system and communications 
behaviour to reduce the likelihood of a third party 
being able to deduce information from such behaviour. 
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software -Making use of systems and software that are 
considered to be of high integrity, e.g. using evaluated 
products (see ISO/IEC 15408). 
-Regular monitoring of personnel and system 
activities, where permitted under existing legislation or 
regulation. 
-Monitoring resource usage in computer systems. 
-Protect against covert channels by 
1) protecting against Trojan code  
2) prevention of unauthorised network access 
3) policies and procedures to discourage misuse of 
information services by personnel 

A.12.6 Technical vulnerability management 
Objective: To reduce risks resulting from exploitation of published technical vulnerabilities. 
A.12.6.1 Output 

Control of technical 
vulnerabilities 

Control 
Timely information about technical vulnerabilities 
of information systems being used will be 
obtained, the organisation's exposure 
to such vulnerabilities evaluated, and appropriate 
measures taken to address the associated risk. 

Threats 
All phishing attack 
vectors 

Action 
The technical vulnerability management plan will 
include all software and systems implemented as 
countermeasures to phishing attacks. 

A.13 Information security incident management 
A.13.1 Reporting information security events and weaknesses 
Objective: To ensure information security events and weaknesses associated with information systems are communicated in a manner allowing timely corrective action to be taken. 
A.13.1.1 Output 

Reporting information 
security events 

Control 
Information security events will be reported 
through appropriate management channels as 
quickly as possible. 

No threats 
 

Action 
-All phishing attacks should be reported and include all 
relevant information.  
-Suitable processes should exist to give feedback on 
the attack. 
-Malfunctions/anomalous system behaviour could be 
an indicator of an attack and should be reported. 

A.13.1.2 Output 
Reporting security 
weaknesses 

Control 
All employees, contractors and third party users 
of information systems and services will be 
required to note and report any observed or 
suspected security weaknesses in systems or 
services. 

Threats 
Various phishing 
attack vectors 

Action 
-Observed or suspected security weaknesses should 
be reported as they could be exploited for phishing 
attacks. 

A.15 Compliance♣ 
A.15.1 Compliance with legal requirements 
Objective: To avoid breaches of any law, statutory, regulatory or contractual obligations, and of any security requirements. 

                                                 

♣ The security category, objective, output and control description are reproduced here with the permission of the SABS 
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A.15.1.4 Output 
Data protection and privacy 
of personal information 

Control 
Data protection and privacy will be ensured as 
required in relevant legislation, regulations and, if 
applicable, contractual clauses. 

Threats 
Data theft 
Social engineering 
 
 

Action 
- Appropriate technical and organisational measures to 
protect personal information should be implemented. 
-Data-protection and privacy policy should be 
communicated to all persons involved in the 
processing of personal information. 

A.15.2 Compliance with security policies and standards, and technical compliance 
Objective: To ensure compliance of systems with organisational security policies and standards. 
A.15.2.1 Output 

Compliance with security 
policies and standards 

Control 
Managers will ensure that all security procedures 
within their area of responsibility are carried out 
correctly to achieve compliance with security 
policies and standards. 

Threats 
All phishing attack 
vectors 

Action 
-Compliance will policy and standards will provide a 
level of protection against phishing attacks. 

A.15.2.2 Output 
Technical compliance 
checking 

Control 
Information systems will be regularly checked for 
compliance with security-implementation 
standards. 

Threats 
All phishing attack 
vectors 

Action 
- Ensure anti-phishing hardware and software controls 
are correctly implemented. 
- Penetration testing and vulnerability assessments for 
detecting vulnerabilities and checking how effective 
the controls are in preventing unauthorised access 
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5.3 THE PHISHING-PREVENTION FRAMEWORK 

The phishing prevention framework in Table 5.1 can be used as a guideline by a 

company to verify what the organisation ‘thought’ about the known issues or prevention 

techniques related to phishing attacks. The framework offers guidelines in eight 

business areas, namely security policy; organisation of information security; human 

resource security; communications and operations management; access control; 

information systems acquisition, development and maintenance; information security 

incident management; and compliance. Each business area has an objective and a set 

of related outputs that comprise that area. Each output has an associated control. A 

control is the action related to the desired output. For each control, the phishing 

associated threat is listed and the action to implement that control is also identified. 

5.3.1 Discussion of phishing-prevention framework  

The phishing-prevention framework comprises controls in the following sections:   

• Section 5:♠ Security policy  

• Section 6: Organisation of information security  

• Section 8: Human resource security  

• Section 10: Communications and operations management  

• Section 11: Access control  

• Section 12: Information systems acquisition, development and maintenance  

• Section 13: Information security incident management  

• Section 15: Compliance 

 

Section 5: Security policy refers to a company having a formal security policy 

document and that document being reviewed regularly. This is considered good 

security practice, which is why it was included even though there are no specific 

phishing threats. The actions section is updated to ensure that the policy makes 

                                                 

♠ The section numbers are as per ISO/IEC 17799 in Error! Reference source not found. 
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specific mention of phishing and is reviewed or updated when new phishing-related 

attack vectors become known. 

In the original standard, Section 6: Organisation of information security pertains to 

the Internal organisation and External parties objectives. In the phishing-prevention 

framework Authorisation process for information-processing facilities and Contact with 

special interest groups are included from the Internal organisation objective. Contact 

with special interest groups is considered good security practice, which is why it was 

included even though there are no specific phishing threats. Authorisation process for 

information-processing facilities is exposed to the threat of malware-based phishing and 

the associated action is to ensure systems are adequately patched. 

Section 8: Human resource security focuses on Information security awareness, 

education and training for employees During employment. Again there are no specific 

threats, but this is considered good security practice and is therefore included. The 

information disseminated should make specific mention of phishing threats and the 

action to be taken should a user be compromised. 

Section 10: Communications and operations management includes the following 

outputs: Protection against malicious and mobile code, Network security management, 

Exchange of information, Electronic commerce services and Monitoring. A company 

needs Protection against malicious and mobile code due to the threats of malware-

based phishing, keyloggers and screenloggers and content-injection phishing. The 

actions to combat this threat involve checking media, blocking malicious/mobile code 

and implementing appropriate procedures. Company networks are vulnerable to data 

theft, password sniffers, packet sniffers and IP spoofing. Good Network security 

management actions include the protection of data passing over the network limiting 

access to the end points of the network. Having information-exchange policies and 

procedures is good security practice and should be in place for any organisation using 

multiple types of communication mediums (e.g. email, fax and video). Electronic 

messaging is at risk from deceptive phishing, malware-based phishing, spam email and 

spoofing an email address. Electronic commerce services encompass Electronic 

commerce, Online transactions and Publicly available information. Electronic commerce 

is arguably the most high-risk output and at risk from session hijacking, web Trojans, 
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host file poisoning, system reconfiguration attacks, DNS-based phishing, content-

injection phishing and man-in-the-middle phishing. Actions required target the 

confidentiality and integrity of any information involved in e-commerce transactions. 

Online transactions are exposed to the threats of session hijacking, web Trojans, data 

theft and man-in-the-middle phishing. Actions to combat this threat include securing the 

communication channels and data involved in the transaction. Publicly available 

information exposes the system to data theft and the countermeasure would be to 

protect against unintended access to back-end systems. The last objective in this 

section is Monitoring and entails the outputs of Audit logging, Monitoring system use 

and Protection of log information. The only identified threat is data theft from the Audit 

logs, but Monitoring is included due to good security practices. 

From Section 11: Access control, the objectives of User responsibilities, Network 

access control, Operating system access control and Mobile computing and teleworking 

are considered. Users are at risk from password crackers, social engineering and 

session hijacking if they do not follow good Password use controls and leave 

Unattended user equipment. Unauthorised users can gain access to the network by 

using host file poisoning, system reconfiguration attacks and DNS-based phishing – 

routing controls and security gateway are required to combat this threat. Unauthorised 

users can gain access to operating systems by making use of password crackers, 

password sniffers, packet sniffers, keyloggers and screenloggers, web Trojans and 

session hijacking. A wide range of actions can be implemented to enforce strong 

authentication session/connection time-outs. Mobile computing and teleworking is at 

risk from threats such as social engineering, packet sniffers and data theft. The actions 

that can assist to achieve this objective include user training and remote access 

equipment/procedures that enforce security. 

Section 12: Information systems acquisition, development and maintenance focus 

on Cryptographic controls, Security in development and support processes and 

Technical vulnerability management. A company making use of cryptography should 

have a policy on the use of cryptographic controls. There are no direct phishing threats 

to policy, but it is considered good security practice, which is why it is included here. 

Security should be emphasised during development and support processes as there is 

the risk of malware-based phishing, keyloggers and screenloggers, and Trojan horse 
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software. Actions that can assist during the development/support process include the 

use of high-integrity systems, scanning and monitoring software. Technical vulnerability 

management refers to a plan organisations should have to mitigate the risk of all 

phishing attack vectors. 

The Reporting of information security events and Reporting security weaknesses is 

considered for Section 13: Information security incident management. Even 

suspected weaknesses and anomalous system behaviour must be reported 

Section 15: Compliance makes reference to Compliance with legal requirements for 

data protection and privacy of personal information as well as Compliance with security 

policies and standards, and technical compliance. The data protection policy and 

measures must be in place to protect against data theft and social engineering attack 

vectors. Compliance with security policies and standards, and technical compliance can 

be assessed by audits and penetration testing. 

 

5.4 SUMMARY 

The phishing-prevention framework is derived from SANS 17799 to focus specifically 

on the problem of identity theft by phishing attacks. The process of adapting SANS 

17799 was to cross-reference the phishing threats and countermeasures with each of 

the outputs in the original standard. From there the researcher was able to identify 

which objectives and outputs were not directly related to phishing and could be 

removed. The phishing-prevention framework was then put through checkpoint 

verification with a security professional. 

The final version of the phishing-prevention framework presented here comprises 

outputs and controls from eight business areas, viz. security policy; organisation of 

information security; human resource security; communications and operations 

management; access control; information systems acquisition, development and 

maintenance; information security incident management; and compliance. Not all 

outputs have directly associated phishing attack vectors but are included because of 

security best practice. 
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66..  TTeesstt  CCaasseess  

6.1 INTRODUCTION 

To validate the usefulness of the phishing-prevention framework, three test cases were 

carried out. In the context of this study, a test case comprises an interview with a 

company to determine compliance with the phishing-prevention framework and the 

generation of a report. Compliance is the practical process of comparing the applied 

controls of an organisation with those in ISO 17799. It is basically a gap analysis in 

which the differences between the situation of the organisation and the standard are 

discovered (Karabacak & Sogukpinar, 2006: 413–419). These identified gaps are 

vulnerabilities to phishing attacks. The gaps and recommendations are presented to the 

company in the feedback report. 

This chapter answers Sub-question 4 from Section Error! Reference source not 
found.: To what extent can practitioners use the phishing-prevention framework as a 

guideline in determining weaknesses in current control processes? The interview 

participant profile is provided in this section, followed by an account of the interview 

guide. The interview guide is used to facilitate the interview process, and the results of 

the three test case interviews are presented in the subsequent sections. A 

diagrammatic representation of this structure is given in Figure 6.1 below. 

 

Figure 6.1 Graphical representation of Chapter 6 
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6.2 INTERVIEW POPULATION 

The profile of the participants required for the test case verification was management 

employees at the companies considered whose experience allowed them to provide 

insight into the phishing-prevention framework. The table below (repeated from Error! 
Reference source not found. in Chapter Error! Reference source not found.) 

summarises the interview participant profiles:   

Interview Industry sector Designation 
1 Internet software development  Head of security team 

2 Financial  Head of security team 

3 Online banking  Head of internet channel 

As indicated in Section Error! Reference source not found., the companies were 

purposefully selected to be those that the researcher has access to and that would be 

willing to participate. The three companies were considered good test cases based on 

all of them producing or using applications that are internet facing; according to Van der 

Merwe, Seker and Gerber  (2005), any link to the internet makes the business 

vulnerable and creates a potential intrusion risk. The organisations also allow 

employees internet email, have resources that are extensively networked and have a 

high need for data security (both employee and customer data). The internet software 

developer also allows their employees instant messaging and web browsing 

capabilities, the facilities to work remotely and the use of mobile devices on site.  

 

6.3 STRUCTURE OF THE INTERVIEW GUIDE 

An interview guide was prepared to assist the interviewer in managing the flow of the 

interview. Lofland and Lofland (1984), as cited in Hoepfl (1997), describe an interview 

guide as a list of questions or general topics that the interviewer wants to explore during 

each interview. They list the following benefits of interview guides:  

• ensures that basically the same information is obtained from each person 
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• ensures good use of limited interview time 

• makes interviewing multiple subjects more systematic and comprehensive 

• helps to keep interactions focused  

A secondary purpose was using the document as background reading to prepare for 

the interview. The guide is divided into four sections: Section 1 gives the introduction to 

the interview including a brief outline to the interview process; Section 2 is the 

interviewer guidelines; Section 3 states the purpose of the interview and Section 4 is 

the introductory comments for the interview. Only sections 3 and 4 are included in the 

version of the document handed to candidates. Within section 4 Figure 1 shows the 

relationship between organisation properties, security goals, control attributes and all 

controls in the organisation. The remainder of the section is taken up with three tables, 

the first being the phishing-prevention framework; Table 2 comprises all objectives and 

controls that were taken from the original standard to derive the phishing-prevention 

framework; and Table 3 is the table for interview responses. Table 3 was filled in by the 

interviewer. 

The interview guide (sections 3 and 4) was emailed to the interview subjects together 

with the meeting request. They were asked to read the document prior to the meeting, 

but it was not mandatory. The interview guide (all sections) was taken by the 

interviewer into the meeting when conducting the interview. The outcomes of these 

interviews are discussed in sections 6.4, 6.5, and 6.6. Within these sections, Table 6.1, 

Table 6.2 and Table 6.3 contain the report of recommendations to the respective 

company stakeholders. 

 

6.4 TEST CASE 1 – IT COMPANY 

Interview 1 was conducted with the head of security from an IT company in South 

Africa. The interviewee has expert knowledge on IT security and has been working in 

this field for several years. The IT company develops internet software and has 

employees working with applications as well as users of their production internet 

software. The responses given are in the context of the employees of the IT company. 

From the interview responses (see Table 7 of Appendix A below) it seems as if the 
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company has adequate security but there is a dependence on staff and network users 

‘doing the right thing’. Around 57% of the security controls, when considered in the 

context of the IT company, were either not implemented or their implementation could 

be enhanced.  

Of the 33 controls included in the phishing-prevention framework, two were not 

applicable, five were definitely not implemented, 12 were implemented and 14 had 

some level of implementation but could be improved. The two controls considered not 

applicable were A.10.9.1 Electronic commerce and A.10.9.2 Online transactions. E-

commerce is not the company’s core business, so security of e-commerce transactions 

carried out by staff is considered the responsibility of the third party site that the 

employee is transacting on. The internet software produced by this company conducts 

online transactions, but the security team consider this the responsibility of the 

development team. Therefore, these controls are excluded from consideration.  

The guidelines in Table 6.1 will assist in strengthening the security of the controls that 

the interviewee responded negatively to or that there were partial compliance to. 

Implementation of controls A.5.1.2, A.10.4.1, A.11.7.2 and A.12.3.1 and can be 

improved by updates to existing company security policy to make specific mention of 

phishing, and/or the creation of specific policy on Teleworking, the use of Cryptographic 

controls, and internal testing of applications requiring less stringent security controls. 

More regular awareness updates about phishing attacks will remind users of what they 

learnt during induction to enhance A.8.2.2 Information security awareness, education 

and training. Training is also needed for better control regarding A.11.5.1 Secure log-on 

procedures, A.11.7.1 Mobile computing and communications and A.15.1.4 Data 

protection and privacy of personal information.  

Where the users are at risk from session hijacking, the company relies on users 

terminating sessions appropriately or remembering to lock workstations. While this is 

secure when all goes well, more often than not people are fallible. Controls A.11.3.2 

Unattended user equipment, A.11.5.5 Session time-out and A.11.5.6 Limitation of 

connection time could all benefit from automatically locking machines, logging off users 

and terminating session after a period of inactivity. Fallible users also put the company 

at risk when they do not set the appropriate privacy levels on their web 

browsers/applications (A.10.8.4). 



 
Upasna Bechan 
0897-162-5  5  

Control A.6.1.4 Authorisation process for information-processing facilities is 

implemented, but approval is also given to further business needs while circumventing 

the security protocols – this needs to be reviewed at the highest levels of the 

organisation and procedures should be enhanced so that the security team has the 

authority to override decisions that put the company at risk. Better procedure will 

mitigate the risk of social engineering when passwords need to be reset by the 

helpdesk (A.13.3.1) and when security incidents/anomalous system behaviour have to 

be reported (A.13.1.1). The company is also at risk when they test developed 

production software that requires security controls to be relaxed – a suggestion for 

A.10.4.1 Controls against malicious code is to segregate machines used for testing into 

a demilitarised zone (DMZ). 

A.10.10 Monitoring can be used to greater effect if monitoring results are analysed for 

trends indicating possible suspicious behaviour. More auditing is required for accessing 

and modification of logs (even though only a select group of individuals have access to 

these logs) and the use of instant messaging services. Monitoring can be used as one 

of the tools to mitigate the risk from within the organisation once the users are past 

perimeter security – this is a large area that needs to be investigated when reviewing 

A.10.6.1 Network controls. 

The final comment was “… yes, we could become very good at preventing information 

leakage and identity theft but at the same time the staff would be dejected and … at the 

end of the day people need to take responsibility for their identity and realise that it is a 

huge threat and I think it’s going to increase even more in South Africa … we are trying 

to empower the user and say … be paranoid by yourself, don’t just give information 

freely to people … what we have in place is mainly to protect our intellectual property 

and to sort of give a little protection towards the user but what we are trying to say to 

the users is listen you need to protect your own identity”. 
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Table 6.1 IT company report 
A.5 Security policy
A.5.1 Information security policy 
Objective: To provide management with direction and support for information security in accordance with business requirements and relevant laws and regulations.
Number 

Report comment 
Can be more secure by making specific mention of phishing in the policy document and reviewing the policy when new attack vectors become known or after 
a phishing attack. 

A.5.1.2 

A.6 Organisation of information security 
A.6.1 Internal organisation 
Objective: To manage information security within the organisation. 
Number 

Report comment 
Security should be discussed at the executive level and the security team should be allowed to deny access where the company is at risk. 
Access rights should be reviewed periodically. 

A.6.1.4 

A.8 Human resource security 
A.8.2 During employment 
Objective: To ensure that all employees, contractors and third party users are aware of information security threats and concerns, their responsibilities and liabilities, and are 
equipped to support organisational security policy in the course of their normal work, and to reduce the risk of human error. 
Number 

Report comment 
Implement regular phishing awareness updates and disseminate information on latest threats/attacks. A.8.2.2 

A.10 Communications and operations management
A.10.4 Protection against malicious and mobile code 
Objective: To protect the integrity of software and information. 
Number 

Report comment 
The action to implement procedures to protect against the introduction of malicious code during maintenance and emergency procedures can be extended to 
include the testing phase as well. Consider isolating the testing machines and use a DMZ. 

A.10.4.1 

A.10.6 Network security management 
Objective: To ensure the protection of information in networks and the protection of the supporting infrastructure. 
Number 

Report comment 
Review the threat from within the organisation, users that plug devices into the network internally and install applications on desktops. A.10.6.1 

A.10.8 Exchange of information 
Objective: To maintain the security of information and software exchanged within an organisation and with any external entity. 
Number 

Report comment 
There should be protection of messages from unauthorised access, modification or denial of service. 
Company is vulnerable to users not heeding the security training and enabling the appropriate filters on web browsers. 

A.10.8.4 

A.10.9 Electronic commerce services 



 
Upasna Bechan 
0897-162-5  7  

Objective: To ensure the security of electronic commerce services, and their secure use. 
Number 

Report comment 
E-commerce transactions are the responsibility of the third party site that the user is redirected to. A.10.9.1 

A.10.10 Monitoring 
Objective: To detect unauthorised information-processing activities. 
Number 

Report comment 
Instant messaging is become more of a threat and its use should be audited. A.10.10.1 

A.10.10.2 
Results of the monitoring activities should be reviewed regularly and trends assessed to detect unauthorised access and activities. 

A.10.10.3 
Consider auditing the access and modification of log files by the security team, as their existence may create a false sense of security. 

A.11 Access control
A.11.3 User responsibilities 
Objective: To prevent unauthorised user access, and compromise or theft of information and information-processing facilities. 
Number 

Report comment 
Management of the help desk system dealing with lost or forgotten passwords needs special care, as this may also be a means of attack to the password 
system. 

A.11.3.1 

A.11.3.2 
Consider the option of automatically locking machines (with a password-protected screen saver) when machines are left unattended. 
Look at automatically logging off users from servers/PCs when the session is finished. 

A.11.5 Operating system access control 
Objective: To prevent unauthorised access to operating systems. 
Number 

Report comment 
Users should be educated in the dangers of sharing their passwords with peers and support personnel. A.11.5.1 

A.11.5.2 
Consider 
-Objects such as memory tokens or smart cards that users possess can also be used for identification and authentication.  
-Biometric authentication technologies.  
-A combination of technologies and mechanisms securely linked will result in stronger authentication. 

A.11.5.5 
Consider the following for all users: 
- A time-out facility that clears the session screen and also, possibly later, close both application and network sessions after a defined period of inactivity. 
-A limited form of time-out facility which clears the screen and prevents unauthorised access but does not close down the application or network sessions. 

A.11.5.6 Limit the duration of active sessions on high risk applications so that users have to re-authenticate when they return from a period of inactivity. 
A.11.7 Mobile computing and teleworking 
Objective: To ensure information security when using mobile computing and teleworking facilities. 
Number 

Report comment
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A.11.7.1 Training should be provided for personnel using mobile computing to raise their awareness of the additional risks resulting from this way of working and the 
controls that should be implemented. 

A.11.7.2 
The security policy should stipulate what work is permitted, the hours of work, the classification of information that may be held and the internal systems and 
services that the teleworker is authorised to access. 
Training should be provided to raise awareness of the additional risks resulting from this way of working and the controls that should be implemented. 

A.12 Information systems acquisition, development and maintenance
A.12.3 Cryptographic controls 
Objective: To protect the confidentiality, authenticity or integrity of information by cryptographic means. 
Number 

Report comment 
Organisational security policy should be updated to include guidelines on the use of cryptography. A.12.3.1 

A.13 Information security incident management 
A.13.1 Reporting information security events and weaknesses 
Objective: To ensure information security events and weaknesses associated with information systems are communicated in a manner allowing timely corrective action to be taken. 
Number 

Report comment 
Suitable processes should be put in place to report observed or suspected security weaknesses, incidents, malfunction and anomalous system behaviour. A.13.1.1 

A.15 Compliance 
A.15.1 Compliance with legal requirements 
Objective: To avoid breaches of any law, statutory, regulatory or contractual obligations, and of any security requirements. 
Number 

Report comment 
-Appropriate technical and organisational measures to protect personal information should be implemented. 
-Data-protection and privacy policy should be communicated to all persons involved in the processing of personal information. 

A.15.1.4 



 
Upasna Bechan 
0897-162-5  9  

6.5 TEST CASE 2 – FINANCIAL INSTITUTION 

Interview 2 was conducted with the head of security at a company that is a mortgage 

finance provider. Like the interviewee from interview 2, this candidate has expert 

knowledge on IT security and has been working in this field for many years. The 

company has employees on site that develop production software and also provide an 

administrative and support function. They also have customers that access their 

production software online and/or call into the call centre to make further inquiries. The 

financial institution has a good level of security in place with 23 of the 33 suggested 

controls in place, as per the interview responses in Error! Reference source not found. 

of Appendix A. Of the remainder, five were not implemented, three are considered 

partially implemented with room for improvement, and two are not applicable. Control 

A.10.9.2 Online transactions is not relevant, as customers cannot do online transacting; 

and A.11.7.2 Teleworking is not allowed – there are satellite offices, but these have the 

same security as head office. 

Recommendations in Table 6.2 are provided for implementation of controls that are not 

in place and for those controls where there is partial implementation. Information 

exchange policies and procedures (A.10.8.1) and Policy on the use of cryptographic 

controls (A.12.3.1) is currently not in place and need to be formulated. There is an 

organisational security policy but there needs to be regular Review of the information 

security policy (A.5.1.2). Hand in hand with policy update is education and awareness 

training on those controls. Currently users are given no training and are told “it’s for 

security purposes”. By providing Information security awareness, education and training 

(A.8.2.2), users are empowered to make correct choices and decisions to keep 

personal and organisation data safe. Users need to be aware of their responsibility not 

to compromise the organisation with regard to Information exchange policies and 

procedures (A.10.8.1). The last control not implemented is A.15.2.1 Compliance with 

security policies and standards. Security is currently viewed as the responsibility of the 

security team – managers need to shift this responsibility onto their individual team 

members.  

Two major areas of concern not fully explored in the interview are A.10.6.1 Network 

controls and A.12.5.4 Information leakage. As with the IT company test case, when 

reviewing Network controls, monitoring can be used as one of the tools to mitigate the 
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risk from within the organisation once the users are past perimeter security. Monitoring 

of personnel and system activities as well as resource usage is also helpful when 

dealing with Information leakage (A.12.5.4) 
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Table 6.2 Financial institution report 
A.5 Security policy
A.5.1 Information security policy 
Objective: To provide management with direction and support for information security in accordance with business requirements and relevant laws and regulations.
Number 

Report comment 
Can be more secure by making specific mention of phishing in the policy document and review the policy when new attack vectors become known or after a 
phishing attack. 

A.5.1.2 

A.8 Human resource security 
A.8.2 During employment 
Objective: To ensure that all employees, contractors and third party users are aware of information security threats and concerns, their responsibilities and liabilities, and are 
equipped to support organisational security policy in the course of their normal work, and to reduce the risk of human error. 
Number 

Report comment 
It’ important to empower users by providing phishing awareness, education, and training suitable and relevant to the person’s role, responsibilities and skills. 
It should include information on known threats, who to contact for further security advice and the proper channels for reporting information security incidents. 

A.8.2.2 

A.10 Communications and operations management
A.10.6 Network security management 
Objective: To ensure the protection of information in networks and the protection of the supporting infrastructure. 
Number 

Report comment 
Vulnerable to internal attacks. Review the threat from within the organisation, users that plug devices into the network internally and install applications on 
desktops. 

A.10.6.1 

A.10.8 Exchange of information 
Objective: To maintain the security of information and software exchanged within an organisation and with any external entity. 
Number 

Report comment 
Verify that the organisational security policy covers unauthorised modification of exchanged information, detection of and protection against malicious code, 
and acceptable use of electronic communication facilities.  
Ensure users are aware of their responsibility not to compromise the organisation: They should take appropriate precautions, e.g. not to reveal sensitive 
information to avoid being overheard or intercepted when making a phone call, and not register demographic data, such as the email address or other 
personal information, in any software to avoid collection for unauthorised use. 

A.10.8.1 

A.12 Information systems acquisition, development and maintenance
A.12.3 Cryptographic controls 
Objective: To protect the confidentiality, authenticity or integrity of information by cryptographic means. 
Number 

Report comment 
Organisational security policy should be updated to include guidelines on the use of cryptography or a specific policy document on cryptography should be 
created. 

A.12.3.1 

A.12.5 Security in development and support processes 
Objective: To maintain the security of application system software and information. 
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Number 
Report comment 
To timeously uncover information leakage from within, the following should be considered: 
-Scanning of outbound media and communications for hidden information. 
-Regular monitoring of personnel and system activities, where permitted under existing legislation or regulation. 
-Monitoring resource usage in computer systems. 

A.12.5.4 

A.15 Compliance 
A.15.2 Compliance with security policies and standards, and technical compliance 
Objective: To ensure compliance of systems with organisational security policies and standards. 
Number 

Report comment 
Managers should be tasked to ensure that all security procedures within their area of responsibility are carried out correctly to achieve compliance with 
security policies and standards. 

A.15.2.1 
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The final comment was “There are definitely gaps … and we have things like activex or 

whatever that are also weaknesses in a secure system, a totally secure system, so  is it 

enough what I’ve answered yes to yes, I think so until you’re proved otherwise then 

you’re kind of ok … if you followed this to the letter like you say if you’re totally 

greenfields I think you’d do pretty well … I don’t think you can do a hell of a lot less 

though than what’s stated here because there are so many vulnerabilities out there and 

I think it’s a very serious problem …” 

 

6.6 TEST CASE 3 – BANKING INSTITUTION 

Interview 3 was conducted with the head of the internet channel (business) at a South 

African banking institution – the interview comments are included in Error! Reference 

source not found. of Appendix A. The bank was chosen because of their active use of 

phishing policy and security measures on their internet banking site and within the 

organisation. The interviewee has broad-based knowledge of IT concepts and ISO 

standards, conceptual industry knowledge and insight into how the business is 

attempting to curb information security threats.  

The South African banking institution has internal employees working on applications 

and within the company network as well as internet banking customers. The interview 

guide does not distinguish between these two types of users; therefore interview 

responses are sometimes mixed. Where there is ambiguity the context of the response 

has been indicated. The bank is a member of an international banking group and is 

listed on the London Stock Exchange; therefore they need to comply with both local 

and international legislation. 

Security policy and controls are in place and the bank has a high adherence to security 

standards. Of the 33 controls in the phishing-prevention framework, only one was 

definitely not implemented, one control was partially implemented (response marked as 

Y and N) and three had no response. Control A.11.7.1 Mobile computing and 

communications is marked as partially implemented because the company has users 

that will access their network externally from mobile devices but they do not allow 
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mobile access internally. The three controls with no response, A.10.8.1, A.10.8.4 and 

A.12.3.1, are marked as such because the interviewer was uncertain about the controls 

in question. The one control that was definitely not implemented is A.11.5.6 Limitation 

of connection time. The reason given for not implementing this control was as long as 

users continue using the application, revenue is being generated. The risk is if users 

stay logged into the application indefinitely (to prevent re-authenticating themselves) 

there is an open session that can be used by hackers to attempt brute force attack on 

the system. 

The rest of the controls are in place although there is potential to improve security by 

implementing more of the actions that are listed. The report of suggested improvements 

is given in Table 6.3. Control A.8.2.2 Information security awareness and training and 

A.11.7.1 Mobile computing and communications can be enhanced by further education 

and awareness training. A.10.8.1 Information exchange policies and procedures could 

also be enhanced by making users aware of their responsibilities. Control A.13.1.1 

Reporting information security events and A.13.1.2 Reporting security weaknesses will 

benefit by defining clear procedures to be followed in reporting security events and 

weaknesses. Control A.10.4.2 Controls against mobile code, A.10.8.1 Information 

exchange policies and procedures, and A.12.3.1 Policy on the use of cryptographic 

controls all require the company to update the company security policy or create 

specific policy documents on this objective. Control A.10.6.1 Network controls is 

satisfied by the use of firewall software. This provides perimeter protection only; 

therefore the bank is at risk from internal attacks. Control A.10.8.4 Electronic 

messaging requires the company to improve their security by better control of access 

from public networks and users obtaining permission before using public services such 

as instant messaging internally. Network routing control A.11.4.7 requires a business to 

implement software that verifies source and destination addresses – it was not clear 

from the interview whether this was in place. As businesses rely heavily on networks, it 

is worth double-checking. The actions required for Control A.11.5.1 Secure log-on 

procedures describe many levels of validation during log-on attempts and this should 

be reviewed for ideas on improvement. Control A.12.5.4 is a complex output to achieve 

and the suggested actions can only improve what is currently in place. Ideas to 

consider are using systems and software of high integrity that have been evaluated by 

an international standards body such as ISO and monitoring personnel, system usage 

and resource usage. 
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Table 6.3 Banking institution report 
A.5 Security policy
A.5.1 Information security policy 
Objective: To provide management with direction and support for information security in accordance with business requirements and relevant laws and regulations.
Number 

Report comment 
Monthly review should be adequate to include any policy updates required when new attack vectors become known or after a phishing attack. A.5.1.2 

A.8 Human resource security 
A.8.2 During employment 
Objective: To ensure that all employees, contractors and third party users are aware of information security threats and concerns, their responsibilities and liabilities, and are 
equipped to support organisational security policy in the course of their normal work, and to reduce the risk of human error. 
Number 

Report comment 
Training can be enhanced to cover the proper channels for reporting information security incidents. A.8.2.2 

A.10 Communications and operations management
A.10.4 Protection against malicious and mobile code 
Objective: To protect the integrity of software and information. 
Number 

Report comment 
Ensure authorised mobile code operates according to a clearly defined security policy. A.10.4.2 

A.10.6 Network security management 
Objective: To ensure the protection of information in networks and the protection of the supporting infrastructure. 
Number 

Report comment 
Firewall software protects against access to the internal system. The system is therefore at risk from internal attacks. A.10.6.1 

A.10.8 Exchange of information 
Objective: To maintain the security of information and software exchanged within an organisation and with any external entity. 
Number 

Report comment 
Verify that the organisational security policy covers unauthorised modification of exchanged information, detection of and protection against 
malicious code, and acceptable use of electronic communication facilities.  
Ensure users are aware of their responsibility not to compromise the organisation: They should take appropriate precautions, e.g. not to reveal 
sensitive information to avoid being overheard or intercepted when making a phone call, and not register demographic data, such as the email 
address or other personal information, in any software to avoid collection for unauthorised use. 

A.10.8.1 

A.10.8.4 
The organisation should put controls in place to protect messages from unauthorised access, modification or denial of service, and implement 
stronger levels of authentication controlling access from publicly accessible networks. 
Users must obtaining approval prior to using external public services such as instant messaging or file sharing. 

A.11 Access control
A.11.4 Network access control 
Objective: To prevent unauthorised access to networked services. 
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Number 
Report comment 
The interviewee did not mention whether these controls were in place – this should be verified: 
- Routing controls should be based on positive source and destination address-checking mechanisms. 
- Security gateways can be used to validate source and destination addresses. 

A.11.4.7 

A.11.5 Operating system access control 
Objective: To prevent unauthorised access to operating systems. 
Number 

Report comment 
Log-on procedures could be stronger. The company should consider implementing the following: 
- Validate the log-on information only on completion of all input data. If an error condition arises, the system should not indicate which part of the 
data is correct or incorrect. 
-Limit the number of unsuccessful log-on attempts allowed, e.g. to three attempts, and consider: 
1) recording unsuccessful and successful attempts; 
2) forcing a time delay before further log-on attempts are allowed or rejecting any 
further attempts without specific authorisation; 
3) disconnecting data link connections; 
4) sending an alarm message to the system console if the maximum number of log-on 
attempts is reached; and 
5) setting the number of password retries in conjunction with the minimum length of the password and the value of the system being protected. 
-Limit the maximum and minimum time allowed for the log-on procedure. If exceeded, the system should terminate the log-on. 

A.11.5.1 

A.11.5.6 
Users leave sessions open to prevent re-authenticating. This leaves the application vulnerable to brute force hacking attempts. High-risk 
application, e.g. internet banking, should time out after a reasonable time period. 

A.11.7 Mobile computing and teleworking 
Objective: To ensure information security when using mobile computing and teleworking facilities. 
Number 

Report comment 
- Users of mobile computing facilities in public places should take care to avoid the risk of overlooking by unauthorised persons 
- Training should be arranged for personnel using mobile computing to raise their awareness of the additional risks resulting from this way of 
working and the controls that should be implemented. 

A.11.7.1 

A.12 Information systems acquisition, development and maintenance
A.12.3 Cryptographic controls 
Objective: To protect the confidentiality, authenticity or integrity of information by cryptographic means. 
Number 

Report comment 
The respondent did not know whether there is policy. A policy on the use of cryptographic controls for protection of information should be 
developed and implemented. 

A.12.3.1 

A.12.5 Security in development and support processes 
Objective: To maintain the security of application system software and information. 
Number 

Report comment A.12.5.4 



 
Upasna Bechan 
0897-162-5  17  

Some measures are in place, yet the following will improve the protection against information leakage: 
-Masking and modulating system and communications behaviour to reduce the likelihood of a third party being able to deduce information from 
such behaviour. 
-Making use of systems and software that are considered to be of high integrity, e.g. using evaluated products (see ISO/IEC 15408). 
-Regular monitoring of personnel and system activities, where permitted under existing legislation or regulation. 
-Monitoring resource usage in computer systems. 

A.13 Information security incident management 
A.13.1 Reporting information security events and weaknesses 
Objective: To ensure information security events and weaknesses associated with information systems are communicated in a manner allowing timely corrective action to be taken. 
Number 

Report comment 
Suitable processes should be put in place to report security incidents and to give feedback on the attack.  A.13.1.1 

A.13.1.2 
Suitable processes should be put in place to report observed or suspected security weaknesses; malfunctions and anomalous system behaviour.  
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6.7 FINDINGS 

The findings from the three test cases revealed that all companies have areas for 

improvement. Policy updates, education, network controls and policy on cryptographic 

controls are common weaknesses in all the test cases. Other controls such as the lack 

of monitoring are a unique area for improvement in the IT company. The collated areas 

for improvement are shown in Table 6.4 below. 

Table 6.4 Test case report comparison 

 
IT 
Company  Financial  Bank 

A.5 Security policy      

A.5.1 Information security policy      

A.5.1.2 x  x  x 

A.6 Organisation of information security      

A.6.1 Internal organisation      

A.6.1.4 x     

A.8 Human resource security      

A.8.2 During employment      

A.8.2.2 x  x  x 

A.10 Communications and operations management      

A.10.4 Protection against malicious and mobile code      

A.10.4.1 x     

A.10.4 Protection against malicious and mobile code      

A.10.4.2     x 

A.10.6 Network security management      

A.10.6.1 x  x  x 

A.10.8 Exchange of information      

A.10.8.1   x  x 

A.10.8.4 x    x 

A.10.9 Electronic commerce services      

A.10.10 Monitoring      

A.10.10.1 x     

A.10.10.2 x     

A.10.10.3 x     

A.11 Access control      

A.11.3 User responsibilities      

A.11.3.1 x     

A.11.3.2 x     

A.11.5 Operating system access control      

A.11.5.1     x 

A.11.5.2 x     

A.11.5.5 x     

A.11.5.6 x    x 
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A.11.7 Mobile computing and teleworking      

A.11.7.1 x    x 

A.11.7.2 x     

A.12 Information systems acquisition, development and maintenance      

A.12.3 Cryptographic controls      

A.12.3.1 x  x  x 

A.12.5 Security in development and support processes      

A.12.5.4   x  x 

A.13 Information security incident management      

A.13.1 Reporting information security events and weaknesses      

A.13.1.1 x    x 

A.13.1.2     x 

A.15 Compliance      

A.15.1 Compliance with legal requirements      

A.15.1.4 x     
A.15.2 Compliance with security policies and standards, and technical 
compliance      

A.15.2.1   x   

It should be noted that the areas for improvement are also suggested where the 

company has implemented the control. The banking institution has implemented all but 

two controls. However, their security can be tightened by implementing the 13 

recommendations in their report. The company with the most opportunity for 

improvement was the IT company. The report generated after using the phishing-

prevention framework indicated some weaknesses in several areas that were identified 

by using the framework 

 

6.8 SUMMARY 

Three test cases were considered: an IT company, a financial institution and a bank. 

For each case, a senior member of staff gave his opinion on the comparison of what is 

required in the phishing-prevention framework versus what the company has 

implemented – this opinion was elicited in the form of interviews that were recorded. 

Thereafter a report was produced explaining the areas for improvement. The reports 

are given above in Table 6.1, Table 6.2 and Table 6.3.  

According to Lawrence, Corbitt, Fisher, Lawrence and Tidwell (1999), as cited in Van 

der Merwe et al. (2005), there is the potential for systems in an organisation to be 
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exposed to security and confidentiality breaches across the internet when the business 

establishes a web presence. This is evidenced by the finding of the test cases. Based 

on the responses, the IT company was least secure with 19 areas for improvement, 

followed by the banking institution with 13 areas for improvement. The most secure was 

the financial institution with seven areas for improvement. In some cases, the company 

had limited implementation of the control; in this case the control is included in the 

report with suggestions for further improvement. These controls contribute to the count 

of ‘least secure’ above. All three companies can benefit from policy updates, better 

education and training, and better procedures. 
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77..  DDiissccuussssiioonn  

7.1 INTRODUCTION 

In Chapter 1 the background to the research problem and the research question itself is 

presented. This chapter is devoted to a discussion of the findings from this research 

effort. The first section reflects on the research approach, research method, data 

collection and verification techniques chosen. The next section is a short discussion of 

the emergent themes before the reflections on the method and scientific contribution 

are presented. The chapter ends with concluding remarks. Figure 7.1 below gives a 

graphic representation of this structure. 

 

Figure 7.1 Graphical representation of Chapter 7 

 

7.2 REFLECTION: RESEARCH METHOD FOLLOWED 

A research effort begins with the identification of a problem followed by an approach to 

address that problem. Within this approach an appropriate research method is sought. 

Once the data needed is identified, data-collection methods are found and the findings 

verified. In Section Error! Reference source not found. the qualitative approach used is 
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compared with the characteristics identified by Hoepfl (1997); Section 7.2.1 compares 

the guidelines of Hevner et al. (2004) with the execution within this project; Section 

7.2.2 comprises remarks on the use of semi-structured interviews for data collection; 

Section 7.2.3 shows how the phishing-prevention framework was verified for 

completeness and utility; and Section 7.2.4 puts all these requirements into the context 

of the entire study. 

7.2.1 Reflection: Design research applied in the study 

This research project used design research as the method of choice. The seven 

characteristics of design research are summarised in Error! Reference source not 
found. of Chapter Error! Reference source not found.. Guideline 1 refers to the 

creation of an innovative, purposeful artefact. The purpose of the phishing-prevention 

framework is to help a business evaluate its protection against identity theft and 

implement a set of controls that provides good protection; hence the requirement of 

purposeful is satisfied. It may be argued that the suggested phishing-prevention 

framework is not innovative, but innovation does not always include something new, it 

can also build on what already exists. The framework targets the security sector, 

specifically combating phishing attacks; therefore Guideline 2 regarding a specified 

problem domain is satisfied. According to the Free On-line Dictionary of Computing, the 

word ‘evaluation’ refers to the process of examining a system or system component to 

determine the extent to which specified properties are present (On-line Dictionary, 

2008). Within this study, the system component being examined is the phishing-

prevention framework and the specified properties are qualities of completeness, 

elegance, understand-ability, and ease of use that is required of a construct within 

design research. From the checkpoint verification interview and final comment of the 

financial institution’s head of security, the phishing-prevention framework is considered 

complete. Elegance is subjective and a different kind of study will be needed to 

determine this property properly. The phishing-prevention framework was deemed 

understandable and easy to use by all interviewees. A word of caution: The phishing-

prevention framework was not evaluated by a company that has no security measures 

in place, which means there may be challenges there. Guideline 5 requires the artefact 

to be rigorously designed, formally represented, coherent and internally consistent. The 

rigour in design is explored in Chapter Error! Reference source not found. where the 
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process of adapting the SANS standard is discussed and the phishing-prevention 

framework is formally presented in Error! Reference source not found., where for 

each business area the objective, set of outputs, controls, threats and actions are 

tabulated. For Guideline 6 to be satisfied a problem space is created and a mechanism 

proposed to find an effective solution. The problem space here is the challenge of 

protecting a business against online identity theft; the solution is to secure the business 

against phishing attacks and the mechanism to achieve that is to apply the phishing-

prevention framework. The final guideline to consider is ensuring results are 

communicated effectively – this is achieved by creating the reports of recommended 

actions (Error! Reference source not found., Error! Reference source not found. 
and Error! Reference source not found.) and through this thesis. 

7.2.2 Reflection: Data collection  

The interview guide used for this research is available on the included CD. The 

document comprises the following sections: purpose; interviewer guidelines; 

introductory comments; diagrammatic representation of where controls fit into a 

company’s security plan; the table of controls for prevention of phishing attacks; table of 

controls that are not adapted for a phishing attack; and the table for interview 

responses. As stated in Section Error! Reference source not found., the interviewees 

elaborated on how their companies implemented certain controls, the shortcomings 

they saw in their security strategies and general industry knowledge regarding security. 

The interview format was fluid but kept on track by the interviewer. 

7.2.3 Reflection: Verification technique  

The data collected during interviews was used to verify the completeness and 

usefulness of the phishing-prevention framework. To satisfy the quality of completeness 

the interviewee (during the checkpoint verification interview) was asked to confirm that 

the phishing-prevention framework has all the necessary controls and that none of the 

controls listed are extraneous. This was confirmed as per the final comment: “From an 

academic point of view, it is my opinion that I think Table 1 is appropriate” where Table 

1 refers to the table of controls for prevention of phishing attacks in the interview guide. 

To establish usefulness, the phishing-prevention framework was used to audit the 
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security controls at three companies by conducting interviews with a senior member of 

staff from each organisation. The first interview was with the head of security at an IT 

company, the second with the head of security at a financial institution and the last 

interview was with the head of the internet channel at a bank. All three interviews were 

conducted one on one, either in person or telephonically, and the interviews were 

recorded. After the interview the responses were documented and a report drawn up 

showing where controls are missing or can be enhanced by implementing relevant 

actions. After the three test cases there is strong evidence that the phishing-prevention 

framework is useful as a guideline in securing a company against phishing. However, 

for future research it might be useful to verify this finding in a more extensive research 

project. A project of this magnitude is beyond the scope of this thesis. 

7.2.4 Reflection: Summary 

In conclusion, this project attempted to source an international security standard, adapt 

it for phishing, do a verification checkpoint to ensure that the phishing-prevention 

framework is complete, conduct test cases to prove the usefulness of the framework 

and produce a report of recommendations. After comparing 13 security standards, 

ISO/IEC 17799 was chosen as basis for the adaptations. Allen (2005) claims that 

ISO/IEC 17799 is one of the most authoritative sources for defining and deploying an 

enterprise-wide approach to information security. The process of adapting the standard 

was to assess what the phishing-related threats are for each control listed in the 

standard and then map the actions to be taken to combat that threat to each control. 

The threats were sourced from existing literature and actions from the implementation 

guidance in the SANS 17799 standard. The verification checkpoint was an interview 

with a security professional in the academia who corroborated the completeness of the 

phishing-prevention framework. The test cases were semi-structured interviews with 

three companies that have existing security infrastructure in place – during the 

interviews the aim was to ascertain how well their current security measures combat 

the phishing threat. Once the gaps in the security measures were found, a report of 

suggested actions was drawn up. The suggested actions will help the company remove 

the existing vulnerabilities to phishing attacks. 
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7.3 EMERGENT THEMES 

The research problem addressed here is how an existing standard can be adapted to 

develop a framework that protects against phishing. During the course of the interviews 

it emerged that companies have controls in place to address the security objective but 

that there is high responsibility on users to make security-conscious decisions. The 

company is vulnerable when users are not empowered or fail to make the most secure 

decision. Consistently in all companies surveyed there was a need for users to have 

better training and security awareness. On a positive note, the study by Egelman et al. 

(2008: 1065–1074) shows that effective browser warnings may mitigate the need for 

user education. User-centric issues that emerged are:  

• Knowing what phishing is 

• To align actions to not be susceptible to social engineering 

• How to transact securely when using mobile devices in public places 

• The guidelines and best practices on teleworking 

• The precautions to be taken when being redirected to a third party site 

• The appropriate privacy and security browser settings 

• How and when to report security events, weaknesses and suspicious abnormalities 

• Terminating sessions, application access and locking machines when a task is 

complete or when going away 

In addition to the user responsibilities above, there is the threat from within once an 

attacker or careless user gets through the perimeter security. Organisations have good 

perimeter protection and physical security within the buildings but assume that once 

within the boundary all transactions are secure and users behave ethically. As per the 

comment from the interview with the employee of the financial institution “… 80% of 

information leakage is usually internal (by employees)”. Careless users can be 

educated to not plug in suspicious devices onto the network, follow html links in emails, 

etc. Leizerov and Tretick (2008) cite Ernst and Young’s 10th annual Global Information 

Survey, which polled 1 233 organisations in 51 countries, and assert that the human 

element of data security, and specifically the insider threat, is causing increased 

concerns. The authors maintain that current, temporary and former employees who are 

already inside an enterprise are the threats. Such insiders can operate, with limited risk 
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of detection, through their intimate knowledge of the system, its plausible access 

requirements, and the organisation’s controls. Non-technical and human behaviour-

based forms of intrusion are common enough that they are now significant causes of 

identity theft. What makes the insider threat so prevalent is that most breaches involve 

unsophisticated methods of gaining access and occur during normal working hours 

(Leizeroy & Tretick, 2008). The interview responses regarding limited controls within the 

“castle walls” bear witness to the statements made by Leizeroy and Tretick (2008). 

In conclusion, even though the intention was to focus on company-specific security 

measures, there is a large component of user-specific measures that need to be 

addressed when protecting a company against phishing attacks. 

 

7.4 REFLECTION: RESEARCH DESIGN 

This section explores the appropriateness of the research method chosen, the 

method’s influence (if any) on the findings and any shortcomings of this method. The 

second part of this section presents what was learnt during this endeavour and the 

contribution made to the scientific body of knowledge. 

7.4.1 Method reflection 

The methods employed were design research and the data-collection techniques of a 

literature review and semi-structured interviews.  

The literature review was divided into two parts: an exploration of the phishing and 

identity theft threats, and an investigation into available security standards. The foray 

into phishing and identity theft established an understanding of the phishing domain 

and identified current threats and countermeasures. With the input from the literature 

review, the researcher was able to adapt the SANS standard with threats related to 

each control. The examination of available security standards allowed the researcher to 

identify candidate standards for adaptation and to select the ISO/IEC 17799 with 

confidence. Lastly the literature review revealed that a framework does not currently 

exist that specifically addresses the phishing and identity theft threat at a company 
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level. Without the exploration of phishing and standards it would not have been possible 

to establish these outcomes, therefore a literature review is appropriate. The choice of 

material included in the phishing literature review had a direct correlation with the 

threats that were used to adapt the standard – its possible relevant threats were left out 

but additional threats would serve to improve the completeness, not the utility of the 

framework. The survey of available standards was achieved by studying publications 

that already compared 13 standards – the researchers opinion is no further advantage 

could be gained by directly reviewing each standard. There is so much overlap of 

controls within standards that the three standards, ISO/IEC 17799, NIST 800-26 and 

DCID 6/3, were strong contenders to base the adaptation on. The choice of ISO/IEC 

17799 is based on it being an internationally recognised standard that is well respected 

by authors such as Allen (2005). The phishing-prevention framework is a direct 

adaptation of the ISO/IEC standard, so clearly there was direct influence of the choice 

of standard on the final framework. The phishing-prevention framework would have 

been structured differently if a different standard was chosen, but the super set of 

controls and security issues to be addressed would have been very similar hence 

ISO/IEC 17799 is an appropriate choice. 

As discussed in section 7.2.2, the choice of semi-structured interviews was in keeping 

with the nature of security research. During the course of the interviews, even though 

the interviewees extended their comments to general security concepts, the order of 

business areas discussed followed the interview guide strictly. Most times the 

interviewer prompted for the next response and clarified the control. Given the flow of 

the interview that ensued, the interviews were probably more structured than 

unstructured. The duties of the interviewer included clarifying the questions, moving 

conversation from one question to the next and explaining the expected feedback. On 

the negative side, the interviewer explained the controls and contextualised the 

questions based on personal understanding and experience of these concepts – it is 

entirely possible that there are other facets to the objectives and controls that were not 

explored. The selection of actions in the phishing-prevention framework (from the 

implementation guide in SANS 17799) and recommendations that followed in the report 

are subjective – there are other actions and recommendations that could assist in 

making a company more secure.  
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The business problem restated relates to how a business can ensure that it has 

adequate protection against identity theft through phishing attacks. Design research 

addresses this question by proposing that the researcher produce a purposeful, 

thoroughly evaluated artefact, construct a problem space to test it in, and communicate 

the results of using the artefact. From Error! Reference source not found., the 

artefact could be a construct, model, methods, instantiations or better theories. Design 

research gives the researcher flexibility in the choice of artefact, and imposes rigour by 

specifying a problem space to be constructed. The research method could influence the 

findings because of the choice of controls and actions included in the artefact (the 

phishing-prevention framework). The creation of problem space and testing of the 

artefact could also influence the results due to the researcher being involved in the test 

case interviews.  

7.4.2 Scientific reflection 

The context within which this research problem is situated is businesses with users and 

applications connected internally on a local area network (LAN) and externally through 

the world wide web. The problem identified is how to protect those businesses from 

online identity theft through phishing attacks. The solution offered is to use the 

suggested phishing-prevention framework to audit the existing infrastructure and 

update the controls where lacking. For a company with no existing security 

infrastructure, the framework provides a guideline or list of controls to implement. 

The first findings during the design research process was that, despite the proliferation 

of standards, processes, information and guidelines available, companies are still 

combating security and specifically the phishing threat in an unstructured manner – 

they make use of standard security policies which do not cover the phishing threat 

specifically and are not reviewed regularly. They are very aware of the risk, but often 

assume the standard information security measures will suffice, e.g. firewall perimeter 

security and nothing internally. This approach leads one to infer that better 

standardisation is required, perhaps with more organisations collaborating and 

releasing a combined recommendation. 

One of the emergent themes identified was the role and responsibilities of the user. 

User mistakes, poor decisions on the part of the user and malicious users put the 
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organisation at risk of identity theft. This study highlighted the critical role of the user 

and suggests that further work is required in this area. 

Lastly, the interview participants were all very willing to talk and share their expertise 

(barring anything confidential). They are attending conferences, subscribing to security 

updates and networking with fellow security professional. This one-on-one collaboration 

and learning will impact the companies that these professionals work for. However, the 

researcher suggests a more formalised approach to information sharing at the company 

level. Companies interface with each other when the employee of one company is 

redirected to the website of another. The company interfaces are also crossed with 

email traffic and users making use of instant messaging. If companies collaborate on a 

strategic level to provide safe, well-defined, mutually agreed ways of interacting with 

each other then ideally no company will put another company at risk, and well-behaved 

users from one company will not take any action that will put a collaborating company 

at risk.   

 

7.5 SUMMARY 

The qualitative research approach was used, as this study satisfies all the qualitative 

characteristics of a natural setting, the researcher as human instrument of data 

collection, interpretive character, seeking uniqueness of each case, and emergent 

design. Within this approach, design research was considered the most appropriate 

research method. By using design research a purposeful, innovative, rigorously 

designed artefact is created, which was then applied in a problem space and the results 

communicated to stakeholders. The artefact was created by first performing a literature 

search to find a suitable international standard. The standard was adapted with 

information from the literature survey and verified for completeness through a 

checkpoint interview. Semi-structured interviews were also used to verify the 

effectiveness of the phishing-prevention framework.    

On reflection, the interviews were a lot more structured in format than anticipated. What 

emerged from the interviews was that the role of the user is more pivotal to company 
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security than anticipated. There is also an opportunity for more standardisation and 

collaboration at the company level to achieve better cross-company security. 
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88..  CCoonncclluussiioonn  aanndd  FFuurrtthheerr  RReesseeaarrcchh  

8.1 INTRODUCTION 

This study commenced with the focus on how an existing standard can be adapted to 

develop a framework for protecting businesses against phishing attacks. The 

background to the problem was investigated through a literature survey. The literature 

survey revealed that many organisations and government initiatives have made 

recommendations on security guidelines. However, there is general acceptance and 

respect for the ISO/IEC 17799 standard. The literature also exposed the alarming cost 

to consumer and industry when an identity data is phished and the user’s identity has to 

be rehabilitated. 

According to the Gartner study, the 2006 victim population was estimated at 15 million 

victims. That means that every minute about 28½ people become a new victim of this 

crime, or a new victim in just over two seconds (ITRC 2007). To mitigate the time and 

cost of identities that are lost daily, the study took a qualitative approach using design 

research to investigate whether there is a structured manner for businesses to 

determine the controls that should be in place to protect against phishing attacks. In 

keeping with the design research tradition, a construct was created by adapting the 

SANS 17799 standard with threats and implementation guidelines from the literature. 

The construct or suggested framework is referred to as the phishing-prevention 

framework. The effectiveness of the phishing-prevention framework was verified by test 

cases, which entailed semi-structured interviews being held with domain experts from 

three companies. The responses from the interviews together with the suggested 

phishing-prevention framework were used to generate a report of recommendations per 

test case. 

While compiling the reports it became increasingly clear that the role of the user (both 

the company employee and the customer) is pivotal in keeping the company safe from 

phishing attacks. Further education and training will help to create empowered users 

that make security-conscious decisions in the work place, but the threat of social 

engineering is always present. The Achilles heel of security is human nature, sadly 

human nature is responsible for users ignoring browser warnings when software is 
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downloaded to their machines or they are redirected to a fake site. This is evidenced by 

Egelman et al.’s study (2008: 1065–1074) in which they found that online security 

indicators have historically failed users because users do not understand or believe 

them. The human quality of greed motivates users to be the insider threat that causes 

80% of losses, according to anecdotal evidence. Companies can compensate for the 

actions of users by automating more processes, e.g. terminating open sessions, 

monitoring traffic on the network and blocking automatic downloads. It is the 

researcher’s opinion that companies can collaborate more among themselves and 

agree on interfaces among them that will ensure that user data that crosses from one 

business or website to another is adequately protected and is being handled in a 

consistently secure manner. 

 

8.2 RESEARCH QUESTIONS ANSWERED 

This study was initiated with the four research sub-questions listed below:  

1. What is phishing and how is it used in practice for identity theft? 

2. What security standards/policies/frameworks currently exist? 

3. What are the elements of a phishing-prevention framework that can be used to 

determine whether existing security controls provide adequate protection against 

phishing, and which additional controls and implementation actions are required?  

4. To what extent can practitioners use the phishing-prevention framework as a 

guideline in determining weaknesses in current control processes? 

Sub-question 1, What is phishing and how is it used in practice for identity theft? was 

addressed in Chapter Error! Reference source not found.. The term ‘phishing’ is 

used to describe the range of methods used to illegally obtain information. Within the 

identity theft problem space, personal identifiers are illegally obtained by exploiting 

human, technical and a combination of both vulnerabilities. In the section on Sub-

question 2, What security standards/policies/frameworks currently exist?, 13 existing 

standards/policy documents were discussed and compared, which exposed ISO/IEC 

17799 as a widely acceptable, commonly accepted standard. The first part of Sub-

question 3, What are the elements of a framework that can be used to determine 
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whether existing security controls provide adequate protection against phishing?, was 

answered by developing the phishing-prevention framework. The original SANS 17799 

standard was adapted by cross-referencing phishing threats with implementation 

guidelines and eliminating redundant controls. The second part of Sub-question 3, and 

which additional controls and implementation actions are required? was explored by 

doing a checkpoint verification of the results which confirmed the framework to the 

complete and adequate. To answer Sub-question 4, To what extent can practitioners 

use the phishing-prevention framework as a guideline in determining weaknesses in 

current control processes?, test cases were conducted with medium-sized companies 

that have online users and a high need for information security.  

The findings communicated back to the management stakeholders revealed a common 

need for ongoing education, policy creation or updates, and a looming threat of insider 

exploits. The findings communicated to the technical audience is that there is strong 

evidence that the suggested phishing-prevention framework can be used as a guideline 

to protect against phishing attacks. Therefore, the main research question, How can 

existing standards be adapted to develop a framework for protection against phishing?, 

is satisfied by combining the results of all sub-questions. 

This is an initial contribution that may require more research before the findings can be 

generalised to provide guidelines that practitioners can use in order to assist them in 

incorporating anti-phishing measures. It is not a comprehensive set of guidelines; it is 

only an attempt towards simplification of this complex problem. Future research areas 

to build on these findings are provided in Section 8.3. 

 

8.3 FURTHER RESEARCH 

Based on the phishing-prevention framework evaluation in Chapter Error! Reference 
source not found. and reflections in Chapter Error! Reference source not found., 
the following future research endeavours are identified. 

The protocol for secure interaction between businesses is an area that needs to be 

explored further. In addition to technical guidelines for moving data, businesses should 
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also agree on a code of conduct and possibly create a citadel as custodians of secure 

conduct in business. 

Only three companies were used for the test cases and although the reports generated 

revealed gaps in their security, the study can be expanded to conduct more test cases 

where:   

• companies have no dedicated security personnel, i.e. they outsource their 

networking and security; and 

• companies have no existing security policies, procedures and infrastructure.  

Perhaps a follow-up study would also be illuminating to examine the companies’ 

reaction to the assessment and recommendations, and what actions they have 

subsequently taken. 

As part of the test case, a gap analysis is conducted to understand which of the 

suggested controls are already in place and to what level they are implemented. This 

gap analysis could be automated. Karabacak and Sogukpinar (2006: 413–419) list the 

following tools for ISO/IEC 17799 compliance checking: Riskwatch, Cobra, CRAMM, 

ISO 17799 Toolkit, Incremental Information Security Certification, and ISRAM 

(Information Security Risk Analysis Method). If a company had already invested effort 

using one of these tools for risk analysis then it can leverage off the results by mapping 

the phishing-prevention framework controls against the controls audit results from the 

tool. It may also reduce interviewer bias by using a tool. The effort required to update 

these tools to offer a specialised subset as per the phishing-prevention framework 

could also be examined. 

Karabacak and Sogukpinar (2006: 413-419) also suggest a mathematical formula to 

calculate the CompliancePercentage. The CompliancePercentage formula takes into 

account a weighted value for each control question included and the weighted 

response. This formula could be used to work out the compliance when preparing the 

report, however the weighting of each control question and answer will have to be 

predetermined by a compliance team. A further research effort is required to 

incorporate this refinement.  
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The study followed the process steps of Hevner et al (2004) in identifying a problem, 

suggesting and developing the solution, and thereafter evaluating and communicating 

the results to a technical and management audience. Absent from this execution was 

the demonstration process element of Peffers et al. (2008) as defined in their DSRM 

process model. An area for future research is to extend the study to include the 

demonstration phase. 

 

8.4 CONCLUSION 

In conclusion, the threat of identity theft through phishing attacks continues to grow as 

the use of stolen identities remains lucrative. The phishing-prevention framework was 

used effectively in three test cases highlighting the value of a customised security 

standard in the phishing domain. The ideology and process of adapting an existing 

security to satisfy a specific industry need can be extrapolated to other standards. 

Further research efforts are needed to better explore the possibility of standardising 

interfaces for the secure movement of data, the customisation of tools as the standards 

are adapted, and wider demonstration of the phishing-prevention framework by running 

more test cases.  
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Interview responses  
PHISHING-PREVENTION FRAMEWORK 
 
Table 7 Summarised IT company interview responses 
A.5 Security policy
A.5.1 Information security policy 
Objective: To provide management with direction and support for information security in accordance with business requirements and relevant laws and regulations.
Number Response (Y/N) Interview comment 
A.5.1.1 Y  
A.5.1.2 N Not done regularly because policy is pretty standard.
A.6 Organisation of information security 
A.6.1 Internal organisation 
Objective: To manage information security within the organisation. 
Number Response (Y/N) Interview comment 
A.6.1.4 Y and N Access is verified by HOD. Security is flawed due to: pressure from upper management to grant access even if against security policy, 

access is never revoked even when no longer required. 
A.6.1.7 Y Attend monthly meetings of security forum, make contact with fellow professionals in industry, reading up, and attend conferences, e.g. 

ITWeb. 
A.8 Human resource security 
A.8.2 During employment 
Objective: To ensure that all employees, contractors and third party users are aware of information security threats and concerns, their responsibilities and liabilities, and are 
equipped to support organisational security policy in the course of their normal work, and to reduce the risk of human error. 
Number Response (Y/N) Interview comment 
A.8.2.2 Y and N Information session during induction. Awareness training should be ongoing as become aware of new threats. 
A.10 Communications and operations management
A.10.4 Protection against malicious and mobile code 
Objective: To protect the integrity of software and information. 
Number Response (Y/N) Interview comment 
A.10.4.1 Y and N Makes use of antivirus software. Testing of software being developed in-house requires certain controls to be relaxed or in-house 

software will be flagged as malware. This reduces protection to the company. 
A.10.4.2 Y Makes use of antivirus software. Limits exposure from contractors by only allowing them access to isolated virtual local area network 

(VLAN). 
A.10.6 Network security management 
Objective: To ensure the protection of information in networks and the protection of the supporting infrastructure. 
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Number Response (Y/N) Interview comment 
A.10.6.1 Y and N Vulnerable to internal attacks. Protected against external attacks by firewall software. 
A.10.8 Exchange of information 
Objective: To maintain the security of information and software exchanged within an organisation and with any external entity. 
Number Response (Y/N) Interview comment 
A.10.8.1 Y Contained within the security policy user education (induction). 
A.10.8.4 Y and N Makes use of spam filters. Vulnerable to internal spoofing. Company relies on IE filters to be enabled and user education. 
A.10.9 Electronic commerce services 
Objective: To ensure the security of electronic commerce services, and their secure use. 
Number Response (Y/N) Interview comment 
A.10.9.1 N/A No specific protection. Relies on restricted zone transfers, firewalls, antivirus software, updated patches installed and use of strong 

passwords. 
A.10.9.2 N/A Depends on the developers to enforce this in the application 
A.10.9.3 Y No information available on company website. People display on Facebook and LinkedIn where they work so a list of company 

employees can be generated from these public sites. 
A.10.10 Monitoring 
Objective: To detect unauthorised information-processing activities. 
Number Response (Y/N) Interview comment 
A.10.10.1 Y and N Email is considered company property. MSN is not audited real time. Company-related data and not personal data is audited – machine 

access, i.e. log-in name is logged. Personal information can be access only if the employee’s machine is directly accessed, 
A.10.10.2 Y and N Websites visited, firewall monitoring, logs of email sender info. 
A.10.10.3 Y and N Anyone in the security team can access the logs. No one outside the security team can access the logs. 
A.11 Access control
A.11.3 User responsibilities 
Objective: To prevent unauthorised user access, and compromise or theft of information and information-processing facilities. 
Number Response (Y/N) Interview comment 
A.11.3.1 Y and N Users are required to change their password every 30 days and validation for strong passwords by attempting to crack them. Social 

engineering is a concern. 
A.11.3.2 N Exposed to this threat if users leave their machines unlocked. 
A.11.4 Network access control 
Objective: To prevent unauthorised access to networked services. 
Number Response (Y/N) Interview comment 
A.11.4.7 Y  
A.11.5 Operating system access control 
Objective: To prevent unauthorised access to operating systems. 
Number Response (Y/N) Interview comment 
A.11.5.1 Y There are ways around it. 
A.11.5.2 Y and N Working on improving this by implementing two-factor authentication. 
A.11.5.5 Y and N Users that have high port access are restricted to 30 minutes. 
A.11.5.6 N  
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A.11.7 Mobile computing and teleworking 
Objective: To ensure information security when using mobile computing and teleworking facilities. 
Number Response (Y/N) Interview comment 
A.11.7.1 Y and N When accessing company resources externally make use of secure remote virtual private network (VPN) client to limit which ports are 

allowed through. Social engineering is still an issue. 
A.11.7.2 Y and N Same comment as A.11.7.2. 
A.12 Information systems acquisition, development and maintenance
A.12.3 Cryptographic controls 
Objective: To protect the confidentiality, authenticity or integrity of information by cryptographic means. 
Number Response (Y/N) Interview comment 
A.12.3.1 N Use strongest cipher available. 
A.12.5 Security in development and support processes 
Objective: To maintain the security of application system software and information. 
Number Response (Y/N) Interview comment 
A.12.5.4 Y Anyone is able to get a list of employees from Facebook; user education is used to empower employees as access is not restricted. 
A.12.6 Technical vulnerability management 
Objective: To reduce risks resulting from exploitation of published technical vulnerabilities. 
Number Response (Y/N) Interview comment 
A.12.6.1 Y Create awareness by emailing staff; blackhole DNS name when MSN vulnerability becomes known. 
A.13 Information security incident management 
A.13.1 Reporting information security events and weaknesses 
Objective: To ensure information security events and weaknesses associated with information systems are communicated in a manner allowing timely corrective action to be taken. 
Number Response (Y/N) Interview comment 
A.13.1.1 N No formal procedure. Inform management and the relevant development team who may be able to assist. 
A.13.1.2 Y Audit by security expert within the company. 
A.15 Compliance 
A.15.1 Compliance with legal requirements 
Objective: To avoid breaches of any law, statutory, regulatory or contractual obligations, and of any security requirements. 
Number Response (Y/N) Interview comment 
A.15.1.4 Y and N HR and Admin teams use encrypted drives controlled by biometric access. No controls for other personal information. 
A.15.2 Compliance with security policies and standards, and technical compliance 
Objective: To ensure compliance of systems with organisational security policies and standards. 
Number Response (Y/N) Interview comment 
A.15.2.1 Y Responsibility of managers to enforce and ensure compliance. 
A.15.2.2 Y Continually checking for new attack vectors. 
General comments 
“…yes we could become very good at preventing information leakage and identity theft but at the same time the staff would be dejected and … at the end of the day people need to 
take responsibility for their identity and realise that it is a huge threat and I think it’s going to increase even more in South Africa … we are trying to empower the user and say … be 
paranoid by yourself, don’t just give information freely to people …what we have in place is mainly to protect our intellectual property and to sort of give a little protection towards 
the user but what we are trying to say to the users is listen you need to protect your own identity. 
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Table 8 Summarised financial institution interview responses 
A.5 Security policy
A.5.1 Information security policy 
Objective: To provide management with direction and support for information security in accordance with business requirements and relevant laws and regulations.
Number Response (Y/N) Interview comment 
A.5.1.1 Y Based on an MS book which prescribes continuous improvement. 
A.5.1.2 N Not formally reviewed at set intervals but the policy is updated as and when new threats/information becomes available.
A.6 Organisation of information security 
A.6.1 Internal organisation 
Objective: To manage information security within the organisation. 
Number Response (Y/N) Interview comment 
A.6.1.4 Y USB devices and PDAs can be missed, therefore security is improved by using end-point management process/devices to control what 

gets onto the network. 
Phishing protection is through mail security products and perimeter protection products. 

A.6.1.7 Y Stays in touch with the market, news groups, attend seminars, read magazines. 
A.8 Human resource security 
A.8.2 During employment 
Objective: To ensure that all employees, contractors and third party users are aware of information security threats and concerns, their responsibilities and liabilities, and are 
equipped to support organisational security policy in the course of their normal work, and to reduce the risk of human error. 
Number Response (Y/N) Interview comment 
A.8.2.2 N Limited education, users are told it’s for ‘security purposes’. Strong policy governs tools used and products are used to manage end-point 

access. 
A.10 Communications and operations management
A.10.4 Protection against malicious and mobile code 
Objective: To protect the integrity of software and information. 
Number Response (Y/N) Interview comment 
A.10.4.1 Y Multiple layers of email protection for inbound and outbound traffic. 
A.10.4.2 Y and N Lax security policy here as they have to allow certain applications that use activex controls. Difficult to balance the three equally important 

demands of cost effective, secure and usable. At any given time can only satisfy two of the three, therefore 100% secure is sacrificed for 
this control. 

A.10.6 Network security management 
Objective: To ensure the protection of information in networks and the protection of the supporting infrastructure. 
Number Response (Y/N) Interview comment 
A.10.6.1 Y and N Company concentrates on perimeter security as only trusted computers allowed on the network. There is physical security. On the 

perimeter where typically IP spoofing and data theft comes from we have multiple layers: traditional firewalls and IPS, strong password 
policy and encryption of outgoing data. Information sent out to banks use stronger security than SSL. 

A.10.8 Exchange of information 
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Objective: To maintain the security of information and software exchanged within an organisation and with any external entity. 
Number Response (Y/N) Interview comment 
A.10.8.1 N Policy is pushed down from the third party that receives information to the company sending it. There is no formal policy document but 

the convention is: 1) any client data is encrypted; and 2) financial information exchange is secured even further. 
A.10.8.4 Y Very little allowed. Limited access allowed to a small group of technically savvy users. 
A.10.9 Electronic commerce services 
Objective: To ensure the security of electronic commerce services, and their secure use. 
Number Response (Y/N) Interview comment 
A.10.9.1 Y Very little e-commerce requirements, only to allow customers to access online statements. Information is encrypted – sensitive but not 

financially threatening to anyone. 
A.10.9.2 N/A Do not have online transactions. 
A.10.9.3 Y Encrypted, makes use of web log-ins. 
A.10.10 Monitoring 
Objective: To detect unauthorised information-processing activities. 
Number Response (Y/N) Interview comment 
A.10.10.1 Y Real time monitoring – notification goes out if an attack is detected, regular external audits to review security (technical and management 

controls), auditing of object changes. 
A.10.10.2 Y System access is recorded and analysed on request. 
A.10.10.3 Y Kept in a secure location with access limited to authorised personnel. 
A.11 Access control
A.11.3 User responsibilities 
Objective: To prevent unauthorised user access, and compromise or theft of information and information-processing facilities. 
Number Response (Y/N) Interview comment 
A.11.3.1 Y Strong password policy. Very tight at user account level: strong passwords, change frequently, use special characters, enforce length, no 

sharing permitted. 
A.11.3.2 Y Part of the security policy. Eight minutes of screen inactivity causes screen lock, every night machines shut down and restart so open log-

ins are reset, physical security on doors, security cameras. 
A.11.4 Network access control 
Objective: To prevent unauthorised access to networked services. 
Number Response (Y/N) Interview comment 
A.11.4.7 Y Perimeter level control. Very restricted group of people allowed to make modifications. Firewall configuration is copied and backed up so 

a record is kept of who made (potentially malicious) changes. 
A.11.5 Operating system access control 
Objective: To prevent unauthorised access to operating systems. 
Number Response (Y/N) Interview comment 
A.11.5.1 Y Built into active directory, three log-in attempts causes lock out, management request to unlock. 
A.11.5.2 Y  
A.11.5.5 Y Eight minutes. 
A.11.5.6 Y Applications will time-out after 30 minutes of inactivity after last mouse click. Screen will not lock. 
A.11.7 Mobile computing and teleworking 
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Objective: To ensure information security when using mobile computing and teleworking facilities. 
Number Response (Y/N) Interview comment 
A.11.7.1 Y Stronger policy for laptop users. File types from laptops are more restrictive when interfacing with network/servers, all data on servers 

and none stored locally, offline data is automatically encrypted, standard antivirus software. 
A.11.7.2 N/A  
A.12 Information systems acquisition, development and maintenance
A.12.3 Cryptographic controls 
Objective: To protect the confidentiality, authenticity or integrity of information by cryptographic means. 
Number Response (Y/N) Interview comment 
A.12.3.1 N No formal policy but convention is all client information leaving the company or shared is encrypted. 
A.12.5 Security in development and support processes 
Objective: To maintain the security of application system software and information. 
Number Response (Y/N) Interview comment 
A.12.5.4 Y and N Controls are in place. However 80% of information leakage is usually internal (by employees) so cannot prevent information leakage 

completely without preventing someone from doing their job. 
A.12.6 Technical vulnerability management 
Objective: To reduce risks resulting from exploitation of published technical vulnerabilities. 
Number Response (Y/N) Interview comment 
A.12.6.1 Y Regular audits are held. 
A.13 Information security incident management 
A.13.1 Reporting information security events and weaknesses 
Objective: To ensure information security events and weaknesses associated with information systems are communicated in a manner allowing timely corrective action to be taken. 
Number Response (Y/N) Interview comment 
A.13.1.1 Y  
A.13.1.2 Y Any vulnerabilities found are addressed. 
A.15 Compliance 
A.15.1 Compliance with legal requirements 
Objective: To avoid breaches of any law, statutory, regulatory or contractual obligations, and of any security requirements. 
Number Response (Y/N) Interview comment 
A.15.1.4 Y No data is sold or shared unless authorised. 
A.15.2 Compliance with security policies and standards, and technical compliance 
Objective: To ensure compliance of systems with organisational security policies and standards. 
Number Response (Y/N) Interview comment 
A.15.2.1 N Within the company it is considered the responsibility of the IT team to provide security. However, managers condone and comply with 

policy and procedures. 
A.15.2.2 Y  
General comments 
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There are definitely gaps … and we have things like activex or whatever that are also weaknesses in a secure system, a totally secure system so, is it enough what I’ve answered 
yes to yes, I think so until you’re proved otherwise then you’re kind of ok … if you followed this to the letter like you say if you’re totally greenfields I think you’d do pretty well … I 
don’t think you can do a hell of a lot less though than what’s stated here because there are so many vulnerabilities out there and I think it’s a very serious problem … 

 

Table 9 Summarised banking institution interview responses 
A.5 Security policy
A.5.1 Information security policy 
Objective: To provide management with direction and support for information security in accordance with business requirements and relevant laws and regulations.
Number Response (Y/N) Interview comment
A.5.1.1 Y  
A.5.1.2 Y Monthly review. 
A.6 Organisation of information security 
A.6.1 Internal organisation 
Objective: To manage information security within the organisation. 
Number Response (Y/N) Interview comment 
A.6.1.4 Y Very methodical approach due to parent company being listed on London Stock Exchange. Transgressions incur penalties. 
A.6.1.7 Y Banking council, payments association, banking ombudsman, special interest group for online security and fraud prevention. Also 

industry partners like SAPS, internet service providers and Striata. 
A.8 Human resource security 
A.8.2 During employment 
Objective: To ensure that all employees, contractors and third party users are aware of information security threats and concerns, their responsibilities and liabilities, and are 
equipped to support organisational security policy in the course of their normal work, and to reduce the risk of human error. 
Number Response (Y/N) Interview comment 
A.8.2.2 Y Regular online training modules for employees covering online security, fraud awareness and money laundering. Customer awareness 

and training covered by online notices on how to protect PIN and how to transact safely, also quarterly newsletters and collaboration with 
media (newspaper and radio). 

A.10 Communications and operations management
A.10.4 Protection against malicious and mobile code 
Objective: To protect the integrity of software and information. 
Number Response (Y/N) Interview comment 
A.10.4.1 Y Mail is scanned and suspicious content blocked, website and downloads policy in place. 
A.10.4.2 Y Block activex and javascript. 
A.10.6 Network security management 
Objective: To ensure the protection of information in networks and the protection of the supporting infrastructure. 
Number Response (Y/N) Interview comment 
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A.10.6.1 Y Make use of firewall software. 
A.10.8 Exchange of information 
Objective: To maintain the security of information and software exchanged within an organisation and with any external entity. 
Number Response (Y/N) Interview comment 
A.10.8.1 - Not sure about policy and guidelines on instant messaging. 
A.10.8.4 - 
A.10.9 Electronic commerce services 
Objective: To ensure the security of electronic commerce services, and their secure use. 
Number Response (Y/N) Interview comment 
A.10.9.1 Y Users are allowed to access only approved sites. E-commence transactions are allowed over SSL. 
A.10.9.2 Y There are very tight controls in place for third parties that transact with the bank’s applications. Confidentiality and privacy policies are 

very strict – personal data is stored on bank servers and systems over SSL, nothing on external websites. 
A.10.9.3 Y Servers are behind firewalls and data is stored on the bank’s servers internally – access control to data is very tight. Very difficult to hack 

into the company website and systems. 
There is copyright policy on the company website but it’s difficult to track and enforce. Unauthorised updates are reported by the 
customers and dealt with quickly. 

A.10.10 Monitoring 
Objective: To detect unauthorised information-processing activities. 
Number Response (Y/N) Interview comment 
A.10.10.1 Y All successful and failed attempts are logged. 
A.10.10.2 Y Used for trend analysis. Log information is reviewed periodically and updates are made as a result of review. For example, multiple failed 

log-in attempts from an IP in Nigeria could indicate a hacking attempt. 
A.10.10.3 Y  
A.11 Access control
A.11.3 User responsibilities 
Objective: To prevent unauthorised user access, and compromise or theft of information and information-processing facilities. 
Number Response (Y/N) Interview comment 
A.11.3.1 Y  
A.11.3.2 Y  
A.11.4 Network access control 
Objective: To prevent unauthorised access to networked services. 
Number Response (Y/N) Interview comment 
A.11.4.7 Y Partitions on the network for sensitive data, there are different DMZs with different levels of control, staff PCs sit behind firewalls. dial-up 

onto the network is very well monitored, there are applications that monitor and remove unauthorised programs from user machines. 
A.11.5 Operating system access control 
Objective: To prevent unauthorised access to operating systems. 
Number Response (Y/N) Interview comment 
A.11.5.1 Y Log-in to PCs is password controlled; domain password is revoked if not refreshed monthly. 
A.11.5.2 Y One-time password tokens required for RAS dial-up users. One-time password via short message service (SMS) for internet banking 

users. 
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A.11.5.5 Y Time-out after one minute. 
A.11.5.6 N Would like users to stay on the application as long as possible as this is a revenue-generating activity. 
A.11.7 Mobile computing and teleworking 
Objective: To ensure information security when using mobile computing and teleworking facilities. 
Number Response (Y/N) Interview comment 
A.11.7.1 Y and N Wireless access not allowed within the bank. For remote access from a wireless network, staff goes through a VPN tunnel. There are no 

controls for online banking customers using wireless connections. 
A.11.7.2 Y Users access the system and platforms according to their profile privileges. Access is via VPN tunnel into the network through a hard 

token. There is strict policy on remote access and employee good conduct where security is involved. 
A.12 Information systems acquisition, development and maintenance
A.12.3 Cryptographic controls 
Objective: To protect the confidentiality, authenticity or integrity of information by cryptographic means. 
Number Response (Y/N) Interview comment 
A.12.3.1 - Do not know whether there is policy. Company does use cryptography. Password PIN combination is encrypted. 
A.12.5 Security in development and support processes 
Objective: To maintain the security of application system software and information. 
Number Response (Y/N) Interview comment 
A.12.5.4 Y Email scanning not real time, actions are based on trend analysis. Data extraction from databases is controlled by password access and 

database privileges are based on profile. 
A.12.6 Technical vulnerability management 
Objective: To reduce risks resulting from exploitation of published technical vulnerabilities. 
Number Response (Y/N) Interview comment 
A.12.6.1 Y Robust, centrally managed patch control system. Industry partners such as Microsoft inform the bank of vulnerabilities, then relevant 

patches are pushed to employees PCs. 
A.13 Information security incident management 
A.13.1 Reporting information security events and weaknesses 
Objective: To ensure information security events and weaknesses associated with information systems are communicated in a manner allowing timely corrective action to be taken. 
Number Response (Y/N) Interview comment 
A.13.1.1 Y ISO manages and control incidents. They are the custodians of the policy. 
A.13.1.2 Y People pick up what they need to know. ISO is well known in the organisation and by convention incidents are reported to them. 
A.15 Compliance 
A.15.1 Compliance with legal requirements 
Objective: To avoid breaches of any law, statutory, regulatory or contractual obligations, and of any security requirements. 
Number Response (Y/N) Interview comment 
A.15.1.4 Y  
A.15.2 Compliance with security policies and standards, and technical compliance 
Objective: To ensure compliance of systems with organisational security policies and standards. 
Number Response (Y/N) Interview comment 
A.15.2.1 Y Compliance is enforced top down. 
A.15.2.2 Y  
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General comments 
Interviewer: Your organisation is very, very, very secure. 
Interviewee: I think it is, yes. 
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The Interview 
 

A structured interview is conducted to determine the level of control at the companies surveyed. The format of the interview is the interviewer 
goes through each Control in Table 1 and the interviewee indicates if all the Actions are implemented (Y), not implemented (N) or partially 
implemented (Partial). The interviewer will document the response along with any further comments the interviewee cares to add in Table 3. At 
the end of the interview (or at any time therein) the interviewee can indicate if he feels Controls are missing and should be included. These 
recommendations will also be documented by the interviewer in a General Comments section. 

Once the interview is completed, the interview responses will be used to generate a report showing where the company is vulnerable with 
regard to phishing attacks. The report will be sent to the interviewee. 

 

Interviewer guidelines 
Determine if the interviewee as well as institution wants to be known in the study 

A focused interview is conducted to determine the level of control at the company surveyed. The format of the interview is the interviewer goes 
through each Control in Table 1 and the interviewee indicates if all the Actions are implemented (Y), not implemented (N) or partially 
implemented (Partial).  If the control is not implemented then the interviewee will be asked if he as considered the control at all. 

The interviewer will document the response along with any further comments in Table 3.  

Once the interview is completed, the interview responses will be used to generate a report showing where the company is vulnerable with 
regard to phishing attacks. The report will be sent to the interviewee. 

 



Purpose of interview – as given to interview subject 
The purpose of the interview is to do a health check of your security policies to determine how secure your environment is against phishing. The 
outcome will be an awareness report that shows which measures (that can add value) have not been implemented or are partially implemented. 
During the interview you will be asked to comment on whether you have implemented the control or considered implementing the control. 

 

Introductory comments for interview 
Businesses are attempting to manage identity theft and security in general by using a range of tools and guidelines. The problem facing security 
teams is how to keep up and implement constantly changing technology, threats and policies. They need risk awareness, a good assessment of 
current controls and alignment of current/new controls for compliance ‐ this is a non‐trivial problem hence the suggested use of the adapted 
SANS 17799:2005 standard. 

The purpose of this document is to provide a high level guide to which issues should be considered, when implementing a security strategy 
against identity theft through phishing attacks. 

The goal of this interview is to get feedback on which Controls and Actions the company has implemented. The Actions are not meant to be 
prescriptive – the intention is to highlight the areas that need to be considered only – implementation detail will be specific to a company.  

Below is a graphical representation of where controls fit into a company’s security plan. As per the box All the Controls in the organization, a set 
of controls is chosen in some (undefined) manner to fit into the security strategy.  



 

Figure 1: From organisational properties to control attributes for effective controls (van der Haar and von Solms (2003:233-244) 
 

This document attempts to remove the uncertainty around the choice of controls. To protect a company against online identity theft through 
phishing attacks, the set of controls in Table 1 is suggested. The controls in Table 2 are those controls that were removed from the original SANS 
17799:2005 standard that was adapted. 

 
Table 1. Controls for prevention of Phishing attacks 
A.5 Security policy 
A.5.1 Information security policy 
Objective: To provide management direction and support for information security in accordance with business requirements and relevant laws and regulations.
A.5.1.1 Output 

Information security policy 
document 

Control 
An information security policy 
document shall be approved 
by management, and 
published and communicated 
to all employees and relevant 
external parties.

No threats 
 

Action 
The info policy doc shall make 
specific mention of identity 
theft through phishing attacks 

A.5.1.2 Output 
Review of the information 
security policy 

Control 
The information security policy 
shall be reviewed at planned 
Intervals or if significant 
changes occur to ensure its 
continuing suitability, 

No threats 
 

Action 
-Review the policy when new 
attack vectors become known  
-Review the policy after a 
phishing attack 



adequacy, and effectiveness. 
A.6 Organization of information security 
A.6.1 Internal organization 
Objective: To manage information security within the organization. 
A.6.1.4 Output 

Authorization process for 
information processing 
facilities 

Control 
A management authorization 
process for new information 
processing facilities shall be 
defined and implemented. 

Threats 
Malware-Based Phishing 
 

Action 
-Where necessary, hardware 
and software should be 
checked to ensure that they 
are compatible with other 
system components e.g. have 
the appropriate security 
patches applied 

A.6.1.7 Output 
Contact with special interest 
groups 

Control 
Appropriate contacts with 
special interest groups or 
other specialist security 
forums and professional 
associations shall be 
maintained. 

No threats 
 

Action 
Make and maintain contact  
with identity theft and phishing 
specialist groups 

A.8 Human resources security 
A.8.2 During employment 
Objective: To ensure that all employees, contractors and third party users are aware of information security threats and concerns, their responsibilities and liabilities, 
and are equipped to support organizational security policy in the course of their normal work, and to reduce the risk of human error. 
A.8.2.2 Output 

Information security 
awareness, education and 
training 

Control 
All employees of the 
organization and, where 
relevant, contractors and third 
party users shall receive 
appropriate awareness 
training and regular updates in 
organizational policies and 
procedures, as relevant for 
their job function. 

No threats Action 
The phishing awareness, 
education, and training 
activities will should be 
suitable and relevant to the 
person’s role, responsibilities 
and skills, and should include 
information on known threats, 
who to contact for further 
security advice and the proper 
channels for reporting 
information security incidents 

A.10 Communications and operations management
A.10.4 Protection against malicious and mobile code 
Objective: To protect the integrity of software and information. 
A.10.4.1 Output 

Controls against malicious 
code 

Control 
Detection, prevention, and 
recovery controls to protect 
against malicious code and 
appropriate user awareness 
procedures shall be 

Threats 
Malware-Based Phishing 
Keyloggers and Screenloggers 
Content-Injection Phishing 

Action 
-Checking any files on 
electronic or optical media, 
and files received over 
networks, for malicious code 
before use; 



implemented. -Checking electronic mail 
attachments and downloads 
for malicious code before use; 
this check should be carried 
out at different places, e.g. at 
electronic mail servers, 
desk top computers and when 
entering the network of the 
organization; 
-Checking web pages for 
malicious code; 
-Implementing procedures to 
regularly collect information, 
such as subscribing to mailing 
lists and/or checking web sites 
giving information about new 
malicious code; 
-Implementing procedures to 
verify information relating to 
malicious code, and ensure 
that warning bulletins are 
accurate and informative; 
 Software to protect against 

malicious code can be 
installed to provide 
automatic updates of 
definition 

 Files and scanning engines 
to ensure the protection is 
up to date. In addition, this 
software can be 

 installed on every desktop 
to carry out automatic 
checks 

 protect against the 
introduction of malicious 
code during maintenance 
and 

  emergency procedures, 
which may bypass normal 
malicious code protection 
controls 

A.10.4.2 Output 
Controls against mobile 
Code 

Control 
Where the use of mobile code 
is authorized, the configuration 

Threats 
Malware-Based Phishing 
Keyloggers and Screenloggers 

Action 
-Blocking any use of mobile 
code; 



(Mobile code is software code 
which transfers from one computer 
to another computer and then 
executes automatically and 
performs a specific function with 
little or no user interaction.) 

shall ensure that the 
authorized mobile code 
operates according to a clearly 
defined security policy, and 
unauthorized mobile code 
shall be prevented from 
executing. 

 -Blocking receipt of mobile 
code; 

A.10.6 Network security management 
Objective: To ensure the protection of information in networks and the protection of the supporting infrastructure. 
A.10.6.1 Output 

Network controls 
Control 
Networks shall be adequately 
managed and controlled, in 
order to be protected from 
threats, and to maintain 
security for the systems and 
applications using the network, 
including information in transit. 

Threats 
Data theft 
Password sniffers 
Packet sniffers 
IP spoofing 

Action 
-Special controls should be 
established to safeguard the 
confidentiality and integrity of 
data passing over public 
networks or over wireless 
networks, and to protect the 
connected systems and 
applications  

A.10.8 Exchange of information 
Objective: To maintain the security of information and software exchanged within an organization and with any external entity. 
A.10.8.1 Output 

Information exchange 
policies and procedures 
(Information exchange may occur 
through the use of a number of 
different types of communication 
facilities, including electronic mail, 
voice, facsimile, and video.) 

Control 
Formal exchange policies, 
procedures, and controls shall 
be in place to protect the 
exchange of information 
through the use of all types of 
communication facilities. 

No threats Action 
Policy must cover:- 
- protect exchanged 
information from interception, 
copying, modification, mis-
routing, and destruction 
- detection of and protection 
against malicious code that 
may be transmitted through 
the use of electronic 
communications 
- acceptable use of electronic 
communication facilities 
- user’s responsibilities not to 
compromise the organization, 
e.g. impersonation, forwarding 
of chain letters, etc  
- reminding personnel that 
they should take appropriate 
precautions, e.g. not to reveal 
sensitive information to avoid 
being overheard or intercepted 
when making a phone call 
- not to register demographic 



data, such as the e-mail 
address or other personal 
information, in any software to 
avoid collection for 
unauthorized use 

A.10.8.4 Output 
Electronic messaging 

Control 
Information involved in 
electronic messaging shall be 
appropriately protected. 

Threats 
Deceptive Phishing 
Malware-Based Phishing 
Spam email 
Spoofing an email address 

Action 
-Protecting messages from 
unauthorized access, 
modification or denial of 
service; 
-Obtaining approval prior to 
using external public services 
such as instant messaging or 
file sharing; 
-Stronger levels of 
authentication controlling 
access from publicly 
accessible networks. 

A.10.9 Electronic commerce services 
Objective: To ensure the security of electronic commerce services, and their secure use. 
A.10.9.1 Output 

Electronic commerce 
Control 
Information involved in 
electronic commerce passing 
over public networks shall be 
protected from fraudulent 
activity, contract dispute, and 
unauthorized disclosure and 
modification. 

Threats 
Session Hijacking 
Web Trojans 
Hosts File Poisoning 
System Reconfiguration 
Attacks 
DNS-Based Phishing 
Content-Injection Phishing 
Man-in-the-middle Phishing 
 

Action 
-A high level of confidence 
each party’s  claimed identity, 
e.g. through authentication; 
-Preserve the confidentiality of 
any sensitive data or 
information; 
-Preserve the confidentiality 
and integrity of any order 
transactions, payment 
information, delivery address 
details, and confirmation of 
receipts; 
-Appropriate verification to 
check payment information 
supplied by a customer; 
-Maintain the confidentiality 
and integrity of order 
information; 
-Avoidance of loss or 
duplication of transaction 
information;  
 Electronic commerce can 

make use of secure 



authentication methods, 
e.g. using public key 
cryptography and digital 
signatures to reduce the 
risks.  

 Trusted third parties can 
be used where required. 

A.10.9.2 Output 
On-line transactions 

Control 
Information involved in on-line 
transactions shall be protected 
to prevent incomplete 
transmission, mis-routing, 
unauthorized message 
alteration, unauthorized 
disclosure, unauthorized 
message duplication or replay. 

Threats 
Session Hijacking 
Web Trojans 
Data Theft 
Man-in-the-Middle Phishing 

Action 
-The use of electronic 
signatures by each of the 
parties involved in the 
transaction; 
-All aspects of the transaction, 
i.e. ensuring that: 
1) user credentials of all 
parties are valid and verified; 
2) the transaction remains 
confidential; and 
3) privacy associated with all 
parties involved is retained; 
-Communications path 
between all involved parties is 
encrypted; 
-Protocols used to 
communicate between all 
involved parties is secured; 
-Ensuring that the storage of 
the transaction details are 
located outside of any public 
accessible environment, 

A.10.9.3 Output 
Publicly available 
information 

Control 
The integrity of information 
being made available on a 
publicly available system shall 
be protected to prevent 
unauthorized modification. 

Threats 
Data Theft 

Action 
Access to the publishing 
system does not allow 
unintended access to 
networks to which the system 
is connected. 

A.10.10 Monitoring 
Objective: To detect unauthorized information processing activities. 
A.10.10.1 Output 

Audit logging 
(The audit logs may contain 
intrusive and confidential personal 
data.) 

Control 
Audit logs recording user 
activities, exceptions, and 
information security events 
shall be produced and kept for 
an agreed period to assist in 

Threats 
Data Theft 

Action 
Assist in future investigation 
and access control monitoring 



future investigations and 
access control monitoring. 

A.10.10.2 Output 
Monitoring system use 

Control 
Procedures for monitoring use 
of information processing 
facilities shall be established 
and the results of the 
monitoring activities reviewed 
regularly. 

No threats Action 
Assist in detecting un-
authorized access and 
activities 

A.10.10.3 Output 
Protection of log information 

Control 
Logging facilities and log 
information shall be protected 
against tampering and 
unauthorized access. 

No threats Action 
System logs need to be 
protected, because if the data 
can be modified or data in 
them deleted, their existence 
may create a false sense of 
security. 

A.11 Access control 
A.11.3 User responsibilities 
Objective: To prevent unauthorized user access, and compromise or theft of information and information processing facilities. 
A.11.3.1 Output 

Password use 
Control 
Users shall be required to 
follow good security practices 
in the selection and use of 
passwords. 

Threats 
Password crackers 
Social engineering  

Action 
-Change passwords whenever 
there is any indication of 
possible system or password 
compromise; 
-Select quality passwords with 
sufficient minimum length 
which are: 
1) easy to remember; 
2) not based on anything 
somebody else could easily 
guess or obtain using person 
related information, e.g. 
names, telephone numbers, 
and dates of birth etc.; 
3) not vulnerable to dictionary 
attacks (i.e. do not consist of 
words included in dictionaries); 
4) free of consecutive 
identical, all-numeric or all-
alphabetic characters; 
-Change passwords at regular 
intervals or based on the 
number of accesses 
(passwords for privileged 



accounts should be changed 
more frequently than normal 
passwords), and avoid re-
using or cycling old 
passwords; 
-Change temporary passwords 
at the first log-on; 
-Not include passwords in any 
automated log-on process, 
e.g. stored in a macro or 
function key; 
-Not share individual user 
passwords; 
-Not use the same password 
for business and non-business 
purposes 
- Management of the help 
desk system dealing with lost 
or forgotten passwords needs 
special care as this may also 
be a means of attack to the 
password system 

A.11.3.2 Output 
Unattended user equipment 

Control 
Users shall ensure that 
unattended equipment has 
appropriate protection. 

Threats 
Session Hijacking 

Action 
-Terminate active sessions 
when finished, unless they can 
be secured by an appropriate 
locking mechanism, e.g. a 
password protected screen 
saver; 
-Log-off mainframe computers, 
servers, and office PCs when 
the session is finished (i.e. not 
just switch off the PC screen 
or terminal); 

A.11.4 Network access control 
Objective: To prevent unauthorized access to networked services. 
A.11.4.7 Output 

Network routing control 
Control 
Routing controls shall be 
implemented for networks to 
ensure that computer 
connections and information 
flows do not breach the 
access control policy of the 
business applications. 

Threats 
Hosts File Poisoning 
System Reconfiguration 
Attacks 
DNS-Based Phishing 

Action 
- Routing controls should be 
based on positive source and 
destination address checking 
mechanisms. 
- Security gateways can be 
used to validate source and 
destination addresses 



A.11.5 Operating system access control 
Objective: To prevent unauthorized access to operating systems. 
A.11.5.1 Output 

Secure log-on procedures 
Control 
Access to operating systems 
shall be controlled by a secure 
log-on procedure. 

Threats 
Password crackers 
Password sniffers 
Packet sniffers 
 

Action 
- Validate the log-on 
information only on completion 
of all input data. If an error 
condition arises, the system 
should not indicate which part 
of the data is correct or 
incorrect; 
-Limit the number of 
unsuccessful log-on attempts 
allowed, e.g. to three attempts, 
and consider: 
1) recording unsuccessful and 
successful attempts; 
2) forcing a time delay before 
further log-on attempts are 
allowed or rejecting any 
further attempts without 
specific authorization; 
3) disconnecting data link 
connections; 
4) sending an alarm message 
to the system console if the 
maximum number of log-on 
attempts is reached; 
5) setting the number of 
password retries in 
conjunction with the minimum 
length of the password and the 
value of the system being 
protected; 
-Limit the maximum and 
minimum time allowed for the 
log-on procedure. If exceeded, 
the system should terminate 
the log-on; 
-Not transmit passwords in 
clear text over a network. 



A.11.5.2 Output 
User identification and 
authentication 

Control 
All users shall have a unique 
identifier (user ID) for their 
personal use only, and a 
suitable authentication 
technique shall be chosen to 
substantiate the claimed 
identity of a user. 

Threats 
Keyloggers and Screenloggers 
Web Trojans 

Action 
-Passwords are a common 
way to provide identification 
and authentication based on a 
secret that only the user 
knows. The same can also be 
achieved with cryptographic 
means and authentication 
protocols. 
-Objects such as memory 
tokens or smart cards that 
users possess can also be 
used for identification and 
authentication.  
-Biometric authentication 
technologies that use the 
unique characteristics or 
attributes of an individual can 
also be used to authenticate 
the person’s identity.  
-A combination of 
technologies and mechanisms 
securely linked will result in 
stronger authentication 

A.11.5.5 Output 
Session time-out 

Control 
Inactive sessions shall shut 
down after a defined period of 
inactivity. 

Threats 
Session Hijacking 

Action 
- A time-out facility should 
clear the session screen and 
also, possibly later, close both 
application and network 
sessions after a defined period 
of inactivity. 
-A limited form of time-out 
facility can be provided for 
some systems, which clears 
the screen and prevents 
unauthorized access but does 
not close down the application 
or network sessions 

A.11.5.6 Output 
Limitation of connection time 

Control 
Restrictions on connection 
times shall be used to provide 
additional security for high-risk 
applications. 

Threats 
Session Hijacking 

Action 
- Limiting the duration of active 
sessions prevents users from 
holding sessions open to 
prevent re-authenticating. 

A.11.7 Mobile computing and teleworking 



Objective: To ensure information security when using mobile computing and teleworking facilities. 
A.11.7.1 Output 

Mobile computing and 
communications 

Control 
A formal policy shall be in 
place, and appropriate security 
measures shall be adopted to 
protect against the risks of 
using mobile computing and 
communication facilities. 

Threats 
Social Engineering 
Packet sniffers 
(some wireless security protocols 
are immature and have known 
weaknesses) 
 

Action 
- Users of mobile computing 
facilities in public places 
should take care to avoid the 
risk of overlooking by 
unauthorized persons 
- Care should be taken when 
using mobile computing 
facilities in public places, 
meeting rooms and other 
unprotected areas outside of 
the organization’s premises. 
Protection should be in place 
to avoid the unauthorized 
access to or disclosure of the 
information stored and 
processed by these facilities, 
e.g. using cryptographic 
techniques 
- Training should be arranged 
for personnel using mobile 
computing to raise their 
awareness on the 
additional risks resulting from 
this way of working and the 
controls that should be 
implemented 

A.11.7.2 Output 
Teleworking 
(Teleworking uses 
communications technology to 
enable personnel to work remotely 
from a fixed location outside of 
their organization.) 

 

Control 
A policy, operational plans and 
procedures shall be developed 
and implemented for 
teleworking activities. 

Threats 
Packet sniffers 
Data Theft 

Action 
-A definition of the work 
permitted, the hours of work, 
the classification of information 
that may be held and the 
internal systems and services 
that the teleworker is 
authorized to access; 
-The provision of suitable 
communication equipment, 
including methods for securing 
remote access; 

A.12 Information systems acquisition, development and maintenance 
A.12.3 Cryptographic controls 
Objective: To protect the confidentiality, authenticity or integrity of information by cryptographic means. 
A.12.3.1 Output Control No threats Action 



Policy on the use of 
cryptographic controls 

A policy on the use of 
cryptographic controls for 
protection of information shall 
be developed and 
implemented. 

 -The use of encryption for 
protection of sensitive 
information transported by 
mobile or removable media, 
devices or across 
communication lines; 

A.12.5 Security in development and support processes 
Objective: To maintain the security of application system software and information. 
A.12.5.4 Output 

Information leakage 
Control 
Opportunities for information 
leakage shall be prevented. 

Threats 
Malware-Based Phishing 
Keyloggers and Screenloggers 
Trojan Horse software 

Action 
-Scanning of outbound media 
and communications for 
hidden information; 
-Masking and modulating 
system and communications 
behaviour to reduce the 
likelihood of a third party being 
able to deduce information 
from such behaviour; 
-Making use of systems and 
software that are considered 
to be of high integrity, e.g. 
using evaluated products (see 
ISO/IEC 15408); 
-Regular monitoring of 
personnel and system 
activities, where permitted 
under existing legislation or 
regulation; 
-Monitoring resource usage in 
computer systems. 
-Protect against covert 
channels by 
1) protecting against Trojan 
code  
2) Prevention of unauthorized 
network access 
3) policies and procedures to 
discourage misuse of 
information services by 
personnel 

A.12.6 Technical Vulnerability Management 
Objective: To reduce risks resulting from exploitation of published technical vulnerabilities. 
A.12.6.1 Output 

Control of technical 
Control 
Timely information about 

Threats 
All phishing attack vectors 

Action 
The technical vulnerability 



vulnerabilities technical vulnerabilities of 
information systems being 
used shall be obtained, the 
organization's exposure 
to such vulnerabilities 
evaluated, and appropriate 
measures taken to address 
the associated risk. 

management plan shall 
include all software and 
systems implemented as 
countermeasures to Phishing 
attacks 

A.13 Information security incident management 
A.13.1 Reporting information security events and weaknesses 
Objective: To ensure information security events and weaknesses associated with information systems are communicated in a manner allowing timely corrective 
action to be taken. 
A.13.1.1 Output 

Reporting information 
security events 

Control 
Information security events 
shall be reported through 
appropriate management 
channels as quickly as 
possible. 

No threats 
 

Action 
-All Phishing attacks should be 
reported and include all 
relevant info;  
-suitable processes should 
exist to give feedback on the 
attack;  
-Malfunctions/anomalous 
system behavior could be an 
indicator of an attack and 
should be reported 

A.13.1.2 Output 
Reporting security 
weaknesses 

Control 
All employees, contractors and 
third party users of information 
systems and services shall be 
required to note and report 
any observed or suspected 
security weaknesses in 
systems or services. 

Threats 
Various phishing attack 
vectors 

Action 
-Observed or suspected 
security weaknesses should 
be reported as they could be 
exploited for phishing attacks 

A.15 Compliance 
A.15.1 Compliance with legal requirements 
Objective: To avoid breaches of any law, statutory, regulatory or contractual obligations, and of any security requirements. 
A.15.1.4 Output 

Data protection and privacy 
of personal information 

Control 
Data protection and privacy 
shall be ensured as required in 
relevant legislation, 
regulations, and, if applicable, 
contractual clauses. 

Threats 
Data Theft 
Social Engineering 
 
 

Action 
- Appropriate technical and 
organizational measures to 
protect personal information 
should be 
Implemented 
-Data protection and privacy 
policy should be 
communicated to all persons 
involved in the processing of 



personal information 
A.15.2 Compliance with security policies and standards, and technical compliance 
Objective: To ensure compliance of systems with organizational security policies and standards. 
A.15.2.1 Output 

Compliance with security 
policies and standards 

Control 
Managers shall ensure that all 
security procedures within 
their area of responsibility are 
carried out correctly to achieve 
compliance with security 
policies and standards. 

Threats 
All phishing attack vectors 

Action 
-Compliance will policy and 
standards will provide a level 
of protection against phishing 
attacks 

A.15.2.2 Output 
Technical compliance 
checking 

Control 
Information systems shall be 
regularly checked for 
compliance with security 
implementation standards. 

Threats 
All phishing attack vectors 

Action 
- Ensure that anti-phishing 
hardware and software 
controls have been correctly 
implemented. 
- Penetration testing and 
vulnerability assessments for 
detecting vulnerabilities and 
checking how effective the 
controls are in preventing 
unauthorized access due to 
these vulnerabilities 

 

Table 2. Controls that are not adapted for a phishing attack 
A.6 Organization of information security 
A.6.1 Internal organization 
Objective: To manage information security within the organization. 
A.6.1.1 Output 

Management commitment to 
information security 

Control 
Management shall actively 
support security within the 
organization through clear 
direction, demonstrated 
commitment, explicit 
assignment, and 
acknowledgment of 
information security 
responsibilities.

N/A N/A 

Management commitment to information security is standard 
security procedures and by default be applied to phishing 
security measures 

A.6.1.2 Output 
Information security 
coordination 

Control 
Information security activities 
shall be co-ordinated by 

N/A N/A 
 



representatives from different 
parts of the organization with 
relevant roles and job 
functions. 

Information security coordination is standard security procedure 
that will by default be applied in procedures to protect against a 
phishing attack 

A.6.1.3  Control 
All information security 
responsibilities shall be clearly 
defined. 

N/A 
 

N/A 
 

Allocation of information security responsibilities is standard 
security procedures and by default be applied to phishing 
security measures 

A.6.1.5 Output 
Confidentiality agreements 

Control 
Requirements for 
confidentiality or non-
disclosure agreements 
reflecting the organization’s 
needs for the protection of 
information shall be identified 
and regularly reviewed. 

N/A 
 

N/A 
 

Confidentiality agreements pertain to legal documents and are 
not susceptible to phishing attacks 

A.6.1.6 Output 
Contact with authorities 

Control 
Appropriate contacts with 
relevant authorities shall be 
maintained. 

N/A N/A 

Contact with authorities is important in dealing with the aftermath 
of a phishing attack, this control will not aid in preventing an 
attack 

A.6.1.8 Output 
Independent review of 
information security 

Control 
The organization’s approach 
to managing information 
security and its 
implementation (i.e. control 
objectives, controls, policies, 
processes, and procedures for 
information security) shall be 
reviewed independently at 
planned intervals, or when 
significant changes to the 
security implementation occur. 

N/A N/A 

Independent review of information security is standard security 
procedures and by default be applied to phishing security 
measures 

A.6.2 External parties 
Objective: To maintain the security of the organization’s information and information processing facilities that are accessed, processed, communicated to, or managed 
by external parties. 
A.6.2.1 Output 

Identification of risks related 
to external parties 

Control 
The risks to the organization’s 
information and information 
processing facilities from 

N/A N/A 



business processes involving 
external parties shall be 
identified and appropriate 
controls implemented before 
granting access. 

External parties must have their own policy and procedures in 
place to protect against phishing attacks 

A.6.2.2 Output 
Addressing security when 
dealing with customers 

Control 
All identified security 
requirements shall be 
addressed before giving 
customers access to the 
organization’s information or 
assets. 

N/A N/A 

External parties must have their own policy and procedures in 
place to protect against phishing attacks 

A.6.2.3 Output 
Addressing security in third 
party agreements 

Control 
Agreements with third parties 
involving accessing, 
processing, communicating or 
managing the organization’s 
information or information 
processing facilities, or adding 
products or services to 
information processing 
facilities shall cover all 
relevant security requirements. 

N/A N/A 

External parties must have their own policy and procedures in 
place to protect against phishing attacks 

A.7 Asset management 
A.7.1 Responsibility for assets 
Objective: To achieve and maintain appropriate protection of organizational assets. 
A.7.1.1 Output 

Inventory of assets 
Control 
All assets shall be clearly 
identified and an inventory of 
all important assets drawn up 
and maintained. 

N/A N/A 

Asset management is standard security procedure but will not 
specifically protect against a phishing attack 

A.7.1.2 Output 
Ownership of assets 

Control 
All information and assets 
associated with information 
processing facilities shall be 
‘owned’ by a designated part 
of the organization. 

N/A N/A 

Asset management is standard security procedure but will not 
specifically protect against a phishing attack 

A.7.1.3 Output 
Acceptable use of assets 

Control 
Rules for the acceptable use 
of information and assets 

N/A N/A 



associated with information 
processing facilities shall be 
identified, documented, and 
implemented. 

Asset management is standard security procedure but will not 
specifically protect against a phishing attack 

A.7.2 Information classification 
Objective: To ensure that information receives an appropriate level of protection. 
A.7.2.1 Output 

Classification guidelines 
Control 
Information shall be classified 
in terms of its value, legal 
requirements, sensitivity and 
criticality to the organization. 

N/A N/A 

Information classification is standard security procedure but will 
not specifically protect against a phishing attack 

A.7.2.2 Output 
Information labelling and 
handling 

Control 
An appropriate set of 
procedures for information 
labeling and handling shall be 
developed and implemented in 
accordance with the 
classification scheme adopted 
by the organization. 

N/A N/A 

Information classification is standard security procedure but will 
not specifically protect against a phishing attack 

A.8 Human resources security 
A.8.1 Prior to employment 
Objective: To ensure that employees, contractors and third party users understand their responsibilities, and are suitable for the roles they are considered for, and to 
reduce the risk of theft, fraud or misuse of facilities. 
A.8.1.1 Output 

Roles and responsibilities 
Control 
Security roles and 
responsibilities of employees, 
contractors and third party 
users shall be defined and 
documented in accordance 
with the organization’s 
information security policy. 

N/A N/A 

Defining Roles and Responsibilities is standard security 
procedure but will not specifically protect against a phishing 
attack 

A.8.1.2 Output 
Screening 

Control 
Background verification 
checks on all candidates for 
employment, contractors, and 
third party users shall be 
carried out in accordance with 

N/A N/A 



relevant laws, regulations and 
ethics, and proportional to the 
business requirements, the 
classification of the information 
to be accessed, and the 
perceived risks. 

Screening is standard security procedure but will not specifically 
protect against a phishing attack 

A.8.1.3 Output 
Terms and conditions of 
employment 

Control 
As part of their contractual 
obligation, employees, 
contractors and third party 
users shall agree and sign the 
terms and conditions of their 
employment contract, which 
shall state their and the 
organization’s responsibilities 
for information security. 

N/A N/A 

Agreeing to and Signing the Terms and conditions of 
employment is standard security procedure but will not 
specifically protect against a phishing attack 

A.8.2 During employment 
Objective: To ensure that all employees, contractors and third party users are aware of information security threats and concerns, their responsibilities and liabilities, 
and are equipped to support organizational security policy in the course of their normal work, and to reduce the risk of human error. 
A.8.2.1 Output 

Management responsibilities 
Control 
Management shall require 
employees, contractors and 
third party users to apply 
security in accordance with 
established policies and 
procedures of the 
organization. 

N/A N/A 

Management responsibility is standard security procedures and 
by default be applied to phishing security measures 

A.8.2.3 Output 
Disciplinary process 

Control 
There shall be a formal 
disciplinary process for 
employees who have 
committed a security breach. 

N/A N/A 

Disciplinary process is standard security procedure but will not 
specifically protect against a phishing attack 

A.8.3 Termination or change of employment 
Objective: To ensure that employees, contractors and third party users exit an organization or change employment in an orderly manner. 
A.8.3.1 Output 

Termination responsibilities 
Control 
Responsibilities for performing 
employment termination or 
change of employment shall 
be clearly defined and 
assigned. 

N/A N/A 

Termination responsibilities is standard security procedure but 
will not specifically protect against a phishing attack 



A.8.3.2 Output 
Return of assets 

Control 
All employees, contractors and 
third party users shall return all 
of the organization’s assets in 
their possession upon 
termination of their 
employment, contract or 
agreement. 

N/A N/A 

Return of assets is standard security procedure but will not 
specifically protect against a phishing attack 

A.8.3.3 Output 
Removal of access rights 

Control 
The access rights of all 
employees, contractors and 
third party users to information 
and information processing 
facilities shall be removed 
upon termination of their 
employment, contract or 
agreement, or adjusted upon 
change. 

N/A N/A 

Removal of access rights is standard security procedure but will 
not specifically protect against a phishing attack 

A.9 Physical and environmental security 
A.9.1 Secure areas 
Objective: To prevent unauthorized physical access, damage and interference to the organization’s premises and information. 
A.9.1.1 Output 

Physical security perimeter 
Control 
Security perimeters (barriers 
such as walls, card controlled 
entry gates or manned 
reception desks) shall be used 
to protect areas that contain 
information and information 
processing facilities. 

N/A N/A 

Having a physical security perimeter is standard security 
procedure but will not specifically protect against a phishing 
attack 

A.9.1.2 Output 
Physical entry controls 

Control 
Secure areas shall be 
protected by appropriate entry 
controls to ensure that only 
authorized personnel are 
allowed access. 

N/A N/A 

Protecting physical entry controls is standard security procedure 
but will not specifically protect against a phishing attack 

A.9.1.3 Output 
Securing offices, rooms and 
facilities 

Control 
Physical security for offices, 
rooms, and facilities shall be 
designed and applied. 

N/A N/A 

Securing offices, rooms and facilities is standard security 
procedure but will not specifically protect against a phishing 
attack 



A.9.1.4 Output 
Protecting against external 
and environmental threats 

Control 
Physical protection against 
damage from fire, flood, 
earthquake, explosion, civil 
unrest, and other forms of 
natural or man-made disaster 
shall be designed and applied. 

N/A N/A 

Protecting against external and environmental threats is 
standard security procedure but will not specifically protect 
against a phishing attack 

A.9.1.5 Output 
Working in secure areas 

Control 
Physical protection and 
guidelines for working in 
secure areas shall be 
designed and applied. 

N/A N/A 

Working in secure areas is standard security procedure but will 
not specifically protect against a phishing attack 

A.9.1.6 Output 
Public access, delivery and 
loading areas 

Control 
Access points such as delivery 
and loading areas and other 
points where unauthorized 
persons may enter the 
premises shall be controlled 
and, if possible, isolated from 
information processing 
facilities to avoid unauthorized 
access. 

N/A N/A 

Controlling or isolating public access, delivery and 
loading areas is standard security procedure but will not 
specifically protect against a phishing attack 

A.9.2 Equipment security 
Objective: To prevent loss, damage, theft or compromise of assets and interruption to the organization’s activities.
A.9.2.1 Output 

Equipment siting and 
protection 

Control 
Equipment shall be sited or 
protected to reduce the risks 
from environmental threats 
and hazards, and 
opportunities for unauthorized 
access. 

N/A N/A 

Equipment siting and protection is standard security procedure 
but will not specifically protect against a phishing attack 

A.9.2.2 Output 
Supporting utilities 

Control 
Equipment shall be protected 
from power failures and other 
disruptions caused by failures 
in supporting utilities. 

N/A N/A 

Protecting supporting utilities is standard security procedure but 
will not specifically protect against a phishing attack 

A.9.2.3 Output 
Cabling security 

Control 
Power and 
telecommunications cabling 
carrying data or supporting 
information services shall be 
protected from interception or 
damage. 

N/A N/A 

Protecting cabling is standard security procedure but will not 
specifically protect against a phishing attack 



A.9.2.4 Output 
Equipment maintenance 

Control 
Equipment shall be correctly 
maintained to ensure its 
continued availability and 
integrity. 

N/A N/A 

Correct equipment maintenance is standard security procedure 
but will not specifically protect against a phishing attack 

A.9.2.5 Output 
Security of equipment off-
premises 

Control 
Security shall be applied to off-
site equipment taking into 
account the different risks of 
working outside the 
organization’s premises. 

N/A N/A 

Ensuring the security of off-site equipment is standard security 
procedure but will not specifically protect against a phishing 
attack 

A.9.2.6 Output 
Secure disposal or re-use of 
equipment 

Control 
All items of equipment 
containing storage media shall 
be checked to ensure that any 
sensitive data and licensed 
software has been removed or 
securely overwritten prior to 
disposal. 

N/A N/A 

Secure disposal or re-use of equipment is standard security 
procedure but will not specifically protect against a phishing 
attack 

A.9.2.7 Output 
Removal of property 

Control 
Equipment, information or 
software shall not be taken off-
site without prior authorization. 

N/A N/A 

Ensuring equipment is only removed with authorization is 
standard security procedure but will not specifically protect 
against a phishing attack 

A.10 Communications and operations management 
A.10.1 Operational procedures and responsibilities 
Objective: To ensure the correct and secure operation of information processing facilities. 
A.10.1.1 Output 

Documented operating 
procedures 

Control 
Operating procedures shall be 
documented, maintained, and 
made available to all users 
who need them. 

N/A N/A 

Documented operating procedures is standard security 
procedure but will not specifically protect against a phishing 
attack 

A.10.1.2 Output 
Change management 

Control 
Changes to information 
processing facilities and 
systems shall be controlled. 

N/A N/A 

Proper change management is standard security procedure but 
will not specifically protect against a phishing attack 

A.10.1.3 Output 
Segregation of duties 

Control 
Duties and areas of 
responsibility shall be 

N/A N/A 



segregated to reduce 
opportunities for unauthorized 
or unintentional modification or 
misuse of the organization’s 
assets. 

Segregation of duties is standard security procedure but will not 
specifically protect against a phishing attack 

A.10.1.4 Output 
Separation of development, 
test and operational facilities 

Control 
Development, test and 
operational facilities shall be 
separated to reduce the risks 
of unauthorised access or 
changes to the operational 
system. 

N/A N/A 

Separation of development, test and operational facilities is 
standard security procedure but will not specifically protect 
against a phishing attack 

A.10.2 Third party service delivery management 
Objective: To implement and maintain the appropriate level of information security and service delivery in line with third party service delivery agreements. 
A.10.2.1 Output 

Service delivery 
Control 
It shall be ensured that the 
security controls, service 
definitions and delivery levels 
included in the third party 
service delivery agreement are 
implemented, operated, and 
maintained by the third party. 

N/A N/A 

Proper execution of third party service delivery is standard 
security procedure but will not specifically protect against a 
phishing attack 

A.10.2.2 Output 
Monitoring and review of 
third party services 

Control 
The services, reports and 
records provided by the third 
party shall be regularly 
monitored and reviewed, and 
audits shall be carried out 
regularly. 

N/A N/A 

Monitoring and review of third party services is standard security 
procedure but will not specifically protect against a phishing 
attack 

A.10.2.3 Output 
Managing changes to third 
party services 

Control 
Changes to the provision of 
services, including maintaining 
and improving existing 
information security policies, 
procedures and controls, shall 
be managed, taking account of 
the criticality of business 
systems and processes 
involved and re-assessment of 
risks. 

N/A N/A 

Managing changes to third party services is standard security 
procedure but will not specifically protect against a phishing 
attack 

A.10.3 System planning and acceptance 
Objective: To minimize the risk of systems failures. 



A.10.3.1 Output 
Capacity management 

Control 
The use of resources shall be 
monitored, tuned, and 
projections made of future 
capacity requirements to 
ensure the required system 
performance. 

N/A N/A 

Proper capacity management is standard security procedure but 
will not specifically protect against a phishing attack 

A.10.3.2 Output 
System acceptance 

Control 
Acceptance criteria for new 
information systems, 
upgrades, and new versions 
shall be established and 
suitable tests of the system(s) 
carried out during 
development and prior to 
acceptance. 

N/A N/A 

Ensuring system acceptance criteria is met, is standard security 
procedure but will not specifically protect against a phishing 
attack 

A.10.5 Back-up 
Objective: To maintain the integrity and availability of information and information processing facilities. 
A.10.5.1 Output 

Information back-up 
Control 
Back-up copies of information 
and software shall be taken 
and tested regularly in 
accordance with the agreed 
backup policy. 

N/A N/A 

Information back-up is standard security procedure but will not 
specifically protect against a phishing attack 

A.10.6 Network security management 
Objective: To ensure the protection of information in networks and the protection of the supporting infrastructure. 
A.10.6.2 Output 

Security of network services 
Control 
Security features, service 
levels, and management 
requirements of all network 
services shall be identified and 
included in any network 
services agreement, whether 
these services are provided in-
house or outsourced. 

N/A N/A 

The onus is on the network service provider to ensure the 
security of the network service hence this control will not directly 
protect against a phishing attack unless the network service 
provider is remiss. 

A.10.7 Media handling 
Objective: To prevent unauthorized disclosure, modification, removal or destruction of assets, and interruption to business activities. 
A.10.7.1 Output 

Management of removable 
media 

Control 
There shall be procedures in 
place for the management of 
removable media. 

N/A N/A 

The management of removable media is standard security 
procedure but will not specifically protect against a phishing 
attack 



A.10.7.2 Output 
Disposal of media 

Control 
Media shall be disposed of 
securely and safely when no 
longer required, using formal 
procedures. 

N/A N/A 

Safe and secure disposal of media is standard security 
procedure but will not specifically protect against a phishing 
attack 

A.10.7.3 Output 
Information handling 
procedures 

Control 
Procedures for the handling 
and storage of information 
shall be established to protect 
this information from 
unauthorized disclosure 
or misuse. 

N/A N/A 

Secure information handling procedures is standard security 
procedure but will not specifically protect against a phishing 
attack 

A.10.7.4 Output 
Security of system 
documentation 

Control 
System documentation shall 
be protected against 
unauthorized access. 

N/A N/A 

Security of system documentation is standard security 
procedure but will not specifically protect against a phishing 
attack 

A.10.8 Exchange of information 
Objective: To maintain the security of information and software exchanged within an organization and with any external entity. 
A.10.8.2 Output 

Exchange agreements 
Control 
Agreements shall be 
established for the exchange 
of information and software 
between the organization and 
external parties. 

N/A N/A 

Proper exchange agreements is standard security procedure but 
will not specifically protect against a phishing attack 

A.10.8.3 Output 
Physical media in transit 

Control 
Media containing information 
shall be protected against 
unauthorized access, misuse 
or corruption during 
transportation beyond an 
organization’s physical 
boundaries. 

N/A N/A 

Protection of physical media in transit is standard security 
procedure but will not specifically protect against a phishing 
attack 

A.10.8.5 Output 
Business information 
systems 

Control 
Policies and procedures shall 
be developed and 
implemented to protect 
information associated with 
the interconnection of 
business information systems. 

N/A N/A 

The protection of information associated with the interconnection 
of business information systems is standard security procedure 
but will not specifically protect against a phishing attack 

A.10.10 Monitoring 
Objective: To detect unauthorized information processing activities. 



A.10.10.4 Output 
Administrator and operator 
logs 

Control 
System administrator and 
system operator activities shall 
be logged. 

N/A N/A 

Maintaining administrator and operator logs is standard security 
procedure but will not specifically protect against a phishing 
attack 

A.10.10.5 Output 
Fault logging 

Control 
Faults shall be logged, 
analyzed, and appropriate 
action taken. 

N/A N/A 

Fault logging is standard security procedure but will not 
specifically protect against a phishing attack 

A.10.10.6 Output 
Clock synchronization 

Control 
The clocks of all relevant 
information processing 
systems within an organization 
or security domain shall be 
synchronized with an agreed 
accurate time source. 

N/A N/A 

Clock synchronization is standard security procedure but will not 
specifically protect against a phishing attack 

A.11 Access control 
A.11.1 Business requirement for access control 
Objective: To control access to information. 
A.11.1.1 Output 

Access control policy 
Control 
An access control policy shall 
be established, documented, 
and reviewed based on 
business and security 
requirements for access. 

N/A N/A 

Access control policy is standard security procedure but will not 
specifically protect against a phishing attack 

A.11.2 User access management 
Objective: To ensure authorized user access and to prevent unauthorized access to information systems 
A.11.2.1 Output 

User registration 
Control 
There shall be a formal user 
registration and de-registration 
procedure in place for granting 
and revoking access to all 
information systems and 
services. 

N/A N/A 

Formal user registration/de-registration is standard security 
procedure but will not specifically protect against a phishing 
attack 

A.11.2.2 Output 
Privilege management 

Control 
The allocation and use of 
privileges shall be restricted 
and controlled. 

N/A N/A 

is standard security procedure but will not specifically protect 
against a phishing attack 

A.11.2.3 Output 
User password management 

Control 
The allocation of passwords 
shall be controlled through a 
formal management process. 

N/A N/A 

Privilege management is standard security procedure but will not 
specifically protect against a phishing attack 



A.11.2.4 Output 
Review of user access rights 

Control 
Management shall review 
users’ access rights at regular 
intervals using a formal 
process. 

N/A N/A 

Review of user access rights is standard security procedure but 
will not specifically protect against a phishing attack 

A.11.3 User responsibilities 
Objective: To prevent unauthorized user access, and compromise or theft of information and information processing facilities. 
A.11.3.3 Output 

Clear desk and clear screen 
policy 

Control 
A clear desk policy for papers 
and removable storage media 
and a clear screen policy for 
information processing 
facilities shall be adopted. 

N/A N/A 

Clear desk and clear screen policy is standard security 
procedure but will not specifically protect against an online 
phishing attack 

A.11.4 Network access control 
Objective: To prevent unauthorized access to networked services. 
A.11.4.1 Output 

Policy on use of network 
services 

Control 
Users shall only be provided 
with access to the services 
that they have been 
specifically authorized to use. 

N/A N/A 

Policy on use of network services is standard security procedure 
but will not specifically protect against a phishing attack 

A.11.4.2 Output 
User authentication for 
external connections 

Control 
Appropriate authentication 
methods shall be used to 
control access by remote 
users. 

N/A N/A 

User authentication for external connections is standard security 
procedure but will not specifically protect against a phishing 
attack 

A.11.4.3 Output 
Equipment identification in 
networks 

Control 
Automatic equipment 
identification shall be 
considered as a means 
to authenticate connections 
from specific locations and 
equipment. 

N/A N/A 

Equipment identification in networks is standard security 
procedure but will not specifically protect against a phishing 
attack 

A.11.4.4 Output 
Remote diagnostic and 
configuration port protection 

Control 
Physical and logical access to 
diagnostic and configuration 
ports shall be controlled. 

N/A N/A 

Remote diagnostic and configuration port protection is standard 
security procedure but will not specifically protect against a 
phishing attack 

A.11.4.5 Output 
Segregation in networks 

Control 
Groups of information 
services, users, and 
information systems shall be 
segregated on networks. 

N/A N/A 

Segregation in networks is standard security procedure but will 
not specifically protect against a phishing attack 



A.11.4.6 Output 
Network connection control 

Control 
For shared networks, 
especially those extending 
across the organization’s 
boundaries, the capability of 
users to connect to the 
network shall be restricted, in 
line with the access control 
policy and requirements of the 
business applications  

N/A N/A 

Network connection control is standard security procedure but 
will not specifically protect against a phishing attack 

 

A.11.5 Operating system access control 
Objective: To prevent unauthorized access to operating systems. 
A.11.5.3 Output 

Password management 
system 

Control 
Systems for managing 
passwords shall be interactive 
and shall ensure quality 
passwords. 

N/A N/A 

A good password management should be standard security 
procedure but will not specifically protect against a phishing 
attack. The use of passwords is directly involved in phishing. 

A.11.5.4 Output 
Use of system utilities 

Control 
The use of utility programs 
that might be capable of 
overriding system and 
application controls shall be 
restricted and tightly 
controlled. 

N/A N/A 

Controlled use of system utilities is standard security procedure 
but will not specifically protect against a phishing attack 

A.11.6 Application and information access control 
Objective: To prevent unauthorized access to information held in application systems. 
A.11.6.1 Output 

Information access 
restriction 

Control 
Access to information and 
application system functions 
by users and support 
personnel shall be restricted in 
accordance with the defined 
access control policy. 

N/A N/A 

Information access restriction is standard security procedure but 
will not specifically protect against a phishing attack 

A.11.6.2 Output 
Sensitive system isolation 

Control 
Sensitive systems shall have a 
dedicated (isolated) computing 
environment. 

N/A N/A 

Sensitive system isolation is standard security procedure but will 
not specifically protect against a phishing attack 

A.12 Information systems acquisition, development and maintenance 
A.12.1 Security requirements of information systems 
Objective: To ensure that security is an integral part of information systems. 



A.12.1.1 Output 
Security requirements 
analysis and specification 

Control 
Statements of business 
requirements for new 
information systems, 
or enhancements to existing 
information systems shall 
specify the requirements for 
security controls. 

N/A N/A 

Security requirements analysis and specification is standard 
security procedure but will not specifically protect against a 
phishing attack 

A.12.2 Correct processing in applications 
Objective: To prevent errors, loss, unauthorized modification or misuse of information in applications. 
A.12.2.1 Output 

Input data validation 
Control 
Data input to applications shall 
be validated to ensure that this 
data is correct and 
appropriate. 

N/A N/A 

Input data validation is standard security procedure but will not 
specifically protect against a phishing attack 

A.12.2.2 Output 
Control of internal 
processing 

Control 
Validation checks shall be 
incorporated into applications 
to detect any corruption of 
information through 
processing errors or deliberate 
acts. 

N/A N/A 

Control of internal processing is standard security procedure but 
will not specifically protect against a phishing attack 

A.12.2.3 Output 
Message integrity 

Control 
Requirements for ensuring 
authenticity and protecting 
message integrity in 
applications shall be identified, 
and appropriate controls 
identified and implemented. 

N/A N/A 

Ensuring message integrity is standard security procedure but 
will not specifically protect against a phishing attack 

A.12.2.4 Output 
Output data validation 

Control 
Data output from an 
application shall be validated 
to ensure that the processing 
of stored information is correct 
and appropriate to the 
circumstances. 

N/A N/A 

Output data validation is standard security procedure but will not 
specifically protect against a phishing attack 

A.12.3 Cryptographic controls 
Objective: To protect the confidentiality, authenticity or integrity of information by cryptographic means. 
A.12.3.2 Output 

Key management 
Control 
Key management shall be in 
place to support the 
organization’s use of 
cryptographic techniques. 

N/A N/A 

Key management is standard security procedure but will not 
specifically protect against a phishing attack 



A.12.4 Security of system files 
Objective: To ensure the security of system files. 
A.12.4.1 Output 

Control of operational 
software 

Control 
There shall be procedures in 
place to control the installation 
of software on operational 
systems. 

N/A N/A 

Control of operational software is standard security procedure 
but will not specifically protect against a phishing attack 

A.12.4.2 Output 
Protection of system test 
data 

Control 
Test data shall be selected 
carefully, and protected and 
controlled. 

N/A N/A 

Protection of system test data is standard security procedure but 
will not specifically protect against a phishing attack 

A.12.4.3 Output 
Access control to program 
source code 

Control 
Access to program source 
code shall be restricted. 

N/A N/A 

Access control to program source code is standard security 
procedure but will not specifically protect against a phishing 
attack 

A.12.5 Security in development and support processes 
Objective: To maintain the security of application system software and information. 
A.12.5.1 Output 

Change control procedures 
Control 
The implementation of 
changes shall be controlled by 
the use of formal change 
control procedures. 

N/A N/A 

Change control procedures is standard security procedure but 
will not specifically protect against a phishing attack 

A.12.5.2 Output 
Technical review of 
applications after operating 
system changes 

Control 
When operating systems are 
changed, business critical 
applications shall be reviewed 
and tested to ensure there is 
no adverse impact on 
organizational operations or 
security. 

N/A N/A 

Technical review of applications after operating system changes 
is standard security procedure but will not specifically protect 
against a phishing attack 

A.12.5.3 Output 
Restrictions on changes to 
software packages 

Control 
Modifications to software 
packages shall be 
discouraged, limited to 
necessary changes, and all 
changes shall be strictly 
controlled. 

N/A N/A 

Strict control of modifications to software packages is standard 
security procedure but will not specifically protect against a 
phishing attack 

A.12.5.5 Output 
Outsourced software 
development 

Control 
Outsourced software 
development shall be 
supervised and monitored by 
the organization. 

N/A N/A 

Close monitoring of outsourced software development is 
standard security procedure but will not specifically protect 
against a phishing attack 

A.13 Information security incident management



A.13.2 Management of information security incidents and improvements 
Objective: To ensure a consistent and effective approach is applied to the management of information security incidents. 
A.13.2.1 Output 

Responsibilities and 
procedures 

Control 
Management responsibilities 
and procedures shall be 
established to ensure a quick, 
effective, and orderly response 
to information security 
incidents. 

N/A 
 

N/A 

Responsibilities and procedures should cover all phishing 
security incidents. This is standard security practice but will not 
specifically protect against a phishing attack 

A.13.2.2 Output 
Learning from information 
security incidents 

Control 
There shall be mechanisms in 
place to enable the types, 
volumes, and costs of 
information security incidents 
to be quantified and 
monitored. 

N/A 
 

N/A 

Phishing incidents need to be carefully evaluated as often the 
threats/vulnerabilities are undocumented. Learning from 
information security incidents is standard security practice but 
will not specifically protect against a phishing attack 

A.13.2.3 Output 
Collection of evidence 

Control 
Where a follow-up action 
against a person or 
organization after an 
information security incident 
involves legal action (either 
civil or criminal), evidence 
shall be collected, retained, 
and presented to conform to 
the rules for evidence laid 
down in the relevant 
jurisdiction(s). 

N/A 
 

N/A 

Forensic evidence can be used as evidence in legal proceedings 
against transactions with the stolen identity. Collection of 
evidence is standard security practice but will not specifically 
protect against a phishing attack 
 

A.14 Business continuity management 
A.14.1 Information security aspects of business continuity management 
Objective: To counteract interruptions to business activities and to protect critical business processes from the effects of major failures of information systems or 
disasters and to ensure their timely resumption.
A.14.1.1 Output 

Including information 
security in the business 
continuity management 
process 

Control 
A managed process shall be 
developed and maintained for 
business continuity throughout 
the organization that 
addresses the information 
security requirements needed 
for the organization’s business 
continuity. 

N/A N/A 

Including information security in the business continuity 
management process is standard security procedure but will not 
specifically protect against a phishing attack 



A.14.1.2 Output 
Business continuity and risk 
assessment 

Control 
Events that can cause 
interruptions to business 
processes shall be identified, 
along with the probability and 
impact of such interruptions 
and their consequences for 
information security. 

N/A N/A 

Business continuity and risk assessment is standard security 
procedure but will not specifically protect against a phishing 
attack 

A.14.1.3 Output 
Developing and 
implementing continuity 
plans including information 
security 

Control 
Plans shall be developed and 
implemented to maintain or 
restore operations and ensure 
availability of information at 
the required level and in the 
required time scales following 
interruption to, or failure of 
critical business processes. 

N/A N/A 

Developing and implementing continuity plans including 
information security is standard security procedure but will not 
specifically protect against a phishing attack 

A.14.1.4 Output 
Business continuity planning 
framework 

Control 
A single framework of 
business continuity plans shall 
be maintained to ensure all 
plans are consistent, to 
consistently address 
information security 
requirements, and to identify 
priorities for testing and 
maintenance. 

N/A N/A 

Consistent business continuity planning is standard security 
procedure but will not specifically protect against a phishing 
attack 

A.14.1.5 Output 
Testing, maintaining and 
reassessing business 
continuity plans 

Control 
Business continuity plans shall 
be tested and updated 
regularly to ensure that they 
are up to date and effective. 

N/A N/A 

Regularly updated business continuity plans is standard security 
procedure but will not specifically protect against a phishing 
attack 

A.15 Compliance 
A.15.1 Compliance with legal requirements 
Objective: To avoid breaches of any law, statutory, regulatory or contractual obligations, and of any security requirements. 
A.15.1.1 Output 

Identification of applicable 
legislation 

Control 
All relevant statutory, 
regulatory and contractual 
requirements and the 
organization’s approach to 

N/A N/A 



meet these requirements shall 
be explicitly defined, 
documented, and kept up to 
date for each information 
system and the organization. 

Explicitly defined organizational approach to legislation is 
standard security procedure but will not specifically protect 
against a phishing attack 

A.15.1.2 Output 
Intellectual property rights 
(IPR) 

Control 
Appropriate procedures shall 
be implemented to ensure 
compliance with legislative, 
regulatory, and contractual 
requirements on the use of 
material in respect of which 
there may be intellectual 
property rights and on the use 
of proprietary software 
products. 

N/A N/A 

Compliance with intellectual property rights legislation  
is standard security procedure but will not specifically protect 
against a phishing attack 

A.15.1.3 Output 
Protection of organizational 
records 

Control 
Important records shall be 
protected from loss, 
destruction and 
falsification, in accordance 
with statutory, regulatory, 
contractual, and business 
requirements. 

N/A N/A 

Adequate protection of important organizational 
records is standard security procedure but will not specifically 
protect against a phishing attack 

A.15.1.5 Output 
Prevention of misuse of 
information processing 
facilities 

Control 
Users shall be deterred from 
using information processing 
facilities for unauthorized 
purposes. 

N/A N/A 

Prevention of misuse of information processing facilities is 
standard security procedure but will not specifically protect 
against a phishing attack 

A.15.1.6 Output 
Regulation of cryptographic 
controls 

Control 
Cryptographic controls shall 
be used in compliance with all 
relevant agreements, laws, 
and regulations. 

N/A N/A 

Regulation of cryptographic controls is standard security 
procedure but will not specifically protect against a phishing 
attack 

A.15.3 Information systems audit considerations 
Objective: To maximize the effectiveness of and to minimize interference to/from the information systems audit process. 
A.15.3.1 Output 

Information systems audit 
controls 

Control 
Audit requirements and 
activities involving checks on 

N/A N/A 



operational systems shall be 
carefully planned and agreed 
to minimize the risk of 
disruptions to business 
processes. 

Information systems audit controls is standard security 
procedure but will not specifically protect against a phishing 
attack 

A.15.3.2 Output 
Protection of information 
systems audit tools 

Control 
Access to information systems 
audit tools shall be protected 
to prevent any possible 
misuse or compromise. 

N/A N/A 

Protection of information systems audit tools is standard security 
procedure but will not specifically protect against a phishing 
attack 

 

Table 3. Interview Responses 
A.5 Security policy 
A.5.1 Information security policy 
Objective: To provide management direction and support for information security in accordance with business requirements and relevant laws and regulations.
Number Response(Y/N) Optional Comment 
A.5.1.1    
A.5.1.2    
A.6 Organization of information security 
A.6.1 Internal organization 
Objective: To manage information security within the organization. 
Number Response(Y/N) Optional Comment 
A.6.1.4   
A.6.1.7   
A.8 Human resources security 
A.8.2 During employment 
Objective: To ensure that all employees, contractors and third party users are aware of information security threats and concerns, their responsibilities and liabilities, 
and are equipped to support organizational security policy in the course of their normal work, and to reduce the risk of human error. 
Number Response(Y/N) Optional Comment 
A.8.2.2   
A.10 Communications and operations management
A.10.4 Protection against malicious and mobile code 
Objective: To protect the integrity of software and information. 
Number Response(Y/N) Optional Comment 
A.10.4.1   
A.10.4.2   
A.10.6 Network security management 
Objective: To ensure the protection of information in networks and the protection of the supporting infrastructure. 
Number Response(Y/N) Optional Comment 
A.10.6.1   
A.10.8 Exchange of information 



Objective: To maintain the security of information and software exchanged within an organization and with any external entity. 
Number Response(Y/N) Optional Comment 
A.10.8.1   
A.10.8.4   
A.10.9 Electronic commerce services 
Objective: To ensure the security of electronic commerce services, and their secure use. 
Number Response(Y/N) Optional Comment 
A.10.9.1   
A.10.9.2   
A.10.9.3   
A.10.10 Monitoring 
Objective: To detect unauthorized information processing activities. 
Number Response(Y/N) Optional Comment 
A.10.10.1   
A.10.10.2   
A.10.10.3   
A.11 Access control 
A.11.3 User responsibilities 
Objective: To prevent unauthorized user access, and compromise or theft of information and information processing facilities. 
Number Response(Y/N) Optional Comment 
A.11.3.1   
A.11.3.2   
A.11.4 Network access control 
Objective: To prevent unauthorized access to networked services. 
Number Response(Y/N) Optional Comment 
A.11.4.7   
A.11.5 Operating system access control 
Objective: To prevent unauthorized access to operating systems. 
Number Response(Y/N) Optional Comment 
A.11.5.1   
A.11.5.2   
A.11.5.5   
A.11.5.6   
A.11.7 Mobile computing and teleworking 
Objective: To ensure information security when using mobile computing and teleworking facilities. 
Number Response(Y/N) Optional Comment 
A.11.7.1   
A.11.7.2   
A.12 Information systems acquisition, development and maintenance
A.12.3 Cryptographic controls 
Objective: To protect the confidentiality, authenticity or integrity of information by cryptographic means. 
Number Response(Y/N) Optional Comment 
A.12.3.1   



A.12.5 Security in development and support processes 
Objective: To maintain the security of application system software and information. 
Number Response(Y/N) Optional Comment 
A.12.5.4   
A.12.6 Technical Vulnerability Management 
Objective: To reduce risks resulting from exploitation of published technical vulnerabilities. 
Number Response(Y/N) Optional Comment 
A.12.6.1   
A.13 Information security incident management 
A.13.1 Reporting information security events and weaknesses 
Objective: To ensure information security events and weaknesses associated with information systems are communicated in a manner allowing timely corrective 
action to be taken. 
Number Response(Y/N) Optional Comment 
A.13.1.1   
A.13.1.2   
A.15 Compliance 
A.15.1 Compliance with legal requirements 
Objective: To avoid breaches of any law, statutory, regulatory or contractual obligations, and of any security requirements. 
Number Response(Y/N) Optional Comment 
A.15.1.4   
A.15.2 Compliance with security policies and standards, and technical compliance 
Objective: To ensure compliance of systems with organizational security policies and standards. 
Number Response(Y/N) Optional Comment 
A.15.2.1   
A.15.2.2   
General Comments 
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